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CneunanusnpoBaHHbleé KOMaHAbI

B coctas K Bel VPN Gate-V BXoauT psg yTUNUT KOMaHOHOW CTPOKW, MpedHasHa4yeHHbIX Ang
ynpaBneHus obLwmmn HacTponkamu Mpogykra.

YTunutel Haxogatca B katamnore /opt/VPNagent/bin n moryt Bbi3biBatbecs u3 shell (6es
Heo6XoaAMMOCTYM yka3biBaTb MOMHbIV NyTb K channy).

Bce atun YTUINMUTbI MOXHO TakKKe 3anyckatb U3 CLI koHCcOonMM ¢ NoOMOLLbK KOMaHgbl run.
3aI'IyCK yTunut KoMaHaHom CTPOKK C onumen —h Bbi3biBAET NOMOLLb.

Bce ytunuTel, obpawatowmecs kK VPN daemon, nmetoT onuuio -T <timeout>, yCTaHaBNUBAKOLLYHO
MaKkcMmarnibHoe BpeMa OXuaaHua OoTBeTa OT VPNSVC cepBuca. OI'ILI,I/IFl rnobanbHas u” OOIMKHa
YKa3blBaTbCA B Ha4vane Cnuncka OI'ILI,I/IVI, C KOTOPbIMK 3anyckaeTtcd ytunura.
Hanpumep, komaHga sa mgr -T O show — KOppekTHas, a sa mgr show -T 0 — HeT.
Ecnu onuua He ykKas3aHa ABHO, TO YTUnmMTa OXuaaeTt oTBeTa OT OJeMOHa B Te4dYeHune BpeMEHWU,
YCTaHOBJ1EHHOIO NO yMOn4aHuo Ana aToMN YTUNUTDBI.

KonnyectBo 3anpocoB OT yTUNUT, OAHOBpEMEHHO obpabaTtbiBaeMbiX OEMOHOM, HE MOXeT ObiTb
fonbwe 3. Npy npeBbIWEHNM NMMUTA 3anpoCbl OTBEPrakTCs, W yTUnuTa BblAaeT OUMarHOCTUKY
“DAEMON BUSY NOW”. [oBTOpWTb 3amyCK yTUNUTbI MOXHO NOCNe TOro, Kak XoTd Bbl ogHa 13 Takmx
YTUNUT 3aBepLUnT paborTy.
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UHudropmauums o MNpoaykre

ver_show

KomaHga ver show npegHasHadeHa ans npocMoTpa nHdopmarum o6 ycTaHOBMEHHOM NPoayKTe.
CuHTakcuc

ver show [-a|-i|-n|-r|-w|-d|-1|-p|-h]

-a BbIBOAUT BCKO MHGOPMaLNO

-1 BbIBOAUT UHGopMaumto o6 yctaHoeneHHon OC
-n nokasbiBaeT MMs NpoaykTa

-r nokasbiBaeT BEPCUIO MpoayKTa

-w nokasbiBaeT BEPCUIO 1 HOMep COOpKM NpoayKTa
-d nokasbiBaeT gaty cOopku npoaykra

-1 nokasbIBaeT NULEH3N0 NpoayKTa

-p nokasbiBaeT MHpopmaLuio 0 KpunTonpoBanaepe
-h nokasbiBaeT NOACKa3Ky

Mpumep

ver_ show
Build information:
product name: S-Terra Gate
product release: 4.1
product build number: 4.1.13925
product build date: 2013-09-18 14:25:05

product target CPU: amd64

System information:

0S information: Linux 2.6.32-5-amd64 #1 SMP Tue May 7 18:21:34
MSK 2013

license information: GATE10000,test,101

crypto provider: AvC 1.0 (Build 7774)
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[poBepKa LenocTHOCTH

belvpn verify — AN CTapTOBOW W PernaMeHTHON NPOBEPKW LLEMOCTHOCTU NMPOrpaMMHON YacTu
ycTaHoBneHHoro Mpogykra.

avverify — AN NPoBEpPKM LENOCTHOCTM 3adaHHOoro dpanna nporpaMMHON YacTu YyCTaHOBMEHHOTO
MpogykTa.

integr mgr check — ANs NPOBEPKV LEENOCTHOCTU MHOPMaLIMOHHON YacTu MpoaykTa.

integr_mgr calc — Anga BblMUCNEHNSA X3 -CYyMMbl YKa3aHHOIo q)a|7|na.

belvpn_verify

YTtunurta belvpn verify ucnonb3yetcs AnA pernameHTHON NMpoBEepKN LIeNOCTHOCTU NPOrpaMMHON
yacTtu MNMAK Bel VPN Gate Bo Bpems ero pabotbl. 3Ta xe yTunuta aBToMaTUYeCcKn 3anyckaeTcs npu
KaXkOM cTapTe NporpaMMHOro KOMMrekca, a Takke nocne npouenyps! MH1umnanusaumm MNMAK Bel VPN
Gate.

CuHTakcuc
/opt/VPNagent/bin/belvpn verify [-n]
-n 3anpeT Ha 3aBepLueHne pabotel VPN daemon.

PekoMeHOaLmm No UCNONbL30BAHNKD

B cocrtas lNpoaykTa BxoauT pann /opt/VPNagent/bin/.hashes, KOTOPbIA COQEPXKUT CIMCOK BCEX
ncnomnHsemMbix anno, OGMBNNOTEK U HEU3MEHSIEMbIX KOH(UIrypauuoHHbIX ¢annoB, a Takke
3Ha4YeHME XILW-CyMMbI 1151 Kaxkgoro cpavina. AToT chan coaepknut CTPOoKU Braa:

<hash> <full file path>
raoe
<hash> — 3TafrlOHHOE 3Ha4YeHMe X3LLU-CYMMbI 4S5 JaHHOro doanna.
<full file path> - MOMHLIA NYTb K NpoBepsiemoMy canny.
Mpwn 3anycke yTunuta nNpoBepsiET LLENOCTHOCTL UMEHHO 3TOro cnmcka ¢annos.

YTtunuta belvpn verify pasmelleHa Ha [TAK B kaTanore /opt/VPNagent/bin u 3anyckaeTcs
KOMaHaown:

/opt/VPNagent/bin/belvpn verify
VicnonbaynTte yTunuTy ans npoBepKkn LenoCTHOCTU NporpamMmmMHON YacTu Bo BpeMs paboTsl MNMpogykTa.

OTa Xe yTunuTa aBTOMaTMYECKM 3anycKaeTcs Mpu KaKOOM cTapTe MporpaMMHOro KoMmrekca, a
Takke nocne npouenypbl MHMuManuaaumm MNMAK Bel VPN Gate.

Ecnu npoBepka npoLusia yCneLwHo, TO HAKaKoro CoobLLEHNS He BblgaeTcs.

Mpu o6HapyxeHun ownbkn paboTa yTUNUTLI NpeKpaLlaeTcsi ¢ HEHyNeBbIM KOAOM BO3BpaTa 1 B dhaiin
nora /opt/VPNagent/bin/belvpn verify err.log nepegaetca coobleHne o6 olmbke.
3atem, B criyyae 3anycka ytunutbl 6e3 knwoya -n, nposepsieTcs pabota VPN daemon. MNpu ero
HanM4Mmn — BbINOMHSIETCS aBapuHOE NpepbIiBaHUE.

Ecnu obHapyXnBaeTcsi HECKOMbKO Pa3HOPOAHbIX OLIMOOK, TO KOA Bo3BpaTa yTunuTbl hopMmpyeTes
no nepBomMy coobLLeHMI0 00 OLIMGKe.
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Mpu HapyweHun uenocTtHoctu pabotatowero MNMAK Bel VPN Gate BocctaHoBute MAK cornacHo
«[lMporpammHo-annapaTHeIn komnnekc «Lnto3 6e3zonacHoctn Bel VPN Gate 4.1». NHCTpyKumMs no
BOCCTaHOBITEHUNIOY.

avverify

Ytunuta avverify ucnonb3dyetcs Ans MpoBEPKM LENOCTHOCTU (halrnoB MpPOrpaMMHON 4acTu
ycTaHoBneHHoro Npoaykra.

CuHTakcuc

/opt/VPNagent/bin/avverify [-h|-e] filePath

-h NpoBepKa OyIeT NPOBOIOUTBLCS IO X3II-3HAYEHUI
-e npoBepka OyneT npoBOOMTbCA 10 OlII
filePath nMa npoeepAaemMmoro q)a|7|na, BKMNtOYas NOMHbIN nyTb K HEMY

PekomMeHAaLMM NO UCMONb30BAHUKD

integr_mgr check

YTunuta integr mgr check NpUMEHsiETCA AN NPOBEPKM LIENOCTHOCTU OTAEeNbHOro daina nnu
cnucka annoB. YTUNUTY MOXHO WCMONb3oBaTb Ans MPOBEPKM  LENoCcTHOCTM  hannos
nHdopmaLmoHHoM YacTu NpoaykTra (M3ameHsemMbIx hannos B npouecce paboTbl).

CuHTakcuc
integr mgr check -f filePath [-g]
integr mgr check -1 filePathList [-g]
-f filePath MMS NPOBEPSEMOro charna, BKIKYas MOSHbIA NyTb K HEMY

-1 filePathList UMs TEKCTOBOro cpavna co CrnmMckoM npoBepsieMbiX hainos.
Kaxxgas ctpoka gaHHoro dhanna — umsi nposepsieMoro darna ¢ nosiHbIM
nyTem K Hemy

-q 3anpeT BbiBO4A TEKCTOBbIX pe3ynbTaTtoB paboTbl yTunuTbl. ATOroBbIn
pesynbTat paboTbl yTUANUTLI NPU UCMNOMB30BaHUN STOW OMLMU BO3MOXHO
y3HaTb TONbKO M3 Kofa OLMOKKM, BO3BpALLAEMOro yTunuton. JJonyctumo
yKasaHue knioda —g nmbo cpasy nocne Ha3BaHUs KoMaHgbl, IMbo B KOHUE
KOMaHZHOW CTPOKM.

PekomeHAaLMM NO UCNONb30BaHUIO

B mnHdopmaumoHHyto Yactb poaykta BxOgAaT katamor 6a3bl gaHHbiX db U KOHMUIypaLMOHHbIE
dannbl, Takme Kak:

agent.ini

csp ipsec drv.cfg
s logset.ini
syslog.ini
x509conv.ini

Bce atn davinel nexat B katanore /opt/VPNagent/etc. 3HaYyeHWE KOHTPOSIbHOW CyMMbl Afs
Kaxkgoro 13 atunx ¢panrnos 3anucaHo B hanrn ¢ TEM Xe UMEHEM, HO C pacLUMpeHneM hash, Hanpumep,
/opt/VPNagent/s logset.ini.hash.
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Mpu 3anycke yTunutebl 4ns ogHoro davina BblYUCNSIETCA X3L-CyMMa 3afaHHoro danna (filePath)
W CpaBHMBAETCH NMOMy4YeHHOE 3Ha4YeHWe C KOHTPOIbHbIM 3Ha4YeHeM B panne filePath.hash TOro
e KaTarnora.

I'IpM M3MEeHEeHUN OAaHHbIX d)aﬁnoa npu NOMoOLLM NporpaMMHbIX CpeacTB, npeanaraemMbixX npo,D,yKTOM,
nepecyeT X3W-CyMM Npon3BognTCA aBTOMaTUYECKN.

Mpn M3MeHeHUN AaHHbIX hairoB Bpy4YHyto, 6e3 UCMonb3oBaHUS NporpaMMHbIX cpeacTs MpoaykTa,
HeoGXOAMMO NepPecYMTaTh XaLW-CyMMY U3MeHeHHoro daina, 3anycTue yTunuty integr_mgr calc.

Mpw npoBepke cnvcka cainos paboTa yTUNUTLI He NpepbIBaeTcs Mo NEPBOMY HECOBMALEHUIO X3Lu-
CYMMbI, @ Takke Npu NoBbIX APYrX OWNGKaxX KOHTPOMS LeNoCTHOCTU — oWwmnbKM focTyna K darny,
OTCYTCTBUE NpeABapuTeSlbHO BbIMMCIIEHHOM X3LU-CYMMbl M MPOYMX aHanorvyHbix owwmbkax. Mpu
Ka)kgoW HacTynuBLUEl owKnbKe (ecnu He ykasaHa onuus —g) o6 9TOM BbigaéTcs coobLueHue: UMs
obpabaTbiBaemoro chaiina, kog owwvbkW, paclundpoBka pacnpoCTPaHEHHbIX OLWMBOK U NpoBepka
npopomKaeTcs.

Onuuio -g yaoGHO UCNonb3oBaThk, ecrnv ecTb HEOGXOAMMOCTb B BbI30BE AaHHON YTUMUTLI U3 KaKoro-
nMBo AONOMHUTENBHOMO CKpUNTa.

Mpumep
MpoBepsieTcs LenocTHocTb hanna s_logset.ini:

integr mgr check -f /opt/VPNagent/etc/s logset.ini

integr_mgr calc

Ytunuta integr mgr calc UCMONb3YyeTCs ANS BbIMUCIEHUS X3LU-CYMMbl yKasaHHoro dpaina no
anroputmy CTB 34.101.31-2011 (n.6.9).

CuHTakcuc
integr mgr calc -f filePath [-q]

-f filePath uma danna (Bko4vas MOMHbIM NyTb K Hemy), Ansi Kotoporo 6yger
BbIYMCNATLCS XL CyMMa

-q 3anpeT BbiBO4A TEKCTOBbIX pe3ynbTaTtoB paboTbl yTunutbl. MTOrosbin
pe3ynbTaT paboTbl yTUIUTLI NPU UCMOMb30BaHUM STOW ONUUM BO3MOXHO
y3HaTb TONMbKO M3 Kofa OLMOKKM, BO3BpaLLaeMoro ytunmton. Jonyctumo
ykasaHue kntoya —g nmbo cpasy nocne Ha3BaHus KOMaHAbl, MO0 B KOHLE
KOMaHOHOW CTPOKM.

PekomeHAaLMM No UCMONb30BaHUID

Mpwn BbIYNCNEHMM X3LWI-CYMMBbI YKa3aHHOro davina bygert cosgaH dann ¢ umeHem filePath.hash,
cogepXallmin 3HaveHve X3L-CyMMbl, KOTopas B AalibHenleM MOXeT NPUMEHSITbCA AN KOHTPOns
LLenocTHoOCTH hanna.

Mpumep

BbiuucngaeTtca xaw-cymma ang danna syslog.ini. B pesynbTate B TOM Xe nanke nosasutcs ann

syslog.ini.hash.

integr mgr calc -f /opt/VPNagent/etc/syslog.ini
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Pabota c cepTudumkatammu

cert mgr

cert mgr

cert mgr
cert mgr

cert mgr

cert_mgr create

create

import

show
remove

check

— CcO37aeT KIYEBYIO Mapy M 3anpoc Ha cepTudUKaT OTKPLITOrO Krtoya

— peructpupyet CA, nokanbHble cepTudukaThl, cepTUdUKaTbl NapTHEPOB U
CRL B 6a3e lNpoaykta

— Ansa npocmoTpa ceptudmkaToB n CRL B channe unu 6ase MNpoaykra
— yaansieT ceptudunkatbl n3 6a3bl Npogykra

— npoBepsieT cepTudukaThl B 6ase Mpoaykra.

KomaHpa cert mgr create NpeAHa3HayeHa Ans reHepauumn KnioYeBol Napbl M CO3AaHMs 3anpoca
Ha cepTUdMKaT OTKPbITOrO Kroya.

CuHTakcuc
cert mgr [-T timeout] create -subj CERT SUBJ [-RSA|-DSA] [-512]-1024] [-
mail MAIL] [-ip IP_ADDR] [-dns DNS] [-kc K_CONTAINER_NAME]
[-kcp K_CONTAINER PWD] [-f OUT_ FILE NAME]

-T timeout

Bpema oxuaaHua otseta oT VPN daemon. [donycTumble 3Ha4YeHUsa —
10..36000 cekyHa, 0 — GeckoHe4YHOe Bpems OxupaHud. 3Ha4veHue no
ymonyaHuo — 600 cekyHg

-subj CERT_SUBJ 3Ha4yeHue nons Subject Name cepTudmkata

-RSA

noeHTudpmkatop anroputma RSA, koTopbin GygeT mcnonb3oBaH Anis
reHepaumm Krno4eBon napbl. 3aTeM CEeKpeTHbIN Koy OyaeT npuMeHeH
ans dopmuposanusa LM gna cosgaBaemoro 3anpoca

-DSA noeHTudpukatop anroputma DSA, koTopbii GygoeT mcnonb3oBaH Anis
reHepaumm Krno4eBon napbl. 3aTeM CeKpeTHbI K4y ByoeT npuMeHeH
ans dopmuposanusa LM ona cosgaBaemoro 3anpoca

-512 OJTMHa OTKPBLITOrO Kntoya — 512 6ut (Tonbko ansa anroputmoB RSA n DSA)

-1024 AnvHa oTKpbIToro kntoya — 1024 6uta (Tonbko Ans anroputmoB RSA u
DSA)

-mail MAIL 3HayeHve nona Mail ana anbTepHaTuBHoro nmenmn (Alternative Subject
Name) Bnagenbua cepTudukata, KOTOPOE MOXET MCMonb3oBaTbCA B
KayecTBe uaeHTudmkaTopa BnagenbLa

-ip IP_ADDR 3HayeHve nons IP Address gns anbtepHatMBHOro umeHn (Alternative
Subject Name) Bragenbua cepTudwukata, KOTOpOE  MOXET
MCnonb3oBaTbCs B KAa4ecTBe naeHTUdUKkaTopa BnagenbLa

-dns DNS 3HayeHve nona DNS ans anbTtepHatuBHoro umeHu (Alternative Subject
Name) Bnagenbua cepTudukata, KOTOPOE MOXET MCMonb3oBaTbCA B
KayecTBe uaeHTudmkaTopa BnagenbLa

-kc K CONTAINER NAME UMSI KOHTEHEpPa C CEKPETHbLIM KITHOYOM

-kcp K CONTAINER PWD naposib K KOHTEVHEPY C CEKPETHBLIM KITHOYOM

Bel VPN Gate-V 4.1
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-f OUT_FILE NAME nums davina, B KOTopbii byaeT nomeLLeH 3anpoc Ha cepTudukaT B
dopmaTte PKCS#10.

3HayeHue nNo yMonyaHuio
Mo ymonyaHuto ucnonb3yetcs anroputM RSA 1 OTKpbITbIA KIToY ANVHON 512 6uT.

PekomMeHAaaLMmM No MCnosib30BaHUI0

[na npoBepkuM NOANMHHOCTU AOKYMEHTa U ayTeHTUMUKaLUM napTHepa UCMONb3yeTCs SMeKTPOHHO-
undpposas nognuck (BUIM), koTopasa ucnoneayet anroputmel RSA, DSA. [ns dopmuposarHus 3L
HY>KEH NMWYHBIN KoY, a Ansa nposepku SLIM — oTKPbITLIN KoY.

Wcnonb3yiiTe komaHay cert mgr create [Afs CO3AAHUS KIIOYEBOW Mapbl M 3anpoca Ha
cepTUgUKaT, YTobbl HE HYXHO ObINO NMEePEeHOCUTb KOHTEMHEpP C CEKPEeTHbIM KIHYOM C OAHOro
KOMMblOTEPA Ha APYrow.

Ecnu npu HanucaHuy KoMaHabl He yKasaTb onuuio —f C MMeHeM chaiina ana pasmelleHns sanpoca
Ha cepTudmKaT, To chopMUPOBaHHBI 3anpoc ByaeT BbiBeAeH Ha aKpaH B hopmaTe b64.

MoxHO u gpyrum cnocobom cosgaTtb kmodeByo napy. [pu ucnonb3oBanumn «AvC ver.1.0»
ncnonb3yeTcsa yTunuta cryptocont.

Mpumep
Hwxe npuBeaeH npMMep cosgaHus 3anpoca Ha cepTudmkaTt ¢ UCnonb3oBaHnem anroputma RSA:

cert mgr create -subj “O=S-Terra-Bel,CN=LocalCert“ -RSA -dns s-terra.by -
f /opt/VPNagent/bin/certs/local cert

cert_mgr import

KomaHaa cert mgr import npegHasHadveHa ans peructpauum CA, nokanbHbIX cepTudunkaTos,
cepTudukatos naptHepoB 1 CRL B 6ase lNpoaykTa.

CuHTakcuc
cert mgr [-T timeout] import -f C FILE [-p C FILE PWD] [-i OBJ_ INDEXN]
[-t | -1 | -kc K_CONTAINER NAME [-kcp K_CONTAUNER PWD]

[-kf K _FILE [-kfp K FILE PWD]]]

-T timeout Bpemsa oxuaaHua oteeta oT VPN daemon. [donycTumble 3Ha4YeHUs —
10..36000 cekyHa, 0 — GeckoHe4YHOe BpeMsi OxupaHus. 3HayveHue no
ymonyanuo — 600 cekyHn

-f C FILE nyTb K panny c ceptudpukatamm n/mnm CRL

-p C_FILE PWD naponb K anny c ceptudpukatamm unm CRL. HeobssaTenbHbin
napameTp. Vcnonb3yeTcsa ToMNbKO ANs AOCTyna K dpannam, 3almeHHbIM
naponem

-i OBJ INDEXN wuHAekc obbekta (cepTudpmkata unm CRL) B chaiine, KoTopblin 3agaet
Homep uckomoro ceptucdmkata (CRL) B cdanne. MNpu nmnopte ogHoro
ceptncmkata (CRL) wu3 dhavina, cogepxallero oguH ceptudwmkar,
OaHHbI MapameTp MOXHO He ykasbiBaTb, OH OyaeT paBeH 1. VHOoekc
3aJaeTcs B BuAe LeEnoro AecAaTudHoro 4dmicna. B kadectBe wHaekca
Henb34 ykasbiaTh 0

-t ucronbayeTca npu pernctpauum CA cepTudmkata, pernctpmpyemMomy
cepTuduKaTy npuceBamBaeTcs ctaTtyc trusted. [py Mcnonb3oBaHWUK
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3TOM onuMM  3anpellaeTcsas  UCMNOSb30BaHWE  OMuuiA -kc,-kcp.
3anpeLyaeTcs ncnonb3oBaTb 3Ty onuuto npu nmnopte CRL

-1 Npu3HaK, 4To cepTudmrKaT JOMKEH ObiTb MMMOPTUPOBAH Kak fOKarbHbIV
(monyctmo TOnbKO AN crny4vasd, Korga ceptudumkaTt ABNSeTca OTBETOM
Ha 3anpoc, co3faHHbIN C MOMOLLbLIO cert_mgr create; HECOBMECTUMO C
onuuen -kc).

-kc K _CONTAINER NAME YHUKanbHoOe WMA KOHTeIZHepa C CeKpeTHbIM KI4YoM
JTOKalribHOro CepTI/I(i)I/IKaTa. He MoXeT ucnonb3oBaTbCH, €Cnu paHee
BBegeHa onumua -t mnm —1.

Cwm. Flgmmeanme ana nonyyvyeHuna yHuKarnbHOro UMeHu KOHTeIZHepa C
CEKPETHbIM KITKO4HOM, a TakKkKe KonmpoBaHUA KOHTeIZHepa C oaHoro
KInno4eBoro Hocutend Ha .D,pyFOVI.

-kcp K _CONTAINER PWD naporsnb K KOHTeI7IHepy C CEeKpPEeTHbIM KITKO4YOM J10KaribHOro
CepTI/I(bI/IKaTa. Heobsi3aTenbHbIN napameTp. |/|CI'IOJ'Ib3yeTC$| Torga, Kkoraa
KOHTeI7IHep C CEeKpPETHbIM KIMH04YOM 3alluiulieH naponem

-kf K FILE nyTb K dpanny C CEKpPeTHbIM Kro4YOM PErMcTpupyemoro cepTudukaTta.
HeobsszaTenbHbi napameTp. He MoXeT MCnonb30BaTbCs, €Crn paHee
BBeAeHa onuus —t unu -1. Onumsa gonyctuma Tonbko and RSA unu DSA
cepTndmkaToB

-kfp K _FILE PWD napornb K danny C CeKpeTHbIM KIYOM PeruMcTpupyemoro
ceptudukarta. HeobsasatenbHbi napameTp. Vicnonesyetcsa, ecnu dann
C CEKPETHbIM KI0YOM 3aluuLieH naponemM. Onuust 4onycTMma TOMbKO ANS
RSA vnu DSA ceptundmkaTtos.

3HayeHune No ymonyaHuio 3HayeHne No yMorn4yaHuo OTCyTCTBYeT.
PekomeHZaLWW No MCNoNb30BaHUI0

VMcnonb3ynte OaHHyto Komandy ansg umnoprta cepTtudumkatoB n/mnn CRL B 6a3y lNpoaykra. Mpu
MMNOPTE HECKOSNbKUX OOBLEKTOB M3 ogHoro danna UCnonb3ymte nocregoBaTenbHoe onucaHve
napameTpoB MMMOPTUPYEMbIX OOBEKTOB.

Ona ycnewHon pernctpauum CA ceptudmkata B [lpogykte, B cepTudmkate B none Basic
Constraints (OcHOBHble orpaHuyeHusi) CA obsizaTenbHO OOimkeH umeTb 3HaveHne TRUE. B

NPoTMBHOM cny4yae, Takonn CA cepTtudumkat 3apermctpupoBaH He BydeT ¢ Bbigayen coobLleHnst oo
oLimbke.

Pab6oTa ¢ kn4yeBbIiM HOcuTenem Tuna AvPass umnu AvBign

Ecnu koHTelHep Haxoantcs Ha kntodeBoM USB-HocuTtene AvPass nnu AvBign, To B KauecTse naporsi
K KOHTEWHepy OoSKeH ucnornb3oBaTbea PIN-KoA K TOKEHY.

Mimsa KOHTeNHepa A0IMKHO cogepXaTb npeduke “av:”. MoxeT ObiTb BCTaBEH TOSIbKO OAMH TOKEH.
cert mgr import -f har st test2l.cer -kc av:contname -kcp 1234567890

Mpumep

Pernctpauus nokansHoro ceptudukata, pa3MmeLLleHHoro B anne gate02. cer, CEKPETHLIN KoY K
Hemy pasMeLleH B KOHTENHEPEe Ha XeCTKOM Aucke HDIMAGE\\GATEO2 u 3awuiieH naponem 1111:

cert mgr import -f /opt/certs/gate02.cer -kc 'HDIMAGE\\GATE(02' -kcp 1111

Peructpauwms B 6a3e Npogykra ¢ npucBoeHmem ctaTyca "trusted" CA cepTndmkara, pasmeLleHHOro
B (pavine ca.cer:

cert mgr import -f /opt/ca.cer -t
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cert_mgr show

KomaHga cert mgr show npegHasHaveHa Ans npocMmotpa ceptudunkatos n CRL, pasmelleHHbIX B
davine nnn 6ase MNpogykra. MoryT Takke obpabaTtbiBaTbes hannbl hopmata PKCS#7 n PKCS#12.
®avinbl popmaTta PKCS#12 MoryT ObiTh 3aLiuLLEHbl NAPOreM.

CuHTakcuc

cert mgr [-T timeout] show [-f C FILE [-p C FILE PWD]] [-i OBJ INDEX 1]
[-1 OBJ INDEX N] [-expired remote]

-T timeout BpeMsi oxupaHus oteeta oT VPN daemon. [JonycTuMble 3Ha4YeHus —
10..36000 cekyHg, 0 — OeckoHedHOe BpeMsi OXMUAaHWsl. 3Ha4yeHue no
ymonyaHuo — 600 cekyHa

-f C FILE nyTb K panny c ceptudukatamm u CRL. Ecnu gaHHas onums He ykasaHa,
To ByayT nokasaHbl BCe cepTudmkaTel u3 6a3bl MNpogykra

-p C_FILE PWD napornb K danny c ceptudumkatamm n CRL

-i OBJ INDEX N nHaekc obbekta (ceptudpmnkata m CRL) B danne mnn B 6ase
Mpoaykta. Ecnn npu HanucaHuMu KOMaHabl ykasaH nyTb K dpanny, To
uwHgekc OyneTt onpegenatb Homep wuckomoro cepTudumkata (CRL) B

danne. Ecnu xe nyTb Kk danny He ykasaH, TO 9TOT uHOeKc byper
npumMmeHaTbes K 6ase MNpoaykra ceptudukaTos n CRL

-expired remote nokasaTb BCe cepTudukaTbl MapTHEPOB, CPOK OENCTBUSA KOTOPbIX
uctek. Ceptndmkatsl, He BCTYNMBLLME B CUITY, HE MOKa3bIBalOTCH.

3HayeHune No ymonyaHuio 3HayeHne No yMomn4yaHuo OTCyTCTBYET.

PekomeHAaLMM N0 MCNOJIb30BaHUIO

VMcnonb3ynte gaHHy0 kKOMaHay Ans npocMoTpa cogepXxunmoro darna ¢ ceptudmkatamm n CRL, unm
©a3bl [NMpoaykTa, a Takke aAnsg NpocMoTpa AeTanen KOHKpeTHbIX cepTudumkaTos nnm CRL.

Ina npocmoTtpa Bcero cnucka obbektoB B havne unu 6ase [pogykrta vHOEKC i mn onuus
expired remote He ykasbiBaloTcA. B aTom cnyvae 6ygeT BbigaH HyMepOBaHHbIA CMIMCOK
cepTucmkaToB M CRL c ykasaHnem nonst Subject Anst cepTMdUKaToB 1 Nonsa Issuer NS CiMcKa
CRL.

[na npocmoTtpa geTtanen KoHKpeTHoro cepTudukata unu CRL obssatenbHO MCnonb3ynTte MHOEKC
aToro obbekTa B tharine unu 6ase MNpoaykra. B aTom cnyyae 6yaeT BolgaHa getanbHasa MHopmauus
o ceptudmnkate wunu CRL. [na npocmoTpa pAeTanen HeCKONbKMX OOBLEKTOB crnepyet
nocrnefoBaTesnibHO NEPEYUCTIUTL MHOEKCHI 3TUX OOBEKTOB B ONUMMA —1i.

Mpumep

Mpumep geTanbHOro NpocMoTpa foKanbHOro cepTudmkara, pasmelleHHoro B 6ase lNMpogykra nog
HOMepOM 1, U pa3MeLLieHNe COOTBETCTBYIOLLENO MYy KOHTENHEpPA C CEKPETHBIM KITHOYOM:

cert mgr show -i 1
1 Status: local

Subject: 1.2.840.113549.1.9.1=user sc cp 0l@s-
terra.com, C=RU, L=Moscow, O=S-Terr

a CsP,0OU=Devel,CN=user sc cp 01

Issuer: 1.2.840.113549.1.9.1=har@s-terra.com, C=RU, L=Moscow, O=S-
Terra CSP,OU=De
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vel,CN=Test CA sc-cp
Valid from: Wed Nov 23 07:56:02 2012
Valid to: Thu Nov 23 08:06:02 2013
Version: 3
Serial number: 04 11 83 A5 00 00 00 00 00 05
Signature algorithm: GOST R 341001 3411 (Crypto-Pro)
Public key: GOST R 341001 (512)
Hash MD5: 68 3B 05 2A E9 5D 11 17 89 64 F2 AB 2D 61 D9 39

Hash SHAl: D3 82 56 D5 39 A2 69 24 37 46 4C 41 D7 93 A8 Cl C3 02
32 B8

DP[O0]: URI=1dap:///CN\=Test%20CA%20sc-cp\,CN\=har-test-
w2ks\, CN\=CDP\, CN\=Public%20Key%20Services\,CN\=Services\,CN\=Confi
guration\, DC\=har-test-dc\, DC\=s-
terra\,DC\=com?certificateRevocationList?base?objectclass\=cRLDistr
ibutionPoint

CRLI[O]: 1.2.840.113549.1.9.1=har@s-terra.com, C=RU, L=Moscow, O=S-
Terra CSP,0U=Devel,CN=Test CA sc-cp

DP[1]: URI=http://har-test-w2ks.har-test-dc.s-
tera.com/CertEnroll/Test%$20CA%20sc-cp.crl

CRLI[1]: 1.2.840.113549.1.9.1=har@s-terra.com, C=RU, L=Moscow, O=S-
Terra CSP,0U=Devel,CN=Test CA sc-cp

Private key container name: 'HDIMAGE\\user sc cp 01'

Mpumep npocmoTpa B 6ase MNMpoaykra cepTMdunKaToB NapTHEPOB, CPOK AEUCTBMSA KOTOPbIX UCTEK.

cert mgr show -expired remote

3 Status: remote
Subject: O=TrustWorks,CN=CA Cert
Issuer: O=TrustWorks,CN=CA Cert
Valid from: Fri Dec 31 16:00:00 1999
Valid to: Sat Dec 31 16:00:00 2005
Version: 3
Serial number: 01
Signature algorithm: mdS5RSAencryption
Public key: RSA(1024)
Hash MD5: 1E 8D 9D 61 2E 41 4C Al CC BB 33 81 EF 52 42 35
Hash SHAl: E8 4F 2C A6 2E 01 5D 36 DF 07 14 E2 9C 51 B2 F7 8B 44 1F FF

CRLI[0]: O=TrustWorks,CN=CA Cert

cert_mgr remove

KomaHaa cert mgr remove NpeAHasHayeHa ons yaaneHus ceptudukaTos u3 6assl MNMpogykra.

CuHTakcuc
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cert mgr [-T timeout] remove {-i OBJ INDEX 1 | -expired remote}..[-1i
OBJ_INDEX N]

-T timeout BpeMsa oxupanust otBeta oT VPN daemon. [JonycTumble 3Ha4YeHus —
10..36000 cekyHg, 0 — ©eckoHedyHOe BpeMsi OXuAaHWsl. 3HayeHue no
ymonyaHuo — 600 cekyHa

-i OBJ_INDEX N uwHoekc obbekta (cepTudmkata) B KOHTeWHepe wunu 6Gase
MpoaykTa.
-expired remote cepTndmkatbl NapTHEPOB, CPOK [OEWCTBUS KOTOPbIX UCTeK

(cepTudbukaTel, He BCTYNUBLUME B CUMY, HE YOAnNsOTCS).
3HayeHue No yMonuyaHul  3HauyeHue Mo YMONYaHUIO OTCYTCTBYET.

PekomMeHAaLMM N0 UCMONb30BAHUKD

WcnonbayiTe aaHHylo kKoMaHay Ans yaaneHvs ceptudmkaToB M3 6asbl Mpogykta. Yaoansate MOXHO
KaK OWH, TakK U HECKOJIbKO CepTMUUKATOB.

Onsa ypaneHna HeckonbkUx cepTUdUKaTOB crieqyeT nocnefoBaTenbHO ykasaTb Homepa (MHOEKChbI)
yaansiemMblx cepTUdMKaToB, Nog KOTOPbIMU OHU XpaHsTca B 6ase MpogykTa.

Ypanenvne u3 6a3sbl Npogykta cnucka CRL HeBo3moxHO. Ecnv B KomaHge GygeT ykasaH Homep
(nHpekc) CRL, bygeT BbiBeAeHO coobuieHne 06 owmnbke 0 HeAONYCTUMOM MHOEKCE.

Mpumep

Mpumep yoanenus ceptudpmkatoB ns 6a3bl MNpoaykra. MNMpu HanMcaHum komaHAdbl ObiNU ykasaHbl
nHaekcbl obbekToB 1, 2 u 3. MHaekehbl 1 n 2 cooTBeTcTBOBanNM ceptudumkatam, a nog nHaekcom 3 B
©a3e xpaHuncsa cnmcok CRL. Ha nonbiTky yaaneHna CRL nporpamma BbligaeT coobuieHne 06 owmnbke:

cert mgr remove -i 1 -i 2 -i 3
1 OK 0O=S-Terra,CN=Technological Cert
2 OK 0O=S-Terra,CN=CA Cert
User Error: CRL can not be removed from base

Other operations are cancelled due to error

cert_mgr check

KomaHaa cert mgr check npegHasHaveHa Ans NpoBepkM cepTudmKaToB, Haxodswmxcsa B 6ase
Mpoaykra.

CuHTakcuc
cert mgr [-T timeout] check [-i OBJ INDEXO01l] [-i OBJ INDEXON]

-T timeout BpemMsa oxugaHus otBeta oT VPN daemon. [JonycTumble 3Ha4YeHus —
10..36000 cekyHg, 0 — BeckoHedyHOe BpeMsi OXuAaHus. 3HayeHue no
ymonyanuo — 600 cekyHn

-1 OBJ INDEXON NOpsiAKOBblE HOMEpa MHTEPECYIOLUX CepTUUKaTOB.
3HaueHWe N0 yMOMYaHuio 3HayeHne Mo yMOn4aHuo OTCYTCTBYET.

PekomeHAaLMM N0 UCNONb30BAHUIO

MopsigkoBble HOMepa CepTUdUKATOB COBMALAOT C HOMepaMu OOBEKTOB, Haxogswwmxcd B bHase
Mpoaykra. lNMpu ykasaHUM HOMEPOB CepTUPUKATOB MPOBEPHAOTCA TONMbKO OHWU. [lpn OTCYTCTBUM
HOMepPOB cepTuUcmKaToB NPOBEPSAOTCS BCe cepTudmkathl, Haxogsawmecs B 6ase Npoaykra.
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YTunuta BbIBOAUT COCTOSIHUE CepTVIq)I/IKaTa "Active" wunM "Inactive". B cny4yae, ecnu
CepTVI(*)VIKaT MMeeT COCTosHMEe "Inactive", TO BbIBOOUTCA KpaTKkoe onucaHue npUuYnHbI
HEaKTUBHOCTU:

e Certificate is invalid — HeBepHbI dopMaT cepTudmkaTa

Certificate is expired — CPOK AeNCTBUSA cepTudmKata uctek

e Certificate is not wvalid yet —Bpewmsd OencTeus CepTI/Id.)I/IKaTa elle He HacTynuio
e Certificate is revoked — cepTucukaT oTO3BaH

e Certificate can not be verified - cepTudukar He yaaeTcsa NpoBepuTsb:

e B 6a3se OTCYTCTBYET cepTudMKaT(bl) AN NOCTPOEHUS LIENOYKM CEPTUDUKATOB C KOPPEKTHBIM
KoHeYHbIM CA cepTuUuKaToM, KOTOPOMY Mbl JOBEPSIEM

e B 06ase HeT Heobxoammoro CRL pgns npoBepks OOHOMO M3 CepTUdUKATOB LEMOYKM,
nogobHas cutyauusi MoXeT BO3HUKHYTb Npu BktoveHun npoepkn CRLs (3arpyxeHa DDP
UNK B 3arpy>eHHoun koHdpurypaummu asHo 3agaHo CRLHandlingMode = ENABLE)

e Private key container is not accessible —HeT JOCTYNa K KOHTENHEPY C CEKPETHbIM
KIKo4oMm

e Private key is not accessible — HeT gOCTyna K CEKPETHOMY KIHo4y

e Private key is not consistent certificate — CEKPETHbIN KIHOY HE MOAXOOUT K
cepTudmkary

e Tt is certificate request — gaHHbIN OBBLEKT ABNAETCH CepTUPUKATHBIM 3anpPOCOM.
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PaboTa ¢ npeaonpeneneHHbIMU KnYaMu

key mgr show — AN NpocMoTpa npefonpeneneHHbIX KoYen, 3aperncTpupoBaHHbIX B 6ase
Mpoaykra
key mgr list — OnA NMpocMoTpa cnucka npenonpeneneHHblX KoYen, 3aperMcTpupoBaHHbIX B

6ase MNpoaykra
key mgr import— ANs persctpauuv npegonpeneneHHbix knoven B 6ase Mpoaykra

key mgr remove-— 454 yaaneHna npegonpenerieHHbIX Kntoyen 13 6asbl I'Ipo,u,yKTa.

key_mgr show

KomaHpa key mgr show npefgHasHadeHa ANs MNpocMoTpa MNpefonpeAeneHHbIX — KIYen,
3aperucTpupoBaHHbIX B 6ase Mpoaykra.

CuHTakcuc
key mgr [-T timeout] show

-T timeout Bpema oxupaHua oteeta oT VPN daemon. [donycTumble 3Ha4eHUsA —
10..36000 cekyHa, 0 — GeckoHe4yHOe Bpemsi OXupaHus. 3HavyeHue no
ymonyaHuto — 600 cekyHa.

3HayeHue No yMonyaHul  3HayeHne Mo YMONYaHUIo OTCYTCTBYET.

PekomeHAaLMM N0 MCNONIb30BaHUIO

VMcnonb3ynte paHHyl0 kKOMaHay [Afsi NpoCMOTpa Chucka MpefonpenerieHHblX knoyen B Oase
Mpoaykra.

Mpw BbINOMHEHWN 3TON KOMaHAbI OyAYyT BbIBOAUTLCA CrieayloLne AaHHbIE:
® KONMMYECTBO NpegonpeaeneHHblX Kroyen, obHapyxeHHbIx B 6ase Npoaykra
* 1MSA KMova

e TEno Kn4ya B nedyatHoM Buae wnu hex-npeacrtaeneHun. Ecnu Teno knwoya copepxut
HenevyaTHble CUMBOJIbI, TO MPWU BbIBOAE B NeYaTHOM BMOE OHWM 3aMEHSIOTCA Ha '. ' (cMMBOn
TOuKa).

Mpumep
Mpumep BbINOMHEHWS KOMaHAbl key mgr show:

Found #1 keys.

e
Name 3 keyl

Content testkeyl..

Content (hex): 746573746B6579310D0A

key_mgr list

KomaHaa key mgr list npegHasHadyeHa AN NPOCMOTPa Crvcka NpeaonpefeneHHbIX Kodven,
3aperucTpupoBaHHbIX B 6ase Mpoaykra.
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CuHTakcuc
key mgr [-T timeout] list

-T timeout BpeMs oxuaaHua oteeta oT VPN daemon. JonycTumble 3HAYeHUs —

10..36000 cekyHg, 0 — ©eckoHedyHOe BpeMsi OXuAaHWsl. 3HayeHue no
ymon4danuo — 600 cekyH,.

3HayeHue no ymon4yaHur 3HayeHue no YMOIN4aHUK OTCYTCTBYET.

PekomMeHAaaLMmM No MCnosib30BaHUI0

Vicnonb3ynTe OaHHyl0 KOMaHAy Ans NpocMOTpa Crnvcka npegonpeneneHHbix knoder B Hase
MpoaykTa.

Mpu BbINONHEHUM 3TO KOMaHAbl ByayT BbIBOAUTLCA CNeayoLlne AaHHbIe:
e KOMMYECTBO NpeaonpeaeneHHbIX Krnovei
e [ONA KaXKOoro Knioua:

key_mgr import

KomaHga key mgr import npegHasHadyeHa AN vuMmnopTa npefonpeeneHHbIX Koden u3
hannosown cuctembl B 6asy NMpoaykra.

CuHTakcuc
key mgr [-T timeout] import —-n KEY NAME -f KEY FILE

-T timeout Bpemsa oxupgaHua oteeta oT VPN daemon. [donycTumble 3Ha4eHUs —
10..36000 cekyHa, 0 — GeckoHe4yHOe Bpems OxupaHus. 3Ha4veHue no
ymonyaHuo — 600 cekyHg

-n KEY NAME UMs NpegonpeaeneHHoro Kroya
-f KEY FILE nyTb K dpanny, cogepxalleMy npeaonpeneneHHbIn K.

3HayeHue No ymonyaHuio 3HayeHue No yMonyaHuo OTCyTCTBYET.

PekomeHAaLMM N0 UCNONIb30BaHUIO

Vcnonb3ynte gaHHy0 KOMaH4y Ans perncrpaumm npegonpeneneHHblx krodven B 6ase MNpogykra.
Npumep
Mpumep nvnopTa npegonpeneneHHbIX Ktoden ua gannos B 6asy lNpogykra:
key mgr import -f keyl -n keylname -f key2 -n keyZname -f key3 -n key3name
OK keylname
OK key2name

OK key3name

key_mgr remove

KomaHaa key mgr remove NpefHasHaveHa Ans yaaneHus npegonpefeneHHbix knoven ns 6asbl
Mpoaykra.

CuHTakcuc

key mgr [-T timeout] remove —-n KEY NAME
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-T timeout BpeMs oxuaaHua oteeta oT VPN daemon. JonycTumble 3HAYeHUs —

10..36000 cekyHg, 0 — ©eckoHedyHOe BpeMsi OXuAaHWsl. 3HadyeHue no
ymonyaHuo — 600 cekyH

-n KEY NAME M4 npegonpeneneHHoro Kn4ya.

3HayeHue no yMon4aHuro 3HayeHue no YMOIN4aHUKO OTCYTCTBYET.

PekomMeHAaaLMmM nNo MCnosib3oBaHU0

Vcnonb3ynTe AaHHy0 KOMaHay Ans yaaneHns npegonpeneneHHbix knoven n3 6asel MpoaykTa.
Npumep
Mpumep yoaneHus npegonpeaeneHHoro Knova:

key mgr remove -n keylname

OK keylname
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Pabota ¢ LSP koHurypaumen

lsp mgr show — AJ18 NPOCMOTPa TEKyLLEen KoHdUrypaumm

lsp mgr show-info —Ansa npocMoTpa MHMOPMaLUM O TEKyLLE KoHUrypaLumum
lsp mgr load — ANS 3arpysku koHdwurypauum us danna s 6asy Npoaykra

lsp mgr unload — Aana sarpy3ku nonutukn Default Driver Policy

lsp mgr reload —Aana nepesarpyskn LSP koHurypauum

lsp mgr check —ana nposepkn LSP koHurypauuu.

Isp_mgr show

KomaHaa 1sp mgr show npefHasHaveHa [ns NpocMoTpa TeKyLLen KoHpurypauuu.
CuHTakcuc
lsp mgr [-T timeout] show [-db]

-T timeout Bpema oxupaHua otseta oT VPN daemon. [donycTumble 3Ha4eHUs —
10..36000 cekyHa, 0 — GeckoHeYHOe Bpems OxupaHus. 3Ha4veHue no
ymonyaHuo — 600 cekyHa

-db nokasaTb KOHdUrypauuio nonb3oBaTend, XxpaHswyica B 0ase
nokanbHbIX HACTPOEK NPOAYKTA.

3HayeHune No ymonyaHuio 3HayeHve No yMor4aHuo OTCyTCTBYET.

PekomeHAaLMmM N0 MCNONIb30BaHUIO

VMcnonb3ynte gaHHy0 kKOMaHay Ais NpocMoTpa KOHdUrypauum, 4enCcTByOLWEN B AaHHbIM MOMEHT. B
0ase [lpogykta npucyTcTBYeT BCero pAgBe KoHdurypauumm: Default Driver Policy U
KOHMrypaums, B KOTOPOW 3anucaHa co3gaHHas nonutuka 6e3onacHocTu.

MoaTomy, ecnin Tekyllien ABNsSETCS co3gaHHasa nonuTuka 6e3onacHoCT, To NO KoOMaHAae lsp mgr
show Ha 9KpaH OyaeT BbiBeAeH BeCb TEKCT hative-koHdurypauum, a ecrnu TeKylen aBnsieTcs
nonutuka DDP, To BblgaeTcsa coobuieHne — Default Driver Policy is loaded.

B wratHOM pexume paboTbl BbIBOL KOMaHAbl Kak C ykasaHvem onuuu -db, Tak 1 6e3 ykasaHus
JaHHOM onuun, JormkeH coBnagatb. OgHako oH BygeT oTnuyaTbCs, HanpyuMep, NOCre BbIMONTHEHWSA
KOMaHAbl 1sp mgr unload: B 3TOM cny4yae kKOMaHAa 1lsp mgr show -db MO-NpexHemy BblaacT
TEKCT KoHdurypauun. Mpu oTcyTCcTBUM KOHUrypaumm B 6ase OyadeT BbigaHo cooblleHne: Default
Driver Policy is loaded

Mpn npocmoTpe native-koHUrypaumo MOXHO COXpaHuTb B pann, Hampumep current.lsp,
KOMaHOom

lsp mgr show > current.lsp,
3aTeM OTpeJakTMpoBaTb B TEKCTOBOM pefakTope, Hanpumep vi, U COXpaHUTb.
Mpumep
Hwxe npuBeaeH npumep BbIBOAA TEKyLLEN KOHUrypaumm:
lsp mgr show

GlobalParameters (
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Title = "Automatically generated LSP.
Conversion Date/Time: Feb 19 14:41:08 2013"

Version = "LSP 4 1"

CRLHandlingMode = DISABLE

)

ESPProposal ESP_ts ml snl (
Transform* = ESPTransform (
CipherAlg* = "AES-K192-CBC-12"
IntegrityAlg* = "GR341194CPRO1-H96-HMAC-254"

LifetimeSeconds = 3600

LifetimeKilobytes = 4608000 ))

Isp_mgr show-info

KomaHga lsp mgr show-info npegHasHadyeHa Ans nNpocMmoTpa MHAOPMauuM O rokanbHOn
nonutukm 6esonacHocTn nonb3osartens (LSP).

BbiBOANTCA cnegytowan nHpopmMmaums:
Type — TN nokaneHow nonutukn 6esonacHoctn — DHCP only | default driver policy | user-defined
Source — UCTOYHMK NToKanbHOM NonuTukM 6esonacHocTn — command line | cs_console

Source info — gononHuTenbHas MHopmaLmsa 06 UCTOYHMKE NOKarnbHOM NONUTUKK. [pucyTcTeyeT
B BbIBOAE KOMaHAbl TONbKO B criyvae, ecnu Type — user-defined:

Insa Source "command line" — 3Ha4yeHne LABEL B onumm -| komangpl Isp_mgr load.
Ina Source "cs_console" — 3aronoBok LSP (3HaueHue GlobalSettings. Title).
CuHTakcuc
lsp mgr [-T timeout] show-info [-db]

-T timeout Bpemsa oxuaaHua oteeta oT VPN daemon. [donycTumble 3Ha4YeHUs —
10..36000 cekyHa, 0 — GeckoHe4YHOe BpeMsi OxupaHus. 3HayveHue no
ymon4aHuo — 600 cekyHa

-db nokasaTb MHpopMaLNO O KOHUIypaLMM NONb30BaTENs, XPaHsILLENCs B
6a3e nokanbHbIX HACTPOEK NPOAYKTA.

3HayeHue no yMmonyaHmio 3Ha4eHne No yMonyaHuio OTCyTCTBYET.
Mpumep
Hwxe npuBeaeH npumep BbiBOAA MHOPMALMU O TEKyLLLEe KOHUrypaumm:
lsp mgr show-info
Type: user-defined
Source: cs_console

Source info: This LSP was automatically generated by CSP Converter
at Mon May 06

18:18:37 2013
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Isp_mgr load

KomaHga 1sp mgr load npegHasHadeHa Ans 3arpysku koHdurypauum s cdanna B 6asy MNpoaykra.
Mpn aTOM 3arpyxeHHasi KOHpUrypaLms CTaHOBUTCH aKTUBHOMN.

CuHTakcuc
lsp mgr [-T timeout] load -f LSP FILE [-1 LABEL]

-T timeout Bpems oxugaHua oteeta oT VPN daemon. [JonycTMmble 3HayeHuss —
10..36000 cekyHa, 0 — GeckoHevHOe BpeMsi oXxuaaHus. 3HadyeHue no
ymonyaHuo — 600 cekyHa

-f LSP_FILE nyTb K hanny KoHdurypauum

-1 LABEL TEKCTOBbIN KOMMEHTapuin K KoHdurypauum (B nponsBofibHoM dopmare).
Mo ymonuaHuo B kadectBe LABEL 3apgaetcsa nyTtb o ¢hanna ¢
KOHdpurypauuen (apryMeHT onumm - ).

3HayeHue no ymMmonyaHur 3HayeHue no YMOIN4YaHUK OTCYTCTBYET.

MNocne 3arpysku oTpefakTUpPOBaHHOW KOHUrypauuu KOMaHgon lsp mgr
E load, BHECeHHble u3MeHeHuss OyayT npucyTcTBOBaTb TOMbKO B hative-
Note KoHdurypauum (LSP), B cisco-like koHduUrypaumm sTnx nsmeHeHun He byger.
Mpu cnepyowen koHBepTaummn cisco-like koHdwurypauum BHeECEHHbIe
n3MeHeHnss B native-koHdurypauum umcyesHyT. lpegplgyias naMeHeHHas
koHdUrypauusa 6yaeT coxpaHeHa B danne non cscons.lsp (CM. pasgen
«Jlorvka 3anycka koHBepTopa» B AOKyMeHTe «[lporpamMmmHo-annapaTHbIv
komnnekc «LUnto3 6e3onacHoctn Bel VPN Gate 4.1». [MNpunoxeHuey).

Mpumep
Mpumep 3arpyskun koHUrypauumn ns cdarna B 6asy lNpoaykra:
lsp mgr load -f default.txt

LSP successfully loaded from file default.txt

Isp_mgr unload

KomaHaa 1sp mgr unload npegHasHayeHa ans sbirpy3ku LSP koHduUrypaumm n 3arpy3sku nonuTukn
Default Driver Policy.

CuHTakcuc
lsp mgr [-T timeout] unload

-T timeout BpemMsa oxupaHus otBeta oT VPN daemon. [JonycTumble 3Ha4YeHus —
10..36000 cekyHg, 0 — BeckoHedyHOe BpeMsi OXuAaHus. 3HayeHve no
ymonyaHuo — 600 cekyHA.

3HaueHue No ymMmonuaHu  3HaYeHWe Mo YMONMYaHUIO OTCYTCTBYET.

PekomeHAaLMM NO UCMONb30BaHUID

Vicnonb3ynte OaHHy0 KOMaHgy Ans 3arpy3ku KoHdwurypauum DDP, koTtopad un OygoeT siBNATbCA
TekyLwlewn. MNo komaHae 1sp mgr show ByaeT BblAaHo coobleHne —Default Driver Policy is
loaded.

MonwuTuka gparsepa no ymonyaxuio (DDP) 3agaetcst kOMaHAon dp mgr set.
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Mpumep
Hwxe npuBeaeH npumep 3arpysku nonutuku DDP:
lsp mgr unload

Operation completed successfully

Isp_mgr reload

KomaHga 1sp mgr reload npegHasHadeHa ans nepesarpysku LSP koHdurypauuun. B atom criyyae
LSP koHurypauust 6ygeT ABnaTbCs TEKyLLEn.

CuHTakcuc
lsp mgr [-T timeout] reload

-T timeout BpemMsi oxuaaHus oteeta oT VPN daemon. [JonycTuMble 3Ha4YeHust —
10..36000 cekyHg, 0 — OeckoHedHOe BpeMsi OXuAaHWsl. 3Ha4yeHue no
ymonyaHuto — 600 cekyHa.

3HayeHune no ymonyaHuio 3HayeHne No ymonyaHuo OTCyTCTBYeT.
PekomeHOaUMM No UCNONbL30BaHUID
Wcnonbsyinte kKoMaHay 1sp mgr reload B CNeaylowWwux criyvasx:

e na 3arpyskn LSP koHdurypauuu, ecnv nepeq aTUM KOMaHaon lsp mgr unload ata LSP
KOHdurypauus bbina BbirpyeHa v 3arpyxeHa nonutuka DDP

e [518 YCTPAHEHUs1 BCEX YCTAHOBMNEHHbIX COEANHEHWI C NapTHepaMu
e BO BHELUTaTHbIX CUTyaLusx — 3aBucaHue Npoaykra u gp.
Mpumep
Hwxe npuBeaeH npumep 3arpy3km LSP koHdwurypauum ns 6asbl lNpoaykra:
lsp mgr reload

LSP is reloaded successfully.

Isp_mgr check

KomaHga 1sp mgr check npegHasHaveHa [Ans npoBepkn cuHTakcuca dpavina ¢ LSP
KOHourypauuen.

CuHTakcuc
lsp mgr [-T timeout] check -f LSP FILE

-T timeout BpemMsa oxupanus otBeta oT VPN daemon. [JonycTumble 3Ha4YeHus —
10..36000 cekyHg, 0 — BeckoHedyHOe BpeMsi OXuAaHus. 3HayeHve no
ymonyanuo — 600 cekyHn

-f LSP FILE nyTb K dpanny KoHdurypauuw.

3HaueHue No ymonuyaHu  3HaYeHWe Mo YMONMYaHUIO OTCYTCTBYET.
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Pabota c ceTeBbIMM UHTEPENCAMU

if show

KomaHpa if show npegHasHaveHa Ansi MPOCMOTPa MOrMYeckux, UsM4eckUx UMeH U Apyrux
napamMeTpoB CETEBbIX MHTEPMENCOB, KaK 3aLLMLLAeMbIX, Tak U HE KOHTPONMpyeMbiX MpoayKToMm.

CuHTakcuc
if show [-all]

-all Ha O9KpaH OyaoyT BblgaHbl BCe JOTMYECKME WMEHa WHTepdencos,
3anuncaHHble B hanne “ifaliases.cf’.

3HayeHue no yMon4yaHuo 3HayeHue no YMOIN4aHUK OTCYTCTBYET.

PekomeHaaLMmM nNo MCnosb3oBaHU

|/|CI'IOJ'Ib3yl71Te OaHHY0 KOMaHOy And NnpocMOoTpa napamMmeTpoB BCEX CEeTeBbIX I/IHTep(*)eIZCOB.

Bes ykasaHus onuumm -all Ha 9kpaH OyayT BbidaHbl TOMbKO aKkTyarbHble JOrMyeckMe umeHa
nHTEepencos, YnTaemble 13 gpansepa.

dunbTpauusa No Kaxaomy form4eckoMmy UHTepdency nponcxoauT HeE3aBMCUMO, TaK YTO OAMH U TOT
Xe dusnyeckuin nHTepdenc MoxeT bbiTb BbidaH B HECKOMBKUX CMMCKaxX, COOTBETCTBYHOLLMX pa3HbIM
NOrNYEeCKUM MMEHaM.

Mpn 3agaHum onumm -all Ha 9kpaH OyayT BblgaHbl BCe JOrMYEecKMe MMeHa WHTepdencos,
3anncaHHble B crneumansHoM hanne /etc/ifaliases.cf, cosgaHHom npu HacTtponke OC. 3Ota
KOMaHga nonesHa AN MofyyYyeHus NOrMyeckoro MMeHu uHTepdpenca nepen pegakTupoBaHMEM
aTpubyta LogicalName B cTpykType NetworkInterface B LSP (cM. gOKyMeHT « [lporpamMmmHo-
annapatHbin komnnekc Bel VPN Gate 4.1. Co3sgaHune koHurypaumoHHoro carina).

Mpumeyanue 1

B danne /etc/ifaliases.cf OTpaXeHO COOTBETCTBME [IOrMYECKOrO WMEHW, U WMEHM
nHTepderca B cuctemMe NOCPEACTBOM CTPYKTYpbl "interface" ¢ ABYMSA 0065A3aTenbHbIMM NOMSIMMI

name N pattern,
roe

name — JIOTMYECKOE MMSA MHTepdenca, koTopoe 3apaetcs B LSP (B atpmbyte LogicalName
cTpykTypbl Networkinterface) n B cs-console

pattern — wWabnoH ans uMenn nHTepdenca B cucteme.

Mpumep:
interface (name="FastEthernet0/0" pattern="eth0")
interface (name="FastEthernet0/1" pattern="ethl")

interface (name="default" pattern="*")1!

! Nms1 "default” nmeet cneumansHoe aHaveHne ans LSP - nogctasnsieTcst No yMonyaHuio (ecnv uMmsa uHtepdeiica
(NetworkInterface.LogicalName He 3agaHo).
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Mpumeyarue 2

B BbiBOgE KOMaHObl napameTp State nokasbiBaeT oOuwiee cocTosiHMe WHTepdierica. MapameTtp
State oTobpaxkaeT COCTOSAHNE «TONMOBHOIO» MHTEpPdENca, U CHUTAETCH, YTO COCTOSIHMUE FOMMYECKUX
MHTepdencoB coBNagaeT C COCTOSTHUEM «TOFIOBHOro» UHTepdelnca.

Mpumeyanue 3

LSP szarpyxeHa He OyaeT, ecrniv Ang norndeckoro uMeHn nHtepdpenca B ctpyktype Networkinterface
He HaldeHa COOTBETCTBYHOLLASA 3anuCb C TeM Xe UMeHeM B panne ifaliases.cf, U Npu 3ToM B
darin nora 6yneT BbiaaHo NpegynpexaeHue:

(00100111) «[CFG] no physical interface found for NetworkInterface "%{1}s" pattern "%{2}s"
roe

%{1}s — LogicalName atoro Networkinterface

%{2}s — wabnoH nmeHun, HanaeHHoIn no LogicalName»

Mpwn 3arpyske kKoHUrypauum He HaugEHO HU OAHOrO CETEBOrO MHTEpdernca, COOTBETCTBYIOLLEIO
onucaHuio Networklinterface».

Mpumeyanue 4

MpucyTtcTBoBaBLWME B nNpedbigyen sepcum LLnto3a 6esonacHoctn Bel VPN Gate 3.0.1 ytunuthl
if mgr add u if mgr remove B faHHOW Bepcun LUno3a GesonacHoctn Bel VPN Gate 4.1

OTCYTCTBYIOT, 00aBNATb 1 yaanaTe MHTepdenckl n3 6a3bl NpoaykTa u 3agaBatb ANs1 HAX NONUTUKY
cnepyert B atpubyTte LogicalName ctpyktypbl Networkinterface B LSP nnn B cs_console.

Mpumep
Hwxe npuBedeH npumep BbINOMHEHUS KOMaHAbl if show:
[root@cspgatel# if show
Logical network interface “eth0”:

Physical name exact template: "eth0”

Physical name: ethO

State: UP

Index: 2

MTU : 1500

MAC addr: 00:0C:29:16:DE:8A

IP addr: 10.0.10.106 mask 255.255.0.0 brd 10.0.255.255

Logical network interface “ethl”:

Physical name exact template: "ethl”

Physical name: ethl

State: DOWN
Index: 3
MTU : 1500
MAC addr: 00:0C:29:16:DE: 94
IP addr: 192.168.15.106 mask 255.255.255.0 brd 192.168.15.255
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IP addr:

192.168.15.108 mask 255.255.255.255 brd 0.0.0.0

Logical network interface “pps”:

Physical
Physical
State:
Index:

MTU:

MAC addr:

IP addr:

name template: “pp*”
name: pp0

UP

14

1200

1.1.1.2 mask 255.255.255.255 brd 0.0.0.0
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Pabota c DefaultDriverPolicy

dp _mgr show — Ana npocmoTtpa HacTpoek DDP

dp mgr set —Ans HacTpoiku napametpos DDP.

dp_mgr show

KomaHpa dp mgr show npefgHasHayeHa [Ansi NPOCMOTPA YCTAHOBIIEHHbIX HACTPOEK MOMUTUKK
JApaiiBepa No yMonuyaHuio — Default Driver Policy (DDP). 3Ta nonuTtrka MOXeT NpUHMMaTh
crieqylolme 3HaYeHus:

passall nponyckaTtb BeCb TpadvK.

passdhcp nponyckatb NakeTbl TOMbko Mo npoTtokony DHCP, T.e. Oyayt
YHUYTOXaTbCS BCe nakeTbl, KpoMe muexoaswmx UDP-nakeTos Ha nopt 67
n Bxogsawmx UDP-nakeToB Ha nopT 68.

dropall HW4yero He nponyckatb (4nsa penusa 14101 370 3HaYeHWe HeOOCTYMHO).

Default Driver Policy A€WCTBYET B CMEAYIOLLMX CIydasX:

e npu ctapTe lNpogykTa 4o 3arpy3ku nokanbHoON Nonutukn 6esonacHocTn (LSP)

e npu He3arpy3ske LSP n3-3a kakon-nnmbo owmdku

e npwu oTtcyTcTBumn LSP B 6a3e NMpogykTa

e npwm 3arpy3ke DDP komaHaoi 1sp mgr unload.
CuHTakcuc

dp mgr [-T timeout] show

-T timeout Bpemsa oxupgaHua oteeta oT VPN daemon. [donycTumble 3Ha4YeHus —
10..36000 cekyHa, 0 — GeckoHe4YHOe BpeMs OxupaHus. 3Ha4veHue no
yMon4yaHuo — 60 cekyHa.

3HayeHue No ymonyaHuio 3HayeHue No yMor4aHuo OTCyTCTBYeT.

Mpumep

MprMep BbINONHEHUst KOMaHabl dp_mgr show:
dp mgr show

Default driver policy : passall

dp_mgr set

KomaHaa dp mgr set npegHasHadveHa Ons HacTpoliku napameTtpos DDP.
CuHTakcuc
dp mgr [-T timeout] set [-ddp {passall|passdchp|dropall}]

dp mgr [-T timeout] set [-ddp {passalll|passdchp}] (cuHTakcnc koMaHgbl ond
pennsa 14101)
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-T timeout BpeMs OXuaaHus oTBeTa OT VPNsSvC cepsuca. [onycTMMble 3Ha4eHns —
10..36000 cekyHg, 0 — ©eckoHedyHOe BpeMsi OXuAaHWsl. 3HadyeHue no
ymon4danuio — 60 cekyHA

-ddp {passall|passdhcp|dropall} ycTtaHaBnueaeT Default Driver Policy B oguH u3
pexumoB: passall (nponyckaTe Becb Tpaduk), passdhcp (nponyckaTb
Tonbko DHCP naketol), dropall (He nponyckatb Tpadwuk (ans penusa
14101 3TOT pexmMm HegoCTyneH)).

3HayeHue no yMOn4aHuo 3HayeHue no YMOIN4aHUK OTCYTCTBYET.

Mpumep
Hwxe npueeneH npuMmep BblMOJTHEHNA KOMaHObl dp_mgr set!
dp mgr set -ddp passall

Default driver policy is wrote to db successfully
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HacTponka npoToKonMpoBaHus

log_mgr set — Angd HaCTDOVIKM SyS|Og-KJ'II/IeHTa M co3gaHua rpynn cobbITMIA CO CBOMM ypoBHEM
NPOTOKOJITNMPOBaHUA KayKaon.

log mgr show — AN NPOCMOTPa YPOBHSA MPOTOKONMPOBAHWUS BCEX COOLITUM, rpynmn COBLITUIA U
HacTpoekK syslog-KnueHTa.

log_mgr set

KomaHga log mgr set npegHasHaveHa Ans U3MEHEeHUs HACTPOMKU YPOBHS MPOTOKONMPOBaHUS
BCEX COObITUI, HE BKIMOYEHHbLIX B rPpyMmbl, YPOBHS NPOTOKONMPOBAHUS TPYNMbl COObITUA, HACTPONKM
syslog-knueHTa, 3agaHnsa rpynnbl COObITUIA 1 Ap.

CuHTakcuc
log mgr [-T timeout] set -1 log level
log mgr [-T timeout] set -e [msg group file [-f]]
log mgr [-T timeout] save

log mgr [-T timeout] set-syslog [-y {enable|disable}] [-a syslog ip]
[-f facility]

log mgr [-T timeout] reset-syslog

-T timeout Bpemsa oxupgaHua oteeta oT VPN daemon. [donycTumble 3Ha4YeHus —
10..36000 cekyHa, 0 — GeckoHe4yHOe Bpems OxupaHus. 3Ha4veHue no
ymMmonyaHuo — 600 cekyHf,

-1 log level YypOBeHb MPOTOKOMMPOBAHWS BCEX COOLITUIM, HE BKMOYEHHbIX B rpynmbl
coObITU. ImeeT ogHO 13 BO3MOXHbIX 3HAYEHUN:

emerg — aBapuiHble coobLLEeHMs
alert — TPEBOXHbIE COOOLLEHNSI
crit — KpUTUYEcKne coobLLeHns

err — coobLeHnsa o6 owmnbkax
warning — npegynpexaeHus
notice — n3BeLweHns

info — MHOPMALUVOHHbIE COOOLLEHNS
debug — 0TNago4vHble COOBLLEHNS.

-e msg _group file  umAdaina msg grpXxXX.ini, B KOTOPOM MOXHO 3aaatb rpynmny
COObITWI U YPOBEHb NPOTOKONMPOBAHNS AN1s Hee

~-f (force) ykasaHvne 3TOM onuMM paspellaeT M3MEHsITb haiin ¢ rpynnon
coObiTui. Mo ymonyaHuio onuus He 3agaHa U u3MeHeHve danna He
JonyckaeTtcs

-y {enable|disable} BKMOYEHME/BbLIKITIOYEHME NPOTOKONIMPOBAHNS

-a syslog ip IP-agpec xocTa, Ha KOTopbI ByayT oTnpaBnsATbCA cooblueHus (syslog-
KIMWUEHT)
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-f facility WCTOYHMK COOOLeHMn (HadanbHoe 3HadeHue: local7). BoamMoxHble
3Ha4yeHunsa: kern, user, mail, daemon, auth, syslog, lpr, news,
uucp, cron, authpriv, ftp, ntp, audit, alert, cron2, localO,
locall, local?2, local3, locald, localb, localé6, local’

3HayeHue no yMon4aHuro 3HayeHue no YMOIN4YaHUK OTCYTCTBYET.

PekomeHAaaLMmM No MCnosib30BaHUI0

1. 3apaHue o6LLEro ypoBHS MPOTOKONMPOBAHUA BCEX CODObLITUI, KOTOpPbIE HEe BKMOYEHbI B rpynmbl
COBbITUIA C 3a4aHHbIM YPOBHEM, BbINOMHAETCA KOMaHOoM, Hanpumep:

log mgr set -1 warning

2. MpoaykT nocTaBnsieTcsi C NSATbIO NpeayCTaHOBEHHbIMKU dhanamn, pasmMeLLeHHbIMY B kaTanore
/opt/VPNagent/etc, B KOTOPbIX YKa3aHbl Fpynnbl COOLITUIA 1 YPOBEHb lora Ans 3TUX CobbITUA.
OTn dhavinbl co3gaHbl s COBMeCTMMOCTU ¢ npogykTom LUntosa 6e3onacHoctn Bel VPN Gate
3.0.1:

e msg grpLDAP.ini — 3adaH ypoBeHb fora U MAeHTUUKATOPbI COBLITUIA, CBA3aHHbLIX C
poctynom k LDAP-cepBepy

e msg grpSYSTEM. ini — 3a4aH ypoBeHb fiora v uaeHTUMUKaTopbl CUCTEMHbBIX COBbLITUIA

e msg grpPOLICY.ini — 3a4aH ypoBeHb nora n naeHTUdmKaTopbl COBbITUIA, CBA3AHHBIX C
npYMeHeHeM NonNuTUKN 6e3onacHoCTU

e msg grpCERTS.ini — 3agaH ypoBeHb flora n uaeHTUduKaTopbl COBbITUI, CBA3AHHbLIX C
cepTudmkatamm

e msg grpKERNEL.ini — 3a4aH ypoBeHb fnora n naeHTUudmkaTopbl cobbITUIA, CBA3AHHBIX C
firewall.

[na BbINOMHEHMS MPOTOKONMMPOBAHWUS TPYNMbl COOLITUI, yKasdaHHbIX B dpanne ¢ 3agaHHbIM
ypoBHEM, 06513aTeNbHO BbINONMHUTE KOMaHAy (Hanpumep, ans LDAP):

log mgr set —-e msg grpLDAP.ini -f

Hactpoiika coxpaHsieTcs [0 nepesanycka cepsuca. [locne nepesanycka cepsuca
NPOTOKONMPOBaHME 3TUX COBbLITUIA ByaeT NpomMcxoguTb C 06LLMM YPOBHEM FIOTMPOBAHKS.

Ecnu otpepaktnposaTb pain msg grpLDAP.ini (MNW He pedakTMposaTb) M MOBTOPHO
3anycTutb KomaHngy 6e3 onuum —f, To OyaeT BbigaHo coobLueHne 06 ownbke.

3. [nga coxpaHeHus nsmMeHeHun B harine ¢ rpynnon cobbITUA U YPOBHEM MPOTOKONIMPOBAHMUS, U
nocne nepesanycka CepBuca, BbINOMHUTE KOMaHAY:

log mgr save

4. [Insi oTMEeHbI BCEX YCTAaHOBIEHHbIX paHee YpOBHEW NPOTOKONMPOBAHUS Arsi BCEX rpynn coObITUM,
BbIMOSTHUTE KOMaHAY:

log mgr set -e
HacTtporka coxpaHsieTca 0o nepesanycka cepsuca.
CospaHue cparna c rpynnamm cobbITUN

[nsa cosgaHusa davina ¢ rpynnon MHTepecytowmnx cobbituii (coobLyeHnin), Hago 3HaTb CTPYKTYPY
aToro hanna v rae B3saTb CNUCOK COObITMI (coobLleHnn). Onuwiem aTo ganee.

Kaxxgblin Takon hainn 4oMmKeH COCTOSATb U3 CEKUMA Buaa:
[LOGLEVEL.<LEVEL>]

<MSG_ID1>
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<MSG_ID2>
|
roe
<LEVEL> 3HaueHune ypoBHs fiora ANns Bcex COObITUIA, NepeYncrieHHbIX B rpynne
<MSG_ID> naeHTndukaTop cobbiTus (coobLLeHNsT)

| CTpOKa, HauyuHawuwasaca ¢ cumBona ‘', aBnAeTca KOMMEHTapuem.
JonycTuMbl NyCTble CTPOKMW.

Takux cekuni B charine MoxeT ObiTb Heckonbko. Bce cobbiTusi (COObLLEHNA) nepeyncneHsl B
daiine /opt/VPNagent/etc/s log.ini K3 cocTaBa npoaykta. Kaxgoe cobbitne B chaiine
UMeeT [Ba OKBMBANEHTHbIX MpeacTaBneHuss — TeKcToBoe W B Buae uvHOekca (8
LecTHaguaTepuyHbIX Lndp), Hanpuvep,

[MSG_ID PRODUCT START]
INDEX = 0x03090001

PekomeHnayeTcs ucnonb3oBaTb TEKCTOBOE NPEACTaBNeHMe, 0gHaKo MHOEKC MOXeET ObiTb yao0OHee,
€Cnn yXxe MeeTcs hanin, B KOTOPOM COOBLLIEHNE COAEPXKUT MHLOEKC.

Mpumep Takoro daina — “msg_groupDEMOL.ini"
[LOGLEVEL.DEBUG]
! coobmenne PRODUCT START 3amaHO €TI0 MHIEKCOM:
03090001
! coobmenne PRODUCT STOP 3amaHO €TI0 TEKCTOBHIM IPeICTaBJIEHMEM:
PRODUCT STOP

Kaxxgoe cobbiTne nveet cBOn YPOBEHDb nora, yKa3aHHbIN B danne
/opt/VPNagent/etc/s log.ini. Ecnu B rpynny BkroYeHbl cobbITUSA C pasHbIMU YPOBHAMU
NOrMpoBaHWs, TO AN TOro, YToObl BLIMOMHANOCH NPOTOKONIMPOBaAHNE MO BCEM 3TUM COObITUSIM,
npoLLe BCEro ykasaTb Ansi pynrbl ypOBEHb flora debug.

5. YcrtaHoBka napameTpoB syslog-knveHTa gnst VPN daemon. YcTaHOBnEHHble HAcTpovikn Syslog-
KnueHTa ByayT 3anucaHbl B hann /opt/VPNagent/etc/syslog.ini.

log mgr set-syslog [-y {enable|disable}] [-a syslog ip] [-f facility]
Hanpumep,
log mgr set-syslog -y enable -a 10.0.0.1
HeykasaHHbIM B KOMaHAe napameTp OCTaeTcsl HEU3MEHHbIM.
6. YcTaHoBKka napameTpoB No ymon4aHuo ans syslog-knueHra:
log mgr reset-syslog
npu 3TOM AEUCTBYIOT CrneayroLmne HacTPOMKK:
enable
syslog ip=127.0.0.1
facility=local’

Mpn ycTaHoBKE YPOBHSA MPOTOKONMPOBAHUSA crieqyer MOMHUTb, YTO CaMbll BbICOKMA YPOBEHb
hetanusauuun gaet napameTp 'debug’', a camblll HU3KUA — 'emerg'.

Mpumep
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Mpumep BbINONHEHNA KOMaHAbl 1og mgr set:
log mgr set -1 warning

Default log level is set successfully

log_mgr show

KomaHpa log mgr show npegHasHaveHa AnNs nNpocMoTpa obLiero ypoBHS MPOTOKONMPOBAHMS,
YPOBHSI MPOTOKOSIMPOBAHUSA IPYNN COGLITWIA U HACTPoek syslog-knueHTa.

CuHTakcuc
log mgr [-T timeout] show [-e [msg group file.ini]]
log mgr [-T timeout] show-syslog

-T timeout BpemMsi oxumaaHus oteeta oT VPN daemon. [JonycTuMble 3Ha4YeHust —
10..36000 cekyHg, 0 — OeckoHedHOe BpeMsi OXMUAaHWsi. 3Ha4yeHue no
ymMmonyaHuo — 60 cekyHA

-e msg_group file.ini uUMa danna msg group file.ini, B KOTOPOM yKasaHa
rpynna coBbITUi M YyPOBEHL NPOTOKONMPOBAHUSA AN HUX

show-syslog BbIBOJ, HACTPOEK Syslog-KnueHTa.
3HayeHue nNo yMonyaHuio 3HayeHne No yMOonyaHuIo OTCYTCTBYET.

PekoMeHOaLmm No UCNONbL30BAHNKD

1. [Ins BbiBOAA 3HA4YeHUs OOLLEro ypOBHSI MPOTOKOMMPOBAHNS BCEX CODOLITUIA, HE BKIHOYEHHbIX B
rpynnbl, UCNOMb3YNTE KOMaHAY:

log _mgr show

2. BbiBOO ypOBHS MNPOTOKONMMPOBAHWUS rpynmn CcOObITUM M NOEHTUMUKATOPOB ISTUX COOLITUN
OCYLLLECTBMAETCS TONbKO NOCME UX peakTUPOBaHWS, ANsi BbIBOAA MUCMONb3yATe KOMaHAy:

log _mgr show -e

3. BbiBOA YPOBHSI MPOTOKONMPOBAHUSA rpynnbl COObITUN, YKa3aHHbIX B dpanne, n noeHTUgunkaTopos
3TUX COOBLITMIN, OCYLLECTBISETCA TONMbKO MOCNe pedakTUpOBaHUSA 3Toro danna, and BbiBoga
ncnonb3ynTe KoMaHay:

log mgr show —-e msg _group file.ini
4. [ns BbiBoAa HACTpOeEK Syslog-KnmMeHTa Ucnonb3ynTe KOMaHay:
log mgr show-syslog
Mpumep
Mprmep BbINONHEHUS KoMaHdbl log mgr show:
log mgr show-syslog
syslog parameters: enabled, server ip=127.0.0.1, facility=local7
log mgr show -e /opt/VPNagent/etc/msg grpLDAP.ini
[LEVEL.DEBUG]
MSG ID LDAP REQ NOT FOUND
MSG ID LDAP CREATE REQ FAILED
MSG ID LDAP PARSE FAILED

MSG_ID LDAP_REQ FAILED TIMEOUT
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MSG_ID LDAP REQ FAILED NOT RESPOND

MSG_ID LDAP REQ FAILED CANCELED

MSG_ID LDAP REQ FAILED CONNECTION CLOSED
MSG_ID LDAP REQ FAILED UNKNOWN

MSG_ID LDAP REQ SUCCESS

MSG_ID LDAP REQ START
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[lpocMoOTp U yAaneHue 3awwmiLeHHbIX coeanHeHun (SA)

sa_mgr show — Ansa nonyyeHus nHdopmaumm o6o scex IPsec SA n ISAKMP SA

sa_mgr clear —Aana yganexuus ISAKMP un IPsec coeamMHeHun.

sa_mgr show

KomaHga sa mgr show NpefgHasHadeHa ans npocMotpa nHdopmaumm 060 seex IPsec SA, ISAKMP
SA 1 ux cocTtosiHuK, 1 o konudectee IKE o6mMeHOB.

CuHTakcuc
sa mgr [-T timeout] show [-isakmp|-ipsec] [-i1 CONN1 ID] [-1 CONNn_ID]
[-detail]

-T timeout Bpema oxuaaHua oteeta oT VPN daemon. [onycTumble 3HaveHUsa —
10..36000 cekyHa, 0 — GeckoHe4yHOe Bpems OxupaHus. 3Ha4veHue no
ymMonyaHuto — 60 cekyHAa

-isakmp BbIBOAMTCA MHApopmauua o6 ISAKMP coeguHeHmsx

-ipsec BbIBOAMTCA MHApopmauus o6 IPsec coegmHeHusax

-i CONNn_ ID BbIBOAUTCS nHdopmaums o} coefMHEHUN c yKa3aHHbIM
naeHTMdrnkaTopom

-detail BbIBOAWTCS AeTanbHas MHOopMaLNs O COEAMHEHMSIX.
KomaHaa sa_mgr show MO3BONSET NPOCMOTPETb AENCTBYIOLMNE B AaHHbIA MOMEHT IPsec SA.
3HayeHue nNo yMon4yaHmo 3HayeHne No yMOonyaHuIo OTCYTCTBYET.

PekomeHAaLMM NO UCMONb30BAHUID

B komaHAe sa_mgr show 6e3 yka3aHusa onummn —detail BbIBOAMTCS KpaTkas nHdopmauumsa o6o Bcex
COeaVHEHUSIX, HanpUMep:

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Remote Addr,Port)-(Local Addr,Port) State Sent Rcvd
1 2 (10.0.10.16,500)-(10.0.10.99,500) active 1560 656

2 3 (10.0.10.18,500)-(10.0.10.99,500) active 1560 656

IPsec connections:

Num Conn-id (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type Sent
Rcvd

1 6 (192.168.15.16,*)-(10.0.10.99,*) * AH+ESP tunn 600 1120

2 8 (192.168.15.18,*)-(10.0.10.99,*) * ESP tunn 1600 3140
B BbIBOOE NPUCYTCTBYET creaytoLas nHopmaums:
ISAKMP sessions — KOMMYECTBO He3aBepLUEHHbIX IKE-0OMeHOB:

e ni initiated — B KayecTBe uHuuuaTopa
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e nr responded — B Ka4eCTBE OTBETYMKA.
ISAKMP connections — MHgopmaums 060 Bcex ISAKMP SA 1 ons kaXgoro coeguHeHns:
e Num — nopsakoBbli Homep ISAKMP coegmHeHus
e Conn-id — yHUKanNbHbIA ngeHTudukaTop ISAKMP coeamHeHus
e Remote Addr, Port —agpec v nopT napTHepa, ecrniv nopT nobon — *
e Local Addr, Port — NoKanbHbIA agpec u NopT, ecnu nopt ntobon — *
e State — cocTodAHNEe SA:
e incomplete — HEOOCTPOEHHOE CoeuHeHne
e active — aKTUBHOe coeguHeHune

o configuration — Anga AaHHoro SA npoBoOANTCA OONONTHUTENbHanA HaCTpOI7IKa
(IKECFG, XAuth, etc.)

e deleted — SA He uUcnonb3yeTcs, NOArOTOBEHO K yaaneHuto
e unknown — cTaTtyc coeanHeHna Hen3BecCcTeH
e Sent — KONMMYECTBO NepedaHHon nHdopmaumm (B banTtax)
e Rcvd — KONMMYECTBO NPUHATON nHdopMaumu (B baritax)
IPsec connections — uHpopmauusa 060 Bcex IPsec SA 1 anga kaxgoro coeguHeHns:
e Num — NOpsaKoBbIN HOMep IPsec coeanHeHus
e Conn-id — yHUKanbHbIA nageHTudgukaTop IPsec coeguHeHms
e Remote Addr, Port —agpec v nopTt napTHepa, ecnu nopt nobon — *
e ILocal Addr, Port — foKanbHbIA agpec 1 nNopT, ecnu nopT nobon — *
e Protocol — CeTeBON NPOTOKOS, €CIN MPOTOKON Ntobon — *
e Action — genctene — {AH+ESP|AH|ESP}
o Type — 1un:
e tunn — TYHHESbHbIN PEXUM
e trans — TPAHCNOPTHLIN PEXUM
e nat-t-tunn — TYHHENbLHbIN pexum Yyepe3 NAT
e nat-t-trans — TPAHCMNOPTHLIN pexnm Yyepes NAT
e Sent — KONMMYECTBO NepedaHHon nHdopmaumm (B 6antax)
e Rcvd — KONMMYECTBO NPUHATON nHdopmaumu (B bantax)
sa mgr show —ipsec -i 8
[aHHaa komaHga BbIBOAUT MHPOPMaLINIO O COEANHEHUN C 3aaHHbIMU CBOMCTBAMM.

IPsec connections:

Num Conn-id (Remote Addr,Port)-(Local Addr,Port) Protocol Action Type Sent
Rcvd

18 (192.168.15.18,*)-(10.0.10.99,*) * ESP tunn 1600 3140

sa_mgr show -detail
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KomaHga c onuuen detail BbIBOQUT NONHy VIH(*)OpMaLI,I/IIO 000 Bcex CoeANHEHMSX.

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connection id: 2
cookies: 613E427395946DFE.DE99B25554306A75
local peer (addr/port): 10.0.10.99/500

remote peer (addr/port): 10.0.10.16/500

local identity (IPV4 ADDR): 10.0.10.99
remote identity (IPV4 ADDR): 10.0.10.16
IKERule name: ike rule without ikecfg
auth: preshared key

mode: main

sa:
transform: gost2814789cp-cbc gostr341194cp

Oakley group: 5

sa limits: key lifetime (gm/k/sec): -/200/28800

sa timing: remaining key lifetime (gm/k/sec): -/198/26622

status: active

IPsec connection id: 6
local ident (addr/prot/port): 10.0.10.99/0/0

remote ident (addr/prot/port): 192.168.15.16/0/0

#pkts sent/rcvd: 32/6777

#send/recv errors: 2/0

local crypto endpt.: 10.0.10.99, remote crypto endpt.: 10.0.10.16

connection status: {initiated locally, }

remote identity (IPV4 ADDR): 10.0.10.16
IPsecAction name: ipsec action 01
Filter LogEventID: filter rule 00 00

PFS: none

inbound esp sa:
spi: 0x94857A70 (2491775600)
transform: esp-gost2814789cp-cbc esp-gostr341194cp-hmac

in use settings ={Tunnel, }
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sa limits: key lifetime (k/sec): 4608000/3600

sa timing: remaining key lifetime (k/sec): 4607998/1426

inbound ah sa:
spi: 0x6CD88232(1826128434)
transform: ah-gostr341194cp-hmac
in use settings ={Tunnel, }
sa limiting: key lifetime (k/sec): 4608000/3600

sa timing: remaining key lifetime (k/sec): 4607999/1426

outbound esp sa:
spi: OxF40CDEEO (4094484192)
transform: esp-gost2814789cp-cbc esp-gostr341194cp-hmac
in use settings ={Tunnel, }
sa limits: key lifetime (k/sec): 4608000/3600

sa timing: remaining key lifetime (k/sec): 4607999/1426

outbound ah sa:
spi: OxFBE599CD (4226128333)
transform: ah-gostr341194cp-hmac
in use settings ={Tunnel, }
sa limiting: key lifetime (k/sec): 4608000/3600
sa timing: remaining key lifetime (k/sec): 4607998/1426
B BbIBOAE NPUCYTCTBYET creayoLas nidopmanms:
ISAKMP sessions — KOJIMYECTBO He3aBepLUeHHbIX IKE-06MeHOB:
e ni initiated — B KayecTBe uHuumaTopa
e nr responded — B Ka4eCTBe OTBETYMUKA.
ISAKMP connection — B BblBOAe OyaeT npucyTcTBOBaTb:
e none IKECFG address, ecnu 6bin nonyyeH IKECFG agpec:
ISAKMP connection id: 1
cookies: F86F80B571D2240F.C177F15CAEAT1B4A
local peer (addr/port): 10.0.10.193/500
remote peer (addr/port): 10.0.10.178/500
IKECFG address: 192.168.15.193
e [loJfle Status MOXET NpUHMMaThb crieayrouine 3Ha4YeHns:

e incomplete — HEAOCTPOEHHOE coeanHeHne

e active — aKTUBHOE COeUHEHne

e configuration — Ansg AaHHOro SA NpPOBOAUTCS OOMOSTHUTENbHAs HACTPOWKa
(IKECFG, XAuth, etc.)
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e deleted — SA He Ucnomnb3yeTcs, NOArOTOBMNEH K yAANEHUIO
e unknown — CTaTyC COeAUHEHUSI HEU3BECTEH

IPsec connection:
e Mone connection status MOXET NPUMHUMaTb 3HAYEHUSA:
e initiated locally-— NoKanbHbIN XOCT BbICTynaeT "HMumaTopom
e initiated remotely-— NoKanbHbIN XOCT BbICTynaeT OTBETYNKOM
e rekeyed — Npou3BegeHO JOCPOYHOE Nepeco3faHne coeanHeHus

e no rekeying — AOCPO4YHOE Nepeco3gaHne coeanHeHUst B KadecTBe MHuuuaTopa
3anpeLweHo

e [one in use settings MOXET NPUHMMATL 3HAYEHUSA:
e Tunnel — TYHHENbHbLIN PEXUM
e Transport — TPAHCMNOPTHLIV PEXUM
e Tunnel NAT-T — TyHHENbHbIN pexum Yepesd NAT

e Transport-NAT-T — TPaHCMNOPTHbIN pexum Yyepe3 NAT

sa_mgr clear

KomaHaa sa_mgr clear npegHasHadveHa ans yganeHus ISAKMP v IPsec coeguHeHuni.
CuHTakcuc

sa mgr [-T timeout] clear {-isakmp|-ipsec} [-i CONN1l ID]..[-i CONNn_ID]

[-silent]
sa mgr [-T timeout] clear -all [-silent]

-T timeout Bpemsa oxuaaHua oteeta oT VPN daemon. [donycTumble 3Ha4YeHUs —
10..36000 cekyHa, 0 — GeckoHe4YHOe Bpems OxupaHus. 3Ha4veHue no
ymon4aHuo — 600 cekyHa

-isakmp yaoansaet ISAKMP coeanHeHns

-ipsec yoanset IPsec coegmMHeHus

-i CONNn_ID yAansieT CoeauHeHus ¢ ykasaHHbIM UOeHTUUKaTOpoOM
-silent yAaansieT coeguHeHusi 6e3 yBeqoMIIeHNs napTHepa

-all yoanseTr Bce IPsec n ISAKMP coegnHeHusi BO BCEX COCTOSHUSAX,
npekpawlatTcs Bce paHee Hadatble IKE-0O6meHbl.

3HaueHue nNo ymonuawu  3HaveHWe Mo YMOMYaHUIO OTCYTCTBYET.

PekomeHAaLMmM NO UCMONb30BaHUID

[na BLIGOPOYHOrO yaaneHuss UConb3ylTes ONuun —isakmp, —ipsec, —1i.

Mpun atom ISAKMP coeanHeHnst He yaansioTcs cpasy, a TONbKO NOAroTaBMBAOTCA K yaaneHuo (CMm.
Status — deleted) M B TE4EHUE 3a0AHHOIO B NONUTMKE 6€30MaCHOCTU BPEMEHN €eLLe MOryT ObiTb
nepencnonb3oBaHbl.

I'IpM BbIMOJTHEHUN KOMaHAbl MOXET NOSIBUTLCS COOOLLEHME:
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Timeout expired. Please ensure that all chosen SAs are cleared —3aKkoOH4YMIIOCb
BpeMA OXXnaaHuA 3aBepLieHuna yaoaneHua COGD,VIHGHVIVI. y6eﬂ,VITer, 4YTO BCe Bbl6paHHbIe coeanHeHunA

yAaneHbl».
Mpumep
Ypanenune ISAKMP coeanHeHui ¢ ngeHtudunkatopamm 1 n 4:
sa mgr clear -isakmp -i 1 -1 4
ISAKMP connection 1 is removed
ISAKMP connection 4 is not found
YpaneHue Bcex IPsec coegnHeHuii:
sa_mgr clear —ipsec
IPsec connection 1 is removed
IPsec connection 3 is removed
YpaneHne Bcex coeguHEHUIA:
sa mgr clear -all
All connections are removed
I

Not all connections are removed
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PaboTa ¢ nuueH3nen

lic_mgr show — NOKa3bIiBa€T TEKYLLYO NIULEH3NI0 Ha I'Ipop,yKT

lic_mgr set — ycCTaHaBnMBaeT TekyLUyto JluLeHamto.

lic_mgr show

Komanga lic mgr show npegHasHayeHa Ans npocMoTtpa Tekylen JinueHsnn Ha npogykT Llnto3
6esonacHocTn Bel VPN Gate 4.1.

CuHTakcuc
lic_mgr show
,ElaHHaFl KOMaHOa He nMeeT apryMmeHToB U Kntoyen.

3HayeHue no yMon4aHuo 3HayeHue no YMOIN4YaHUK OTCYTCTBYET.

lic_mgr set

KomaHga lic mgr set npegHasHayeHa ONs ycTaHOBKM Tekyllen JlnueHsun. lMocne ycTaHoBKu
JInueHsmm Heobxogmmo nepesanyctute VPN gemoHa komaHgamu:

/etc/init.d/vpngate stop
/etc/init.d/vpngate start
CuHTakcuc

lic mgr set -p PRODUCT CODE -c¢ CUSTOMER CODE -n LICENSE NUMBER
-1 LICENSE CODE

-p PRODUCT CODE kog MpoaykTa, BO3MOXHbIE KOAbI:

GATE100
GATE100B
GATE100V
GATE1000
GATE1000V
GATE3000
GATE7000
GATE10000
RVPN
RVPNV
UVPN
UVPNV
KZVPN
KZVPNV
BELVPN
BELVPNV

-c CUSTOMER CODE Ko 3aKa34duKa
-n LICENSE NUMBER HOMep NnueH3nmn
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3HaueHue no ymon4yaHur 3HaueHune no YMOIN4aHUK OTCYTCTBYET.

Mpumep

lic mgr set —-p GATE100 -c test -n 1 -1 5B271A01DF5D143A
Active license:
CustomerCode=test
ProductCode=GATE100
LicenseNumber=1

LicenseCode=5B271A01DF5D143A
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PaboTa ¢ HacTpoukamum IPsec apanBsepa

drv_mgr — NnokKasblBaeT CMMCOK BCEX NMOAAEPXKNBAEMbIX HACTPOEK

drv_mgr show — Ans NpocMoTpa HacTpoek IPsec-gpaisepa

drv_mgr set — M3MeHeHus1 HacTpoek IPsec-gpansepa

drv_mgr reload — He npegHasHadyeHa O Nofb30BaTens, 3arpyxaeT Bce HaCTPOWKM.

YTunuTel npegHasHaveHbl aAnst paboTbl ¢ HacTporkamu IPsec gpaviBepa M MOMOrailT B peLleHun
npobnem, Bo3HMKatoLmx Ha LLnto3e 6esonacHocTu Bel VPN Gate 4.1, ecnn Ha 06paboTky noctynaet
b6onblwmnn obbeMm Tpadumka, YeM MoXeT obpaboTtaTb wwnto3 GesonacHocTn. 3Ty cuTyaumio byaem
Ha3bIBaTb "neperpyska”. B cBA3W ¢ neperpyskon BO3HUKAIOT cregytoLlas npobnema: npu neperpyske
YHUUTOXAaKTCS NaKeThl, KOTOpbIE He ycneBalT 06pabaTtbiBaTbCsl, NPy 3TOM NPUOPUTET NakeToB (none
TOS |P-3aronoBka) He yuuTbiBaeTcs. KauyecTBeHHOe pelueHue AaHHOW npobnembl MOXeT ObiTb
peanu3oBaHO TOMbKO B paMkax Bcero IP-cteka. 3geck paccMaTpuBaloTCst PELLEHNS TONbKO B pamKax
IPsec gpaviBepa, MOSTOMY Y4MTbIBAlOTCSl TOMbKO Te CUTyauuu, roe y3kMM MecToM Ans Tpadwmka
aBnsetcs IPsec gpavisep.

IOna IPsec gpanBepa BBOASATCS HEKOTOPble HACTPOWKW. Tak BBeAeHa rpaHuua, nocrie KoTopon B
ovyepedb MOXET NonacTb TONbKO BbiCOKOMpuopuTeTHbIN nakeT. B OC Linux oyepedb orpaHudeHa
MakcMMarbHbIM KOIMYECTBOM MaKeTOB, NPW AOCTWXKEHMM KOTOPOro nakeT He ByaeT obpaboTaH BHe
3aBMCMMOCTM OT npuopuTeTa. [ns ynpasneHuws Takum nosegeHnem MoryT ObiTb UCMOrb30BaHbI
cnegywouwme napameTpbl, HacTpaumBaemble 4epe3d ytunuty drv_mgr:  pq_thread_g_size,
pg_send_q_size, pg_force_ordering, pq_tos_mask, pq_drop_low_pri_ifs, pq_drop_thres.

MpumeyaHue

OnuncaHne HacTponKM NapamMeTpoB C Lienbko ontumm3auum IPsec o6paboTkm ceTteBoro Tpadmka Ha
MHOrOMNPOLIECCOPHbIX CUCTEMax MNpuMBEAEHO B [JOKymMeHTe «HacTpomka wnosa», B pasgene
«Hactporika napameTpoB napannenbHon 06paboTkmn ceTEBOro Tpadurka.

drv_mgr

KomaHga drv_mgr mokasblBaeT CMMCOK BCEX MOAAEPKMBAEMbIX HACTPOEK, PEXMM AOCTyMa K HUM,
pa3smep B 6anTtax n gnanasoH ONYyCTUMbIX 3HAYEHWIA:

CuHTakcuc
drv_mgr
Cnuncok BbIBOANMbBIX HAaCTPOEK:

List of properties:

name access type size (in bytes) range [min-max]
pg_tos mask read-write 1 unlimited
pg_drop low pri ifs read-write variable unlimited
pg_drop thres read-write 4 [0-100]
pg_thread g size read-write 4 [0-16383]
pg_send g size read-write 4 [0-2047]
pg_force ordering read-write 1 [0-1]

fw tcp closed ttl lsp-managed 4 [1=65535]

fw _tcp synsent ttl lsp-managed 4 [1-65535]
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fw _tcp synrcvd ttl lsp-managed 4 [1-65535]
fw tcp estab ttl lsp-managed 4 [1-65535]
fw tcp fin ttl lsp-managed 4 [1-65535]
fw _tcp strictness lsp-managed 4 [0-6]
fw_tcp open max lsp-managed 4 [0-1000000]
fw_tcp half open max lsp-managed 4 [0-1000000]
fw_tcp half open low lsp-managed 4 [0-1000000]
fw tcp conn rate max lsp-managed 4 unlimited
fw tcp conn rate low lsp-managed 4 unlimited
frag dont grow fragments read-write 1 [0-1]
frag minimize size read-write 1 [0-1]
frag df options read-write 1 [0-3]
qgos_preclassify read-write 1 [0-1]
ipsec breq max read-write 4 unlimited
ipsec breq count read-only 4 unlimited
ipsec recursive policy read-write 1 [0-1]
OnucaHue HacTpoek IPsec gpanBepa
Tabnuua 1
PexkomeH | 3Ha4e
Tun
HaumeHoegaHue Pasmep | dyembie | Hue no
. docmy OnucaHue
Hacmpouku na Hocmb 3Haye ymon
Husi 4aHuro
pg_tos_mask yTeHue | butosas | 1-255 255 BbutoBas macka (1 6awnT), Ha KOTOpYyH
3anucb | mMacka yMHOXaeTca nobutHo none TOS (Type of
Service — 1 6anT) IP-3aronoBka naketa gns
onpegeneHus NpuopuTETHbIX nakeToB. Ecnu
pesyrnbTaT YMHOXEHUSA He paBeH Hyrmio, NakeT
- NPUOPUTETHBIN. Ecnn 3Ha4eHne
pg_tos_mask=255, To npu nto6om He paBHOM
Hynto 3Ha4vyeHun nonda TOS, nakeT saBnseTcd
NPUOPUTETHBLIM.
pg _drop low p | YyTeHue CNUCOK BknitoueHune/BbIkNOYEHNE MexaHuama
ri_ifs 3anunce dumsunyec YHUUTOXEHUA  HENPUOPUTETHLIX MNaKeToB,
KX UMEH NoCTynatwLmnx Ha MHTepdenc:
UHTepde .
. o ecnu nMva nHtepdenca ectb B Cnmncke —
n B
epe HenpuopuTeTHbIE NaKeTbl YHUYTOXaKTCH
yepes
P npu  ypoOBHE  3arofiHeHWss  oyepeau
3anaTyio .
pqg_drop_thres u Bbliwe;
(6e3
npo6erno €CInn UMeHU nHTepdenca HeT B Crivcke —
B) YPOBEHb 3anonHeHus oyepeaun
pg_drop_thres He yuuTbiBaetca, WU
cuuTaeTcs, 4TO MoCTynalolmne nakeTbl
UMEIOT OMHAKOBbLIN NPUOPUTET.
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HaumeHosaHue
Hacmpouku

Tun
docmy
na

Pasmep
HoCmb

PexkomeH
dyemblie
3Ha4e
Husi

3Hayve
Hue no
ymon
4aHUuo

OnucaHue

Jdonyckaetcs  ykasaHue  nHTepdencos,
KoTopble B [daHHbIA MOMEHT B CUCTEME
OTCYTCTBYIOT, HO [MpW MOSIBMIEHUN TaKoro
uHTepdernica oH Oyaer yuuTbiBaTbCa B
crmcke.

pg_drop thres

YyTeHue
3annucb

npoLeH
Thl

1-100

90

MpoueHT 3anonHeHust ovyepean NakeToB OT
MaKCUMarnbHOroO Konu4yecTeBa NakeToB, Npwu
KOTOPOM HEMpPUOPUTETHbIE NAKeTbl HA4YMHAOT
yHUJTOXaThCS. [propuTeTHbIE NakeTbl OyayT
npuHUMaTbCs, Noka He OygeT OOCTUrHyTa
rpaHuua pqg_thread q_size unm
pg_send _q_size. [Ons nakeToB HU3KOrO
npuoputeTa  aHanorMdHas  rpaHuua @ —
pqg_thread _q_size*pq_drop_thres/100  wnun
pg_send_q_size*pq_drop_thres/100

(pq_drop_thres BnvseT Ha odepeab OTNPaBKU
Tonbko ecnu pg_force_ordering=1).

pg_thread g s
ize

YyTeHue
3anncb

KOJ1-BO
nakeToB

0-16383

2000

MakcumanbHoe 4MCcro MakeToB B ovepeamu,
oxuaarwmx odpaboTkn HUTKaMun gpaveepa.
Mpn [OCTUXKEHUM ITOrO 3HAYEHUS MaKeTbl
HAYMHAKT YHUYTOXATbCS BHE 3aBUCUMOCTMU
OT NpuopuTeTa.

pPg_send g siz
e

yTeHune
3anncb

KOJ1-BO
nakeToB

0-2047

2032

MakcrManbHoe 4Mcrno MnakeToB B Ovepeaun
OTMpaBKm (ovepenb OTMpaBKm
npegHasHadeHa  gns BOCCTaHOBIEHNS
nopsigka naketoB Mocne napannenbHown
obpaboTkm Tpaduka).

pg_force orde
ring

yTeHune
3anncb

0-1

Ecnu BbicTaBneHo 3HaveHne 1, TO o
OOCTWXXEHUN  rpaHuubl  pg_send_q_size
nakeTbl  HauyuHawT  yganatecs.  Ecnn
3HayeHne 0, TO MpKW 3anofHeHHoW o4vepeam
OTMpPaBKM NakeTbl OTNPABMASIOTCA MUHYS 3Ty
oyepenpb.

frag dont gro
w_fragments

yTeHune
3anncb

YTtobbI nsbexatb
nepedgparMmeHTauum nakeToB
NMPOMEXYTOYHBLIMM MapLLpyTU3aTopamu,
NpeayCcMOTPEHbI 3HAYEHUS:

NOBTOPHOW

1 — pasmep dparmeHToB He Oyger
npesbilaTb  MakCMMarbHbIN  pasmep
OpUrMHasnbHbIX PParMeHToB;

0 — nakeT dparmeHTMpyeTca 6e3 y4yeTa
pa3Mmepa opuUrMHarnbHbIX parMeHTOB.
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HaumeHosaHue
Hacmpouku

Tun
docmy
na

Pasmep
HoCmb

PexkomeH
dyemblie
3Ha4e
Husi

3Hayve
Hue no
ymon
4aHUuo

OnucaHue

frag minimize
_size

YyTeHue
3annucb

0-1

0

YTtobbl n3bexatb NOBTOPHOW nepedparmeH
Taumm NakeToB NPOMEXYTOUHbIMU MapLLpYyTH
3aTopamMu NpeaycMoTpeHbl 3Ha4YeHUS:

1 — pa3vep ¢parMeHTOB ycpeaHseTcs,
T.e. MWHUMMU3MPYETCH  MaKcUMarnbHbIN
pasmep parMeHTa npuM CoXpaHeHuu
MUHMManbHOrO KonmMyecTea pparMeHToB;

0 — Bce (parMeHTbl OenalwTcs Makcu
MarnbHoro pasmepa, KpoMe MocneaHero.

Mpumep: MTU — 270, naket — 276 6GaiToB,
3aronoBok — 20 6anT.

Ecnu 3HaveHne 1, To pparmeHTbl 148 n 148
bantos.
Ecnn 3HaveHne 0 — dparmeHTbl 268 n 28
Bantos.

frag df optio
ns

YyTeHue
3anncb

YTobbl n3bexaTb NOBTOPHOW nepedparMeH
Tauum nNakeToB MPOMEXYTOYHbIMU MapLupy
TM3aTtopamu, NpPeaycMOTPEHbl  3HaYeHwus,
KOTOpble onpeaensAlT BbiCTaBndATe fin DF-
OuT Ha dpparmeHTax:

0 - Ha dparmeHTax DF-6ut BCerga
cbpacbiBaeTcs

1 — BbicTaBnATe DF-6MT y bparmeHTOB,
€CNnKN OpUrnHanbHbIN NakeT Obin pparmeH
TUPOBaH, He WHKancynuposaH B IPsec, n
Ha dparmeHTax Obin BbicTaBrneH DF-6uUT.
3T0T dhnar no3eonseT BOCCTaHaBNMBATb
DF-cnar gnsa otkpbIToro Tpaduka, Takum
obpasom XOCT, OTNpaBMBLUMIA NakeT
MoXeT npoBoaute MTU discovery ans
dparMeHTUPOBaHHbIX MAKETOB.

2 — BbicTaBnATb DF-6MT gns doparmeHTn
poBaHHbIX IPsec-nakeToB, ecrnn Ha cooT
BeTcTBYyOWeM IPsec SA BkntodeHo MTU
discovery. O1oT chnar nossonseTr nNpoBo
antb MTU discovery ans dparmeHTupo
BaHHbIX NMaKeTOB ApanBepy 1 n3daBuUTbCA
OT MOBTOpPHOM dbparMmeHTauumn IPsec
NakeToB:

- IPsec-nakeT MoXeT 6bITb hparmeHTH
poBaH, ecnn B SA yCTaHOBMEH PEXUM
cbpoca wnu konuposaHua DF-6uta
(DFHandling B LSP). MNpwn atom ecnu
YCTAHOBMNEH pPEXUM KOMUPOBAaHWS, B
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PexkomeH | 3Ha4e
Tun
HaumeHogaHue Pasmep | Oyembie | Hue o
- docmy OnucaHue
HacmpoUuku na Hocmb 3Hayve ymout
Husi 4aHuro
ucxogHom nakete DF-OMT pomkeH
ObITb COpOLLEH.
- coyeTaHue korga BkrwdeHo MTU
discovery n DFHandling = CLEAR
nmeet cMmbicn TONbKO npu
frag_df options = 2, T.k. HeT cMmbicna
nposoantb MTU discovery, korga DF-
OuT BCcerga cOpoLUeH.
3 — komMbuHauma 1 v 2.
gos_preclassi | yTeHue 0-1 0 Wcnonb3oBaHue npegsapuTenbHON
fy 3anuncb Knaccudmkaumm nakeTos:
1 — npeaBapuTenbHas knaccudukaums
BKITHOYEH3;
0 — npegBapuTenbHas knaccudukaums
BbIKINOYeHa
ipsec breq ma | yTeHue unlimited | 1000 MakcumanbHoe KOnmuyecTBO OAHOBPEMEHHO
X 3an1cb BbIMOSHSIOLLMXCH 3anpoCcoB Ha co3gaHne SA
bundle. B LSP moxHO 3apgatb oOTAenbHble
OrpaHuYeHnst Ans Kaxgoro npasvna.
ipsec breq co | yTeHue unlimited | O TekyLuee KONMN4YEeCTBO OLHOBPEMEHHO
unt BbIMOSTHAOLWMXCS 3anpoCcoB Ha co3gaHne SA
bundle.
ipsec recursi | yTeHue 0 BkntoveHune/BbikntoyeHne PEKYPCUBHOIO
ve_policy 3anuncb pexuma noucka npasun IPsec ans
obpaboTkm naketoB. HactpamBaetca B LSP
yepes atpubyT AllowNestedIPsec
fw_tcp closed | yTeHMe | CeKyHObl 5 Bpemsi 13HM 3anmcy 0 coeanHEHUN.
ttl
- Wno3 ©esonacHoctn Bel VPN Gate 4.1
CHauyana onpegensetr coctosHne TCP
fw_tcp_synsen | yTeHue | CeKyHAbl 30
A CoefVHEeHMs ONs KaXOoro u3 napTHEepoB,
- KoTopble cosgatT TCP coeguHeHue 4yepes
fw_tcp synrcv | uTeHne | cekyHabl 60 wno3  GesonacHoctn. A B VLSP B
4 ttl 3aBMCMMOCTU OT 3TMX COCTOSIHWMA 3afaHo
- BPEMSI KM3HM 3anMcu O  COEAWVHEHWUU
fw_tcp_estab_ | uTeHue | cekyHabl 3600 | (cm.Tabnuuy COOTBETCTBUN).
ttl Hactpausatotca B LSP
fw_tcp_fin_ tt | yteHue | cekyHabl 30

1
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ate low

PekomeH | 3Ha4ve
Tun
HaumeHosaHue Pasmep | Oyembie | Hue o
- docmy OnucaHue
HacmpoUuku na Hocmb 3Hayve ymorn
Hus 4aHuro

fw_tcp strict | yteHue 0-6 3 YpoBeHb  "XecTKoCTW" K  pasnunyHbIM

ness cuUTyauusiM,  KoTopble  BOCMPUHMMAIOTCA
LUMO30M Kak oLMboYHble. HacTpavBaeTtcs B
LSP atpubyte TCPStrictnesslLevel.

fw_tcp _open m | yTeHue 65536 | MakcumarnbHOe KOnM4ecTBO paspeLleHHbIX

ax TCP-coeguHeHui. Mpw npeBbILLEeHNN
AaHHoro npegena Hoeble TCP-coeguHeHus
OynoyT otBepratbes. HactpanBaetcs B LSP.

fw_tcp half o | yTeHue 1- 500 MakcumansHoe KonmyecTBO OAHOBPEMEHHO

pen_max 1000000 CyLLEeCTBYIOLUMX  MOSYOTKPbITbIX ~ CeaHCoB
TCP, npy 4OCTMXEHUM KOTOPOro HaunHaeTcs
WX ypaneHve npu  MNOSBAEHUAM HOBOTO
3anpoca Ha coeguHeHue. HactpauBaeTcs B
LSP.

fw tcp half o | yTeHue 1- 400 MuHMManbHoe KONMUYecTBO OJHOBPEMEHHO

pen_low 1000000 CyLLEeCTBYIOLIMX  MOSYOTKPbITbIX ~ CeaHCoB
TCP, npu OOCTMXEHNN KOTOpOro
npekpawaeTtcs nx yaaneHue.
HactpavBaetca B LSP.

fw_tcp_conn_r | yteHue unlimited | 500 MakcumansHas yactoTa nosiBNeHus

ate max NonyoTKpbITbIX ceaHcoB TCP B MuHyTYy, no
OOCTKEHUM  KOTOPOW  HaumHaeTcd  ux
ynaneHuwe. HactpavBaetca B LSP.

fw_tcp_conn_r | yteHue unlimited | 400 MuHumansHas yactoTa nosiBNeHus

NonyoTKpbITbIX ceaHcoB TCP B MuHYTYy, Mo
OOCTWXKEHUM KOTOPOW NpekpawiaeTcst KX
yoaneHue. Hactpameaetcs B LSP.

Tabnuua coctosiHuin TCP 1 napaMeTpoB, 3aAalolumMX BpeMsl XXU3HU COeANHEHUS

MNMapamemp e drv_mgr

TIMEWAIT, LASTACK, CLOSED

CocmosiHue MNapamemp e LSP (monbko ons
npocmompa)

CLOSED, LISTEN TCPClosedTimeout fw_tcp_closed_ttl

SYNSENT TCPSynSentTimeout fw_tcp_synsent _ttl

SYNRCVD TCPSynRcvdTimeout fw_tcp_synrcvd_ttl

ESTAB TCPEstablishedTimeout fw_tcp_estab_ttl

FINWAIT-1, FINWAIT-2, CLOSING, | TCPFinTimeout fw_tcp_fin_ttl
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drv_mgr show

KomaHga drv_mgr show npedHa3HavyeHa Ons NpoCMOTpa YCTAHOBMIEHHbIX 3HAYEHUI HaCTpPoek
paboTbl IPsec-gpanBepa.

CuHTakcuc

drv_mgr show [PROPERTY NAME1] [PROPERTY NAMEZ]

PROPERTY NAMEn MMeHa HacTpoeK, 3HaYyeHWs KOTOPbIX [OOMKHbI OblTb
nokasaHbl. Ecnu HM odHO MMs He 3agaHo — 6yayT
nokasaHbl 3Ha4YeHWs1 BCexX NnoaaepKMBaeMbIX HAaCTPOEK.

MmeHa HaCTpOeEK yKa3aHbl B Ta6n14u,e onnucaHna yTunmnTtbl drv_mgr.
Mpumep
drv_mgr show
pg_tos mask 255

pg _drop low pri ifs

pg_drop thres 90
pg_thread g size 2000
pg_send g size 2032
pg_force ordering 1

fw tcp closed ttl 5
fw_tcp synsent ttl 30
fw _tcp synrcvd ttl 60
fw tcp estab ttl 3600
fw_tcp fin ttl 30
fw_tcp strictness 3
fw_tcp open max 65536
fw _tcp half open max 500
fw _tcp half open low 400
fw _tcp conn rate max 500
fw _tcp conn rate low 400

frag dont grow fragments O

frag minimize size 0
frag df options 0
gos_preclassify 0
ipsec breq max 1000
ipsec_breq count 0
ipsec recursive policy 0
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drv_mgr set

KomaHga drv_mgr set npegHasHadeHa AN pefakTMpoBaHWa HacTpoek paboTbl IPsec-apansepa.
C nomoLLblo 3TOW KOMaHObl MOXHO M3MEHSATb 3HAYEHMs! TONbKO TEX HACTPOEeK, KOTopble MMET
aTpubyThl read-write.

CuHTakcuc

drv_mgr set PROPERTY NAMEl VALUEl [PROPERTY NAMEZ VALUEZ]
PROPERTY NAMEnN MMeHa HaCTpoOeK, 3Ha4eHUA KOTOPbIX HY>KHO USMEHUTb
VALUEnN 3Ha4YeHnAa COOTBETCTBYOLLUX HACTPOEK.

PekomMeHaaLMmM N0 MCNosib30BaHUIO

MmeHa HacTpoek ykasaHbl B Tabnuua 1.

Mpu ycnewwHom ycTaHOBKE 3HAa4YEHNs1 HACTPOMKM ByaeT BbiBeAEHO COOBLLEHNE:!
Value of "PROPERTY NAME" is set to VALUE

Mpun HeycneLwHoW yCTaHoBKe 3HAYE€HNst HACTPONKM BbIBOAUTCS COObLLEHME:

Value of "PROPERTY NAME" is not set to VALUE. Error: ERROR DESCRIPTION.

3HadveHune HaCTPOWKM TaKkke 3anuceiBaeTcs B KOH(PUrypaLmOHHbIN thavin
/opt/VPNagent/etc/csp_ipsec drv.cfg, 4Tobbl NpW 3anycke [AemMoHa aBTOMaTU4YecKu
BbICTaBUTb ero B IPsec-gparisepe.

PepaktupoBaTb STOT KOHMWUrypauWOHHbIN aiin 6e3 Mcrnonb3oBaHust KOMaHAbl drv _mgr set
Henb3s.

drv_mgr reload

KomaHga drv_mgr reload 3arpyxaeT 3HayeHWs Bcex HacTpoek pabotbl IPsec-gpainsepa u3
KOHUrypaunoHHoro daina /opt/VPNagent/etc/csp ipsec drv.cfg. 3Ta KomMaHaa vmeet
TEXHOMOIMMYECKOE MPUMEHEHME U UCMONb3yeTcs AN aBTOMATMYECKOM 3arpy3ku HacTpoek IPsec-
OpanBepa npu 3anycke AeMoHa. KomaHga He npegHasHavyeHa ANng NpUMEHEHNS Nonb3oBaTenem.

CuHTakcuc

drv_mgr reload

PepaktnpoBatb KOHMUrypauMOHHbIN ann Henb3s. YCTaHOBUTb HOBblE 3HAYE€HUS HACTpoek
Apansepa, 3anncbliBaemble B KOHMUIypaLMOHHbIA dann, MOXHO TOMbKO KOMaHgon drv_mgr set.

[Mpn ycnewHoM 3aBepLUeHnn yTunuTa Bo3spatlaeT 3HadeHuve 0.

Mpn BO3HNKHOBEHWM OLLIMOKN YTUNMTa BO3BpaLLaeT crieqytolmne 3Ha4eHms:
1 — Owmnbka B cMHTaKcmMce KomaHabl
2 — He xBaTaeTt namaTu

3 — Opyras owmnbka
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MpocmoTp TCP-coeanHeHuUu

fwconn_show

KomaHga fwconn show npegHasHaveHa AOns npocMotpa uHpopmaumn o TCP-coeavHeHusx,
OTCnexXuBaemblX NPU KOHTEKCTHOW ounbTpaumm Tpaduka.

B koHdurypaumoHHom cpamnne (LSP) stateful firewall HacTpamBaeTca ¢ nomoLwbio PUNBLTPOB C
ExtendedAction = inspect_tcp unm inspect_ftp. Ecnn nonuTtunka 6e3onacHoCTy co3gaeTcsl C NOMOLLbIO
Cisco-like komaHAa, TO UCMOMb3YTCH KOMaHabl HacTporkn Firewall.

CuHTakcuc
fwconn_show [-detail] [-i conn 1 id]..[-1 conn _n id]

-detail Bblgaetcs noapobHas uHdopmaumsi 0 coeguHeHusiX. [nst nonyyeHus
nogpobHON MHGOPMALMM O KOHKPETHOM COEeAMHEHMM Heobxogumo
yKasaTb onuuio —~detail nepeg -1i.

-i conn_id BbldaeTcs WHopmaumss No KOHKPETHOMY COEOMHEHUIO C YKa3aHHbIM
noeHTupmkaTopom. MOXHO MNepeyncnuTb HECKONbKO CoeauHeHuin. B
KayecTBe uaeHTudukaTopa CoeanHeHMs AonyCTUMO yKkasbiBaTb O4HO M3
AByx vucen Connection ID, pasgeneHHbix "/". aHHble ngeHTudukaTopsl
coefMHEeHMS Takke NPUCYTCTBYIOT B BbIBOAE YyTUNUTLI k1ogview (Fpynnbl
coobweHmn FW, FR, FWTCP).

Mpumep
fwconn_ show
Connection ID Protected IP:port Unprotected IP:port State
0xd3e38180/0xd3e380c0 10.0.16.103:32779 -> 10.0.131.1:21 ESTAB/ESTAB

Number of TCP connections: 1
Number of established TCP connections: 1
roe

Connection 1ID (0xd3e38180/0xd3e380c0) — WAEHTMGUKATOP COeOUHEHUS
(ncnonb3yetca B fwconn_show u BeiBoge klogview)

Protected IP:port (10.0.16.103:32779) — IP-agpec n nopt, 3awiuiaemslie
firewall (0BbIYHO MHMUMATOP COeANHEHNS)

-> — HanpaeneHne OTKPbITUS COeANHEHUS
State (ESTAB/ESTAB) — coctosiHne TCP coeguHeHus ons Kaxgoro n3 napTHepoB

Number of TCP connections (1) — obuiee umucno otcnexuBaembix TCP-
coegHEeHN

Number of established TCP connections (1) — obLlee Y1Cro OTCAeXnBaemMbix
ycTaHoBuBLIMxca TCP-coeanHeHnn.

fwconn show —-detail
Connection ID: 0xd3e38300/0xd3e38480

Reverse connection: yes

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 -2016 50



Bel VPN Gate-V 4.1. PykoBoAcTBO agMuHuUcTpaTopa. CneumanuampoBaHHble KOMaHAbI

Protected side: 10.0.16.103:32780
State: CLOSING
Sequence number: 141965198
Acknowlegement number: 1585098758
Window size: 49232
TTL left / TTL for current state: 27/30
Unprotected side: 10.0.131.1:20
State: CLOSING
Sequence number: 1585098758
Acknowlegement number: 141965198
Window size: 5840

TTL left / TTL for current state: 27/30

[ononHutenbHble napameTpbl, 0To6pa>|<aeMb|e npu ykasaHum q)nara —-detail:

Reverse connection (yes) —HanpasneHne yCTaHOBMNEHNSI COeQUHEHNSI — B JaHHOM
crnydvae coegnHeHnsa oT 10.0.131.1:20 K
10.0.16.103:32780

Sequence number (141965198, 1585098758) — TCP sequence number ans kaxgoro n3
napTHepoB

Acknowlegement number (1585098758, 141965198) — TCP acknowlegement
number 4ns Kaxaoro U3 napTHepoB

Window size (49232, 5840) — pa3mep TCP-okHa ans Kaxgoro M3 napTHEpPOB C
yyetom TCP window scaling?

TTL leftd® (27, 27) - Bpemsi, Yepe3 KoTopoe OyaeT YHWYTOXEeHa 3anucb o
coeaMHeHWn, ecnu He 6yaeT HOBOrO KOPPEKTHOro
naketa

TTL for current state (30, 30) — MakcumaribHoe BpeMs XpaHeHus 3anumcu o
coegunHeHnn nNpn oTCyTCTBUN aKTUBHOCTW.

fwconn show -detail -i Oxffff88003£99al100

Connection ID: Oxffff88003£f99al00/0xffff88003£99a800

Reverse connection: no

Protected side: 5.5.5.5:35382
State: CLOSING
Sequence number: 3253957880
Acknowlegement number: 2429155619
Window size: 92

TTL left / TTL for current state: 536/600

2 BoaMoxHa cuTyauus, korga firewall HauMHaeT oTCNEXMBaTL YXKe OTKPLITOe CoedMHEHMe, He Nosy4as nepsbIX NakeTos. B aToM cnyyae
window scaling He yuuTbiBaeTcs.

8 3anucb 0 coeaMHEHNM YHUUTOXaeTcs, ecliv ansa no6oro us naptHepos TTL Left gocTturaer 0.
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Unprotected side: 6.6.6.6:21
State: CLOSING
Sequence number: 2429155619
Acknowlegement number: 3253957880
Window size: 91

TTL left / TTL for current state: 536/600
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[pocmoTp coobueHnn IPsec-apanBepa

klogview

YTunuta klogview npefHasHadeHa AN MPOCMOTpa COOGLLEHWA MO KOHKPETHbIM COGLITMSIM,
co3faBaeMbIM CUCTEMOI NPOTOKONUpoBaHus IPsec-apaieepa.

CuHTakcuc
klogview [-1tTg] [-p ts_precision][-m event mask] [-f event mask]

-1 oXngaTtb COOGLLLeHI/IH n3 aapa un BbiIBOAUTb UX NO Mepe NOoCTynneHunsa. OTa
onuua NpuHMMaeTcd No-ymon4v4aHuto, ecrnmn He 3agaHa onuma —m

-t nedvyartaTtb AaTy U BpeM4d BbiBOOa COO6LL|,6HMF|

-T neyatatb OTHOCUTENbHOE BPEMS, KOrga NpousoLllno cobbiTne. Bpems
BbIBOAWUTCA B CEKyHOaX OTHOCMTENbHO MOCreQHero npousoLlesLlero
cobbITKA (a HE NO BPEMEHW BbIBOAA), MOKA3aHHOIO AaHHbIM 3K3EMMASPOM
yTunutel. Hanpumep, 3HaveHue 10.353245 — 310 10 cekyng n 353245
MUKpoceKkyHa. MakcuManbHas TOYHOCTb — HaHOCEKyHAbl, HO pearnbHas
MOrpeLHoCcTb 3aBMCMT OT annapaTtHon nnadopMbl U OnepaLnuoHHON
cucTembl. 3HaveHne, BbligaBaemMoe C nepBbiM cOoOLeHneM, oTobpaxaeT
abcontoTHoe 3Ha4YeHne YacoB, KOTOpble MCMONb3YTCA AN BbIYMCIEHNS
OTHOCUTENBHOrO BpeMeHW. JTO NMbOo Bpems CO cTapTa CUCTEMbl NMbo
BPEMS OTHOCUTENIbHO KaKOW-TO AaTbl, NPUHATOM B LAHHOW CUCTEME 3a
TOYKy oTcyeTa. BosmOxHbl oTpuuartenbHble 3HadeHusd. Bpews,
yKasaHHoe B CObObITMM, OTHOCUTCA K Havany oopMMpoBaHnst coobLLeHuns,
a npu napannensHoM opMMPOBaHMM COOOLLLEHMI MOPSAOK UX OTNPAaBKM
He onpegeneH

-g nevataTb nepeq coobLueHVeM B KBagpaTHbIX CkOBKax maeHTudukaTtop
rpynnbl cobbITMN. VaeHTndmkaTop rpynnbl NOSCHAET K KakoMy pasgeny
OTHOCUTCA gaHHoe cobbiTue.lMpu BblIGope ¢unbTpa, Korga BbIBOAUTCS
MHOXECTBO COOOLLEHMI pasnuyHbIX pasgenoB, 6e3 maeHTudukaTopa
TPYOHO COOTHECTM pa3fen v coolLLEeHNE.

-p ts _precision KONMYECTBO 3HAKOB [JOfEeN CEKyHA, MCMOMb3yeMbIX MpW neyatu
OTHOCUTENBHOro BpemMeHn cobbitns (-T)

-f event mask 3agatb unbTp CcOObITMI ANA  AaHHOTO  3K3eMmnspa  YTUNWTHI.
Bo3mMoxkHble coObITUSA onucaHbl B Tabnuue

-m event mask 3agatb UNLTP CcobbITUA MNo-ymonuyaHuio. 3ajaHHoe 3HauveHue
NCMonb3yeTcsi, eCNK He ykasaHa onuust — £

-h BbIBECTU KpaTKy0 MHGOpMaLmto 06 NCNONb30BaHUM YTUMUTBI.

B HacTOSALLMIA MOMEHT YyTUNMMTA MOXET BbIBOAUTb HA KOHCOMb COOBLLLEHUS, OTHOCSALLMECS K OQHOW MUK
HECKONbKMM rpynnam coObiTnin. CobbITuSA, NO KOTOPbIM BbIBOAATCA COOOLLEHUSA, CrpynnyMpoBaHbl
OByMms cnocobamu:

e [pynnMpOBKa COOLITUM MO Macke — MO3BONsSET BblOupaTb coobuieHus 6Gonee AeTanbHO.
Moacuctema MoOXeT UCNONb30oBaTb HECKONbKO Macok cobbiTuii. Hanpumep, PKT Bkrtovaet
Macku pass u drop

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 -2016 53



Bel VPN Gate-V 4.1. PykoBoAcTBO agMuHuUcTpaTopa. CneumanuampoBaHHble KOMaHAbI

e T[pynnupoBKa cobbITUiA Mo noAcuctemMe — COOGLLEHMS!, OTHOCALLMECH K OOHOWM nogcucteme.
Hanpumep, PKT — cobbiTusl, OTHOCALLMECS K NOACUCTEME, peanuayloLlieit Noruky o6paboTku

NakeToB.

pynnupoBKa cOObITUI NO Macke

Uwms epynnbi
cobbimui

Kod

OnucaHue

drop

0x2

YHuuTOoXeHue naketa. CooOLleHVWe BbIBOAUTCS HEMoCpencTBEHHO
nepes YHUYTOXEHWEM KaKoro-nvbo nakeTa v CogepXuUT KpaTKU TEKCT,
NOSICHSAIOLLMIA NPUYKMHY YHUHTOXEHUS U MHGOpMaLumio U3 |P-3aronoBka
nakeTta. B HekoTopbIx criyyasix |P-3aronoBok MOXeT GblTb UCMOPYEH K
MOMEHTY BbIBOAA COODLLEHMs, Torda B COOOLiEeHUM [onycKkaloTcs
HyneBble Unu Miobble Apyrve cryyaiiHble agpeca.

pass

0Ox1

Mponyck naketa. CoobLieHne BbIBOAUTCS HEMNOCPEACTBEHHO nepep
OTCbIIKOW  Kakoro-nMbo naketa W  COOEPXKUT  KpaTKMA  TEeKCT,
NOSACHAOLLMI LENCTBUSA, KOTOPbIE OblNM Npon3BeaeHbl HaZ NakeToOM.

sa_minor

0x8

HekoTopble BHyTpeHHuWe coObiTus, npoucxogdawme c IPsec -
KoHTekcToM. CoobLieHnss cogepxat Homep KoHTekcTa (ID), koTopbi
MOXHO YBMOETb U3 COOBLLEHNSI O 3arpy3ke KOHTEKCTA.

sa_major

0x4

Bsaumopencteua wmexagy |IPsec-gpaviBepoM 1M NPUMOXEHWEM,
Kacatolwmecsa n3MeHeHus1 cocTtosiHus |IPsec-koHTekcToB. CoobLueHus
cogepxat Homep KoHTekcta (ID), KOTOpbIM MOXHO YBMOETb W3
coo0LLEeHMs O 3arpy3ke KOHTEKCTa.

sa_trace

0x10

CoobLeHns BbIBOATCA nepep, NonbITKOM NpUMEHEHMs K nakeTy IPsec-
KOHTEKCTa.

Sa_errors

0x20

OwmbkN, cBsI3aHHbIE C HEeYCMNeLHbIM NPUMEHeHNeM IPsec-KOHTeKCTa K
nakery.

fw _trace

0x80

Pesynbtatr noucka npasun firewall gna naketa (ecnu nowck
nponssoguncs). CoobweHus, Bbibnpaemble fw_trace, BknvalT BCe
coobueHus fw_notif.

fw notif

0x100

BbiBogaTcs npy npumeHeHnn npasuna firewall kK nakety, ecnv npaeuno
nomeyeHo B LSP.

fw_obj

0x200

OevictBus, npomusBogmmble Hag npasunamu firewall (goGasnexwe,
yaanexue). VigeHtudmkatopamm npaBun SBAAOTCS YMcria ABYX TUMOB.
B pecsatuyHom BuAe BbIBOAATCA MOEHTUUKATOPbI, 3arpy>kaembie 13
VPN daemon. B wectHaguatepnyHom Buge (¢ npedumkcom 0x)
BbIBOAATCA MAEHTUMUKATOPbI ANHAMUYECKUX MPaBUIT KOHTEKCTHOM
dvnbTpauun.

vif obj

0x400

NameHeHuns koHurypauum ceteBoro nHtepdenca (vif).
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Uwms epynnbi
cobbimul

Koo

OnucaHue

fw_tcpst

0x800

NameHeHus 3anucu o coctosiHnm TCP coeamHeHuns (tcp state), owimbkm
N Opyrme coObiTUs KOHTEKCTHoW dunbTpaumm TCP. BknovaeT Bce
coobuweHua fw_tcpstat m fw_tcperr. Ons wnaeHTudukauum ceccui
ncnone3ytoTcsa Asa yucna (0x....), Kakaoe u3 KoTopbIX COOTBETCTBYET
3anucu o cocTosiHuM napTHepa no TCP-coeguHeHuto. 3T xe vucna
SABNSAOTCS naeHTudmkaTopamm COOTBETCTBYHOLLNX npaswun
dunbTpaumm B coobuleHusax rpynn fw_obj, fw_trace.

fw_tcpstat

0x1000

BbiBOg cTaTMCTukM nocne 3akpbitus TCP ceccun, ecnu npasBumnio
rnome4yeHo B LSP.

fw_tcperr

0x2000

BbiBog OWMOOK, CBSA3aHHLIX C KOHTEKCTHOW dunbTpaumen TCP-
coeguHeHus, ecnu npasuo nomedeHo B LSP.

mtud

0x4000

[Hevicteus, cBsizaHHble ¢ path mtu discovery (oTcbinka u obpaboTtka
ICMP  coobuweHun, owwubkn). B  cooblieHnsix  BbIBOAATCA
OpurMHarnbHble 3arofioBKW MaKeToB, AaXe eCcrnu K NakeTy npuMeHsscs
IPsec. BHelHWA 3aronoBOK MOXHO YBMAETb B COOTBETCTBYHOLLMX
coobueHuax pass/drop.

IpynnupoBKa coObITUI NO NoACUCTEMAM

O6o3HayeHue 4

nodcucmembi Onucarue

LOG CepBuCHbIE COOOLLEHMA MOACUCTEMbI MNPOTOKONMpoBaHMA. WX npuem
Henb3s BKMOYUTb UMK OTKMOYUTD

SA Pabota c IPsec SA B sigpe

IPSEC Pabota npotokonos |IPsec

PKT OcHoBHas nornka obpaboTkn NakeToB

FW dunbTpauusa Tpaduka

FR [encteusa Hag npasunamun punbTpauumn Tpadmka

FWTCP KoHTekcTHasa dpunbtpauma TCP

MTUD Pa6ota path mtu discovery

VIF OencTteua Hag onucaHMaMU BUPTYanbHbIX CETEBbIX UHTEP(ENCOB.

HyxHbIn Habop cobbITh (event mask) MOXHO yKasaTb NnepeymcrieHnemMm Macok cobbiTuii vepes
3angaTtyo (Mpobenbl NpyU Nepeyncriennn He gonyckarTcs). Macka MOXeT ObiTb 3a4aHa YMCIEHHbIM

4 CooTBeTCTBME MacoK NoAcUcTEMaM MOXHO YBUOETb B Noackaske yTunutsl klogview.
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3Ha4YeHNEeM, UMeHeM (13 Tabnuupbl «I pynnUMpoBKa COOLITUI MO MacKe») UM UMEHEM NoACUCTEMBI (M3
Tabnuua «MpynnupoBka cobbiTUIA NO NOACUCTEMaMD).

nQMMEQbI (BCG nepeyuncrieHHble KoMmaHabl SKBVIBaJ'IeHTHbI)Z
klogview —-f 0x1f
klogview —-f 31
klogview —-f drop,pass,sa minor,sa major,sa_trace
klogview —-f PKT,SA,sa trace
klogview —-f drop,1,SA,0x10

3HayeHue no yMon4aHuro 3HayeHune no YMOIN4YaHUK OTCYTCTBYET.

PekomMeHaaLMmM No MCNosib30BaHUI0

Wcnonb3yiTe [faHHyl0 KOMaHgy pAns  MNpocMoTpa  COOOLUEHWA, BblAaBaeMblX  CUCTEMOW
NPOTOKONMPOBaHYS.

Coo0wweHus, BbIBOAUMbIE YTUIIUTOM

CoobLeHuns, BbIBOOUMbBIE YTUMNUTON, (HOPMUPYIOTCA Ha OCHOBE AaHHbIX, Npucbinaembix u3 IPsec-
ApaiiBepa. CTpykTypa 6onblLUMHCTBA COOBLLEHMI onpeaenaeTcsa CTpokon dopmara®, nony4yaemon s
IPsec-gpaneepa (cM. MNMpumepbl coobLLEeHNI).

CepBuCHbIE COOOLLEHNS, BEIBOAUMbBIE YTUNUTOMN:

*** N messages lost *** BbIBOAWTCS, €Cnn yTunuTa He ycnesaeT obpabaTbiBaTtb
coobueHmsa n N coobLueHn NopeTsiHbI

no format string B COOGLLIEHUN OTCYTCTBYET CTpoKka chopmaTa’

<error: .. B BbIBOAMMOM COOOLLEHMM HECOOTBETCTBUE CTPOKMU
dhopmaTa napameTpam cooBLLeHns’.

MpuBegem cnucok coobLLeHnn, KOTOpble BbIBOAATCA CMCTEMOWM NPOTOKONMpoBaHus IPsec-gpaneepa
ONs pasHbIX rpynn coObITUNA.

CoObITnA rpynnbl pass u drop

CoobLeHns onsa aTon rpynnbl BbIBOASATCA HEMOCPEACTBEHHO Mepen YHUUTOXEHMEM UM OTNpPaBKoOn
nakeTa.

dopwmat coobLueHus (B Nopsake crieqoBaHns):
e BXOASALLNA NN BbIXOASALMA NakeT
e |P-agpec UctodHuKa
e MOPT UCTOYHMKA

e |P-agpec nonyyaTtens

5 CTpoka dhopmata no CMbICIy M CTUMI0 NOX0Xa Ha hopMaTHYto CTPOKy B printf

5 370 He sABNsAeTCA HopMarbHON cUTyaumen, npockba cooblaTb paspaboTumkaM 0 NoAo6HbLIX NPOSBREHNAX.

7 370 He ABNsAeTcA HopMarbHON cUTyaumei, npockba coobLaTb paspaboTymnKam o NOAOBHLIX MPOABNEHMUSX.
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e MoOpT nony4arens

e Homep IP-npoTokona

e nanuHa IP-naketa

e florMyeckoe MMAa nHTepdenca unu Koa uHTepdenca, ecrnv UMsi HEM3BECTHO
e [encTBME "passed" UNM "dropped"

e CTpOKa, ONUCbIBAKOLLLAA MPUYNHY YHUHTOXEHUSA UMW OTMPAaBKX NakeTa.

Mo BO3MOXXHOCTU BbIBOAUTCS AOMONHUTENbBHAsA MHOpMaLus, Hanpumep, MMsA npasuna unstpauum
n ngeHtudukatop SA.

Mpumepbl coobLleHU rpynnbl pass
MakeT obpaboTaH no npaBuny unbTpaLum ¢ 4encTBnem PASS :

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO: filtered
MakeT 661N 06paboTaH no IPsec-npasuny:

passed in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
decapsulated

passed out packet 2.3.4.5:12->3.4.3.3:14, proto 50, len 140, if ethO:
encapsulated

OTKpbITbIN NakeT OblN NPONyLLEH No Npasuny ¢ 4encTBUeEM IPsec+PASS:

in packet 2.3.4.5:12->3.4.3.3:14, proto 6, if eth0, passed: filter
flt cba: IPsec rule, but the packet was not decapsulated

MakeT 6bIN oTNpaeneH B IP-cTek ans mappyTusaumm:

passed out packet 2.3.4.5:12->3.4.3.3:14, proto 50, len 140, if ethO:
re-routed

[MakeT Obin  nponywieH B COOTBETCTBUM C KOHdurypaumen pgparvieepa Mo-yMondaHuo
(monb3oBaTenbckasa KOHpUrypaumsi He 3arpyxkeHa):

passed out packet 2.3.4.5:12->3.4.3.3:14, proto 50, len 140, if ethO:
driver default policy

Mpumepbl coobweHnn rpynnbi drop
C006u.l,eHVI9|, CBA3aHHble C HEKOPPEKTHbIMWN OaHHbIMU 3aroJ1OBKOB NMakeTa:
IP-3arojoBOK MCIOPYEH:

dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
corrupted IP header

TCP/UDP 3aronoBok UCMOPYEH:

dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
corrupted protocol headers

Cnepytowiee coobuenve aHanornyHo "corrupted protocol headers”, BbiBoguTcs nocrne cbopku
(peaccembnnpoBaHust) IP-nakeTa:

dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
corrupted protocol headers after reassembly

McnopyeHHble 3arofioBkM Mocrie  packpbiTus IPsec, 9T0 MOXeT OblTb Takke CBf3aHO C
NCMorb30BaHMEM HEBEPHOIO KItoYa Ars paclundpPOBKM My OTCYTCTBUM MPOBEPKU LIENOCTHOCTHU:
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dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
SA 33: corrupted protocol headers after decapsulation

McnopyeH ESP unu AH 3aronoBok:

dropped in packet 2.3.4.5->3.4.3.3, proto 50, len 140, if ethO:
unable to fetch SPI

[MpeBbIlLEHO OrpaHMyeHne Mo KOMMYECTBY BRNOXEHWN IPsec, packpbiBaeMbiX Ha OAHOM XOCTe
(mnonyckaeTtcsi He Boree 16 BNOXEHWN):

dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 50, len 140, if ethO:
too many nested encapsulations

[MpeBbIlWEHO orpaHuYyeHne Mo KONMYeCTBY BIOXEHUN |Psec, npuMMeHseMblX Ha OAHOM XocCTe
(monyckaetcss He Gonee 16 BRNOXeHWI), MPEONONOXUTENBHO KOHGUIypauus HanucaHa Takum
o6pa3oM, YTO NakeT 3auUKIUNCS:

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 50, len 140, if
eth0O: too many nested encapsulations (recursive policy?)

CooblleHnsa o noanaaaHuM naketa nofd nNpaeumno ¢ AeicTsnem DROP :

[MakeT yHUYTOXEH Ha aTane unbTpaumm.

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
firewall

[MakeT yHM4TOXEH Ha aTane nposepku IPsec-unbTpos.

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
IPsec policy

MakeT yHNYTOXEH Ha 3Tarne NpoBepkn OUNbLTPOB, CBA3aHHbIX C IPsec-npaBusiom.

dropped in packet 10.12.33.4->11.8.3.4, proto 1, len 80, if ethO: SA
filter

[MakeT yHM4TOXEH Ha 3Tane Knaccugukaumm.

dropped in packet 10.12.33.4->11.8.3.4, proto 1, len 80, if ethO:
classification

CoobLeHuns, cBa3aHHbIE C HECOOTBETCTBMEM BXOASILLErO Maketa fnokanbHON KoHdurypauun IPsec.
MosiBneHne NnogobHbIX COOBLLEHMIA MOXET ObiTb BbI3BAHO ABYMS MPUYMHAMMU:

e HecornacosaHHble koHdurypauum® naptHepos no IKE/IPsec coegmHeHuio
e [OMbITKa aTakn Ha 3aLUULLIEHHYIO CETb.
MakeT GbIN 3aKpbIT C NOMOLLLIO IPsec, HO noanagaeT nog NpaBuIo PASS:

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
filter 12: IPsec packet is not expected

OTKpbITBIV NaKeT nognagaeT nog npaBuno GUNbTpaLuUK ¢ IPsec-gericTBUEM.

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
filter 12: packet must be protected with IPsec

8 PaccornacoBaHne MoXeT NPOM30NTK "B AMHAMUKE" - TO €CTb KOTAa OfMH U3 NapTHEPOB HAXOAMTCS B NPOLIECCE KOHMUIYPUPOBaHWS, UMK
napameTpbl, KOTOpble AOMKHbI COrfacoBbIBaTbCA aBToMaTuyecku (Hanpumep IPsec SA), 6binv pacCUHXPOHU3NPOBaHBI 13-3a NOTEPL MNaKeTOB
unv obpbiBa CETEBOIO COEAUHEHMSI.
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Mpn BNoXxeHHOW IPSec-uHKancynsumMm BXoadaLuMm nakeT UMeeT HeJOCTaTO4YHOEe KONMYEeCTBO CNoeB
IPsec-3almnThbl:

dropped in packet 10.12.33.4->11.8.3.4, proto 1, len 80, if ethO:
packet lacks required IPsec layer

TyHHenNbHbIN (BHELLHWIA) 3aroNoBOK HE COOTBETCTBYET NapameTpam SA.

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
tunnel header doesn't match SA 24

MakeT npuwen He ¢ TOro ceTeBoro nHTepdenca.

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
SA 18 is bound to filter which doesn't match current vif

ManoBeposTHas owwubka, MOXeT MPOM3oNTM B npolecce yaaneHns SA B MOMEHT o6GpaboTku
naketa.

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
SA 3 is not in a bundle

Mpun BNoxeHHOM IPsec nakeT nopsigok NpyMeHeHns crioeB |Psec HEKOPPEKTHBLIN.

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
SA 3 is not the first SA in a bundle

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
SPI 0xfaB849ell is not found in SA bundle

Mocne fekancynsumy 3aronoBoK NakeTa He COOTBETCTBYET cenekTopy SA.

dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
SA 33: decapsulated packet's IP header doesn't match the SA

HeunssecTHbin SPI (IPsec SA He HanaeH).

dropped in packet 2.3.4.5->3.4.3.3, proto 50, len 140, if ethO: SPI
Oxabababab not found in hash

SA He npuBs3aH K IPsec-punbTpy, nog KOTOPLIN NognagaeT naker.

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
filter 12: IPsec SA doesn't match

IOna ucxopswero naketa, nonagawowero Ha |IPsec-punbTp He co3gaH SA bundle, npu aTom
aBTOMaTmMyeckoe cosgaHue SA gns gaHHoro unbTpa 3anpeuleHo (fallback action = DROP).

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
filter 12: SA bundle not found

Owwnbkm IPsec:

dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 50, len 140, if ethO:
SA 33: decapsulation error 5: integrity verification failed

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
SA 33: encapsulation error 4: sequence number wrapped
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BosMoxHble oLLIMOKU NpeacTaBneHbl B Tabnuua 2.

Tabnuua 2

Koo | HazeaHue OnucaHue npob6nembi

1 replay packet detected oBHapyXeH NOBTOPHbIV NakeT

2 call to crypto subsystem failed owmnbka KpUNTO-NoSCUCTEMDI

3 last sequence number nocnegHuii Homep naketa

4 sequence number wrapped nepenosiHeHNe CYETYMKA NaKeToB

5 integrity verification failed npoBepKa LienoCcTHOCTU He npoLuna

6 corrupted protocol headers WUCMOPYEHHbIV NPOTOKOMbHbLIN 3arofioBOK

7 corrupted headers after decapsulation WUCMOPYEHHbIV MPOTOKONbHLIA  3aronoBOK
nocne gekancynsumm

8 memory allocation failed HEBO3MOXXHO BbIENUTb NaMsATb

9 IP ttl expired cuetuuk IP ttl ncrek

10 buffer is too small® Bydep cnuwikom man

11 can't parse IP options HEBO3MOXXHO pasobpatb onuum IP

12 padding check failed owmnbKa B 3anonHuTene

13 incorrect SA configuration'© HenpasunbHas KoHdUrypaums SA

14 wrong encapsulation mode for the SA HECOOTBETCTBYHOLLUIA SA pexunm
WHKancynaumm (TpaHcnopT Unn TyHHenNb)

15 packet length exceeds 64K-1 ANMHa nakeTa MnpeBbllaeT MakCMMarnbHO
A0onyCTUMyto

16 TFC packet TFC naket

17 traffic limit exceeded npeBbILLEHME OrpaHNYeHns No TpadmKy

18 wrong tunnel source address HEeCoOOTBETCTBYIOLMIA SA agpec UCTOYHMKA
B TYHHENIbHOM 3arosyioBke

® 370 ABNAETCSA BHYTPEeHHe olnbkon, npocbba coobluats paspaboTumkam.

10 Toxe BHYTpeHHss ownbka, npocbba coobliate paspaboTumkam.

Bel VPN Gate-V 4.1

Copyright © S-Terra Bel 2008 -2016

60



Bel VPN Gate-V 4.1. PykoBoAcTBO agMuHuUcTpaTopa. CneumanuampoBaHHble KOMaHAbI

MpomexyTo4Hoe cocTosiHue npu IPsec-rekeying (npouecc rekeying (cMeHa knto4eBoro Matepuvana)
He ycnen 3aBepLUMUTLCHA BOBPEMS):

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
SA 18 is unusable

Ouyepenb nakeToB, oxupawowas cosgaHus IPsec SA bundle nepenonHeHa (pasmep ouvepeau
3apaetcs B LSP, no ymonyaHuio 8):

dropped out packet 10.12.33.4->11.8.3.4, proto 1, len 80, if ethO:
filter 12: reached limit of 8 packets waiting for SA

B cnyyae, ecnu npousoiigeT ownbka npu noctpoeHun SA bundle, Ana oxugatolmx naketos oyget
BblAaHo:

dropped out packet 10.12.33.4->11.8.3.4, proto 1, len 80, if ethO:
filter 12: failed to build SA bundle

MpeBbilleHO obllee KonMMYecTBO OOHOBPEMEHHO BbINOMHAKLWMXCA 3anpocos!! Ha cosgaHne SA
(pasmep oyepean 3agaetca B drv_mgr, no ymonyanuo 1000):

dropped out packet 10.12.33.4->11.8.3.4, proto 1, len 80, if ethO:
reached limit of 1000 SA requests

MpeBbILLEHO KONMUYECTBO OAHOBPEMEHHO BbINOMHAOLMXCA 3anpocoBl? Ha cosgaHne SA no ogHOMY
GunbTpy (pasmep odepean 3agaetcs B LSP, no ymonyaHuto 8):

dropped out packet 10.12.33.4->11.8.3.4, proto 1, len 80, if ethO:
reached limit of 8 SA requests for filter 12

Cnepgytolee coobLieHre roBopuT O CAMLLIKOM BOMbLLIOM KONMYecTBe NnakeToB Ha 06paboTky oaHUM
SA (6onee 40). Ckopee Bcero, 3710 03Ha4YaeT HeoNTUMarbHbIE HAacTPONKM NpoayKTa C TOUKU 3pEHUsI
npousBoguTenbHocTH. MNMpocbba obpaluatbes K paspaboTymkam:

dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
SA 33: queue overflow

MakeT nocne obpaboTkm IPsec MOXeT NpeBbICUTE MakcMMarnbHyo AnuHy IP. To eCTb K Takomy nakeTy
IPsec He npyMeHnMm:

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 65530, if
ethO: packet is too large for IPsec, length after encapsulation 65550

BHyTpeHHMe owmnbkn, 0 BOHMKHOBEHMM KOTOPbIX HEO6XoauMo coobLaTh paspaboTymkam:

dropped in packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
ip data is not 4-byte aligned

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
unknown network interface

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
unknown physical network interface

Mpuwen naketr ICMP destination unreachable/fragmentation needed, kotopbin o6paboTtaH
OpanBepoM 1 fanee He rnponyLleH.

dropped in packet 2.3.4.5->3.4.3.3, proto 1, len 80, if ethO: ICMP
PMTUD message processed

11 OrpaHuyeHme kacaeTcs TOMbKO 3anNpOCOB, MHULIMATOPOM KOTOPbIX SIBMISIETCS ApaiBep.

12 OrpaHuyeHme KacaeTcs TOMbKO 3aMnpoCOB, MHULMATOPOM KOTOPLIX SBMSETCS ApaiBsep.
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Cnepnyolume coobLleHNs cBA3aHbl C TeM, YTO ApaiBep HaxoaUTCs B peXUMe KOHpUIypupoBaHus, u
NPOXOXOEHME NaKeToB 3a6MOKMPOBaHO.

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
driver is being configured

Crnepylollee 03HayaeT, YTo C MOMeHTa Hayana obpaboTky nakeTa, KOHUrypauusi apaieepa
M3MeHUNachk, U HerMb3s rapaHTUpPoBaTh NPaBUnbHOCTL 06PaboTKM AaHHOrO nakeTa.

dropped out packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
packet config id 11 don't match current id 12

IPsec-gunbTp Obin YHUHTOXEH B Npouecce 06paboTku nakeTa.

dropped out packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
IPsec filter 13 is dead

CoobLeHust 0 HexBaTKe PECYPCOB.

dropped out packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
filter 12: failed to send SA request: out of memory

dropped in packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
can't allocate packet buffer

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
can't prepare SA list: out of memory

Vcxopsuwme nakeTbl, OTNpaBnsieMble C BUPTYarbHOro CETEBOro MHTepdenca, o6a3aTenbHO AOMKHbI
ObITb OTNpPaBMeHbI C UCMONb30BaHWEM TYHHENbBHOro pexuma IPsec 1 agpec TyHHENbHOro 3aronoeka
OOJIBKEH OTNNYaThLCS OT U3HAYarbHOrO.

dropped out packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
IP destination have not been changed for a packet which had come
from IKEcfg virtual interface

Vcxoasiwme nakeThl, OTNpaBnsieMble C BUPTYyaribHOIroO CETEBOro MHTepdenca, 06a3aTenbHO AOMKHbI
B Ka4yeCTBe apeca UCTOMHUKA MMETb afpec 3TOro BUPTyarbHOro nHtepdeiica.

dropped out packet 10.12.33.4->11.8.3.4, proto 50, len 80, if ethO:
IP source address is not an address of IKEcfg virtual interface

MakeT npeBbiwaeT MTU 1 He MOXET BbITb parMeHTUpoBaH M3-3a BbicTaBneHHoro DF bit.

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
DF bit set, can't fragment packet, path MTU 1500

Owwmbka npu nonbITke hparMeHTMpPOBaTb NAKET.

dropped out packet 2.3.4.5:12->3.4.3.3:14, proto 6, len 140, if ethO:
can't fragment packet, path MTU 1500

CoObiTua rpynnsi fw_trace, fw_notif

Coo0bLeHrs aTon rpynnbl NO3BONSAT ONpedennTb, Kakoe NpaBuro ounbTpauum Ncnonb3yeTcs ang
06paboTkm naketa. 3a Bpemsi 0O6paboTKM OAMH MAKET MOXET MPOXOAUTb MO HECKOSbKMM CrMCKam
(Hanpumep, punbTpaums n knaccudmkaums). NMockonbKy UHTEHCUBHOCTL coobLeHnn fw_trace moxeT
ObITb O4YeHb BbICOKOW, fw_notif mo3BonseT orpaHnunTb MX YMCNO, Nonydas coobLLeHNst TOMNbKO AMs
npaeuI, noMeYeHHbIX B LSP. [NapameTpbl nakeTa BbIBOAATCA aHanNormyHo cooblueHmnsm pass/drop.

Mpumepbl coobLLeHni:

HangeH dwunbTp, pesynbTat dunbTpauum B KOHUEe coobuieHusa. Bo3moxHbl criegytowme
pesynbTtatbl dunbTpauun: PASS — nponyctute naket, ASSEMBLE - Heobxogmma cGopka
naketoB u3 ¢pparmentoB, DROP — yHuutoXmTb naketr, ERROR — owwunbka obGpaboTkm naketa
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(MCcropYeHHbIN NakeT, UM HexBaTka pecypcoB ansa obpabotkn), MATCH — npomexyTovHoe
COCTOsIHME Npy unbTpaummn (bunbTp NnogobpaH, HO AENCTBME ELLE HE ONpPedEneHo).

filtration result for in packet 10.0.59.1:1680->12.1.1.1:23, proto
6, len 80, if eth0O: chain 10, filter 12, event id some ftp filter,
status PASS

OTcyTCTBl/Ie noaxoadwero cbmanpa B Lierno4ke.

filtration result for in packet 10.0.59.1:1680->12.1.1.1:23, proto
6, len 80, if eth0O: chain 10: no match

Mepexopn k Apyron Yactu ueno4kun dounstpauum (Npu ucnons3dosarHum Filter.Label B LSP).

intermediate filtration result for in packet 10.0.59.1:1680-
>12.1.1.1:23, proto 6, len 80, if ethO: chain 10, filter 12, event
id some ftp filter, status MATCH, jump to 18

OwnBGkKa B CTPYKTYpPE LenoYkn punbTpaumm, npockba coobatb pa3paboTymkam o NOoSBNEHUN.
filtration result for in packet 10.0.59.1:1680->12.1.1.1:23, proto
6, len 80, if ethO: chain 10, filter 12: next filter 16 not found

CoObITA rpynnbl sa_minor, sa_major

CoobLLeHWs 3ToN rpynnbl NO3BOMAIT KOHTPONMPOBATbL NPOLECCHI CO30aHMUS, YHUMTOXEHUS U 3aMEHbI
IPsec-koHTekcToB. CoobLLEHNsT O 3arpy3ke KOHTEKCTOB coAepaT AeTarnbHyl MHOopMauuio o
napameTpax KOHTeKCTa, BKrtoyas IP-napameTpsl (agpeca, noptsl), SPI, pexumsl 1 gp.

Ecnu coobLueHne coaepxut IP-napameTpsbl (Selector), To OHM BbIBOAATCA B CEAYHOLWEM NOPSIAKE:
e rlOKanbHbIA afgpec/ananasoH agpecos
e [lOKanbHbIA NOPT
e yOarneHHbI agpec/ananasoH agpecoB
e yOarneHHbI nopT
e |P-npoTokorn.
Mog nokanbHbIM agpecom NoHMMaeTCs agpec NCTOYHMKA (Source) AN NCXOASALWNX NakeToB.
Mpumepbl coobLeHnn rpynnbl sa_major
[MpeBbliweHo orpaHnyeHne SA no Tpaduky:
SA 55 expired
Mopa HaunHaTk rekeying SA (npongeH 6apbep no Tpaduky):
requesting rekeying for SA 33

CoobueHuns o 3arpyske HOBbIX SA:

loaded SA 12: flags 0x1l, IPsec flags 0x18, selector 5.4.3.2->2.3.4.5,
tunnel 5.4.3.2->8.9.1.2, type 51, SPI Oxabababba

Cnepgytouee coobuieHne rosoput o 3ameHe IPsec SA 6e3 npepbiBaHnst 06paboTkm Tpadmka:

loaded replacement for SA 55: SA 69: flags 0x0, IPsec flags, 0x38, selector
3.4.5.1->2.3.4.0-2.3.4.255 proto 17, tunnel 3.4.5.1->1.3.4.1, type 50, SPI
0x3b7f44e0

Pacwudposka type:

51 - AH
50 - ESP
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Paclundposka HekoTopbix'® 61ToB flags:

0x1 — BXOAALLUNA

0x100 - Bknto4veH path MTU discovery

0x200 - BKMOYEHa NOBTOpHas MapLupyTusaums (reroute)

0x400 -Heobxoaomma cbopka IP-nakeToB u3 chparMeHTOB nepen UHKancynsumen

PacwundpoBka 61MToB ipsec flags:

0x1 — TYHHEJILHBEI PEXUM

0x2 — cbpaceeaTb DEF-bit

Ox4 - ycraHaBauBaTb DF-bit

0x8 — BkJIIOUEeHa 3ammMTa OT replay-aTak

0x10 - BkJIIOUeHa NPOBEPKa LIEJIOCTHOCTU

0x20 - BkJIOYEeHO WMOPOBaHUE

0x40 - wmcnombyeTcs UDP-encapsulation (NAT traversal)

3arpyska cBa3ku SA (SA bundle):

loaded bundle: chain 12, filter 98, flags 0x0, selector 3.4.5.1:98-
>3.4.5.2:99 proto 17, SA list 4 5

Pacwudposka 6utos flags:

0x1 - nakeTbl, KOTOpble oXxuaaT 06paboTkm AaHHbIM SA bundle, AoMKHBI ObITh
YHUYTOXEHbI
0x2 — WCTOYHWMKOM 3anpoca Ha co3gaHue SA bundle 6bin gpansep

CoobueHune o 3arpyske SA bundle, He cogepxallee cnucka SA, o3Ha4aeT owunbky cosgaHmsa SA
bundle npunoxennem (aemoHom).

3anpoc SA bundle (06b14HO onst ero o6paboTkm TpebyeTcsa IKE-obmeH):

SA request: filter chain 59, filter 12, selector 5.4.3.2:1->1.2.3.4:5
proto 17, expected SA selector 5.4.3.2->1.2.3.4 proto 17

MakeT oxupaet SA bundle.

waiting for SA: 10.0.59.1:1680->12.1.1.1:23, proto 17, len 90, if
ethO

SA 3abnokvpoBaH (NPEBLILEHO OrpaHUYeHne no BpeMeHu/TpaduKy), OXuaaeTcs 3aBepLleHue
npouecca rekeying:

disabled SA 33

Ypanenue SA:
removed SA 33

Mpuwrno nogTeepxaeHune 3arpyskn SA y napTHepa, SA akTuBupyeTcs:
application request to enable SA 33 processed

ABTOMaTM4eckoe OBHOBINEHME SA MPUMOCTAHOBMNEHO M3-3a OTCYTCTBUS Tpadmka, HO MpU MEepBOM
nakeTe Ha4yHeTCHa CMeHa knoyen (obHoBneHne SA).

first packet will trigger rekeying of SA 33

13 OcranbHble 3HaueHUst (haros He NpeaHaszHadeHbl AN UHTeprpeTauum nons3osarTensMm.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 -2016 64



Bel VPN Gate-V 4.1. PykoBoAcTBO agMuHuUcTpaTopa. CneumanuampoBaHHble KOMaHAbI

Coo6LeHNs, BO3HUKatoLLIMe Npy olLnboYHoM/cTpaHHOM* nosedeHun Mpoaykra:

can't add bundle: filter id 299 is not found in chain 11

can't add bundle: SA id 33 not found

can't
can't
can't
can't
can't
can't
rekey
can't
can't
can't
can't
can't

can't

load SA: unable to unpack

load replacement for SA 33: SA not found

load replacement for SA 33: can't unpack

remove SA 33: sa not found

disable SA 33: sa not found

enable SA 33: sa not found

trigger: can't find SA 33

add
add
add
add
add

add

not found

can't

can't

add

add

bundle: non-empty "drop" response

bundle: illegal request size 11

bundle: filter id 2 in chain 2 is not an IPsec filter
bundle: filter chain id 22 is empty

bundle: filter chain id 22 not found

bundle: filter id 23, chain 18: request 1.2.3.4->4.3.2.1

bundle: filter 80 is dead

bundle: SA 24 is already in a bundle

MpumepbI coobieHnit rpynnbl sa_minor 1°;

destroyed SA 12

replacing SA 12 with SA 13

can't enable sa 13: it's already enabled

enabled sa 14, but didn't activate it

enabled sa 15

CoObITnA rpynnbl sa_trace

CoobLueHns rpynnbl sa_trace NO3BONAIOT YBUAETL DAKT NPUMEHEHUs |IPSeCc-KOHTEKCTOB K NakeTy.
Ona ucxopsawmx nakeToB — 3TO MHKanNcynsauus, ond sxogdawmx — gekancynsauusi. CoobuieHusi
cogepxat mgeHTudukatop SA, KOTOPbIA BbIBOAUTCS Npu 3arpy3ke SA (4OIMKHbI ObiTb BKMOYEHbI
coobLeHns rpynnbl sa_major). MHdoOpMauna o nakete BbLIBOAMTCA B TOM Xe Mopsake, YTo u Ans
COoObLWeHNN pynnbl pass u drop.

¥ Mpocbba coobliaTh paspaboTumkam 0 BO3HUKHOBEHUM OHON M3 NEPEUNCIIeHHbIX OLINBOK.

15 CoobLueHns aaHHOro pasaena npeaHasHadeHbl Ans BHYTPeHHEero ucnonb3osaHus. Paclndposka nonb3osatenam Mpoaykra He

npenocraBfifAeTcA.
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Mpumepbl COOBLLEHWIA:

decapsulating with SA 10: 1.2.3.4:5->5.4.3.2:1, proto 6, len 256, if
iprb0

encapsulating with SA 10: 5.4.3.2:1->1.2.3.4:5, proto 6, len 256, if
iprb0
CoObITHA rpynnbI sa_errors

Coo0LeHns aTor rpynnbl BbIBOAAT OOMONHUTENbLHYD WMHAOPMaUMIo O crneumdunyeckmx olmbkax
IPsec.

B AaHHbIA MOMEHT ecTb TOMbKO OAHO coolLleHne — 0 aeTekTupoBaHun replay-atakn. BoiBogutcs
COCTOsIHME OKHa, HOMep nakeTta (sequence number).

Mpumep coobLueHus:

replay packet detected: SA 10 last sequence number 92, window 0x1,
packet sequence number 4

CoObiTua rpynnbl fw_tcpst, fw_tcperr, fw_tcpstat

Coob6ueHus rpynnbl fw_tcperr

BbiBO COOBLLEHMI OaHHOM rPyNnbl 3aBUCUT OT KoHdUrypaumm (LSP). ns npasuna cdounbTpaumm, ¢
KOTOpbIM CBA3aHO COObITUE, AOMKHO ObITb BKMKOYEHO NMPOTOKONMpoBaHue. Ecnn BknioveHa rpynna
fw_tcpst, TO COOBLEHUs BbIBOAATCA HE3ABUCMMO OT LSP.

Mpumepbl coobLeHuni:

half open session count and creation rate are ok, stopped deleting
connections: count 2 (< 10), l-minute rate 9 (< 10)

half open sessions limit triggered by 1.1.1.2:23->1.1.1.3:1045, starting to
delete connections: count/max 22/33, l-minute rate/max 42/42

sessions limit triggered by 1.1.1.2:23->1.1.1.3:1045, dropping packet:
session count/max 4000/4000

blocked attempt to initiate FTP passive-mode data connection O0x%#5x
(%$#1,a:%,2u->%,a:%,2u) from server side

blocked attempt to initiate FTP data connection Ox%#5x (%#1,a:%,2u-
>%,a:%,2u) from client side

blocked FTP PASV response for Ox$#5x (%#1,a:%,2u->%,a:%,2u): user not
authenticated

blocked attempt to use priveleged port $#6d in FTP PASV response for 0x%#5x
(%#1,a:%,2u->%,a:%, 2u)

blocked FTP PORT command for O0x%#5x (%#1,a:%,2u->%,a:%,2u): user not
authenticated

blocked attempt to use priveleged port $#6d in FTP PORT command for 0x$#5x
(%#1,a:%,2u->%,a:%,2u

HononHutenbHble coobuleHus ot stateful firewall:

TCP sequence number He nonagaet B TCP window (cm. «[lporpaMmMHo-annapaTHbIA KOMMIEKC
«UWno3 6esonacHoctn Bel VPN Gate 4.1». Co3gaHvue KOH(UIypaLuMoHHOro dhavna» onucaHue
TCPStrictnessLevel). CoobuieHne MOXeT ObiTb CBA3aHO Kak C HaMepeHHbIM uckakeHnem TCP
3arosioBka Tak M ¢ orpaHMYeHHbIMU BO3MOXXHOCTSIMU MO OTCIEXMBaHNIO coeanHeHun B firewall.

unexpected TCP sequence number for Oxfafabebe, dropping packet: seq
1040, flags 0x10, expected seq (ack) 4050, win 1024
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TCP dnarn He COOTBETCTBYIT COCTOSIHUIO coeauHeHusi (cM. «[llporpaMmHo-annapaTtHbIi
komnnekc «LUnto3 6esonacHoctn Bel VPN Gate 4.1». Co3gaHne KOHMrypauuoHHoro darina
onncaHme TCPStrictnessLevel). CoobleHne MOXeT ObiTb CBA3aHO Kak C HaMepeHHbIM
nckaxxeHmem TCP 3aronoBka Tak U C OrpaHWYEHHbIMW BO3MOXHOCTAMU MO OTCIEXUBAHUIO
coeanHeHun B firewall.

unexpected TCP flags for Oxfafabebe, dropping packet: disallowed
state change ESTAB->SYNSENT/ESTAB->ESTAB, TCP flags 0x2

CwmeHa coctosiHusa TCP-coeanHeHus. ttl — Bpemsi, 4epes KoTopoe 3anncb 0 COeANHEHUN YaanuTcs
npu OTCYTCTBUM aKTUBHOCTU. Bpemsa oTcnexuBaeTcs AN Kaxgoro U3 napTHEpPOB OTAENbHO, HO
3anucb OyaeT yganeHa no uctedeHun noboro m3 TarimayToB. COCTOSIHMSA OTODOpaXkarTcs Kak
cTapoe->HOBOe.

session state changed for Oxfafabebe: state ESTAB->ESTAB/SYNRCVD-
>ESTAB, ttl 100/100, TCP flags 0x10

B cooteetrctBUM € LSP 3anpeweHo oTkpbiTMe TCP-CTENTOB, ANA COEAWHEHWIN, KOTOpble
OTKPbINUCb paHblue cOpoca koHdurypauum firewall (cm. «[porpammHo-annapaTtHbIA KOMMSEKC
«UWno3 6esonacHoctn Bel VPN Gate 4.1». CosgaHve KOHUIypaumMoHHOro davina» onucaHue
TCPStrictnessLevel).

not a SYN packet, won't create state for session 10.1.1.1:22-
>10.2.2.2:3532, parent filter 8: TCP flags 0x10

OTkpbITME HoBOM 3anucu o TCP coeanHeHuu.

new session Oxbebebebe/Oxabababab (1.2.3.4 1.2.3.4:32 32->2.3.4.1
2.3.4.1:33 33): parent filter 18, state SYNSENT/CLOSED, TCP flags
0x2)

HeBo3MOXHO cO34aTb HOBYH 3anMCb O COEAMHEHUWM W3-3a OrPaHUYEHUA HA KONUYECTBO
ycTaHoBuMBLUMXCS (established) coeguHeHnin. HeycTaHOBUBLLMXCA COeAMHEHUI AN yAaneHus HeT.

can't delete any old half open session in favor of new session 1.2.3.4
1.2.3.4:32 32->2.3.4.1 2.3.4.1:33 33, dropping packet: half open
session count O

Cob6biTna rpynnbl fw_tcpstat

Ona npaBuna dwunbTpauum, C KOTOPbIM CBSI3aHO COObITWME, [OOMMKHO OblTb  BKIOYEHO
npoTokopupoBaHue. Ecnu BknoveHa rpynna fw_tcpst, TO COOBLEHNs BbIBOAATCA HE3ABUCUMO OT
LSP.

Mpumep coobLeHus:

session 0x12345678x/0x12346678 (1.1.1.2:23->1.1.1.3:1045) closed: state
CLOSED/CLOSED, transferred 200/100 bytes, 10/15 packets

CobbITnsa rpynnsi fw_obj

B gaHHbIe rpynnbl BKNOYEHbI COObLEeHNs 06 N3MeHEHUN cocTaBa Lienoyek hunbTpaumm, N3MeHeHns
COCTOSIHMSA MHAUBMAYanbHbIX OUNbTPOB. HasHayeHve uenoykn unbTpauum 3aBUCUT OT TOrO, B
KaKkoM KayecTBe OHa MoAKM4YeHa K BMpTyanbHOMYy uHTepderncy. C TOYKM 3peHnst COOBLLEHUA O
COCTOSIHMM, BCE Lienoykn (punbTpauus, knaccudmkaums, IPsec) — oguHakoBbl.

VIameHeHne cocTosiHMe PUNbTPOB 1 Lienoyek npasun punstauun (aHanor FilterChain B LSP, ACL B
Cisco I0S). YeTHble HOMepa LEenoYeK UCMOMb3YTCA AN UCXOAAWMX naketos. VoeHTndukaTtop
dunbtpa oTobpakaeTcs LECATUYHBIM 4YWUCNOM Ans UNbTPOB, 3arpyXaembiX W3 MPUNOXKeHUs,
LWeCcTHaguaTepPUYHbIM Ymcrnom ¢ npecumkcom 0x ons punbTpoB, CO34aBaeMbIX AMHAMUYECKN BHYTPU
aparieepa.

Mpumepbl coobLLeHnI:
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CosaaHve LenoYkm npasun dunbTpauum:

created filter chain 18

YnaneHue Uenoyku npasun punbTpaLmm:

destroyed filter chain 18

YnaneHue cbmanpa M3 Leno4kn no nHnmunaTnee NpunoXxXeHua:

unloaded filter 12 from chain 18

prnnoaoe yoaneHue d)VIJ'IprOB M3 LUeno4Kkn no nHnunaTnuee NnpunoXeHmnaA:

unloaded 9 filters with parent id 19 from chain 18

BkntoyeHve dunbTpa unmn punbTpos (B COOTBETCTBUM C rpadumkoM, cM. «lporpammMHo-annapaTtHbIv
komnnekc Bel VPN Gate 4.1. CosgaHue KoHdurypauuoHHoro danna» onncadve Schedule):

enabled filter 4 from chain 9
enabled 9 filters with id 8 from chain 9

BblIkntoveHue punbTpa unu punbTpoBs (B COOTBETCTBUM C rpaddnKoM, cM. «[1porpammHo-annapaTtHbIv
komnnekc «LlUnio3 6esonacHoctn Bel VPN Gate 4.1». Co3gaHve KOHUrypaumoHHOro dannar
onuncaHne Schedule):

disabled filter 4 from chain 9

disabled 9 filters with id 8 from chain 9

YHuuTOoXeHue unbTpa:

destroyed filter 19

Cosnanwue cdunbTpa:

created filter 8, chain 4, selector 1.2.3.4 1.2.3.5->9.1.1.1 9.1.1.1
pkttype 4, position at head, action 0x0, nextid 12

Cenektop (selector) dunbTpa onpeaensieT agpecHyr WHGopMauuio NakeTos, K
KOTOpbIM OyaeT NpUMMeEHsTbCA Aencteue gaHHoro cpunbtpa. Cenektop cogepxut IP-
agpeca un noptbl B dopmarte source -> destination, Homepa |P-npoTOKONOB — 3TU
3Ha4yeHMs BCerga BblgaloTcs B BMOE Nepevncnennsa aumanasoHoB. Tak 3HadeHve 1.2.3.8
1.2.3.11 1.3.3.3 1.3.3.3 — 310 gnanasoH 1.2.3.8..1.2.3.11 n eanHnyHbIi agpec 1.3.3.3

pkttype — OMTOBasi Macka 13 cnegyowmx 3Ha4eHnn (onncaHne 3HavYeHun ectob B LSP,
PacketType): 1 — LOCAL_UNICAST, 2 - LOCAL_BROADCAST, 4 -
LOCAL_MISDIRECTED, 8 - TRANSIT

nextid — mepexo K ApyroMy unbTpy, €Criv MpoM3OLLSIO COBMageHue C LaHHbIM
GunbTpOMm

position — MeCTO B Lienoyke, B koTopoe dounbTp 6yaeT BCTaBneH

action — OWTOBas Macka AENCTBUI, KOTOpble CBS3aHbl C COBMaAEHWEeM [OaHHOro
unbTpa: 2 — YHUUTOXMTL NakeT, 4 — MakeT NOMeYeH A5 Nony4YeHus CoobLLEeHNI rpynnbl
fw_notif, 32 — punbTp 3arpyxkeH B OTKINIOYEHHOM COCTOSIHUM B COOTBETCTBUM C rpachnkom
(Schedule). OcTtanbHble 3Ha4YeHUs NS BHYTPEHHErO UCMONb30BaHWUs, NOMb30BaTENo
ornuvcaHune He NpefoCTaBsAeTCs.

Cnepgytowme coobLieHns oTpaxaloT nameHeHus obbekTa frcp (napa uenoyek npasun dunbTpaumu),
KOTOpbIA NpedHasHayYeH ans dunbTpaumm Tpaduka B 00omx HanpaeneHusix. B coctas frcp moxeT
BXOAWTb OfHa Lienoyka nNpaBwuri, B criyyae cMMMeTpudHOn dunbTpaumm (Hanpuwvep, IPsec) unu gse.
MpoeHnTtndukatop frcp coBnagaeT ¢ nuaeHTMUKaTOPOM LiENOYKN OUIMbTPOB ASsl NCXOOSLLMX NaKeToB.

YnaneHue napbl Lienoyek npaeun dunbTpauum:
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destroyed filter chain pair 18

YpaneHvne napbl LLENOYKEK NpaBun unbTpaumMm N3 cnmcka AoCTYMHbIX (nocne aToro Hemb3a byaet
3aHOBO MOACOEAMHUTL 3Ty LENOYKY K BUpTyanbHoMy uHTepdpericy). OBblMHO gaHHOe OencTBue
JernaeTca HenocpeacTBEHHO nepe yaaneHwem chain pair.

deregistered filter chain pair 18
Co3sgaHue napbl LLenoykek npasun ounbTpaLmm.
created filter chain pair 8, type 1, visibility 1

3HaueHuna visibility: 1 — oObekT poctyneH ANg M3MeHeHuss u3 npunoxexun, 0 —

BHYTPEHHUI 0o6beKkT Apavisepa.
3HaveHus type: 1 — 3aBMcUMble LENOYKM (ONS KOHTEKCTHOM dunbTpauun), 2 —
HesaBuUCMMble Lenoykn (npoctasd nakeTHas dunetpaums), 3 — CUMMeTpUYHast

unbTpaumsa (MCnonb3yeTcs opHa Uenodka, appecHas WHopmauus B nakeTte
nepeBopayMBaeTcs B 3aBMCUMOCTY OT HanpaBrieHns!)

Coo6LueHs, BO3HUKatOLLME NPU OLLIMGOYHOM/CTpaHHOM® noBedeHuM npoaykTa:
can't load filter: chain 13 is not found
can't load filter: can't create chain 13
can't load filter to chain 13: unable to unpack
can't create filter chain pair 19, type 1, visibility 1: odd id
can't create filter chain pair 8, type 1, visibility 1: out of memory

can't create filter chain pair 4, type 1, visibility 1: can't create
chains

can't deregister filter chain pair 4: not found

can't load filter 18 to chain 13

can't unload filter 18: chain 13 is not found

can't unload filter 18: chain 13 is not initialized

can't unload filter 18 from chain 84: filter is not found

can't disable filter 18: chain 13 is not found

can't disable filter 18: chain 13 is not initialized

can't disable filter 18 from chain 13: filter is already disabled
can't disable filter 18 from chain 13: filter is not found
can't enable filter 18: chain 13 is not found

can't enable filter 18: chain 13 is not initialized

can't enable filter 18 from chain 13: filter is already enabled
can't enable filter 18 from chain 13: filter is not found

can't add filter to chain 13: chain is being destroyed

can't add filter to chain 13 next to filter 8: filter not found

16 Mpocbba coobliaTh pazpaboTumkam 0 BOZHUKHOBEHWUM OQHOMN U3 NEPEeUNCeHHbIX OLIMBOK.
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CobbITnsa rpynnbl vif_obj

B naHHylo rpynny BKMOYEHbI COOOLLEHNA 06 M3MEHEHUN COCTOAHMSA BUPTYarnbHbIX (Vif) U peanbHbIX
(phy) ceTeBbIX HTEPENCOB.

Mpumepbl coobLyeHun o6 naMeHeHUn CocTosiHMA ceTeBoro uHTepderica OC:
MapameTp f£lags oTobpaxaeT cneaylolime COCTOSHUS:
| — ona gaHHoro uHTepderca nmeetcsa MHdopmauns o koHdurypauum IP (IP agpec, macka, MTU)
P — vHTepdenc gocTyneH Ansa nepexsaTa NakeTos
V — MHTepdenc NoAKYeH K COOTBETCTBYIOLLIEMY BUPTYanbHOMY UHTepedency.
VismeHeHue cTaTyca nHtepdenca (4actuyHoe oTknioYeHne, cMm. flags soiwe):
updated phy "eth0": cleared flags I: PIV>PV

Monyyenwne IP-uHdopmaLmu:

updated phy "eth0": id 2, flags PV>PIV, mtu 1500, addresses 1.2.3.4 2.2.3.4,
broadcasts 1.2.3.255 2.2.3.255

MogknioveHne Kk BUPTyanbHOMY MHTEPAENCY:

updated phy "ethO": flags P>PV, vif 9 "FastEthernetO/1"
MosiBneHne nHopmaumm ob nHTepdence B nepexsartymke NakeTos:

updated phy "eth0": flags I>PI: interface appeared in pcap
CosgaHue 3anuncu o ceTeBOM MHTepdelice:

created phy "ethO": phy id 2, flags P
YHUUTOXEHME 3anncu o CETEBOM MHTEpdENnce:

destroyed phy "ethO"

CosgaHue 3anucu 0 BUpTyanbHOM MHTEpAEeNce No NHULMATUBE NPUNOXEHUS:

created vif 7 "FastEthernet0/1"

MoakntoveHne Lenoyku punbTpauum:

attached filter chain pair 4 to vif 19, chain type 4
Pacwudposka type:
0 — firewall, ncxopsime naketbl
1 —firewall, Bxopsiiune
2 — Knaccudmkaums, ncxogsimne
3 — Knaccudmkaumsa, exogswme
4 — |Psec

BkntoyeHne BMpTyanbHOro MHTepdenca B obiemM cnucke (nocne 3Toro 4ENCTBUSA K BUPTyasibHOMY
uHTepdpency nogknoyatoTcs ceTeBble MHTEpderickl OC):

registered vif 11 "FastEthernet0/0": pname "ethO", priority 30

pname — WabnoH nMeH ceTesbix MHTepdericoB OC

priority — npvopuTteT: ecnu ans ceteBoro uMHTepderica OC no wabnoHy pname
NOAXOANT HECKONBbKO BUPTYaribHbIX, BbIOMPAETCS TOT, y KOTOPOrO 3HA4YEHUE priority
fonbLe

YHUUTOXEHME 3annucu o BUPTyanbHOM UHTepdence.
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destroyed vif 7 "FastEthernet0/4"

OTKntoYeHme LenoYkn pmnbTpaLum:
detached filter chain pair 2 from vif 9, chain type 8

OTKnoYeHe BMpTYanbHOro uHTepdeiica:
deregistering vif 3 "FastEthernet0/1"

Co006LeHws, BO3HMKatOLLME Npy oLWMBoYHOM/CTpaHHOM!! noBefeHun npoaykTa:
can't attach filter chain pair 2 to vif 3: vif is not found
can't attach filter chain pair 2 to vif 3: chain pair is not found
can't attach filter chain pair 2 to vif 3: unknown chain type 100
can't attach filter chain pair 2 to vif 3, chain type 1: vif is dead
can't attach filter chain pair 2 to vif 3: chain type 1 is occupied
can't detach filter chain pair type 1 from vif 2: vif is not found
can't detach filter chain pair type 120 from vif 2: unknown chain type
can't detach filter chain pair type 1 from vif 2: chain pair is not attached
update phy info: can't find phy "ethl40"
update phy: can't unpack
can't create vif: unable to unpack

can't deregister vif 9: not found"

CoObITna rpynnbi mtud

ICMP coobueHmne destination unreachable/fragmentation needed He oTocnaHo nNo npuymMHe TOro, YTo
B SA CTOUT HAcCTporka NpUHyaMTENbHOro BbicTaBneHmsa DF-6uta:

not sending ICMP because of DF bit enforced by IPsec SA options for
packet 10.0.59.1:1680->12.1.1.1:23, proto 50, len 140: topmost SA 28

MTU c yuyetom npumeHeHust IPsec nHkancynsauum meHble MmuHumansHoro MTU gns IP-nakeToB:

MTU is too low for packet 10.0.59.1:1680->12.1.1.1:23, proto 50:
calculated MTU 60, topmost SA 49

OtocnaHo ICMP coobuieHune o HeobxoanmocTu cHkeHna MTU Tpaccebl:

ICMP dest unreachable/fragmentation needed sent for packet
10.0.59.1:1680->12.1.1.1:23, proto 50, len 1520, topmost SA 80: MTU
1430

Mpn nonyveHun coobuenns ICMP He HavigeHo SA, koTopbi Obin Mcnonb3oBaH npu 06paboTke
npo6nemMHOro nakeTa, coobLleHNe NMPOUrHOPUPOBAHO:

SPI Oxbebebebe not found, discarding ICMP message from 3.2.4.1

Mpn nonyyeHun coobuweHns ICMP HangeH SA, kotopbli Obin Mcnonb3oBaH npu obpaboTke
npobrnemMHoro naketa, Ho Ans atoro SA oTkntoyeHa obpaboTtka ICMP path mtu discovery, coobeHne
NPOUrHOPUPOBAHO:

MTU discovery is not enabled for SA 32, discarding ICMP message from
3.4.5.6

¥ MNpocbba coobliaTh pazpaboTymkam 0 BOZHUKHOBEHWUN OQHOMN U3 NEePEUNCIEHHBIX OLINBOK.
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ICMP coobuieHne obpaboTtaHo, MTU Tpacchl BbICTAaBNEHO B COOTBETCTBUM:

MTU discovery message from 3.3.3.3 processed, requested value 1400,
setting path MTU to 1400 for SA 89"

3anpoweHHoe 3HavyeHne MTU wu3 ICMP cooblweHus He npowso npoBepKy, CoobLieHne
NPOUrHOPUPOBAHO:

MTU 10 is out of expected range, discarding ICMP message from

35,111

CooOuieHne 06 yTepe AaHHbIX

CoobLueHre o0 noTepe AaHHbIX U3-3a HEAOCTAaTOYHOW CKOPOCTY 06paboTKM COOBLLEHMI NPUOXEHNEM
(Hanpumep, klogview He ycnesaeT ux BblBOAMTb). B crnydae klogview MOXHO OrpaHu4MTb MOTOK
coobLeHunn, BbIGpaB TONbKO HeobxoauMble rpynnbl (napameTp -f).

**%*% 1080 messages lostls ***

18 CoobuieHne umeet id IPSM_LOG_MID_LOST v napameTp ¢ uHagekcom 0 Tuna 132, cogepsalluii Konm4ecTBo NoTepsiHHbIX COOBLLEHNIA.
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PaboTa ¢ KpuNnTOKOHTEMHEpPaMK

cryptocont x — MpoBepKa CyLLeCTBOBaHNSA KOHTENHEPA U KOPPEKTHOCTL Napons
cryptocont e — yganeHue CyLeCTBYIOLLEro KOHTeHepa

cryptocont n — CcO3aHWe HOBOIO KOHTerHepa

cryptocont c¢ — KONUPOBaHWE KOHTENHepa

cryptocont r — co3aHue 3anpoca Ha cepTudmkar

cryptocont 1 — MONyyYeHMe Cnncka KOHTENHepPOB

cryptocont t — MONyyYeHMe CnucKka KIyeBbIX HOCUTENEN

cryptocont i — MHUUManNu3aums gatymka cnyvyanHblX Yncen

cryptocont ex — 9KCMOPT KOHTEeNHepa B hann

cryptocont im— MMNOPT KOHTENHEpPA U3 harna

cryptocont g — reHepaums criydanHowm nocrnenoBaTenibHOCTU

cryptocont x

KomaHga cryptocont X npegHasHadeHa AnS MNPOBEPKU CYLLECTBOBAHUS KPUMTOKOHTEHepa W
COOTBETCTBUS YKa3aHHOIo Naporsisi KOHTENHepY.

CuHTakcuc
cryptocont x —-n=<Container> [-p=<Password>]
-n=Contaiener WMS KOHTENHEpA

-p=Password napornb K KOHTEMHEPY; MOXET OTCYTCTBOBaTb, B 3TOM Clly4ae npoBepka
napons He NPoM3BoOAUTCA

3HayeHue No yMon4aHuIo

Her.

cryptocont e

KomaHga cryptocont e npegHa3HayeHa Ans yaaneHus yka3aHHOro KpMnTOKOHTENHepa.
CuHTakcuc
cryptocont e —n=<Container> [-p=<Password>]
-n=Contaiener WuMm4 yoanaemoro KOHTeVIHepa

-p=Password naporb K KOHTEMHEepY; MOXeT OTCYTCTBOBaTb, B 3TOM Cliyyae yaarneHue
npou3BoAMTCs 6e3 NPOBEpPKM Napons

3HayeHue no yMmonyaHmio

Her.
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cryptocont n

KomaHna cryptocont n npeaHa3Ha4yeHa Anga co3gaHud KpMﬂTOKOHTeﬁHepa C 3aaHHbIMU
napamMmeTpamMu.

CuHTakcuc
cryptocont n —-n=<Container> [-p=<Password>] [-y=<SysRandomSource>]
[-r=<RandomFile>] [-key alg=<KeyAlgOid>] [-u]

-n=Contaiener WMA ygansaemoro KOHTeIZHepa

-p=Password napornb K KOHTEHepy, MOXeT OTCyTCTBOBaTb, B 3TOM cry4yae
nonb3oBaTento NpeanaraeTca ABaxabl BBECTW Naposb C KNasuaTypsbl

SysRandomSource CUCTEMHBIA UCTOYHMK SHTPOMNUM UCNONb3YEMOW Mpu reHepaumm
cny4yanHocTh
RandomFile umsa darina, NCnonb3yemoro Npu reHepaummn cny4anHocTn. dann AormKeH

ObITb He NyCT, coaepXxnmoe darina cebilwe 64 KnunobanuT UrHopupyeTcs.
KeyAlgOid — OID anropuTtma kntoda 3L
Bo3moxHble 3HayeHus (6e3 KaBblYekK):

"1.2.112.0.2.0.34.101.45.2.1 " wnm "bign " - 3UI cornacHo
CTb 34.101.45-2013

"1.3.6.1.4.1.12656.1.38" unun "bds™" - OUI cornacHo CTB 1176.2-99

"1.3.6.1.4.1.12656.1.35" unu "bdspro" - UM cornacHo CTb 1176.2-99
C npeaBapuUTerbHbIM X3LWMPOBaAHUEM

—u — HEMHTEPAKTUBHbLIN PEXUM reHepaLnm Cry4yanHoCcTu.

CosgaBaeMblii KOHTEHEP COAEPXUT NnyHbIn ktod AL CTB 1176.99-2 n napametpbl JCUIT Ha
ocHoBe (hyHKumn xawmnpoBaHua CTB 117.99-1. [1na reHepauumn cry4aiHOCTM UCMONb3YHOTCS:

® CUCTEMHbIE UCTOYHUKM SHTPOMMUMN.
e coaepxumoe avina, ykazaHHOro napaMeTpom —r (ONuMoHanbHO).

€CNM He yKkasaH napameTp —U, Mofib3oBaTenio npeanaraeTcs MPOWU3BOMbHLIM 06pasoMm
HaXKMmaTb Ha KrnaBWULLIM OO TeX Nop, Noka He 6yaeT cobpaHo AocTaTodHoe
KONMMYECTBO CryyYalHbIX AaHHbIX

3HayeHue No yMon4aHuo

[ns napametpa key alg 3HaueHme O yMOJIYaHMBO Dign

cryptocont ¢

KomaHpa cryptocont c npegHasHayeHa ons KonMpoBaHUSA KOHTENHEPOB.

MpumMeyaHue No UCNoNb30BaHUIO:

Tonbko Ansa KOHTEMHEPOB Ha hannoBOn CUCTEME M Ha KNOYEBLIX HOCUTENSAX TUna AvPass.
CuHTakcuc

cryptocont c —n=<Containerl> [-p=<Passwordl>] —d=<Container2>
[-g=<Password2>]

Containerl nM4A KOHTeVIHepa-MCTOHHMKa
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Passwordl naporsb K KOHTeﬁHepy-MCTOHHMKy, MOXET OTCYTCTBOBATb, B 3TOM
Cny4ae napoJib BBOAUTCA C KraBUaTypbl.

Container? UMS KOHTEHepa-npuémHuka

Password?2 napornb K co3faBaeMoMy KOHTENHePY-MPUEMHUKY, MOXET OTCYTCTBOBATb,
B 9TOM Cny4ae nonb3oBaTesto npegnaraeTcsa ABaXabl BBECTU Naposib ¢
Knasuatypbl.

3HayeHune no ymonyaHuio

Her.

cryptocont r

KomaHaa cryptocont x npegHasHaveHa Ans reHepauum 3anpoca Ha cepTudumkat ans ykasaHHoro
KOHTelrHepa.

CuHTakcuc

cryptocont r {-f=<RequestFileName> -n=<Container> [-p=<Password>] [~

cn=<CommonName> ] [-c=<Country>] [-o=<Organization>] [-
g=<StateOrProvince>] [-a=<StretAddress>] [-t=<OrganizationalUnit>] [-
e=<EmailAddress>] [-k=<KeyUsage>] } | {-i=<IniFile>}
ContainerName UMS KOHTENHepa, cogepallero nuyHbin krtod UM CTh
1176.99-2.
Password naposib K KOHTEWHEepy, MOXET OTCYTCTBOBATb, B 3TOM Criyyae

naporb BBOAUTCS C KraBuaTypbl.

RequestFileName UMs cosgaBaemoro charvina sanpoca.

CommonName nMs aboHeHTa.

Country naeHTudukaTop cTpaHbl aboHeHTa, Hanpumep BY.
Organization Ha3BaHue opraHusaumu

OrganizationalUnit HasBaHWe nogpasgeneHus

StateOrProvince Ha3BaHue obnactu

StretAddress ropoAckon agpec

EmailAddress afpec 3reKTPOHHOMN NOYThI

KeyUsage obnactb NpyMeHeHus kntoya cornacHo X.509, kombrHaums

6uTos:

100000000 digitalSignature
010000000 nonRepudiation
001000000 keyEncipherment
000100000 dataEncipherment
000010000 keyAgreement
000001000 keyCertSign
000000100 CRLSign
000000010 encipherOnly
000000001 decipherOnly
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I'IapameTp KeyUsage MOXeT OTCYyTCTBOBAaTb, 3Ha4eHMe No yMon4aHuto — “100000000”
@un).

-i=<IniFile> nucnonb3oBaTh .ini-pain IniFile, pa3gen request, nong
filename, commonname, keyusage, country,
organization, stateorprovince, address,
organizationalUnit , email a Takxe pasgen

container, Nongd name, pin.
npuMep ini channa:
[container]
name=Containerl

pin=12345678

[request]
country=BY
organization=Avest
stateorprovince=Minskaya
address=PravdaStreetb
organizationalUnit=Avestl
commonname=ivanov
email=ivanov@avest.by
keyusage=100010000
3HayeHue no yMonyaHuio

Her.

cryptocont |

KomaHga cryptocont 1 npefHa3Ha4YeHa ansi BbIBoga NepeyHsi KpUNTOKOHTEMHEPOB, MMEIOLLIMXCS B
cucTeme.

CuHTakcuc
cryptocont 1

®opwmar BbIBOAA:

VMs_KOHTenHepal

uMA_KOHTeMHepaZ2

KoHTtenHep, cogepxaimn OMNMCYIT no ymonyanuio, B CnMcKe He oTobpaxaeTcs.

cryptocont t

KomaHga cryptocont t npegHasHayeHa Ans BblBoAa NepeyHsi HocUTernemn KnioyYeBon MHpopMaLlmu,
MPUCYTCTBYIOLLNX B CUCTEME..

CuHTakcuc
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cryptocont t

®opmar BbiBOAA:

uMsa_HOCUTesAl

UMS_HOCUTENAZ

cryptocont i

KomaHga cryptocont i npeagHasHaveHa ana nHuumanmsaumm n npoBepkn aatyvymka CJ'IyLIaIZHbIX vyuycern.

CuHTakcuc
cryptocont i1 [-n=<Container>] [-p=<Password>] [-y=<SysRandomSource>] [-
r=<RandomFile>] [-k]
Container UMS KOHTEHepa, UCNOoNb3yeMoro AN reHepalmm napameTpoB
JaTymka crnyvyarHbIX Yncen No yMOonyaHuio.
Password naponb KOHTeNHepa.
SysRandomSource CUCTEMHBIA UCTOYHUK SHTPOMUN UCNOSb3YyEMON NPU reHepauun
CNyYamnHoCTW.
RandomFile ums danna, UCNONb3yeMoro Npu reHepaumm cry4yamHocTu.
dann gomkeH 6bITb HE NYCT, coaepxumoe anna cebile 64
Kunobant urHopmpyetcs.
-k NPoOn3BOAMTCS NPOBEpPKa CyLLecTBOBaHMSA KoHTenHepa OMCYI

no yMmon4yaHuio.

Ecnn He ykasaH napameTp “-k”, KOMaHOa CO34aéT KOHTENHEpP
C MMmeHem prdparams 1 naposiem prdparams, coaepxailun
OMCHN, nenonb3yembii No ymonyaHuo. Ecnn ykaszaHo umst m
napornb KOHTEWHepa, €ero COAEepPXMMOe WCMonb3yeTcs Ans
reHepaumm napametpoB [AMNCHI, wHavye nonb3oBaTtento
npegnaraeTcsi NPoM3BOSbHLIM 06Pa3oM HaXXMMaTb Ha KnaBuULLK
[0 Tex nop, noka He BygeT cobpaHo AOCTAaTOYHOE KONMYECTBO
CnyYaiHbIX AAaHHbIX.

Mpn  wvHMUManM3auuMm  CO34aBaeMoro  KOHTeWHepa  Ans
reHepaumm cny4anHoCTh Takke NCMOMb3yTCs:

o CUCTEMHbIE UCTOYHUKM SHTpONUK;
. cogepxumoe anna, ykasaHHOro mnapameTpoMm -r
(onuuoHarnbHo).

3HayeHue no yMmonyaHmio

Her.
cryptocont ex
KomaHga cryptocont i npegHasHaveHa Anst akcnopTta KpUNTOKOHTeHepa B dawin.
CuHTakcuc
cryptocont ex -n=<Container> [-p=<Passwordl>] -f=<FileName> [-

g=<Password2>]

Container MMA SKCNopTUpyemoro KOHTeIZHepa
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Passwordl naporsb K KOHTeIZHepy, MOXEeT OTCYyTCTBOBaTb, B 3TOM Cly4ae
naposib BBOOAUTCA C KnaBuaTypbl.

FileName umsa channa akcnopTa

Password?2 naponb K akcrnopTupyemomy carny

3HayeHune no ymonyaHuio

Her.

cryptocont im

KomaHga cryptocont i npegHasHaveHa st UMnopTa Kro4eBOro KOHTeHepa u3 avna.

CuHTakcuc
cryptocont im -f=<FileName> [-p=<Passwordl>] —n=<Container> [-
g=<Password2>] [-y=<SysRandomSource>] [-r=<RandomFile>] [-u]

FileName ums dpana umnopTa

Passwordl napornb K dpainny, ykasaHHbIN Npu 3KCnopTe

Container UMS CO3[,aBaeMoro KOHTenHepa

Password?2 naporib K KOHTEHepy, MOXET OTCYTCTBOBaTb, B 3TOM Cry4yae
napornb ABaxabl BBOAWUTCS C KnaBmaTypbl.

SysRandomSource CUCTEMHBbIV UCTOYHUK SHTPOMMU UCMONb3YeMO Npu reHepaumm
CINy4YamnHoCTW.

RandomFile nms dpanna, MCNonb3yemMoro Npu reHepaunm Crny4amHoCTy.
dann gomkeH 6bITb HE MYCT, cogepxumoe davina cebille 64
knnobamT nrHopupyetcs.

-u HEUHTEPAKTUBHbLIN PEXUM reHepaumm Cny4yamHocTu.

KomaHaa co3gaéT HOBbI KOHTEMHEP M UMMOPTUPYET B HErO KIMoYM, COXPaHEHHbIE B dhanne
FileName npwu akcropTe. lMpu co34aHUM KOHTEWHepa NPOM3BOAUTCS MHMLMANM3aums
OMCYN. [ins reHepauum criy4anHoOCTN UCMONb3YOTCH:

® CUCTEMHbIE UCTOYHMKM SHTPOMUN.
e coaepxumoe harina, ykazaHHOro napaMmeTpom —r (OnuMOHanbHO).

€CNU He yKa3aH napameTp —u, Nofb30BaTento NpeanaraeTcs NPousBobHLIM 06pa3om
HaXXUMaTb Ha KnasuLLIM 40 TeX Mnop, noka He 6yaet cobpaHo 4OCTAaTOMHOE KOMMYECTBO
CrnyYanHbIX OaHHbIX.

cryptocont g

KomaHpaa cryptocont i npegHasHayeHa ansi reHepauum nocrnenoBaTenbHOCTY CryYaiHbIX AaHHbIX.
CuHTakcuc

cryptocont g -f=<FileName> -1=<RandomSize> [-n=<Container>]
[-p=<Password>]

FileName uMms dana ons coxpaHeHns creHepupoBaHHON
nocnegoBaTenbHOCTU.
RandomSize OJTMHa reHepypyeMoWn NocrefoBaTenbHOCTU B GanTtax.
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Container UMS KOHTEHepa, UCNoNb3yemMoro aAns reHepauuun. Ecnm
napameTp He 3agaH, ucnornbayetcs KoHTenHep OMCUI no
YMOMYaHUIo.

Password napornb K KOHTENHepY.

OrpaHuyeHnsa Ha UMeHa KOHTEMHEPOB

KntoueBow KOHTEHeEp MOXET pacrionaraTbCcs NMbo Ha NokarnbHOM >XeCTKOM AMcKe, Nubo Ha
OTYyXZaeMoM KNo4eBOoM Hocutene Tuna AvPass unu AvBign.

NS KOHTENHEPOB, PacnoNIOXKEHHbIX Ha KIoYeBbIX HocuTensx AvPass 1 AvBign nMsi KoHTelHepa
JOJDKHO UMETL NPedUKC «av: ».

IpuMep: av:containerl.cont

Ons KOHTeIZHepOB, pacnonoXeHHbIX Ha JToOKallbHOM XXECTKOM AUNCKE, UMA HOCUTENA HE YKa3blBaeTCA,
noJiHoe NMA KOHTeﬁHepa NMMeeT BnAa: mm_xon-ref/inepa.

IpuMep: containerl.cont

ViMs kOHTenHepa He OOomKHO cogepxaTb npobenbl n cumeon /"
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CoobueHuns 06 owmnbkax

Hwxe npuBeaeHbl TEeKCTbl coobuieHun o6 owmbkax, KOTOpblE MOTYyT NOABNATLCA NMpU pa60Te C

nporpaMmMHbIMN YTUINTUTaMW.

Mpu nosiBneHnn coobLieHns, HaunHaroLerocsa ¢ dpasbl «Internal Error:..», o6pallantecb B crnyxoy

NOAOEPXKU NO afpecy: support@s-terra.by.

Ytunuta cert_mgr

Tekcm coobweHust OnucaHue npobsiemMbl
1 User Error: no source file specified He ykasaH nyTb Kk dpawnny (cert_mgr ... -f)
2 User Error: FILENAME unable to open file Owunbka npu oTKpbITUK dhanna
3 Internal Error: No memory Het cBob0aHOM onepaT1BHON NamsATK
4 User Error: No password specified to open He 3agaH naponb goctyna Kk danny.
FILENAME
5 User Error: FILENAME wrong password HenpaBunbHoe 3Ha4eHne napons.
PASSWORD
6 User Error. No password specified He ykasaH naponb (cert_mgr ....-p)
7 Internal Error. Unable obtain certs from DB He ypaeTtca nonyuntb ceptudmkaTbl n3 6asbl
Mpoaykta
8 User Error: no number specified\n He ykasaH nHgekc ceptudmkaTta (cert._mgr —i)
9 User Error: NUMBER exceeds number of YKkasaHHbIN MHOEKC NPEeBLILIAET KONIMYECTBO
objects obbekToB B 6ase NpoaykTa
10 User Error. No subject He 3anonHeHo none Subject Name
11 User Error: Key KEY1 is not compatible with HecoBMeCcTUMOCTb 3adaHHbIX NapamMeTpoB
key KEY2 (kntouen)
12 User Error: Key KEY is useless 3agaH nNuLIHKIA napameTp
13 User Error: Key KEY is used twice lMoBTOpHOE 3agaHne napameTpa (kroya)
14 User Error: Unable remove. Base is empty MonbiTka yaaneHusa ceptudpmkara ns nycton 6asbl
Mpoaykta
15 Internal Error:Unable remove object from base HeynayHas nonbiTka yaaneHusa obbekta n3 6asbl
Mpoaykra.
16 User Error. Missing parameter OTtcyTcTBYET NAapameTp
17 User Error. No file name specified He ykasaHo nms davina
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Tekcm coobuweHusi OnucaHue npobremMbi
18 Internal Error. Storage error OwunbKa Npu OTKPLITUKN XpaHWnMLLa
19 User Error: NUMBER exceeds number of 3Ha4yeHne nHaekca npeBbllaeT KoNMYecTBo
objects in NAME o6bekToB B XpaHunuwe NAME
20 User Error: Container name is not specified He ykasaHo nms KOHTenHepa
21 User Error: CRL can not be removed from base | CRL He MmoxeT 6bITb yaaneH us 6asbl [Mpogykra
22 User Error: Object index INDEX exceeds NHpaekc obbekTa npeBbILLaeT KONMYeCcTBO
number of certificates and CRLs in base ceptudmkatoB n CRL B 6a3e npogykta
23 User Error. Missing index of object to be He yka3aH nHgekc obbekta gns yaaneHus us 6asbl
removed from base. Specify 'i' key and index npoaykTa
24 User Error. Specify certificate request subject Owwubka 3agaHms nons Subject B 3anpoce Ha
ceptudmkar
25 Internal Error. Unable to create certificate Owwmbka npu co3gaHum 3anpoca Ha cepTudmkar
request ERRCODE
26 Internal Error. Unable to put certificate request Owwmbka npu coxpaHeHumn 3anpoca Ha cepTudmkar
into base ERRCODE
27 User Error. Missing index of object to be He ykasaH nHgekc obbekTa ans permcrpaumm B
imported from <FILENAME>. Specify 'i' key and | 6a3e npoaykta
index
28 User Error. Container 'CONTAINER_NAME' is He yganocb nony4ntb 4OCTYN K KOHTENHEPY
not exists or access denied (ybegouTtbcsa B HanmMumm n AoCTynHOCTU KOHTENHepa)
29 User Error. Failed to read private key: He yganock nony4ntb CekpeTHbIN KoY (ybeguTtbes
ERROR_DESCRIPTION B JOCTYMHOCTM KIt0oYa B KOHTENHEpPE)
30 User Error. Cannot connect to the IPsec He yganock coeguMHUTbCA ¢ AeMOHOM (ybeauTbes,
service: service is not running. YTO 4EMOH 3anyLLUeH)
31 User Error. Unable to set trusted status to He yganoch BbiCTaBUTb cepTudmkaty ctatyc
certificate CERT_DSC TRUSTED (y6eautbcs, uto ceptudukat CA)
32 User Error. Key is not consistent to cert CekpeTHbIN KN4 He MOAXOAMUT K cepTudunkaTy unm
CERT_DSC npoBepka 3akoH4Mnack Heyaadven (ybeguTbcs, 4To
3aaH BEPHbIN KOHTENHEP)
33 User Error. Unable to associate key and crt He yganocb accounmpoBaTbh CEKPETHbBIV KIOY 1
CERT_DSC ceptudmkat (ybeautbcs, yto ceptudmkat He CA)
34 User Error: Key -l is not compatible with key -t | | 3agaH HegonycTumbin kntou “-kf | -kfp | -kc | -kep”
-kf | -kfp | -kc | -kep. npv MMNopTe cepTudukaTa, NOyYEHHOro U3 paHee
CO3[aHHOro 3anpoca Ha cepTudukaT
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Tekcm coobuweHusi OnucaHue npobremMbi
35 User Error: attempt to import a CRL as 3apaH HegonycTUMbIN Kntod “t | -I | -kf | -kfp | -kc |
certificate -kep” npu nmnopte CRL
36 User Error: Key -t is not compatible with key -1 | | 3agaH HegonycTumbln kntou “-| | -kf | -kfp | -kc | -
-kf | -kfp | -kc | -kep kcp” npu umnopte Trusted CA cepTudunkata
37 Crypto error. Unable to create key container. He ynaeTca co3gatb KOHTENHep Kroya (NpoBepuTb
NpaBuIIbHOCTb UMEHWN KOHTEHepa)
38 Crypto error. Unable to create certificate He ynanock cosfath 3anpoc Ha cepTudukat
request. (NpoBepuTbL OTCYTCTBUE CUMBOSIOB '_' B UMEHU
KOHTeWHepa).
Ytunutbl avverify, belvpn_verify
Tekcm coobweHust OnucaHue npobsiemMbi
1 Integrity verification tool not found OTcyTCTBYET NPOAYKT, NCNONBb3YEMbIN
HernocpeacTBEHHO Afid nogcyeTa KOHTPOSbHbIX
CYyMM.
2 Integrity verification list OrtcytcTtByeT hann .hashes.
“file_.hashes_full_path” not found
3 Integrity verification list Mpobnewmsbl ¢ YTeHnem danna .hashes (Hanpumep,
“file_.hashes_full_path” is corrupted OLWNBOYHLIN CMHTAKCUC dhanna).
4 Integrity verification tool call failed on file 3anyck avpverify no kakum-nmbo npuymHam He
“product_file_full_path” npowusoLllen (Kakag-To CMCTEMHas OLNbKa;
Hanpumep, HexBaTka pecypcoB, Npobnemsl ¢
npaesamu 4OCTyna W T.M.) U BEPHYS HEOXMAAHHbIN
ko4 Bo3Bparta (npepbiBaHUe Mo curHany,
HeobpaboTaHHbIN exception 1 T.n.).
5 File “product_file full_path” is corrupted OavH unu 6onblue annos NpoaykTa NOBPEXAEHbI
(xaWw-cymMmma He COOTBETCTBYET 3TANOHHON; TakKe
BO3MOXHbI U Apyrue cutyaumm, Hanpumvep,
oTcyTcTBYET (pann (ytunuta avverify atn cutyaumm
He pasnuyaer)).
Ytunuta dp_mgr
Tekcm coobuwieHus OnucaHue npobnemsbi
1 User Error. "ddd" is unknown parameter BBeaeH Hen3BeCTHbI NapameTp.
2 User Error %d: VPN demon is not started lMpobnema co cTapTomM AEMOHA.
3 Internal Error %d: Default driver policy is not Owwnbka npu 3anucu DDP B 6a3y npogykra.
wrote to db
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Tekcm coobuweHusi

OnucaHue npobremMbi

Internal Error %d: Default driver policy is not
read from db

Owwnbka npu YteHnn DDP 13 6a3bl npogykTa.

Ytunuta drv_mgr

Tekcm coobuweHusi

OnucaHue npobnemsbi

User Error: Value for "NAME" is missing

He 3apaHo 3HayeHWe HacTpoWku

User Error: Property name “NAME " is unknown

Mmsa HacTporiku BBe4EHO HE BEPHO

User Error: Required parameters are missing

He 3apaH ob6s3aTenbHbIi napameTp

User Error: command "NAME" is unknown

BBeneHa HensBecTHast komaHaa

Internal Error: Value of "NAME" cannot be read.

Error: DESC

He yganock nony4ntb 3Ha4YeHUEe HAaCTPOMKUN U3
Opansepa

User Error: Value of "NAME" is not set to
VALUE. Error: DESC

He yganocb BbiCTaBUTb 3HaYeHWE HAaCTPOWNKMN B
Opavisep

User Error: Value of "NAME" is not saved to
file\n

He yoanocb coxpaHuTb 3HaYeHne HacTpomnku B cfg
dann (ybegutbcsa, 4To hann JOCTYNEH Ha 3anuch)

User Error: Values are not saved to file
NAME.Error:DESC.

He yganock coxpaHutb cfg chann

User Error: File NAME cannot be loaded

He yganochk 3arpy3ntb 3Ha4yeHus HacTpoek us cfg
danna (ybegutbes, 4To hanin AOCTyneH Ha
yTeHue).

Ytunura if show

Tekcm coobuwieHus

OnucaHue npobnemsbi

Internal error. Couldn't initialize local network
interface list

He ygaeTcsa nonyuntb MHOOPMaLMO O CETEBbIX
MHTepdencax

Internal error. Couldn't receive local network
interface information

He ygaetcsa nonyuntb nHgopmaumio o6 nmeHax
nornyecknx nHTepgencos

User Error. Couldn't load network interface
aliases file

HeBo3moxxHO 3arpy3nTb chann “ifaliases.cf”, xota
nakeT yCTaHOBIEH

User Error. Couldn't access PRODUCT driver

[OpainBep naketa HeJOCTYNEH,,XOTS NakeT
yCTaHOBMEH

Warning: PRODUCT is not located

MpeoynpexaeHne. YCcTaHOBNEHHbIN NakeT He
HangeH. He aBnsieTca owmbkomn
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Ytunuta integr_mgr

Koo Tekcm coobuweHusi OnucaHue npobnemsbi
owubKu
0 SUCCESS: Operation was finished YcnewHoe okoHYaHue.
successfuly.
9 ERROR: Missing required command or HepocTtaTouyHoe KOnMYecTBo NapameTpoB B
parameters. (Try "integr_mgr -h' for help) KOMaHOHOW CTPOKe.
9 ERROR: Invalid command 'vmsa_komaHabl'. | BBeaeHo nma onepauum, KOTopoe yTunuta
(Try "integr_mgr -h' for help) pacnosHaTtb He MoxeT. [lonycTumel onepauuu ‘calc’
n ‘check’.
9 ERROR: Missing or invalid target file B komaHOHOWM CTpoke OTCYTCTBYET UMs hanna Ans
definition. (Try " integr_magr -h' for help) BbINOMHEHUS onepauun ¢ eanHUYHbLIM bannom..
9 ERROR: Missing target file name. (Try ' B komaHOHOW CTpoke OTCyTCTBYET UM dhanna co
integr_magr -h' for help) CMMCcKoM O6bEKTOB ANS BbINOMHEHUS onepauun.
9 ERROR: Too long target file name 'vms YkaszaHHoe ums channa npesbiwaeT B AnuHy 500
danna'. (Try 'integr_mgr -h' for help) C1MBOIOB.
9 ERROR: Hash library initialization error. BHyTpeHHsIa owmnbka nHuLmManusaumm cuctembl
BblYMCIEHMS XeLla.
50 ERROR:: Missing file '<ums_danna>' or YkasaHo nMmsa HecylecTBytoLero danna nmbo
missing access to this file. OTCYTCTBYIOT MpaBa Ha YTEHNE COOEepPKUMOro 3TOro
danna. [lJaHHasa owmbka MOXeT BO3HUKHYTb Kak rnpu
obpaboTke cnucka, Tak u npyn obpaboTke
eVHnYHoro danna.
50 ERROR:: Missing file Mpun nonbITke onepaumm NPOBEPKN BbISBIIEHO
'<umsa_cbanna_c_pacwmpennem_hash>'. OTCyTCTBME panna ¢ KOHTPONbHON MHopPMaLMEN.
54 ERROR: Read file is fault. Owwnbka YTeHMs cooep>XxMMoro NpPoBePSEMOro
danna.
54 ERROR: Invalid hash calculation. BHyTpeHHsIs oimbKa BbIYMCNEHNS KOHTPOSTBHOM
MHG opMauuu.
54 ERROR: Invalid contents file dain ¢ KOHTPONbHOW MHGOPMaLMEN NOBPEXOEH.
'<umMs_dparna_c_paclumpeHnem_hash>'.
54 ERROR: Corrupted file MpoBepsieMbili hans NOBPEXAEH.
'<ums_nposepsiemoro_danna>'
54 ERROR: Invalid format of list file. dopmart darna cnmcka npoBepsieMbIx annos
HapyLUEH.
54 ERROR: File '<umsa_darnna_un3_cnucka>' MoBpexaeH nposepsieMblt hann U3 cnmcka.
was corrupted.
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Koo Tekcm coobuweHusi OnucaHue npobnembi
owubku
75 ERROR: Can't create file HeBo3moXxHO co3faTh hain ¢ KOHTPONbHOM
'<umsa_cpanna_c_paclumpeHunem_hash>'. WHopmaLumen.
75 ERROR: Can't write file HeBo3MOXHO 3anuncatb ann ¢ KOHTPOMNbHOM
'<umsa_cpanna_c_pacwmpeHnem_hash>' UHdopmaumen
Ytunuta key_mgr
Tekcm coobweHust OnucaHue npobsiemMbl
1 Internal Error: No memory to open file HepoctaTouHo namsAT, YTOObI OTKPbITE ¢hann
FILENAME
2 User Error: Key file no specified He ykasaH ¢pain c knioyom
3 User Error: Key name no specified He ykasaHo nms kntova
4 Internal Error. Unable to append key into base Owwubka npu nonbITke UMNOpPTa kntova B 6asy
KEYNAME MpoaykTa
Ytunura lic_mgr
Tekcm coobuwieHus OnucaHue npobnembi
1 User Error: <parameter> undefined He ykasaH oguH 13 napameTpoB
2 User Error: Wrong license HeBepHasi nuueH3us
3 Internal Error: Can'’t write license file Owwmbka npu 3anncu NULEH3NK
Ytunura log_mgr
Tekcm coobuwieHus OnucaHue npobnemsbi
1 User Error: "ddd" is unknown parameter BBeneH Hen3BeCTHbIVM NapameTp
2 User Error: %d: VPN demon is not started Mpobnema co cTapTom geMoHa
3 Internal Error %d: Failed to set default log level | Owwnbka npy ycTtaHoBKE YPOBHSI NPOTOKONMPOBaHMS
4 Internal Error %d: Failed to get default log level | Owunbka Nnpy nony4YeHnn ypoBHS
NPOTOKOSTMPOBaHMSA
5 User Error: Parameter is missing MponyLieH napameTp KOMaHAbI
6 User Error: Too many parameters CnuwKoM MHOro NapameTpoB KOMaHAbI
7 Internal Error: Failed to set log levels for msg Owmnbka yCTaHOBKM YPOBHS AN rpynnbl
group
8 Internal Error: Failed to load the msg group file | Owwnbka 3arpysku cdanna rpynnei
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9 Internal Error: Failed to get the msg group Ownbka nonyyeHus rpynnel log levels
10 Internal Error: Failed to save log levels Ownbka coxpaHeHus log levels
Ytunura Isp_mgr
Tekcm coobwieHust OnucaHue npobiemMbl
1 User Error. FILENAME unable to open file Owumbka npu NonbITke OTKPLITL darn (yoeantbes B
[OoCTynHocTK banna).
2 Internal Error: Unable to set LSP as active He yganocb 3arpy3utb LSP 13 cdanna B 6asy
npogykra
3 Internal Error: No memory to open file HepocTtaToyHO namATh AN oTKpbITUS dhanna
FILENAME
4 Internal Error: unrecognized error BHyTpeHHsist oLumbKa.
5 Internal Error: Unable to reload Isp from base He ynanocb nepesarpysunts LSP 13 6a3bl npogykTa.
Ytunura sa_mgr
Tekcm coobuwieHus OnucaHue npobnembi
1 Internal Error: SAs' clearing failed. Error: %s He yganocb yganuts ISAKMP unu IPsec
coefVHeHus
2 Internal Error: ISAKMP info not available. Error: | He yaaetca nonyuntb nHgopmaumo o6 ISAKMP
%s
3 Internal Error: Connections info not available.. He ygaeTtcsa nonyuntb Hdopmaumio ob IPsec
Error: %s coegNHEeHNAX
4 Timeout expired. Please ensure that all chosen | 3akoH4Mnocb BpeMsi OXXugaHus 3aBepLUEHNS
SAs are cleared. yoaneHus coeguMHeHun. Yoeantech, YTo Bce
BblOpaHHbIe COeAMHEHMS yaaneHbl.
Ytunura cryptocont
Koo owubku OnucaHue npobnemsbi
1 AVCN_BAD_CMDLINE HeBepHble napameTpbl KOMaHAHOW CTPOKK
2 AVCN_CONTAINER_NOT_FOUND KoHTeliHep ¢ yka3aHHbIM UMEHEM He CyLLeCTBYeT.
3 AVCN_INVALID _PASSWORD YKasaH HeBepHbIN Naposib
4 AVCN_ALREADY_EXIST KoHTeliHep ¢ yka3aHHbIM UMEHEM YXe cyllecTByeT
5 AVCN_BAD_ VERSION HeBepHasi Bepcus CTPYKTypbl JaHHbIX KOHTEnHepa
6 AVCN_READ_ERROR Owwubka YTeHus
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Koo owubku OnucaHue npobnemsbi
7 AVCN_WRITE_ERROR Ownbka 3anucu
8 AVCN_IO_ERROR O6was owmnbka BBOAA-BLIBOAA
9 AVCN_SHORT_PASSWORD [nvHa napons mMeHblUe 8 cMMBOMoOB
10 AVCN_DATA_ERROR HapylueHa cTpykTypa faHHbIX KOHTENHepa
11 AVCN_ACCESS_DENIED Owumbka gocTyna npu onepaumsix BBoga-BbiBoga
12 AVCN_BAD KEYUSAGE YkasaHo HeBepHoe 3HaveHne KeyUsage
13 AVCN_FILE_NOT_FOUND dann He HangeH
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