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[poToKONMpoBaHue COOLITUM

B lMpogykTe npoToKonupoBaHue CoGbITWIA NpoucxoguT no npotokony Syslog. Monyyatens nora
MOXeT ObITb TONbKO OAWH, B oTnudme oT Cisco 10S. Mpu HEBO3MOXHOCTM ucnonb3oBatb Syslog,
JOMOJSTHUTENBHO NPOVU3BOAUTCS 3aMNMCh HEKOTOPbIX COOBLLEHMI B cneunanbHele log-chaiins.

Hactponka Syslog-knueHTa

LSP (native) koHdurypauums

B nonuTnke Ge3onacHOCTM, co3naHHON B BMAE TEKCTOBOrO dhaiina, HacTpoikv NPOTOKONMPOBaHUS
He 3agatoTca. [na aToro ucnonbayiTe yTunuty log_mgr.

Ytunura log_mgr

Ytunuta /opt/VPNagent/bin/log_mgr ncnone3dyetcs anga 3agaHusa HacTpoek Syslog-knueHta ans
VPN daemon, 3agaHus rpynn cobbITUn 1 ypOBHEN Nora 4115t KaXKaoMn.

C uenbto unbTpaumm normpyemMbix CoobLLEHWI, ANSA KaX4oro cobbiTust TeM unm nHeiM obpasom
yCTaHaBNMBaeTCa MpeferbHbI NPOTOKONMPYEMbIN ypoBeHb BaxHocTM Loglevel. CobbiTue,
KOTOPOMY COOTBETCTBYET (PUKCMPOBAHHLIN YPOBEHb BaXXHOCTU X, MPOTOKONUPYETCS TOMNbKO B TOM
crny4vae, ecnv npu ero CoBepLUEeHUN npeaenbHbI NPOTOKONUPYeMbIn YpoBeHb BaxHOCTU Loglevel
4515 3TOro codbITUA HE BbILE JAaHHOTO PUKCMPOBAHHOMO YPOBHS X.

CyuecTBylOT CO00LLEHNs, HEe nognexawme dunbTpauum. 3TO rapaHTUpyeT MNpPOTOKONMPOBaHUE
M3MEHEHUA B CaMOW CUCTEME JIOTMPOBAHUS NMPU W3MEHEHUN NPeAENbHbIX MPOTOKONMPYEMbIX
ypoBHen BaxHocTh Loglevel cobbiTuin n nsmMeHeHMn napaMmeTpoB MCNONb3yemMoro syslog cepsepa.

Ina ynobctea ynpaBneHnst punbTpaumen cobbiTs MoOrytT obbeanHsaTbes B rpynnbl . [na Bcex
COObITUI rpyNMnbl MOXET ObITb YCTAHOBIIEH CBOW YaCTHbIN NpeAeribHbIA MPOTOKONNPYEMbIA YPOBEHb
BaxkHocTn LoglLevel. MmetloTca npenycTaHOBEHHbIE TPYMMbl, AN KOTOPbIX B YCTAHOBMEHHOM
MpoaykTe nmetoTca cooTBeTCTBYOWME hanbl rpynn coobiueHnin msg_grp<GROUP_NAME>.ini:

SYSTEM - NPOTOKONMPOBaHME CUCTEMHBbIX cobbiTun;
POLICY — npoTokonupoBaHue coObITUA, CBSA3AHHbIX C MPUMEHEHNEM MONUTUKM Be30nacHOCTH;
CERTS - NPOTOKONMPOBaHME cobbiTun, CBSI3aHHbIX c cepTudukatamu;
LDAP — npoTokonupoBaHue CoObITMIA, CBsi3aHHbIX C pgoctynom Kk LDAP  cepeepy;

KERNEL — npoTokonupoBaHune cobbIThiA, CBA3aHHbLIX C SAPOM.

[aHHble dharnbl rpynn MOryT UCNonb30BaTbCA Kak HaMpsiMyto, Tak U Kak npoobpa3 cobCTBEHHbIX
NPOW3BOSbHBIX TPYNN COOBLLEHMIN NONb3oBaTENS ANS U3MEHEHUS YacCTHbLIX YPOBHEN NOrMpoBaHms
noboro Habopa coobLLeHMI € NOMOLLBIO YTUNUTBI log_mgr.

Ona HekoTopbix coobueHnn MoxeT ObiTb yctaHoBneH B “TRUE” onumoHanbHbin aTpnbyT
“NONBLOCKING”, obecneunBarowmini OTKHOYEHNEe UNbTpaUMM  OAHHOTO COOOLEeHna npwu
NPOTOKONMPOBaHUMN.

Mcnonb3yloTcs crneaylowme KomaHabl:

log_mgr set —e msg_grpXXX.ini — ykasaHue nmenn danna, B kotopom byaeTt 3agaHa rpynna
COObITMIN N yPOBEHb NPOTOKONMPOBaHWSA ANs Hee. [NonHbIN CNMCOoK COBLITUI HaxoanTcs B dhavine
s log.ini

log_mgr set —| — 3agaHWe ypoOBHSA BaXKHOCTW MPOTOKONIMPOBAHMSA AN BCEX COObITUN, He
BKITIOYEHHbIX B rpynnbl COObITUI

log_mgr set-syslog — BKMoYeHWe NPOTOKONMPOBaHUSA, 3adaHue IP-agpeca xocTa, Ha KOTopbIi
ByayT HanpaBnAaTbLCA COOBLLEHUS, 3afaHNe UCTOYHUKA COOBLLLEHW
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log_mgr reset-syslog — ycTaHoBka HacTpoek MO yMonyaHuio Ans syslog-knueHTa, 4TO
3KBMBASIEHTHO HACTPOWKaM:

enable
syslog ip=127.0.0.1
facility=local?7
Bce Hactponku ansa VPN daemon 3anuckiBatotcs B chain /opt/VPNagent/etc/syslog.ini.

MopgpobHee onucaHue yTunuTel log_mgr npuBegeHo B AokymMeHTe «[lMporpaMmHo-annapaTHbIN
komnnekc «Lnto3 6e3onacHoctn Bel VPN Gate 4.1». CneunanmanpoBaHHble KOMaHabI».

Cisco-like koHdurypaums

Mpn crapte cs_console HacTponku Syslog-knuveHTa 3auuTbiBaloTCa M3 parina syslog.ini,
cosgaHHoro ans VPN daemon. M3mMeHuTb HacTpowviku Syslog-knveHTa Ons KOHCONMU MOXHO C
MCnonb3oBaHNeM creayoLwmx KoMaHa:

logging on — BKMOYEHNE NPOTOKONIMPOBAHUS COOLITUIA
logging — 3apaHue IP-agpeca xocTta, Ha KOTopbii ByayT HanpaBnATbCA COOOLLEHNS
logging facility — 3agaHue nctoyHmka coobLueHui
logging trap — 3agaHue TekyLlero ypoBHS BaXXHOCTM AN BCEX COObITUN.
Bce atu HacTpowku 3anuckiBatoTca B pann /opt/VPNagent/etc/syslog.ini.
Ecnuv paHHble koMaHabl He 3agaHbl, TO 3a4MTLIBAOTCH HACTPONKK U3 dhanna syslog.ini.
HacTpolikn no ymonyaHuio Ans AaHHbIX KOMaH4 BCTYNaroT B AeCTBUE NpW 3agaHny KOMaHA,:
no logging
no logging facility
no logging trap
YTO 3KBMBANEHTHO HACTPOMKaMm:
logging 127.0.0.1
logging facility lopcal?
logging trap informational

MogpobHee cm. onucaHve B pasgene «KomaHabl HaCTPOWKM MPOTOKOMMPOBAHWUS CODLITUIA»
AokymeHTa «[porpammMHo-annapaTtHbI komnnekc «Lnto3 6esonacHoctn Bel VPN Gate 4.1». Cisco-
like komaHAabI».

®aunn syslog.ini
Hactporikn Syslog-knmeHTta OyayT 3anucbiBaTecs B dpann syslog.ini, noatomy a10T dhann BpyyHyto

He pedakTmpyeTcs.

dann syslog.ini pacnonoxeH B katanore /opt/VPNagent/etc. B atom canine 3agatorca Tonbko IP-
agpec nornyyaTensi COobLLEHNA U UCTOYHUK coobLieHnn. ann syslog.ini umeeT nons:

e Enable (Tun boolean) — Bkrto4YeHNe/OTKMNIOYEHE NPOTOKONIMPOBaHKS (Ha4YanbHOE 3HaYeHve
1):

0 — NpoTOKONMPOBAHNE OTKIHOYEHO

1 — npoTokonNMpoBaHWE BKIMKOYEHO
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Ons ynobcTtea npegnaraetcs Tabnuua cooTBETCTBUS 3HaveHus nons Facility B darine syslog.ini,
yncnosoro koaa facility npotokona Syslog, a Takke o603Ha4eHuin Facility B MHbIX HOTaUmMsX:

Destination (Tun IP-address?) — IP-agpec nonyyartens cooblieHuin (Ha4yanbHoe 3HaYeHne

127.0.0.1)

Facility — MCTOYHUK cooOLieHui (HavanbHoe 3HadeHue: local7). [JJonyctumbl cnegyrowme
kern, user, mail, daemon, auth, syslog, lpr, news, uucp, cron, authpriv, ftp, ntp,

3Ha4YeHnA:

audit, alert, cron2, localO, locall, ..., local7.

3Hat_1(_a|-me YucnoBom define u3 3|-|_aqe|-|v_1e B
Facility B Koa Cisco-like
c¢anne npoTtokona cTaHaapTHoro komaHgae logging

syslog.ini Syslog? chantna syslog.h facility

kern 0<<3 LOG_KERN kern

user 1<<3 LOG_USER user

mail 2<<3 LOG_MAIL mail

daemon 3<<3 LOG_DAEMON daemon

auth 4<<3 LOG_AUTH auth

syslog 5<<3 LOG_SYSLOG syslog

Ipr 6<<3 LOG_LPR Ipr

news 7<<3 LOG_NEWS news

uucp 8<<3 LOG_UUCP uucp

cron 9<<3 LOG_CRON sys9

authpriv 10<<3 LOG_AUTHPRIV| sysl10

ftp 11<<3 LOG_FTP sysil

ntp 12 <<3 sys12

audit 13<<3 sys13

alert 14<<3 sysl4

cron2 15<<3 cron

localo 16 <<3 LOG_LOCALO localo

locall 17<<3 LOG_LOCAL1 locall

local2 18<<3 LOG_LOCAL2 local2

local3 19<<3 LOG_LOCAL3 local3

local4 20<<3 LOG_LOCAL4 local4

local5 21<<3 LOG_LOCALS local5

local6 22<<3 LOG_LOCAL6 local6

local7 23<<3 LOG_LOCAL7 local7

1 Ons TeKyLIJ,eVI Bepcuu nognep>xmBaeTcd OTCblIKa NPOTOKONIMPyeMbIX COOOLLEHNIA TONBKO HA OA4MH XOCT.

2 << — 0603HaveHMe onepaLun BUTOBOro caBura Brneso

Bel VPN Gate-V 4.1
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Hactpouka nokanbHoro Syslog-cepBepa

NokanbHbIi Syslog-cepBep yXe CKOHUrypvMpoBaH Npu MOATOTOBKE OMepauMoHHON CUCTEMbI K
UHMumanmsaumm MpogykTa cnegyowmm 06pasom:

e Or BCeX YPOBHEW BaXHOCTU OT MucTovyHuka local7 Hanpaendetca B dann
/var/log/cspvpngate.log

e JIOF YPOBHSI BaXHOCTWU €Ir U ebiuwe LOMNOSNHUTENbHO HarnpaBnsieTcs B KOHCOMb W dhain
/var/log/error.log

e Syslog-cepBep 3anyckaeTca aBTomMaTUyecku npu kKaxgom crtapte OC ¢ BKNOYEHHON
BO3MOXHOCTbIO Npuéma coobueHnin no UDP nopty 514

e npu ctapte OC, u3 ckpunTta (/etc/init.d/start_logwatch) 3anyckaetca nporpamma logwatch,
KOTOpas KOHTponupyeT pasmep carna nora. MakcMumansHO AonycTUMbIN pasmep darvina
ycTaHoeneH B 1024 kuno6alima. lNpoBepka pasMepa npoBoautcsa kKaxable 10 cekyHa.

Mpn npesbIWeHUM JONYCTMMOrO pa3mepa Tekywmi dann nora coxpaHsietTcs ¢ cyddurkcom
”.1” nocne TOro, Kak y paHee COXpaHEHHbIX hannos cydpdukcbl MeHsaTCa ¢ ”.<n>”" Ha
7.<n+1>”. Bcero OONOMHUTENBHO K Tekyllemy hanny nora coxpaHseTca 2 aK3emnnspa
3anonHeHHbIX ¢annos nora (cspvpngate.log.1, cspvpngate.log.2). Ecnu <n+1> 6onbLue
KONnmnyecTBa coxXpaHsieMblX 3K3eMnnapos, dann ¢ cyddukcom “.<n>” ypansetca. lNocne
nepeumeHoBaHusa dannosB Syslog-cepsepy nocbinaetcsa curdan SIGHUP gna nepexoga Ha
CBeXuKn chann nora.

e nporpamma logwatch ocTtaHaBnuBaeTcs npu  OCTaHOBKE CUCTEMbl U3  CKpunTa
/etc/init.d/start_logwatch.

Mepemewats unu ygansate dann start_logwatch He cnegyer.

CneuunanbHbie nor-pannsl

B cneunanbHble nor-channbl, ykasaHHble B Tabnuua 1, npou3BOAUTCA AOMOSHUTENBHO
NPOTOKONMPOBAHME HEKOTOPbIX HEWTaTHbIX cuTyaumn pabotbl [lpogykta. B atm  dhannbl
3anucbiBaeTcs MHOPMaLUs, KOTopasi MOXKET NOMOYb PELLMTL BO3HUKLLYHO NpoGnemy.

Tabnuya 1

Uma danna MyTb Kk hanny CopepxaHue danna

cspvpn verify err. | /opt/VPNagent/etc | OwubKM yTUnNuTLl cspvpn_verify ans
log NpoBepPKN LeJNTOCTHOCTU HEU3MEHAEMDbIX U
McnonHseMblx pannos.

cp.log /tmp Coo06LLeHnsa KpunTonogcucTeMbl YpOBHS
NPUAOXEeHUN
failh.log /tmp ABapuiHble cobbITUS1, HE CBA3aHHbIE C

paboTon vpnsvc 1 Isp_mgr

error.log /tmp/vpnsvc ABapuiHble cobbITus1, CBA3aHHbIE C paboTomn
vpnsvc

error.log /tmp/vpnlogsvc ABapuiHble cobbITus1, CBA3aHHbIE C paboTomn
vpnlogsvc

error.log /tmp/lsp mgr ABapuiHble cobbITus1, CBA3aHHbIE C paboTomn

yTunuThI Isp_mgr
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Umsa danna MyTb K hanny CopepxaHue canna
non_cscons.lsp /var/cspvpn/non_c | Konust LSP, HanucaHHON B B1AE TEKCTOBOIO
scons.lsp danna 1 3arpy>xeHHo komaHaou Isp_mgr

load (Ho nocne atoro LSP eue 6bina
OTpefaKkT1poBaHa B CS_console u
CKOHBEPTMPOBaHa)

erroneous_lsp.txt /var/cspvpn/erron | CKoHBepTUpoBaHHas LSP, koTopyto He
eous_lsp.txt yAanoch 3arpys3ntb

Hanpuwmep,

1. npu HeygadHoMm ctapTe VPN gemoHa (vpnsvc vnu vpnlogsvc) B cann error.log 3annceiBaeTcs
coobLLeHre crneayoLlero Buaa:

initialization of module '${1l}s' failed with code $%${2}x

roe
'${1}s' - nm4a mMoayna npun nHMumnanmsaumm KOToporo npomsoluna olmnodKka
'${2}s' - KOA OWMOBKM NpU MHULMANU3aLmMm Moayns

Mpumep
1313076721 initialization of module "hashes checker" failed with
code Oxff

Mogaynb hashes checker NOsIBNSIETCS NpU NPOBEPKE LIeNOCTHOCTU HEN3MEHSIEMbIX
dannos NpogdyKTa nNpu UCronb3oBaHUN YTUMUTbLI cspvpn verify.

2. npu opcMpoBaHHOM 3aBepLUeHUn paboTbl cepBuca vpnsvc B dpann error.log 3anucbiBaeTcs
nocnegHee ocMbiCreHHoe cooblleHne Buaa:

vpnsvc: forceServiceFini

3. npu opcupoBaHHOM 3aBeplLleHnn paboTbl cepBuca vpnlogsvec B ero dann error.log
3anucbiBaeTCs NocrnieaHee OCMbICIEHHOE CoobLLeHre BUaa:

vpnlogsvc: forceServiceFini

4. Npu HapyLIEHMN KOHTPOMS LENOCTHOCTU ini-dpanvna munu 6a3bl AaHHbIX BblgaeTcsi cooblueHne
BMaa:

'${1l}s' Error: the integrity check of the '%${2}s' failed

nnn

'${1l}s' FatalError: the integrity check of the '%{2}s' failed
roe

'${1}ts"' - wma mogynsa (“s_filestore” unu “s_ini”), 0GHapyxmBLLEro HapyLIeHne

'${2}s"' - ykKasaHue Ha npobnemHbin hann

KN4 Error O3Ha4aeT, YTO U3 AaHHOro Moayns 6yayT BblgaHbl OOMOMHUTENbHbIE
coobuieHuns, n nocrnegHum Byaet cooblieHre o hopcMpoBaHHOM 3aBepLUEHMM cepBUca

KMoy FatalError O3HA4yaeT, YTo 3TO nocrnegHee OCMbICIEHHOE CO0bLeHne JaHHOro
mMoaynsi (vpnsvc unm vpnlogsvc).

Mpumep canna ™/ tmp/vpnlogsve/error.log” (3anucaH u3 cepauca vpnlogsvc):

1305822677 s _ini FatalError: the integrity check of the
"/opt/VPNagent/etc/syslog.ini" failed
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[onyyeHue nora B Windows

Ona nonyyenmss nora B OC Windows MOXHO wucnonb3oBaTb npogykt Kiwi Syslog Daemon
(http://www.kiwisyslog.com), Tri Action Syslog Daemon u gp.

Cnncok NpoTOKONMUPYeMbIX COObITUI

CTpoka npoTOKONMpyeMoro cobbiTvs (DOpMUPYETCS U3 COOTBETCTBYIOLLIEIO OMMUCaHMsA COObLLEeHNS,
3ajaBaeMoro BO BHellHem TekctoBoM avne /opt/VPNagent/etc/s log.ini.  Kaxgomy
NPOTOKONMPYEMOMY COOBITUIO NPUCBOEH (UKCMPOBaHHbIN uaeHTudmkatop (MSG ID), TekctoBoe
npeacTaBneHne, ypoBeHb BaXKHOCTY.

YpoBHUM BaxkHOCTU (Severity) npoTokonupyembix COObITUI COOTBETCTBYIOT YpOBHAM Severity ons
npotokona Syslog: EMERG, ALERT, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.

BblaaBaemble coobLLEHUS 1 onrcaHne cobbITUiA MO 3TUM CoobLLIEHNAM NpeacTasneHbl B Tabnuua 2.

Benetca Takke npoTokonupoBaHue owwunbok kpunTtorpaduueckon noacuctembl Tabnuua 6. 3tn
oWwunbkn [oBOAATCA [0 CBedeHMs nonb3oBaTens Tawke 4epe3 Syslog, MCNOMb3yst UCTOYHMK
coobweHun (Facility) kern.

Cnucok coobuieHunit 06 ownbkax nogenctemol Reverse Route Injection npuBeaeH B Tabnuua 7.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 8
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Tabnuua 2
MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbiTuA
03090001 | MSG_ID_PRODUCT_START | SMANAPPHCA NoTice | service started, version %({1)s | Grapr cepavca
03090002 | MSG_ID_PRODUCT STOP ;:\(")A,\:E—APPL'CA NOTICE | Service stopped OcraHoBKa cepaica
03090003 MSG_ID_LOG_SUSPEND_S | <MAIN_APPLICA INEO OS is going to the Suspend or OnepaumnoHHas CucteMma nepexoguT B peXnm
YSTEM TION> Hibernation mode CcHa nnu rmbepHaumm (Suspend or Hibernation)
OnepauunoHHas Cuctema BbilLna U3 pexuma
cHa unu rmbepHaumm (Suspend or Hibernation)
MSG_ID LOG_RESUME_SY | <MAIN_APPLICA OS resumed from the Suspend or | | X
03090004 STEM TION> INFO Hibernation mode %{1}u sec ago %(1}s - Bpemsi, noTpayeHHoe cepBMCOM Ha
OXuaaHne BOCCTAHOBMEHNSA JOCTYNHOCTU
ceTeBbIX MHTEpPdENCOB
03090202 | MSC_ID_LOGSRV_SET_SE | <MAIN_APPLICA | /s on v | Failed to set VPN log service ['ggi:a;;g"ae“e“”” MapameTpos yCTaHoBoK
TTINGS_FAIL TION> settings B peica.
03MOXHO, CEPUC He 3amyLleH.
<MAIN_APPLICA VPN log service started, version
03090203 | MSG_ID_LOGSRV_START TION> INFO %{1}s Crapt LOG-cepsuca
03090204 | MSG_ID_LOGSRV_STOP .T_:\g'?‘\:E—APPLICA INFO VPN log service stopped OcrtaHoBka LOG-cepBuca
Event Manager profiler: waiting coobLeHre npodarnepa MeHegxepa
005B0001 MSG_ID_EVENT_MGR_PR Event Manager INFO time of task queue is %{1}s sec, coObITWIA cepBMCca O CTAaTUCTUKE MO oYepeam
OFILER_QUEUE , 4
gueue length is %{2}s tasks coObITWI
Event Manager profiler: task time | coobweHne npodavnepa meHegxepa
005B0002 E)AEEEIF?_TE A\\/SEIL\I T_MGR_PR Event Manager WARNING | is %{1}s sec (src=%{2}s coObITWIA cepBrCa O YPE3MEPHO SOSITOM
- dst=%{3}s idx=%{4}s proc=%{5}s) | BpeMeHn obpaboTku cobbiTusi

Bel VPN Gate-V 4.1
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SYSTEM_PARP

was(were) not refreshed

MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
. .| owwnbka 3anucu cnyxebHoro davina
08200001 MSG_ID_ARPM_ERR_WRIT <ARPM> WARNING (.:Olf,ld not .\,Nme ProxyARP table in NPOTOKONMPOBaHUSI U3MEHEHUI TabnuLpbl
E_PARP_FILE file "%{1}s
Proxy ARP
owwmbka YTeHus cnyxebHoro darna
08200002 MSG_ID_ARPM_ERR_READ <ARPM> WARNING COUId. no|'.[ read |I'3roxyARP table NPOTOKONMPOBAaHUSI U3MEHEHUI TabnumLpbl
_PARP_FILE from file "%{1}s
Proxy ARP
HobasneHve unun obHoeneHue IP agpeca B
Proxy ARP Tabnuubl ceTeBblX MHTEPdENCOB
IP %{1}s%[ added to ProxyARP %(1} 5 1P
MSG_ID_ARPM_IP_ADDED table(s) of "%{10}s";%]%][ was not ol1sS - A0baBNAEMbIN IF afpec
08200003 | "1 SYSTEM_PARP <ARPM> DEBUG | added to ProxyARP table(s) of %{10}s - CUCOK MHTEPEENCOB, K KOTOPbIM
"%6{11}s";%] IP nobasneH ycrnewHo
%{11}s - cNNCOK NHTEPENCOB, K KOTOPbLIM
cneposarno gobasutob IP, HO He yaanoch
Ynanenwue IP agpeca ns Proxy ARP Tabnuu
ceTeBbIX MHTepdelicoB
IP %{1}s%[ deleted from %(1) A 1P
ProxyARP table(s) of ol1sS - yAanaemsin 1= anpec
08200004 '\D"SER—C')%ASRYF;'\%E';—B%E,TE <ARPM> DEBUG | "9{10}s":9%]%] was not deleted %{10}s - CNUCOK UHTEPEENCOB, 13 KOTOPBIM
- - - from ProxyARP table(s) of IP ynaneH ycnewHo 3
"06{11}s";%] %q{11}s - cnMcok nHTepdencoB, N3 KOTOPbIX
IP yopanutb He yaanocs.
Bo3moxHo, oH Obin yaaneH paHee
Mepeco3naHne Proxy ARP Tabnuu ceTeBbIx
In the ProxyARP table(s) of MHTEPEICOB.
08200005 | MSG_ID_ARPM_REFRESH_ | _sppy1s INFO "96{11)s" interface(s) %{2}u IP(s) | MOXeT nponcxoauTs npu nepesarpyske LSP

%{11}s - cnncok nHTepdencoB, K KOTOPbIM
cneposano gobasutb IP, HO He yganoch
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
He ynanocb no6asutb nonyvatens SNMP
) ) traps (cTpyktypa LSP TrapReceiver)
[SNMP] failed to configure SNMP %(1} - IP
- trap receiver %{1}s%[:%{2}u%], o1y - [F-afpec nony4arens
00014001 | M2 OSIMPTRAP_REC | Slatsrics & WARNING | community "%{3}s"%[, interface %({2} - nopt nonyvarensi
== "%6{4}s"%)]%][, local address %{3} - SNMP trap community
%{5}s%)] %({4} - nornyeckoe NMs ceTeBoro
uHTepderica
%{5} - nokanbHbIV IP-agpec
He ypganocbk HacTpoutb npnem SNMP-
) ) 3arnpocoB B COOTBETCTBUM
MSG_ID_SNMP_POLLING_ | g/ icrics & [SNMP] failed to configure SNMP | o crpyktypoit LSP SNMPPollSettings Ha
00014002 | SETUP_LOCAL_ADDR_FAIL SNMP WARNING | polling agent on address(es) onpeneneHHoM nokansHoM |P-agpece

ED

%{1}s%[ (port %{2}u)%]

{1} - nokanbHbIN IP-agpec
{2} - nokanbHbIA NopT

O6Lwme napameTpbl Anst CoobLLeHNN:

%{8}s IP-agpec napTtHépa no IKE obmeHy.
%{9}u IP-nopT naptHépa no IKE obmeHy.
Ecnun He ykasaH, TO NOPT CTaHOaPTHbIN
(500)

%{10}s 3HaueHue IKE ngeHTtncumkaropa
Anst ayTeHTudmKaumMmn napTHEpa.

%{15}u Mopor orpaHnyeHnsa pecypca
%{20}s MpuunHa BO3HMKHOBEHMSA COObLITUA
%{32}s ipeHTudumkaTtop ceccun IKE
obmeHa. ®opmar - "<n:m>", rae n - Homep
sawmwarowlero ISAKMP coeanHeHusa, m -
HoMep oOMeHa, 3aLnLLLaeMoro AaHHbIM
ISAKMP coeguHeHnem

%{40}u Homep ISAKMP coegunHeHus
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
. MapTHEPY oTChinatTcs Habopsbl
040, 0,
00101011 MSG_ID_LP_ISAKMP_PRO LP DEBUG A)[AJ{BZ}S_ »]Sending ISAKMP KpunTonapameTpoB yCTaHaBIMBaeMoro
POSALS_SEND proposals:
- ISAKMP coeanHeHns
. OT napTHépa nony4veHsbl Habopsbl
04[0, 0
00101012 MSG_ID_LP_ISAKMP_PRO LP DEBUG /0[/0{32}5_ #]Received ISAKMP KpunTonapameTpoB yCTaHaBIMBaeMOro
POSALS_RECV proposals:
- ISAKMP coeguHeHus
MSG_ID_LP_ISAKMP_TRAN %[%{32}s %] Transform #%{1}u: OnucaHve BapuaHTa KpuntonapameTpos
00101013 SFORM LP DEBUG %{2}s ycTaHasnvsaemoro ISAKMP coefuHeHus
. MapTHEPY oTChINatTca Habopsbl
04[O, 0
00101021 MSG_ID_LP_IPSEC_PROP LP DEBUG /0[/0{32}5_ %]Sending IPSec KpunTonapameTpoB ycTaHaBnmBaemoro IPSec
OSALS_SEND proposals:
coefVHeHns
. OT napTHépa nony4eHbl BapuaHTbl HAbopos
04[O, 0
00101022 MSG_ID_LP_IPSEC_PROP LP DEBUG /o[A:{32}s. %]Received IPSec KpunTonapamMmeTpoB ANs yCTaHaBnMBaeMoro
OSALS_RECV proposals:
IPSec coegnHeHuns
OnuncaHune BapmaHTa Habopa
00101023 ggﬁl_—lD—LP—IPSEC—PROP LP DEBUG %[%{32}s %] Proposal #%{1}u: KpuntTonapameTpoB yCcTaHaBnmMBaemoro |IPSec
coefVHeHuns
00101024 | MSG_ID_LP_IPSEC_PROTO | LP DEBUG 9%[%{32}s %] Protocol %{1}s: Onucanme BapuaHToB KpunTonapameTpos Ans
yKa3aHHOro nNpoToKona
040, 0, 0, .
00101025 MSG_ID_LP_IPSEC_TRANS Lp DEBUG 00[%{32}s %] Transform #%{1}u: OnuncaHne BapmaHTa KpuntonapameTpoB
FORM %{2}s ycTaHaBnmBaemoro IPSec coeanHeHus
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA

[MpoBepka Kaxaoro n3 npucnaHHbIX BAapuaHToB
HabopoB KpPMNTONapamMeTpoOB HA COOTBETCTBUE
nokansHomy IKE/IPSec npasuny.

%{1}u HoMep nNpucnaHHoro BapuaHTa
Habopa kpuntonapameTpoB (ans IPSec)
%{2}s npoTokon npucnaHHoro Habopa
%[%{32}s %]Checking KpuntonapameTpos (ans IPSec) - ESP
%[Proposal #%{1}u, Protocol nn6o AH

MSG_ID_LP_CHECK PROP |, DEBUG %{2}s, %] Transform #%{3}u for %{3}u Homep npucnaHHoro Bap1aHTa
OSAL Rule "%{4}s", %[Proposal #%{5}u, KpunronapameTpos

Protocol %{6}5, %]Transform %{4}3 nmsa nokanbHoro IKE/IPSec npasuna
#%{7}u: %{8}s %{9}s %{5}u Homep nokanbHOro BapuaHTa
Habopa kpunTtonapameTpoB (ans IPSec)
%{6}s npoTokon nokansHoro Habopa
KpuntonapameTpos (ans IPSec) - ESP
nnéo AH

%{7}u HOMep nokanbLHOro BapnaHTa
KpynTonapameTpoB

%{8}s %{9}s pesynbTaTt NpoBEpKU

00101031

lMpoBepka Habopa KpunTonapameTpoB Ha
COOTBETCTBME NIoKkanbHOMY IPSec npasuny.

%[%{32}s %]Checking proposal %{1}u HOMep npncnaHHOro BapuaHTa
LP DEBUG #%{1}u for Rule "%{4}s", Proposal Habopa kpunTonapameTpos

#%{5}U; %{8)s %{9}s %{4}s nma nokanbHoro IKE npasuna
%{5}u Homep nokanbLHOro BapuaHTa
Habopa KpunTonapaMeTpoB

%{8}s %{9}s pesynbTaT npoBepkM

MSG_ID_LP_CHECK_PROP

00101032 | hSAl SHORT

MSG_ID LP_IKE_RULE_NO Lp INEO %[%{32}s %]Unable to choose HeBo3amoxxHo nogobpathb IKE npaBuno and

00101034 T _FOUND authentication rule ayTeHTUdMKaumMmn napTHépa
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

S_ADDR_SET

%{8}sY%6[:9%6{9}u%] %], id
"06{10}s"%]

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
. Onsa npucnanHoro ID nepson dasbl IKE He
04[O, 0,
MSG_ID_LP_CHOOSE_IKE_ /0[%{32}s A’]Uf‘ab'e to find IKE HavigeHo noaxoasuwero IKE npasuna. B
00101035 RULE BY IP LP INFO rule by remote id. Using IP- 6
_BY_ address as partner's id KadecTBe ugeHTudukaTopa yaoet
' ucnone3oBaH IP-agpec napTHépa.
orto . ) BbiGpaH npegonpenenéxHbIn Koy ans
00101036 MSG_ID_LP_USE_PRESHA Lp DEBUG "/o[/o{3?}s %]Using preshared key | aytentudmkaumm
RED_KEY %{1}s
%{1}s ngeHTndunkaTop Knoya
(@[;/;{}32}8 %;]Preghared key He HaiineH npeaonpeaenéHHbIi Koy ans
"%{1}s" not found, peer ayTeHTUdMKaLmMm
00101037 | MSG_ID_LP_KEY_ABSENT | LP WARNING 06{B1SY6[:%6{OI%] %], id )
"%6{10}s"%] %{1}u noeHTndukaTop Krova
IKE npaBuno He noaxoauTt u3-3a Toro, 4to IP
%[%{32}s %]IKERule "%{1}s": IP | @APEC OTCyTCTBYET B CN1CKe
00101038 | MSG_ID_LP_IP_DOESNT M | INFO address is not in %{2}s list, peer | PaspelueHHbix (IKEPeerlPFilter nnu
ATCH %{8}s%[:%6{9}u%] %], id IKELocallPFilter)
"%{10}s"%)] %{1}s ums nokanbHoro IKE npaeuna
%{2}s IKEPeerlPFilter nnn IKELocallPFilter
%[%{32}s %]Address %{1}s
MSG_ID_LP_IKECFGIF_AS gs&gned to IKECFG network AkTmBMpoBaH ikecfg-nHtepdeinc c agpecom
00100101 SIGNED IP LP INFO interface, peer 06{1}
- %{8)}s%[:%{9}u%)] %], id 0
"%{10}s"%]
E’f?’l/;{w}s :@]DN(jS adldéeESCSé%S) Anpec vnu agpeca DNS-cepBepoB NnomnyyeHbl
0 1sS configuread on OT napTHepa 1 fobaBneHsl B CUCTEMHbII
00100105 MSG_ID_LP_IKECFGIF_DN LP INFO network interface, peer

CIMNUCOK.

%({1}s - cnucok agpecoB
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

D_PH2ID

9%{8)s%[: %{9}u%] %], id
"0b{10}s"%]

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
%[%{32}s %]Failed to configure
MSG ID LP IKECEGIE DN DNS address(es) %{1}s on Owwnbka npm ,qo6asne|:|MM agpecoB DNS-
00100106 - = - LP WARNING | IKECFG network interface, peer CepBepoB B CUCTEMHbIN CMUCOK
S_ADDR_ERROR 0 Or-0 OLT0AT i
B - /6{8}S%[: %{9}u%] %], id %{1}s - cnucok aapecos
"%{10}s"%]
%[%{32}s %]DNS suffix(es) %{1}s | DNS-cycduKcs nonyyeHs! oT napTHepa u
00100107 MSG_ID_LP_IKECFGIF_DN Lp INEO added to the system, peer n06aBneHbl B CUCTEMHbIN CINCOK
S_SUFFIXES_SET %{8}s%[:%{9}u%)]%l|, id
"%6{10}s"%)] %{1}s - cnucok cyddunkcos
%[%{32}s %]Failed to add DNS | Owu6ka npu no6aBneHnm DNS-cyhhmKcos B
00100108 MSG_ID_LP_IKECFGIF_DN Lp WARNING suffix(es) %f{1}s to the system, CUCTEMHBIV CIUCOK
S_SUFFIXES_ERROR peer %{8}s%[:%{9}u%)]%f], id
"%6{10}s"%)] %q{1}s - cnncok cydhdnkcos
%[%{32}s %]IKECFG address MpucnanHbii no IKECFG IP-agpec
%f{1}s can't be used in current KOHEPMMKTYeT C CyLLECTBYIOLLMMN
MSG_ID_LP_IKECFGIF_BA network configuration. Attempting | g cucteme aopecamu Unv NPaBMNaMK
00100102 LP WARNING Ap P
D_IP to get another address. Peer poyTUHra.
%{8}s%[:%{9}u%)]%l|, id .
"%6{10}s"%] %{1}s - nony4eHHbIN agpec
] MpucnaHHbi BO BTOpoun ¢ase IKE ID
%[%{32}s {O/c)}]lnfcorrect IKE traffic | (cenextop SA) He nogxoaut ans IKECFG-
request %{1}s for IKECFG nHTepdeiica,
00100103 MSG_ID_LP_IKECFGIF_BA LP ERR interface. Subnet expected. Peer

T.K. COOEPXUT NMPOTOKOSbI NN HE ABNAETCA
onucaHmnem noaceTu.

%{1}s - npucnaxHbIn ID
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

ENT_IP

%{2}s

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
%[%{32}s %]IKECFG is not Pa6ota IKECFG no IPsecAction 3anpetieHa
i T.K. OH He umeeT ¢onara PersistentConnection.
MSG_ID_LP_IKECFGIF_RU supported for non persistent ®
00100104 | |'= NOT PERSISTENT LP ERR connection, IKERule "%{1}s", %{1}s - msi IKERule, npucoeamHeHHoro K
- peer %{8}s%[:%{9}u%]%], id IPsecAction 6e3 dpnara
%{10}s"%] PersistentConnection
Mpw 3arpy3ke KOHUrypaumm He HangeHo HK
OAHOro ceTeBoro uHTepderica,
o COOTBETCTBYHLLETO
[CFG] no physical interface found | onucanmio Networkinterface.
00100111 | MSG_ID_LP_VIF_NO_PHY LP WARNING | for Networkinterface "%{1}s" .
pattern "%{2}s" %{1}s - LogicalName aToro
NetworklInterface
%{2}s - WwabnoH MMeHn, HangEHHbIV NO
LogicalName
Owmbka npu KoHUrypaumm BUpTyanbHOro
. nHTepderica IKECFG.
00100201 MSG_ID_IKECFGIF_SETUP Lp CRIT .[IKECFG.IF] can't setup IKECFG MoapoBHOCTM oNnca sl B chaiine
_FAILED interface: see failh log -
%TEMP%/vpnsvc/error.log, kKoTopbI
Heobxoammo nepepatb paspaboTymkam.
BosHukna Heo6xoauMocTb CMeHbI aapeca,
OTKITHOUEHUS UM U3MEHEHUST COCTOSIHUS
IKECFG-uHTepdenca.
[IKECFGIF] changing address of | BeposaTHO, nameHnnace koHdpurypauns IKE-
00100202 | MSG_ID_IKECFGIF_DIFFER || p WARNING | IKECFG interface from %{1}sto | NapTHepa, v aapec IKECFG 6bin 3aHST kew-

TO ApYruMm.
MpousBoanTca nepesarpyska KOHpUrypaumn.

%{1} - cTapbIn agpec
%{2} - HoBBIV agpec
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Owwubka cozgaHmsa MapLupyTa B CUCTEMHON
Tabnvue poyTuHra npu KoHUrypaumm
' IKECFG-uHTepdeiica
MSG._ID_IKECFGIF._ADD. R [IKECFGIF] can' setup IKECFG pp
00100203 OUTE FAILED LP WARNING | interface: can't create route {1} - noaceTb HasHauYeHWs
{3} - gateway
{4} - pacwudposka owndkn
%[%{32}s %]IKECFG address
MSG_ID_LP_IKECFG_REFU request rejected by server, peer Ha 3anpoc agpeca no IKECFG IKE naptHep
00100205 SED_BY_SERVER LP WARNING %{8}s%[:%{9}u%] %, id OTBETUN OTKA30M.
"%{10}s"%)]
%[%{32}s %]Framed IP address
from RADIUS server will be MpucnanHbin RADIUS-cepeepom Framed IP
MSG_ID_LP_IKECFG_RADI ignored. Using local IKECFG data | address gnsa napTHépa He OyaeT ncnosnb3oBaH,
00100206 US_IGNORED LP NOTICE instead. Peer Tak Kak B LSP 3agaHo ncnonb3oBaHue
%{8}s%[:%{9}u%)]%], id nokaneHoro IKECFG nyna.
"%{10}s"%]
He yganocb BKNoYUTb NEPECHISIKY NakeToB
MSG_ID_IKECFGIF_WIN_E [IKECFGIF] can't enable packet Mexay ceTeBbiMU MHTepdericamu. BoamoxxHo,
00100207 NABLE_ROUTER_FAILED LP WARNING forwarding AaHHasa PYHKUMOHaNbHOCTL 3abrnoknpoBaHa
@HTVBUPYCHBIMW NPUMOXEHNSIMU.
KoHpurypaums ycnewHo sarpyxeHa.
%{1} - NICTOYHWMK KOHpUrypauum
0 i i cs_console, command line, token u 1.M.
00100112 MSG_ID_LP_CONFIGURATI Lp NOTICE [CFG] %{2}s configuration loaded (cs_ )

ON_LOADED

via %{1}s%], title "%{4}s"%)]

%{2} - Tvn koHdpwurypauum (driver default,
DHCP only, user-defined)

%{4} - HasBaHWe 13 KoHdUrpyaLmm
(GlobalParameters.Title)
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
KoHdurypaums ycnewHo 3arpyxeHa, HO ecTb
npegynpexaeHus, KoTopble HanpasneHbl B
nor.
[CFG] %{2}s configuration loaded ‘(’/0{1} - MCTlquMK KOH@gﬁypaL{Mﬁ )
MSG_ID_LP_CONFIGURATI via %{1}s%l, title "%{4}s"%], cs_console, command line, token n T.n.
00100113 | 5N PARTIALLY LOADED | -F WARNING 1 o631 potential problem(s) %{2} - TUn koHcurypaLwm (driver default,
found%[: %{5}s%] DHCP only, user-defined)
%{4} - HaszBaHWe 13 KoHUrpyaLmu
(GlobalParameters.Title)
%({5} - TekcT NnpegynpexaeHus
%{6} - KONIMYECTBO NpPeaynpPeXaeHun
Owwnbka pasbopa koHdUrpyaumm
MSG_ID_LP_CONFIGURATI [CFG] error in configuration from %{1} -
00100114 _D_LF_ LP ERR L 0{1} - NCTOYUHMK KOHUrypaLK
ON_LOAD_FAILURE %{1}s": %{3}s (cs_console, command line, token v T.1.)
%{3} - onmcaHme owmnbKm
Hayvano co3pgaHusa IPsec-coeanHeHns
(IPSEC] i . (o6paboTka bundle request).
connection reques
00100115 | MSSSID-LP_CONNECTION 1 INFO #%{1}u, packet %{2}s,%] Filter %1} - Homep 3anpoca
-REQ "06{3}s", %]IPsecAction "%{4}s" %{2} - cenekTop nakeTa u3 3anpoca
%{3} - nv4a Filter
%{4} - nmsa IPsecAction
OwwnbKka Ha Ha4YanbHOW cTagun co3gaHus
(IPSEC] i . IPsec-coeguHeHus (obpaboTka bundle
connection reques request).
00100116 | MSG_ID_LP_CONNECTION | ERR #96{1}u failed, %] Filter "%{2}s", quest)

_REQUEST_INI_FAILED

%]packet %{3}s: %{4}s

%({1} - Homep 3anpoca
%{2} - cenekTop nakeTa 13 3anpoca
%({3} - onncaHune owmndkn

Bel VPN Gate-V 4.1

Copyright © S-Terra Bel 2008 - 2016

18




Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Owwnbka coxpaHeHusi KoHdUrypauum B 6ase
MSG_ID_LP_CONFIGURATI [CFG] fi ioni AaRRBb ipomykTa.
_1D_LF_| can't save configuration in .

00100117 | 5N SAVE FAILED LP CRIT db: error "%{1}d" %({1} - koA OLIMGKN, KOTOPBIA MOXHO
nepefaTb B cny0y nogaepxku ans
pacLmMdpoBKM

CospaHo IPsec-coegunHenuns (IKE Quick Mode
) 3aBepLuMnach yCcneLiHo).
%[%{32}s %]IPSec connection
%{1}u established, traffic selector %{1} - Homep coapaHHoro IPsec-
MSG_ID_LP_HOST_CONNE %{2}s, peer %{8}s%[:%{9}u%], id coeauHenna
00100119 CTED LP NOTICE "06{10}s"%][, Filter %{3}s%)], 0/?{2} - IKE traffic request/phase
IPsecAction %({4}s, IKERule 2id/cenexTop IPsec SA
%{5}s %{3} - Ha3BaHne punbTpa
%{4} - nma IPsec-npasuna
%{5} - nma IKE-npaBuna
MonbiTka co3panus IPsec SA 3akoH4mMnach
%[%{32}s %]IPSec connection Heynaqen.
E;?ﬂei}t ]f/%[’{%/}lfsz"(';?o/;[5 %{1} - cTagwus ike, rae o6HapyxeHa oLumGKa
0111S70]70[. V01£5S70]. Feer %({2} - npuiMHa oLIMGKM
0010011A | MSC_ID_LP_CONNECTION 1, ERR 06{8}s%[:06{9}%]%], id 12} - e

_REQUEST_FAILURE

"%{10}s"%)]%], Filter %{3}s%]%,
IPsecAction %{4}s%]%[, IKERule
%{5}s%]

%{3} - Ha3BaHne punbTpa

%{4} - nvsa IPsec-npasuna

%{5} - nma IKE-npaBuna

%{6} - NnopsiaKOBLIN HOMEp 3arnpoca Ha
co3panuve |IPsec-coeguHenmns
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

_CLOSED

%{2}s%[, matched by license
number %{5}u%]

MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
MonbiTka nepeco3faHus IPsec SA
%[%{32}s %]Re-keying of IPSec | 3@KOH4MNACL HEyaaqen.
g/o{q’;e;ti?/n[ 0/00/{?%1 ‘:;";eg%[: %({1} - cTanus ike, rae obHapyxeHa owmbka
011;S70]70]. V01£5S70]. FEEr %({2} - npu4nHa owmnbku
00100118 | MSSIOEECONNEETION 1 p WARNING | 9%{8}s%[:96{9}u%]%], id %}:'3% . Hn38aHe ANLTDa
- - "%{10}s"%)]%l|, Filter %{3}s%)]%]|, %({4} - nms IPsec-npasuna
IPsecAction %{4}s%)]%|, IKERule %{5} - umst IKE-npasuna
%{5}s%] %{6} - Homep IPsec-coefnHeHns, KoTopoe
nblTanMcb 06HOBUTL
. ) O6wmeH IKE, rae Mbl BLICTYNaem B Kayectse
%[%{32}s %]Incoming connection | pecronpgepa, 3akoHUMNICS Heymaden.
failed%l[: %{1}s%]%][: %{2}s%]. _
0010011C | MSG_ID_LP_INCOMING C | o ERR Peer %{8}s%[:%{9}u%]%, id %{1} - cranus ike, rae obHapyxena olbka
ONNECTION_FAILURE "6{10}s"%] %], Filter %{3}s%]%l, 9%{2} - nprumHa ownbKK
IPsecAction %{4}s%)]%], IKERule %{3} - HasBaHne dpunbTpa
%{5}s%] %{4} - nmsa IPsec-npasuna
%{5} - nma IKE-npaBuna
) IPsec SA yganeHsbl.
IPSec connection %{1}u closed: %(1) o P
9 9 ived: 0{1} - nonenTudmnkaTtop IPsec-coeanmHeHns
0010011D MSG_ID_LP_CONNECTION Lp NOTICE %{3}u bytes sent, %{4}u received: p

%{2} - npnunHa yganeHns SA
%{3} - 6anToB OTNpPaBneHo
%{4} - 6anToB NPMHATO
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
Mo yHMKanbHOMY HOMepY NUUEH3UM NapTHEPa
oBHapyXeH cTapoe, Hencnornb3yemoe IPSec
coeaunHeHve
%[%{32}s %]Stale IPSec %{1} - npeHTndpmkaTop craporo |IPsec-
connection %{1}u detected with 00/0{92?"”"9""";' )
peer %{18}s%][:%{19}u%], id 6{2} - Homep nuLieH3nn napTHépa.
0010011E hEAc?ﬁBIB_IE_ss_EFCAELI\IJ%EONN LP WARNING | "%{20}s", license number: %{2}s: %{18} - IP-appec naptHépa no IKE obmeHy
- - while processing initial contact ANA CTaporo COEANHEHUA.
"%6{10}s" Ansi cTaporo coeanHeHus. Ecnu He ykasaH,
TO NOPT cTaHgapTHbIn (500)
%{20} - 3HaueHue IKE ngeHtudmkatopa
ans ayteHTudpmkauumn naptHépa ons
CTaporo coeauHeHusl.
) ) MpoBepka NMUEH3NM NPOLLIA YCMELLIHO
00100124 MSG_ID_LP_LICENSE_CHE Lp INEO Product license info: product code
CKED %{1}s, license number %{2}u %{1} - Tun npoaykTa B NNLIEH3NM
%{2} - Homep nuueH3un
dan NUuUeH3nm OTCYTCTBYET UIN B HEM
00100125 | MSG_ID_LP_NO _LICENSE | LP ALERT Product license info: no license | HEMPaBWIbHbLIE AaHHbIC.
MpogykT 6yaeTt pabotaThk C orpaHUYEHUAMN 40
BBOAA NMLIEH3NM 1 pecTapTa.
He yganocTtb HanTu agpec Ansa ceTeBoro
[SNMP] failed to configure SNMP | UHTepdeica, KOTopbIi ykasaH B kayecTse
ination © . nctoyHnka SNMP tra|
00100129 MSG_ID_LP_SNMP_TRAP_ Lp WARNING trap destination %{1}s: no IP p

RECV_NO_IP

address found for network
interface "%{2}s"

%({1} - agpec nony4atena SNMP trap
%{2} - nornyeckoe Nms ceTeBOro
MHTEepgenca
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
CenekTop co3gaBaemoro SA nepecekaeTcs ¢
CeriekTopoM paHee co3gaHHoro SA ans
ofHoro uneTpa.
OTO NpuU3HaK HECOrnacoBaHHOCTU
%[%{32}s %] Traffic request KOHUrypauuin napTHepa, MOXeT NPUBECTU K
overlaps with other IPsec SA yaaneHuio IPsec-naketos npu obpaboTke ns-
0010012C | MSG_ID_LP_ID_CONFLICT | LP WARNING conflicting address range: %{5}s, [laHHoe coobLLeHe SBNSETCS
peer %{8}s%[:%{9}u%] %], id npeaynpexmneHmemM o0 BO3MOXHbIX Npobrnemax
"%6{10}s"%] 1 He npepbIBaeT NPoLecc co3aaHus SA.
%{1} - IP agpec napTHepa, co3gasLuero SA,
C KOTOPbIM KOH(PIMKTYeT BHOBb
co3gaBaeMblin
%{2} - nopT aTOro NapTHepa
MpepynpexaeHue BO3HMKAET, eCnu Npu
3arpyske KoHurypaumm obHapyxXeHo,
yT0 B IKERUIE NpucyTCTBYET HECKONBKO
MEeTOAOB ayTeHTudmKaumMm ogHoro Tuna.
[CFG] IKERule "%{2}s", line Pecnonaep OyaeT ncnonb3oBaTth TOMbKO
%{3}d: %{1}s has multiple nepBbli BApUaHT U3 ABYX OQHOTUMHbIX
00100130 | MSG_ID_LP_SAME_AUTH_ | 5 WARNING | authentication methods with the METO/0B.

METHOD_SPEC

same type, only first of them wiill
be used.

%{1} - cnncok, roe BCTpeYveH NoBTop
(AggrModeAuthMethod/MainModeAuthMeth
od)

%{2} - nvs ike-npaBuna

%({3} - Homep CTpOKK, rae 3TO NpPaBuno
onncaHo

Bel VPN Gate-V 4.1

Copyright © S-Terra Bel 2008 - 2016

22




Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Mpu yTeHwm ini-dparina obHapyxeHo
HenpaBWIbHOE 3Ha4YeHue Ans
MSG_ID_LP_AGENT_INI_C De_:fayltCrypto_E: ontextsheripSecs DefaultCryptoContextsPerlPSecSA
00100138 | P_CONTEXTS_PER SA_IN | LP WARNING | A n"agentini”is not valid (should P
— - S S be 1..128), %{1}d will be used OyneT Mcnonb3oBaHO 3Ha4YeHue no-
VALID instead. YMOIYaHuto.
%({1} - 3Ha4YeHne No-ymonyaHuo
MpeaynpexaeHne BO3HUKAET, CNu Npu
3arpyske KoHgUrypaumm obHapyxeHo,
yto B IKERUle 3aTpeboBaH aggressive-pexum
Onsa vHiguatopa,
HO MPUCYTCTBYIOT TPAHCKHOPMbI C Pa3nNNYHbIMU
[CFG] IKERule "%{2}s", line GrouplD.
00100139 Mgé;a{?F;LP—AM—USE—ONE LP WARNING | %({3}d: in Aggressive Mode ViHunatopom ByAeT 1cnonb3osarbes TOMbKO
- initiator will use %{1}d only. ykasaHHbln GrouplD.
%{1} - rpynna, kotopas 6yget
MCMonb3oBaHa UHMLMATOPOM
%{2} - nmga ike-npaBsuna
%{3} - HOMep CTpOKU, rae 3To NPaBuIo
onMcaHo
%[%{32}s %]OId IPSec SA had
been killed before new IPSec SA S kevina 6
was created during rekeying. A, 0J151 KOTOPOro NpoBOAUIICS re eylngS bin
0010013D MSG_ID_LP_OLD_SA DIE_ LP WARNING | Please report this to the product YAAreH 10 3arpy3ku BHOBL CO3AAHHOMO SA.

BEFORE_NEW

support. Peer
%{8}s%[:%{9}u%] %, id
"%{10}s"%]

Mpocbba coobLwmTb B Criyk0by nogaepxkm o
nogo6HoM noBegeHuu.
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Owwnbka yganeHns mapLupyTa, OnmMcaHHoro B
LSP.
MSG_ID LP_DEL_ROUTE [ROUTE] can't delete route 04011 -
0010013E = - | LP WARNING . 6{1} - noAceTb HasHa4eHa
%{3} - gateway unu ums nHTepdenca
%{4} - nosicHeHne oLnBKu
Owwnbka gobaBneHns MapLupyTa, ONMCaHHOro
B LSP.
MSG_ID_LP_ADD_ROUTE [ROUTE] can't add route 04011 -
0010013F = - - | LP WARNING . 6{1} - noAceTb HasHayeHs
FAILED %{1}s/%{2}d via %{3}s: %{4}s %{2} - Macka noaceT
%{3} - gateway unum nmsi uHTepdernica
%{4} - nosicHeHne oLwnoBKN
B cosgaHHoM IPsec SA orpaHunyeHue no
%[%{32}s %]SA traffic limit TpaduKy He COOTBETCTBYET AOMYCTUMOMY
00100140 | MSG_ID_LP_IPSEC HI_TTL | WARNING | imposed by the cryptograghic KpunTorpadpnieckoro anroputMa.

_TRAFFIC

algorithm, peer
%{8}s%[:%{9}u%], id "%{10}s"

%{1} - orpaHuyeHune, kotopoe byaet
mcnonb3oBaHo B co3gaHHom IPsec SA (0 -
6e3 orpaHnyeHnin)
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MSG ID

TekcToBOE NpeacTaBreHue

Pasgen

YpoBeHb

LLla6noH coo6LieHus

OnucaHue coObITUA

00100151

MSG_ID_AUDIT_LOAD_NE
W_LSP

LP

INFO

[CFG] new LSP (%{1}s line(s))
successfully loaded by "%{2}s"
user via %{3}s%[ "%{6}s"%)]
process%[%{4}s using
unrecognized connection%)]%[
using %{5}s remote connection%)]

KoHdurypaums ycnewHo 3arpy>keHa no
WHMUMaTMBE Nomnb3oBaTens NOCPEACcTBOM
yTunuThl (CS_console, Isp_magr).
[MpenBapsieT NOCTPOYHYIO Bbigavy
3arpyeHHou LSP no
MSG_ID_AUDIT_SHOW_NEW_LSP.

%{1} - KONIMYECTBO CTPOK B 3arpy>XeHHOM
LSP.

%{2} - nma nonb3oBaTens,
WHMLMMPOBABLLIETO 3arpy3Kky

%{3} - PID npouecca nokanbHOn yTUAnTHI,
BbIMOSTHMBLLIEN 3aNpocC Ha 3arpy3ky LSP
%{4} - BcnomoraTenbHbIA apryMeHT
%{5} - petann remote-connection
("Daemon(<IPs><ports>)")

%{6} - MaA yTUNUTLI, MHULUNPOBABLLIEN
3arpysky

00100152

MSG_ID_AUDIT_SHOW_NE
W_LSP

LP

INFO

[CFG] new LSP, line
%{1}u/%{2}u: %{3}s

NocnenoBaTenbHoO BblgaoTca "as is”
HYMepOBaHHbIE CTPOKW 3arpyxeHHon LSP
Cpasy nocne Bbiga4yn coobLleHns
MSG_ID_AUDIT_LOAD_NEW_LSP

%{1} - Homep BbligaBaeMom cTpoku LSP
%{2} - Bcero ctpok B LSP
%{3} - cTpoka LSP

08500001

MSG_ID_RRI_NOT_CREAT
ED

RRI

WARNING

[RRI] %{1}s, route not created:
destination %{2}s, traffic selector
%{10}s%]..%{11}s%]%[:%{12}d%]

>%0{13}s%..%{14}d%)]%[:%{15}d
%] %[ proto %{16}s%]

Owwnbka bopmupoBaHusa mapupyTta RRI. To
ecTb npobnema obHapyxeHa [0 NONbITKA
006aBUTb MapLUPYT B CUCTEMHYIO Tabnuuy.

%{1} - nosicHeHne oLINBKM
%{2} - TyHHEnNbHbIN agpec
%{10}-%{16} - cenektop SA
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Owwubka yganeHust mapLipyTa, CO3AaHHOro
RRI.
%{3} - gateway
%{4} - nosicHeHne ownbkn
Owwnbka gobasneHns mapwpyTa RRI.
MSG_ID_RRI_ADD_ROUTE [RRI] can't add route %({1}s/%{2}d %{1} - noaceTb HasHaYeHus
08500003 _FAILED RRI WARNING via %{3}s: %{4}s %{2} - macka nofceTu
%{3} - gateway
%{4} - nosicHeHne oLwnBKN
O6HaeneH mapwpyT RRI.
[RRI] updated route to %{1} - noAceTb Ha3HauYeHus
08500004 | MSG_ID_RRI_UPDATED RRI INFO %{1}s/%{2}d: new gw %({3}s, old %{2} - Macka noaceT
gw %{4}s %{3} - HOBbII gateway
%{4} - npegbloywmn gateway
[RRI] created route %{1}s/%{2}d | Cosgan mapwpyT RRI.
via %{3}s for destination %{4}s,
traffic selector %{1} - nogceTb HasHavYeHns
08500005 | MSG_ID_RRI_CREATED RRI INFO %{10}s%]..%{11}s%]%][:%6{12}d%)] %{2} - macka noaceT
- %({3} - gateway
>06{13}s%]..%6{14}d%]%][:%{15}d %{4} - TyHHenbHbI anpec
YpnaneH mappyTt RRI.
0 0, %({1} - nogceTb Ha3Ha4YeHus
08500006 | MSG_ID_RRI_ REMOVED | RRI INFO [RRI] removed route %{1}s/%{2}d i

via %{3}s for destination %{4}s

%{2} - macka nogcetn
%({3} - gateway
%{4} - TyHHenbHbIN agpec
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L_CONFLICT

data to resolve address conflict.
Peer %{8}s%[:%{9}u%]%, id
"9%6{10}s"%]

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
MapTHEPY BblAaH BHYTPEHHUA aapec 13
IKECFG nyna
%{1} - BbIAAHHLIV agpec
%[%{32}s %]IKECFG address %{2} - cTaTyc npokcuposaHus ARP-
%{1}s assigned to peer 3arnpocoB:
%%8{5%{:063{9}“%]1 |d(";’/o{1?}s'}', [ proxy ARP enabled - npokcvpoBaHue
%{2}s%l, dns server(s): %{11}s% 7
MSG ID IKE IKECFG ASSI ’ BKITHOMEHO ANS BCeX MHTepdencos ¢
10002001 GNED - IKE INFO %{12}s%] %[ %{13}s%]%][ NOACETSMM, BKTIOYAIOLMMM BblaaHHbIi
%{14}s%] %[ %{15}s(...)%]%] %], anpec:
domain suffix(es): %{21}s%] partial proxy ARP - npokcupoBaHue
S{22}59%6] %[ %6{23}5%] %[ BKIIOYEHO He 1151 BCEX MHTepdeiicoB C
%6{24}s%0]%[ %{25}s(....)%0]%] MoACETSMU, BKIIOYAIOLWMMI BbiAAHHbIN
appec;
no proxy ARP - ARP-3anpochbl He
NMPOKCUPYIOTCA.
%61%{32}s %]IKECFG address MapTHéP OTKa3ancsi OT paHee BblgaHHOMO
MSG_ID_IKE_IKECFG_REF rejected by partner. Assigning
10002003 USED_BY CLIENT IKE INFO another address. Peer :Elpzc;ab ﬂz IPT(éECFG nrycj"lmaéﬂegsemﬂ nonbITKa
9%{8)s%[:%{9}u%], id "%{10}s" A PTEPY Apyron anpec.
%[%{32}s %]IKECFG address
%({1}s is already bound to another | BolgaBaembii napTHEPY BHYTPEHHWUIA agpec u3
10002004 MSG_ID_IKE_IKECFG_POO IKE INEO partner. Clearing old IKECFG IKECFG nyna yxe 3aHaT ApyrMM napTHEPOM

€O cxofHbIMK napameTpamun. CoegnHeHns co
CcTapbiM NapTHEPOM ByOyT YHUUTOXKEHDI.
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Owmnbka npu NonbITke Bbigayn BHyTPEHHETO
agpeca napTHEépy.
%[%{32}s %]Cannot assian %{1}s - BbIGpaHHbIN IKECFG anpec ans
MSG_ID_IKE_IKECFG_ADD IK[EC{FG} add]ress%[ %{1}2%] to napTHepa (ecnu ectb)
00102005 SESS_ASSIGNMENT_FAILE LP INFO partnerv[: %{2}s%], peer %{2}_3 - BO3MOXHBIE MPUHVHBI:
%{8}s%[:%{9}u%], id "%{10}s" pool is not configured - nyn He 3anaH;
pool is over - nyn ucyepnas;
proxy ARP failed - owmnbka 3agaHus
npokcunposaHuss ARP-3anpocoB
6[%{32}s 9%]IKECFG address PaHee BblgaHHbIV NAapTHEPY BHYTPEHHWN
%{1}s was previously bound to ﬁ(ECFG PTHEPY BHYTP
current partner. Clearing old appec ns ijg a HeCOBMECTM %
10002006 MSG_ID_IKE_IKECFG_ADD IKE INFO IKECFG data to assign new TeKyLlen nonutnkon 6esonacHocTn, NMdo

RESS_INCOMPATIBLE

address. Peer
%{8}s%[:%{9}u%]%], id
"%{10}s"%]

napTHép 3anpocun gpyron IKECFG agpec.
Vmetomecs coeqmMHeHNst Co CTapbim
napTHEPOM ByayT YHNUTOXEHBI.

O6Lwme napameTpbl Anst COObLLEHNN:

%{8}s IP-agpec napTtHépa no IKE obmeHy.
%{9}u IP-nopT naptHépa no IKE obmeHy.
Ecnu He ykasaH, TO NopT CTaHOapTHbIN
(500)

%{10}s 3HaueHue IKE ngeHTtncmkatopa
Anga ayTeHTndukauum napTHEpa.

%{15}u Mopor orpaHnyeHnsa pecypca
%{20}s MpuunHa BO3HMKHOBEHMS COObLITUSA
%{32}s ipeHTudmkartop ceccun IKE
obmeHa. ®opmar - "<n:m>", rae n - Homep
sawmwarowlero ISAKMP coeanHeHnsa, m -
Homep oOMeHa, 3alMLLaemMoro AaHHbIM
ISAKMP coeguHeHnem

%{40}u Homep ISAKMP coegunHeHus
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%{8}sY6[:9%6{9}u%] %], id
"06{10}s"%]

MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
Hauat HoBbIli IKE 06MmeH.
) %{1}s MNpwunHa, BbI3BaBLUAS OOMEH
%{32}s St?rt IKE session, %{2}s Tun o6meHa (Exchange Type no
10000001 MSG_ID_IKE_START_SESS IKE DEBUG (I)?equeost..om{l}so, t)épe /o{2}_s, peer RFC2408)
ION 76{8}s%[: %{9}u%] %[, sessionid %{4}s Vinentudumkatop obmena (Initiator
%{4}s.%{5}s%] Cookie no RFC2408)
%{5}s NoeHtTudunkatop odbmeHa (Message
ID no RFC2408)
10000002 | MSCIPIKEEND_SESSIO e DEBUG | %[%{32}s %]Session completed | IKE oBMeH 3aBepLuéH
MapTHéP Npucnan nHgopmauuto 06
ucnone3dyemom Bel VPN AreHte
%{1}s HanmeHoBaHne npoaykTa
. %{2}s Ctapuin Homep Bepcum NpoaykTa
%[%{32}s %]Partner's VPN Agent %{3}s MnagLuuii HoMmep BepcuUn NPoOaYKTa
g]f?d%;czg?cgjg]%}i%{[zl} - %{4}s Homep c6opku npopykTa
UIA:70\25S. 701558, 70145 S70[70], %({5}s OnepauyoHHasi cuctema, Ans
10000003 | MOSIOAREPARTNER A ) ke DEBUG | OS:%{5}s%]%[, CPU:%{6}s%]%[, Ko{m}pom SaBoaH My
- features:%{7}s%] %[, product %{6}s Mnatcopma, Ans KoTopoit cobpaH
code:%{101}s%]%], license MPOAYKT
number:%{103}s%] %{7}s [lononHuTenbHble onumu,
BKITHOYEHHbIE B COOpKY (ecrnv nmetoTcs)
%{101}s Kog npoagykTa, ykasaHHbIV B
nMueH3nn
%{103}s Homep nuueH3un
%[%{32}s %]ISAKMP connection
0,
10000005 | MSG_ID_IKE_SA_CREATED | IKE INFO %6{40}u created, peer CoanaHo ISAKMP coeanHene
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SIONS_LIMIT

achieved. Request: %{1}s, peer
%{8}s%[:%{9}u%)]

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
ISAKMP connection %{40}u
closed, peer %{8}s%[:%{9}u%)] %,
id "%{10}s"%]%>INFOJ, bytes
10000006 | MSG_ID_IKE_SA_CLOSED IKE INFO sent/received: %{3}u/%{4}u, YHuutoxeHo ISAKMP coegunHeHne
exchanges passed: %{5}u%]%,
Reason: %{20}s%]%[, matched
by license number %{1}u%)]
MSG_ID_IKE_ID_RECEIVED %[%{32}s %]Receive identity MapTHEP Npucnan CBOK MAEHTUMUKALMOHHYO
10000007 _FROM IKE DEBUG "%{1}s", peer %{8}s%[:%{9}u%] MHopMauuio
%[%{32}s %]Send identity
"%{1}s", peer MapTHépPY OTOCNaHa nokanbHasi
10000008 | MSG_ID_IKE_ID_SENT_TO | IKE DEBUG %{8}s%[:%{9}u%)] %], id naeHTUmKaLmMoHHast nHopmaLms
"%{10}s"%]
MSG_ID_IKE_FLOAT_PART %[%{32}s %]Float partner to .
10000009 NER IKE DEBUG 06{8)S%:06{9}u%] M3ameHeHne ceTeBbIX MapaMeTpoB NapTHEpPa
. .| MapTHEpPY oTOCNaHbl NapamMeTpbl
04[O, 0
1000000A MSG_ID_IKE_PH2_ID_SEN IKE DEBUG %[%{32}s %ISend traffic request: 3awuaemoro Tpaduka cosgasaemoro IPSec
D %{1}s->%{2}s
coefVHeHuns
10000008 MSG_ID_IKE_PH2 ID_REC IKE DEBUG %[%{32}5 %]Receive traffic MapTHéP Npucnan napameTpbl 3auULLIAEMOro
\ request: %{1}s->%{2}s Tpaduka cozgaBaemoro |IPSec coeguHeHust
[ISAKMP] Exchange pended. IKE 06MeH OTMOXeH 13-3a OrpaHNYeHHOCTU
imi initi i EeCypCOB.
1000000C | MSG_ID_IKE_INITIATE_SES | |, WARNING | Limit of %{15}u initiated sessions pecyp

%{1}s MNpun4ymHa, BbI3BaBLLASA OTNOXEHHbIV
obmeH
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
[ISAKMP] Peer %{8}s%[:%{9u%)] | IKE 0OMeH OTMEHEH 13-3a OrpaHnyeHmns
has limit of %{15}u responding aKTMBHOCTU 4118 yKa3aHHOro napTHEpa.
MSG_ID _IKE_ACCESS_RES ) X
requests were rejected %{3}u VHWLMMPOBAHHBIX MapTHEPOM, C MOMEHTa
times npeabiayLero BbiBoAa AaHHOMo CoobLLeHNns
IKE Tpadumk oT ykazaHHOro napTHépa
[(ISAKMP] A denied f MOMHOCTbLIO UTHOPMPYETCS.
ccess denied for peer
1000000F | MSCIPIKEACCESS DE e WARNING | %{8}s%[:%6{9}u%]. %{3}u IKE- %{3}u KonnyecTso copouuienHbix IKE
packet(s) dropped NnakeToB OT yKa3aHHOFO I'IapTHepa C
MOMEHTa npegbiayliero BbiBoga AaHHOINo
coobLeHns
%[%{32}s %]Searching peer
MSG_ID_IKE_NO_PEER_CE certificate failed, Reason: not . .
10000011 RT IKE INFO found, peer Y6{8}sY6[:%{9Mu%]%l, CepTtudukat napTépa He HangeH
id "%{10}s"%)]
%[%{32}s %]Searching peer c o B
certificate failed. Reason: €pTndurKaT napTepa He npurofeH aAna
10000012 :\l’\'ﬁi['lg—'KE—PEER—CERT— IKE INFO 9{20}s.%{1}s, peer MCIONb30BaHNS
%{8}s%[:%{9}u%] %, id 0
%{1}s OnucaHve ceptudukata
"%{10}s"%)]
VMSG 1D IKE PEER CERT %[(?]‘{'3235 ((Z"%Lljfing peer Mcnonb3oBaHue cepTudmkaTa napTHEpa Ans
_ID_IKE_| . _ certificate:%({1}s, peer NpOBepKM NMoANMCH
10000013 FOUND IKE INFO 06{8)SY[: %6{SJu%]%], id poeep
"06{10}s"%] %{1}s OnncaHue cepTudukara
%[%{32}s %]Searching local
10000014 MSG_ID _IKE_NO LOCAL C IKE WARNING certificate failed, Reason: not He HargeH nokanbHbI cepTudoukaT onsi

ERT

found, peer %{8}s%][:%{9}u%] %],
id "%{10}s"%)]

co3aaHuA noanncu
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
%[%{32}s %]Searching local n . o
10000015 | MSC_ID_IKE_LOCAL CERT |, p WARNING | %{20}s.%{L}s, peer Menonb3oBaHMs
_INVALID oppod LI
/6{8}s%[: %{9}u%] %], id %{1}s OnucaHve cepTudmkarta
"%{10}s"%]
MSG 1D IKE LOCAL CERT %[ot/f’f{_3235 2//0};’?”9 local Wcnonb3oBaHre nokansHoro ceptudmkarta ons
_ID_IKE_ _ certincate:7oy 1;S, peer €o34aHus nognucu
10000016 | "5 ND IKE DEBUG | o4 r8)s06[:96{0}ut%]%], id
"%6{10}s"%] %{1}s OnucaHue cepTupukaTta
HeycnewHoe 3aBeplieHne IKE obmeHa
%[%{32}s %]IKE session %{1}s Cnucok (cTek) onepauuii, npu
stopped %] at BbIMOMHEHUW KOTOPbIX MPOM3oLLIa ownobka.
MSG_ID_IKE_EXCHANGE_ %{1}s%]%<DEBUG], type %{2}s, %{2}s Tun obmeHa (Exchange Type no
10000018 | £a) ED IKE DEBUG | neer o6{81s%[:96{9}u%]%], RFC2408) -
sessionld %{4}s.%{5}s%)]%)] %], %{4}s Vinentndmkartop obmeHa (Initiator
%{5}s VigeHtudpumkarop obmeHa (Message
p g
ID no RFC2408 )
OTcbinka napTHEPY coobLueHnst 06 yaaneHmum
COeLMHEHMS.
%[%{32}s %]Sending deletion %{40}s Homep ynansemoro ISAKMP
for%[ ISAKMP connection COeANHeHNS.
10000019 | MSG_ID_IKE_DELETION_S |\, » INFO 9%{40}n%]%[ IPSec connection %{2}u Homep ypansiemoro IPSec

END

%{2}u -%)]%[ %{3}s%>INFOJ,
spi:%{4}s%]%]

COeLIMHEHMS.
%{3}u CeTeBou npotokon IPSec
COeLIMHEHMS.

%{4}s NgeHTndukatop spi yaansemoro
IPSec coeanHeHus.
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Mony4eHo coobLieHne 06 yaaneHnm
coeiMHeHUs1 NapTHEPOM.

%[%{32}s %]Received deletion %{40}s Homep ynansaemoro ISAKMP
for%[ ISAKMP connection COeONHEHA.
1000001A | MOC-IPIKEDPELETIONR e INFO 9%{40}n%]%] IPSec connection %{2}u Homep ypansiemoro IPSec
%{2}u -%]%[ %{3}s%>INFO, CoeaNHEHNA.
spi:%{4}s%)] %] %{3}u CeTeBol NpOTOKON yAaNAemMoro
IPSec coeanHeHus.
%{4}s UpeHTndmkartop spi yaansemoro
IPSec coeauHeHus.
OTcbinka napTHéPY MHAOPMALMOHHOIO
CcoOoOLLIeHus.
%{1}u Tun nHdopmaLMoHHOro coobLyeHns
(Notification) no RFC2407, RFC2408.
%[%{32}s %)]Sending notification %{4}u Hosoe 3Ha4eHue orpaqu(eva
[%6{1}s]%] for %{33}s%]%] for XM3HWN COeAMHEHWs B cekyHaax (ans
10000018 | MSC_ID_IKE_NOTIFICATIO |\ p DEBUG | ISAKMP connection %{40}s%]%[, |  HoTdmkaunm RESPONDER-LIFETIME).

N_SEND

LifeTime:%{4}u%] %],
LifeTraffic:%{5}u%)]

%{5}u HoBoe 3HaueHne orpaHnyeHns
XWU3HW coeanHeHus B knunobawnTtax (ons
HoTudmkauum RESPONDER-LIFETIME).
%{33}s VipeHTndumkatop agpecyemon
ceccun IKE obmeHa.

%{40}s Homep agpecyemoro ISAKMP
coeavHeHMS.
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Mony4yeHo MHopMaLUNOHHOE coobLLeHMe.
%{1}u Tmn nHOpPMaLMOHHOIrO COOOLLEHNS
(Notification) no RFC2407, RFC2408.
%{3}s Peakuusa Ha nonydyeHHoe
) o coobuieHve.
([%[EAJ]{F]Z}S[ ?/o]Re{cel\}/ed ]”OE';'Ca“O” %{4}u HoBoe 3HaueHMe orpaHnueHNs
%{1}s]%] for %{33}s%]% for
MSG_ID_IKE_NOTIFICATIO . ) KM3HWU COeLIMHEHVs B cekyHAax (Ans
1000001C N RECV IKE DEBUG LSAKI\;IPoconnectlpn cT/g{40}s;’/o]::/0[. HoTUdMKaLmm RESPONDER-LIFETIME).
- %{3}s%] %], LifeTime:%{4}u%]%, %{5}u HoBOE 3HaueHe OrpaHNUeHNs!
LifeTraffic:9%{5}u%)] XN3HW coeamHeHns B kunobaiTax (ans
HoTudmkaumm RESPONDER-LIFETIME).
%{33}s NmeHTnudukatop agpecyemoim
ceccun IKE obmeHa.
%{40}s Homep agpecyemoro ISAKMP
coefVHeHus.
MonyyeHo He3awuLEHHOE (HegoBepsiemoe)
WMH(OPMaLNOHHOE coobLLeHME.
%0[%{32}s %]Received . . %{1}u Tvn MHPOPMALIMOHHOTO COOBLLEHNS
1000001p | MSG_ID_IKE_UNPROTECT | |, DEBUG unprotected notification [%{1}s]%[ (Notification) no RFC2407, RFC2408.
connection %{40}s%)]: Ignore ceccum IKE o6Mena.
%{40}s Homep agpecyemoro ISAKMP
coefVHeHus.
. ISAKMP coeguHeHwne 3akpbiTo Ang
%E%{}e' ng %]ISAKdMP[connectlon VICI'IOJ'Ib3OBaH£ll/IFI B HOBbIX IpKE—ogmeHax
MSG_ID_IKE_SA DEACTIV %{40}u deactivated%[, Reason: '
1000001E s - - - IKE DEBUG o /10 I HekoTopoe Bpems coeanHeHVe MOXeT ObITb
ATED rﬁ%%;@f’l[jﬂa}mhed by license MCMONb30BaHO ANs 3alMThl paHee co3aaHHbIX
0 ° 1 MHPOPMALMOHHBIX OOMEHOB.
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
%[9%6(32)s YIReducing life time%s( M3meHeHOo orpaHuyeHme XnU3Hu
0[%0132}s %]Reducing life tme%i | ycranasnneaemoro coegnHeHns no BpemMeHm.
10000020 | MSG_ID_IKE_REDUCE_LIF |\ p INFO for ISAKMP connection %{40}s%]
E_TIME to %{1}u seconds %{1}u HoBoe 3Ha4eHne orpaHnyeHns
XW3HW COeAMHEHUsI B CEKyHOax.
%[96(32)s YIReducing I M3meHeHOo orpaHuyeHme Xn3Hu
o[7o152S Yojreducing lire yCTaHaBnNnBaemMoro CoefiHeHUsl No Tpaduky.
10000021 I\E/ISTGR_AI\EEIIEE_REDUCE_LIF IKE INFO traffic%[ for ISAKMP connection
— %{40}s%)] to %{1}u kilobytes %{1}u HoBoe 3HaveHWe orpaHnyeHns
YKW3HU coeauHeHus B KnnobanTax.
[ocTurHyTo orpaHuyeHme no obuiemy
Konu4yecTBy BbinonHsaemblx IKE obmeHoB B
o ponwu pecrnongepa.
[ISAKMP] Limit of %{1}u Bce HoBble 0GMeHbI NeBoit hasbl,
10000050 MSG_ID_IKE_RESPOND_P IKE WARNING responding Phase-1 sessions is npeanaraemble napTHépamu, GyayT
H1 REJECT achlt_aved. Starting to reject new OTBEPraTbCsl 40 MOMEHTA CHUKEHUS HArpy3ku
sessions. (cMm.
MSG_ID_IKE_RESPOND_PH1_ACCEPT).
%{1}u [JoCTUrHYTbIA NOPOT OrpaHYEeHms.
Boso6HoBneHne npoBeaeHns HoBbix IKE
obmeHoB neBor ¢asbl, NpegnaraemMbix
[ISAKMP] %{1}u packets for new | N@pPTHEPaMy.
10000051 '\H/Ils (i\ég—Elg.E—RESPOND—P IKE WARNING | Phase-1 sessions were dropped. | (M- MSG_ID_IKE_RESPOND_PH1_REJECT)
- Starting to accept new sessions. %{1}u Konu4ecTso OTBEPrHyTbIX NakeTos
HOBbIX 06MeHOB nepBor hasbl 3a Bpemst
OENCTBUS OrpaHnyeHust.
. 0 I . .
10000070 MSG_ID_IKE_WRONG_PAD IKE DEBUG %6[%{32}s %]Wrong padding in MapTHEP Npucnan 3awmndpoBaHHbIA MaKeT C

DING

partner's encrypted packet

HenpaBuIbHbIM chopmaTtom padding'a.
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Mpowuszowna owmnbka npu otcbinke IKE-nakeTa.
MSG_ID_IKE_SEND_PACKE %[%{32}s %]Unable to send IKE
10000071 T FAILED IKE DEBUG packeto[ to %6{8}s%[:%{9}u%]%] MakeT moxeT ObITb NOCNaH No3gHee npu
peTpaHCMUCCUN.
04[0, 0 - 1
10000101 MSG_ID_IKE_NAT_REMOT IKE DEBUG /o[/o{32}_s Y%]NAT detected on O6Hap_y>|<eHo NAT-yCTpOMCTBO Ha CTOPOHE
E _DETECTED remote side napTtHepa
04[O, 0 - 1 1
10000102 MSG_ID_IKE_NAT_LOCAL_ IKE DEBUG /o[/o{3.2}s Y%]NAT detected on O6HapyxeHo NAT-yCTpOMCTBO Ha SIOKarnbHON
DETECTED local side CTOpOHE
%[%{32}s %]Packet to Mpu ncnonbsosanun NAT-Traversal ot
10000103 MSG_ID_IKE_NAT_T_WRO IKE DEBUG incompatible port received while napTHépa nony4deH IKE naket Ha UDP nopT
NG_PORT .
- using NAT-Traversal 500
%[%{32}s %]Unable to use port . i
10000104 | MSG_ID_IKE_NAT_T_UNAB | |\ r ERR 4500 for NAT-Traversal, peer: :'aeff;ﬁ” 6 Bun OTKpLIT CORET EaA Lg;a\rjgrial
LE_USE_PORT 9%{8)s%[: %6{9}u%] %], id: 1500 P P
"%{10}s"%]
Mo yHWMKanbHOMY HOMEpY NLEH3MM NapTHEPa
0BHapyXeHo cTapoe, Hemcnonb3yemoe
ISAKMP coeaunHerune
%[%{32}s %]Stale ISAKMP )
connection %{40}u detected with %%2];; Howmep nuueHanm naptHépa. .
peer %{18}s%[:%{19}u%)], id %{18}s IP-agpec napTtHepa no IKE obmeHy
10000201 '\Eﬂg.ﬁalﬁ—gﬁE—l_?gé‘hg—ECONN IKE WARNING | "%({20}s", license number %{2}u: ANs CTaporo COeAnHEHNs.
— - while processing initial contact %{19}u IP-nopt napTHépa no IKE obmeHy
"%6{10}s" TO nopT cTanaapTHbIN (500)
%{20}s 3HaveHue IKE vgeHTndukaTopa
AN ayTeHTudukauum napTHEpa ang
CTaporo coeguHeHus.
MSG_ID_IKE_LOCAL_LICE onTo 0 . .
10000202 | NSE_DUPLICATION DETEC | IKE DEBUG @[A{SZ}S O%6]Duplicate of local MapTHépP ncronbayeT Ty e SMLEH3NIo, YTO 1
TED license detected Ha NoKanbHOM YCTPOWCTBE
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
OLwwmrbBKa OTKPbITMA CoKeTa AN NOAAEPKKM
npotokona ISAKMP
. Haunnasa ¢ Windows Vista moxeT napeaka
[ISAKMP] Failed to open UDP .
10008001 MSG_ID_IKE_UDP_SOCKE IKE WARNING | socket for %{8}s:%{9}u. Please BO3HMKaTb NOCIIE BbIXOAa Windows u3 pexuma
T _FAILED . 'M6epHaumu (Hibernation)
send this message to support.
unu CHa (Suspend). B atom cny4yae cnegyet
nepesarpysutb LSP gns BocctaHoBneHus
paboTtocnocobHocTh AreHTa.
%[%{32}s %]RADIUS: Sending
MSG_ID_IKE_RADIUS_REQ ‘r'equesf o Ac.cess Server for user OTcbinka 3anpoca Ha ayTeHTUdUKauuno
10000401 UEST_USER IKE DEBUG %{L}s", peer. Access cepBe N yKasaHHOro username
- 9%{8)s%[:%{9}u%] %], id: pPBEPY ANy
"%{10}s"%)]
%[%{32}s %]RADIUS: Access OT Access cepBepa NornyyeHo paspelleHme Ha
granted.%|[ Additional attributes | CO3AaH1E COBANHEHNS C NAapTHEPOM
10000410 MSG_ID_IKE_RADIUS_ACC IKE DEBUG received: %{1}s.%] Peer:

ESS_GRANTED

%{8}s%[:%{9}u%] %], id:
"%{10}s"%)]

%{1} - MNMpucnaHHble ONONHUTENbHbIE
aTpubyTbl. PopMMpPYOTCS N3 COOOLLEHUA
MSG_ID_IKE_RADIUS_IKECFG_DATA
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MSG ID

TekcToBOE NpeacTaBreHue

Pasgen

YpoBeHb

LLla6noH coo6LieHus

OnucaHue coObITUA

10000411

MSG_ID_IKE_RADIUS_IKEC
FG_DATA

IKE

DEBUG

Framed-IP-Address:%{1}s%),
cisco-av-pair:"dns-
servers=%;{10}s%[
%{11}s%]"%]%, cisco-av-
pair:"default-domain=%{20}s%][
%{21}s%]"%]%[: (%6{3}s)%)]

HononHutenbHble aTpubyThbl, NPUCNaHHbIE
RADIUS-cepsepomMm, hopMmupyemble ans
coobLeHns

MSG_ID_IKE_RADIUS ACCESS_GRANTED
(He aBnsaetca camoctoaTenbHbIM
coobLeHnem)

%{1},%{10},%{11},%{20},%{21} -
3Ha4YeHMa COOTBETCTBYIOLLNX aTpnbyTOB
%{3} - panbHenwne gencTens no
NCMNONb30BaHUO aTpubyToBs:

sending received attributes to peer as
IKECFG data - 3Ha4yeHus 6yayT
nepegaHbl NapTHEPY B KayecTBe
IKECFG napameTtpoB

ignored due to intersection with local
AddressPool - 3HaueHust OyayT
WUrHOPMPOBAaHbI, TaK Kak NPUCIaHHbIN ip-
agpec nonagaeTt B My, KOTOPbIN
KOHTpoOnupyeT nokanbHbii IKECFG
cepsep

ignored: IKERule has IKECFGPool,
using local IKECFG data instead -
3HayeHns OyadyT UTHOPUPOBAaHbI, TaK Kak
B cpaboTaBwem IKE-npaBune
3apgencTBoBaHa Bblgada IKECFG
napamMeTpoB 13 fOKanbHOro nyna
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MY_OBJECT

%{8}s%[:%{9}u%] %], id:
"%{10}s"%)]

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
HeycnelwHoe 3aBepLueHne 3anpoca kK RADIUS-
cepBepy

%{1} - MpuumHa oTkasa:
Access Server timeout - HET OTKNUKa OT
%[%{32}s %]RADIUS: %{1} RADIUS cepaepa
MSG ID IKE RADIUS ACC 0l7013£5S 70 - /LS. Access Server is not authenticated -
10000420 ESS _FAﬁ_ED_ - IKE DEBUG E)eel’: %:{08}5%[%{9}[]%]%[, id: HeycnellHasi ayTeHTM(bMKaU.Mﬂ RADIUS-
a /6{10}s"%] cepBepa (HeBepHOe 3Ha4eHune secret)
Rejected by Access Server - RADIUS-
cepBep OTkasan B 4OCTyne NapTHEpY
(HeBepHasi napa user-password)
Request to Access Server failed - npoyne
owmnbkn
MSG_ID_RADIUS LOAD_S : [RADIUS] AAA Settings are not He yganocb HacTpouTtb knmeHT RADIUS
00880001 ETTINGS RADIUS Client WARNING properly activated: %{1}s (cTpykTypa LSP AAASettings).
00880002 | MSG_ID_RADIUS_NO_KEY | RADIUS Client WARNING l['RADIL‘{S] Can't retrieve key He ypoanocb oGHapyxu1Tb krtod B 6a3e faHHbIX
%{1}s" from DB npoagykTa
B 3arpyxaemon HoBow LSP oTcyTCcTBYIOT
IKECFG nynbl, KOTOpble COOTBETCTBYHOT
[IKECEGSRV] There is no pool in gg);()rc)ei:anHblM paHee BbigaHHbIM IKECFG
new configuration for remaining )
007E0001 MSG_ID_IKECFGSRV_DUM IKECEG Server WARNING | address %{1}s, peer: IKECFG agpec npogormxaeT yaepXunBaTbcs,

XOTS1 OH HEe COOTBETCTBYET HN OQHOMY U3
nynoB B HOBOW LSP.

MpumeyaHue: [JaHHoe coobLeHne MOXET He
BbIBOOAUTLCA NPU NOTMPOBAHUM HA BHELLHWUIA
syslog cepsep.
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D_CANCELED

cancelled.

MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
Pesynbtat LDAP 3anpoca — 06bekThbl He
MSG_ID_LDAP_REQ_NOT %[%{32}s %]LDAP request result: HaAeHbI
00324001 == - - — | LDAP INFO " N
FOUND NOT FOUND. Query: "%{1}s". {1} - LDAP sanpoc (URL)
{32} - npeHtudmkatop ceccun IKE obmeHa
He ypanocb cpopmumpoBaTb KOPPEKTHLIN
LDAP 3anpoc.
{1} - LDAP 3anpoc (URL)
M D LDAP CREATE R 9%1%(32}s %|Failed 30ech 1 fanee: AaHHbIN 3anpoc MOXeT
00324101 | MSG_ID_LDAP_C -~ | LDAP WARNING | 7e1%{32}s %]Failed to create | oTnuyatbes oT URL,

EQ_FAILED LDAP request. Query: "%({1}s". yKasaHHOro B Coo6LLEeHM 0 POPMUPOBAHIM
LDAP-3anpoca (cnyyan "CRL by URL"),
ecnu ucxogHoln URL He cogepxan agpeca
LDAP-cepsepa.

{32} - npentudpmkatop ceccun IKE obmeHa
Owwnbka pasdopa coobuieHus ot LDAP
YA 0 i cepsepa.
00324102 | MSG_ID_LDAP_PARSE_FAI | | 5,p WARNING | %[%{32}s %]Failed to pa}'rose ) peep

LED LDAP message. Query: "%{1}s". {1} - LDAP 3anpoc (URL)

{32} - naentudpmkatop ceccun IKE obmeHa
YA 0 LDAP 3aripoc 3aBepLUeH no TanMayrTy.
00324103 | MSC_ID_LDAP_REQ_FAILE || 1 ,p WARNING c/;[n/gﬁlzgj b/;]lt_ir?l/z_a\surte%f:rty-

D_TIMEOUT b ; . : {1} - LDAP 3anpoc (URL)

%{1}s". {32} - noenTudmkaTop ceccum IKE obmeHa

MSG_ID_LDAP_REQ_FAILE %[%{32}s %]LDAP i it et

_ID_ a A 0[%{32}s % server is not
00324104 | 5"NOT RESPOND LDAP WARNING responding. Query: "%{1}s". {1} - LDAP sanpoc (URL)
{32} - npentudmkatop ceccun IKE obmeHa
LDAP 3anpoc oTMEHEH (Hanpumep npu
00324105 MSG_ID_LDAP_REQ_FAILE LDAP DEBUG %[%{32}s %]LDAP request OCTaHOBKE CepBIca VPNsve)

{32} - noentucmkatop ceccun IKE obmeHa
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
MSG_ID_ LDAP_REQ_FAILE %6[9%{32)s %]LDAP ) CoeanHerne LDAP 6bIno 3akpbITo npu
_ 1D _ | 0|70 S Y0 connection Bb|rpy3Ke LSP
00324106 D_CONNECTION_CLOSED LDAP DEBUG was closed by LSP unload.
{32} - npentndpukatop ceccumn IKE obmeHa
BHyTpeHHsist olunbka moayns LDAP.
003241FF MSG_ID_LDAP_REQ_FAILE LDAP DEBUG %[%{32}s %]LDAP internal error. yIP Y
D_UNKNOWN {32} - nnenTudpmkatop ceccum IKE obmeHa
%6[9%{32)s %]LDAP . it PesynbTtat LDAP 3anpoca - HangeHo {2}
0[%6{32}s % request result: | ogLekToB
00325001 | MSG_ID_LDAP_REQ_SUCC || 1 ap INFO %{2}u object(s) found. Query:
ESS "0{1)s" {1} - LDAP 3anpoc (URL)
{32} - upenTudpukaTtop ceccum IKE obmeHa
Cdopmupoan LDAP 3anpoc {1}
roe {1} — 3anpoc B 0O4HOM M3 CneayrLmnx
BMOB:
"CRL by DN: <Printable_ DN>" — 3anpoc
MSG_ID_LDAP_REQ_STAR %[%{32}s %]LDAP request: CRL npounssoauTcs no DN.
00327001 T LDAP DEBUG "%6{1}s". "Certificate by DN: <Printable_DN>" —
3anpoc cepTudukaTa Nnpon3BoanTCs B BU4E
DN.
"CRL by URL: <url>" — 3anpoc CRL no URL
(6epetca ns CDP).
{32} - npeHtTudpumkatop ceccum IKE obmeHa
%[%{32}s %]LDAP request LDAP zanpoc "{1}" npourHopvpoBaH: He 3adaH
00327002 “RASS—ID—LDAP—REQ—IGNO LDAP DEBUG ignored: there is no LDAP server | LDAP cepsep
available. {32} - noeHTudukaTop ceccum IKE obmeHa
MSG_ID_CSCONF_CONV_E | Sisco-like LSP KoHBEpTOp 3aBepLumn paGoTy ¢
00723001 T - —— | console & ERR LSP converter finished with errors pTop P P y
ND_FAIL converter owmbkamum
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
MSG_ID_CSCONF_PARSE_ | Cisco-like Certificate for CA "%{1}s", parse
00723003 CERT - — | console & ERR error P Owwnbka pasbopa ceptudmkara gna CA {1}
converter
MSG_ID_CSCONF_Noca_ | Ciscorlike Wrong certificate type for CA
00723004 CERT - — | console & ERR "9%{1}s", must be CA certificate HesepHbit TN ceptudmkata ana CA {1}
converter
Cisco-like CA certificate "%{1}s" already CA ceptudpmkart {1} yxe npucyTcTByeT B
00723005 )l\?é?—lD—CSCONF—CERT—E console & ERR exists in the trustpoint "%{2}s". trustpoint {2}. JobasneHne cepTndmkara
converter Certificate addition ignored. NPOVUrHOPUPOBAaHO
MSG ID CSCONE POOL | Cisco-like Current pool entry has TeKywni nyn agpecoB MMEKOT NepeceveHmns ¢

00723006 S - - console & ERR intersection with others, no entry | gpyrumu nynamm. 3anuce He byaet

NTERSECT :
converter will be added pobasneHa.
Cisco-like .

00723007 MSG_ID_CSCONF_NON_C console & ERR COl_JId not save previous user- He yganocb coxpaHuTb npenpiayLyo
SCONS_SAVE_FAIL converter defined LSP in file "%{1}s" none3oBaTensckyto LSP B pann "{1}"
MSG_ID_CSCONF_CMD_R Cisco-like Command "%{1}s" removed from | KomaHga "{1}" aBTOMaTn4eckun yoaneHa m3

00724001 ity - - console & WARNING ' : ;

EMOVED_AUTO configuration automatically KOHMrypaumm.
converter
Mpu cTapTe cs_console n3 koHpUrypaumm
Cisco-like . o . | aBTOmMaTndecku 6bin yaaneH ceptndukar,
00724002 MSG_ID_CSCONF_REMOV console & WARNING Remov.|r_1g CA Trustpoint "%{1}s", OTCyTCTBYOLLMIN B B6a3e nokanbHbIX HACTPOEK.
E_CERT no certificate found 9 .
converter O6pasoBancs nycrou trustpoint,
KOTOpbIN Takke ObliT aBTOMaTU4ECKnN yaarneH.
Cisco-like lMpu cTapTe cs_console n3 koHpuUrypawumm
. w, "

00724003 MSG_ID_CSCONF_REMOV console & WARNING Removing KEY O0{1}s", no key aBTOMaTU4yecku Obin yganeH }

E_KEY converter found in agent preshared key, otcyTctBytowuin B 6ase

JTOKalibHbIX HACTpOEeK.
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
Mpu cTapTe cs_console obHapyeHbl
User) sl were sutomatcaly | 7E0STEn oo ToyToravoune
00724004 MSG_ID_CSCONF_USER_A console & WARNING added to configuration. Zero shell BblCTaBnéHa cs_console
UTOMATICALLY_REUSED privilege level was assigned to — '
converter them [aHHble nonb3oBaTeny aBTOMaTNYeCKU
‘ nobaeneHbl B KOHOUIYpaLMIO C HyNeBbIM
YPOBHEM MPUBUIETIA.
Cisco-like Cisco-like console started by user
00725001 | MSG_ID_CSCONS_START console & NOTICE "6{1}s" y Cs_console 3anyuwieHa nonb3osatenem "{1}".
converter
Cisco-like Cisco-like console exited (user
00725002 | MSG_ID_CSCONS_EXIT console & NOTICE " " Monb3osartens "{1}" Bbilwen n3 ¢s_console.
%{1}s")
converter
YcnewHo co3gaH nonb3oBaTtenb
onepaunoHHom cuctembl "{1}".
Cisco-like MoxeT BblgaBaTbCsi Kak Npu py4HOM BBOAE
00725003 '\R/EE.F'IE%—CSCONF—USER—C console & NOTICE User "%{1}s" created KOMaHbl, TaK 1 Npu cTapTe ¢Ss_console
converter (B cnyyae, ecnu B kOHpUrypaumm
NpUCYTCTBYET NOMb30BaTerb,
OTCYTCTBYIOLLMIN B CUCTEME).
Cisco-like Monb3oBaTtenb onepaunoHHon cuctemsl "{1}"
00725004 MSG_ID_CSCONF_USER_R console & NOTICE User "%{1}s" removed YCTELLHO yaaneH.
EMOVED converter MoxeT BblgaBaTbCs NpU py4HOM BBOAE

KOMaHAbl N0 username ...
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Maponb nonb3oBaTensi onepauMoHHON
cuctemsl {1} ycnewHo CMeHeH.
MoxeT BblgaBaTbCs Kak Mpy py4YHOM BBOAE
Cisco-like KOMaHAb! (TONMbKO AN yXKe CyLLeCTBYOLWEero
00725005 MSG_ID_CSCONF_USER_P console & NOTICE User "%{1}s" password changed nonb3oBaTens),
WD_CHANGED
- converter Tak 1 npu cTapTe cs_console (B cny4yae, ecrnu
naporb Nonb3oBaTens B KOHUrypauum He
COBMagaeT C naposiem rnornb3oBaTterns B
cucteme).
[MpuBunerns nonb3oBaTens onepaumoHHON
cuctembl {1} n3meHeHa Ha HOBOE 3HadeHue
{2}.
Cisco-like MoxeT BblgaBaTbCsl Npy py4HOM BBOAE
w, .
00725006 MSG_ID_CSCONF_USER P console & NOTICE User "%{1}s" privilege changed to | komaHgbl username ...
RIVL_CHANGED %{2}d (Tonbko Ans yXe CyLeCcTBYOLLEro
converter
nonb3oBaTens).
OpgHa koMaHfa username... MOXeT nopoxagaTtb
cpasy gBa coobLUeHs:
O CMeHe Naposns 1 0 CMeHe NpuUBUIEriu.
Cisco-like Monb3oBaTtenb BoOLEN B NPUBUIErMPOBaHHbIN
MSG_ID_CSCONF_USER E User "%{1}s" has entered into the | pexxum (no komaHge enable).
00725007 console & NOTICE o
XEC_ENTERED converter privileged EXEC mode BblgaeTcsa TONbKO Npy py4HOM BBOAE KOMaHAbl
enable.
Cisco-like . .
MSG_ID_CSCONF_NON_C Previous user-defined LSP saved | lNpegblaywas nonb3osartensckas LSP
00725008 console & NOTICE R " . araim
SCONS_LSP in file "%{1}s coxpaHeHa B canne "{1}
converter
O6HapyxeHa HECUHXPOHU3MPOBaHHas
Cisco-like nonutuka. Tuvn NnonuTukK: <type>
00725009 MSG_ID_CSCONF_POLICY console & INEO Non-synchronized policy roe <type> oavH us:
_NON_SYNC detected. Policy type: %{1}s DDP
converter
DHCP Only

User-defined (Source: Command-line utility)
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
MSG_ID_CSCONF_PRESHA | Cisco-like Certificates or preshared keys CepTdmKaThl M preshared keys
0072500A | RED_KEYS_OR_CERTS C | console & INFO were changed. Conversion P P y
. n3MmeHunnmcb. TpebyeTca KoHBEpPTUpOBaHME
HANGED converter required
Cisco-like
0072500B | MSG_ID_CSCONF_START console & NOTICE Command interpreter started CrapT nHTepnpeTtaTopa komaHz
converter
Shell nonb3oBaTensa onepaunoHHON CUCTEMBI
{1} ycnewHo cmeHeH.
Cisco-like " " MoxeT BblgaBaTbCs Npu cTapTe ¢s_console (B
MSG_ID_CSCONF_USER_S User "%{1}s" shell changed to -
0072500C HELL_ CHANGED console & NOTICE Jopt/VPNagent/bin/cs_console cryvae, ecrnv nonb3oBaTernb NMPUCYTCTBYET B
converter KOHUrypaumm n B cucteme, HO B cUCTEME B
kayectBe shell nponncaHo gpyroe
NPUNOXeHune).
Cisco-like
00726001 '\Eﬂg &—ID—CSCONF—CONV—B console & INFO Starting LSP converter 3anyck LSP koHBepTOpa
converter
MSG_ID_CSCONF_CONy_E | Cisco-like LSP converter finished
00726002 ~, = - —— | console & INFO LSP koHBepTOp oTpaboTan 6e3 owmnbdok
ND_OK successfully
converter
MSG_ID_CSCONF_CMD_ST Cisco-like Start interpreting command: Hadvano o6pabotkn komaHabl {1}
00727001 P —=MP_=1 ] console & DEBUG >tart INterpreting : P A
ART %{1}s VMHTEpNpeTaTopoMm
converter
MSG_ID_CSCONF_CMD_E Cisco-like Command "%({1}s" processed O6paboTka komanapbl "{1}" 3aBepLueHa
00727002 =~ — - - console & DEBUG .
ND_OK with status OK yCMeLHo
converter
MSG_ID_CSCONF_cmp_E | Cisco-like Command "%{1}s" processed
00727003 ND_F_AIL_ - - ggz\s/glr(taefa DEBUG with status FAIL KomaHga "{1}" obpaboTtaHa ¢ owmnbkon
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Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpatopa. [poTokonupoBaHue coobITMi

MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
Cisco-like "o " O wpam -
00733001 MSG_ID_CSCONV_INTERF console & ERR Interface "%{1}s r(_eferences to UuTepdeic "{1}" ccoinaetca Ha nycton ACL
ACE_EMPTY_ACL the empty access list "%{2}s". "2}
converter
Cisco-like
00733002 :\C/SEGEI(IJD(SESCONV—NO—ACT console & ERR Address pool "%{1}s" not found. He HavipgeH nyn agpecos "{1}".
- converter
e Class map "%{1}s" (from policy g : oy
MSG_ID_CSCONV_CLAss_ | Cisco-like map "%{2)s") references to the | </asS Map "{1}" (u3 policymap "{2}")
00733003 console & ERR . CCbINaeTcs Ha MNyCcToW NN OTCYTCTBYHOLLNA
MAP_EMPTY_ACL empty or absent access list o
converter " " ACL "{3}
%{3}s".
Cisco-like Could not convert crypto map
00733101 MSG_ID_CSCONV_NO_ISA console & ERR "%{1}s". Reason: There is no H ee:'o SMOXHO C_KOHBepTMpOBa.Tb crypto map
KMP_POLICY . ; {1}". NMpuumnHa: OTcyTcTBYyeT isakmp policy.
converter isakmp policy.
Could not convert crypto map ti{i}l?f’ﬁMO)KHO CKOHBEpPTMpOBaTb Crypto map
Cisco-like "%{1}s". Reason: There is no CA ’ . o
00733102 MSG_ID_CSCONV_WRONG console & ERR or appropriate preshared key. MpuunHa: OTcyteTByeT CA unv nogxogsaLunim
_AUTH ! ) Preshared Key,
converter Also isakmp policy can have ) .
; nunbo isakmp policy HenpaBuneHoro Tuna (rsa-
wrong type (rsa-sig or pre-share). .
sig unu pre-share).
Cisco-like Could not convert crypto map
00733103 MSG_ID_CSCONV_NO_PEE console & ERR "9%{1}s". Reason: There is no '|"|eB"03MO>KHO C-KOHBepTVIpOBaTb crypto map
R {1}". Mpuumna: OTcyTCTBYET pEEr.
converter peer.
Cisco-like Could not convert crypto map
00733104 MSG_ID_CSCONV_NO_TRA console & ERR "06{1}s". Reason: There are no '|"|eE:'03MO)KHO C-KOHBepTVIpOBaTb crypto map
NSFORM_SET {1}". Mpuumna: OTcyTcTBYHOT transform sets.
converter transform sets.
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
HeB03MOXHO CKOHBEPTMPOBAaTL Crypto map
unu dynamic crypto map template:
MpuunHa: Crypto map HenonHas (B criydae
crypto map: He xBaTtaeTt crypto ACL vnu peer;

Cisco-like B criyyae crypto map vnu dynamic crypto map
MSG_ID_CSCONV_INCOMP Could not convert %{1}s. Reason: . Y
00733105 LETE CRYPTO MAP console & ERR itis incomplete. {1} template: ccbinka Ha nycton crypto ACL).
- - converter %{1}s - OAUH 13 ABYX BApMaHTOB:
crypto map "<name> <seg-num>"
nnm
dynamic crypto map template "<name>
<seg-num>"
Giscorlike Could not convert crypto map "I—{li?psmomHo CKOHBEpTMpOBaTb Crypto map
00733106 MSG_ID_CSCONV_CRYPT console & ERR "%{1}s". Reason: Reference to I'Ipw;MHa' Ccbinka Ha nycton ACL "{2}" ans
O_MAP_EMPTY_ACL the empty access list "%{2}s" for )
converter L Clear-Text omnbTpaymm
a clear-text packets filtration.
(BHYTPY 3aLLNLLEHHOrO TYHHENS).
HeB0O3MOXXHO CKOHBEPTUPOBATL Crypto map
Could not convert %{1}s. Reason: | "{1}".
MSG_ID_CSCONV_CRYPT | Cisco-like %{2}s references to the same MpuunHa: crypto map (unu dynamic crypto
00733107 | O_MAP_IKECFG_MISMATC | console & ERR pool ("%{3}s") but the additional map template) "{2}" ccbinaetcsa Ha TOT xe
H converter parameters to send to client are cambin nyn ("{3}"), HO JoNoONHUTENbHbIE
different. napamMeTpbl, OTCbIaeMble KITMEHTY,
pasnunyarTCcs.
Could not convert crypto map HeB0O3MOXXHO CKOHBEPTUPOBATL Crypto map
IIO {1} . H H n "
00733108 gsﬁx:f _PCHS:LCE)/IIEI)\I/)_ECFI\{/I\I(SPI-\I—/I Cisco—llikg ERR Pﬁgls}esll zi?jzzn(nﬁginr?grtllg ’ ngla}w;MHa: KOHMOMUKTYIOLLME PEXUMbI MepBOi
= - = - console aggressive) for different peers. a3kl (main mode u aggressive mode) ons
ATCH converter " : "
Check the "crypto isakmp peer pasHbIX peer-oB.
commands. MpoBepbTe KoMaHab! "crypto isakmp peer".
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
MSG_ID_CSCONV_CRYPT | Cisco-like Could not convert %{1}s. Reason: | HeBO3MOXHO CKOHBepTMpPOBaTh Crypto map
00733109 | O_MAP_ACL WITH_TIME_ | console & ERR access list "%{2}s" references "{1}".
RANGE converter time range. MpuunHa: ACL "{2}" ccbinaeTcs Ha time range.
Could not convert %{1}s. Reason: "I—{Iizialpsmo»mo CKOHBEpTMpPOBAaTh Crypto map
MSG_ID_CSCONV_CRYPT | Cisco-like AAA client authentication list has n I/I‘:II/IHa' MOMCYTCTBYIOT CObITKA Ha CHUCOK
0073310A | O_MAP_NO_CLIENT USER | console & ERR been referenced without P - lpncyTerBy
" . AAA ayTeHTUdUKaLmn, HO OTCYTCTBYET
NAME converter username source ("set client . :
N WCTOYHMK MMeHM nonb3oBaTens ("set client
username..."). .
username...").
Could not convert %{1}s. Reason: | HeBO3MOXXHO CKOHBEPTUPOBATL Crypto map
MSG_ID_CSCONV_CRYPT | Cisco-like ﬁ?e?n(ilrigt;)ul}?ceenﬂg?ggen set n{l}l;ll:IMHa' 3a4aH NUCTOYHWK NMEHM
0073310B | O_MAP_NO_AUTH_LIST_R | console & ERR X SY o P -3aAa
= - = - - without authentication list nosib3oBaTenNs, HO OTCYTCTBYET Cnncok AAA
EF converter " . " ; o
reference ("set client ayteHTudukaumm ("set client authentication
authentication list..."). list...")
MSG_ID_CSCONV_CRYPT | Cisco-like Could not convert %{1}s. Reason: .t;if.’.o 3MOXHO CKOHBEPTUPOBATE Crypto Map
0073310C | O_MAP_UNKNOWN_AUTH_ | console & ERR Reference to unknown AAA client ’ . -
SO MpuumHa: Ccbinka Ha HEM3BECTHbIN CMUCOK
LIST converter authentication list.
AAA ayTeHTudmkaumu.
Cisco-like
007331FF MSG_ID_CSCONV_CRYPT console & ERR Could not convert crypto map HeB0O3MOXHO CKOHBEPTMPOBATL crypto map
O_MAP_NOT_CONVERTED converter "%{1}s". Reason: Unknown "{1}" no Hen3BeCTHOW NpUYUNHE.
Cisco-like LSP load failed%[: %{1}s%].%[ | € YAANOCk MPOrpy3nTb CHOPMUPOBAHHY!IO
MSG_ID_CSCONV_LSP_LO V0 LSP.
00733A01 AD FAILED console & ERR Erroneous LSP saved in file Paciumdposka owmeka: {1}
- converter "%6{2}s".%)] P )

OwwnboyHasa LSP coxpaHeHa B channe "{2}".
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
MSG_ID_CSCONV_LSP_LO | Cisco-like LSP load failed: vpnsvc daemon Eglg/ﬂanmb MPOTPYSUT CROPMMPOBAHIYIO
00733A02 | AD_FAILED_VPNSVC_NOT | console & ERR . . -vP )
= - - is not running. HeBO3MOXHO YCTaHOBUTL CBSI3b C CEPBNCOM
RUNNING converter
_ vpnsvc.
Cisco-like P " g -
MSG_ID_CSCONV_NO_TIM Access list "%{1}s" references ACL "{1}" ccbinaeTtcs Ha OTCyTCTBYOLWMI time
00733A03 console & ERR . " " wfon
E_RANGE absent time range "%{2}s". range "{2}
converter
MSG_ID_CSCONV_AUTH_L | Cisco-like L
00733A04 | IST RADIUS WITHOUT SE | console & ERR AAA guthentlcatlon list has been | 3agaH cnucok AAA ayTeHTUMKaumm, HO He
= - - set without RADIUS server. 3apaH agpec RADIUS cepsepa
RVER converter
Cisco-like
00733A05 MSG_ID_CSCONV_RADIUS console & ERR RADIUS server has been set 3agaH RADIUS cepsep, HO He 3agaH naporb
_SERVER_WITHOUT_KEY without shared secret. A0oCTyna K Hemy
converter
Cisco-like
00733FFF | MSG_ID_CSCONV_FAILED | console & ERR LSP conversion failed HeunsBecTHasi oumbka koHBepTUpoBaHus LSP.
converter
Cisco-like " " BeeaeHHbin LDAP url {1} npourHopupoBaH,
MSG_ID_CSCONV_LDAP_I LDAP url "%{1}s" ignored. IP i
00734001 GNORED console & WARNING address and port allowed only. NOCKONbLKY AonyckarTcs Tonbko IP-agpec u
converter noprT.
Cicolice Crypto map "%{1}s" contains gezrr)iggo map-e {1} nponucaHbl HECKONbKO
MSG_ID_CSCONV_SOME_ several peers. Peer(s) "%{2}s" | i
00734002 PEERS_IGNORED console & WARNING ignored due to authentication Peer(s) {2} npourHopmnpoBaHbl 13-3a TOro, YTO
converter . ) X ANsi HX He coBnagaeT
information mismatch.
ayTeHTUdmKaLMoHHasa nHgopmMaums.
e Crypto map "%{1}s" contains wpqm
00734003 | MSC_ID_CSCONV_SEVERA gcl)icsglgkg WARNING | Several peers with different Céﬁﬁi?mrﬂa‘?eil}ar‘éﬁﬂfﬁ »;m HOCOTBIo PEs ©
L_IPSEC_ACTIONS preshared keys. This is not P P ys:
converter recommended OT0 HepekomMeHayemasi CUTyauus.
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
Cisco-like Crypto map(s) "%{1}s" contain Crypto map(-bl) {1} cogepxart transform set-bl,
MSG_ID_CSCONV_MIXED_ transform sets with different B KOTOPbLIX 3afaHbl pa3Hble encapsulation
00734004 console & WARNING .
MODE_TUNNEL encapsulation modes. Tunnel pPeXMBI.
converter ; .
mode is used. Mcnonb3yeTcst TYHHENbHbINA PEXUM.
Cisco-like Crypto map(s) "%{1}s" contain Crypto map(-bl) {1} cogepxart transform set-bl,
00734005 MSG_ID_CSCONV_MIXED_ console & WARNING transform sets with different B KOTOPbIX 3afaHbl pa3Hble encapsulation
MODE_TRANSPORT encapsulation modes. Transport peXumbl.
converter ; .
mode is used. Mcnonb3yeTca TpaHCNOPTHbLIN PEXUM.
Cisco-like Crypto map set(s) "%{1}s" contain | Crypto map set(s) "{1}" cogepxat cTatnyeckue
00734006 MSG_ID_CSCONV_STATIC console & WARNING | static crypto map(s) with priorities | crypto map(s)
AFTER_DYNAMIC ;
- - converter lower than dynamic. C NPUOPUTETOM HWXKE, YEM Y ANHAMUNYECKMX.
Cisco-like _ CdpopmuposaHHas LSP 3arpyxeHa ¢ ogHUM
MSG_ID_CSCONV_LSP LO LSP successfully loaded with npeaynpexaeHnem.
00734101 | Ab WITH_ONE_WARNING | console & WARNING 1\ varning: %{1)s. peAyib
converter {1} - TekcT NpeaynpexaeHs
CdopmupoBaHHas LSP 3arpyxeHa ¢ gByms 1
icco-li 0 Oonee npenynpexoeHusiMn.
MSG_ID_CSCONV_LSP_LO Cisco-like LSP successfully loaded, %{1}u peaynp
00734102 AD WITH WARNINGS console & WARNING | potential problems were reported {1} - KONNYECTBO BbIAAHHBIX
- - converter to syslog. npeaynpexaeHuit (ecnu 660 BbAaHO ABa
n 6onblue)
Cisco-like
00735001 | MSG_ID_CSCONV_START console & NOTICE LSP conversion started HauaTt npouecc KOHBEPTUPOBaHWUS
converter
Cisco-like . o lMpoLecc KOHBEPTUPOBAHNS 3aBEpPLLEH
00735002 | MSG_ID_CSCONV_STOP | console & NOTICE | LSP conversion complete%. yCTewHo.
Warnings: %{1}u%] . -
converter OnuuoHanbHo: BblgaHo {1} npegynpexaeHun.
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NACCESSIBLE

%]'%{4}s' is inaccessible

MSG ID TekcToBOE NpeacTaBrieHne Paspen YpoBeHb LLlabnoH coo6LeHuns OnucaHue co6bITUA
. . HeBo3moXxxHO nony4yatb MHpopmaLmio o
MSG_ID_INCORRECT CPU | Statistics & SNMP polling of CPU usage is | oo cpy ans SNMP.
00793001 WARNING | unavailable. SNMP variables *
USAGE SNMP *oar . ; MepemeHHble SNMP cpmCPUTotal* 6yayT
cpmCPUTotal* will be invalid.
UMETb HEBEPHOE 3HaYeHue.
MSG_ID_USE_INTERCALA Statistics & The system clock changed. Bpewmsi Ha yacax OS uameHeHo.
00793002 | RY_INSTANEOUS_ CPUUSA SNMP INFO SNMP cpmCPUTotal* statistics Crartuctuka o 3arpyske CPU gna SNMP moxeTt
GE may be incorrect for a while. ObITb HEKOPPEKTHA KaKoe-TO BpeMsl.
New local certificate added%][
MSG_ID_LOCAL_CERTIFIC e Subject="%{1}s"%] %[ [ob6aBneHne nokanbHOro ceptudukara B 6asy
00200001 ATE_ADDED Certificates NOTICE Issuer="%{2}s"%] %[ AHHBIX
SN="%{3}s"%)]
New certificate authority added%][
MSG_ID_CA_CERTIFICATE - Subject="%{1}s"%] %[ Hobasnexue CepTtunduumpytowtero LleHTtpa B
00200002 _ADDED Certificates NOTICE Issuer="%{2}s"%]%[ 633y [aHHLIX
SN="%{3}s"%)]
Certificate disabled%[
MSG_ID_CERTIFICATE_DIS - Subject="%{1}s"%] %[ YpganeHune nokanebHoro ceptudukara, nnbo
00200003 ABLED Certificates WARNING Issuer="%{2}s"%]%][ Ceptnduumpytowtero LieHTpa 13 6a3bl AaHHbIX
SN="%{3}s"%)]
MpmBaTHbIN KMOY NoKasribHOro ceptTudmkaTa
HedoCTyneH
Local certificate '%{1}s' is invalid s
ocal certificate '%{1}s' is invalid: %{1}s — aHaueHue nons Subject
00200004 MSG_ID_LOG_PRIV_KEY_| Certificates CRIT private key %[at container%{3}s i} )

nokanbHoro ceptudukarta

«at container» — ecnu kntoy He 6bIn 3agaH
SIBHO

%{4}s — nyTb K Koy, ecnu oH 6bin 3agaH
SIBHO, MHA4Ye UMs KOHTelHepa
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
KoHTelHep kntova nokanbHoro ceptudukara
HeaoCTyneH
MSG_ID_LOG_PRIV_CONT - Local certificate '%{1}s' is invalid: Mpe:
00200005 _INACCESSIBLE Certificates CRIT container '%{4}s' is inaccessible %{1}s — 3HaueHue nons Subject
nokanbHoro ceptudukara
%{4}s — umsa KoHTerHepa
Local certificate '%{1}s' is invalid: Egr:;;:g:\leng;;:c;SS;TTyBe:;CT:(T)ngsTmomHo
MSG_ID_LOG_PRIV_KEY_| . private key %[at container%{3}s .
00200006 NCONSISTENCY Certificates CRIT %] %{4}s' is inconsistent with the 'Ir'OJ'IbKO nocre yctaHosku OCI
certificate e napameTphbl - CM.onucaHue
MSG_ID_LOG_PRIV_KEY_INACCESSIBLE
MSG_ID_LOG_X509 CONV - Unsupported "%{1}s" iconv B dparne x509conv.ini ykasaHa
006F0001 _UNSUP_ENCODING Certificates CRIT encoding HenoaaepXXMBaemas KogMpoBka
MSG_ID_LOG_X509 CONV Unsupported encoding "%{1}s" Eeqn)c?mn: );ff.f:g;\;;n.lﬁsﬁ:ia %{1}, Gyner
006F0002 | UNSUP_ENCODING_USE_ | Certificates WARNING | has been specified in ol oﬁi g’B roon (2) ”CTpaH A %’g
DEFAULT x509conv.ini, "%{2}s" will be used sy
YyMOMN4YaHuo
Unexpected parameter "%{1}s" - - -
006E0003 MSG_ID _LOG_X509 CONV Certificates WARNING | has been specified in B danne x509conv.ini ykazaH HeU3BECTHbIN
_UNEXP_INI_FIELD LA napamMmeTp
x509conv.ini, ignored
Certificate with subject "%{1}s"
has incompatible attribute value
MSG_ID_LOG_X509 CONV encoding. Probably, the OWMBKA MDY NEDEKOANDOBKE MONei ISSUEr U
006F0004 | INCOMP_ENCODING_ATT | Certificates WARNING | connection won't be established. . P PEKOANp
. . Subject ceptudukata B UTF-8
R Please, configure x509conv.ini
according to actual attribute
encoding.
00650001 | MSG_ID_USER_LOGIN <MAIN_APPLICA NOTICE User logged in Hoctyn MNonb3oBatenst kK AreHTy

TION>
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
00650002 | MSG_ID_USER_LOGOUT ;:\Q)A,\:E—APPL'CA NOTICE | User logged out OTKrloueHne AocTyna Monb3osaTensi K AreHTy
Coob6LeHre nHmumnpyeTcs, Korga
3akpblBaeTcsi coeanHeHne. CoobLuaer,
) o CKONbKO GanT GbIo NOCNaHo M NPUHSATO.
Session closed: initiator r
%{8}s%][:%{9}u%)] sent %{3}U Ae
00290001 “DASISWIE'E?DN§I$§1MS_EF%?A\TEAI Firewall INFO bytes -- %{8} — ip agpec WCTOYHMKa
— — — — responder(%{lg}s%[:%{19}u%]) %{3} — Kon-BO OanT nocnaHHbIX
sent -> %{13}U bytes UHULNaTOPOM
%{18} — ip agpec npuHMMatoLLEn CTOPOHBbI
%{13} — kon-BO GanT NocnaHHbIX
NPUHMMaIOLLLEN CTOPOHOM
lNosiBNeHne Takoro coobLLEHNS B Iore MOXeT
cBMaeTenbcTBoBaThb 0 Havane DOS araku.
MSG_ID_ON_IPSM_LOG_MI getting aggresive, roe,
00290002 | D_FW_TCP_HCONN_ALER | Firewall WARNING | count(%{1}u/%{2}u), current 1- %{1} — KOJI-BO MONYOTKPbITHIX COEOUHEHNI
T minute rate: %{3}u %{2} — KOM-BO HOBbIX COEANHEHMIA
%({3} — Kon-BO HOBbIX COEAMHEHWUN 3a
MUHYTY
MosiBNeHWe Takoro CooOLLEHUSI MOXET
MSG_ID_ON_IPSM_LOG_MI calming down, count cBMaeTenbcTBOBaTb 06 OkoHYaHMM DOS atakm
00290003 | D FW_TCP_HCONN_ALER | Firewall WARNING | (%{1}u/%{2}u), 1-minute rate roe napameTpbl - CM.ONUCaHue
T_OFF %{3}u MSG_ID_ON_IPSM_LOG_MID_FW_TCP_HC
ONN_ALERT
FTP KnuneHT nbiTaeTcs BbINOMHUTL KOMaHay
o ) PORT Ha npuBunernpoBaHHoM nopty (<1024)
MSG_ID_ON_IPSM_LOG_MI Privileged port %{9}u, used in
00290004 | D_FW_FTP_PORT_PRIV_P | Firewall WARNING | PORT command -- FTP client rae,

ORT

%{8}s FTP server %{18}s

%{9} — Homep nopTa
%{8} — ip FTP knneHTa
%{18} — ip FTP cepBepa
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
FTP cepBep nbiTaeTcs BbINONHUTL OTBET Ha
MSG_ID_ON_IPSM_LOG_MI Privileged port %{9}u, used in PASV komaHay Ha npuBunernpoBaHHoOM MopTy.
00290005 | D_FW_FTP_PASV_PRIV_P | Firewall WARNING | PASV response command -- FTP | rae napameTpbl - CM.oNucaHve
ORT client %{8}s FTP server %{18}s MSG_ID_ON_IPSM_LOG_MID_FW_FTP_PO
RT_PRIV_PORT
MSG_ID_ON_IPSM_LOG_MI Command issued before the Q&”Hbig';amib;”‘;’;:f;;i:: Eﬁ"g”gﬁ’oﬂgw ETp
00290006 | D_FW_FTP_PORT_NOTAUT | Firewall WARNING | session is authenticated -- FTP y 4 P
H - client %{8}s (client side) KnuewTta
roe %{8} —ip FTP knneHTa
MSG_ID_ON_IPSM_LOG_MI Command issued before the ';'&”:J;‘;ami";”‘;’;:r;gpizap ;3“1%“?3’0;‘8%' ETp
00290007 | D_FW_FTP_PASV_NOTAUT | Firewall WARNING | session is authenticated -- FTP y 4 P
H client %{8}s (server side) cepsepa
roe %{8} — ip FTP knneHTa
MSG_ID_ON_IPSM_LOG_O . no format string: message id .
00290008 THERS Firewall DEBUG %{1}u HeT chopmaTa cTpoku: coobLieHne Homep...
MSG_ID_KLOGLIB_INIT_NO : Can't create statistic states(no HepocTtaTouyHO namATy Ans co3gaHms
00290009 _MEMORY Firewall DEBUG memory) 00BEKTOB CTATUCTUKM
0029000A | MSG_ID_KLOGLIB_INIT_CA | ;0 g DEBUG unable to attach as listener H SBOSMOMHO NPVICOSANHITCS K APaNBEPY
NT_ATTACH klogview” B pexxvme cnywartens
00290008 MSG_ID_KLOGLIB_INIT_CA Firewall DEBUG unable to set event filter HeBO3MOXXHO yCTaHOBUTbL (PUNbTP COOBLLLEHNI
NT_SET_FILTER u3 agpa
. . . OnoBeLueHne 0 KONMYeCTBE NPONYLLEHHbIX
MSG_ID_KLOGLIB_INIT_MI . access-list logging missed %{1}u .
0029000C SSED_ALERT PACKETS Firewall WARNING alert packets TPEBOXHbIX COOOLLEHWNIA, MPEBbICUBLLMX
AONYCTUMYIO 4acToTy MX OOHOBMEHMS
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MSG ID | TekcTtoBoe npepcTaBneHve Paspen YpoBeHb La6noH coobueHunsn OnucaHune cobbiTns
OnoBeLyeHne 0 KONUYeCTBE NPONYLLEHHbIX
MSG_ID_KLOGLIB_INIT_MI . access-list logging rate-limited or | coobLieHuin n3 IPSEC gpavieepa,
00290000 SSED_PACKETS Firewall WARNING missed %{1}u packets NPEeBbLICUBLLWX OOMYCTUMYIO YacTOTy KX
0o6HOBMEHNS.
CratucTrka No coeguHEHNIo 3a HTepBan
BpEMEHU
roe:
lst %6{1}s %{2}s %[%(3) %{1} — Ha3BaHuWe access list, ecnu 3agaHo B
IST 70115S Y0144S 70| 70195S LSP
0029000 | MSG_ID_KLOGLIB_INIT_PR | 1 0\ INFO 96]06[%{13}u %]%{8)S(%6{4}u) -> %(2} - cratyc
INT_SUMMARY 0 ) 0 K 0 yc,
7%6{18}s(%{14}u), %{5}U packet(s) %{3}/%(13} - BLIAAETCS UNK UMSA NPOTOKONa
Unu ero Homep
%{8} - ip agpec UCTouvHMKa,
%{18} — ip agpec npuemHuKa,
%{5} - KONIMYECTBO NAKETOB
MSG_ID WATCHDOG_VPN IPsec daemon (vpnsvc) crashed OnogeeLleHne watchdog: IPsec gemoH (vpnsvc)
08530001 — - Installer for Unix | WARNING | (see /tmp/vpnsvc/error.log for _ '
SVC_CRASHED details) aBapurHO 3aBepLuunncs
MSG_ID WATCHDOG_VPN : . . OnoeeLlueHne watchdog: IPsec gemoH (vpnsvc)
08530002 SVC_RUNNING_AGAIN Installer for Unix NOTICE IPsec daemon (vpnsvc) is running aanyLeH
MSG_ID WATCHDOG_VPN : Error restarting IPsec daemon OnoselleHne watchdog: nepesanyck IPsec
08530003 SVC_RUN_ERROR Installer for Unix ERR (vpnsvc) aemoHa (vpnsvc) He ygancs
VPN log daemon (vpnlogsvc)
MSG_ID WATCHDOG_VPN . crashed (see OnogelleHne watchdog: geMoH normposaHus
08530004 SVCLOG_CRASHED Installer for Unix | WARNING /tmp/vpnlogsvc/error.log for (vpnlogsvc) aBapuinHO 3aBepLUMIICS
details)
08530005 MSG_ID_WATCHDOG_VPN Installer for Unix | NOTICE VPN log daemon (vpnlogsvc) is OnogelleHne watchdog: geMoH normpoBaHus

SVCLOG_RUNNING_AGAIN

running

(vpnlogsvc) 3anyLieH
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MSG ID TekcToBOE NpeacTaBreHue Paspnen YpoBeHb LLIa6noH coobLieHus OnucaHue cobbITuA
MSG_ID_ WATCHDOG_VPN . Error restarting VPN log daemon | OnoselueHne watchdog: nepesanyck feMoHa
08530006 SVCLOG_RUN_ERROR Installer for Unix ERR (vpnlogsvc) norupoaHus (vpnlogsvc) He ygancs
Starting IPsec daemon failed. .
08530007 MSG_ID_VPNSVC_RUN_ER Installer for Unix ERR See /tmp/vpnsvc/error.log for Onoseluenme ckpunTa 3anycka: sanyck IPsec
ROR details AeMoHa (Vpnsvc) He yganca
Starting VPN log daemon failed. .
08530008 MSG_ID_VPNSVCLOG_RU Installer for Unix ERR See /tmp/vpnlogsvc/error.log for OnoBeluenme ckpunTa 3anycka: 3arnyck
N_ERROR details AeMOoHa noruposaHua (vpnlogsvce) He yganca
MSG_ID WATCHDOG_VPN . OnogeLlueHne watchdog: IPsec gemoH (vpnsvc)
08530009 SVC_STOPPED Installer for Unix NOTICE IPsec daemon (vpnsvc) stopped OCTAHOBNEH
MSG_ID WATCHDOG_VPN : VPN log daemon (vpnlogsvc) OnoselleHne watchdog: 4eMoH normposaHus
08530004 SVCLOG_STOPPED Installer for Unix NOTICE stopped (vpnlogsvc) octaHoBrneH
HedunbTpyemoe coobuieHne 06 ycTaHoBKe
YPOBHS JTOTMPOBAHUSA COOBLLIEHNIA MO
YMOMYaHuIo.
BblgaeTcsa npu KaXxxgom ero MameHeHun 1 B
00020001 | MSG_ID_LOG_SET_DEFAU | . INFO Default log level is %{1}s Hauane ceccumn VPN Cepauca.

LT_LOGLEVEL

lpe:

%{1} — s3HauyeHune ycTaHoBneHHoro log level
- {emerg | alert | crit | err | warning | notice |
info | debug}
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MSG ID

TekcToBOE NpeacTaBreHue

Pasgen

YpoBeHb

LLla6noH coo6LieHus

OnucaHue coObITUA

00020002

MSG_ID_LOG_SET_SYSLO
G_SETTINGS

Log

INFO

Syslog settings are: %{1}s, %{2}s,
%{3}s

Hedunbtpyemoe coobuieHne o6 ycTaHoBKax
syslog.

BblgaeTcsa npu kaXkgomM UX U3MEHEHUM U B
Hauyane ceccun VPN Cepsuca.

loe:

%{1} — paspeLueHne OTCbINKN COOBLLEHWIA -
{enable | disable};

%{2} — IP agpec syslog cepsepa

%{3} — napameTp facility, ykasbiBaembin npu
nepegave coobuieHun syslog cepsepy

00020003

MSG_ID_LOG_SET_PARTIC
ULAR_LOGLEVELS

Log

INFO

Some particular log levels are set

HedunbTpyemoe coobuieHne o6 ycTaHoBKe
YaCTHbIX YPOBHEN NTOrMPOBaHNSI HEKOTOPbIM
COOOLLEHNAM.

BblgaeTcsa npy Kaxxgom Ux U3MEHEHMSIX U B

Hayane ceccun VPN Cepsuca.

00020004

MSG_ID_LOG_SAVE_PARTI
CULAR_LOGLEVELS

Log

INFO

Current particular log levels are
permanently saved

HedunnbTpyemoe coobLieHne o coxpaHeHnn
BCEX TEKYLLMX YaCTHbIX YPOBHEN NOrMpoBaHns
COoO00LLEHMI ANl UCMONb30BaHUA B cneaytowmx
ceccuax VPN Cepsuca.

BblgaeTcsa npu kakaom TakoM COXpaHeHWM.

00020005

MSG_ID_LOG_RESET_PAR
TICULAR_LOGLEVELS

Log

INFO

All particular log levels are reset

HedwunbeTpyemoe coobuieHne o cbpoce
YaCTHbIX YPOBHEN NOrMPOBaHNsi BCEM
CoOOLLEHNAM.

BblgaeTca npu kaxgom Takom copoce.
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Cnuncok ownbok npotokona ISAKMP

(ykasbiBatoTcs B none «Reason:» %{20}s wabnoHa coobLLeHnn ANS onMcaHHbIX COObITUIA B

Tabnuua 2)
Tabnuua 3
3anucb 06 owwnbKe B CTpOKe
OnucaHue owMbKK
coo6LeHns
OT napTHepa npuLWNo coobLLeHne HEBEPHOMO TUMNa BMECTO e .
1 oxugaemoro coobuieHns CONNECTED (cBupeTenbCTByOLLETO Unexpected Notification type:
need CONNECTED
0 roTOBHOCTM IPSec-coeanHeHns Ha CTOpOHE napTHepa)
MonyyeH komnoHeHT IKE-nakeTa Tuna 130, COOTBETCTBYIOLLUIA Unexpected payload found
2 KOMMOHEHTY Ans obHapyxeHus yctponictea NAT, 4To He (payload type - 130, possibly
COOTBETCTBYET NPOTOKONY OOMeHa ANns faHHoro atana NAT Discovery)
OT napTHepa npuwna koMaHga AoNONHUTENBHOIO
3 KoHGurypupoBaHusa ISAKMP-coeguHeHus (XAuth, IKE-CFG, n Unexpected configuration
T.M.), HE COOTBETCTBYIOLLAs NPOTOKOMY 0bMeHa Ans 4aHHOro message type
aTana
OT napTHepa npuwnu napaMmeTpbl JONOMHUTENBHOMO
4 KoHurypuposaHusa ISAKMP-coeguHenus (XAuth, IKE-CFG, u Bad Config proposal
T.M.), HE COOTBETCTBYIOLLME TEKyLLEe NonNnTuke 6esonacHocTn
5 [MoTepsiHbl BHYTPEHHWE AaHHbIE OT NPeabIAYyLLEro nakeTa Previous packet missed
6 [MoTepsiHbl AaHHbIE HPOPMMPYEMOrO nakeTa OUT packet missed
7 MoTepsiH SA-KOMMNOHEHT NpeablayLLero nakeTa Missing SA payload
8 HeBo3moxxHO BbiOpaTh cueHapui IKE-oOmeHa ang BbibpaHHOro Unknown IKE-scenario for
TMnNa ayTeHTudumkaummn chosen Authentification method
9 He HarigeH oguH 13 HeobXogMMbIX KOMMOHEHTOB NakeTa Can't find proposal
[MapTHep BEpHYN HEMPaBUIbHYIO MOEHTUDMKALMOHHYIO
10 nHopmauuto oteeTumka IKE-obmeHa npu co3gaHum IPSec- Bad IDcr returned
coeguHeHns
11 [MoTepsiHbl AaHHbIE BXOASLLIErO NakeTa IN packet missed
[MapTHep BEpHYI HEMPaBUIbHYIO MOEHTUDMKALMOHHYIO
12 nHopmauuo nHnumatopa IKE-obmeHa npu cosgaHmm IPSec- Bad IDci returned
coefuHeHns
Ceccus gononHUTenbHOro koHpurypuposanHusa ISAKMP-
13 coegmnHeHus (XAuth, IKE-CFG, n T.n.) 6bina npepBaHa Replaced with new XAuth
BCTPEYHbLIM 3anpocoM — Apyron ceccuen AonONHUTENbHOro request
KOHdurypupoBaHusa XAuth
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3anucb 06 owKnbKe B CTpOKe
OnucaHue owMbKn
coo6LeHnsA
Ceccusa Quick Mode octaHoBneHa Ansa nepesanycka ¢ HOBbIMM
14 napameTpamMu 3anpoca nocsie 4oNoNHUTENbHOIO Restart session
KOHGMrypupoBaHus sawumatowero ISAKMP-coeanHeHus.
HeBo3mMoXHOCTb NpogomknTe IKE-0O6MeH nocrne BbiNoHEHNS
aCMHXPOHHOro 3anpoca. (BoaMoxHo, 3a BpeMsi BbINOITHEHWS .
15 P P ( P Can't Complete Async Task
3anpoca Npor3oLLIo cobbITMe, Bbi3BaBLUEE NPEKpaLLEHNe
obmeHa)
. Can't create new Informational
16 HeBo3moxHO co3paTtb MHPOPMaLMOHHBIN IKE-06mMeH
Exchange
17 HeBo3amoxxHo co3gatb IKE-06meH 2-1i dhasbl Can't create new Phase-I|
18 HeBo3moxHo co3paTb IKE-0BmeH 1-i1 ¢hasbl Can't create new Exchange
19 HeBo3moxHo co3natb IKE-06meH 2-i hasbl u3-3a Request to create Phase-I|
He3aBepLUEeHHOCTM obMeHa 1-1 hasbl without completed Phase-I
IKE-06MmeH He HayaT no Npu4MHe Ype3MepHON akTUBHOCTU .
20 0 1p P P Access denied
HeZoBepsieMOoro napTHépa
dakTnyeckun pasmvep IKE-naketa He cooTBeTCTBYET . . .
21 P P Y Invalid packet (size mismatch)
yKa3aHHOMY B €ro 3arosioBke
MapTHep npucnan IKE-nakeT ¢ HenpaBWbHOW CTPYKTYPOR, . . .
22 PTHEP TP P PYKTYP Invalid packet (invalid structure)
nnbo nakeT He yganock NpaBuIibHO pacluMdpoBaTh
23 HekoppekTHbI koMnoHeHT IKE-nakeTa Invalid packet (invalid payload)
3awmndpoBaHHOCTb (MO0 He3alwmndpPoOBaAHHOCTL) NPUCIAHHOIO
24 naketa He cooTBeTcTBYET IKE-cLeHaputo, nnbo owwmnbka B Unable to decode packet
npouecce gewndposanua IKE-naketa
25 BHyTpeHHss (cuctemHas) owmbka Internal error
26 [NepenonHeHne namaTn Out of memory
IKE-nakeT pacrno3HaH Kak nepenochbisika Ans paHee co3gaHHoro L
27 P P Ans p A Retransmission detected
IKE-06meHa
MpucnanHein IKE-nakeT He pacno3HaH, MMbo He akTyaneH Ans .
28 P P y A Wrong IKE packet received
cyLecTBytoLLEero obmeHa
MpucnaHHbIi IKE-nakeT He akTyaneH Ans cyLecTByoLero
29 ogmeHa y A yl yiot IKE packet dropped
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3anucb 06 owKnbKe B CTpOKe
OnucaHue owMbKn
coobLeHus
30 MpucnaHHbI IKE-nakeT aBNAeTCs nepenockInkom Anst TONbKO Repeat for the first packet in
41O co3gaHHoro IKE-obmeHa exch
y Unable to determine IKE
31 [nsa npucnanHoro IKE-nakeTa cueHapuii He nogaepXxuBaeTcs .
scenario
32 3anpeT Ha co3agaHue HoBoro IKE-obMeHa B npoLecce CMeHbI Process blocked by Local Policy
NnonuTukM 6esonacHocTn
. . N Asynchronous request was
33 HesaBepLUéHHbIN aCUHXPOHHBIN 3anpoc
started...
34 Owwnbka npu wngposaHum IKE-naketa CP coding error
35 Owwnbka ycTaHOBKM TaMepa Ans cepsBuca nepenockbinok IKE- Unable to set Timer
nakeToB
Cnucok BbINnonHAeMbIX ACUCTBUN NO NPOTOKOIY
(ykasbiBatoTca B none «Stopped at: %{1}s» wabnoHa coobLueHnin Ang onmMcaHHbIX coObITUI B
Tabnuua 2)
Tabnuuya 4
OnucaHue aencTBuA LGB 5 ETREND
coooLeHnsA
1 LUM('*)pOBaNHVIe copmupoBaHHoro IKE-nakeTa nepea [Coding packet]
OTMpPaBKOW NapTHepY
2 PacwudposaHue IKE-nakeTa, npMcnaHHOro napTHEPOM [Decoding packet]
3 [MpoBepka npeanoXeHui, Ha KOTOpble COrnacurica napTHep [Check replied SA]
4 MpoBepka cepTudukaTta, NpUCIaHHOro NapTHEPOM [Check for Remote Certificate]
5 3anpoc nokanbHoro ceptudgukarta [Check for Local Certificate]
6 [NpoBepka naeHTUPUKaALNOHHON MHGOPMaLMK, NPUCNIaHHON [Check incom IDs]
napTHeEpPOM
7 Vicnonb3oBaHue B kKadecTBe UaeHTMdMKaLMOHHON [Check IDs as IP-addresses]
MHdopMauun napTHepa ero IP-agpeca
8 lMpoBepka MCNONb3yEMOro anropuTMa XaLWm1poBaHNS [Check for Hash method]

Bel VPN Gate-V 4.1

Copyright © S-Terra Bel 2008 - 2016

60




Bel VPN Gate-V 4.1. PykoBofcTBO agmMuHucTpaTopa. [poTokonupoBaHue coObITMiA
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coobLeHus
9 CwvHTakcmyeckmin pa3bop nakeTta, NpMcnaHHOro NapTHEPOM Ha [Make payload set for received
oTAenbHbIE KOMMOHEHTHI (payloads) packet]
10 [MpoBepka Bcex KOMMOHEHTOB MPUCAHHOMo NakeTa [Check received payloads]
MpoBepka hopMMpyeMOoro naketa Ha Harnm4me KOMMOHEHTOB
nepea OTNpaBKOW NapTHepy. VMcnonb3yeTcs TONbKo npu
11 co3gaHum nakeToB Informational o6MeHOB YTOGLI [Check for added payloads]
yAOCTOBEPUTLCS, YTO UHGOPMaLms He Obina oTrnpaBneHa ¢
OPYrM NakeToM.
12 BbluncneHune nognucu [Calculate Signature]
13 Bbi6op npaBuna IKE cornacHo Tekylueln KoHdurypauum no [Choose Rule for Partner’s
naeHTMdrKaLmMoHHOM MHpopmMaLumn napTHepa identity]
14 CosgaHue knoyeBbix nap TekyLen IKE-ceccum [Generate Keys]
15 dopmMmpoBaHMe KIYeBOro Mmarepumana [Generate SKEYIDs]
Bbi6op nonutukn 6€30nacHOCTU COrnacHoO TEKyLLEen .
16 o [Compare policy]
KOHMrypauum Ha oCHOBaHWUM NPeanoXeHuin OT napTHepa
17 dopmumposaHne SPI [Set SPI]
18 [MpoBepka 1 NpuHATME NapaMeTpoB yCTaHaBNMBaEMOro [Accept Transform]
coefMHeHns, Ha KOTopble cornacuncs napTHep
19 Bbluncnenne xawa ansa obHapyxeHust yctponctea NAT [Calculate NAT Discovery
payload]
20 Bbluncnenne obuero knova [Calculate Shared Key]
21 BbluncneHnne nHMumManm3aLMoHHOro BekTopa [Calculate InitVector]
22 OnpegeneHne metoga ayTeHTUMKaLmMmn [Detect Authentification Method]
23 3anpoc nokanbHoro ceptudmkarta ons metoga [Get Local Certificates]
ayTeHTUMUKaLmmn ¢ NCnonb3oBaHNEM cepTUgnKaToB
[Mposepka meToaa ayTeHTUdUKaLUMK, NPearioXKeHHOro
24 napTHEPOM, Ha COOTBETCTBME TEKYLLEN MNONUTUKE [Check Authentification Method]
BesonacHocTn
[Choose Authentification
25 Bbibop meToga ayTeHTUdUKauum Method]
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coobLeHus

26 MpoBepka BbIbpaHHOM kKOMBMHaLMM NapaMeTpoB [Get Proposal]
yCTaHaBNMBaeMOro CoeANHEHNS

27 3apaHue BbIGpaHHOro anropuTma wudpauum ons [Get Algorithm]
yCTaHaBNMBaeMOro CoeANHEHNS
3anpoc BO3MOXHbIX NapameTpoB yCTaHaBNMBaAEMOro

28 COeINHEHMNS COrMacHoO TekyLlen KoHUrypauumn ans ux [Get Local Policy]
COrnacoBaHusi ¢ NapTHEPOM

29 MpoBepka Ha Hannyne B NPEANOXEHUN NapTHEPa NapameTpa, [Get DH group for QM|
yctaHasnusatowero MODP-rpynny

30 Bbi6op Mcnonb3yemown naeHTUUKaLMoHHOM MHdopMaLum Ans [Get ID from Local Policy]
OTNpaBKK NapTHepy
BbI60op ucnonb3yemon naeHTUUKaLnoHHoON nHgopmaummn ons

31 OTNpaBKkun NapTHepy npu cosgaHun ISAKMP-coeguHeHns B [Get IDii from Local Policy
KayecTBe MHuumatopa
BbI6op ucnonb3yemon naeHTUUKaLnoHHoON nHgopmaummn ons

32 OTNpaBKkun NapTHepy npu cosgaHumn ISAKMP-coeguHeHns B [Get IDir from Local Policy]
KayecTBe OTBETYMKA
Bbi60op ncnonb3yemon naeHTuukaumoHHon nHdopmaumm ans

33 OTNpaBKn NapTHepy nNpu co3gaHumn IPSec-coegmHeHns B [Get IDci from Local Policy]
kayecTBe nHuumatopa IKE-obmeHa
Bbi6op ncnonb3yemon naeHTuuKaumoHHon nHdopmaumm ans

34 OTNpaBKN NapTHepYy Npu co3naHumn IPSec-coegmHeHns B [Get IDcr from Local Policy]
kayecTBe oTBeTuMKa IKE-06MeHa

35 MHnumanmnsaums knioyeBon nHpopmauum ans dopMmnpoBaHnst [Initialize Encryption Container
IPSec-coeanHeHus for QM

36 dopmumporaHue rotosoro |IPSec-coegnHeHus [Create contexts

37 PacnosHaBaHvne meToga 4OMONHUTENBHOIO KOHurypupoBaHus | [Determine IKE configuration
ISAKMP-coegnHenus (XAuth, IKE-CFG, n 1.n.) method]
PacnosHaBaHvne KomaHabl 4ONOMHUTENBHOIO [Determine Config message

38 KoHurypupoBaHusa ISAKMP-coeguHenus (XAuth, IKECFG, n type] 9 9
T.M.)
PacnakoBka napameTpoB NpuMcnaHHOro 3anpoca Ha

39 JononHuTenbHyo ayteHTndukaumio (XAuth) n dopmmuposaHme [Analyse attributes and fill user
COOTBETCTBYHOLLErO rpachnyecKoro Nonb30BaTENbCKOro dialog fields]
Ounanora
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coobLeHus

3anyck rpadnyeckoro nonbL30BaTeNbLCKOro guanora [Start dialog for user extended

40 _ o
JonorHuTernbHOW ayTeHTudrkaumm (XAuth). authentication]

41 lMpoBepka Hanu4ynsa komnoHeHTa IKE-naketa [Check payload %s?]

42 MpoBepka CTpyKTYypbl KOMNOHeHTa IKE-nakeTa [Analyse payload structure %s*]

43 dopmupoBaHme komnoHeHTa IKE-nakeTa [Form payload %s°]

a4 3anonHeHne 6noka AaHHbIX ykazaHHOro KoMnoHeHTa IKE- [Fill payload %s]
naketa

45 [Mposepka coaepxunmoro komnoHeHTa IKE-nakeTa [Check %s’]

46 BbluncneHne xawa — coaep>XMmMoro ykazaHHoOro KOMMoHeHTa [Calculate %s?]

47 BbInonHeHne cueHapus nHULmuaumm MHOopMaLMOHHOMO [Informational Exchange,
obmeHa IKE cornacHo RFC 2409 Initiator, Packet 1]

48 BbinonHeHue cueHapusa obpaboTku naketa MHHOPMALIMOHHOIO [Informational Exchange,
obmeHa IKE cornacHo RFC 2409 Responder, Packet 1]

49 BbinonHeHne wara cueHapus popmmupoBaHus 1-ro naketa IKE [Main Mode, Initiator, Packet 1]
Main Mode cornacHo RFC 2409 ' '

50 BbinonHeHue wara cueHapus o6paboTkm 1-ro naketa IKE Main | [Main Mode, Responder,
Mode cornacHo RFC 2409 n cdhopmupoBaHue oTBeTHOro naketa | Packets 1,2]

51 BbinonHeHue wara cueHapus Havana obpaboTkm 2-ro nakeTa [Main Mode, Initiator, Packets
IKE Main Mode cornacHo RFC 2409 2,3]
BbinonHeHue wara cueHapus npogosmkeHns obpaboTku 2-ro

52 naketa IKE Main Mode gns ayteHTndmkauum Ha obLmx [Main Mode, Initiator, Packets
kntovax cornacHo RFC 2409 n coopmmpoBaHMe OTBETHOMO 2,3, Pre-Shared Key]
naketa

3 HassaHue komnoHeHTa (payload type) — cornacHo pasaenam 3.4 — 3.16 RFC 2408

4 HasBaHue koMnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

5 HasBaHue koMnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

6 HassaHue komnoHeHTa (payload type) — cornacHo pasaenam 3.4 — 3.16 RFC 2408

7 HasBaHue koMnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

8 HassaHue komnoHeHTa (payload type) — cornacHo pasaenam 3.4 — 3.16 RFC 2408
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coobLeHus
BbinonHeHue wara cueHapusi NPOAOMKeHNsa 06paboTku 2-ro

53 naketa IKE Main Mode ans ayTeHTUdMKaumm Ha [Main Mode, Initiator, Packets
ceptudukatax cornacHo RFC 2409 n oopmumpoBaHme 2,3, Signature]
OTBETHOrO NakeTa
BbinonHeHuve wara cueHapusa 06paboTtku 3-ro naketa IKE Main [Main Mode, Responder

54 Mode ans ayteHTudmnkauum Ha obLymx knovax cornacHo RFC Packets 3 4’ Pre-%hareoi Key]
2409 n dhopmupoBaHUe OTBETHOINO nakeTa Y y
BbinonHeHue wara cueHapusa 06paboTtku 3-ro naketa IKE Main [Main Mode, Responder

55 Mode anga ayTeHTudUKaumm Ha ceptudpmnkatax cornacHo RFC Packets 3 4’ Sj nes\ture] '
2409 n hopmupoBaHue OTBETHONO nakeTa ' 919
BbinonHeHuve wara cueHapusa 06paboTtku 4-ro naketa IKE Main . .

56 Mode ans ayteHTudmnkauum Ha obLymx kntovax cornacHo RFC [Main Mode, Initiator, Packets

4,5, Pre-Shared Key]
2409 n hopmupoBaHue OTBETHOrO nakeTa
BbinonHeHue wara cueHapus obpaboTku 4-ro naketa IKE Main . .
57 Mode anga ayTeHTudUKaumm Ha ceptudpmnkatax cornacHo RFC [Main .Mode, Initiator, Packets
4,5, Signature]
2409 n hopmupoBaHue OTBETHOrO nakeTa
BbinonHeHue wara cueHapus obpaboTku 5-ro naketa IKE Main .

58 Mode ansa ayTeHTMdUKaumMm Ha obLmx knrodax cornacHo RFC [F?gi?etthSdg’ Erees‘_%%n;gg’ Key]
2409 n hopmumpoBaHne OTBETHOrO NakeTa ” y
BbinonHeHue wara cueHapus o6paboTkm 5-ro naketa IKE Main [Main Mode, Responder

59 Mode ansa ayTeHTudUKaumm Ha ceptTudmnkatax cornacHo RFC Packets 5 6, Sj n%ture] '
2409 n hopmmnpoBaHne OTBETHOrO NakeTa 0, 519
BbinonHeHue wara cueHapusi 06paboTkm 6-ro naketa IKE Main . .

60 Mode ansa ayTeHTudUKaumMm Ha obLmx knrodax cornacHo RFC [Mamkl]\/lod;:, Initiator, Packet 6,
2409 Pre-Shared Key]
BbinonHeHue wara cueHapus o6paboTkm 6-ro naketa IKE Main . .

61 Mode anga ayTeHTMdUKaumMm Ha cepTudmnkatax cornacHo RFC [Mam Mode, Initiator, Packet 6,
2409 Signature]

62 BbinonHeHue wara cueHapus Hadana gopmMmpoBaHus 1-ro [Aggressive Mode, Initiator,
naketa IKE Aggressive Mode Mode cornacHo RFC 2409 Packet 1]

BbinonHeHue wara cueHapus NpogosmkeHns doopMmpoBaHms 1- . .

63 ro naketa IKE Aggressive Mode ans ayteHTudmkaumm Ha @;Cigsilvsrzg?‘ea’rggt'}??5‘
obwwmx kntoyax cornacHo RFC 2409 ’ y
BbinonHeHwue wara cueHapus npogomkeHns dopmmposaHms 1- ] N

64 | ro naketa IKE Aggressive Mode ans ayTeHTud [Aggressive Mode, Initiator,

Packet 1, Signature]
nKauumn Ha cepTudukatax cornacHo RFC 2409
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65 BbinonHeHue wara cueHapusi Hadana obpaboTku 2-ro naketa [Aggressive Mode, Responder,
IKE Aggressive Mode cornacHo RFC 2409 Packets 1,2]
BbinonHeHuve wara cueHapus npogormkeHust obpaboTkm 1-ro
66 naketa IKE Aggressive Mode ans ayteHTudmKauum Ha obLumx [Aggressive Mode, Responder,
kntoyax cornacHo RFC 2409 n dhopmmnpoBaHue 0TBETHOrO Packets 1,2, Pre-Shared Key]
naketa
BbinonHeHuWe wara cueHapus npogomkeHust o6paboTkm 1-ro
67 naketa IKE Aggressive Mode ans ayTeHTUdMKaumm Ha [Aggressive Mode, Responder,
ceptudukatax cornacHo RFC 2409 n doopmmpoBaHme Packets 1,2, Signature]
OTBETHOrO NakeTa
BbinonHeHuWe wara cueHapusa 06paboTtkn 2-ro naketa IKE [Aggressive Mode, Initiator
68 Aggressive Mode ans ayTeHTUdUKaumm Ha obLmnx Knoyax 99 . !
Packets 2,3, Pre-Shared Key]
cornacHo RFC 2409 u dhopmupoBaHue OTBETHOrO nakeTa
BbinonHeHue wara cueHapus o6paboTku 2-ro naketa IKE [Aggressive Mode, Initiator
69 Aggressive Mode gns ayteHTudmkaumm Ha cepTudmkatax 99 Co '
Packets 2,3, Signature]
cornacHo RFC 2409 n dhopmupoBaHue OTBETHOrO nakeTa
BbinonHeHue wara cueHapus obpabotku 3-ro naketa IKE [Aggressive Mode, Responder
70 Aggressive Mode agns ayteHTUdmKauum Ha obLwmx Krodax 99 ' b '
Packet 3, Pre-Shared Key]
cornacHo RFC 2409
BbinonHeHue wara cueHapus o6paboTkm 3-ro naketa IKE [Aggressive Mode, Responder
71 Aggressive Mode agns ayteHTudmkauum Ha cepTudmkaTax Pagciet 3 Sj natur,e] P '
cornacHo RFC 2409 » =I9
72 BbinonHeHne wara cueHapus popmmupoBaHus 1-ro naketa IKE [New Group Mode, Initiator,
New Group Mode cornacHo RFC 2409 Packet 1]
BbinonHeHue wara cueHapus o6paboTkm 1-ro naketa IKE New
73 Group Mode cornacHo RFC 2409 1 dhbopmmpoBaHue 0TBETHOMO [F?laivze?sriug] Mode, Responder,
naketa '
74 BbinonHeHue wara cueHapus 06paboTkm 2-ro naketa IKE New [New Group Mode, Initiator,
Group Mode cornacHo RFC 2409 Packet 2]
75 BbinonHeHue wara cueHapus popmMupoBaHus 1-ro naketa [Transaction Exchange, Initiator,
cnyxebHoro obmeHa IKE Packet 1]
76 BbinonHeHuve wara cueHapusi 06paboTkm 1-ro naketa [Transaction Exchange,
cnyxebHoro odbmeHa IKE n dopmmpoBaHne 0TBETHOroO naketa Responder, Packets 1,2]
77 BbinonHeHuve wara cueHapusi 06paboTkm 2-ro naketa [Transaction Exchange, Initiator,
cnyxebHoro obmeHa IKE Packet 2]
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78 BbinonHeHuve wara cueHapusa dopmupoBaHus 1-ro naketa IKE [Quick Mode, Initiator, Packet 1]
Quick Mode cornacHo RFC 2409 ' '
BbinonHeHue wara cueHapusa 06paboTtku 1-ro naketa IKE .
79 Quick Mode cornacHo RFC 2409 n hopmmnpoBaHne 0TBETHOIO |[3Qal:;||flét2/lf dZE]E Responder,
naketa '
BbinonHeHuWe wara cueHapusa 06paboTtku 2-ro naketa IKE . o
80 Quick Mode cornacHo RFC 2409 n hopmmnpoBaHne 0TBETHOIO [ZQ??]'Ck Mode, Initiator, Packets
naketa '
BbinonHeHue wara cueHapusa 06paboTtku 3-ro naketa IKE .
81 Quick Mode cornacHo RFC 2409 n hopmmnpoBaHmne 0TBETHOIO I[DQal::IISgt'\?A,(zg)e], Responder,
naketa (Npu nogaepxke naptHepoMm Commit Bit) '
BbinonHeHue wara cueHapus o6pabotku 4-ro naketa IKE . .
82 Quick Mode (npu nogaepxke naptHepom Commit Bit) [Quick Mode, Initiator, Packet 4]
83 BbluncneHne knoyeBoro matepuana [Make SKEYID]
84 MpoeeneHue PFS - co3paHne oTaenbHOM KoyYeBor napbl Ans [Make PFS]
IPSec coegmnHeHus
85 Bbi6op ISAKMP nubo IPSec npasuna [Choose Rule]
86 MpoBepka npucnaHHoro atpnbyTa — kKOMMNOHeHTa nakeTa IKE [Check Attr]
87 :‘}Lpé)sepka npuUcraHHoro ceptudurkaTa — KOMMNOHEHTa nakeTa [Check Cert]
88 [MpoBepka NpucnaHHOro xalla — KOMMNOHeHTa nakeTa IKE [Check HASH]
89 [MpoBepka npucnaHHoOro ngeHTndnkaTopa — KOMMNOHEHTA [Check ID]
naketa IKE
90 [MpoBepka nNpucnaHHOro Knioya — KOMMNoHeHTa naketa IKE [Check KE]
91 :‘}Lpé)BepKa npucnaHHoro NAT-geTekTopa — KOMIMOHEHTa nakeTa [Check NAT-D]
92 Mpoeepka npucnanHoro NAT Original Address — KOMMoOHeHTa [Check NAT-OA]
nakerta IKE
93 MpoBepka npucnaHHoro Nonce — koMnoHeHTa naketa IKE [Check Nonce]
94 lMpoBepka npucnaHHoro coodueHns — komnoHeHTa naketa IKE | [Check Noitif]
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% | ounonentanakera IKE. o o [Check REQ]
o6 | Cponepce ovcrmui oot e coscane cneck s
97 [MpoBepka npucnaHHoOM nognucu — KoMnoHeHTa naketa IKE [Check SIG]
98 MpoBepka BeHOOp-MAeHTUdUKaTOpa — KoMnoHeHTa nakeTta IKE | [Check VID]
99 dopmupoBaHme aTpubyTta — kKOMNoHeHTa naketa IKE [Form Attr]
100 dopmupoBaHue cepTudukaTa — KOMNOHeHTa nakeTta IKE [Form Cert]
101 dopmupoBaHme xalla — KOMNoHeHTa naketa IKE [Form HASH]
102 dopmupoBaHue nageHtudurkaTopa — komrnoHeHTa naketa IKE [Form ID]
103 dopmupoBaHme Kroya — KOMNoHeHTa naketa IKE [Form KE]
104 dopmumpoBaHne NAT-geTekTopa — KOMMOHeHTa naketa IKE [Form NAT-D]
105 :T;OEpMVIPOBaHVIe NAT Original Address — kOMNoOHeHTa nakeTa [Form NAT-OA]
106 dopmumpoBaHne Nonce — KOMnoHeHTa naketa IKE [Form Nonce]
107 :zI)EpMMpOBaHme 3anpoca Ha cepTudumkaT — KOMMNOHEHTa NakeTa [Form CertReq]
108 dopmumpoBaHne nognucy — KoMNoHeHTa naketa IKE [Form SIG]
109 S:K%nﬁgp;EBEaHme BEHOOP-UAEHTUMDMKATOPa — KOMMNOHEHTA [Form VendorID]
110 lMpoBepka Ha Hannune yctponctea NAT [NAT existence check]
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Cnucok npuynH nHnumaumm IKE ceccum

(ykasbiBatoTcs B coobleHusix IKE B none «Request: %{1}s» B Tabnuua 2)

Tabnuua 5
MpuynHa nHUMLMaumm R, OIS [ MapameTtp
COO6LEeHnAX

1 | KE-0bmeH & poru Inbound ISAKMP packet

pecnoHaepa
0 —

> 3anpoc Ha co3aaHue IPsec Create IPSec #%{1}u %o{1}u — HOMEpP UHMLMaLMN
coeauHeHus1 IPSec-coeanHeHust
MNepeco3paHne %{1}u — Homep

3 ycTtapesLero IPsec IPSec %{1}u re-establishing nepecosgasaemoro IPsec
coeanHeHNs coefVHeHus

0 —

4 Ypanenwue |Psec IPSec %{1}u deletion Y%{1}u — HOmMep yaansemoro
coeauHeHus1 IPsec coegunHeHns
Mepeco3paHne %{1}s — ngeHTncrkaTop

5 yctapesuwero ISAKMP ISAKMP %{1}s re-establishing nepecosgasaemoro ISAKMP
coeanHeHund coegunHeHunsa
KoHdpurypmpoBaHue o
ISAKMP coegumHeHust S 0 . %{1}s — mp,eHTmchKa;op

6 (nposenerne IKECFG, ISAKMP %({1}s configure gg:cﬁ):;)e/mzyemoro ISAKMP
XAuth)

WHdbopmmpoBaHne
naptHépa no IKE-obmeny

7 (koppekums ISAKMP ISAKMP notification
coefMHeHns, NpekpaLleHne
IKE-0o6meHa)

%{1}s — ngeHTncnkaTop

g | YRanenue ISAKMP ISAKMP %{1}s deletion yaansemoro ISAKMP

coeguHeHus
coefVHeHns

9 YnaneHnuve coeAMHevagno User request

3anpocy nornb3oBaTterns

° nOCpeﬂ,CTBOM ncnonb3oBaHNUA KOMaHA4bl Sa_mgr clear<...>
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Ownbku kpuntorpachnyeckon noacucTembil

Tabnuuya 6

Cnuncok coobLueHuii 06 owmnbkax kpuntorpadudeckorn nogcucTemol, padotatoluen B sape OC,
npuBeneH B Tabnuue Huxe.

TekcT WabnoHa cooOLleHus

PeKOMeHAyeMbIe nonb3oBaTesnio 4eUCTBUSA,
KpaTkoe onucaHue

CP_Conf_K2U_PushPluginConf: Plugin
is not properly loaded

Ecnu ectb npobnemsl ¢ 3arpy3kon LSP nnu
npoxoxageHnem Tpadumka, obpaTuTech B Cryxoy
noaaepxku.

CP_ReOpen: bad check handle

Ecnu ecTb npoGrnemsl ¢ NpoxoxaeHnem Tpaduka,
nepeycraHoBuTb IPsec coeavHeHue, obpatnTech
B CNy0y noaaepxku.

CP_Transform: bad handle 0x%x

Ecnn ectb npobnemsbl ¢ npoxoxageHnem Tpaduka,
nepeycrtaHoBuTb IPsec coeauHeHne, obpatutech
B CNyx0y nogaepxku.

Skipping unused algorithm [%s]

He ownbka, MOXHO MrHOpupoBaThb.

forced close: 0x%x,0x%x

B pesynbTate nageHusa npunoxeHus 6oinm
aBTOMaTUYECKN YHUUTOXEHbI CO30aHHbIE UM
KpUNTOKOHTEKCTbI. Ecnn ecTb npobnemsl ¢
npoxoxgeHvem Tpaduka, nepeycrtaHoBuTb IPsec
coeanHeHne, obpaTutech B Cryx0y NogaepkKu.

drvesplinfo: 243, error=1(OK

He owwnbka, MOXHO UTHOPMPOBATb.

drvesp!_init9

He owunbka, MOXHO UFHOPMPOBATb.
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Owunobkun nogcuctemsl RRI

Cnncok coobuieHuii 06 owmnbkax nogcmctembl Reverse Route Injection npvBeaeH B Tabnuue Hke.

Tabnuua 7

TekcT coobLueHus OnucaHue coobITUA

[RRI] SA conflicts with the route created Onsa aByx SA ¢ pasHbiMU cenekTopamm TpebytoTtes
for different SA, route not created: KOHDNUKTYIOLLME MapLUpPYThI.
1 destination 10.0.16.96, SA selector

10.0.16.61->192.168.1.0..102.168.1.255 | [1PaBUI0 MApLIPYTU3aLIN CO3AAETCA TOMLKO AN

NepBoro U3 KOHMANKTYyOLWMX SA

[RRI] SA selector shouldn’t have ID BTOpOW hasbl IKE He aBnsieTca noaceTbio
protocols, route not created: destination (copoepxuT gmanasoH IP-agpecos, NopTbl n/nnm
10.0.16.96, SA selector 10.0.16.61- NPOTOKOIbI).

>192.168.1.0..192.168.1.255 proto 6

[RRI] destination part of SA selector
shouldn’t have ports, route not created:
destination 10.0.16.96, SA selector
10.0.16.61:32798->192.168.1.6:23 proto
6

[RRI] destination part of SA selector
shouldn’t have arbitrary IP range, route
not created: destination 10.0.16.96, SA
selector 10.0.16.61-
>192.168.1.1..192.168.1.255

I'Ipanmo MapLlipyTm3auumm He LI,O6aB.I'IF|eTCF|.

[RRI] no route to destination, route not OTcyTcTBME MapLUpyTa 40 TyHHenbHoro agpeca®.
created: destination 10.0.16.96, SA MapwwpyT He gobaensertcs.

selector 10.0.16.61-
>192.168.1.0..192.168.1.255

[RRI] can’t read system routing table, CuctemHas nnu BHYTpeHHNASA ownbka — He
route not created: destination 10.0.16.96, | yganocb nony4ntb Tabnuuy mapLipyTusauum.
SA selector 10.0.16.61-
>192.168.1.0..192.168.1.255

[RRI] can’t add route 10.0.0.0/8 via CwncTteMHas nnm BHYTPEHHSS ownbka — He
192.168.1.4: <rtctl err> yganoce 0o6aB1Tb MapLUpyT B CUCTEMHYHO

Tabnuuy.
BoamoxxHble BapuaHThl <rtctl err>: Hy

5 out of memory
syscall error

route not found

route already exists
gateway unreachable

10 Cutyauma ak3oTuYeckas — MapLUPYT HyxXeH AnsA nocTpoeHna SA. Ownbka BO3MOXHa ecnmn mapLupyT
yAanuTcs B npolecce co3gaHus SA Unu n3-3a oMbk YTeHus/pasbopa Tabnmubl MapLIpyTU3aUmi.
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TekcT coobLeHus OnucaHne co6bITUSs
[RRI] can’t delete route 10.0.0.0/8 via Owwubka yaaneHust npasuna n3 CUCTEMHON
192.168.1.4: <rtctl err> Tabnmubl MapLIpyTM3aumm.
BosmoxHble BapnaHTbl <rtctl err>: OLWwKnBKM Takoro TMna He NPMBOAAT K KAKUM-NnB0o
6 out of memory OOMOSTHUTENbHBIM LENCTBMSIM KpOME Bhbiauu
syscall error AaHHOTro coobLLEeHMS.

route not found
route already exists
gateway unreachable

[RRI] route already exists, route not B cuctemHon Tabnuue yxe ecTb MapLUpyT,
7 created: destination 10.0.16.96, SA cooTBeTCTBYOLWMNA SA, HO noacuctema RRI ero He
selector 10.0.16.61- cosgasarna.
>192.168.1.0..192.168.1.255
[RRI] created route 192.168.1.0/24 via Ho6aeneHune HoBoro RR.
8 10.0.135.1 for destination 10.0.16.96, SA
selector 10.0.16.61-
>192.168.1.0..192.168.1.255
[RRI] updated route to 192.168.1.0/24: O6HoBneHne RR. CoobleHre BblgaeTcs, ecrnm
9 new gw 10.0.16.96, old gw 10.0.135.1 npu co3gaHune HoBoro SA oBGHapyXeHo, 4YTo
n3MeHunacb Tabnuua mapLupyTusauum n Hago
0bHOBUTL paHee co3gaHHbIi RR.
[RRI] removed route 192.168.1.0/24 via YpaneHne RR. Coo0lieHne BbIBOAUTCSA Npun
10 10.0.135.1 for destination 10.0.16.96 yaaneHumn 3anmcm n3 cuctemHom tTabnmubl. To

€CTb Kora yaarneHsl Bce SA, ucnonbayowme
AaHHbIA MapLUpyT.
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