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HacTtpowuka wnto3a

Mepen HacTpoOWKON LWNK03a M CO34aHMEM MOMUTUKM 6Ee30MacHOCTM BbINOMHUTE MHMLMANM3auunio
nporpaMmHo-annapaTHoro komnnekca «LLUnto3 6esonacHocTn Bel VPN Gate 4.1», koTopas onucaHa
B AOKyMeHTe «[1porpammHo-annapaTtHbiin komnnekc "LLnto3 6esoacHoctn Bel VPN Gate 4.1".
VHMumManmsaums Ha BbIYUCIIUTENbHbLIX CUCTEMaX apXMTeKTypbl Intel x86/x86-64».

JTanbl HACTPOMKM LINHO3a

HacTtpolika nporpaMmHo-annapaTHoro komnnekca «LUnto3 6esonacHocTn Bel VPN Gate 4.1»
OCyLlecTBMseTCH B ABa aTana:

o OO6wasn HacTpoKka Wwn3a.

e Co3gaHue NonuTuKK 6esonacHOCTY LL03a.

OOLwwme HaCTPOMKH LWLHO3a

I'Iepeql/lchM obuue HaCTpOVIKM LUJ1H03a, ONMCaHHbIe I'IOD,pO6H0 nanee:

e Peructpauus JlnueHsmm Ha wnto3 6e3onaHctu Bel VPN Gate, ecnn eé Heobxoanmo
nepeperucTpupoBaTth Nocre MHUUManm3aumm NpoaykTa.

e Paborta c TokeHamw.
e /3meHeHune naponew (pekoMeHayeTCs BbINOMHUTD).
e HacTtpoika nHtepgencos:
¢ HasHayeHue IP-agpecoB uHTepdencam.
e HasHaueHve Heckonbkux IP-agpecoB ogHOMY MHTEpPdIENCY.
e [loGaBneHune ceTeBbIX UHTEPENCOB.
e HacTtpoiika ceTeBbIx MHTepdeENCcoB, nogaepxmaatowmx 802.1Q.
e Hactponka MTU nHTepdeiica.
e [lepesarpyska LSP npn nameHeHnm cocTositHus MHTEpdENCoB.
e HacTpovika nepemMeHHbIX OKpY>KeHUs Ans 6anaHCMpoBKN HArpy3Kkn Ha LUMo3.
e HacTtpoika napameTpoB napannenbHon o6paboTkn ceTeBoro Tpaduka.
e CuHXpOHM3auus 4acoB Ha wnto3e 6esonacHocT ¢ NTP-cepBepoM TOYHOTO BPEMEHM.
e Hactpownka NAT.

e Hactpoika RRI.

Bel VPN Ggate 4.1 Copyright © S-Terra Bel 2008 - 2016 4



Bel VPN Gate 4.1. PykoBoacTBO agMuHMCTpaTopa. Obwme HacTpOKu

Peructpauus JinueHsum nocne nHMunanusauum

Peructpauus Jinuensum Ha Bel VPN Gate

Pernctpauuns JluueHsumn Ha MNMpoayKT BbINOMHAETCA BO BpeMs MHULMann3aumMm nporpaMmmMmHo-
annapaTtHoro komnnekca «LUnto3 6esonacHocTn Bel VPN Gate 4.1», HO ecnu nosiBUTcs
HeobxooMMOCTb NepeperucTpmpoBath JIMueH3no nocne nHnumannsaumm, To UCNonb3yeTcs

yTunuta lic_mgr.
Ytunuta lic_mgr, onucaHHas B JokymeHTe «Lnto3 6esonacHoctn Bel VPN Gate 4.1.

CneunanunsmpoBaHHble KOMaHAb!», 3anyckaeTcs U3 UHTepdenica KoMmaHaHOW CTPOKK U3 kaTanora
MpoaykTta /opt/VPNagent/bin:

lic mgr set -p PRODUCT CODE -c CUSTOMER CODE -n LICENSE NUMBER
-1 LICENSE CODE
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W3meHeHue naponen

MNocne nunynanusaumm I'Ipop,yKTa nonb3oBaTtenb "root" € NpaBaMun CUCTEMHOro agMMUHUCTpaTopa
nMmeeT I'IyCTOVI naporsib, KOTOprVI pekoMmeHayeTcd USMEHUTb CUCTEMHBbIMU CpeacTBaMu:

e 3aKauTe B CUCTEMY MOSb3oBaTenem "root";
e BbIMOJIHUTE KOMaHAY "passwd",
e BBEeOMWTE HOBbLIM Naporsib.

CneumanbHbI NoNb3oBaTeNb, CO3AaHHbIN B NpOLEeCcce MHCTANNAUMn ¢ UMeHeM "cscons", uMeeT
naponb "csp" M YpOBEHb npusunerni 15. EMy npegoctaBnseTcs BO3MOXHOCTb YNpaBnsaTh
HacTpovikamu Bel VPN Gate n cosgasatb nonutuky 6esonacHoctu. PekomeHayeTcsa nocne
WHCTanmnaunum U3MEeHUTb Naporb 3TOro nonb3oBaTtens. VIameHeHne napons nonb3oBartens,
cO34aHue HOBbIX MONb30BaTenen ¢ pasHbiMU YPOBHAMU MPUBUIENNA OCYLLECTBNSETCH B
crneumnanv3npoBaHHON KOHCONWU — B MHTepdence KOMaHgHOW CTPOKM NMbBo nokansHo, Nnbo
yAaneHHo C UCNOSib30BAHMEM KOMaHObl username password WIN username secret.

3apaHve naponsa ons goctyna K NpyBUErMpoBaHHOMY (a Takke K KOH(UrypaLMoOHHOMY) PEXUMY
Onsa nonb3oBaTenen ¢ yposHaMu npmeunernin ot 0 4o 14 ocyuwecTBndeTca KomaHgamm enable
password UMM enable secret.
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Hactpouka nHrepdgencos (OC Debian)

B 3aBucmmocTu ot cnocoba co3gaHns NoNnTUKM 6e3onacHOCTU LWI3a HacTpoka MHTepdencos
BbIMNOJTHAETCA.NO-pa3HOMY:

e ecnu nonutuka 6e3o0nacHOCTM co3gaeTcsl ¢ UCNonb3oBaHWeM cisco-like koHconu, To u
HacTpoWKa MHTepdencoB AOMKHA BbIMOMHATLCS TaM e (Mpu NOMOoLLM KoMaHA cisco-like
KOHCONN);

e ecnu nonuTtuka 6e30nacHOCTM CO34aeTCsl NyTEM HanucaHms KOHPUrypauuoHHOro TEKCTOBOrO
danna, To HaCTPOWKY MHTEPENCOB pekoMeHaYyeTCs BbINONHATE Npu nomolum cpeacts OC
(komaHga i fconfig).

Cisco-like koHCONb aBTOMaTUYECKM 3anyckaeTcs Npy BXOAE B CUCTEMY MOSb30BaTENeEM “cscons”.
Monb3oBaTtenu, obnagatowme agMMHUCTPATUBHBIMY NPUBUNETMSIMUI, MOTYT 3anyCTUTb KOHCOIb
KOMaHOoM cs_console U3 KaTanora /opt/VPNagent/bin/

MocmoTpeTh IP-agpeca nHTepdencoB MOXHO C UCNONb30BaHNEM KOMaHAbI Cisco-like koHconu
show running-config. [ns HacTponku agpecoB TpebyeTcs cHadyana BOMTU B rnobanbHbIN
KOH(UIYpaLMOHHbIA PEXMM KOHCOMMW, MCMOMb3ysa KOMaHay configure terminal, a 3aTeM — B
pexum interface configuration, 3agaB KOMaHAy interface type port/number
[aHHas komaHaa No3BoNseT yNpaBnATb HACTPOWKaMU TONMbKO 3aperncTpMpoBaHHbIX CETEBbIX
nHTEepcencoB. MIameHeHns, caenaHHble B 9TOM peXMME, BCTYNaKT B JENCTBUE HEMELIEHHO U
COXpaHsitoTcs B 3arpy3o4Hbix ckpuntax OC. KomaHabl KOHCOMM onvcaHbl B JOKyMeHTe «LLnto3
6e3onacHocTn Bel VPN Gate 4.1. Cisco-like komaHAabl».

Insa npocmoTpa IP-agpecoB nHtepdencor B OC ncnonb3dyeTcs kKomaHga ifconfig -—a.

HasHaveHue IP-appecoB uHtepdeincam

M3meHeHuTb IP-agpeca 1 Macku NoaceTU ceTeBbIX MHTEPEENCOB MOXHO:
e [puY NOMOLLM KOMaHA cisco-like koHconu;

e pKW NOMOLUM KOMaHAbl i fconfig.

HasHaveHue IP-agpecoB B cisco-like koHconu
1. Bongute B pexum interface configuration:
interface fastethernetport/number
2. HasHaubTe uHtepdency IP-agpec n macky:
ip address IP-azmpec mMacka
MoBTopHOEe 3ajaHue IP-agpeca 3amellaeT npeapiayliiee 3HayeHme.

,D,J'Iﬂ TOro, YTOObI yBungeTb caenaHHble UISMEHEHUA B KOH(bMpraLI,MI/I, I/ICFIOJ'Ib3yl7ITe KomMaHay show
running-config

HasHayeHue IP-agpecoB komanaon ifconfig
1. MNpu nomoLm komaHAabl ifconfig Ha3HaybTe agpec N Macky uHtepdency, Hanpumep:
ifconfig mma mHTepderica IP-ampec netmask macka up
2. BbI3oBuWTE CKPUNT, COXpaHAOLWNIA aHHbIe 06 MHTepdence B KOH(UIypaLmMOHHbIX dannax:

/bin/ni saveif.sh wmma murepbderica
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Ha3HauyeHue Heckonbkux IP-agpecoB ogHoMy UHTepdency
HasHauyeHue IP-agpecoB B cisco-like koHconu

Pasnuuatotcs primary u secondary IP-agpeca. B kauecTBe primary agpeca BblibvpaeTcs nepBbiil Mo
CNWCKY agpec, ocTarnbHble — B kayecTBe secondary. Primary agpec MoxeT ObITb TONbKO OAMH.
AppecoB secondary MoOXeT ObITb HECKOJBbKO.

B pexume interface configuration BBeguTe komaHay:

ip address IP-ampec macka secondary

HasHaveHue IP-agpecoB komaHgowm ifconfig

HasHauntb Heckonbko IP-agpecoB ogHOMY MHTEpdENCY, T.e. co30aTbh HECKOSbKO BUPTYarbHbIX
(nornyecknx) nHTepdENCoB, MOXHO NPM NOMOLLM KOMaHabl i fconfig.

1. Cosgante cHavana BUpTyanbHbIV MHTEPdENC:
ifconfig mma mHTepderica:1l IP-ampec netmask macka up
2. BbizoBuTE CKpUNT, COXpaHAOLWNIA AaHHbIe 06 nHTepdence B KOHPUIypaLmMOHHbIX dannax:

/bin/ni saveif.sh wmma murepderica

[obaBneHune ceTeBbIX UHTEpPeNcoB
1. B 3aBucumocTu oT Tuna nHtepdenca fobasbTe B hanin /etc/ifaliases.cf CTPOKY:
ana Ethernet 1000 Mbit
interface (name="GigabitEthernet0/X" pattern="Y")
ana Ethernet 100Mbit n gp.:
interface (name="FastEthernet0/X" pattern="Y")
X — Homep dmamyeckoro nopta ethernet
Y — M8 uHTepdenca B onepaumMoHHON CUCTEME.

2. HeobxoanMo nepecynTaTh X3aLI-CyMMY U3MeHeHHoro danna. 3anyctute yTunuTy integr mgr
calc:

integr mgr calc -f ifaliases.cf
3. I'Iepe3anyCT|/|Te vpn-geMoHa, BbINOJTHMB KOMaHAy:

/etc/init.d/vpngate restart

HacTtpoika ceTeBbIx uHTepdencos, nogaepxusarowmx 8§02.1Q

UHTepdeiic 802.1Q sensieTcs paclumpeHnem obbivyHoro Ethernet nHtepdpenca (cm. Ctangapt IEEE
802.1Q). Ans npumepa HacTpoum VLAN-nHTepdenc 10 Ha nHTepdence ethO:

1. B dhann /etc/network/interfaces, B pasaen ###netifcfg-begin###, nobasbTe cTpoOKM:
auto eth0.10
iface eth0.10 inet static
address 192.168.0.2
netmask 255.255.255.0
vlan raw device ethO
2. NobaBbTe B avin /etc/ifaliaces.cf CnegyloLLyto CTPOKY:

interface (name="FastEthernet0/0.10" pattern="eth0.10")
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3. lNepecunTtanTe x3LW-CyMMY U3MEHEHHOrO anna ifaliaces.ct, 3anycTuB yTUNUTY
integr mgr calc:

integr mgr calc —-f ifaliases.cf
4. MNMogHUMnTE MHTEPENC:
ifup eth0.10
5. lNepesanycTnte vpn-gemoHa, BbINOMHUB KOMaHAY:

/etc/init.d/vpngate restart

Hactponka MTU unTtepcenca

HacTtpouTb 3HadeHne MTU ceTeBoro nHtepeinca, kotopoe 3agaet MakCUmarnbHbIN pasmep
nakeTa, nepegasaemMoro 6e3 parmeHTaLmm Yepes AaHHbIN MHTEPAENC, MOXHO, UCMONb3ys NIMGOo
cpeactea OC, nnbo komaHay mtu nHTepdenca KOMaHOHOW CTPOKU KOHCOMMN.

Hactporika MTU ceteBoro nHtepcperica B8 OC Debian ocyuwiectensaerca cnegyowmm obpasom:

1. Bdann /etc/network/interfaces, B pa3gen ###netifcfg-begin###, B onucanve
BblGpaHHOro ceTeBoro MHTepdenca gobaBbTe CTPOUKY:

MTU YYYY
YYYY — paamep MTU ceTteBoro nHtepdeiica.
2. Mepesanyctute ceTeBOro 4eMOoHa, BbIMOMHUB KOMaHAY:
/etc/init.d/networking restart

Takvum 06Gpa3om ycTaHaBIMBaeTCsl NOCTOSIHHOE 3HavyeHve MTU.

YcTtaHoBka 3HavyeHus MTU uHTepdenca Ha Bpemsa oaHou ceccum (ao nepesarpyskm OC)
OoCyLecTBNAeTCs KoMaHaomn:

ifconfig eth0 mtu YYYY (mns murepderica fa 0/0)
ifconfig ethl mtu YYYY (mns mHTepderica fa 0/1)

YYYY — pasmep MTU ceTeBoro nHrepdemca.

Mepe3arpy3ka LSP npu nameHeHnn coctoiHns uHTepcgencos

Mepuoanyeckn VPN gemoH (vpnsvc) MNpoaykTa onpalivBaeT onepaunoHHyo cuctemy ob
N3MEHEHNAX B COCTOAAHUM MHTepdeicoB. Ecnm B nocnegHuii onpoc npomsoLny kakue-nnéo
M3MEeHeHNA No CpaBHEHUIO C nNpeabiaywnm, ToO aBTOMaTu4eCkn NponucxoamnT nepe3arpyska noJiMTnku
6esonacHocTu (LSP), 3arpy>keHHon B 6a3e NMpoaykra.

M3aMeHeHns B COCTOAHMMN MHTEPEeNcoB MOryT BbiTb Crneayowmmm:
e COCTaB UHTEeP(ENCOB;
e |P-agpec nHTepdelica;
e Macka IP-agpeca uHTepdeliica;
® UMHAEKC UHTepdelica;

e Broadcast agpec.
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HacTpoika nepeMeHHbIX OKPYXeHUs

MimeeTca BO3MOXHOCTb HACTPOUTbL HEKOTOPbIE NEPEMEHHbBIE OKPYXKEHUS, KOTOPbIE MOTyT NOBMUATH
Ha paboty Bel VPN Gate unu gate BO3MOXHOCTb MOMYYMTb AOMOMHUTENBHYIO MHPOPMALIMIO B NOr-
danne.

MOXHO U3MEeHUTb 3HaYeHus crnegyrowmnx nepeMeHHbIX OKPpYXEeHUA:
CSP_SYS_RESPONSE_TIMEOUT
CSP_LOG_TASK_TIME
CSP_LOG_TASK_QUEUE_PERIOD
VPNGATE_CONFIGURED

HavanbHble 3Ha4yeHus, YCTaHOBJIEHHbIE MHCTANNATOPOM, AnA BCeX NepeMeHHbIX OKPYXXEeHUA paBHbI
0 n coBnagatoT CO 3Ha4YEHUsAMH, YCTaHOBJTIEHHbIMU MO YMOYaHUIO.

M3MeHUTb 3Ha4YeHne NepeMeHHbIX OKPYXXEHMS1 MOXXHO CregyloLmm obpasom:
1. oTpepakTnpoBaTb pann /etc/default/vpngate
2. nepes3anycTtutb vpn-geémMoHa, BbINOJIHMB KOMaHOy

/etc/default/vpngate restart

Onucanue nepemMeHHbIX OKPYXeHnsA

CSP_SYS_RESPONSE_TIMEOUT 3afaeT MakcMMmaribHoe BpeMs (B CEKyHAax), Ha KoTopoe
VpN-4eMOH MOXeT "NoABUCHYTL" nepes TeM Kak aBapumiHO
3aKOH4YMTb CBOIO paboTy. "lMNoaBrcaHne" — cocTosiHue,
Koraa Hu ogHa u3 pabo4ymx HATEN He MOXET B3ATbCA 3a
BbINOMHEHNe 3agaHus. Mo JOCTUXEHUN YKa3aHHOTO
BPEMEHM VPN-A4EMOH CaM aBapUNHO 3aBepLUaeT CBOH
paboTy u co3gaeT core-chann.

MexaHu3m cnexeHus 3a 3aBMCaHWEM VpN-geMoHa
nos3eonsieT 3aBepmnTb paboTy HepaboTocnocobHoro
JEeMOHa U1 3anyCTUTb HOBYHO CECCUI0, TEM CaMbIM MOBbLICUB
OTKa30yCTONYNBOCTb CUCTEMBbI.

Ecnn CSP_SYS_RESPONSE_TIMEOUT =0, TO
MeXxaHU3M CrexeHus 3a 3aBucaHmem vpn-aeMoHa He
BKNOYaeTCs.

MepemeHHble okpyxeHns CSP_LOG_TASK_TIME n CSP_LOG_TASK_QUEUE_PERIOD
NCNonb3ytoTCst CNyX00M NoAaeP KN ANst AMAarHOCTUKM pasnnyHbix cuTyaunin. O6e nepeMeHHble
3a4atoT BPEMS, MO UCTEYEHUN KOTOPOrO B ¢halin fora BblgaroTcs COoOLLEHMS.
CSP_LOG_TASK_QUEUE_PERIOD BbigaeT coobueHus ypoBHst info, CSP_LOG_TASK_TIME
BblOaeT COODLLEHNS YPOBHSA warning.

CSP_LOG_TASK_TIME 3apaeT BpeMsi (B ceKyHAax), KOTOpOe JOJIKHO ObITb
3aTpay4eHo Ha BbINONHeHWe oaHou 3aga4uun. MNpu
NnpeBbILLIEHUN 3a4aHHOIO BpemMeHu B chann nora 6ynet
BblaaBaTbCs coobLeHne 0 BonbLIeM 3aTpaYeHHOM
BpeMEHU Ha BbINOSIHEHWE OOHOW 3afaun:

Event Manager profiler: task time is <n>
sec (src=<hex> dst=<hex> idx=<n>
proc=<hex>)

Ecnn CSP_LOG_TASK_TIME = 0, To coobLueHune B chann
riora He BbIBOAUTCS.
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CSP_LOG_TASK_QUEUE_PERIOD 3apaet nepuog (B cekyHAax), ¢ KOTOpbiM B dpavn nora
OyayT BblgaBaTbCsA COOBLLEHMS O BPEMEHU OXUAAHUS
3adayn B ovepean n anvHe odepeamn 3agad. CoobueHus
BbIBOAATCS CrneaytoLero suaa:

Event Manager profiler: waiting time of
task queue is <n> sec, queue length is <n>
tasks

Ecnu CSP_LOG_TASK_QUEUE_PERIOD = 0, T0
coo6LLEeHNs B haiin nora He BbIBOAATCS.

VPNGATE_CONFIGURED nokasblBaeT BbIMOSIHWN N Norfib3oBartesib npouecc
nHuumanunsauum Bel VPN Gate. MoxeT npyHumaTh
3Ha4eHus: yes nnm no.
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HacTpoika napameTpoB napannenbHOn 06paboTku
ceTeBoro Tpaduka

HeobxoaumMocTb HACTPOViKM NapameTpoB C Lienbio onTuMmmnsaumm IPsec o6paboTkm ceTeBoro
Tpaduka Ha MHOTOMPOLIECCOPHBIX CUCTEMAX, MOXET BbiTb Bbi3BaHa 0COOEHHOCTAMM annapaTHoOro
YCTPOWCTBA CUCTEMBI, ONTMMU3ALMEN NOA ONPeAeneHHbIN XapaKTep CETEBOro Tpaduka,
onTMMU3aumen Noa XxapakTepPUCTUKN CETEBLIX MHTEPEENCOB 1 KaHana CBA3N.

Ha pucyHke Huxe npeacTaBneHa cxema napannensHon 06paboTkn Tpaduka B Linux.

KoHTekeT npepbisaHis (softirg) KOHTERCT HWTH-00paboTurka
A IPsec obpaboTka D”e%pﬂﬁw MogroToska K
nakeTa OTNPaEKe
afouEnA jo4Hepe0E \L
Mony.eHue naketa i IPsec oBpaboTka OBpabBoTka & Linux IP
Np2ABAPUTENEHEA nakeTa Stack
oEpaboTka
IPsec obpaboTra OTnpaeka Opaieepom
nakeTa CETEBOM UHTepdhelca
PucyHok 1

Mocne nonyyeHus, nakeT NnpeobpasyeTcs kK BHyTpeHHeMy cdopmaTy. [poBepsieTcs, HET nn
npeeBbileHUs pa3mepa paboyen odepeaun unu odepeaun otTnpaeku. [lanee nakeT nomeLlaeTcs B
pabouyo ouepeap 1 odepeab OTNpaBKu.

MakeTbl 3abupatoTca u3 paboyen ovyepem HECKONbKMMU HATAMM 06paboTumMka OgHOBPEMEHHO.
Mpoucxogut dunbTpaums u kpuntorpaduyeckas obpaboTka.

MakeT oTMevaeTcs B ouepeamn oTnpaBkn Kak roToBbIv (Npy paboTe ¢ ovepenbto OTNpaBku
npovsBoauTcsa 3 onepawmm — BKIOYEHUE B 04epeb, pa3peLLeHne oTnpaBky, U3BMeYeHme n3
oyepeau; ans paboyen ovyepeamn onepauun ABe — BKINOYEHUE B 0Mepeb, U3BNeYeHne n3
oyepeam).

B KOHTekcTe ogHom n3 HVITeI7I-06pa60T‘-IVIKOB nponcxognT n3Blie4eHmne nNakeToB n3 o4epean
OTNpaBKK, 1 BbIMOJTHAOTCA OEencTBus, CBSA3aHHbIE C MapmpmisaumeVl W ganbHeunLwemn OTﬂpaBKOVI
naketa.

Hactpoiika napameTpoB paboyen ouepeau

MapameTpbl paboyen ovepean HacTpamBatoTcs B panne /etc/modprobe.d/vpndrvr.conf (napameTtp
cpu_distribution) n ¢ nomoweto ytunutel drv_mgr (napameTp pq_thread_q_size).

cpu_distribution

HasHaveHrnem napameTtpa cpu_distribution aBngaetca onTuMmsauunsa gocTtyna K naMmsaTy 1 Kkelam
npoLieccopoB npu obpaboTke Tpaduka, MUHMMMU3ALMSA NEPEKITHYEHNS KOHTEKCTOB HATEN sapa
Linux, a Takke 6onee acdekTuBHOE pacnpegeneHne BbIMUCTTUTENbHOM MOLLHOCTM
MHOrOMpPOLIECCOPHOM CUCTEMbI MeXAy 3adadvamu obpaboTkm Tpadmka. MHoronpoueccopHbie
cuctemsl, ucrnoneayrowmne NUMA apxuTekTypy, pasgensioT onepaTusHyo namMaTb Mexay
Heckonbkumn NUMA-y3namn. K NUMA-y3ny npyunncaHo HEKOTOpoe YMCO NPOLLECCOPHbIX S4ep.
Ooctyn k namsaTtu BHyTpn ceoero NUMA-y3na npoucxoant ropasno beicTpee, YeM K NaMATh Yy>Koro
y3na. [NoaToMy uernbio HacTporku ABNSeTCs 06paboTKa BbliAENEeHHOro NoToKa ceTeBoro Tpadumka B
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pamkax ogHoro NUMA y3na: nonyyeHue |P-naketa, BblgeneHme namsaTtu nog Hero u IPsec-
obpaboTka AomKHa NPOUCXOANTb Ha sAapax npoueccopa, NPUNUCaHHBLIX K O4HOMY Y3ny.

Anpa, BblgeneHHble ansa o6paboTku npepbiBaHNI, MO BO3MOXHOCTU pa3MeLLaloTCcs B pasHbIX
NUMA-y3nax. Kaxxgomy BbliageneHHomy ans obpaboTku sapy COOTBETCTBYET CBOs paboyas
oyepedb. B cnyyae nepenonHeHust cesoen ovepenm, Tpaduk 6yaet nomeLwaTsCs B caMmyto
cBOOOOHYIO "4yKyl0" ovepeab (ecnu Takas HangeTcs), NpyM 3TOM BO3MOXHA notepsi
NPOU3BOAUTENBHOCTMN.

MpuBsizka NnpepbiBaHU MO3BONSAET A0OUTLCA GonbLuer 3 ¢EKTUBHOCTU 06paboTkM T.K. Ans
obpaboTkn nakeTa bygeTt ncnonb3oBaHa oyvepenb, Haxogswascs B koHTekcte NUMA u kewa
npoueccopa, Ha KOTOPOM NPOU3OLLINIO NpepbiBaHne. Kpome Toro, npuBs3ka npepbiBaHni
obecneynBaeT BO3MOXHOCTb NapannenbHo 06paboTku NpepbIBaHUA NPpY 3HAYEHNM Yucrna
npoLeccopHbIX saep Asa v bonee.

MapameTp cpu_distribution nmeet cnegyowmn dopmar:
<NIC0>,<NIC1>,...:<irq cores>/<working cores>
<NIC0>,<NIC1>,... — cnNCOK UHTEePdencoB, Ans KOTOPbIX BbINOMHAETCH NPUBA3Ka NpepbiBaHUM.

[onyckaeTcs nycTon CnMCOK MHTepdencoB, Toraa NpmBsa3ka NpepbiBaHUA K NpoLeccopamM He
BbINOSHAETCS, U NPepbIBaHUSA CETEBLIX MHTEPENCOB pacnpeaenarcs B COOTBETCTBUM C
anroputMom HasHa4veHus npepbiaHmii LINUX. B aTom crniydae Bo3mMoXxHa MeHee
achdekTnBHas obpaboTka NnakeToB.

Bce nHTepdenchl, ABHO yKasaHHbIE B CMUCKE AOJPKHbI ObITb MOAHATLI HA MOMEHT cTapTa
apansepa.

Mepeuncnate MHTepdelickl cmbicna He nveeT. MoxHo ykasaTtb ™', Torga "npmesiabiBatotcs”
BCE NnpepblBaHUSA MHTepPdENCOB, NNy NYCTON CNMCOK (HNU4Yero nepea cumsosnom '), Toraa
NpVBS3KN NpepbiBaHUn He ByaeT.

Mpu 3Ha4eHun <irg_cores> = 0 NnpvBsA3Ka NpepbiBaHUIN AenaeTcs KO BCEM npoLeccopamM
O[(HOBPEMEHHO.

<irq cores> — 4ncrno NpPoLECCOPHbIX SAep, NONMHOCTLIO BblAeNeHHbIX Nod o6paboTky
npepbiBaHU CETEBLIX NHTEPXENCOB.

<irg_cores> = 0 ucnonb3ayeTcs AN pacrnpeaerieHns npepbiBaHUiA N0 YMOMYaHuHo.
<irg cores> = 1 ogHO BblAeNeHHOe AP0 ANS NpepbiBaHUM.

<working cores> — Korm4ecTBo pabo4mnx HUTOK, YACIIO NPOLIECCOPHBIX SAEP, UCTIONb3YEeMbIX AN
IPsec o6paboTku.

nikn

<working cores> MOXeT UMETb 3HadeHne "*", KOTopoe 03Ha4YaeT "ncnosnb3oBaTh BCE
[OCTYMHbIE S4pa, 3a UCKIMIYEHNEM sSiAep nNpepbiBaHMin". PekoMeHayeTcs yKasbiBaTb
3Ha4eHue, KpaTHoe <irg cores>, B 3TOM crny4ae obecneuntca paBHOMEpHoe pacnpeaeneHme
NPOLIECCOPHBIX 94ep MO 06CNy>XMBaAeMbIM o4epensm.

3HaueHusa no YMON4YaHUIo!:

e Ecnun siBHO He 3agaBaTb cpu_distribution n yncno npoueccopHbix saep 3 n Gonee,
npUHUMaeTcs 3HadeHne *:1/*

o Ecnu siBHO He 3agaBatb cpu_distribution 1 yncno npoueccopHbIx saep 2 unu 0gHo,
npuvHUMaeTcs 3HadeHune *:0/*

OrpaHuyeHusi Ha 3Ha4deHus B cpu_distribution
e <irq cores> < 4yncro NpoLEeCCOpPHbIX SAep
e <irq cores> + <working cores> < 4nCro NPOLIECCOPHbIX Aaep

e <irq cores> < <working cores>
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pg_thread_q_size

MapameTp pg_thread_q_size orpaHnynBaeT pasmep oyepenmn un 3agaetcs ytunurton drv_mgr,
onucaHHon B OoKymeHTe «[lporpaMMHo-annapaTHbIn komnnekc «Llnwo3 6esonacHoctn Bel VPN
Gate 4.1». CneumanmsmpoBaHHble KOMaHAbI».

Ecnu <irq_cores> 6onblle 0gHOro, To BbIYUCIIAETCS OIS KaXaom ovepean B OTAENbHOCTMW.
MakcmanbHoe cymMapHoe KOSIMYeCTBO OXXnAaloLWMX NakeToB YMHOXAETCS Ha KONMYECTBO
ouepeaen.

HacTtpovika onvHel ouepeaun genaeTca B 3aBUCMMOCTY OT XapakTtepa Tpaduka. bonbluaa gnvHa
nossonsieT n3bexartb NOTEPb NAKeTOB NPU MUKOBbLIX N HEPaBHOMEPHbIX Harpyskax, a Takke
obecneunt MmakcumarbHYyI NPONYyCKHY CNOoCOB6HOCTL. ManeHbkuii pa3mep ovepeam No3BonseT
OrpaHnYMTb MakcumarnbHoe Bpemst 06paboTkmM O4HOro NakeTa, CHUXAeT UCMOfMb3yeMbli 06bem
namaTn sapa Linux (ocobeHHO 3To akTyanbHO Anst 32-6UTHbLIX CUCTEM).

PekomeHaaumm no McnonbL30BaHu1Io
[ns cuctem ¢ ogHNM-ABYMS NMPOLECCOPHBIMU SApaMu 4OCTAaTONMHO 3HAaYeHMs Mo ymonyaHuto *:0/*.

Ecnu B cucteme ectb ogMH MHorosiaepHbl npoueccop (3 n bonee agep), pekomeHayeTcst
KOHpurypaumsi no ymonyanuto *:1/*. ing ontmanbHbIX pe3ynsTaToB npu 60MbLLIOM KonnyecTse
agep, MoXeT ObITb NOIe3HO COKpaTUTL YMcno <working cores>: To ecTb BbicTaBuTb *:1/N, rae N
4YMCNO NPOLIECCOPHbBIX SAEp-2 U MeHee.

[nsa cuctem ¢ AByMA N bonee MHOroagepHbiMu npoueccopamMmmn BO3MOXHbI crieayroLline BapuaHTbl:

e ecrnu annapaTtHas KoHUrypaums n xapakrep Tpaduka no3BonseT napannenbHyto
06paboTKy NpepbiBaHWN, TO YUCMO <irq COres> MOXHO YBENWYUTb (BbICTABUTL 2);

e ecnu JobuTbCs NnapannensHon o6paboTkn NpepbiBaHWUI HEBO3MOXHO, TO HAAO BbICTaBUTb
<irq cores> = 1 ganee, B 3aBMCMMOCTU OT CNTOXXHOCTU KpUNTOorpacpmnyecknx Bel4UCIEHNN,
ONTMMarbHOM KOHUrypauuen MoxeT OblTb Nokanu3auusi Bcex IPsec BbluMCIEHWIA HA OAHOM
npotieccope nyTem orpaHuyeHns ynucrna <working cores> o uncrna sgep Ha ogHOM
npoueccope-1.

HacTpoiiku napameTpoB o4epeay oTnpaBku

Ouepenpb OTNpaBkM NpegHasHavYeHa AN BOCCTaHOBNEHWS Nopsaka nakeToB nocne napannensHon
obpaboTtkn. Ouepenb ynpasnsieTcst napametpamu pq_thread_q_size n pq_force _ordering, koTopbie
3apatotcs ytunuron drv_mgr, onnucaHHom B JOKYMeHTe « [1porpaMmHo-annapaTtHbIn KOMMMEKe
«LWLnto3 6e3onacHoctn Bel VPN Gate 4.1».Cneunann3npoBaHHble KOMaHObI».

pg_send_g_size
MapameTp pg_thread_q_size 3agaeT MakcuMansHOe YMCNO NakeToB B o4epean OTnpaBKu.

3HayeHne 0 oTkNIoYaeT ovepeab OTNPaBKN. ATO MOXHO CAenaTb, €CNU LWI030M obpabaTtbiBaeTcs
OAHOBPEMEHHO MHOIO CETEBbIX COEAMHEHUIN N CECCUIA, PETYNMPOBAHMNE NOpsaKa OTNPaBKM NAKETOB
B 3TOM criydae He Tpebyetcs. Mpu OTKNIOYEHHON ovepeam oTnpaBku, 3aBepLiatoLLme cTagum
00paboTkm nakeTa, HaunHasga ¢ 6noka "nogrotoeka k otnpaske” (PUCYHOK 1), BbINOMHAKTCA cpasy
nocne 6noka "IPsec obpaboTka naketa". To ecTb OTNpaBka NakeTa NpoMcXoauT napannesnbsHo,
MUHYs odepeb. OTKMNoYEHNE oYepean MOXET AaBaTh BbIUIPLILL B MPOU3BOANUTENBLHOCTU 3a CHeT
coKpalleHus obLero BpemeHn obpaboTkM nakeTa U napannenbHon OTNpPaBk1, a MOXET U
HaobopoT, NPMBOAUTL K Aerpagauumn Npon3BoanTENbLHOCTM U3-3a NOTEPU NEPEYNOPSA0YEHHbIX
NMakeToB B NOSb30BaTENbLCKNX MPOTOKONax. MapannenbHas oTnpaBka NakeToB B HEKOTOPbIX
cny4vasix Toxe yxyglaeTt Npon3BOaNTENbHOCTb.

Pa3mep, kak n gns pabover odepean, NoOACTpamMBaeTcs Noa xapakrep Tpadumka. OrpaHnyeHus
odepenu oTnpasky 1 paboyen odepeaun NPoBEPSAOTCS OOHOBPEMEHHO, U TPadUK MOXET
YHUUTOXATbCS NPUW 3anOSTHEHUN OOHOW U3 HUX.
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pq_force_ordering
MapameTp pqg_force ordering onpegenseT, YTo NPOUCXOAMT NPW 3anoSTHEHUN ovepeamn OTNpPaBKu:
e Ecnu BbicTaBneHo 3HaveHne 1, nakeTbl npn nepenofiHeHnn o4epean YHMHTOXarTCA.

e Ecnu BbicTaBneHo 3HaveHn 0, nakeTbl BCe paBHO 0bpabaTbiBalOTCA — TO €CTb NOPSAOK
OTNpPaBKU NAKETOB PErynupyeTcs TOMbKO B cnydae HU3Kow 3arpysku. Mpu yctaHoBke
pq_force_ordering = 0 pekomeHayeTCs BbICTaBNATb ManeHbkoe 3HadeHve pq_send_q_size.

Ecnu pg_send_q_size = 0, 3HaueHwne pq_force_ordering He nMeeT cmbicna.

Mpumep:
MmeeTtca 4 NUMA-y3na, no 4 sgpa Ha y3en. YcraHoBum cpu_distribution=eth0,eth1,eth6,eth9:3/*.

Monyynm crneaytollee pacrnpegereHue:

eth0 ethl eth6 eth9
\ | | /

Q — oyepeau/BblgeneHHble sapa npepbiBaHUN,

W — pabouve H1TKK, 3anyLLeHHbIe Ha TOM e npoLeccope, Y4To 1 ovepean,
w — pabouure HWUTKK, 3anyLLeHHble B "4yxom" NUMA-y3ne,

NYHUN — NpUBA3Ka NpepbiBaHUN.

To, 4TO B MpUMepEe He N306paXkeHo, YTO HET COOTBETCTBUSI MEXAY MHTEPdENCOM 1 O4epeablo — He
cny4variHo. Ecnn nHtepdeinc umeeT MHOXeCTBO npepbiBaHnin MSI-X, oHn pacnpegenstoTcs Mexay
BCEMU BblAeNeHHbIMU AN 00paboTku NpepbiBaHUI SApamMu.

3amevyaHusa

MpuBsa3ka npepbiBaHUA MHTEPdENCOB He Bcerga cpabatbiBaeT. Bo3MOXHO, eCTb OrpaHnyeHne Ha
KONMYeCTBO NMpepbIBaHUIA, MPUBA3aHHbIX K 0OgHOMY npoueccopy. CneumansHON QUarHoCTUKM B 3TOM
crnyyae He BblJaeTCs, pe3ynbTaT NPUBSA3KN MOXHO NPOBEpPUTb, U3y4dmB /proc/irg/*/smp_affinity n
/proc/interrupts.

Pacnpegenenue mexagy odepensamum (<irq_cores> > 1) 3aBUCUT OT aBTOMATUYECKOTO
pacnpegeneHus Tpadurka Mexay HeCKONbKUMW NpepbiBaHUAMN CETEBOIO MHTepdenca. 3To
paboTaeT He Bcerga.

Mpn MHTEHCUBHOW, HO He NOJHON 3arpysKe LUN3a, Ha BpeMsl 06paboTKm NakeTa BrMSET CKOPOCTb
npobyxaeHust HUTK sigpa Linux. Ha Bpemsi npoByxXaeHus HUTU B CBOKO ovepeb MOTyT BrMSATb
pa3HoobpasHbie npouecchl BHyTpy Linux (Hanpumep, BNMAIOT BbI30BLI KOMaHObl PS UIm
aHanormyHble 4ENCTBUSA, MHTEHCUBHBIV JOCTYN K dhaninoBoi cucteme). OCoOeHHO HeraTUBHBIN
ahhekT NposBNAETCA NpU BKIMOYEHHOW 0Yepean OTnpaBkuy, T.K. MPU 3TOM 3adepKka O4HOro nakeTa
BNUSIET HA Opyrue, KoTopble NOCTYNUM Ha 00paboTKy NO3Xe Mo BPEMEHW.

[NpunBs3Kka NpepbiBaHUN Ba)KHa HE TOMbKO AN CeTeBbIX MHTEPEENCOB, K KOTOPbLIM MPUBSA3aHbI
aencteus IPsec-06paboTkn. Ecniv nakeT ncxogdawmi, To ero oopaboTka NpoMcxXoauT B KOHTEKCTE
WMHTepdenca, Ha KOTOPbIM NakeT NOCTYNWIT Kak BXOOALMWNA.
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Hactpoika NTP (Network Time Protocol)

MpeaBapuTenbHO HACTPOUM Ha LWNto3e 6e30MacHOCTU CUCTEMHYIO OATy U YacOBOW MOSIC:
YCTaHOBUM TEKYLLYIO CUCTEMHYIO AaTy KOMaHAOM:

date MMDDhhmm[[CC]YY] [.ss]

MM — mecsu, DD — geHb, hh — yackl, mm — MuHyTbI, CCYY —rof, SS — CceKkyHAbl
(roa n cekyHabl yka3biBaTb He 00s13aTENbLHO).

Bbibepem HyxHbI YacoBou nosic. CNMCOK BCex AOCTYMHbIX YaCOBbIX MOSICOB MOXHO HANTW B
Katanore /usr/share/zoneinfo. [lenaem cCbifiky Ha HYXHbI YACOBOW MOSAC, HaNpUMep:

1In -sf /usr/share/zoneinfo/Europe/Moscow /etc/localtime

BeibpaHHyto 30Hy gobaBum B pann /etc/sysconfig/clock.

Ons cnixpoHnsauum yacoB ¢ NTP-cepBepoM TovHoro Bpemenun B OC ncnonb3yeTtcst 4eMOH ntpd,
KOTOPbLIA MOXeT BbICTYNaTb Kak B pOnv cepBepa, Tak U KNUeHTa, B 3aBUCUMOCTU OT HaCTPOEK,
3agaHHbIX B KOHUrypaumMoHHOM dhanne /etc/ntp.conf. 1o ymonyaHuio AEMOH HACTPOEH Kak
NTP-knueHT.

Hactponka NTP-cepBepa

Onviem HekoTopble NapameTpsbl, 3ajatoLmnecs B panne /etc/ntp.conf 1 nossonsowme
HacTpouTb Linux NTP-cepsep:

MapameTp server 3agaeT BHELWHWIA aTanoHHbIN NTP-cepBep, kOoTopbin OyaeT MCNonb30BaThCS
ANs CUHXPOHM3aLMK ¢ nokanbHbIM Linux NTP-cepBepom:

server <server addr>
<server addr>— P-agpec unu afomMeHHoe ums BHellHero atanoHHoro NTP-cepsepa.

Takux aTanoHHbIX CepBepOB MOXET ObITb YKa3aHO HECKOMbKO, KaXabl B OTAENbHOW CTPOKE.
Hanpumep:

server ntpl.vniiftri.ru

server ntp2.vniiftri.ru

MapameTp restrict No3BonseT 3a4aTb OrpaHUYeHUst Ha AOCTyN U ynpasneHue Linux NTP-
cepBepoM:

PaspelumnTe BHelHUM aTanoHHbIM NTP-cepBepam obpallaTbes K Linux NTP-cepsepy,
Hanpumep:

restrict ntpl.vniiftri.ru

restrict ntp2.vniiftri.ru

Ecnu k Linux NTP-cepsepy 6yayT noctynatb 3anpocbkl Ha NTP cnHxpoHusauuto (6e3
MoaudmKaLMKn 1 OTChISNIKM TPanoB) OT APYrMX KOMMbIOTEPOB NOKanbHOW cetun, To Aob6aBbTe B
dann CTpoky:

restrict <addr local network> mask <addr local mask> nomodify notrap

<addr local network> - ajpec NnokanbHOW NOACEeTH, KOTOpYto obcnyxunsaet
Linux NTP-cepBep;

<addr local mask> - Macka noacetu.
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YT06hkI Linux NTP-cepBep umen nonHbli 4OCTYN K caMoMy cebe 6e3 orpaHmyeHuin, Bnuwnte
CTPOKY:

restrict 127.0.0.1

MapameTp driftfile ykasbiBaeT paiis, B KOTOPOM XPaHUTCS MOrPELLHOCTb CUCTEMHbIX YacoB:

driftfile /var/lib/ntp/ntp.drift

MapameTp logfile 3agaet nor-cbamn:

logfile /var/log/ntpstats

Hactponka NTP-knueHTa

[ns HacTtponkm Linux NTP-knueHTa, B anne /etc/ntp.conf AOMKHbI MPUCYTCTBOBATbL CTPOKM,
3ajaroLLme cnegyolime napameTpbl:

MapameTp server 3agaeT nokanbeHbin NTP-cepBep, KOTopbIn BygeT ncnonb3oBaTbCcs AN
CUHXpOHM3aunn sBpemeHn NTP-knneHTom:

server <server addr>

<server addr> - IP-agpec unu gomeHHoe nmsa NTP-cepsepa nokanbHon ceTu.

MapameTp restrict No3BOMseT 3a4aTb OrpaHUYeHUst Ha AOCTyN U ynpasneHue Linux NTP-
cepBepoM:

OrpaHI/I‘-IbTe 0O0CTyn K cepBepy No yMOn4aHuK:

restrict default ignore

Paspewute goctyn K Linux NTP-cepBepy, orpaHMyvnB B3anmoaencraume:
restrict <server addr> noquery notrap

<server addr> - IP-agpec unu gomeHHoe nma NTP-cepeepa rnokansHon ceTu.

Paspelwute goctyn Tonebko rnokansHomy NTP-cepsepy:

restrict 127.0.0.1 nomodify notrap

I'IapameTp driftfile yka3biBaeT cba|7|n, B KOTOPOM XpPaHUTCA NOrpeLHoOCTb CUCTEMHbIX YaCOB:

driftfile /var/lib/ntp/ntp.drift

MapameTp 1ogfile 3agaeT nor-coamn:

logfile /var/log/ntpstats

YnpasneHne neMOHOM

,D,ﬂﬂ ynpasneHna 4eMOHOM ntpd NCNOJNb3YyKTCA CTaHAAaPTHbIE KOMaHAObI:
/etc/init.d/ntp start
/etc/init.d/ntp restart
/etc/init.d/ntp stop
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lMpoBepbTe NapameTpbl 3anycka 4eMOHa — B KOHPUIypaunoHHoM canne /etc/default/ntp —
pekoMeHAyeM yCTaHOBUTb NapameTp NTPD OPTS='-g', NO3BOMALWMIA BbIMOMHATb
CMHXPOHM3aUMI0 Aaxe Npy GONbLLOWN pa3HULLE BO BPEMEHM.

MpoBepka padboTbl NTP-cepBepa

KomaHaa ntpg -p BbIBOAWUT CMNCOK MCTOMHUKOB TOYHOIO BPEMEHM U UX XapaKTePUCTUKN.
O6paTtuTe BHMMaHWsA Ha nons delay M offset:

lMone delay NOKasblBaeT KONMYECTBO BpeMEHU (B ceKpr,ax) Heobxogumoro ansi nonyyeHund
OTBETa Ha 3arnpocC BpeEMEHMN.

Mone offset nokasbiBaeT pasHnuy Mexay BpeMeHeM J10KallbHOro 1 yaarneHHoro cepsepos.

3Hak * nepep vMeHeM yaaneHHoro cepeepa (none Remote) yKkasbiBaeT, YTo cepBep BbibpaH ans
CUHXPOHM3ALMN.

Bpems npu pabote ¢ cepTudmkatamm

B ceptudmkate Bpems ykazaHO OTHOCUTENbHO [puHBMYa.
LLnto3 paboTaeT ¢ cepTudmkaTamm B NIOKaribHOM BPEMEHN.
Bpems xun3Hu ceptndnkata He 3aBUCUT OT BPEMEHHOIO MOsACa.

BpeMﬂ XU3HN CepTI/I(*)VIKaTa 6yp,eT 3aBUCeTb OT CE30HHOrIo nepesoda 4Yacos, T.K. BpeM4d
KOPPEKTUpyeTCqd B (*)VIKCMpOBaHHbIVI MOMEHT NO JIOKaNbHOMY BpeMeHU, NO3TOMY MOXET BO3HUKHYTb
cboi UMEHHO B MOMEHT nepesoa 4acoB B pa3HbIX Nnodcax. Kak Tonbko nepeso 6yp,eT OKOH4€eH BO
BCEX Nnodcax, BpemMa Xn3Hu CepTVId)MKaTa B HUX 6y,qu OQNHaKOBbIM.
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Hactpoika NAT Ha wnio3e 6e3onacHoCTy

O6paboTka Tpaduka wno30oM 6€30NacHOCTU OCYLLECTBRSETCA B TOM e NocrneaoBaTenbHOCTH, YTO
n B Cisco 10S — ucxogsawme naketbl npoxoadat yepe3 NAT (Network Address Translation), notom
npovcxoauT ux wndpoBaHme (ecrnm HeobxoaMmo), a BXoasLmMe nakeTbl — cHavana
pacwmndpoBbiBalOTCS (€CNN HEOOX0AMMO), a 3aTeM Hag HUMM OCYLLECTBIIIETCA TpaHCNALNS
agpecos.

YnpaBneHue HacTponkamn NAT Ha wwnto3e 6esonacHocTu ocyuiectensietca cpeacteamm OC.

B OC Linux NAT HacTpauBaeTca npu nomolum ytunutel iptables. OnucaHue iptables moxHo
nocmoTpeTb Ha canTe npoekTa Netfilter.

Ucnonb3oBaHne NAT Ha wnio3e 6e30nacHOCTM NO3BOMNSET NPON3BOAMUTL TPAHCAALMIO CNeayoLmnx
BVAOB:

e Cratnyeckmn NAT — BbINONHAETCSA B3aMHO-OAHO3HAYHOE OToBpakeHne BHYTPeHHuX |P-
agpecoB BO BHELUHWE. DTOT BMA TPaHCMAALMM MOXET NCMOfb30BaTbCA NpuU HacTpolke IPsec-
TYHHEens Mexgy NoaceTsaMU C OAMHAKOBbIM aApeCHbIM MPOCTPaAHCTBOM.

e [unHamunyeckuin NAT — B 3TOM crnyvae npoucxoauT AuHaMm4eckast TPaHCNAUMA BHYTPEHHNX
nokaneHbIx IP-agpecos B nyn rnobanbHbix |IP-agpecoB nnv B agpec BHELLHEro nitepdenca
Wwino3a. ATOT BUA TPaHCNALMM Takke MOXET Ucnonb3oBaTtbes Ans IPsec-tpaduka mexay
noaceTAMU, a TaKkke ANs OTKPbITOro JoCTyna K MHTepHeT-cepBepam.

e Port Address Translation (PAT) unu Network Address Port Translation (NAPT) — agpeca
Ha3Ha4yeHusi B MakeTax, NMPUXOASALLMX HA agpec BHELUHEro nHTepdenca wno3aa,
NOAMEHSIIOTCS Ha NoKanbHble B 3aBUCUMOCTM OT nopta TCP, 4To Nno3BonsieT opraHn3oBaTb
[OCTYN K HECKOSBbKMM CepBepaM B floKasnibHOM ceTu. ATOT CLEeHapuii MOXXHO MCMONb30BaThb
Kak COBMECTHO C IPsec, Tak 1 ansa oTKpbITOro Tpaduka.

Bo Bcex npvBedeHHbIX TpaHCAUMSIX noaaepxmeaetca pabota no npoTtokony FTP.
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Ucnonb3oBaHue RRI

RRI (Reverse Route Injection) — 370 HOBbIV MexaH13M CBs3n ynpasneHus Tononormnen VPN n
CMCTEMOW MapLIpyTM3aunn, NO3BONSAOLNA MapLupyTam K yaaneHHbIM 3alnLeHHbIM NOACETAM U
KMMeHTaMm aBToOMaTM4eCKu NpUHMMaTh yyacTve B Npouecce MapLupyTu3auuu.

Cmbicn mexaHnama RRI coctont B TOM, YTO nocrne co3gaHus 3alueHHoro coeanHenms IPsec SA,
B Tabnvuy mapLupyTmnsaumm wnio3a 6e3onacHocTy ¢ BktoYeHHbIM RRI aBTomaTnyeckm BHocuTcs
3anuncb 0 MapLUpyTe K yOaneHHON ceTu napTHepa unun KnneHTy. MNpu HapyLleHnn 3aLyULLLEHHOro
coeanHeHus gobaBneHHbIN MapLpyT 13 Tabnuubl MapLpyTU3aumm LW3a yaansieTcs.

MexaHnam RRI moxeT ncnonb3oBatbcs B ceTax O0nbLLOro pasmepa ans obecneyeHns HageXXHOCTU
— B CXemax pe3epBupoBaHusi ¢ 6anaHCUPOBKOW CETEBON HArpys3Kku.

[ns onoseLLeHnss CoOCeaHNX CETEBLIX YCTPOWCTB, CTOALUMX 3a LUM30M 6€30nacHOCTH, O AOCTYMHbIX
eMy XOCTaXx, CeTsIX, HOBbIX MapLUpyTax, COOTBETCTBYIOLLMX U3MeHeHnsm B Tononormum VPN,
NCMNOMb3yTCS NPOTOKOMbI AMHaMUYECKOW MapLupyTm3aunum, Hanpumep, RIP. Takne npoTtokonbl
MapLupyTu3auum peanusoBaHbl B nakeTe nporpamm Quagga.

PaccmoTpum npumep mcnone3oBaHust MexaHnama RRI B cetn (cm. PucyHok 2). MoaceTtb Lan2
3almiieHa wno3om 6esonacHocTn GW3, a noacetb Lan1 — geyms wnio3ammu 6esonacHoctn GW1
n GW2, BKIMOYEHHBIMW B CXEMY PE3EPBMPOBAHUS C pacnpeaeneHnemM Harpysku, T.e. JOCTyN B
noaceTb Lan1 MOXHO nony4ntb nmbo Yepes wn3 GW1, nmbo yepes wnwo3 GW2. Oba kaHana
paboTatoT. Ha wnto3ax 6e3onacHocTy yctaHoBrneH npoaykt Bel VPN Gate 4.1, Ha GW1 n GW2
BkntoveH RRI. B ceTb BkntoueHbl mapLupytmnsatopsl Cisco. [Nocne co3ganus IPsec SA mexay
wtodamm GW3 n GW1, B Tabnuuy mapwpytudaumm GW1 gobasnseTtcs 3anucb 0 MapLupyTe Ao
cetn Lan2 (obpatHbii MapLUpyT).

II';_ Lan2
w3

G
Lan1

S-Terra Client
IKECFG_IP

PucyHok 2

Mpun HapyLweHMn yCTaHOBNEHHOTO 3alnLeHHoro coegunHerns (GW3 — GW1), sanmcb 06 obpaTHoM
MapLpyTe B Tabnvue mapwpyTtusauum wnosa GW1 ygansertcs. B cnyyae, ecnv coegnHeHune ot
wrto3a GW3 6yageT nepectpoeHo Ha w3 6e3onacHoctn GW2, To B Tabnuvuy MapLupyTusaumm
wnto3a GW2 6yaet gobasneH mapwpyT k cetu Lan2.

[ns obmMeHa MapLupyTHOWM nHdopMaumen ¢ mapwpytmusatopom R1, Ha ceTeBbIx MHTepdericax
wno3os GW1 1 GW2, yepes koTopble NPOUCXOAUT coerHeHue ¢ R1, Hy>XHO BKITOUYNTbL NPOTOKON
RIP. OemoHbl RIP Ha wnto3ax Hy)kHO HacTpouTb Takum obpa3om, YToObl OHM TONBbKO NepegaBanmu
MHGOPMAaLIMIO O MapLUpyTax COCEeAHUM YCTPOWCTBAM, HO He J00aBNsANM MapLUpyTbl, MONyYEHHbIE
OT COCeHNX YyCTPOWCTB, B CBOO Tabnuuy mapwpytusauun. MapwpyTt go nogcetn Lan2,
nocnaHHelv no npotokony RIP wnt3om GW1, gomkeH gobasntbecs B Tabnvuy mapwpytusaumm R1,
HO He gobaBuTbcA B Tabnuuy mapwpyTtusauun GW2, n Hao6opoT. T CBEAEHMS UCMONb3YOTCA
ceTeBbIM ycTponcTBOM R1 Ana guHamudeckoro nepeHanpasfieHns ceTeBoro Tpaduka.
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B cnyyae ¢ MOBunbHbLIM NoNb3oBaTeENeM — Ha OCHOBaHUM NPEabSBIEHHOrO UM cepTudurkaTa n
3anpoca, w3 GW1 Beligaet emy agpec n3 IKECFG nyna. lNocne co3gaHuns 3aiuieHHoro
coeavHeHus, Ha wno3e GW1 B Tabnuuy mapLipyTnsaumm BHOCUMTCS 3anncb O MapLupyTe 4o
MOOBUMBHOrO KIMEeHTa, 0 YeM No NPOTOKONY AMHAMUYECKON MapLLpyTM3aLmMn yBeaoMnseTcs
mapLpytmnsatop R1. Ecnu MOBWmbHbIM KNMEHT NOCTPOUT CHavana coegmHeHne ¢ GW1, a 3atem — ¢
GW?2, To aT0 npuBeaeT K NOSIBMIEHUIO ABYX MapLUPYTOB A0 MOBUNBHOrO KNMeHTa Ha
MapLpyTmnsatope R1. Takas cuTyaums MOXeT ObiTb paspelleHa cTaHgapTHeIMK cpeacteamu DPD.
Mpwn paspbiBe coeamHeHus, w3 GW1 onoeewaeT R1, 4To agpec, BblgaHHbIM U3 nyna, eMy bonee
HedOCTYMeH.

MpumeuaHue:

Mpwn dunsnyeckom obpbiBE CBA3N Mexay wno3om GW1 n mapwpytmnsatopom R2 (next hop), wnto3
6esonacHocTn GW1 He moxeT, ncnone3yst DPD (Dead Peer Detection), 06HapyxuTb pa3pbiB
coeguHeHus ¢ wno3oM GW3 (unu ¢ knneHToMm), Tak kak ceccus DPD 3anyckaeTcs TOnbko npu
OTnpaBKe UCXOAsLEero nakeTa. A UCXOAALMNA NakeT He oTnpasnsaeTcs, Tak kak OC He MOXeT HauTu
KyZa ero oTnpaBuTb, MOTOMY 4YTO MaplpyTusatop R2 Ha arp 3anpoc He otBeyaeT n GW1 He moxeT
nonyunte MAC-agpec yctponctsa R2.

MoaTomy MoryT Bo3HUKaTb Npobnemsbl ¢ nepekntoveHneM ¢ GW1 Ha GW2 npu donanyeckom obpbiBe
cBsA3n mexay wno3om GW1 n mapwpyTtuzatopom R2 (next hop). SA ymMpeT TOMNbKO N0 NCTEYEHUIO
BPEMEHW XM3HW 1 Nocrne 3Toro n3 Tabnuubl mapwpyTt3aumm GW1 6yaeTt yaaneH mapLupyT B
nogceTb Lan2 (unu oo MobunbHOro knveHTa) n o6 aTom 6yget yBegomrieH mapupytmsatop R1.
Ons peleHns aTon Npobnembl MOXXHO HEOOXOOUMYHO 3anuch B arp-Tabnuue caenatb CTaTUHECKOW,
pobaesbTe Ha GW1 3anuck B arp-tabnuuy:

arp —-s <IP address R2> <mac_address R2>

AHanoruyHo, nobasbTe Ha WMo3 GW2 3anuck B arp-Tabnuuy:

arp —s <IP_ address R3> <mac_address R3>

Hactpouka RRI

HacTtpoiika mexaHnama RRI 3akniovyaetcs B crnieaytoLlem:

e Bkntountb mexaHuam RRI Ha wno3e 6e30nacHOCTM, BHECA COOTBETCTBYHOLLME U3MEHEHNS B
nonuTuKy 6e3onacHocTu.

e HacTtpoutb gMHamm4yeckyto mapLupyTmusaumio no npotokony RIP Ha mapwpyTtusaTtope Cisco.

e CosgaTtb KOHGUrypaLmoHHbI dhann ang npoaykra Quagga.

lpumepbi cueHapues, 8 komopbix ucnonb3yemcs RRI, npusederb! Ha catime http://www.s-
terra.com/ 8 pasderne «PeweHusi — Tunosble cueHapuu npumeHeHusi npodykmoe S-Terrax.

BknioueHune mexaHuama RRI Ha winro3e 6e3onacHocTH

Mpwn co3gaHum NnonuTUKM 6€30NacHOCTM NOCPEaCTBOM KOMAHOHOW CTPOKM BKIMIOYEHNE MEXaHU3Ma
RRI npounsBoauTcs B pexnme KOHPUrypupoBaHUs KPUNTOKapTbl KOMaHOOW reverse-route.

Ecnu nonuTtunka 6e3onacHocTy 3agaeTcsa B KOHUrypaLmoHHoMm dharine, To ans BkroveHns RRI B
CTPYKTYpe IPsecAction HEOBXOOUMO aTpubyTy ReverseRoute NPUCBOUTb 3HAaYeHNE TRUE.

HacTpo#nka cisco-maplupyTtusartopa

[ns Toro, 4To6bl MapLyTU3aTOp BOCMPUHMMAN NocbinaemMsle npogykrom Quagga mapLupyTbl No
npotokony RIPv2, goctaTtouyHo go6aBuTb B €ro KOHGUrypauu CTPOKK:

router rip
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version 2

network <nomceTr ceTeBOTO MHTepbeyca nna CISCO RIP>

Hactpoiika Quagga

B pasnene npueeneHa kpatkas MHdopMaLuus o npoaykTe Quagga, onvcaH KOHUrypaLMoHHBbINI
daiin 1 gaHbl HekoTopble cBefeHUss 06 0coGeHHOoCTAX peanusauuy RRI Ha wno3e 6e3onacHoCTy.

KpaTtkoe onucaHue npogykra Quagga

MpogykT Quagga BxoauT B KOMNIEKT noctasku LLnto3a 6e3onacHoctn Bel VPN Gate 4.1 n
WHCTannMpoBaH Ha HeM.

Quagga cocTonT 13 nakeTa NporpamMm, peanuayoLLmx NPOTOKOMbl ANHAMWYECKON MapLIpyTM3aunm,
ocHoBaHHbIX Ha TCP/IP — RIPv1, RIPv2, OSPFv2, OSPFVv3, BGPv4. [ina paboTbl CO Wto30M
BesonacHocTu 6ygem ncnone3oatb npotokon RIPv2. NanbHenwee onncanne pabotbl ¢ Quagga
KacaeTcs Tonbko npoTtokona RIPv2.

Quagga CoCTOUT U3 HECKONBbKMX AEMOHOB, KaXabll U3 KOTOPbLIX NOAAEPKMBAET CBOW NMPOTOKON
mapLupytusaumn. OgHOBpeMEHHO paboTaTb MOTYT HECKOMbKO PasHbIX AEMOHOB B COOOLLECTBE C
ynpasnsioLwmuM 4eMOHOM zebra.

zebra — feMoH ynpaBneHusi npoueccoM mapLupytusaumu. OH obecrnieymBaeT B3aMMoaeicTeme
MeXay AeMOoHaMM MapLIpyTU3aummn 1 onepaunoHHoOR cucTemon. [JeMoHbl MapLipyTusauum
nony4arT/ycTaHaBNMBAOT 3anucu U3 Tabnuubl MapLpyTM3auum Yepes zebra.

ripd — oemMoH MapLupyTu13aumu, nogaepxusatowmin paboty npotokonos RIPv1 (RFC1058),
RIPv2 (RFC2453).

Kaxabin eMOH MMeeT CBO KOHCOMb KOHUIrypupoBaHus, AOCTYMHYIO NOCPEeACTBOM MpoToKona

telnet:
zebra: telnet 127.0.0.1 2601
ripd: telnet 127.0.0.1 2602

PaboTta 4epes KOHCOMb 3alLMLLeHa NapofieM, KOTOPbIA HYyXXHO 3aAaTb B KOHUrypauMoHHOM caine
KaXK4oro U3 4eMOHOB (ecnv Naporib B KOHUrypaLuuoHHOM haine He 3agaH unm
KOHpMrypaumnoHHbli chann OTCYTCTBYeT, TO paboTa Yyepes KOHCOMNb HEBO3MOXHA). Agpec 1 nopT, nNo
KOTOpbIM BYAYT AOCTYNHbI AEMOHbI, 3a4aloTcs Npu 3anycke AeMOHOB (B HalLeM criyYae OHU
COOTBETCTBYIOT BbllLEYKa3aHHbIM, TO €CTb U3BHE HEQOCTYMHbI).

Bonee nogpobHylo MHPOPMALMIO O NPOAYKTE U ero HaCTPONKE MOXHO CMOTpeTb B VIHTepHeTe
(Hanpumep, http://www.quagga.net/docs/quagga.html nnm
http://www.opennet.ru/base/net/zebra_doc.txt.html).

HacTtpoiika Quagga ansa nepegayun mappyTa nocpeactsom npotokona RIPv2
MpoaykT Quagga noctaBnsaeTcs 6e3 KOHPUrypaLUMOHHbIX hanisoB.

CHauana HeobxoamMmo co3aaTtb KOHUrypaumoHHble dannbl 4eMoHoB zebra u ripd (zebra.conf u
ripd.conf), pa3MecTuB uUx B Katanore /etc/quagga/.

MprMepbl KOHUrypaLMOHHbIX haifnoB 4EMOHOB zebra.conf.sample U ripd.conf.sample
pa3sMelleHbl B KaTanore /etc/quagga/.
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PekomMmeHayeMbIN WabnoH KOHcMrypaumMoHHoro damna gna gemMoHa ripd

| —*— rip -*-
!
! RIPd template configuration file
|
hostname ripd
password <raposib 0715 8Xx00a 8 KOHCOSb YrpasieHusT>
enable password <maposib 05 8xoda 8 rnpususie2upoB8aHHbIl PEXUM KOHCOIU
ynpaerneHus>
|
!
router rip
version 2
redistribute kernel
network <uUMs cemegeoeo uHmepdghelica, Ha KOmopom ekodaemcs RIP>

|
! dunepTpauMsa MCXOOAIMX M BXOOAWMX NakeToB RIP (mMapmpyToB RIP) Ha
! mHTepdelice npM NOMOWM CIMCKOB OOCTYyIa

|

distribute-list acl-in in

distribute-list acl-out out

|

!

access-list acl-in deny any

access-list acl-out permit <adpeca, 00 KOMOPbIX UHMEPECHbI USMEHEHUSs
mMapuwpymos>

access-1list acl-out deny any
|

O6paTtnTe BHUMaHKe Ha komaHay access-list acl-in deny any - oHa 3anpeluaeT nonyyatb
MHGOPMaLMIO O MapLupyTax OT OPYrMX YCTPOWCTB, LUITH03 AOMKEH TONbKO NepegaBath
MHGOPMAaLIMIO O MapLIpyTax ApYrMM CeTEBbIM YCTPOWCTBAM.

B HekoTOpbIx cnydasx access-list acl-out ygobHee 3agaBaTh Tak:

access-list acl-out deny <adpeca, 00 KOMOPkIX HE UHMEPECHbI U3MEHEHUS

mapuwpymos>
access-list acl-out permit any

PekomeHayeTcst HACTPOUTL ayTEHTMdMKALMIO YCTPONCTB, paboTatowwmx no npotokony RIPv2 (cm.

JOKyMeHTauuto Ha Quagga).

Onsa paboTbl AeMoHa ripd TpebyeTcs 3anyLleHHbI AeMoH zebra.

3anyck nnun octaHoBKa AeMOHa OCYLLECTBASIOTCA CKPUNTOM:
/etc/init.d/zebra {start|stop}
/etc/init.d/ripd {start|stop}

Onsa aktmemnsauun RIPv2 npu 3arpyske OC BbINOMHUTE KOMaHAbI:
chkconfig zebra on

chkconfig ripd on
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OcobeHHocTH peanu3auun RRI

Mocne noctpoeHus IPsec SA, Ha wnto3e 6e3onacHocTy (Npu BkNtoveHHoM RRI) BbluncnsieTcs
obpaTHbI MmapLpyT (RR), koTopbIi BHOCUTCA B Tabnuuy Mapwpytnsaumm. OcHoBaHueM Ansi
Takoro mapLupyTta SBMAsOTCS cnegyowme gaHHble:

cenektop SA (ID BTopoi ¢asbl IKE)
afpec HasHa4eHMs TYHHEeNbHOro 3aronoBka SA (tdst)

cucTemHasi Tabnvua MapLipyTmMsauum (6es yyeta MapLipyToB, A06aBNeHHbIX NOACUCTEMOIA
RRI).

BbluncneHne mapwpyTa:

ID napTHepal! BTopoii dhasbl IKE npeobpasyercs B agpec v Macky noacetu. MNMonyyeHHble agpec
1 Mmacka 6yayT agpecom HasHavyeHus co3gasaemoro RR. Ecnuv ID umeeT npoTtokonsl n/mnm
nopTbl, COAEPXUT NPOU3BOSbHbIN AMana3oH agpecoB, KOTOPbIE HEBO3MOXHO npeobpasoBaTs B
aZpec 1 Macky noaceTun, To 0bpaTHbIV MapLUPYT HE co3faeTcs.

B cuctemHon Tabnvue nponssoauTcs NOUCK TyHHerNbHOro agpeca SA.
Ecnu npasun He HangeHo (“Destination Unreachable”), RR He nobasnseTtcs.

Ecnn HangeHo npaBuno NpsamMon MapLupyTusauum Yyepes nHTepdenc, BolHUCIIEHHbBIN MapLUPyT
OygeT yepes gateway tdst.

Ecnu HaligeHo npaBuno npsiMoii MapLipyTusauum Yepes gateway GW, BbIMUCIEHHbI MapLIpyT
Oynet yepes gateway GW.

Ecnu mapLupyT ycrnewHo BblYMCIIEH, MPOBEPSIETCS CreayioLlee:

Takown xe mapLpyT 6bin paHee gobasneH noacuctemon RRI ang SA ¢ Tem xe tdst. B atom
crnyyae yBenum4MBaeTCs CYETYMK CChINIOK, MapLupyT He gobaBnseTcs.

MapuwpyT ansa SA ¢ Takumun xe 1D BTopon casbl 1 tdst yxxe gobasneH, Ho oTnu4yaeTcd. B atom
Crnyyae CyLeCTBYIOLMIN MapLUPYT OOHOBMSETCH, yBENMUYNBAETCH CHETUYNK CCISNOK.

MapLupyT C TakMMmWu e NapaMeTpamMmu yxe gobasrneH, Ho ans SA ¢ apyrum tdst. MapLpyTt He
CO3[aeTCsl, CYETYMK CCbINOK He yBenmumBaeTcs.

MapLpyT, cooTBeTcTBYIOWMIA ID napTHepa ecTb B cMcTeMHOW Tabnuue, Ho nogcmuctemon RRI oH
He gobaensncs. B aTom cnydae mapLupyT He co3gaeTcsi.

I'Ipm yoanexHmm SA us A0pa, CHETHUK CCbIJTOK COOTBETCTBYLLEro MmaplwpyTta yMeHbllaeTCAd, npu
O6Hy1'IeHI/IVI CHeTYMKa MapLpyT yaandaertca.

B cnyyae aBapunHoro 3aBeplueHns paboTbl cepBmca VpNSVe MapLupyThl, AobasneHHble RRI B
Tabnvuy maplpyTmsaumm, 6yayT yoaneHsl.

Mpegynpexagexue: HEAOMYCTUMO BPYYHYIO U3MEHATHL UMW yAanNATb nNpasunia MapLlpyTtusaumnm,
KOTOpble aBTOMaTndecku hopmMupyroTcst npu ucnons3osaHnn RRI.

B Tabnuua 1 npuBeaeHbl HEKOTOPblE BO3MOXHbIE KOH(*)J'II/IKTHble cutyauun.

! Mockonbky NpoTokon B ID BTOpoi gasbl ognH Ans 06oux NapTHEPOB, a NopThl 6e3 ykasaHUs NpoToKona
CMbICIa He UMetoT, MPUCYTCTBUE MOPTOB M MPOTOKOMOB C 0GOMX CTOPOH He AoMycKaeTcs.
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Tabnuua 1

Cutyauus

NMoBeaeHue npoaykTta

OTnuyue B noBeAeHUn
B Cisco 10S

Ctpoutcs IPsec SA, npu atom ID
napTHepa BTopon dasbl IKE He
ABMNSIETCA NOACEThIO (COAePXUT
Awana3soH |IP-agpecos, nopTbl
n/vnnM NPOTOKOMbI).

MapuwpyT RR He gobasnseTtcs n
BblAaeTcs npegynpexaeHue B
dann nora 1.2

[nana3soHbl agpecos B
Cisco I0S Takxke He
NOAAEPXKNBAKOTCS.

Mpwn Hanuynm NopToB,
npoTtokonos B ID
naptHepa B Cisco 10S
MapLLpyT co3gaeTcs.

MimeeTcs NOCTpPOeHHbIN IPsec SA n
B Tabnuuy BHECEH BbIMUCIIEHHbIN
RR no Hemy. CTpouTcs apyrom
IPsec SA 1 no Hemy Takxe
Bbluncnsietca RR. O6a IPsec SA
MMeIOT pasHble nokanbeHble ID, Ho
opumHakoBble ID napTHepoB. Ecnn
Npwv 9TOM OTIIMYAIOTCHA TYHHEbHbIE
appeca, To Ana AByX Taknux SA
MOryT NoTpeboBaTbCs pasHble
MapLUpyTbl, @ 400aBUTbL BTOPOM
MapLUpyT HEBO3MOXHO.

MapuwpyT RR co3gaeTtcs TonbKo
AN NepBOro N3 KOHMNNKTYOLLMUX
SA, a npwu co3gaHum BToporo SA
B (hann nora Bblgaetcs
npegynpexaexve 1.1

CospatoTtesa ABa
mMapLupyTa.

Mpn cosgaHunn IPsec SA
BblumcnaetTca mapuwpyTt RR,
KOTOPbIA BCTyNaeT B KOHAIIUKT C
CYLLIECTBYIOLLMMN MapLUpyTaMu.

Ecnu B Tabnnue ectb Takom xe
MapLpyT (agpec HasHavyeHus
coBnagaert), MapwpyT RR He
nobaBnsieTcs. B dann nora
BblgaeTcs coobLleHve 1.4

Ecnu ectb 6onee NnpuopmnTeTHbIN
MapLIpyT, nepecekalrLnncs, HO
He coBnagarLwmn ¢ MapLpyTom
RR, To mapupyT RR
nobaensieTca B Tabnuuy
MapLupyTusaumn.

[obGaenseTcs HoBbI RR
MapLupyT (BblIGOp
MapLupyTa npu aToM
CTPOro He onpefeneH).

KoHdnukT ¢ 6onee y3kumm
dunbTpamn 6e3 RRI.

MapuwpyT co3naetcs 6e3 yyeTa
TaKunx KOHMIIMKTOB, TO eCTb
yepes pass unu ipsec punbTp
6e3 RRI nakeT MOXeT yNTu He
Tyaa.

Mpwn noctpoeHumn IPsec SA B
TPaHCNOPTHOM UMW TYHHENBHOM
pexume, ID napTHepa coBnagaert Cc
TYHHeNbHbIM agpecoM. MapLpyT
OyzeT kak bbl peKypCMBHbLIM —
ajpec Ha3Ha4vyeHus coBrnagaeT
afpecom Lo3sa.

Hobaensietca RR mapupyrT.

MapLupyT He cosaaeTcs.

Mpu nonbITke co3gaHus IPsec SA,
OTCYTCTBYET MapLUpyT OO

MapwpyT RR He gobaensieTcs, B
dann nora BblgaeTcs
anarHocTtuka 1.3
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N CuTtvauus T T [ OTnuyue B noBeAeHUn
yat A poAy B Cisco I10S

TYHHENbLHOro agpecaz, Hanpumep,
NPOun3oLLEN paspbiB COeANHEHNS.

7 | PaccuHxpoHm3aumsa ¢ CUCTEMHOM Kaxabii pas npu cosgaHum IPsec
Tabnuvuen poyTuHra, T.e. SA ¢ RRI npoucxogut
MapLUpyThbl ANst CO34aHHbIX SA He nepesayntbiBaHNe CUCTEMHOWN
aKTyanbHbl. Tabnuubl MmapwpyTtusauun. Ecnu

Ans BHOBb co3gaBaemMoro SA
CTapbli MapLUPYT OKa3biBaeTCA
HenpaBuIbHbIM, OH OOHOBNSAETCS
(cm. 5). Odpyrue, paHee
co3gaHHble RR MapuwpyTbl, He
NpoBEpPSAIOTCS.

CoobLweHns NPoTOKONUPOBAHUSA

1. OwwmbkK, ns-3a KoTopbix He cosgarncs RR ansa SA:

e [Ins aByx SA c pasHbiMU cenekTopamu TpebyoTcst KOHMMKTYIOLLME MapLIPYThI.

[RRI] SA conflicts with the route created for different SA, route not
created: destination 10.0.16.96, SA selector 10.0.16.61-
>192.168.1.0..192.168.1.255

cMm. n.2 Tabnuua 1

e |D BTOpOV chasbl He SABNAETCS NOACETHIO.

[RRI] SA selector shouldn't have protocols, route not created: destination
10.0.16.96, SA selector 10.0.16.61->192.168.1.0..192.168.1.255 proto 6
[RRI] destination part of SA selector shouldn't have ports, route not
created: destination 10.0.16.96, SA selector 10.0.16.61:32798-
>192.168.1.6:23 proto 6

[RRI] destination part of SA selector shouldn't have arbitrary IP range,
route not created: destination 10.0.16.96, SA selector 10.0.16.61-
>192.168.1.1..192.168.1.255

cMm. n.1 Tabnumua 1

e HeT mapLpyTa 4O TyHHesbHOro agpeca.

[RRI] no route to destination, route not created: destination 10.0.16.96,
SA selector 10.0.16.61->192.168.1.0..192.168.1.255

cMm. n.6 Tabnuua 1

OOGbsCHeHue: B JaHHOM crny4vae B Tabnuue maplipyTmsaumm HeT MapLupyTta 4o
10.0.16.96

¢ B cucrtemHon Tabnuvue yxxe ectb MapLupyT, cooTBeTCTBYOWMUA SA, HO noacuctema RRI
ero He cosgasana.

[RRI] route already exists, route not created: destination 10.0.16.96, SA
selector 10.0.16.61->192.168.1.0..192.168.1.255

cm. n.3 Tabnumua 1

2 CuTyauust aK30oTUYecKas — MapLIpyT HYxeH ans noctpoennst SA. Owmbka BO3MOXKHA, ECNN MapLIpyT yaanuTcs
B npouecce co3aaHns SA nnm ns-3a owmnbkn YteHusa/pasdbopa Tabnuubl poyTuHra.
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o [lpyrve owmnbkm.

[RRI] can't read system routing table, route not created: destination
10.0.16.96, SA selector 10.0.16.61->192.168.1.0..192.168.1.255

O6bsCHEHME: CMCTEMHAsT U BHYTPEHHSISI OLLIMOKA - HE NONYYMIOCh MNOMYyYnTb
Tabnuuy mapLupyTusaumm

[RRI] can't add route 10.0.0.0/8 via 192.168.1.4: <rtctl err>

Ob6bsacHeHwue: He yaanocb ob6aBuTb MapLUPYT B CUCTEMHYIO Tabnmuy (cuctemHas nnu
BHYTPEHHSAS owmnbka). BoamoxHble BapuaHTbl <rtctl err> cm. Huxe.

. Ownbka ynaneHus npasuna n3 CUCTEMHON Tabnuubl MapLLpyTM3auuun.

[RRI] can't delete route 10.0.0.0/8 via 192.168.1.4: <rtctl err>

Ob6bscHeHne: OWMOKM TAKOro TUNa He NPUBOAST K KaKUM-NTMOO JONONMHUTENBHBIM
AENCTBNAM KpOME Bbldaun gaHHOro coobuieHnsi. BoamoxkHble BapuaHTbl <rtctl err> cm.
HUXe.

Job6asneHne HoBoro RR.

[RRI] created route 192.168.1.0/24 via 10.0.135.1 for destination
10.0.16.96, SA selector 10.0.16.61->192.168.1.0..192.168.1.255

. YpaneHue RR.

[RRI] removed route 192.168.1.0/24 via 10.0.135.1 for destination
10.0.16.96

OOGbsAcCHeHMe: BLIBOAUTCH NpU yaaneH1um 3anncu us cuctemHon tabnuupl. To ectb
Korga ygarneHnsl Bce SA, ncnonb3yoLwme aHHbIA MapLupyT.

. ObHoBneHne RR.

[RRI] updated route to 192.168.1.0/24: new gw 10.0.16.96, old gw 10.0.135.1

O6bscHeHue: coobLeHne BblgaeTcs, ecnv Npy co3gaHnm HoBoro SA obHapy>eHo, YTo
n3meHunacb Tabnuua poyTuHra u Hago obHOBUTbL paHee co3fdaHHbIn RR.

Ownbku <rtctl err>.

out of memory
syscall error

route not found
route already exists
gateway unreachable
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MocTtpoeHue VPN TyHHensa mexay LWno30oM
be3sonacHocTu Bel VPN Gate 4.1 u pabounmm mectom
agMUHUCTpaTopa ANA yAaneHHON HaCTPOMUKM LLMo3a

Ecnv nnaHupyeTcs NnpoBOANTbL HACTPOWKM U YNPaBNSATb NOKarneHON NONUTUKON Ge3onacHoCTr
LIMo3a yaaneHHo no npotokony SSH1 nnm SSH2 npu nomMoLum KOMaHA KOHCOmnK, nocne
nHnumanmnsaumm Bel VPN Gate pekomeHayeTCa 3arpy3nTb HayanbHy0 KOHUrypauuo, Kotopas
MO3BONUT B AanbHENLeM CO30aThb 3alUULLEHHbIN KaHan aAng HacTPOMKU NONnTMKU 6e3onacHoCTH No
npotokony SSH.

3arpy3|<a HavanbHON KOHCbVII'yan,VIVI Ha LUMo3 6e30nacHOCTU OOIMKHA OCYLLECTBIATLCA C
JTOKaJ1bHOro TepmMmunHana ¢ ncnoJjib3oBaHMemM KoOMaH4 KOHCOJ1U.

[nsa cosgaHnsa 3aWwuLLEHHOrO KaHana Takke HeobxoaMMo Ha KoMMbloTep, ¢ KoToporo 6yaeT
OCYLLECTBNATLCA YAaneHHas HacTpoWka LWto3a, yCTaHOBUTb KNeHT 6e3onacHocTu Bel VPN Client
4.1 c cornacoBaHHOWN Ha4vanbHOM koHdUrypaumen ansa cosgaHus IPsec SA mexay aTum
KOMMBIOTEPOM U LLIMO30M.

Hwxe npmMBeaeH cueHapun HaCTPOMKM HaYanbHOW KOHMrypaumm Ha Lwniose n yganeHHoM
koMmnbtoTepe. CueHapuii UNMICTPUPYET NOCTPOEHME 3aLLULLLEHHOTO COEQUHEHUS MEXAY LUM030M
6esonacHocTu Bel VPN Gate (GW1) n komnbtoTepoM agmuHuctpatopa (AdminHost). Agpec
KOMMNblOTEPa agMUHUCTPaTOpPa CYMTaAETCH 3apaHee HEU3BECTHBIM U MOXET HaxOAMTbCS 3a
anHamundeckum NAT-om. B xoae nocTpoeHms 3alumLeHHOro coeanHeHms yctporncteso AdminHost
nony4yaeT agpec u3 3apaHee onpegerieHHoro Ha wio3e nyna. B pamkax gaHHoro cueHapus ans
ayTeHTudmMKaLmm napTHepbl 6yayT ucnonb3oBaTtb cepTudukaThl. Takke OyaeT Mcnonb3oBaHo
nporpaMmmHoe cpeacTBO ANEKTPOHHOM LudpoBor nognucu u wudgposaHua AvC ver 1.1,

Cxema cTeHaa nokasaHa Ha PUCYHKE HNXeE.

192.168.1.1 192.168.100.1 192.168.100.2 10.10.10.1
Gi0/0 Gio/1 Gi0/0 Gio/1 Gi0/o
N
S J ;
o Gwi S Routerl < AdminHost
3 S _ I\ 10.10.10.100
(:! Pool: = Dynamic NAT: g
o 192.168.11.0/24 * 10.10.10.0/24 <-> 192.168.100.2 =
- — o
= N =
7 S S

PucyHok 3

MapameTpbl 3aLLMLLIEHHOTO COEANHEHUS:
e AyTeHTUUKaLMA Ha cepTudmkaTax;
e |KE napameTtpbl:
e Anroputm wudppoBanud — FTOCT 28147-89;
e Anroputm BbluucneHus xew-gyHkuumn — CTb 34.101.31-2011 (noanyHKT 6.9 nyHkTa 6);
e [pynna Ouddu-XennmaHa — 5 (1536 6uT);
e |Psec napameTpbl:

e ESP anroputm wmndpoaHns — FTOCT 28147-89.
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Hactpo#nka wnto3a 6esonacHoctn GW1

HacTtpoliky HauHMTe co wrto3a 6e3onacHocTn GW1. Bce HacTponkyu Nnpon3BoasTcs Yepes
noKanbHYH KOHCOMNb Mnu yganeHHo (SSH ¢ npaBamu cynepnosnb3oBaTensi) Mo JOBEPEHHOMY
KaHany cBs3u.

LLnto3 gormkeH 6bITb npeaBapuTeribHO MHMUMann3npoBaH.

B gaHHOM cueHapumn ang ayTeHTMdMKauum ncnonb3ytoTcsa ceptudpmkarhl. [Ans koppekTHon paboThl
Heobxoaumo 3aperncTpmpoBaTb cepTudukat CA (YL,) n nokanbHbIi cepTudumkar.

B naHHOM cueHapumn cnucok oTo3BaHHbIX cepTudukatoB (CRL) He ucnonb3yetca n byget
OTKITHOYEH.

Co3paHue KnoyeBoi napbl U hOPMMPOBaHME 3anpoca Ha cepTudmkar

[nsa cosgaHns KnoyeBor napbl U OpMUPOBaHMSA 3anpoca Ang wro3a 6esonacHoctn GW1
HeobOX04MMO BbINOMHUTL CReaylLIne AeNCTBUS:

1. Yb6egutbCcs, YTO KMOYEBOW HOCUTEMb NOAKITHOYEH K LLUJTHO3Y

2. CospaTb KOHTEMHEP, COAEPXaLLUM NINYHBIN KN4, MCMOMNb3ysa yTUNuTY cryptocont
(pasmelnaeTtcsa B kaTanore opt/Avest/bin):

root@sterragate:/opt/Avest/bin#./cryptocont n -n=av:gwlcontainer
-p=12345678

roe:

-n=av:gwlcontainer — MMA KOHTENHEPA, «aV:» O3HAYAET, YTO KOHTEMHEP pa3MeLlaeTcs
Ha KN4YeBOM HOCUTENE;

-p=12345678 — naporb AOCTYyNa K KIO4YEBOMY HOCUTENIO (U KOHTEHEpPY).
3. Cosgante 3anpoc Ha cepTudukaT, CoaepKaLnim OTKPbITbIN Koy LI

root@sterragate:/opt/Avest/bin#./cryptocont r -n=av:gwlcontainer
-p=12345678 -cn=GWl -o=0rgName -c=BY -f=/opt/requestgate.req

roe:
-n=av:gwlcontainer — umd KOHTe|7|Hepa, CO34aHHOro Ha npeabigyuiem ware;
-p=12345678 — Naponb AOCTYyNa K KNIYEBOMY HOCUTEMIO (U KOHTENHEPY);
-cn=GW1 — 3Ha4yeHune nosigs CommonName B 3anpoce;

-0=0rgName — HaMMeHOBaHWNe opraHn3auuu;

-f=/opt/request.req— NyTb K cO34aBaemMomy canny 3anpoca.

4. OTnpaBbTe co34aHHbIN 3anpoc AOCTMNHBLIM Bam cnocobom B YL, rae no gaHHoMy 3anpocy
GyOeT co3fdaH nokarnbHbIA cepTUdmKar.

f Cpena nepefadun B 3TOM cny4vae AOonkHa 66ITh
- noBepeHHON

MpegynpexgeHue
5. CospaiTte nanky /opt/certs:
root@sterragate:~# mkdir /opt/certs

6. [llonyyute n3 YL nokanbHbIn cepTudmkaT, LenoyKky cepTugrkaToB n3gatens B sBuae
hannoB (C pacLUMPEHNEM . cer UK .p7b) U 4OCTaBbTE MX Ha W03 6e30MacHOCTH.

[na [oCTaBKM MOXHO BOCMOSb30BaTLCA YTUIUTON pscp . exe U3 NakeTa Putty, npyMeHnB
creaytoLLyto KoMmaHay:

pscp D:\ca.cer root@192.168.1.1:/opt/certs
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f Cpepna nepega4n B 3TOM cny4ae OonkHa bbITh
- OOBEPEHHOMN

MpegynpexgeHues
Pernctpauusa ceptudukaTtoB

Insa pernctpaumm CA cepTudmkata Heo6xogMMo BbINOMHUTL criefyolme 0eNCTBUS:
1. YcTaHoBWTE npaBunbHoe cucteMHoe Bpemsi. Hanpumep:
root@sterragate:~# date 041013152015
Wed Apr 10 13:15:00 UTC 2015

OnmcaHMe CTPOKM:
04 10 13 15 2015
Mecsdl, OeHb JacChl MMHY TEIL Iono
[aHHas 3anuck cootsetcTByeT 10 anpensa 2015 roga 13:15.

2. C nomoLubto yTUNUTLI cert mgr, BXOASLWEN B cocTas Wto3a 6esonacHocTn Bel VPN Gate,
3apeructpupynte ceptucmkat YL B 6a3e npoaykra.

Mpumep:
root@sterragate:~# cert mgr import -f /opt/certs/ca.cer -t
1 OK C=BY,L=Minsk,0=CAOrgName, OU=CAOrgUnitName, CN=CA-W2008SP1-X64-CA

MapameTp -t B gaHHOW KOMaHAe ykasbliBaeT Ha TO, YTO MMMNOPTUPYEMBIN cepTudumkaTt —
KopHeBown (cepTudumkar YL).

3. BaperucTpupyinTe nokanbHbeln ceptudmkat B 6a3e npoaykra, UCNOMb3ys YTUIUTY cert mgr:
root@sterragate:~# cert mgr import -f /opt/certs/gwl.cer
1 OK C=BY,0U=0OrgunitName, CN=GW1
4. Y6egutechb, 4TO cepTnduKaTbl MUMMNOPTUPOBaHbI YCMELLHO:
root@sterragate:~# cert mgr show
Found 2 certificates. No CRLs found.

1 Status: trusted C=BY,L=Minsk,0=CAOrgName, OU=CAOrgUnitName, CN=CA-
W2008SP1-X64-CA

2 Status: local C=BY, OU=Research, CN=GW1

Co3paHve nonUTMKK 6e3onacHoOCTH

Mocne pernctpauumn cepTudmKkaToB HEOO6X0AMMO Co3aaTb NONUTUKY GE30MacHOCTM AN Wto3a.
Cosfgaeatb NOMUTUKY peKOMeHAyeTcsl B MHTepdheiice KoMaHAHON CTpokK. [1na Bxoaa B KOHCOMb
3anycTtuTte cs_console (BO3MOXHO, NOTpPebyeTcs nepexon B AMPEKTOPUIO
/opt/VPNagent/bin/):

root@sterragate:~# cs_console
sterragate>enable
Password:

Haponbnoymonanmm:csp

1. lMepenguTe B peXXMM HaACTPOVKM:

sterragate#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

2. CMeHuTe Napornb No yMOnYaHuio:

sterragate (config) #username cscons password <mapoJsib>
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3.

4.

CmeHuTe HasBaHue Lwn3a:

sterragate (config) #hostname GW1

B HacTpoikax uHTepdencoB 3aganTe ip-agpeca:

GW1
GW1
GW1
GW1l
GW1
GW1l
GW1
GW1l

config)#interface GigabitEthernet 0/0
config-if)#ip address 192.168.1.1 255.255.255.0
config-if) #no shutdown

config-if) ffexit

config)#interface GigabitEthernet 0/1
config-if)#ip address 192.168.100.1 255.255.255.0
config-if) #no shutdown

config-if) ffexit

3apaiTe agpec LW3a Mo yMOnYaHuio:
GW1l (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.2
3apavite TMN ngeHTudmnKauum:

GW1 (config) #crypto isakmp identity dn

. 3apavite napameTtpbl ans IKE:

GW1l (config) #crypto isakmp policy 1

GW1 (config-isakmp) #hash belt

GW1 (config-isakmp) #encryption belt

GW1 (config-isakmp) #authentication belt-sig
GW1 (config-isakmp) #group beltdh

GW1 (config-isakmp) ffexit

Cospawnite Habop npeobpasoBanun ans IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-belt esp-belt-mac
GW1 (cfg-crypto-trans) #mode tunnel
GW1 (cfg-crypto-trans) fexit

. Onuwmte Tpaduk, KOTOPLIN NNaHUpyeTca 3awmwaTte. [na aToro co3ganTe paclUMpeHHbIn

cnucok goctyna. B cnucke goctyna paspelwmte ssh tpadumk:

GW1 (config) #ip access-list extended LIST
GW1 (config-ext-nacl) #permit tcp host 192.168.100.1 eq 22 any
GW1 (config-ext-nacl) #exit

10.CospganTte cnucok gocTtyna, B KOTOPoM ByAeT 3anpeLleHo NpoxoxaeHune noboro Tpaduka,

GW1l

Kpome ssh:
GW1 (config) #ip access-list extended LIST2
GW1 (config-ext-nacl) #fpermit tcp host 192.168.100.1 eqg 22 any
GW1 (config-ext-nacl) #permit udp host 192.168.100.1 eqg 4500 any
GW1 (config-ext-nacl) #permit udp host 192.168.100.1 eqg 500 any
GW1 (config-ext-nacl) #deny ip any any
( )

config-ext-nacl) #exit

11.0nuwmTe TpeboBaHUs, KOTOPLIM AOMMKEH YAOBNETBOPATL CEPTUCMKAT NapTHepa

(agMuHucTpaTopa):
GW1 (config) #crypto identity adminID
GW1 (config-crypto-identity) #dn C=BY,L=Minsk,0=S-Terra Bel,
OU=Research, CN=adminhost
GW1 (config-crypto-identity) fexit

Komanpga crypto identity my_admin B JaHHOM crnyyae onuckiBaeT CepTUGUKAT NEKTPOHHON
noanucuK nonb3oBaTend, TOJIbKO C KOTOPbIM 6yneT BO3MOXHO yCTaHOBJ1IEeHUe coeguHeHuA
ansa obpaboTku Tpadmka, onMcaHHoro B nucTte goctyna LIST.

12.Co3gante AMHaAMNYECKYIO KPUMTO-KapTY:

GW1 (config) #crypto dynamic-map DMAP 1

GW1 (config-crypto-map) #match address LIST

GW1 (config-crypto-map) #set transform-set TSET
GW1 (config-crypto-map) #set pfs beldh

GW1 (config-crypto-map) #set identity adminID
GW1 (config-crypto-map) #reverse-route

GW1 (config-crypto-map) #exit

Bel VPN Ggate 4.1

Copyright © S-Terra Bel 2008 - 2016 31



Bel VPN Gate 4.1. PykoBoacTBO agMuHMCTpaTopa. Obwme HacTpOKu

13.MpuBAXUTE OMHAMMUYECKYIO KapTy K CTaTUYECKOIA:

GW1 (confiqg) #crypto map CMAP 1 ipsec-isakmp dynamic DMAP

14.T1pMBSDKUTE KPUNTO-KAPTY K UHTEPENCY, HA KOTOPOM OyAeT TyHHENb. Tak ke NPUBSDKUTE K
MHTepdency CNMCoK A0CTyna, KOTOPbI 3anpeLLaeT ocTanbHON Tpaguk:

GW1 (config) #interface GigabitEthernet 0/1
GW1 (config-if) #crypto map CMAP

GW1 (config-if) #ip access-group LIST2 out
GW1 (config-if) #fexit

15.01knounTe 06paboTKy cnmcka oTo3BaHHbIX cepTudukatos (CRL):

GW1l (config) #crypto pki trustpoint s-terra technological trustpoint
GW1 (ca-trustpoint) #revocation-check none
GW1 (ca-trustpoint) #exit

16.Hactponka yctponctea GW1 3aBepLueHa. [Npu Bbixode U3 KOHUIrypaumoHHOro pexnma
NPOUCXOAUT 3arpy3ka KoHdurypauum.

GW1 (config) #end
GWl#exit

B MNMpwunoxeHnn npeacTtaBneH TekcT cisco-like koHdurypaumm un Tekct LSP ans wnwosa GW1.

HacTtpoika paboyero mecta agMuHucTtparopa AdminHost
HacTtpovika paboyero mecta agMMHUCTpaToOpa COCTOUT M3 HECKOSbKUX 3TanoB:
e MOnyyYeHne cepTUUKATOB U CEKPETHLIX KMOYew;

e (opMUPOBaHME UHCTANMALMOHHOIO naketa knmeHT 6e3onacHoctn Bel VPN Client 4.1 ans
AdminHost;

e YCTaHOBKa MHCTaNNAUMOHHOro nakeTa knueHT 6esonacHoctu Bel VPN Client 4.1 Ha
AdminHost.

Ha komnbloTepe, roe 6yaoet co3gaBaTbCs MHCTANMALMOHHBIN nakeT ans AdminHost, JomkeH 6biTb
ycTaHoBneH agMnHucTpatuBHblv nakeT Bel VPN Client 4.1 AdminTool (cMm. AoKyMeHTauumo
«MporpammHo-annapaTHoe ycTpowcTBo KnueHT 6e3onacHoctu Bel VPN Client 4.1. PykoBoAcTBO
agMuHuUcTpaTopay).

B chny4ae ecnu Krn4un ObInn creHepunpoBaHbl BHE LieJ1eBOro KOMnbkoTeEpa, nx Tpe6yeTC$| Tyaa
AOCTaBuUTb 3allnLLEeHHbIM 06pa30M (Hanpmmep, Ha TOKeHe).

lMpouecc nonyyeHus cepTudmkaTa n JOCTaBKU CEKPETHbIX KIoYen onncaH B JOKYMEHTe
«MporpammHo-annapaTHoe ycTpowcTBo KnneHT 6e3onacHoctn Bel VPN Client 4.1. PykoBoACTBO
agMuHucTpaTopa. lNMpunoxeHve Ax.

3anyctute rpacudeckun untepdgenc Bel VPN Client 4.1 AdminTool (Start -> Programs ->
Bel VPN Client 4.1 AdminTool —-> Package Maker) W cO3ganTe, COrfacoBaHHYO CO
LUSIFO30M MONUTMKY Be30nacHoOCTHU.

1. Bo Bknagke Auth (PucyHok 4) BbinonHuTe crieaytoline AencTBus:

e B [JaHHOM CLeHapun ncnosrb3yeTca MeTo ayTeHTI/I(*)VIKaLI,VIM Ha cemechKaTax — NYHKT Use
certificate BbI6paH no yMON4aHuIo;

e yKaxuTe NyTb Kk cepTucdmkaty YL u nons3oBatenbckoMy cepTudukary;

e OTMETbTE NYHKT Check consistency now U HOXMWUTE KHOMKY ..., FAe BbIGEPUTE HYXKHbIN
KOHTelHep, a Takke BBEAUTE Naposb Ansi JOCTyna HeMy B rpade password;

e OTMEeTbTe NYHKT Copy container from admin computer;
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e 3aJanTe UMA KOHTeWHepa B rpade User container name; B JA@HHOM Crnyvae ykasaHo —
av:Admin25067. [JaHHasa 3anucb 03HavyaeT, YTO KOHTENHEP C MEPEHOCHOro YCTPOMCTBA
(TokeH nnun USB Flash) 6yaeT ckonupoBaH B peecTp C UMeHeM Adminhost.

e Brpade User identity type BblbepuTe DistinguishedName (BbIOpaHo no
YMOMYaHMIO).

EBE' ¥PN Client AdminTool {a¥) - <No name= - |EI|£|
File Buld Help

Auth | Firewall Rules I IPsec Rules I IKE I IPseC | LSP I Settings I License I RMGE container I

Set authentication method parameters
* Use certificate ™ Use preshared key

4 certificate: ICN='|,dEI'|,9a'|,dD'|,be'gd1'l,BD'l,u:IIZI\,I:ud'l,dEI'l,bS'l,dD'l,bz'ng'l,be'l,dD\,bQ a3 L., |

User cerkificate: I CM=CA5napld, 0=C4 Snap 18,C=EY,5T=m,L=m,5TREET=m |

User conkainer name: I avadmin2s067 passwurd:l e —

Iser identity type: IDistinguishedName j walue; I CMN=CASNap18,0=CA Sna
W Check consistency now ¥ iCopy container From admin computeri

Container name: IadminCDntainer | passwurd:l e ———.
r Zopy) conbainer

Source conkainer narme: I passwurd:l

Make package. .. | Ezxit
PucyHok 4

2. BoBknagke Firewall Rules (PucyHok 5) MOXXHO HacTpouTb npasuna unbTpauumn
Tpaduka. B gaHHOM cLeHapum oCTaBUM HACTPOWMKM NO YMOMYaHUIo — paspeLuaTb BeCb Tpadiuk.
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EBE' ¥PN Client AdminTool {a¥) - <No name > o ] [
File Buld Help

.Auth IPsec Rules I IKE I IPsec I LSP I Settings I License I RMG conkainer I

™ Refuse inbound TCP connections

Inbound Filker (1 rule)
Qutbound Filker (1 rule)
Inbound classification {1 rule)
Qukbound classification {1 rule)

Rl list:
Local IP | Parkner IP Services Action
Any Ay Ay Pass

JC
[oein

(a0 p]

Aadd... Edit... | Remove |

Make package... | Exit: |

PucyHok 5

3. BoBknagke TPsec Rules (PucyHok 6) nob6aBbTe npaBuno ang tpaduka, nognexawero
WwndpoBaHmio, IP-agpec wnt3a, ¢ KoTopbiM OyaeT NOCTPOEHO 3alUMLLEHHOE COeANHEHNE
(PucyHok 7). Tak e paspeluunte Toneko SSH-Tpaduk.

ﬁBE' ¥PN Client AdminTool (a¥) - <MNo name = - |EI|5|

File Buld Help

" auth I Firewall Rules  IPsec Rules |IKE | IPsec I L5P I Settings I Licerse I RMG container I

Add rules
Rule list:

Local IP Partrer IP | Services | Ackion

any 192,165.100.1 55H client Tunnel{192.168....
Ay Ay Ay Pass

Dawin |

Add... Edit... | Remove |

Make package. .. | Ezxit |
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PucyHok 6

Editruie x|

Set rule parameters

—Local IP Addresses —Partner IP Addresses
{* ;ﬁ.ny £ Cuskom 8 Ay £ Cuskom
IP Address | Subnet Mask | IP Address | Subnet Mask, |
192,165.100,1 255,255,255,.255
Sdd.., | Edit. .. | Remave | Add... | Edit. .. | Remove |
—3ervices and Protocols —Ackion
™ any f* Custom IPrutect using IPsec j
Mame | Parts | Tunnel IP Addresses of IPsec parknet:
S5H client - [™ Use random IP Address order
192, 165.100.1 Up |
Du:uwnl
add. .. | Edit... | Remove |
[ Request IKECFG address
add... | Edit... | Remove | + Mare settings. ..

[ Log packet matches

Ok I Cancel |

PucyHok 7

3akponTe OkHO Add Rule.

Ha Bknagke IPsec Rules MOBbICUM MPUOPUTET CO34aHHOIO NpaBunia, HaXxnmas KHOmMKy Up
(PvcyHok 6).

4. Bo Bknagke IPsec NOAHUMUTE BBEPX NPAaBMUIIO, COOTBETCTBEHHO HACTPOEHHOMY Ha LUI03e
IPsec Transform Set u BbiGepeTe Group — BELTDH (PucyHok 8).

Bel VPN Ggate 4.1 Copyright © S-Terra Bel 2008 - 2016 35



Bel VPN Gate 4.1. PykoBoacTBO agMUHMCTpaTopa. ObLme HacTpOKu

EBE' ¥PN Client AdminTool {a¥) - <No name> o ]
File EBuild Help

P I Settings I License I RMG container I

n

"auth I Fitewall Rules I IPsec Rules I IKE

Set IPsec parameters
IPsec Proposal list:

&H Integrity ESP Encryption | ESP nkegrity |

More CTE 34.101.31-2011 (6.4)  CTE 34.101.31-2011 (6.6)

More MULL CTE 34,101,31-2011 (6.6)

Mone CTE 34.101.31-2011 (6.4 Mone

Crown |

Group: IBELTDH j [~ add Proposals with &H
—LifeTime of IPsec 54

| 3600 sec | 4603000 kh

Make package... Exit
PucyHok 8

5. Bo Bknagke License BBeAuTe permcTpaumoHHble AaHHble Ha npogykT KnneHT 6e3onacHocTu
Bel VPN Client 4.1 c 6naHka JlnueHann.

6. CoxpaHuTte hbann co3gaHHOro NpoekTa, Ha TOT cry4van, ecnm 3axoTuTte B byayuiem coenatb
NOXOXUN NHCTaNNAUMOHHBLIN NakeT. [na aToro HaxmMuTe File->Save Project

7. [anee creHepupynTe MHCTaNMALNOHHBINA exe-dann, HaxaB KHOMKY Make package...

8. BcraBbTe B uenesown komnbiotep AdminHOSt HOCUTENb C CEKPETHBIMU KITH0YaMU U YCTaHOBUTE
Ha HeM MOMyYeHHbIN MHCTaNNAUMOHHBIN exe-dawn. [Neperpy3ante kKoMmnboTep (Ha
onepauuoHHbix cuctemax Windows 7 n Windows 8 nepesarpyska He TpebyeTcs).

B MNpunoxeHunn npeacrasneH Tekct LSP.

Hactpo#nka yctpouctsa Router1

Ha yctpownctee Heobxoammo HacTpoutb AnHammyecknn NAT, koTopbli 6yaeT npeobpasoBbiBaTh
agpeca n3 nogcetn 10.10.10.0/24 Bo BHewwHMn agpec 192.168.100.2 n HaobopoT.

MpoBepka paboTocnocobHOCTH CTeHAa

Mocne Toro, kak HacTporka GW1 1 AdminHost 3aBepLiueHa, UHULUUPYNTE co3gaHue 3aLlmLLEeHHOro
coeIHEeHUS.

Ha pabouem KomnbloTEPE agMUHUCTPATOpa 3aiauTe Ha L3 Npu nomoLum SSH:

B pesynbTaTte BbINOMHEHWS 3TOW kKOMaHabl Mmexay yctponcteamu GW1 n AdminHost 6yaget
yctaHoBreH VPN TyHHenb.

Y6eantbcs B 3TOM MOXHO Ha pabodeM MecTe agMUHUCTpaTopa, BolbpaB NpeanoxeHne Show SA
Information (PucyHok 9), (PucyHok 10):
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Logouk

Show 5A InFormation. ..

About,

PucyHok 9

~1SAKMP S4

M | D | Local IP Addresses | Local part | PartnerlPAddressesl Partner port | State | Sent bytes | Received bytes |
1 7 10.10.10.100 4500 192.168.100.1 4500 ready 3400 1876

|IPSec 54

M | I} | Local IP Addresses | Local port | Paltnerlpﬁddressesl Fartrer port | Protocol | Action | Tupe | Sent butes | Received bytez |
1 3 10.10.10.100 any 1921681001 22 g ESP hat-t-tunnel - 3432 4540

Updatetimeout[sec];l 2ill Refresh | Cloze |

PucyHok 10

Tak >xe B 9TOM MOXHO yoeauTbcs Ha ycTponctee GW 1, BbIMONMHUB KOMaHAY:

root@GWl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
1 13 (192.168.100.1,4500)-(192.168.100.2,4500) active 1876 3400

IPsec connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd
1 3 (192.168.100.1,22)-(10.10.10.100,*) 6 ESP nat-t-tunn 4640 3432

B 10 e Bpems ping npoxoauTb He bygerT:

ping 192.168.100.1

Obmen nakeramm c 192.168.100.1 mo c 32 GanTamMu OAHHHIX:
[IpeBHIIEH MHTEPBAJ OXMIAHMUSA IJIS 3arnpoca.

[lpeBHIIEH MHTEPBAJI OXUIOAHUS IJIS Barnpoca.

[IpeBHIIEH MHTEPBAJ OXMIAHMUSA IJIS 3arnpoca.

CraTtuctmka Ping mns 192.168.100.1:
[lakeToB: OoTnparjeHo = 3, nojgyueHo = 0, norepsHo = 3
(100% moTepsb)

Ha wnto3e GW1 gaHHble nakeTbl 6yayT oTbpacbiBaTbCsl, JAaHHOE OAECTBYE MOXHO YBUAET,
BbINOMHUB KOMaHAy:

root@GW1l:~# klogview -f drop

dropped out packet 192.168.100.1->192.168.100.2, proto 1, len 60, if ethl:
firewall

dropped out packet 192.168.100.1->192.168.100.2, proto 1, len 60, if ethl:
firewall

dropped out packet 192.168.100.1->192.168.100.2, proto 1, len 60, if ethl:
firewall

Takvum o06pa3om 6bin co3aaH AOBEPEHHBI ceaHc, No KOTOPOMY aAIMUHUCTPATOP MOXET yaaneHHo
HacTpauBaTb LMo3 6e30MacHOCTY.
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Co3aaHue nonUTUKKM 6e30nacHOCTM LLNK03a

B naHHOM pasgene pacCMOTPEHbl OCHOBHbIE MPUHLMMbI CO34aHUS NONUTUKN 6e30MacHOCTM LWIo3a
6e3onacHocTu Bel VPN Gate 4.1 n gaHbl nuwb obwme noHaTus. bonee nogpobHoe onucaHue gaHo
B COOTBETCTBYHLLUNX JOKYMEHTAX, B 3aBMCMMOCTM OT BbIGpaHHOIro cnocoba HacTPOMKY LUMo3a.

Cnoco0Obl co3aaHua NONMTUKN De30nacHOCTH

HacTtpowuTb wnio3 6esonacHoctu Bel VPN Gate 4.1 unu cos3gatb nonutuky 6esonacHocTy Ans
LUI03a BO3MOXHO:

e JlokanbHO nnu yaaneHHo no npotokony SSH ¢ ncnonb3oBaHnem KomaHg nHTepdenca
KOMaHOHOW CTPOKM, ONM1CaHHbIX B AokyMeHTe «LLnto3 6e3onacHoctn Bel VPN Gate 4.1.
Cisco-like komangpbl» (Takyto koHUrypauuo yaem HasbiBaTb «Cisco-like koHdUrypaumeny).
HanuncaHHble komaHabl sensTcs poacTBeHHbiMu Cisco 10S 12.4 (13a).

e Co3gaB TEKCTOBbIN KOH(MIrypaumnoHHbi cavin u 3arpysums ero Ha [AK ¢ nomoLbto
crneunanuanpoBaHHbIX komaHa. CosgaHune Takoro danna onucaHo B AokyMmeHTe «LLno3
©esonacHocTn Bel VPN Gate 4.1. Co3gaHune KoHurypaumnoHHoro davinay (Takyto
KoHdurypaumto 6yaem HasbiBaTb «native-koHdurypaumen» mnm «LSP-koHGurypaumneny).
KomaHzbl, Mpy NOMOLLM KOTOPbIX MOXHO 3arpy3uTb KOHUIYpaLVOHHbIA dain, onucaHbl B
AokymeHTe «LUnto3 6esonacHocTn Bel VPN Gate 4.1. CneumanmanpoBaHHble KOMaHAbI».

e LleHTpanuaoBaHHO—yganeHHoO ¢ NomoLbio rpadmnyeckoro nHTepdenca Cisco Security
Manager (CSM), onucaHHoro B gokymeHTe «HacTtpowka S-Terra Gate ¢ nomowbto Cisco
Security Manager».

e LleHTpann3oBaHHO—yAanEeHHO C NCMONb30BaHMEM NporpaMmmHoro npoaykra Bel VPN
Updater, npefHa3Ha4YeHHOro Ans ynpasneHus BCen NUHWEN NpoayKTOB, MPOM3BOAUMbIX
komnaHuen «C-Teppa ben», n onucaHHoro B gokyMmeHTe «lporpaMmmHbi npoaykT Bel VPN
Updater. PykoBoacTBO agMuHUCTpaTopay.

CueHapuu co3gaHusl NONUTUKK 6e30MacHOCTH LM03a

PaccMoTpuM HekoTopble KOMaHAbl MHTepdelica KOMaHAHOW CTPOKMU U aHanorMyHbIe UM Mo
(PYHKLUMOHANBHOCTU CTPYKTYPbI TEKCTOBOro KOHUrypaLmoHHoro cpaina, kotopble
UCNOMb3YTCH NPU CO34aHNM NoKanbHOM NONMUTMKM 6e30MacHOCTY LNo3a.

MogpobHBIN CNMCOK KOMaHA U UX OnNucaHue gaHo B JokymeHTe «LLUno3 6esonacHoctn Bel VPN
Gate 4.1. Cisco-like komaHabl». OnvcaHue cMHTakcuca u CTPYKTYP AaHHbIX KOHUrypauoHHOro
hanna npueeneHo B AokymeHTe «lLnto3 6esonacHocTn Bel VPN Gate 4.1. Co3gaHue
KOHUrypaunoHHoro gamnna.

CDVIﬂpraLlMﬂ, KHaCCMq)MKaLlMﬂ N MapKUpoBaHue naketToB

Mopsinok 06paboTky NakeToB 3aBUCUT OT HanpaBneHus Tpaduka. [na ncxogsauero Tpaduka
nopsaok 06paboTku creayioLmnii: MapKMpoBaHue, MHKaNcynauus, nakeTHasi U KOHTEKCTHas!
dunbTpaums. Ona exoasauero Tpadmka — NakeTHas U KOHTEKCTHasA unbTpauus, gekancynaums,
MapK1MpoBaHue Tpaduka.

Co3gaHune npaBun nakeTHoOW (hUnbTPaLMK

CosgaHne npaBun nakeTHOM ounbTpaumm CocTouT n3 GopMmMpoBaHnsi CMMCKOB JOCTYMa U
NpuBA3bIBaHUA NX K KOHKPETHbIM MHTEpdencam Lwito3a 6esonacHocTn Bel VPN Gate.

B nHTepdence komaHOHOM CTPOKM C MOMOLLbIO KOMaHAbI ip access-list cosgatoTest nMcTel gocTyna.
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KomaHpa ip access-list ocylecTsnseT BXo B peX1MM pefakTupoBaHus CNUCKOB Aoctyna. B aTom
pexume ¢ NOMOLLbIO KOMaHA permit n deny dopMupyoTCs CIMCKM AOCTyna.

B koHGurypaumoHHom dharine npasuna nakeTHow omnbTpaumum cosgatotcs B cTpykType Filter.

Co3paHue npaBuUn KOHTEKCTHON hunbTpauum

B nHTepdence KomaHOHOW CTPOKM ANst CO34aHWSA NPaBUI KOHTEKCTHOM unbTpaumm UCNOMNb3YHTCS
cnegywolmne KomaHabl:

e KomaHga ip port-map, Cly>XuT ans accoumanmm NpoToKOSIoB (CEPBUCOB) NPUKIaOHOMO
YpOBHS1 ¢ HoMepamu TCP-NopToB 1 NO3BONSeT NepeHanpaBnaTb Tpaduk cTaHaapTHbIX
(cMCTeMHbIX) MPOTOKOMOB U MONb30BaTeNbCKMX, 3aAaHHbIX Nonb3oBaTenem, Ha noboit TCP-
nopr.

e KomaHpga ip inspect name npumeHsieTca Ansi CO34aHMsa npasuna NpoBepku Tpadumka ans
NPOTOKOSIOB MPUKITALHOMO YPOBHSI.

o KomaHabl ip inspect tcp synwait-time, ip tcp finwait-time, ip inspect tcp idle-time, ip
inspect max-incomplete hight, ip inspect max-incompletelow, ip inspect one-minute
hight. Ip inspect one-minute low aBnAKTCSA KOMaH4aMW ynpaBSieHUs COCTOSIHUEM CEaHCOB
B cucteme CBAC (ynpaBneHue 4OCTYNOM Ha OCHOBE KOHTEKCTA).

B koH(purypaunoHHom hanne npasuna KOHTEKCTHOW hunbTpauuny 3agatoTcs B cTpykTypax Filter n
FirewallParameters.

Knaccudmkauma n mapkmpoBaHue nakeToB

Knaccudmkaumusa n mapkmpoBaHne dygeT npomssBoautbecs Ao IPsec-nHkancynsaumm nexogawmx
NnakeToB M nocne Aekancynsauny BXOASLLUX.

OnucaHHble HWXKe KOMaHAbl NO3BONSAT 3a4aTbh ONpPeAeneHHbIN cepBUC 0B6CNY>KMBaHUSA CETEBOTO
Tpaduka. OHU KnaccnuLMpyoT NakeTbl (OTHOCAT NAKeTbI K onpeaeneHHoMY Knaccy Tpaduka) u
MapKMpYIOT UX (Has3Ha4aloT COOTBETCTBYOLLMIA NpuopuTeT). PopmupoBaHme Tpaduka BbINOMHAETCS
B TpW Wwara:

e MakeTbl pacnpenensaTca no knaccam (komangpl class-map)
e 3agaloTcd npasuna ong kaxgoro knacca (komangel policy-map)

e 3aJaHHas NonuTUKa NPMBA3bIBAETCH K UHTepdency (komaHabl service-policy).

B koHurypaumoHHom daiine Knaccudukaumns u MapkMupoBaHUe NakeToB 3a4aeTcs B CTPYKTypax
Filter, koTopble NpMBA3LIBAOTCA K onNmncaHnsam ceTeBbix MHTepdericoB (Networkinterface) uepes
nons InputClassification n OutputClassification.

CospaHue 3awmuieHHbIX VPN TyHHenen
Co3spaHue nonutuku IKE

[ns co3gaHnsa 3almMLLEHHOrO KaHana, KoTopbin OyaeT obecneunBaTth 3auTy YacTu 0OMeHOB
nHdopmaumen nepeor dasbl 1 Bce 006MeHbl BTopon casbl IKE, cozgatotca ISAKMP nonutukn (Mnu
OAHa NonuTUKa) C pasHbIMK NpUopUTETaMK, KOTOpbIE ByAyT NPeasioKeHbl NapTHepPY AN
cornacoBaHusl. B nonutrkax onucbIBalOTCs XXenaeMble anropuTMbl U NapaMeTpbl 3aLMLL,EeHHOro
KaHana.

Mepen cozpaHuem ISAKMP SA gomxHbl 6biTb BeiOpaHbl napameTpbl, KoTopble byayT
NCNonb30BaTbCA CTOPOHAMM ANs 3auThl YacTn obmeHoB nepBon asbl 1 BTopon a3kl IKE. B
MHTepdence KOMaHOHOM CTPOKM C MOMOLLLIO KOMaHAbl crypto isakmp policy 3agatotcsa IKE
NONUTUKU (MU OJHA NONUTMKA) C Pa3nMYHbIMY NpUopUTETaMn, KOTopble ByayT NpeanoXeHbl
napTHepy ANng cornacoBaHusl. BeinonHeHne aTon KOMaHabl OCYLLEeCTBNSAET BXOA B pexum ISAKMP
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policy configuration, B KoTopom npegnaratTcst napameTpbl 41 COrnacoBaHUsl C MOMOLLbIO
crnepylLwmnx KoMaHa;

e authentication — ykasbiBaeTca MeToa ayTeHTMdUKaLUM (C MCMONb30BaHNEM 3NEKTPOHHOW
noanucu unu npeaonpeneneHHbIX Knoven);

e encryption — ykasbiBaeTcsl anropuTM LLUMPPOBaHNUS, UCMOSIb3YyEeMBbIN B paMKax NpoTokosa
IKE;

e hash — ykasbiBaeTcsa xaL-anropmuTm, UCNONb3yeMblli B paMkax npotokona IKE;
o lifetime — yctaHaBnueaetca Bpems xu3Hm ISAKMP SA;

e (roup — ykasbiBaeTCs anropuMtM, KOTopbln BygeT ncnonb3oBaTbcs B paMmkax npoTtokona IKE
ANs NOoNyYeHus KNiYeBoro matepuana.

B koHdurypaumoHHom carine B cTpyktype IKERule 3agaeTtca metoq ayTeHTUMKaLnm CTOPOH,
pexuMm ana nepsou dasbl IKE, a Takke npegnaraeTca Ang CornacoBaHus ¢ napTHEPOM MOnuTHKa
3awmTbl nepson 1 BTopon dassbl IKE, koTopas onuckiBaeTcd B cTpykType IKETransform.
Ctpyktypa IKEParameters onucbiBaeT rnobanbHble HacTponku npoTtokona IKE.

Co3aanue IPsec HabopoB npeobpazoBaHui

[danee Hy>XHO NpPeanoXvTb NapTHepPY AN cornacoBaHms Habopbl Npeobpa3oBaHnn, KOTopble ByayT
MCMonNb30BaTbCA ANSA CO34aHUs 3alMLLEHHOro BUpTyaneHoro coeauHerus (IPsec SA). IPsec SA —
3TO OAHOHAaMNpaBfeHHOE Nornyeckoe coeamHeHne, No3TOMY Npu ABYCTOPOHHEM OOMeHe AaHHbIMM
HY>KHO ycTaHoBUTbL ABa IPsec SA.

B nHTepdelrice KomaHAHOM CTPOKKU C MOMOLLIbIO KOMaHAbl Crypto ipsec transform-set onucaTb
napameTpbl IPsec HabopoB npeobpasoBaHui (Mnu ogHoro Habopa npeobpasoBaHuin). MoxHo
ykasaTb 40 Tpex HabopoB Npeobpa3oBaHUN.

C nomoLLbio koMaHdbl Mode ykasaTb PEXUM UCNONb30BaHUS (TYHHENbHbIN UM TPAHCMOPTHbLIN)
ansa 3agaHHoro Habopa npeobpasoBaHui.

B koHpurypaunoHHom channe ctpyktypa IPsecAction onpegenset pexunm ncnons3osaHus IPsec,
CNUCOK nNpeanaraemblx Habopos npeobpasoBaHu IPsec. Kaxxgoe npeobpasoBaHue onncbiBaeTcs B
ctpyktypax AHTransform n ESPTransform.

Co3zpaHue cnuckoB gocTyna

B uHTepdence komaHOHOW CTPOKM C MOMOLLLIO KOMaHAabl ip access-list ykasbiBatoTCA CNUCKN
OOCTyna, B KOTOPbIX 3afaeTcs Tpaduk, KOTopbI 6yAeT NOTOM NPOCTO NPOMNYycKaTbCs, 3aLmMLaTbLCS
unu 3anpewartbes. [ns co3gaHms 3aluULLeHHbIX TYHHENEN UCMONb3YTCS TONBbKO pacLUMpPEeHHbIe
cnuckx goctyna.

KomaHnpa ip access-list c napameTtpom extended ocyuiecteBnsaeT Bxo4 B pexum config-ext-nacl
(peXMM pefakTUPOBaHNSA pacLUMPEHHbIX CMIMCKOB A0CTyna). B aToM pexnme ¢ NOMOLLbIO KOMaHA
permit n deny dopmmnpyoTcs CNnckn JocTyna.

B koHurypaumoHHOM danne cnuckamm gocTtyna ABngTcs npasuna ubTpoBaHus,
onucbiBaeMble CTpykTypon Filter.

Co3spaHue Kpuntorpadmueckmx KapT

B nHTepdelice KomaHOHOM CTPOKWN co3aaHmne NonmTuku IPsec BbINONHAETCS C MOMOLLbI0O KOMaHAabI
crypto map, koTopasi OCyLLEeCTBASET Nepexo B PEXMM HaCTPOMKKN KpunTorpaduyeckmx kapt. B
3TOM pexmnme MOryT UCMOMNb30BaTbCA CriefytoLime KOMaHabl:
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e match address ocyliecTBnseT NPUBA3KY CnMcka AOCTyna K 3anMcy KpunTorpadguyeckonm
KapThbl;

e set peer onpegensieT NnapTHepa, C KOTOpPbIM ByaemM yCTaHaBNUBaATLCH TYHHENb;

e set pfs 3agaeT pexum pfs, N03BONSAOLWNIA NOBLICUTE YPOBEHb 3aLLMLLEHHOCTY Tpaduka;
e set pool ykasbiBaeT ums nyna agpecoB AN Kpuntorpadu4eckon KapThl;

e set identity 3agaeT ngeHTudmkaTop Ansa Kpuntorpacmuyeckom KapTbl;

e set security-association lifetime yctanaBnuBaeT Bpems xnsHu IPsec SA;

e set transform-set gaet ccbifiky Ha paHee co3aHHbINn TpaHCOPM UK TpaHCHOPMbI
(onpenensieT napameTpbl TYHHENS);

e setip access-group yctaHaenveaeT npasuna unbTpauum, NPUMeHsIEMbIE K BXOOSLLMM
IPsec naketam nocne gekancynsaumu, unm k ucxogsawmm IPsec naketam 4o MHKanNcynsumm.

CospgaHne Habopa AUHaMUYECKMX KpunTorpadnyecknx kapT B MHTepdence KOMaHOHOW CTPOKU
ocyllecTBngeTcs kKomaHgowm crypto dynamic map.

B koHdurypaumoHHom darne nonutuka IPsec 3agaetca B cTpykType IPsecAction.

MpuBsAska kpunTorpachuyeckon KapTbl K MHTEpency

B nHTepdence komaHOHOM CTPOKM Ha NocriegHeM aTane npousBoauTcs NpyBsA3ka NMCTOB AOCTyNa
N KPpUNTOrpadPnYEcKmnx KapT K KOHKPETHbIM MHTEpdericam annapaTHon nnatdopMbl. 3Tu onepaumm
NPOu3BOAATCH B PEXMME HACTPONKN NHTEPenCoB.

KomaHga interface ¢ ykasaHvuem normyeckoro MMeHn nHtepdenca ocyLecTBnseT Nepexos B
peXunm HacCTPOWKK AaHHOro nHTepdenca.

B aTOM pexume KOMaHOoM ip access-group ykasbiBaem Crn1CoK AOCTYna ANs npasun nakeTHOM
unbTpaumn, KoTopble GyayT UCMONb30BATLCA HA 3TOM UHTepdelice.

KomaHgon crypto map ykasslBaem Kpuntorpacmyeckyto KapTy, C MOMOLLbI KOTOpow OyayT
cosgaBaTbes VPN TyHHenu.

B koHdurypaumoHHoOM dhaine ansa npuBA3kM npasuna unbTPoOBaHUSA K UHTepdency annapaTtHon
nnatdopmbl ncnonbayetcst atpubyT IPsecPolicy B cTpykType NetworkInterface.

HacTtpoiika maplpyTusaumm

[lo6aBneHve CTPOKM B TabNMLUy MapLIpyTU3auumn B MHTepdeiice KOMaHAHOW CTPOKWN 3a4aeTcs
KOMaHZoM ip route c ykasaHvWeM agpeca U Macku NoJceTu Ha3HayeHus naketa, IP-agpeca
creayrolero MapLipyTusatopa nmbo BbIXOOHOIO MHTepdelica NokarnbHOro YCTponicTea, Ha
KOTOPbIN HY)XKHO Mepeaath nakeT Ans nepeaayn ero ganee rno ceTu K nonydvatento nakera.

B koHpurypaunoHHom channe cosgaHue Tabnuubl MapLUpyTU3aumm OCyLLECTBIISAETCS CTPYKTYPOn
RoutingTable. Ctpoka, koTopas gobaBnsercs B Tabnvuy MapLipytusaumm, 3agaeTcs B CTPYKType
Route. OTa cTpoka 3agaeT MapLUpyT, ykasbiBas agpec HasHa4yeHus, BbIXOLHON uHTepdenc nmdo
IP-agpec cneayowero MmapLupytnsaropa n MeTpUKy MapLupyra.

Hactpouka Syslog-knueHTta

HacTtporika Syslog-knveHTa B cisco-like koHdurypaumm n LSP-koHdurypauumn nogpobHo onucaHa B
nokymeHTe «LLnto3 6esonacHoctn Bel VPN Gate 4.1. lNMpoTokonupoBaHue cobbITuii».
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Hactponka SNMP

[nsa 3agaHns HacTpoek no Bblagayve nHgpopmaumm SNMP-areHTom no npotokony SNMP B
nHTEepdence KOMaHOHOW CTPOKM UCMOMb3YOTCS TpW kKoMaHabl. KomaHaa snmp-server community
3afaeT CTPOKY, KOTopasi UrpaeT porib Napons npu ayteHTudukaumm coobieHmin SNMP n
paspewaet SNMP-meHemkepy UTeHne ctatucTukn us 6asel ynpasneHnss SNMP-areHta. KomaHga
snmp-server location cogepxuT nHpopmaumo o pusunveckom pacrnonoxeHmm SNMP-areHTa. B
KoMaHde snmp-server contact ykasbiBaeTcs nuuo, oTBETCTBEHHOEe 3a paboTy SNMP-areHTa.

B koHurypaumoHHom dharine 3agaHme Hactpoek SNMP-areHTa ocyLLeCcTBRseTCa B CTPYKType
SNMPPollSettings. B aton cTpykType ykasbiBaeTcs |IP-agpec 1 nopT, Ha KOTOPbIN MOXHO Nonyyartb
3anpocskl o1 SNMP-meHekepa, a Takke CTPOKY, UrparoLLyo ponb Napons Npu ayteHTudukauum
coobuieHun, pasmeLteHne SNMP-areHTa n koHTakTHoe nNuuo. B aokymeHTe « MOHUTOPUHM
onuncaHbl NepemMeHHble, KOTopble MOryT BbiTh 3anpoLueHsbl y SNMP-areHTa.

HacTtporika otcbinkm Tpanoe SNMP-areHTa nponssogaTcs B cTpyktypax SNMPTrapSettings n
TrapReceiver. B aTux cTpykTypax ykasbiBaeTcs |IP-agpec v nopT, Ha KOTOpPbIMA OTCbINaloTCca Tpan-
coobueHuns, naeHtTudgukatop u IP-agpec otnpaesutens tpan-coobuieHus, Bepcus SNMP, B koTopoi
co3pgatoTcst Tpan-coooLeHus.

3arpyska nonuMTMKM 6e30nNacHOCTH

Co3sgaHHyto nonuTrky 6e3onacHoCTV HEOGXOAMMO 3arpy3vTb Ha LS.

Cisco-like koHdUrypaumus cama 3arpyxaetcs Ha LUI03 Nocre BbiXxoda 13 KOHPUrypaumoHHOro
pexuma, npu 3ToM oHa GyaeT UHTepnpeTupoBaHa koHBepTepoM B LSP-koHdurypaumio. KoHBepTop
paboTaeT B pamkax nporpammbl cs_console.

Ecnu koHBepTMpOBaHMe KOHUrypaummn 3aBepLuaeTcs ¢ OLIMOKOW; TO Ha KOHCONb BblAaeTcs
coobueHune 06 owmnbke: "LSP conversion failed. You can use the "show load-message" command
to obtain the additional information." ("KoHBepTuposaHue LSP 3aBeplumnock ¢ owmnbkon. Bel
MoXeTe ucnonb3oBaTb KOMaHgy show load-message ans nonyyYyeHns AONONHUTENBHON
nHdpopmaumn.")

Hanee nponcxoauT nonbiTka 3arpy3kn LSP-koHdurypaumm Ha w3 6esonacHocTy. Ecnn no
Kaknm-nmbo npuymMHam npousowna owmnbka npu 3arpyske, LSP-koHpUrypaums sanuceiBaeTcs B
chann erroneous_lsp.txt, pacnonoxeHHbIN B kKaTanore wro3a 6esonacHocTn. B koHue paboTbl
KOHBepTOpa BblaeTcs pesynbTar (ycnex/Heycnex) obpaTHo B cs_console.

Mpwn koHBepTUpOBaHUK cisco-like kKoHdUrypauum NponuckiBaoTCA (UNbTPbI ANA KaX40ro
WUHTepdenca B OTAESNbHOCTMU.

Bo Bpemsi paboTbl KOHBEPTOPA UCMOSb3YIOTCS HACTPOMKN KOHBEPTOPA, HEKOTOPLIE N3 KOTOPbIX
MOTyT pefaKkTMpoBaTbCs nonb3oBarterneM. MogpobHo paboTa kOHBEpTOpa OnucaHa B JOKYMEHTe
«LLnto3 6e3onacHoctn Bel VPN Gate 4.1. MNpunoxeHue» B pasgene «KoHBepTop».

LSP-koHdurypauuro, co3faHHyo B BUE TEKCTOBOrO KOH(pUrypaumoHHoro amna, Hy>Ho
3arpysuTb cneumanm3MpoBaHHON KoMmaHgon Isp_mgr load, ¢ ykasaHnem nonHoro nyTtu kK charnny
KOHdUrypaumm.

MonuTtukmn 6e3onacHOCTU, co3aaHHble C UCMONb30BaHMEM OCTarnbHbIX NnaTgopm
ynpaBrieHUs1, Takke KOHBePTUpyoTcs B LSP-koHurypaumio Bo Bpems 3arpy3ku Ha L3,

[ns npocmoTpa 3arpy>eHHON KoHdUrypauumn Ncnonb3yeTcs cneunanmsnpoBaHHas komaHaa
Isp_mgr show.
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Pabota ¢ ceptudpnkaramu

Peructpauus CA ceptuchmkara

3apernctpuposatb CA ceptudukat B 6ase Npoagykra MoXHO ABYyMS cnocobamu:
e C NOMOLLbIO YTUNWUTBLI KOMaHOHOW CTPOKK cert_mgr import;
e yepes cs_console komaHgamm crypto pki trustpoint u crypto pki certificate chain.

Mpw pernctpauun cepTudmkaTa nepebiM CNOcoboM Npy NEPBOM CTapTe KOHCOMNW nocne
pobasneHns cepTudmkatos, fobaBneHHble cepTudmkaTel 6yayT AOCTYMHbI ANS UCMNOMNb30BaHNUS B
cisco-like koHpurypauun. ina H1x GygeTt cospaH trustpoint ¢ nmeHem s-terra technological
trustpoint.

Ons peructpauum CA cepTudmkaTa Yepes cs_console ncnonb3ytoTcs KomaHabl:

e crypto pki trustpoint name — gna o6bsBneHus nmenn CA 1 Bxoga B pexum ca trustpoint
configuration, MOXXHO 3aaTb HECKONBKO TaKMx KoMaHa Anst oobsaBneHms pasHbix trustpoint.

B pexxume aTom komaHabl MOXHO ykasaTb agpec LDAP-cepBepa 1 pexumbl ucnons3osaHns CRL
npu NpoBepke cepTUdUKaToB:

e crl query Idap://IP-adpec(:nopm) — 3apaeTt agpec LDAP-cepsepa. Npu obpaLleHnn k
LDAP-cepBepy wnto3 6esonacHocTv cHavyana cmotput none CDP cepTtudwmkara, ecnm B
3TOM noJie nponucanHbii NyTb kK LDAP-cepBepy siBnsieTcs HEMOMHbIM, TO 400aBNATCS
AaHHble (IP-agpec v nopT) n3 komaHap! crl query. Ecnn CDP cogepXvT NonHbIn nyThb, crl
guery He ncnonb3yetcs. Ecnu B ceptndukate HeT nons CDP, To ucnoneayetcs ata
KomaHga ons 3aganus url LDAP.

e revocation-check methodl [method2]
e methodl — napameTp, NpUHMMaIOLNIA OOHO U3 ABYX 3HAYEHUN:

e crl—npu npoBepke cepTudumkara obasateneH gencreywowmi CRL. Ecnn
nencteytowmi CRL He HarigeH B 6a3e nNpogykTa v ero He yaanochb
nony4ntb no npoTtokony LDAP, To cepTudukat He NpuHNMaeTCs;

e none — npu npoBepke cepTudmkara gencreyrowmin CRL ucnonsayetcs,
€Cnu OH NpefycTaHoBneH B 6ase npoaykTa unm nonyyet B npouecce IKE
obmeHa. Ecnv aTo He Tak, To noneiTka nony4mte CRL no npotokony LDAP
He npeanpuHUMaeTcsa n cepTudmrkaTt NpuHMMaeTcs.

e method2 — napameTp HeobsA3aTENbHbLIN, UMEET OAHO 3HaYeHue:

e none — ecnu gencteytowmin CRL He HariaeH B 6a3e npoaykTa n ero He
yaanocb nony4utb no npoTtokony LDAP, To cepTudmkat npuHumaeTcs.
Mcnonb3yeTcst Tonbko Toraa, korga method1= crl.

e crypto pki certificate chain name — ons Bxoga B peXuM HAaCTPOMKM LIeNOYKM cepTudukaToB
CA:

o certificate — ana no6asneHua CA ceptucdmkaTta (B WecTHagLaTepUYHOM NpeaCcTaBneHnn)
B 6a3y NpogykTa:

e MOXHO 3a4aTb HECKOSTbKO Takmx KoMaHg ans nobasneHunsi nmbdo npomexxyToyHbix CA
cepTudukatos, NnMbo nobbix CA cepTndmkaTos.

B otnunume ot Cisco, Haw NpoaykT He npoBepsieT ABNsATCA Nu gobaensemble cepTudukaTbl U3
OoAHOoM Lenoyku. MNMoatomy, MOXHO A400aBnATb B OOMH trustpoint He TOMbKO NpoMeXyToyHble CA
cepTudukaTbl, Ho BoobLle nbblie CA cepTuduKathbl.

Mpn pobaeneHun CA ceptucdmkarta B trustpoint komaHgon crypto pki certificate chain oH
aBTOMaTmyeckun gobaensaetca B 6asy Npoaykra.

Mpu cTapTe cs_console npu novcke cepTudmkaTa NPOBEPSIIOTCS BCe CYLLECTBYOLWME trustpoint's B
6a3se lNpoaykra. B cnyyae otcytcTBus cootBeTcTBYtowero CA ceptudmkara B 6ase lNpoaykra,
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trustpoint aBTomMaTnyeckun ygansietcsa us cisco-like koHdurypauum n, cnegoBartenbHo, yoanstoTcs
Bce CA cepTudumkaTbl, 3aperncTpmpoBaHHbie B 3ToM trustpoint. IMpu aTom BbigaeTcs
COOTBETCTBYIOLLIEE COODLLEHNE B MOT.

Co3pgaHue KnNOYeBOW Napbl U 3anNpoca Ha NoKanbHbIN cepTudukat

CosgaTb KNOYEBYHO Napy 1 3anpoc Ha nokanbHbli cepTudukat ansa Bel VPN Gate moxHo npum
nomoLLM YyTUNNTBI cryptocont, koTopasi pa3mellaeTca B katarnore opt/Avest/bin.

KoHTenHepbl C CeKpeTHbIMU KtoYamun JOIMKHbI ObITb YPOBHSI KOMMNbIOTEPA.

PerncTtpauus nokanbHoro ceptuchmkara

[nsa pernctpaummn nokanbHoro ceptudukaTa B 6a3e Npogykra ncnonb3yeTcs yTunnta KoMaHAHOM
CTPOKM cert_mgr import.

YnaneHue ceptudukaToB

Ypanatb ceptudmkathbl n3 6a3bl [lpogykta MOXHO ABYMSA cnocobamu:
e C NOMOLLbIO YTUNWUTBLI KOMaHOHOW CTPOKK cert_mgr remov;
e yepes cs_console komaHgon no crypto pki trustpoint.

Mpwn yoanenun trustpoint ¢ ykazaHHbIM uMeHeM, Bce CA cepTudmkaTbl U3 3Toro trustpoint
yAansiTca U3 Tekyllen koHdurypaumm, 6asel MNpogykra u cisco-like koHdurypauun.

Ecnun B cs_console gobaBuTb cepTmudumkar B trustpoint, a noTom, BbIiast U3 KOHCONK, yOanuTb
Oo0aBneHHbIV cepTUdMKaT ¢ NOMOLLBIO Cert_mgr remove, To Npu CneayLemM cTapTe KOHCOMu
trustpoint c cepTndukaTom yganutcs v oTtyaa.

Ypanute CRL 13 6a3bl lMpogykTa ¢ NOMOLLLIO YTUAWUTBLI KOMaHAHOW CTPOKKU cert_mgr remove
HeBO3MOXHO. Ecnu B komaHge ykasaTb Homep (nHgekc) CRL, To 6yaeT BeiBeAeHO coobuieHre 06
owmnbke — 0 HeAONYCTUMOM UHAEKCE.

MpocmoTp ceptudmkatos B 6ase MNpoaykra

[ns npocmoTpa ceptucdmkaToB B 6a3e NpoaykTa ncnonb3ynte komaHay cert_mgr show.

OTtcbinka nokanbHoro ceptudmkara
[ns oTcbINkn nokanbHOro ceptudukata naptTHepy no npotokony IKE:
B LSP-koHurypaumm (KoHduUrypaumoHHbin cann)

[na oTcbInNkM nokansHOro ceptudukaTta naptHepy no npotokony IKE B LSP, B cTpykType
AuthMethodGOSTSign 3agatb atpnbyTt SendCertMode co 3Ha4yeHuneMm:

e ALWAYS — Bcerga oTcbinaTb NokanbHbI cepTudukarT;

e CHAIN — Bcerga oTtcbinaTth flokanbHbIn cepTudumkat, CA cepTudmkart n npomexytodHslie CA
cepTudukaThbl.

B cisco-like koHdurypauum (B uHtepcpennce KomaHgHOMU CTPOKK)

Mpu cos3gaHum nonutukn IKE, napameTpbl KOTOPOW COrnacoBbIBaAOTCA C NApPTHEPOM, B pexume
KomaHapl crypto isakmp policy 3agatb meToq ayTeHTUdMKaLMM CTOPOH C NCMOSIb30BAHUEM
cepTndnKaToB KOMaHOOMN

authentication rsa-sig

Bel VPN Ggate 4.1 Copyright © S-Terra Bel 2008 - 2016 44



Bel VPN Gate 4.1. PykoBoacTBO agMuHMCTpaTopa. Obwme HacTpOKu

B dpanine HacTpoek KOHBepTOpa cs_conv.ini napameTpy send_cert npucBoeHo 3HaveHne ALWAYS,
1 NO3TOMY MO YMOMYaHWIo NapTHepy Bceraa byaet oTcbinaTbCs nokanbHbIA cepTudmnkaT no
npotokony IKE.

MonyyeHue cepTuchukata napTHepa

CepTtndukart napTHepa MOXHO Nofy4nTb NnMbo no npotokony IKE, nmbo no npotokony LDAP.

Crauana wnto3 6e3onacHoctn Bel VPN Gate 4.1 nbiTaetca nony4nTb cepTudumkaT napTHepa no
IKE. Ecnu napTHep He npucnan cepTudukat, a npucnan CBon aeHTUMUKaTop, TO LIM03
6esonacHocTu Bel VPN Gate 4.1 no atomy naeHTugumkaTopy uwet ceptudukart napTHepa cHavana
B cBoeu 6ase lMpoaykrta, ecnu He Hawen, To npogormkaeT nonck Ha LDAP-cepsepe.

Mony4eHue ceptuchukarta naptHepa no IKE

[ns nonyvyeHna ceptudukaTa napTHepa no npoTokony IKE HyXHo:
B LSP-koHdurypaumm

e B nokanbHom KoHdurypaumm B ctpyktype AuthMethodGOSTSign 3agatb aTpubyT
SendRequestMode co 3HavyeHnem ALWAYS — Bcerga 3anpawmnsatb cepTudmkar napTHepa.

e B KoHdurypaumm naptHepa B cTpyktype AuthMethodGOSTSign 3agatb aTpubyT
SendCertMode co 3HayeHunem:

e ALWAYS — BbICbINaTb CEpTUUKAT;

e CHAIN — BbicbinaTtb nokasnbHbI cepTudmrkat, CA cepTuduKaT C LLENOYKOM
npomMexyTouHbIx CA.

B cisco-like koHdurypauumn

B pexwume komaHabl crypto isakmp policy 3agaTb MeToa ayTeHTUdUKaLumm CTOPOH ¢
NCMNonb30BaHNEM CeEPTUDMKATOB KOMAHZOMN:

authentication rsa-sig

B dhavine HacTpoek KOHBepTOpa CS_conv.ini napameTpy send_request NPMCBOEHO 3HaYeHne
ALWAYS, n nosTomy no ymonyaHuio y naptHepa Bcerga byaet 3anpalumBaTbCs NOKanbHbIN
cepTudukat no npotokony IKE.

MonyyeHue ceptuchukarta naptHepa no LDAP

Mony4yeHune cepTudumkata naptHepa Ha LDAP-cepBsepe. B aTom cnydae napTHep npucbinaeT CBow
naeHTudpmkartop, a w3 6esonacHocTn Bel VPN Gate 4.1 no 3HayeHuto Subject OypeT uckatb
ceptudukat naptHepa Ha LDAP-cepeepe. [insa npoxoxaeHna LDAP-naketoB ao LDAP-cepsepa
Heob6Xx04MMO B NONUTKKE 3a4aTbh COOTBETCTBYHOLLNIA OUNBTP.

B LSP-koHdurypaumm

B nokanbHomn koHdUrypauum 3agatb cTpykTtypy LDAPSettings c IP-agpecom LDAP-cepBepa u
TaKkke:

e Ecnu npucnaH naeHtudunkatop trna DN:

e w03 6esonacHocTu No Subject nweT cepTudmkat napTHepa cHavana B CBoew 6ase
Mpoaykta, a 3atem Ha LDAP-cepgepe;

e Ecnu npucnaH naeHTMukaTop gpyroro Tmna:

e ans nony4veHus Subject B nokanbHow koHUrypaumm sagatoTtcst atpmbyTtsl RemotelD,
RemoteCredential, DoNotMapRemotelDToCert;

e ecnn DoNotMapRemotelDToCert = TRUE, 1o Subject 6yaeTt coctaBnsaTbcs u3
RemoteCredential;
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e ecnn DoNotMapRemotelDToCert = FALSE, To Subject 6ygeT coctaBnaTbcs U3
RemoteCredential u RemotelD;

e 0 COCTaBNEHHOMY 3Ha4YeHuo Subject Wwnio3 6esonacHOCTY ULeT cepTudurkaT napTHepa
cHavana B cBoel 6a3se NpoaykTa, a 3atem Ha LDAP-cepBepe.

B cisco-like koHcurypauumn

Ecnu napTHep He npucnan ceon ceptudmkat no npotokony IKE, n B 6a3e Npoaykra ero HeT, TO
wnto3 6esonacHoctn Bel VPN Gate 4.1 nocbinaet 3anpoc Ha 3agaHHbii LDAP-cepBep B
komaHge crl query ansa nony4eHus ceptudmkara naptHepa. o nony4yeHHOMY naeHTudukaTopy
TvMna dn ot napTHepa OyaeT oCyLLeCTBRATLCA NOUCK cepTudpmkarta. Ecnv nonyyeH
naeHTudurkaTop Apyroro Tuna — 3anpoc Ha LDAP-cepBep He nocbinaetcs. Ecnu
OTpefakTMpoBaTh CKOHBEPTMPOBAHHYIO hative-koHdurypauuto ans paboTsl ¢
naeHTudurkaTopamu gpyroro Tuna, kak onnucaHo B npedblayLiemM nyHkTe, To cepTudmkaT
napTHepa MOXHO nony4ntb no LDAP.

MpoBepka ceptudhmkata no CRL

[ns npoBepkun cepTudmkaTa napTHepa no CrNncKy oTo3sBaHHbIX cepTudnkaTos (CRL) HyxHO:
B LSP-koHcurypaummn

B ctpykType GlobalParameters 3agate atpubyt CRLHandlingMode, npu 3Ha4eHusax aTtoro
aTpubyra:

e optional — ucnonbayetcsa gencreyrowmn CRL n3 6asbl Mpoaykra;
e enable u best_effort — gencreyrowmn CRL moxeT 6b1Tb nonyyeH no LDAP.

Ona nonyyenna CRL ¢ LDAP-cepBepa cHavyana nposepsietca none CDP B npoBepsiemom
cepTtndukate, ecnv none CDP oTcyTcTBYeT, TO B KOHUIypaLmmn JormkHa ObITb 3agaHa CTpykTypa
LDAPSettings c agpecom LDAP-cepBepa. B 6a3y Npogykra ¢ LDAP-cepBepa 3arpyxaeTcs
Aevicteytowmn CRL 1 no HeMy nposepsieTca cepTudmkaTt napTHepa.

Ons npoxoxaeHusa LDAP-naketos go LDAP-cepsepa HeobxoamMmMo B nonutuke 3agaTb
COOTBETCTBYOLWMIA PUNBLTP.

B cisco-like koHdurypauumn

B pexxume komaHgbl crypto pki trustpoint komaHgou revocation-check 3agaetca pexum
ncnone3oBaHua CRL.

Heckonbko nokanbHbix U CA ceptudpukaton

WHorga npu paboTte ¢ pasHbiMM NapTHEPaMu ayTeHTUdMKALMA OCYLLIECTBASIETCS C
NCMNONb30BaHWEM pa3HbIX JTIOKaNbHbIX CEPTUEUKATOB, NOANUCAHHBLIX pasHbiMK YL, cOOTBETCTBEHHO
n CA ceptundukatbl pasHble.

B cisco-like koHdurypauumn

B komMaHOHOM CTpOKe HET KOMaHp, AN yKa3aHus COOTBETCTBUS MEXAY MAEHTUDUKAaTOPOM
napTHepa, NnokanbHbIM cepTudukaTtom n CA ceptudmkaTom. NoaTomMy nocne KOHBEPTUPOBAHUS
cisco-like koHdurypauum B LSP koHuMrypaumo nocnegHo HeoOXo0aMMo oTpeaaKkTMpoBaTh.

B LSP-koHcurypaumm:

B ctpykType AuthMethodGOSTSign cyLiecTByOT aTpubyThbl, KOTOpbIE NO3BONAOT 3a4aTb
COOTBETCTBME MeXAy NoKanbHbIM, NapTHepckum n CA cepTudmkaTamm, nokanbHbIM 1
napTHepPCKUM naeHTudmrkaTopamu.

Pacwupenus ceptudukara (Certificate Extensions)

MmetoTca HekoTopble orpaHnyeHuns npu paboTte ¢ paclumpeHusmm ceptudgumkara (Extensions),
KOTOpble MOMEeYeHbI Kak KpUTU4Hble. B Tabnvue npueBegeH CMCOK paclumMpeHnii ceptudukaTra,
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KOTOpbIe 6y,EI,YT pacno3HaBaTbCA U O6pa6aTbIBaTbCﬂ npOD,yKTOM, €CIM Y HUX YCTaHOBJIIEH NPU3HaK

kputnuHoctn TRUE. Ecnu B cepTudmkate 6yayT npucyTCTBOBaThL ApYrme paclunpeHus, He
yKasaHHble B Tabnuue n 3agaHHble Kak KpUTUYHbIE, TO Takown cepTudmkat He MoXeT ObiTb

ncnonb3oBaH. Ecnu xe pacwmpeHne oTCyTCTByeT B Tabnuue, HO aBNAeTCA HEeKPUTUYHbIM, TO OHO

UrHopupyeTcs, N cepTudmkaTt Mcnosnb3yeTcs.

Tabnwuua 2
Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

OnucaHus 3Ha4veHnn 1 nonHbin cnucok Certificate Extensions MoXHO NOCMOTPETb B JOKYMEHTE
RFC 5280 (http://tools.ietf.org/html/rfc5280#section-4.2).

MoXHO n3MeHuTb peakuuio NpoaykTa Ha oTAerNbHbIE paclUMPEHNs cepTudurKaTa, NoOMeYeHHbIe Kak
KPUTMYHBIE N OTCYTCTBYIOLLME B BblluenpuBegeHHoN Tabnuue. AGDMUHUCTPaATOP MOXET HacTpouTb
CMUCOK pacluMpeHunin cepTudunkaTa, KoTopbii ByayT urHopmposaTbcs [MpogykTom, kak ecnu 6bl aTu
pacLnpeHus ABNSANUCL HEKPUTUYHBLIMKW. ST pacLUMpeHns Hado onucatb B panrne x509opts. ini,
KOTOpbIN pacnorioXeH B KaTanore /opt/VPNagent/etc. PaclumpeHns onuceIBaoTCsa B CEKL MU

IgnoringUnsupportedCriticalExtentions

WrHopupyemoe Critical Extention 3agaeTcs B dpopmaTe <KEY>=<QID>, Fae:

<KEY> — UM# pacLuMpeHus, cocTosllee 13 6yks 1 uudp 1 He codepkalliee pasgenvrene,

OOJTKHO BbITb YHUKarnbHbIM B Nepeaax cekuynu,

<01D>-0ID UrHOPUpPyeMOro pacLlinpeHns, COCTOSALMI U3 AECATUYHBIX Yncen, pa3geneHHbIX

Toukamun. PacnosHaBaHue paclumpeHus npoucxoant no OID.

Mpumep canna x509opts.ini:
[IgnoringUnsupportedCriticalExtentions]
M
! Key name is any Alpha-Numerical well-known name of OID
! Key names of different OIDs cannot match
M
subjectDirectoryAttributes=2.5.29.9
CertificatePolicies=2.5.29.32
QcStatements=1.3.6.1.5.5.7.1.3
HcRole=1.0.21091.2.0.5
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MpumevaHue 1: criegyeT NoAYEpPKHYTb, YTO TakuMm o6pa30M Helb34 NPpoUrHopmnpoBaTb

pacno3HaBaemble [poaykToM Critical ExtentionsS, Hanpumep BasicConstraints.

MpumeyaHue 2: cekUna IgnoringUnsupportedCriticalExtentions, gaxe nycras,
0bs13aTeNbHO AOMKHA NpUcyTCTBOBaTh B dharine x509opts.ini.
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[punoxeHune

TekcT cisco-like koHdurypauum gna ycrponcrea GW1

version 12.4

no service password-encryption
|

crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model

|

1

hostname GW1

enable password csp

|

|

|

logging trap debugging
|

crypto identity my admin

dn C=BY,L=Minsk,0=S-Terra Bel,OU=Research, CN=adminhost
|

crypto isakmp policy 1

encr belt

hash belt

authentication belt-sig

group beltdh

|

crypto ipsec transform-set TSET esp-belt esp-belt-mac
|

ip access-list extended LIST

permit tcp host 192.168.100.1 eg 22 any

|

ip access-list extended LIST2

permit tcp host 192.168.100.1 eg 22 any
permit udp host 192.168.100.1 eq non500-isakmp any
permit udp host 192.168.100.1 eqg isakmp any
deny ip any any

|

!

crypto dynamic-map DMAP 1

match address LIST

set transform-set TSET

set pfs beltdh

set identity my admin

|

crypto map CMAP 1 ipsec-isakmp dynamic DMAP
|

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0
|

interface GigabitEthernet0/1

ip address 192.168.100.1 255.255.255.0
ip access-group LIST2 out

crypto map CMAP

|

interface GigabitEthernet0/2

no ip address

shutdown

|

interface GigabitEthernet0/3

no ip address

shutdown
|
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!
ip route 0.0.0.0 0.0.0.0 192.168.100.2
!

crypto pki trustpoint s-terra technological trustpoint
revocation-check none

crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOB11EFDB389E4E86244CDAA1B275
30820216308201C5A00302010202104E4B0B11EFDB389E4E86244CDAALIB27530

E9DO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F
quit
|

end

TekcT LSP ansa ycrponctea GW1

# This is automatically generated LSP
#
# Conversion Date/Time: Tue Jun 14 09:20:53 2016
GlobalParameters (
Title = "This LSP was automatically generated by
CSP Converter at Tue Jun 14 09:20:53 2016"
CRLHandlingMode = OPTIONAL
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 192.168.100.2

)

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500

)

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "STB34101CIPH-K256-CBC-65532"
HashAlg = "STB34101HASH-65532"
GroupID = BELTDH

RestrictAuthenticationTo = BELT SIGN
LifetimeSeconds = 86400
)

ESPProposal TSET:ESP
(

Transform* = ESPTransform

(
IntegrityAlg* = "STB34101CIPH-K256-MAC-65532"
CipherAlg* = "STB34101CIPH-K256-CBC-252"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000
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FilterChain FilterChain:LIST2 (

Filters = Filter (
SourcelIP = 192.168.100.1
ProtocolID = 6
SourcePort = 22
Action = PASS
LogEventID = "LIST2"

)y

Filter (
SourcelIP = 192.168.100.1
ProtocolID = 17
SourcePort = 4500
Action = PASS
LogEventID = "LIST2"

) s

Filter (
SourceIP = 192.168.100.1
ProtocolID = 17
SourcePort = 500
Action = PASS

LogEventID = "LIST2"
)
Filter (
Action = DROP
LogEventID = "LIST2"
)y
Filter (

Action = DROP

)

IdentityEntry my admin (
DistinguishedName* = CertDescription (
Subject = TEMPLATE, "C=BY,L=Minsk,O0=S-Terra
Bel, OU=Research, CN=adminhost"
)
)

AuthMethodBELTSign BELT:Sign
(

LocallID = IdentityEntry( DistinguishedName* = USER SPECIFIC DATA
)

RemoteID = my_ admin

SendRequestMode = ALWAYS

SendCertMode = ALWAYS

)

IKERule IKERule:CMAP:1:DMAP:1

(
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = BELT:Sign

MainModeAuthMethod = BELT:Sign
DoNotUseDPD = TRUE
Priority = 100

)

IPsecAction IPsecAction:CMAP:1:DMAP:1
(
TunnelingParameters = TunnelEntry (
DFHandling=COPY
Assemble=TRUE
)
ContainedProposals = ( TSET:ESP )
GroupID = BELTDH
IKERule = IKERule:CMAP:1:DMAP:1
)

FilterChain IPsecPolicy:CMAP (
Filters = Filter (
ProtocolID = 17
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SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)y
Filter (
SourcelIP = 192.168.100.1
ProtocolID = 6
SourcePort = 22
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:CMAP:1:DMAP:1 >

LogEventID = "IPsec:Protect:CMAP:1:DMAP:1:LIST"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/1"

OutputFilter = FilterChain:LIST2
IPsecPolicy = IPsecPolicy:CMAP

Tekct LSP gna ycrponctea AdminHost

GlobalParameters (

Title = "This LSP was automatically generated by S-Terra Bel Client

AdminTool (cp) at 2016.06.14 11:15:04"

Version = LSP 4 1
CRLHandlingMode = BEST EFFORT

)

LDAPSettings (
ResponseTimeout = 200
HoldConnectTimeout = 60
DropConnectTimeout = 5

)
IdentityEntry auth identity 01(
DistinguishedName *= CertDescription (
Subject *= COMPLETE, "C=BY,L=Minsk,O0=S-Terra Bel, OU=Research,
CN=adminhost"
)

)

CertDescription local cert dsc 01 (

Subject *= COMPLETE, "C=BY,L=Minsk,O0=S-Terra Bel, OU=Research,

CN=adminhost"

Issuer *= COMPLETE, "C=BY,L=Minsk,0=S-Terra Bel,OU=Research,CN=CA-

W2008SP1-X64-CA"

SerialNumber = "611425D8000000000002"
FingerprintMD5 = "3EE6136FE1D8ASE0473E6A020B93C510"

)

CertDescription partner cert dsc 01 (

)

AuthMethodGOSTSign auth method 01 (

LocalID = auth identity 01
LocalCredential = local cert dsc 01
RemoteCredential = partner cert dsc 01
SendRequestMode = AUTO

SendCertMode = AUTO

)

IKEParameters (
DefaultPort =
SendRetries
RetryTimeBase 1
RetryTimeMax = 30
SessionTimeMax = 60
InitiatorSessionsMax 30
ResponderSessionsMax = 20
BlacklogSessionsMax = 16
BlacklogSessionsMin = 0
BlacklogSilentSessions = 4

Il
o w
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BlacklogRelaxTime = 120
IKECFGPreferDefaultAddress = FALSE
)
IKETransform ike trf 01 (
LifetimeSeconds = 28800
CipherAlg *= "STB34101CIPH-K256-CBC-65532"
HashAlg *= "STB34101HASH-65532"
GroupID *= BELTDH
)
ESPTransform esp trf 01 (
IntegrityAlg *= "STB34101CIPH-K256-MAC-65532"
CipherAlg *= "STB34101CIPH-K256-CBC-252"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000
)
ESPProposal esp proposal 01 (
Transform *=esp trf 01
)
IKERule ike rule(
DoNotUseDPD = FALSE
DPDIdleDuration = 60
DPDResponseDuration = 5
DPDRetries = 3
MainModeAuthMethod *= auth method 01
Transform *= ike trf 01
)
IPsecAction ipsec_action 01(
TunnelingParameters *=
TunnelEntry (
PeerIPAddress = 192.168.100.1
Assemble = TRUE
ReRoute = FALSE
)
ContainedProposals *= (esp proposal 01)
GroupID *= BELTDH
IKERule = ike rule 01
)
FilterChain filter chain input(
Filters *= Filter(
ProtocolID *= 17
DestinationPort *= 500
Action = PASS
LogEventID = "pass_action 02 01"
), Filter (
ProtocolID *= 17
DestinationPort *= 4500
Action = PASS
LogEventID = "pass_action 02 02"
), Filter(
SourceIP *= 192.168.100.1
ProtocolID *= 50
Action = PASS
LogEventID = "pass action 03 01"
), Filter (
SourceIP *= 192.168.100.1
ProtocolID *= 51
Action = PASS

LogEventID = "pass action 03 02"
), Filter(

Action = PASS

LogEventID = "pass action 04"

)
)
FilterChain filter chain output (
Filters *= Filter (
ProtocolID *= 17
SourcePort *= 500
Action = PASS
LogEventID = "pass action 05 01"
), Filter (
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ProtocolID *= 17

SourcePort *= 4500

Action = PASS

LogEventID = "pass_action 05 02"
), Filter (

DestinationIP *= 192.168.100.1

ProtocolID *= 50

Action = PASS

LogEventID = "pass action 06 01"
), Filter(

DestinationIP *= 192.168.100.1

ProtocolID *= 51

Action = PASS

LogEventID = "pass_action 06 02"
), Filter (

Action = PASS

LogEventID = "pass action 07"

)
)
FilterChain filter chain classification input(
Filters *= Filter(
Action = PASS
LogEventID = "pass_action 08"
)
)
FilterChain filter chain classification output(
Filters *= Filter (
Action = PASS
LogEventID = "pass_action 09"
)
)
FilterChain filter chain ipsec(
Filters *= Filter (
ProtocolID *= 17
SourcePort *= 500
Action = PASS
LogEventID = "pass_action 10 01"
), Filter (
ProtocolID *= 17
SourcePort *= 4500
Action = PASS
LogEventID = "pass_action 10 02"
), Filter(
DestinationIP *= 192.168.100.1
ProtocolID *= 6
DestinationPort *= 22
Action = PASS
ExtendedAction *= ipsec<sa=ipsec_action 01>
LogEventID = "ipsec_ action 01 01"
), Filter(
DestinationIP *= 192.168.100.1
ProtocolID *= 17
DestinationPort *= 22
Action = PASS
ExtendedAction *= ipsec<sa=ipsec action 01>
LogEventID = "ipsec action 01 02"
), Filter(
DestinationIP *= 192.168.100.1
ProtocolID *= 132
DestinationPort *= 22
Action = PASS
ExtendedAction *= ipsec<sa=ipsec_action 01>

LogEventID = "ipsec action 01 03"
), Filter (
Action = PASS
LogEventID = "pass_action 11"
)
)
NetworkInterface (

InputFilter = filter chain input
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OutputFilter = filter chain output
InputClassification = filter chain classification input

OutputClassification = filter chain classification output
IPsecPolicy = filter chain ipsec
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