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LLinto3 6e3onacHocTu BupTyansHeiih Bel VPN Gate-V 4.1. lluueHsunoHHoe Cornalenue

Jlunen3sunonnoe Coriamenue

0 NpaBe MoJIb30BaHMA
NPOrpaMMHBIM KOMILIEKCOM
Sﬂterra «IIl1103 6€30MacHOCTH BUPTYaJIbHbII
B EL Bel VPN Gate-V 4.1»
npousBoacTBa O01ecTBa ¢ OrpaHMYCHHOMN
oTBeTcTBeHHOCTHIO «C-Teppa ben»

© 2008 — 2016 OO0 «C-Teppa bem». Bce npasa 3anuiieHsI.

Hactosiwee JvueHanoHHoe CornaiwleHve onpeaensieT YCroBUs UCMONb30BaHMS 3aKOHHO MNpMobpeTeHHoro
nporpammHoro komnnekca «LUnwo3 6eszonacHoctv BupTyanbHeii Bel VPN Gate-V 4.1» (nanee — [Mpogykr)
KoHeuHbIM Nonb3oBaTtenem (puanyecknm unm rpuamyeckum nuuoM, ykasaHHbiM B JTMLEeH3un Ha ncnons3oBaHmne
Mpoaykra, sBNAOLWENCS HEOTbEMMEMON 4acTbto Hactoswero JluueHsnoHHoro Cornawenus). NpegmeTom
HacTodwero JlvueHanoHHoro CornawleHnsa sensieTcda Bo3me3gHas nepepgadva KoneuHomy [lonb3oBatento
HEUCKNIOYNTENBHbIX HEMepeaaBaeMbIX NpaB Nonb3oBaHus MNpoayKkToMm.

Mog [lpooyktomM NOHUMAaETCs KOMMMEKC MaTepuarnbHbiX OOBLEKTOB (MporpamMMHbIX, annapaTHbIX CpeacTs,
HocuTenen nHgopmMaLmm, koga nporpaMMHbIX MPOAYKTOB, AOKYMEHTaLMN B MEYaTHOW N 3NEKTPOHHON dhopmax),
COCTaB KOTOPbIX ONpenensieTcss apTukyrnom m3 npanc-nucta ObuiecTea ¢ orpaHMYEHHON OTBETCTBEHHOCTLIO «C-
Teppa beny, 1 06bEKTbI KOTOPOro HE MOrYT BbITb UCMONB30BaHbI OTAENBHO APYr OT Apyra.

lMpodykm npedHasHaqyeH Orsi pabomel Ha supmyarsbHbIX 8bIHUCIIUMESbHBIX cucmemMax, MOCmpPOoEHHbIX Ha base
cnedyrowux eunepsusopos: VmWare ESXi, Citrix XenServe, Microsoft Hyper-V u He npedHasHauyeH Orisi
ucronb3o8aHusi 8 Opyaux yensx. Yicrnonb3osaHue Npodykma 8 npoyvux cucmemax u/usu 8 UHbIX Uessix sensemcs
HapyweHuem Hacmosiue20 JluueH3uoHHo2o CoanaweHus.

MpoayKT MOXeT BKMoYaTh KOMMOHEHTbI (NMpOorpaMMHbIe U annapaTtHble cpeacTea, MHpopMaLuNoHHbIE HOCUTENN U
npoyee) oT TPETbUX NOCTaBLUMKOB. KOHeYHbIN onb3oBaTenb nonyyaeT npaea Ha UCMOomb30BaHME 3TUX KOMMOHEHT
Ha ocHoBe JluueH3ann 1 JInueH3anoHHbIX CornalleHnin 3TUX MOCTaBLUMKOB, KOTOpbIE SABASIOTCSA B COBOKYMHOCTM
HeoTbeMMneMon YyacTbio HacToswero JlnueHanoHHoro CornawleHus.

MpoaykT B noniHoM Komnnekte nepegaetcst KoHeuHomMy [Nonb3oBaTento Ha ycrnoBusx HacToAwero JINLEeH3MOHHOro
CornaweHus.

MpoayKT M ero KOMMOHEHTbI SABMASKOTCA UHTEMNEKTYyanbHOW cobCTBEHHOCTLIO lMpon3BoanTens u, Npu Hanuyunm
TPETbMX MOCTABLUMKOB, WHTENNEKTyanbHON COOCTBEHHOCTbIO TPETbUX MOCTaBLUMKOB M 3alLMLLAOTCA
3akoHogartenoctBoM Pecnybnukn benapycb 006 aBTOpckOM MpaBe Ha OObEKTbl WHTENNEeKTyarbHON
COBCTBEHHOCTW.

YcraHoBka [Mpogykta nocne npeavsienennss KoHeyHomy [Monb3oBatento Tekcta JlvueHanoHHoro CornalueHus
paccmaTtpuBaeTca kak cornacve KoHeuHoro [Monb3oBatenst ¢ ycrioBuamu JlvueHanoHHoro CornawieHus u
BCTYNIIEHME ero B 3aKOHHYIO CuIry, nocne yero Hactosiwee JluueHsnoHHoe CornalleHve B COOTBETCTBUM CO CT.
403 NpaxpgaHckoro kogekca Pecnybnuvku benapyce umeet cuny gorosopa mexay KoHeuvHbim [Nonb3oBaTtenem u
Mpoussogutenem MNpoaykra (OO0 «C-Teppa beny).

Mpy HanMMYMM KOMMOHEHT TPETbMX MOCTaBLUMKOB [lpom3BoauTenb SBMASETCA 3aKOHHbIM U MOFHOMOYHbLIM
npeacTaBUTENEM TPETbUX MOCTaBLUMKOB, ecrv obpaTHoe He OroBopeHo B JIMLIEH3UOHHbIX CornalleHusiX TPeTbmX
MOCTaBLUMKOB UK B APYIUX JOKYMEHTaX, perfamMeHTpYoLLMX OTHoWeHNS mexay KoHeuHbiM Monb3oBatenem v
TPEeTbUMM NOCTaBLLMKaMW.

Bce KOMMOHEHTbl TpPeTbMX MOCTaBLUMKOB OOBLEAMHSAIOTCA B NPOrpaMMHbIA KOMMSEKC B MpoLecce YCTaHOBKM
Mpoaykra. KoHeyHbin Monb3oBaTens uMeeT NpaBo Ha KONMpoBaHWe, YCTaHOBKY M KCMryaTaumio BCeX KOMMNOHEHT
TPeTbMX MOCTaBLUMKOB, NOCTaBIEHHbIX B cocTaBe [1poaykTa ToNbKo B cocTaBe paboT, CBA3aHHbIX C 3KchnyaTaumnen
Mpoaykra. KonuposaHue, pacnpocTpaHeHue, YCTaHOBKa W 3KCnnyatauus OTAenbHbIX KOMMOHEHT SBMSATCH
HapyLwweHem HacTosuero JluueHanoHHoro CornaleHns n aBTopckux npas Kak [ponssBoauTens, Tak u TpeTbux
MoCTaBLUMKOB (ecnn obpaTHoe He oroBopeHO B JlMueHanax u JIMueHanoHHbIx CornaweHusax TpeTbux
MOCTaBLLMKOB).

KoHeuHbln [lonb3oBaTternb MOXET XpaHuTb, YyCTaHaBnNuBaTb W WUCMNOMNb30BaTb B paMkax JlMueH3noHHoro
CornaweHust Tonbko oguH 3k3emnnsap lNMpogykra, U He MMeeT npaBa XpaHuTb, yCTaHaBNMBaTb, UCMOMb30BaTb
BonbLuee KONMYECTBO 3k3eMnnspoB NpogykTa.
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KoHeuHbin [Nonb3oBaTens He umeeT npaBa pacnpocTpaHATb I'Ipop,yKT B d)opmax npenocTaBrieHna OOoCTyna
TPEeTbMM NMLam K BOCrnpon3seaeHuto nnm K socnpon3seeHHbiM B no6on d)opme KOMMNOHEHTaM I'Ipop,yKTa nyTem
npogaxwu, npokarta, caadn BHaeMm, npenocrtaBneHns B3aMbl UITN NHBIMK apyrmmm crnocobamu OTHYXXOEHUA.

KoHeuHbllt [Nonb3oBaTtenbs He MMeeT npaBa AucacceMbnvpoBaTtb, [OeKOMMNMNUpoBaTh (Npeobpa3oBbiBaTh
GUHapHBIA Ko B UCXOOHbBIV TEKCT) Mporpammbl 1 Apyrue KOMMNoHeHTbl MNpoaykTa, BHOCUTb Kakune-nmbo n3amMeHeHus
B GMHapHbIN koA NporpaMM ¥ coBepLUaTh 0THocUTENbHO MNpoaykTa Apyrue AencTBUS, HapyLlatLue 6enopycckoe
N MexayHapoaHoe 3aKOHOAAaTeNbCTBO MO aBTOPCKOMY MpaBy M UCMOMb30BaHNI0 MPOrpaMMHbIX CPEACTB.

Hactosuiee JuueHsnoHHoe CornalleHne BCTynaeT B CUMY C MOMeHTa ycTaHoBku lpogykta M OeicTByeT Ha
NPOTSHKEHUN BCEro cpoka ncnonb3oBaHus MpogykTa.

HeucnonHenne TpeboBaHun HactodAwero JluueHavoHHoro CornaweHus sBAseTcs HapylieHnem 3akoHa
Pecny6nukn Benapycbk ot 17.05.2011 r. "O6 aBTOpCKOM NpaBe 1 CMEXHbIX NpaBax” 1 NpecnenyeTcs no 3akoHy.

HacTosiwee JvueHsnoHHoe Cornaluenve npegoctaenset KoHeyHomy Monb3osatento OrpaHWyYeHHbIe rapaHTuu,
cocTosiLue B TOM, YTO:

1. Ha annapatHble nnaTtcgopmbl B 06a3aTenbHOM nopsake NpefocTaBnstoTCs rapaHTum npomussogutens. Cpok
OENCTBUA rapaHTUMHbIX 0093aTenbCTB M agpec TOYKU NPeAOoCTaBeHNs rapaHTUAHOTO 0OCNYXXNBaHUSI yKka3aHbl B
OOKyMeHTauuu, conpoBoOXJalolen annapaTtHyto nnatgopmy. Mpu 3TOM cocTaB M yCrnoBus NpegocTaBrieHus
cepBuca rapaHTMNHOIO OGCMyXMBaHWUSA annapaTHbIX MnaTdopM onpenensieTcs NpousBoAMTeENeM annapaTHbIX
nnatopmM.

2. B cnyvae, ecnu B xoge akcnnyatauum Npoaykta KoHeuHbIM Monb3oBaTtenem munm nodbiM TPeETbUM NuLom OyaeT
obHapyxeHa KputuyHas Npobnema, MNpounssogutens N3genuns (OO0 «C-Teppa ben») obecneuynsaer:

a) nHcopMmpoBaHne AoCTynHbIMK cnocobamm KoHeuHoro Monb3oBaTens o cylectsoBaHUM KpUtuyHom
Mpobnemsbl n 0 cnocobax ee ycTpaHeHUs

0) 6ecnnaTtHoe nNpefocTaBneHme obHOBMNEHMI NporpaMmMHoOro obecneyeHunsa MNMpoussoautens MNpoaykTa, B
KOTOpbIX ycTpaHeHbl KputnyHble MNpobnemei.

Mpumeyanue 1. MapaHTUiiHOE 06513aTENBLCTBO 2 6asnpyeTca Ha cneaytowem onpegeneHun: KputuuHas MNpobnema
3aknoyaeTcs B ToMm, uTo NpoaykT, BcneacTeme owmbkv B NporpaMmHoM obecneveHnn, He BbiNOMHAET OCHOBHbIE
dyHKUMM 6e30nacHOCTM, a MMEHHO LLMPOBaAHNE Tpaduka M KOHTPOSb AOCTyna, YTO NMPUBOAUT K HapPyLUEHUIO
BesonacHocTn cetn KoHeuHoro MNMonb3oBartens.

Mpumeyanue 2. OBGHOBNEHNSA NPOrpaMMHOro obecneyeHms B COOTBETCTBUM C rapaHTUIAHbIM 0653aTenbCcTBOM MN.20
npegocTtaenaoTca no 3anpocy KoHeuHoro NMonb3oBatens u no mepe pa3paboTkn 06HOBMEHUN.

3. Ecnn KoHeuHbi NMonb3oBaTtens ob6HapyxuT B TedeHue 90 (geBsiHOCTA) AHEW co AHs nocTaBku [pogykTa
nedekTbl B cocTaBe MHGOPMALMOHHBIX HOCUTENEN MM HekoMMekTHOCTb [lpoaykta, TO MHAOPMAaLMOHHbIE
HocuTenu GyayT 3ameHeHbl, a KOMMMeKTHOoCTb lpogykta BoccTaHoBneHa. o ucteveHun 90 gHewm NpeTeH3uu
KoHeuHoro [lonb3oBaTens Mo HEKOMMMEKTHOCTM wu3genusa w/wnu  pedektam  Hocutenem uHdgpopmaumm
paccmaTtpuBaTbCs He OyayT.

HacTtosiwee JlnueHsnoHHoe CornalueHne He COAEPXUT HUKAKMX rapaHTUiA Mo NocTaBke, PYHKUMOHANbHOCTU U
cooTBeTCcTBMIO MpoaykTa NtobbIM TEXHUYECKUM TPeboBaHUSM, CTaHAapTaM U YCNoBUSIM. OTW BOMPOCHI OTHOCATCS
K 00nacTM nUUEH3NPOBaHMSA [OEeSTeNbHOCTU NOCTaBLUMKa, cepTudukauum [podykta M ero KOMMOHEHT B
yCTaHOBMEHHOM MOPSAKe, JOrOBOPOB O MOCTaBKE, TEXHUYECKOM COMPOBOXAEHUM N TEXHUYECKOW noanepkke u
pernameHTUpYTCS B paMkax OTAENbHbIX JOKYMEHTOB.

Beuay Toro, 4to lNpogykT NOCTABNSETCA KakK 3aKOHYEHHbIW MpoAyKT, 0bnagarowmnin 3asaBNEHHON B TEXHNYECKON
OOKyMeHTaunn (PyHKLUMOHANBbHOCTBLIO U NPOLUEALLNA LUKIT BBIXOOHOMO KOHTPOSS U CEPTUMKALIMOHHBIX UCTbITaHWN
A58 CTpPOoro onpegeneHHon cpefbl YHKUMOHNPOBaHUSA, HacTosee JlnueHanoHHoe CornalleHne orpaHvynBaeT
KoHeyHoro Nonb3oBaTtens B YacTW HECAHKLMOHNPOBaHHbIX U3MeHeHu [NpoayKTa, K KOTOPbIM OTHOCATCS:

. MoAepHu3aLms onepaumoHHON CUCTEMbI, BKNOYas YCTAQHOBKY LUTATHbIX obOHOBNEHUNA,

» pobaBneHve/oTKIIYEHNE OTAENbHbIX CEPBUCOB ONEPaLMOHHON CUCTEMBI (MO OTHOLLEHWUIO K COCTOSTHUIO
onepawmMoHHON CUCTEMbI HA MOMEHT nocTaBkm NpogykTa),

" YyCTaHOBKa OOMNONMHUTENbHbIX I'IpVIJ'IO)KeHVIVI,

* camocTosiTenbHoe fobaBneHne/yaaneHne annapaTHbIX KOMIOHEHT (B TOM YMCHE CETEBbIX KapT, KECTKMX
OWCKOB U T.1.).

HapylueHrne 3TUX oOrpaHUYEHWIA paccMaTpuUBaEeTCsl Kak HapylleHue uenocTHocTu [lpoaykta u TpakTyeTcs
Mpoussogutenem lMpoaykta Kak ocHoBaHWe Ans oTka3a KoHeuyHomy [Monb3oBaTento B CEpPBUCE TEXHUYECKOro
COMpoBOXAEHUA 1 noaaepxku Mpoaykra.
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HapyweHue ycnosui akcnnyaTtauum annapaTHou nnatdopmbl [Mpoaykra, 3asiBNEHHbIX NpousBoauTenem
annapaTtHoOM NnaTgopMbl, MOXET SBNATLCA MPUYMHOW OTKasza B rapaHTUMHOM OGCHyXMBaHWM annapaTHOW
nnaTgopMel.

HacTosiwee NnueHsnonHoe CornalueHne (B pamkax 3akoHogaTenscTea Pecnybnuku Benapyce 1 ecnv npoTuBHoe
HEe OroBOpPEHO B BMAE OTAENbHOMO [OMONHUTENBHOTO cornaweHns ¢ KoHeuyHbiM [Monb3oBaTenem) He
pernaMeHTUpyeT BOMPOCHI TEXHWYECKWUX, OPraHW3aUMOHHBLIX UM MPOYMX BO3MOXHbLIX MPOGNEM, CBSI3aHHbIX C
akcnnyaTaumert [MMpogykTa M BO3MOXHBIX MaTepuarnbHblX, (OMHAHCOBBIX W MpOYMX MoTepb KoHeuHoro
Monb3oBaTens B pesynbTarte akcnnyataumm MpoaykTa.

Cpok pencteua Hacrtoswero JlnueHsnoHHoro CornalleHns pacrnpocTpaHAeTca Ha BeCb Nepuof SKchnyaTauum
Mpooykta KoHeuHbiM [Monb3oBatenem. [eictBue Hactosiwero JlMueHsnmoHHoro CornaweHnss MoxeT ObiTb
npekpaweHo no peweHnto KoHeyHoro [lonb3oBaTtens. B atom crnyvyae KoHeuHbl [lonb3oBatenb AOMKeH
YHUYTOXUTb BCE MHAOPMALMOHHBIE HOCUTENW, copepxalime Koa W npodne MHPOPMAaLMOHHbIE KOMMOHEHTbI
Mpoaykra, BkNOYass UWHGOPMaUMO Ha BHYTpeHHUX Hocutenax [pogykra. [pekpalieHve penctsust
JInueHsmoHHoro CornaweHns no uHuumatuee KoHeyHoro [lonb3oBatensa SABMASETCS  OLHOCTOPOHHEWN
nobpoBonbHoM akumeln KoHeyHoro lMonb3oBaTtens N He siBNsieTCA NPeaMeToM Ans B3auMopacyeToB U Opyrnx
XO3ANCTBEHHbIX onepaLumn.

OnctpubyTtue Debian 1 BKIOYEHHbIE B HETO KOMMOHEHTbI SIBNSIETCSt CBOOOAHO pacnpocTpaHAeMbiM
MpogykToM M ncnonb3yetcs B cocTase M3genus 6e3 kaknx-nnbo Mmogmdumkaumii B COOTBETCTBUM C
nuueHsnamun (https://www.debian.org/legal/licenses/). Debian aBnsieTca TOproBov Mapkom, NpuHaanexallemn
Software in the Public Interest, Inc.

Cisco, Cisco I0S Router, Cisco Security Manager siBnstoTca TOprobiMy Mapkamm komnaHumn Cisco Systems
B CLUA 1 B Apyrux cTpaHax.

MporpammHbin MNpoaykt CuctemHas bubnmnoteka GNU libc sBnsietca cBo60o4HO pacnpocTpaHAaeMbIM
MpoaykTom 1 ncnonbsyetcst B coctaBe Magenus 6e3 kakmx nnbo mogudukaumim B COOTBETCTBUN C
nuuensnen "The GNU General Public License" (http://www.gnu.org/licenses/licenses.html).

MpoaykTta BkNtoYaeT B cebsa nporpaMmmHoe obecneyeHune, HanucaHHoe Jpukom AHrom (Eric Young.
eay@cryptsoft.com).

Java siBnsieTcst ToproBon mapkowm kopnopauum Oracle.

Opyrue Ha3BaHMSA KOMMNaHUA 1 NPOAYKTOB, YNOMSHYTbIE B HacTosileM JlnueHanoHHoM CornallueHnm u B coctaBe
MHOPMALMOHHBLIX WUCTOYHMKOB [MpodyKTta MOryT SIBASITCA 3apermcTpupoBaHHbIMW - TOProBbIMWM  Mapkammu
COOTBETCTBYIOLUMX WM KOMMAHWA. YMNOMWHAHWE HAMMEHOBAHWW, NPOAYKTOB, TOProBbIX MAapOK TPETbUX
OpraHnsaumn UCKMYUTENBHO HeOopManbHO 1 He SABMSAETCA HU NOAAEPKKON, pekoMeHaaumen nmbo peknamon.
O6LLecTBO C OrpaHMYEeHHOW OTBETCTBEHHOCTbIO «C-Teppa ben» He HeceT kKakom-NnMb6o OTBETCTBEHHOCTU B
OTHOLLEHMM PAabOTOCNOCOBHOCTM U UCNONb30BaHUA 3TKX [1poayKTOB.

HaneuataHo B Pecnybnuke benapycb

O6LLEeCTBO C OrpaHNYEHHON OTBETCTBEHHOCTLIO «C-Teppa beny
220012, r. MuHck, yn. YepHbiwesckoro, 4. 10A, nom. 70251
TenedoH: (+375 17) 280 6000

dakc: (+375 17) 280 78 67

on.novta: info@s-terra.by

http://www.s-terra.by
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