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BeegeHue

MporpammHo-annapatHeii komnnekc «LlUnto3 6esonacHoctn Bel VPN Gate 4.1» (ganee — MAK, MAK Lnto3)
npegHasHadeH ans paboTbl HAa BbIMUCIMTENBHBIX CUCTEMAXx (annapaTtHbiX nnatdopmax), MOCTPOeHHbIX Ha Gase
ogHoro, AByx unu Gonee npoueccopoB B apxutektype Intel x86/x86-64, n pyHKUMOHMPYET Nog ynpasneHnemM
onepauunoHHor cuctemsl Debian GNU/Linux 6.

MepeyeHb NPOTECTUPOBAHHBIX annapaTHbIX NNaTgopM:

Lanner NCA-1010;

DEPO Sky 171/1130/1230;

TOHK 1400 S-Terra/ 1800 S-Terra;

Cepeep HAFF TradeicsBel (Ha 6a3e npoueccopos Intel® Atom™ Processor / Intel® Xeon® Processor E3
Family / Intel® Xeon® Processor E5 Family);

Cepeep «beBanekc» TY BY 100944292.002-2005 (Ha 6a3e npoueccopos Intel® Atom™ Processor / Intel®
Xeon® Processor E3 Family / Intel® Xeon® Processor E5 Family);

Cepeep «bencodt» TY BY 101231219.003-2005 (Ha 6a3e npoueccopos Intel® Atom™ Processor / Intel®
Xeon® Processor E3 Family / Intel® Xeon® Processor E5 Family);

Huawei RH1288 V3;

KraftWay EL19 / ES29 / ES221

HP Proliant DL20 Gen9;

Cisco UCS C220 M4.

MAK LUnto3 noctaBnsieTcs B NpeaycTaHOBNEHHOM BUAE.

Mepen paboTown ¢ nporpaMmHo-annapaTHbIM koMmnnekcom «LLnto3 6esonacHoctn Bel VPN Gate 4.1», Heobxoanmo
BbINONMTHUTL UHUUMANN3aUnNo B COOTBETCTBMM C OOKYMEHTOM «I'IporpaMMHo-annapaTHbl|7| komnnekc «Llnto3
6esonacHoctn Bel VPN Gate 4.1». PykoBoacTBO agMuMHUCTpaTopa. MHnumanusaumsi», a Takke 03HaKOMUTLCS C
OOKyMEHTaunen, CnNucok KOTOPOW NPUBOAUTCA B OOKyMeHTe «[lporpammHo-annapatHbin kKomnnekc «Lnto3
6esonacHocTn Bel VPN Gate 4.1». CTpykTypa OKYMEHTauMmny.
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KomnnekT noctaBku [MAK Bel VPN Gate

B komnnekT noctaBku MNAK Bel VPN Gate Bxoa4r:
e annapartHas nnaTtgopma, XKeCTKUN OUCK KOTOPON COAEPXKUT

O YCTaHOBMNEHHYIO 1 cneumanbHbiM 06pa3om CKOHUIYpMpOBaHHYO onepaLymoHHyto cuctemy Debian
GNU/Linux 6, B koTOpyto BXOAUT OpenSSH;

o nporpaMMHbIn npoaykT «LLnto3 6esonacHoctn Bel VPN Gate 4.1» co BCTPOEHHOW kKpunTobmnbnmnoTtekon
AvC ver.1.0(PB.FOCKW.13000-01), paspaboTtaHHon 3A0 «ABecCT».

e BHELLHee YCTPOWCTBO xpaHeHns nHdopmaumm: AvPass (MATA.467532.002) nnum AvBign
(MATA.467532.003);

e 3 KOMNaKT-guUcka, Ha KOTOPbIX HaxogAaTCA:

o o0bpa3 XecTkoro gucka annapartHou nnatdopmbl 1 MpunoxeHne K VIHCTPYKUMK NO BOCCTAHOBNEHWIO
MAK Bel VPN Gate;

o BcrnomoratenbHoe MO anst BoccTaHOBNEHMs oOpa3sa XecTKoro ancka n MHcTpykums no
BoccTaHoBneHuo NMAK Bel VPN Gate;

o [OOKymMeHTauwus (PyKOBOACTBO aAMWHMCTPATOpa) Ha nporpamMHo-annapaTHbIn komnneke «Lno3
BesonacHocTn Bel VPN Gate 4.1».

B neyaTtHOM BMAe NoCTaBNATCA:
e KOnus cepTudmkata CooTBETCTBUSA TEXHMYECKOMY pernameHTy Pecnybnuku Benapyce TP 2013/027/BY.

e [MLIEH3MSA Ha UCNONb30BaHWE NporpaMmMHo-annapaTHoro komnnekca «Lnwo3 6esonacHoctn Bel VPN
Gate 4.1».

® IMLEH3MSA Ha UCNoNb30BaHWe nNporpammMmHoro npoaykrta «Bel VPN KP 4.1» - B criyyae UeHTpanmn3oBaHHOro
yOarneHHoro ynpaerneHus 6onee, yem asyms Bel VPN npogykramu.

[lokymeHTaumsi Ha nporpamMmMHo-annapaTtHbIn komnneke «LLno3 6e3onacHocTtn Bel VPN Gate 4.1» Takke 4OCTyMNHa
ON1a 3arpy3ky Ha canTe KomnaHum: http://www.s-terra.by
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HasHauyeHue u dpyHkuum MNMAK Bel VPN Gate

MAK Bel VPN Gate siBnsieTcs CpeAcTBOM LuMdppoBaHus/aeindpoBaHus ceTeBoro Tpadmka C KOHTPONeM
uenoctHocth no CTE 34.101.31 nFTOCT 28147.

KonnyectBo TyHHenen wundposaHusa — Ao 5 (Gate 100 B — Tonbko ansa 6aHkomaros), 4o 10 (Gate 100), o 50
(Gate 1000), no 1000 (Gate 3000) n 6e3 orpaHunyeHuin (Gate 7000).

MAK Bel VPN Gate nmeet mexceTeBon akpaH, cepTuduumpoBaHHbin no CTE 34.101.1 — CTE 34.101.3, koTopbin
obecneymBaeT KOHTPOMb 3a UHgopmaumewn, noctynawowen B AC n/mnu Boixogsiien uz AC, u peanusyeTt sawuty
AC nocpeactsom punbTpaLmm nHopmaumm.

MAK Bel VPN Gate obecneunBaer:

e co3aaHue BUpTyanbHbIX YacTHbIX ceTen (VPN) no texHonorum IPsec VPN;

e 3aWMTy TpaH3UTHOro Tpadmka Mexay pasnuyHbIMK y3namm CceTu U 3awmTty Tpaduka camoro Linw3sa
6e3onacHOCTM Ha ypoBHe ayTeHTUdmKaumm/lWwndpoBaHns ceTeBbIX MakeToB No npoTtokonam IPsec AH u/unm
IPsec ESP B pamkax MexgyHapoaHbIX CTaHO4apToB:

Security Architecture for the Internet Protocol — RFC2401

IP Authentication Header (AH) — RFC2402

IP Encapsulating Security Payload (ESP) — RFC2406

Internet Security Association and Key Management Protocol (ISAKMP) — RFC2408
The Internet Key Exchange (IKE) — RFC2409

The Internet IP Security Domain of Interpretation for ISAKMP (DOI) — RFC2407;

e nakeTHyto stateless unbTpauunto Tpaduka;
e KOHTeKCTHYto (stateful) punbTpaumo ans npotokonos TCP u FTP;

O O O O O O

e paboTy No pacnucaHuio Ans NpaBui NakeTHoOW unbTpaLuuy;
e Knaccudmkaumio 1 MapkupoBaHue Tpaduka;

e BO3MOXHOCTb MPUMMEHEHUS pPasnuyHbiXx HabopoB npaBun 00paboTkM Tpaduka Ha PasfMYHbIX CETEBbIX
nHtepgencax MNMAK;

e BO3MOXHOCTb 33aJaHus He3aBUCUMbIX NPaBWn Ans BXOASLWEro M MUCXOQsAWero TpaduKoB Ha KaXKaoMm
MHTEpdence, Kak ansa NakeTHOW, Tak U KOHTEKCTHOM omnbTpauun Tpaduka;

e BO3MOXHOCTb MOMy4eHMs cepTUmKaToB OTKPbITbIX KIkoYen no npotokony LDAP;
* MOOAEPXKKY CEPTUAMKATOB OTKPbIThIX Ktoven MocCYOK;

e cOBbITMIHOE NPOTOKOMNMPOBaHKe (Mo NPOTOKONMY Syslog), C BOSMOXHOCTLIO 06beANHATL COBLITUA B rPynmbl
W 3agaBaTtb AN KaJoW rpynbl CBOW HE3aBMCUMBbIN YPOBEHb NMPOTOKONMPOBAHUS;

e cbop cTatucTukn Anst MOHUTOpUHra (no npotokony SNMP v1 1 v2c);
e MaCKMPOBKY TOMOMOMMM 3alLULLIAEMOro CErMeHTa ceTu (TyHHenupoBaHue Tpaduka);

e BO3MOXHOCTb 3afaHusi OOMOSTHUTENbHOM ayTeHTUdUKaumMm napTHepa Ha ocHoBe 3anpocoB Ha RADIUS
cepBep;

e BO3MOXHOCTb 3arpy3ku JiokanbHOM NoNMTUKM 6e30nacHoOCTM U3 BHELLHero danna;
® 3aWmMTy CeTW, NoACEeTN M CaMOro LLUM03a OT HECAHKLMOHUPOBAHHOIO 4OCTYNa;
® KOHTPOJb LIEMOCTHOCTM NPOrpamMmMHON U MHCpOPMALIMOHHON YacTh nporpammMmHoro obecneveHus MNMAK;

e MOCTPOEHUE OTKA30YCTOMYMBBLIX CXEM, B TOM YMCINE KNacTepHbIX PELUEHWI, ropsiyee pe3epBUpoBaHUE ”
GanaHcupoBKy.

Ynpasnenue NAK LLUno3 ocywecTenseTcs:
e LieHTpanu3oBaHHO-yAareHHo, MOcpeacTBOM nNporpammMHoro npoaykta «Bel VPN KP 4.1y;
e OKarnbHO M yganeHHo no npotokony SSH ¢ nomoLbo HTepderica KOMaHgHOM CTPOKK;
e 1lOKarbHO, NpY NOMOLLM KOHUIYPALIMOHHOIO TEKCTOBOIO (halina, On1ChbIBaKLLErO NONUTUKY 6Ee30NacHOCTW.

MAK Bel VPN Gate ucnonb3ayeT Kpuntorpaduyeckyto OubNMoTeky nporpamMmmHOro Cpeactsa  3MEeKTPOHHOM
uncpposon nognucu n wndposarHma «AvC ver.1.0» (PB.FOCKN.13000-01), a Takke BHeLIHee YCTPOMCTBO
XpaHeHnunsi nHgpopmaummn: AvPass (MATA.467532.002) wnm AvBign (MATA.467532.003) npoussogctea 3A0
«ABECT».

MAK Bel VPN Gate paboTtaeT nop ynpaeneHvem onepauuoHHon cuctembl Debian GNU/Linux 6, Cepsep
ynpaeneHus u3 nporpammHoro npogykra «Bel VPN KP 4.1» - nog ynpaBneHnem OC Windows Server 2003 SP2
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Edition (32-bit), Windows Server 2008 SP1 Edition (32-bit,64-bit), Windows Server 2008R2 SP1 Edition (64-bit),
Windows Server 2012 Edition (64-bit).

MAK Bel VPN Gate cooTtBetcTtByeT TpeboBaHuaAM TexHuyeckoro pernameHta Pecnybnvkm bBenapycb
«MHdopmaLmoHHble TexHonorun. CpeacTBa 3awmtbl MHopmauun. MHdopmaumoHHas 6e3onacHocTb» — TP
2013/027/BY (B3aumocesizaHHble THIMA: CTB 1176.1-99, CTb 1176.2-99 (pasgenbl 5, 6), TOCT 28147-89
(pasgensl 2, 4, 5), CTB M 34.101.50-2012 (npunoxenua b, B, IN), CTb 34.101.31-2011 (nogpa3gensl 6.3, 6.5, 6.6,
6.9 pasgena 6), CTb 34.101.45-2013 (noppasgen 6.2 pasgena 6; nogpasgen 7.1 pasgena 7; tabnuua b1
npunoxenns b; npunoxenne [), CTE 34.101.47-2012 (nogpaspgen 6.2 pasgena 6), CTb 34.101.66-2014
(npunoxenue A), CTE 34.101.19-2012 (pasgensl 6, 7, 8), CTB 34.101.27-2011 (knacc 1), CTB N 34.101.43-2009;
CTb 34.101.1-2014, CTE 34.101.2-2014, CTB 34.101.3-2014, ynpaBneHue KpuntorpaduyeckuMmu Krnovamu,
pekomeHgosaHHoe OALL.

Bel VPN Gate 4.1 Copyright © S-Terra Bel 2008 - 2016 6
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Apxutektypa MAK Bel VPN Gate

MAK Bel VPN Gate cocTouT 13 cneayoLwmx pyHKLUNOHaNbHbIX KOMMIOHEHTOB:

LWnwo3 — annapatHas nnatgopma (BKNOYaeT KrYeBon HocuTens) nog ynpasneHwem OC Debian
GNU\Linux 6 n nporpaMmmMHbiM obecrieveHnem «LLnto3 6esonacHoctn Bel VPN Gate 4.1»;

CepBep ynpaeneHusi — nporpamMmHoe obecnedeHme «Bel VPN KP 4.1y, ycTaHOBNEHHOE Ha NepcoHanbHOM
komnbtoTepe noa ynpasrneHmem OC cemeinctea Microsoft Windows.

Mopgenb pasmMelueHmns MAK LLUNo3 B nokansHOM ceTu opraHnsauum npusegeHa Ha pucyHke 1.

3awmuwaeman fIBC
OpraHv3aumu

; W3

— BH\:‘TpeHH:'Iﬁ BHELIJHI-'I‘I:I
- uHTepdeiic uHTepdeiic

= 1 HepoeepeHHan ceTh

- = S0 =)
EL HoHcoAb

CepBep {nOKaNbHbIH

ynpaBAeHn A TepMUHaN)

PucyHok 1 — Mogenb pasmewyenms MNMAK LLnto3 B nokansHOM ceTn opraHmM3aumm

MporpammHoe ob6ecneyenne MAK LLM03 cocTonT M3 cnegyowmx OCHOBHbIX KOMMNOHEHTOB:

VPN daemon (gemoH) —4acTb nporpammHoro obecneyerus MAK LUnto3, obecneumBatoLast KpunTosawmuTy
CETEBbIX NMAKETOB MNOCPEACTBOM peanusaumm npoTtokonos IKE un IPsec.

Bsanmopencteyet ¢ agpavesepom (VPN driver), 3arpyxasd B Hero KOHMUrypaumoOHHYK MHGOPMaLMIo U
obpabaTbiBas ero 3anpocbl Ha Co3daHue 3alUMLLEeHHbIX coeguHeHun (SA). Kpome aToro, B gemMoOHe
BbINosHseTca BcA paboTa ¢ ceptudmkatamn, COObITUAHOE MPOTOKONMPOBaHWE, cOop CTaTUCTUKK U
peanunsoBaHa nogaepxka npotokosios SNMP, LDAP, SYSLOG.

YnpaensaeTcs nokanbHon nonutukon 6esonacHocty — Local Security Policy (LSP).

LSP (nnm “native configuration”) nmeet TekcToBOoe NpeacTaBneHne U MOXeT ObiTb 3arpyxeHa B AEMOH C
NCMNonb30BaHNEM KOHCOMM (CS_console) uiv npy nomoLu cneumnanmanpoBaHHon ytunutel (Isp_mgr).

Mpwn 3arpyske HoBow LSP Bce cyulecTByowmMe SA yHUUTOXaKTCS.

VPN driver (gparniBep) — 4acTb nporpammHoro obecnedeHus [AK LUno3, peanusylowas nepexsart,
dunbTpaumio 1 06paboTKy ceTeBbIX NAKETOB.

Ona kaxgoro nepexBayeHHOro Mnaketa AdpaviBep NPUMEHSET CNUCOK hunbTpoB W, MpU COBMageHux
napameTpoB MakeTa (agpeca, NOpTbl, NPOTOKOM) C NapaMeTpaMmu unbTpa, NakeT NMbo nepegaeTcs Ha
obpaboTky gemony (VPN daemon), nnbo nponyckaetcsa ero 6e3 o6paboTku, MnMbo yHMYTOXaEeTCS.

Mpun 3arpyske LSP, napameTpbl punbTpoOB M ONucaHve OENCTBUS, KOTOPOe HEODXOAMMO BbIMOMHUTL C
nakeToM, 3arpyarTcs JEMOHOM B ApaviBep.

Cisco-like console (CLI koHconb) — 4YacTb nporpammHoro obecneyenus MNMAK LLUnwo3, npegocraenstowas
nonb3oBaTento MHTepdenc B cTure komangHon ctpokm Cisco 10S.

Habop wucnonb3yembiXx KOMaHA KOHCONU SIBMSieTCs MNOAMHOXecTBOM komaHg |OS ¢ HekoTopbiMu
orpaHNYeHNAMU PYHKLIMOHANBHOCTY U OOMOMHUTENbHBIMU BO3MOXHOCTSIMMU.
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Kak n y 10S, y KOHCONMM eCcTb MPUBUITEMMPOBAHHbLIA U KOH(UIYPaALMOHHBIA pexumbl (configure terminal).
OgpHako, B otnnume ot |0S, naMeHeHMs HaCTPOeK BCTYNalT B ENCTBME He cpasdy, a TOMbKO Nocre BbIXo4a
N3 KOHUrypauuoHHOro pexuMa. B MOMEeHT Bbixoda W3 KOH(UrypaumoHHOro pexmuma, cisco-like
KOHMrypaums aBsToMaTUYECKM KOHBEPTUPYETCS B native-koHdurypauuio (LSP) u 3arpyxaeTcs B AEMOH.
KoHconb BkrntoyaeT B cebsi:

o WHTepdenc KoMaHOHOW CTPOKM AN BBoAA KOMaHA KOHUrypaumu;
O WHTeprnpeTaTop KomaHz, poAacTBeHHbIX Cisco;

o 06paboTumk KoHgurypauum. dopmMupyeT u obpabaTbiBaeT KOHMUIypauuio U3 KOMaHg KOHCONMU W
nepenaeT ee KOHBEPTOpY.

Command Line Utilities (ytTunuTbl KOMaHOHOW CTPOKKN) —cnyxaT ansa obuero ynpasnexuns MAK LLntos.

MosBonsloT 3arpyxaTb U npocmatpmusaTb LSP, peructpuposatb B Base [Mpogykra npegonpegeneHHble
knoun (pre-shared keys) n cepTudukaTbl OTKPbITHIX KMOYERW, nonydaTb PasfMYHylo WHopMauuio o
TekyLiem coctosiHum MNpogykTa u ap.

MOFyT ObITb BbI3BaHbl N3 CLI KOHCONW C UCMONb30BaHUEM crneuunanbHOW KOMaHabI run. .

KnueHt ynpasnenus (UPClient) — knueHTCckas 4acTb nporpammHoro npogykra «Bel VPN KP 4.1y,
ycTaHaBnueaeTcs Ha ynpasnsemoe yctponctso (MAK Lntos, MK Wrntos-B nnn MAY KnueHr). MNMpegHasHaveH
ONa npUMeHeHus KoHdurypauuin, sarpyxaembix ¢ Cepsepa ynpasreHus Ha LenesBoM (ynpaBnsemom)
YCTPOMCTBE, a Takke AN Nepechblsikni KypHanoB ayavuTa u cTaTMCTUYECKON MHopMaLmmn ¢ ynpaBnsaemMoro
ycTponcTtea Ha Cepsep ynpasneHus.

Basa Npoaykra — obnactb haninoson cuctembl MNMAK LLN03 B KOTOpOW pasmeLlatoTcs fiokanbHas nonvTuka
©e3onacHocTu, cepTudmkaTbl OTKPbITLIX KNOYEN, npegonpenenerHHolie knoun (pre-shared keys), cnmcok
NHTEePENCoB, NokanbHbIe HACTPONKM PasnnYHbIX MOAyMen, n ap.

Cxema B3anMOaencTBNs KOMMOHEHTOB nporpaMmmHoro obecneyerus MNMAK LLnto3 npusegeHa Ha pucyHke 2

Bel VPN Gate Pabouee mecTo

agmMUHKCTpaTopa
YTnanTbl Kohconb  [*—o| | r————=—= I
7y \“I_ _KEHEDﬂb_ _I
Y
IP-stack Aeme
3
KnueHT
ynpaBAeHUa
Y
Level 3 fpaiise
Level 2 P P

PucyHok 2 Cxema B3anMoaencTsns Mogyren
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TpeboBaHUsA N0 OpraHM3aLMOHHbLIM U
aAMUHUCTPATUBHLIM Mepam obecneyeHus
be3sonacHoctu akcnnyaTtauum MNAK Bel VPN Gate

O6wume TpeboBaHMSA

Ons 6e3onacHoctu akcrnyaTtauum MAK Bel VPN Gate fOmkHbI BbIMOMHATECA OpraHM3aLOHHO-TEXHUYECKME U
agMuHUCTpaTuBHbIe TpeboBaHuA. K HUM oTHocsTCcA TpeboBaHus: no gmsndeckomy pasmelteHuto MAK, yctaHoBke
nporpammHoro obecneyeHns Ha MNAK, cpegctBam 3awiuTbl OT HecaHKUMOHWpoBaHHoro goctyna (HCO) k OC u
yrnpaBreHunio KoMnnekcoM, obecneyeHmnto 6ecnepeboriHoro pexunma pabotsl MAK.

TpeboBaHusa no pasmewieHuto MAK

Mpu pasmeweHun MAK Ha npegnpusTin, NOMELLEHMST LOIKHbI YOOBMETBOPAThL chneaylowum TpeboBaHUsaM
dumanyeckon 6e3onacHoOCTu:

obecneyveHne KpyrnocyTo4HOM OXpaHbl KOPMYCOB NPeanpUaTUS;

obecneyeHne KOHTPOMS BHELLHEro nepumeTpa U BHYTPEHHUX NoMeLLeHni (BugeoHabniogenue);
obecneyeHne NponyCcKHOro pexmnma;

OBEpU O0MKHbI ObITb NPOYHBIMK U 060PYA0BaHbI HAAEXKHBIMWM MEXaHUYECKMMU 3aMKaMU;
nomeLLeHNs1 AOMKHbI OblTb 0O0PYAOBaHbI CUCTEMON NOXAaPHOW CUrHaNM3aLumu;

[OIKEeH BeCcTnCh YKypHan Bblaayu Kroyen OT BXOAHbIX ABEPEN B OPUCHI, B KOTOPOM PETMCTPUPYETCS BPEMS
CAayYv U Bblgauun Knoyen, hamunmua coTpyaHvKa, B3SBLUErO UMM COABLUErO KoY AEXKYPHOMY BaxTepy Mo
30aHuI0;

MPUHATbL MepPbI NO UCKIIOYEHNIO HECAHKLIMOHUPOBAHHOMO A0CTYNa B NOMELLEHUs!, B KOTOPbIX pasmMelleH MAK
LLnto3, NOCTOPOHHMX NUL, He SIBNSIOLLUXCSA NepcoHanoM, OoMnyLeHHbIM K paboTe B 3TUX NoMelleHusix. B
crnyyae HeobXoAMMOCTM MPUCYTCTBUSI MOCTOPOHHUX fUL, B YKasaHHbIX MOMELLEHUsIX, OO0imkeH ObiTb
obecneyeH KOHTPOSb Hag WX OAENCTBMSAMU U obecriedeHa HEBO3MOXHOCTb HEraTUBHbLIX OENCTBUA C UX
CTOPOHbI Ha MAK

BHYTPEHHAS NMaHMPOBKA, PaCMONOXEHNE N YKOMMSIEKTOBAHHOCTb paboymx MeCT B MOMELLEHMUSX AOMKHbI
obecneunBatb UCMOMHUTENSIM pabOT COXpaHHOCTb AoBepeHHbiX UM  [1AK,  koHugeHunansHom
WMHopmaLun, B TOM YUCIIE KIKOYEBON MHpOopMaLnN.

ABMUHUCTPATUBHbIE Mepbl 6e3onacHOCTU

BbesonacHas akcnnyatauus [MAK n obpaweHne ¢ CK3W pomxHbl pernmameHTMpoBaTbCs  CReayowumn
OOKyMeHTamu, KoTopble criegyeT paspaboTtaTts:

cornalleHne o HepasrralleHUN CBeAEHWUI, COCTaBMAOLLMX KOMMEPYECKYIO TaliHy OpraHu3aumm, KoTopoe
COTPYAHMKM NOANUCHLIBAIOT NpUW Npueme Ha paboTy;

nepeyeHb CBeEeHWI, COCTaBIAIOWLNX KOMMEPYECKYIO TalHy opraHnsaunn, yTBepxaeHHbIn ['eHepanbHbIM
OVPEKTOPOM;

WHCTPYKUUS Mo obpalleHunio ¢ cepTuduumnpoBaHHbiMM OnepaTMBHO-aHaANMUTUYECKMM LIEHTPOM NMpu
MpeangeHTe Pecnybnuku Benapyckb wndpoBansHeiMM cpeactBaMmu (CpeacTBamu Kpuntorpadouyeckomn
3aLWNTbl MHOPMAaLMKM) Ha NPeanpuaTUN.

XypHan yyeta CK3W, TecToBbIX Kroyeln Ha NpegnpusTum.
XKypHan peructpauum agMMHUCTPaToOpoB 6e30MacHOCTY.

XypHan y4yeTa o6pau.|,eHV|$| aTanoHHbIX CD anckos Ha npeanpuaTun.

Bel VPN Gate 4.1 Copyright © S-Terra Bel 2008 - 2016 9



Bel VPN Gate 4.1. PykoBoacTBO agMuHUcTpaTopa. Beepgenue

O6s3aTenbHO Hanuune onevaTbiBaemoro cerida, 06opyaoBaHHOrO ABYMS BHYTPEHHUMU 3aMKaMU, A XpaHeHns
CK3W, TecToBbIX Kntoven, aTanoHHbIx CD auckoB C NpoAyKTOM, ApYro KoHduaeHumanbHon nHdopmauum. Ong
cendpa [omkHO ObiTb ABa KroyYa — OCHOBHOW KITHOY XPaHUTCS Y COTpyAHMKa, oTBevatoLllero 3a CK3W, a aybnukat
— B ofevyaTtaHHOM €ero fNMYHONM neYaTbio NeHane B cedpe pykoBoauTens.

3anpellaeTtcs:

obpabatbiBaTb Ha MAK nHdopmaumio, cogepallyo rocyaapCTBEHHYIO TalHy;

OCYLLECTBNATb HECaHKLMOHMpoBaHHOEe BCKpbiTUE MAK.

TpeboBaHus no 3awmte MNAK oT HeCaHKLIMOHMPOBAHHOIO
poctyna (HCO)

Mpu opranmnsauumn pabot Ha MAK, gomkHbl 6bITb BEINONHEHLI cneaytowme TpebosaHus no 3awute MAK ot HC;:

AamuHuctpatopom NAK HazHavaeTca agMUHUCTpaTop 6e3onacHoOCTU.
MpaBo poctyna k NAK nmeeT Tonbko agMuHMUCTpaTop 6€30MacHOCTY.
AamuHucTpatop 6e30nacHOCTU A0MKEH 03HAKOMUTBLCSI CO BCEW [OKYMeHTauuen, npunaraemon k MAK.

AyTeHTudmkauna agMmHmMcTpaTopa 6€e30nacHOCTM OCHOBaHa Ha naposne, KOTOPbIA JOSMKEH BBOAUTLCS UM
C KnaBuaTypbl COGCTBEHHOPYYHO Npu ocywlecTeneHnn goctyna B OC, He oTobpaxasicb Ha akpaHe
MOHWTOPA B ABHOM BUAE, OEHTU(dMKaLMA OCHOBaHa Ha ngeHTudmkaTope, KOTopbIi BBOAUTCS C
knasuatypbl. [pn nepBoM gocTyne agMmvHucTpaTop 6e30nacHOCTM JOMKEH 3aMEeHNTb Naporb Ha
OTIIMYHBIA OT YCTaHOBIEHHOro nNpu uHctannauum MNAK.

Mpaeo goctyna k pexumy ynpaenenus MNMAK (nonb3oBaTenbCckoMy MHTepdency) UMeeT TOMNbKO
agMUHUCTpaTop ¢ ypoBHeM npusunerni 15. O6 ypoBHAX NpuBUMErni U X HazHavyeHmm cM. PykoBoacTeo
agMuHucTparopa.

Vv agMuHucTpaTopa ¢ ypoBHEM npuBunerin 15 aomkHO 6bITb YHUKaNbHbIM U HE NPEBbILLATL 8
CMMBOJIOB.

Mmsa agMuHUCTpaTopa ¢ ypoBHEM npuBunernn 15 gomkHO HaunMHaTBLCS ¢ ByKBbI TAaTUHCKOro andasuta
(cTpouHon unu nponncHown). lanee moryT gt OYKBbI TATUHCKOTO andasunTa (CTPOYHbIE UMK MPOMUCHbIE),

undpbl,  (nogyepkusaHue) u - (geduc).

HacTtporiky NAK (HasHaueHne |IP-agpecoB nHTepderncam, cosgaHne nonmtukm 6esonacHocTH,
perncTpaumio ceptTuduKkaToB, Apyrne 4ONONHUTENbHbIE HACTPOMKN) OCYLLECTBISET TONbKO
agMuHucTpaTop 6e30MacHOCTM B COOTBETCTBUM C PYKOBOACTBOM agMUHUCTpaTopa.

HeobxoamMMo opraHnsoBaTb CUCTEMY NPOTOKONMPOBAHUS U ayauTa, U BECTU perynspHbIA aHanus
pe3ynbTaToB ayauTa C Lefblo BbISIBNEHNS HapyLLEHNA HECAHKLMOHNPOBaHHOro goctyna K MNMAK.

AgMuHucTpaTtop 6e3onacHOCTN He MMEET npaea coobliatb HUKOMY naponb goctyna k MAK.

MepnoanyYHOCTL CMEHbI Napons onpeaenseTcs NPUHATON NONUTUKOM 6e30MacHOCTU, HO He AoMKHa
npesbIWaTthb 1 rod.

3anpeliaeTcs:

OcraBnatb 6e3 koHTpons NAK nocne npoxoxgeHunst ayteHTudmkaumm, BBoga KroyeBon nHgopmanmm
nnbo nHoM KoHMaeHUnansHON MHpopMaLun.

OcyLecTBNsATb HECAHKUMOHNPOBAHHOE afMMHUCTPATOpPOM 6e30NacHOCTM KONMMPOBaHME KITHOYEBbIX
HocuTenen.

Pasrnawartb cogepXxmmoe HoCUTENEN KNoYeBON MHAdOpMaLMn Unu nepegasatb caMmym HOCUTENY Nnuam, K
HUM HE LOMNYLLEHHBIM, BbIBOANUTb KIHOYEBYO MHDOPMALNI0 Ha MOHUTOP, MPUHTEP U T.N. UHbIE CPEACTBA
oTobpaxkeHnsa nHdopmMmaumn.

VMcnonb3oBaTb KNIOYEBbLIE HOCUTENWN B PEXMMaX, He NpegyCMOTpeHHbIX yHKLMOoHUpoBaHuem MAK.

3anucbiBaTb Ha KIloYeBble HOCUTENM MOCTOPOHHIO UHAOPMaLMIO.

3awmta MAK un «knodeBon wuHdopmaumm ot HCL, pomkHa obecneumBaTbCA He TOMbKO B pexume
PYHKLUMOHNPOBAHUS, HO U NPU NPOBEAEHUN PEMOHTHBIX U perfiaMeHTHbIX paboT.
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TpeboBaHus no yctaHoBke MO Ha MAK

MAK Lno3 nocraBnsieTca C  crneuuwanbHbiM - 00pasomM  HACTPOEHHOW  OMepauMoHHOM  CUCTEMOM MU
MHCTannMpoBaHHbIM MO.

AomuHncTpaTopy 6e3onacHoOCTM 3anpeLllaeTc HeCaHKLUMOHMPOBAHHOE M3MeHeHue cpefbl (PyHKUMOHMPOBaHUS
MAK, a nmeHHo:

o MopepHusaumst OC, BkNtoYasa yCTaHOBKY LUTATHLIX OGHOBNEHWIA;

o no06aBrneHne/oTKNYEHNE OTAENbHBIX CEPBUCOB ONEPaLMOHHON CUCTEMBI (MO OTHOLLEHMIO K COCTOSIHUIO
onepaunoHHON CUCTEMbI Ha MOMeHT noctaku MAK);

e yCTaHOBKa AOMOMHUTENBHbIX NPUNOXEHUI;

e BHeceHue nameHenun B MO [MAK;

e Moaudukaumsa annos, cogep)aLmx NCNONHAEeMbIe KOOI, NPY UX XPaHEHUN Ha XXECTKOM AUCKE;

o pnobaBneHue/yaaneHne annapaTHbIX KOMMOHEHT (B TOM YMCIEe CETEBbIX KapT, XKeCTKMX AMCKOB U T.M.).

HapylueHune aTux orpaHu4eHunin paccmaTpmBaeTcs, Kak HapyLeHne wenoctHocTu MAK L3 n npMBoguT K cpbiBy
3asBneHHon dyHkuuoHaneHocTn [AK, n aBndetcs ocHoBaHMEM ANA OTKasa B CepBUCE TEXHUYECKOro
conpoBoxaeHua n nogaepxku MNMAK.

Paspeluaercs:

e puv HapyLieHun cogepxumoro xecTtkoro aucka NAK socctaHoBuTb MO, ncnonb3sys obpas gucka n gpyroe
pononHuteneHoe MO, npegoctaensiemoe komnaHnen C-Teppa ben. MNepen atnm HeobxogmMmo
03HaKOMUTbCS ¢ VIHCTpyKumen no BocctaHoBneHuio MAK;

e nocne BoccTaHoBneHus MO xecTkoro gucka unm obHosneHust NO NpoBECTU KOHTPONb LIENOCTHOCTH
ycTaHoBneHHoro MO B COOTBETCTBUM C JOKYMEHTaLMEN.
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