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Co3paHue BUpTyanbHoi mawuHbl Bel VPN Gate-V Ha Citrix XenServer

Pa3BepTbiBaHUe BUPTYyanbLHOro wto3a Ha Citrix
XenServer

BBepeHue

[aHHbIA JOKYMEHT OTHOCMTCS TOMbKO K MpOrpamMmmHbIn komnnekcy «Llno3 6esonacHocTn
BupTyanbHbIi Bel VPN Gate-V 4.1», paboTatoLemy B BAPTYarnbHOW cpeae.

B nokymeHTe onucbiBaeTcs pa3BepTbiBaHME NporpaMMHoro komnnekca «Lnto3 6esonacHocTn
BupTyanbHbii Bel VPN Gate-V 4.1» n3 OVA-wabnoHa Ha Citrix XenServer (OVA —yacTb cTaHgapTta
OVF, cogepxuT BCe (hanrnbl BUPTYarnbHOW MallvHbl B ogHOM daine). [ina nogkroyeHns K cepeepy,
Ha KOTopoM pa3BepHyT runepsu3op Citrix XenServer, ucnonssyetcs Citrix XenCenter Bepcun 6.2.

Moppepxmatotca Bepcum Citrix XenServer —6.1, 6.2.

[na paboTbl noTpebyeTcs KOMNAKT-AUCK, BXOASALLMIA B KOMMMEKT NOCTABKM, HA KOTOPOM HaxXO4UTCS
06pa3s BMpTyanbHON MallUHbI C MHCTaNIMPOBAHHBLIM NPOrpamMMHbIM KOMMnekcoM «LLnto3
BesonacHocTu BupTyanbHbii Bel VPN Gate-V 4.1» B chopmare.

Mocne pasBepTbiBaHUA BUPTYaribHOM MalluHbl M3 OVA-wabnoHa 1 yCTaHOBKN HEOOXOaUMbIX
HacCTpOeK BbINOMHUTE MHMLMAanNu3auuo nporpaMMHoro komnnekca «Lno3 6esonacHocTn
BupTyaneHbi Bel VPN Gate-V 4.1» B cooTBETCTBMU C OKyMEHTOM «Huumanusaumnsa Bel Gate Ha
BbIYMCNINTENBHBIX CMCTEeMax apxuTekTypbl Intel x86/x86-64» (Initialization_gate_guide.pdf).

[anbHenwmne HaCTPOMKK LLNK03a BLINOSHATCS B COOTBETCTBUN C AOKYMEHTaLMEN Ha
«MporpammHbin komnnekc Bel VPN Gate-V 4.1. PykoBoacTBO agMnHMUCTpaTopay
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UmnopT B Citrix XenServer

1. Ans nogkntoyeHus k cepaepy 3anyctute Citrix XenCenter.
2. [lob6aBbTe HOBbLIV CEPBEP, €CNK 3TO HEOOXOAUMO.

3. Ons pobaBneHusi BUpTyansHoro wro3a u3 OVA-wabnoHa BeibepuTe B MeHio File nyHKT Import

(PucyHok 1).
9 XenCenter
File | Yiew Pool Server VM Storage  Templates  Tools  Window
| Import... |i@ Add Mew Server Mew Pool Mew 5
Import Search...
! "l €3 XenCenter
Import Server List...
Home
[ Export Server List... J |5&arch | Jags | Logs |
Exit
PucyHok 1

4. OTtkpoeTcs okHOo Import. B pasgene Import Source ykaxute nytb Ao OVA-wabnoHa (PucyHok
2). Haxxmute kHonky Next >.

(=] ]

ro Import

ﬁ Locate the file you want to import e

Import Source Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file or

click Browse to find the file you want.

Location

Storage

Filename: Di\ova\gate.ova Browse...
Metworking ;]

Finish

< Previous Mext > ] [ Cancel

PucyHok 2
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Co3paHue BUpTyanbHoi mawuHbl Bel VPN Gate-V Ha Citrix XenServer

5. B pasgene Location Bbibepute cepBep, Ha KOTOpbIN ByAeT MMNOPTUPOBAaTLCS BUPTYarnbHas
mawmnHa (PucyHok 3). HaxxmuTe kHonky Next >

F B
e

@ Select the location where the imported VM will be placed e

Import Source Choose the pool or standalone server where you want to place the VM(s). If required, you can alse specify a
Home Server within the selected pool for each imported VM.

Import UM o -

Assign imported VM(s) to a home server:
Metworking

Vi Home Server
Security Serverl -
05 Fixup Settings
Transfer VM Settings
Finish

EULAs

Location

Storage

< Previous H Mext > ” Cancel

PucyHok 3

6. B pasgpene Storage BbiGepuTe MECTO XpaHeHus AaHHbIX (PUcyHok 4). HaxmuTe kHomnky Next >.

r ™
D
@ Select target storage e

Import Source Place the virtual disks in the VMs you are importing onte storage repositories (SRs) in the destination pool or
EULAs standalone server.
Location

@ Place all imported virtual disks on this target SR:

Storage

. Local storage on Serverl, 4504 GB available
MNetwaerking

Security () Place imported virtual disks onto specified target SRs:

05 Fiup Settings | YM - Virtual Disk Sterage Repository
Transfer VM Settings

Finish

< Previous H Next = H Cancel

PucyHok 4
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7. B pasgene Networking Haxxmute kHomnky Next >.
8. B pasgene Security HaxxmuTe KHonky Next >.
9. B pasgene OS Fixup Settings Haxxmute kHornky Next >.

10.B pa3gene Finish HaxmuTe kHonky Finish (PucyHok 5).

r ™
D
@ Review the import settings o

Import Source All the necessary information has been collected and the wizard is ready to import using the settings shown
below.

EULAs

Location Please review these settings and click Previous if you need to ge back and make any changes, otherwise
click Finish to import and close this wizard. Impeort may take several minutes,

Storage

Metworking Package name: gate

Security Verify manifest content: Mo

05 Fixup Settings Verify digital signature: Mo

Transfer VM Settings Use OS5 Fixup: No

Target: Serverl

Storage: Local storage on Serverl

Transfer VM network interface: Metwork 0
Transfer VM IP address: Obtain automatically through DHCP

< Previous ] [ Finish ] ’ Cancel

PucyHok 5

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016



Bel VPN Gate-V 4.1. PykoBoACTBO agMUHKUCTpaTOpa
Co3paHue BUpTyanbHoi mawuHbl Bel VPN Gate-V Ha Citrix XenServer

[lpnBsA3Ka BUPTYyanbHbIX ceTen K PU3nYeCKum
apanTtepam

MpunBA3KYy BUPTYanbHbIX ceTEN K (hU3NYECKMM agantepam MOXHO NOCMOTPEeTb Ha BKNaake
Networking cepsepa (P1cyHok 6).

orer e OSSR W -

File View Pool Vi

e Back - Q Forward -

Server

Storage

@ Add New Server ;ﬁﬁﬁ

Templates Tools

Mew Pool Eﬂ Mew Storage E MNew VM

Window  Help

@ Shut Down % Reboot d Suspend

€A System Alerts: 20

Views: [SENQ[V]M v] @ serverl Logged in as: Local root account |k
Search... || search | General Memory | Storagd| Networking |WICs | Console | Performance | Users | Logs l
= 9 XenCenter
gate

£ CIFS 150 library Networks

% DVD drives MName Description MNIC » VLAN Auto Link Status

Local storage " Metwerk 0 Connected aldcll:dedf:bd 1500

% Removable storage N
5 Network 1 MIC1 Yes Disconnected
5 Network 2 MIC 2 Yes Cennected
@E MNetwork 3 NIC 3 Yes Connected :ba:3e:9k:59 1500
@E MNetwork 4 NIC 4 Yes Disconnected 18:9e:ed:18 1500
5 Network 5 NIC 5 Yes Disconnected 188eed:1a 1500
5 Network 6 MICGE Yes Disconnected 10:18:9eted1c 1500
5 Network 7 MNICT Yes Disconnected 18:9eted:le 1500
[ Add Network... ][ Properties Remove
IP Address Configuration

Server Interface Metwork NIC IP Setup IP Address Subnet mask Gateway DNS
Serverl 2 Management Metwork 0 MNICO Static
"19 Cenfigure...
PucyHok 6
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Co3paHue BUpTyanbHoi mawuHbl Bel VPN Gate-V Ha Citrix XenServer

HacTtponka BMpTyanbHON MaLUHbI

Hactpouka nepeq nepBbIM 3anyCKOM

1. Bblaenute [oGaBNeHHy0 BUPTYarnbHY0 MaLluHy.

2. [Onsa unameHeHns konudectsa VCPU (BUpTyanbHbIX Npoueccopos) Bo BkNagke General songuTe
B HACTPOWiKK, HaxaB KHOMKy Properties, n B pasgene CPU BeBegute Heobxoanmoe 3Ha4YeHme.

3. [ns nameHeHus konmyecTesa OﬂepaTMBHOVI namMATn BO BKNnagke Memory HaXXMUTE KHOMKY Edit,
BBeguTe H806XO,ElMMOG 3Ha4YeHne N HaXXMUTe KHOMKY OK.

4. [ns nobaeneHus ceTeBbIX aganTepoB oTkponTe Bknagky Networking, HaxmuTe kHonky Add
Interface..., BbibepuTe Heobxoaumyto cetb B pasgene Network n Haxkmute kHonky OK.

KapTta untepcencos

Mpn nepsom ctapTe unu npu gobasneHun/yaaneHnm ceTeBbiX aganTepoB NOCne BKIYEHUS
BUPTYarbHOrO LWto3a HeOBXoaNMO OBHOBUTL KapTy MHTEPKENCOB.

1. CospgaiTe KapTy MHTEPdENCOB:
root@sterragate:~# /bin/netifcfg enum > /home/mapl
2. OTpepaktupymnTe co3gaHHbIn ann:
root@sterragate:~# vim.tiny /home/mapl
0000:02:01.0 eth0 GigabitEthernet0/0
0000:02:03.0 eth2 GigabitEthernet0/2
0000:02:02.0 ethl GigabitEthernet0/1
lpe:
e (0000:02:01.0 — agpec ycTpoincTea 13 Ispci;
e ethO — HanmeHoBaHWe MHTepdeNnca B CUCTEME;
o GigabitEthernet0/0 — HaumeHoBaHMe UHTepdenca B KoHdurypaumm S-Terra Gate.
3. lNpumeHnTe oTpenakTUPOBAHHYHO KapTy MHTEPKENCOB:
root@sterragate:~# /bin/netifcfg map /home/mapl
SUCCESS: Operation was successful.

4. TMeperpy3nTe LWNH03.
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Co3paHue BUpTyanbHoi mawuHbl Bel VPN Gate-V Ha Citrix XenServer

3anycx BMpTyaHbHOVI MallUHbI 1 AOCTYN K KOHCOJIN

Boigenute BUPTYyanbHYyO MallNHY U HAXXMUTE KHOMKY Start

JocTyn K KOHCOMM MOXHO Nony4uTb, OTKPbIB BkNagky Console (PuUcyHok 7).

rg KenCenter = | E Y
File  View Pool Server VM  Storage  Templates Tools  Window  Help
0 Back - Forward dh Add Mew Server LE MNew Pool t"’] MNew Storage (B New VM Shut Down Reboot O Suspend @ System Alerts: 16
Views: | Server View v| @ gate on 'Serverl’ Logged in as: Local root a

Search p General | Memory | Storage Networkinerformance Snapshots | Logs

= QXenCenter T ——— i :
= [@ server NS _<empt)r> M Eiect ooking for guest cons

g DVD drives

£g) Local storage i ssoptscprocspslibsamd64-1ibtspecli.so.4.0.1" has been verified
'ssoptscprocspslibrsamdbdsliburlretrieve.so0.4.0.1" has been verified

'ssoptscprocspslibrsamdbds1libesp.s0.4.0.1" has been verified

5 [ Server2 i ' ssoptscprocspslibsamdb4/librdrrndmbio_tui.so.4.0.1° has been verified
'srsoptsecprocspsbinsamdb4-cpverify’ has been verified
'ssoptsecprocspsbinsamdbd swipefile’ has been werified
'ssoptscprocspsbinsamdbdscsptest’ has been werified
'ssoptscprocspslibsamdbdslibrdrrdr.so0.4.0.1" has been verified
'ssoptscprocspslibrsamdbdslibrdrrndm.so.4.0.1" has been verified
'ssoptseprocspslibsamd64-1ibrdrsup.so.4.0.1° has been verified
'ssoptscprocspslibrsamdbdslibrdrdsef .s0.4.0.1" has been verified
'ssoptrscprocspslibrsamdbdslibrdrfatl? . s0.4.0.1" has been verified
'ssoptscprocspslibrsamdbd-s1ibcapil®.so.4.0.1" has been verified
'ssoptscprocspslibrsamdbdlibepui.so.4.0.1" has been verified
*ssoptseprocspslibsamdb4-1libepalloc.so.9.0.0° has been verified
'ssoptrscprocspslibsamdbd-,1ib jemalloc.s0.0.0.0° has been verified
'ssoptscprocsprssbinsamdbdscpconfig’ has been werified
'ssoptsocprocsprssbinsamdbdsset_driver_license.sh’ has been wverified
'ssoptscprocspssbinsamdbd smount _flash.sh’ has been verified
’ssoptseprocspslibsamdb4/1ibrdrsbl.so.4.09.1° has been verified

Btarting l1Z2svc: 1Z2svc needs cspuvpngate running

% Removable storage

Send Ctrl+Alt=Del (Ctrl+Alt+Insert) | Scale | Undock(A|t+Shift+U]| |Fu||5creen (Ctrl+

PucyHok 7
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MouTupoBaHue USB Flash

MHorga moxeT noHagobuTbCa AOCTaBUTL Ha BUPTYarbHbIN W03 cepTudmkaTbl Unm nonmuTuky
6e3onacHoCTM B BUAE KOHPUrypaumnoHHoro darina, Hanpumep, ncrnonb3dyst USB Flash.

1. Mogknounte USB Flash k cepBepy, Ha koTopom pa3BepHyT XenServer.

2. MopaknoveHHoe yCTporcTBO 0TOOpa3nTcsa B pasgene Removable storage (PucyHok 8).

Qe L \=ls i

Eile  VMiew Pool Server WM Storage  Templates Tools  Window  Help
e Back - O Forward - @ Add Mew Server MNew Pool % MNew Storage EI MNew VM @Syitem Alerts: 16
Views: [Sewer View '] E= Removable storage on Server2 Logged in as: Local root account
Search... ,O Storage
HenCenter . :
28 Virtual Disks
E Serverl
= E Server?
@ gate
% DVD drives MName Descripticn Size Virtual Machine

Local storage

% Removable storage

USE 5:0:0:0 JetFlash model Transcend ... 14.7 GB

Rescan ] | l Properties l ’ Move... Delete

PwucyHok 8

3. BblIkrounTe BUPTYarbHYy0 MallyHy. YCTPOMCTBO pacro3HaeTCs TOMbKO NMPU BKITIOYEHNM
BMPTYarbHOW MaLLUVHBbI.

4. Bo Bknagke Storage BUpTyanbHOW MalUUHbI HAXMUTE KHOMKy Attach Disk, BbiGepuTe HyxxHOe
YCTPOMCTBO M HaxkmuTe KHoMKy Attach (PucyHok 9).
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I’e'."lenfi}entltar [‘:' E1 2 .|1

Eile  Wiew Pool Server VM Storage  Templates  Teools  Window  Help

e Back - Forward ~ % Add Mew Server Mew Poal 157 Mew Storage H New VM @Sys_tem Alerts: 16
Views: ’ Server View 'l @ gate on "Server2’ Logged in as: Local root account |

Search... .O
= e KenCenter
E Serverl

= E Server2
[F

OVD Drivel: <e Select a disk to add from the list below.

DVD drives Eg Local storage
g Local storage Position Ma % diskl 3.7 GB

% Removable storage N - = % Removable storage
— &S [EE] JetFlash model Transcend 16GE rev 1.00 type 0

[ Attach Disk... | Activate |

PucyHok 9

5. 3anyctute BMpTYyanbHyO MaLlvHy.

6. lMpocmoTpuTe BCE ANCKU B CUCTEME, BbIMOMHUB KOMaHAY:
root@sterragate:~# fdisk -1
Disk /dev/xvde: 15.8 GB, 15804137472 bytes
64 heads, 32 sectors/track, 15072 cylinders
Units = cylinders of 2048 * 512 = 1048576 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0x5b7af0d7

Device Boot Start End Blocks Id System

/dev/xvdel * 1 15072 15433712 c W95 FAT32 (LBA)

7. CospganTe HOBYIO Manky Anst MOHTUPOBAHMUS:
root@sterragate:~# mkdir /home/usb

8. MpumoHTUpyiTe fo6aBNEHHOE YCTPOMCTRO:
root@sterragate:~# mount /dev/xvdel /home/usb

9. YCTpPOWCTBO rOTOBO K MCMONb30BaHUIO.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 11



