YTBEP>XOEHO
BY.PTHK.00004-04.1 34 01-7-11Y

NMporpaMMHbIN KOMMEKC
«Llno3 6esonacHOCTM BUPTYyalnbHbIN
Bel VPN Gate-V 4.1»

PykoBoacTBO agMUHUCTpaToOpa

Cisco-like komaHAabI

BY.PTHK.00004-04.1 34 01-7

JluctoB 227

Moan. n
paTa

MHB. Ne
ayén

[}

B3am. nHa.
N

Moan. n
jaTta

MHAa. Ne
noan

2016



Bel VPN Gate-V 4.1. Cisco-like komaHabl

CopepxaHne

CiSCO-ITKE KOMAHADL .......cccceiiiiiiiiie e et e e e e e e e e e e e e e e e e e e e e e e e e e e eeeannnnan s 7
KoHconb BBOAa KOMaHA, POACTBEHHbBIX CiSCO SYSIEMS......cccvivviiiiiiiieeeeeiie e, 7
3anyck KoHconu 8
YpaaneHHasa HacTponka no SSH 13
MHTepdenic nonb3osartens 14
CneuuanbHble KOMaHabl peaakTUpoBaHUs 16
OcobeHHOCTU BBOAA YMCHOBbIX 3HAYEHUN 18
KomaHgbl, poacteeHHble Cisco Systems 19
KomaHAb! BXOAA B PEXKUMBI HACTPOEK. ....evvuurieeeiiiiieeeeetieeeeesssseeeesssnseesessnneessessnnnns 20
configure terminal 20
enable 21
KomaHab! BbIXO4A U3 PEXKMMOB HACTPOEK ......eeeerrieeeeriiiieeeeasinseesesssnseesessnneeesessnnns 22
end 22
exit (EXEC) 23
exit (global) 24
disable 25
Komangb! BbiBOAA MHGOpMaUUK (MHAPOPMALMOHHBIE KOMAHADBI) ...vvveeeeeeeeeeeeiinennnn 26
show version 26
show privilege 28
show version bel 29
show load-message 30
show running-config 31
show terminal 33
show ip route 34
show crypto isakmp policy 37
show substitution gui 37
KoMaHObl HACTPOMKN TEPMUHATIA. .....cceeeuuirinieeeeeeeeeeiiiisaeeeeeeeeeeeasnne e e e e e e eeeesennnnnnns 39
terminal width 39
terminal length 40
KomaHab! BbI30Ba CUCTEMHbBIX KOMaHA U CUCTEMHBIE KOMAHIb! .......vccvvevieeeeeainnnnn. 41
run 41
ping 43
KomaHgbl co3gaHusa norb3oBaTenen, HasHadyeHNa naposien, ypoBHA npusunernis
enable password 44
enable secret 46
username password 48

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 2



Bel VPN Gate-V 4.1. Cisco-like komaHabl

username secret 51
username privilege 54
KomMaHabl HACTPOMKN NPOTOKONTUPOBAHNSA COBBITUM......cceeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 55
logging 55
logging facility 57
logging trap 59
logging on 61
KomaHgbl HACTPOMKN SNMP-CEPBEPA .....vvviiieieiiiieeiii e 62
snmp-server community 62
snmp-server location 64
snmp-server contact 65
snmp-server host 66
snmp-server enable traps 67
snmp-server trap-source 68
KomaHapb! Ans HasHa4YeHUs1 UMEHU XOCTa M UMEHWN AOMEHA...........uveeeeerineeeeennnnnnn. 69
hostname 69
ip domain name 70
Komangbl 4nga paboTbl € TabMUEN MAPLUPYTUBALUMM ....ueeeeeeeeeeeiiiiieeeeeeeeeeeeennnnnnes 71
ip route 71
KomaHgbl 4nsa paboTbl C CEPTUMMKATAMM .......cceeeeeeriiiiiiieeeeeeeeeeeiies e e e e e e eeeennnanannes 74
crypto pki trustpoint 74
crl query 76
revocation-check 77
crypto pki certificate chain 79
certificate 81
crypto identity 83
dn 84
fqdn 85
KomaHabl 4ns paboTbl ¢ NpefonpefeneHHbIM KITHIOUOM .......cceeeeeeeeeeeeeeeeeeeeeeeeeeeenn 86
crypto isakmp key 86
ip host 89
KomaHab!l co3gaHnsa n pegakTMpOBaHUS CIIUCKOB JOCTYMA ..vvu.evievineeeeiiieeeeeanannnns 91
ip access-list 91
permit (standard) 93
permit (extended) 97
deny (standard) 105
deny (extended) 106
ip access-list resequence 107

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 3



Bel VPN Gate-V 4.1. Cisco-like komaHabl

access-list (standard) 108
access-list (extended) 109
KomaHabl co30aHUA TKE MOMUTUKM ....ovniiiiici e 110
crypto isakmp policy 110
authentication (IKE policy) 112
encryption (IKE policy) 114
hash (IKE policy) 115
group (IKE policy) 116
lifetime (IKE policy) 117
crypto isakmp peer 118
set aggressive-mode client-endpoint 119
set aggressive-mode password 120
crypto isakmp identity 121
crypto isakmp keepalive 122
crypto isakmp fragmentation 123
KomaHabl, yCTaHaBNUBAOLLMNE BPEMS XKUIHU SA.....cooviiii i 124
crypto ipsec security-association lifetime 124
Komangbl dhopMmmnpoBaHnsa Habopa npeobpasoBaHni IPSEC .........cccoeeeeeeeveevvnnnnnn. 126
crypto ipsec transform-set 126
mode (IPsec) 129
Komangb! 4nga paboTbl C IKECFG MYNMOM.......ccoiviiiiiiiiceeeeeeeeee e 130
ip local pool 130
crypto isakmp client configuration address-pool local 132
crypto map client configuration address 133
crypto dynamic-map client configuration address 135
KomaHapbl co3gaHnsa u peaakTupoBaHUst KpMATOrPadomMYeCKUX KapT......cvvueeennen. 137
crypto map (global IPsec) 137
match address (crypto map) 141
set ip access-group 142
set peer (crypto map) 143
set pfs (crypto map) 144
set pool (crypto map) 145
set identity (crypto map) 147
set security-association lifetime (crypto map) 148
set transform-set (crypto map) 150
set dns (crypto map) 151
set domain (crypto map) 153
set client authentication list (crypto map) 154
set client username (crypto map) 155
Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 4



Bel VPN Gate-V 4.1. Cisco-like komaHabl

reverse-route (crypto map) 156
crypto dynamic-map 157
KomaHabl HACTPOMKMN KOHTEKCTHON QOUMBTPALIMN ....ceevvvieeeeeiiieeeeeai e e eeain e e e eanans 160
ip port-map 160
ip inspect name 165
ip inspect alert-off 167
ip inspect audit-trail 168
ip inspect tcp synwait-time 169
ip inspect tcp finwait-time 170
ip inspect tcp idle-time 171
ip inspect max-incomplete high 172
ip inspect max-incomplete low 173
ip inspect one-minute high 174
ip inspect one-minute low 175
(LY =TV = I Lo 1 T 176
class-map 176
match access-group 178
match any 179
match dscp 180
match precedence 182
policy-map 183
class 184
KoMaHbl HACTPOMKN CETEBBIX MHTEPMEMCOB .......cevveeiiieeeeeeeeeeeiiiiae e e e e e e eeeeennnnnnnns 187
interface 187
shutdown (interface) 189
ip address (interface) 191
ip access-group (interface) 194
crypto map (interface) 195
ip inspect 196
service-policy 198
crypto ipsec df-bit (interface) 199
mtu (interface) 200
crypto ipsec df-bit (global) 201
KomaHgbl ynpaBneHusa napameTpamm normposaHna coobiueHnn Firewall .......... 202
ip access-list logging interval 202
ip access-list log-update threshold 203
KoMaHab! YIPaBneHNA COEANMHEHUSIMY ........ceeeeeeeeeeiiiiiaeeeaeeeeeesnnnnneeeeeeeeeeesnnnnnnns 204
clear crypto sa 204
clear crypto isakmp 205
Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 5



Bel VPN Gate-V 4.1. Cisco-like komaHabl

clear crypto session 206
KoMaHbl paboThl C KOHPUIYPALIMEM .......uuuiieeeeeeeeeeiiiiiie e e e e e e eeeeaians e e e e e e e eeanannas 207
clear running-config 207
copy running-config file 209
configure replace file 211
KoMaHb! YIPaBAEHNA PACTIMCAHUEM .........oeeeeeeeeeeeiiininaeeeeeeeeeesnnnnneeeeeeeeeeesnnnnnnns 216
time-range 216
absolute 218
periodic 219
KomaHabl HACTPOMKN RADIUS-KINEHTA.......ueeiiiiiie e 221
aaa new-model 221
radius-server host 221
radius-server key 222
radius-server retransmit 222
radius-server timeout 223
aaa authentication login 223
VITHOPUPYEMBIE KOMBHIDBI ..vvvveiiieeeeeeeeeeiiiiaaeeeeeeeeeeasasssseeeeseeeessssnnnnseeeeeeeeeesnnnnnnns 226

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 6



Bel VPN Gate-V 4.1. Cisco-like komaHabl

Cisco-like komaHabI

KoHconb BBOAa KOMaHA, poacTBeHHbIX Cisco Systems

KoHconb (Command Line Interface) npegHasHavyeHa Ang BBOAA KOMaHZ, aHanorM4HbIX KOMaHaam
Cisco I0S (panee - cisco-like komangbl). WHTepdenc komaHgHon cTpokum Bel VPN Gate-V
npegocTaBnseT BO3MOXHOCTb CO3[aBaTb NONMMTUKY BGe3zonacHocTy bonee rmbkyto, Yem 3TO MOXeT
caenatb Router MC.

[nsa paboTbl KOHCONM HeOOXoOUMbI chalinbi:
B anpexTtopun /opt/VPNagent/bin:
e cs_console — MUCNOMHAEMbIN ann,
e cmd.xml - XML-6a3a nogaepXuBaembiX KOMaHA;

e cs_conv.ini — pecypcHbli hann HacTPOEK KOHCOMNM N KoHBEpTOpa (MOXeT
pedakTMpoBaTbCs NONb30BaTENEM);

e Cs_cons_reg.ini — pecypcHblii hann BHYTPEHHUX HACTPOEK KOHCOMN U KOHBEPTOPa
(aBTOMaTUYECKM pegakTUpyeTcs npu 3anycke KOHCOMM).

B anpexTtopun /opt/VPNagent/1lib:
e libs csconfig.so — 6ubnuorteka obpaboTunka koHDUrypaLumm,

e libs csconverter.so — 6ubnmorteka KoHBepTOpa.

KoHconb pasgensieTcs Ha Tpy OCHOBHBIX MOAYNS:
KomaHOHbIl uHmepnpemamop — obecneynBaeT NpPUeM 1 CUHTaKCUYeckuii pasbop KoMaHa,.

O6pabom4uk KoHghuz2ypayuu — hbopmMmmpyeT 1 obpabaTbiBaeT BHyTpeHHO Mogenb Cisco-like
KoHurypauuu. MNMepegaet cchopMMpoBaHHYO KOHUIypaLmMio Ans KOHBepTUpoBaHuS B Native-
KOHUrypauuio.

Koneepmop — npeobpasyeT Cisco-like koHdurypaumio B hopmat Native-koHdurypauum.
MoapobHo KoHBEpPTOP onucaH B okymeHTe «[porpammHbiv komnnekc Bel VPN Gate-V 4.1.
MpunoxeHue» B pasgene «KoHBepTop».
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3anyckK KOHCONu

CLI koHCOnb aBTOMAaTMYECKN 3anyCKaeTcs Npu BXo4e B CUCTEMY Nonb3oBaTenem “cscons” (ans Hero
nporpamma cs_console nponucaHa kak default shell). Kpome Toro, nons3osatenu, obnagatouime
aaMUHUCTPATUBHBLIMW NPUBUNETMAMI (Hanpumep, “root”), MoryT 3anyckaTb KOHCOSb
HenocpeacTBeHHO 13 shell onepaLUMOHHON cUCTEMbI NO Mepe HeobxoaumMocTu. 3anyck
npon3BoaMTCS BbI3OBOM KOMaHAbl CS_console, Haxoaswencs B katanore /opt/VPNagent/bin/.

Mpumeyanue: Ona paboTbl KOHCONM 065A3aTENbHO AOMKEH ObITh 3anyLLUEH cepBuc vpnsve. He
OCTaHaBnMBalTe cepBuChkl vpngate npu paboTatoLLel KOHCOMKW, MHayYe OHa OKaXXeTes
HepaboTOCNOCOOHOMN.

[ononHuTenbHbIE KIMYM KOMaHOHOW CTPOKM:

e nolog — COOOLLEHMS O COCTOSIHUM KOMaHAbI BbIBOAATCSA B stdout U HE BbIBOAATCS B Jor (Mo
YMOI4YaHuo — BbIBOAATCSH B NOr).

OpHuM 13 nepBbIX AeNCTBUI Npy paboTe € CS_console ycTaHaBNMBaOTCS NnapameTphbl
NOrMpoBaHus, Kak 1 Ans cepemca VPNSVE (Te e camMble, YTO AeMOHCTPUPYIOTCS U BbICTaBIISAOTCA C
nomMoLbo yTunuTbl log_mgr cm. 4okyMeHT «CneumannanpoBaHHbie KOMaHAabI»).

Mpu 3anycke ans npouecca €Ss_console BbICTaBNAETCA 3Ha4YeHNe nepeMeHHoON okpyxeHms PATH:
/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin.

N3meHnTb 3HauYeHne nepemMeHHon okpyxxeHnust PATH MoxHo B chaine cs_conv.ini (cekuus [env]),
KOTOPbIN pacnonoXeH B kaTanore /opt/VPNagent /bin. NNlogpobHoe onucaHne cMoTpuTte B
aokymeHTe «[porpammHbin komnnekc Bel VPN Gate-V 4.1. MNMpunoxeHne» B pasgene «YnpasneHune
KOHBEpPTOpPOM € nomoLbto INI-chanay.

CuHXpOHU3aLmaA

Mpu cTapTe KOHCONMN MNPOUCXOANT CUHXPOHM3aUUs onncaHmsa CA-cepTudmkaToB B 6a3e nokanbHbIX
HacTpoek u Cisco-like koHurypaumm (komaHga trustpoint):

1. Ecnu B Cisco-like koHurypauum npucytctByeT cepTndukaT, KOTOpbI OTCYTCTBYET B 6ase
noKanbHbIX HAaCTPoeK (Hanpumep, cepTuduKaT, yaaneHHbI ¢ NOMOLLbIO KOMaHAbl cert mgr
remove), TO 9TOT cepTudmnkat asTomatnyeckm ygansertcs us Cisco-like koHdurypauum ¢
Bbldayen coobLieHns B nor. Ecnn aTtoT ceptmudmkar 6bin nocnegHum B trustpoint, aT0T
trustpoint aBTOMaTUYECKN yoansaeTcs.

2. Ecnu B 6a3e nokanbHbIX HaCTPOEK NPUCYTCTBYET cepTudmKaT, KOTopbln oTcyTcTBYyeT B Cisco-
like koHUrypaumm, To aToT cepTudmkaT gobasnsaetca B Cisco-like koHdUrypaumo komaHgon
truspoint C UMEHeM s-terra technological trustpoint. EcnmatoT trustpoint
OTCYTCTBYET, OH CO3[laeTCs aBTOMaTUYECKN.

Takke Npu cTapTe KOHCONM MPOUCXOANT CUHXPOHM3aUUs onncaHus preshared kntover B 6ase
nokanbHbIX HacTpoek u Cisco-like koHuUrypaumm:

1. Ecnu B Cisco-like KoHMrypauum npucyTcTBYeET KItoY, KOTOPLIN OTCYTCTBYET B Gase
NoKarnbHbIX HACTPOEK (Hanpumep, KoY, yaaneHHbIA C MOMOLLbIO KOMaHAdbl key mgr
remove), TO 3TOT KNIOY aBTomMaTu4eckn yaangetcs 3 Cisco-like koHurypaumm ¢ Belgaden
coo0LLIeHNs B for.

2. Ecnu 3Ha4veHue kntova, ykasaHHoro B Cisco-like koHdurypaumm, nomeHsnock B 6ase
nokarnbHbIX HACTPOEK, TO 3HaYeHMe Krtoya Takke MeHsieTcsa 1 B Cisco-like koHurypaumn.

Mpw 3anycke yTUNnUTLI CS_CONSsole BO3MOXHbI OLLMOKK, KOTOPbIE BbIAATCSA Ha KOHCOSb!

Tabnuua 1

TekcT coobLeHus MosicHeHune
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ERROR: failed to read cs_conv.ini[:
<reason>]

roe <reason> (ECnu NPUCYTCTBYET) OAWH
n3:

product was damaged or not installed

file has invalid format

integrity check failed

He yganock npountath hbann HacTpoek cs_conv.ini

Bo3moxxHasa npuynHa:

NPOAYKT NOBPEXAEH UM HEKOPPEKTHO YCTAaHOBIEH

hann umeeT HenpaBuUnbHbIN hopmaT (BEPOATHO
JonyuleHa owmnbka npu pegakTuposaHum)

He npoviaeHa NpoBepkKa LefoCcTHOCTY (ogHa U3
BO3MOXHbIX NPUYUH — hann Bbin oTpegakTUpoBaH, Npwm
3TOM He 6bIn caenaH Bbi3oB integr_mgr calc -f
/opt/VPNagent/etc/cs_conv.ini)

ERROR: vpnsvc daemon is not running,
cs_console will exit now!

Press ENTER to continue

Owubka: cepBMC VPNSVC He 3anyLleH. cs_console
cellvac 3aBepLunT paboTy.

[nsa npogomkeHnsa HaxmuTe ENTER...

(coobLleHne BO3HMKaET, ecnv BO BpemMs paboTbl
CS_console 6bin 0OCTaHOBMEH CEPBUC VPNSVC)

ERROR: Could not initialize module
manager.

Press ENTER to exit

Owwbka: He yganock HuumManmaunposatb module
manager.

Ins Bbixopga Haxxmnte ENTER...

(ckopee Bcero, obosHavaeT, 4To [1poayKT HENPaBUIBLHO
YCTaHOBIEH UMW UCMOPYEH)

ERROR: Could not establish connection
with daemon.

Press ENTER to exit

Owwubka: He yaanocb yCTaHOBUTbL CBSA3b C CEPBUCOM.
[na Bbixoga Haxkmnte ENTER...

(Hanbonee BeposATHasA NpUYMHA — NOMbITKA 3anycka
CS_console npu ocTaHOBNEHHOM cepBUce)

ERROR: Could not initialize resources.
Press ENTER to exit

Owwnbka: He yganocb NPOVHULMANM3NPOBaThL PECYPCHI.
[na Bbixoga Haxkmnte ENTER...

(ckopee Bcero, 0603HavaeT, 4To MpoayKT HenpaBUbLHO
YCTaHOBIEH UMM UCMOPYEH)

ERROR: Could not initialize interfaces.
Press ENTER to exit

Owwbka: He yganocb NpovHMLManNM3nMpoBaTb
NHTEpdencsI.

Ona ebixoga Haxmute ENTER...

ERROR: Invalid XML file.
Press ENTER to exit...

Owwnbka: HeBepHbI hopmaT XML-canna.

[ns sBbixoga Haxkmute ENTER...

ERROR: Unable to get super-user
privileges.

Press ENTER to exit...

Owunbka: HEBO3MOXHO Mosy4vaTh NpaBa
cyneprnornb3oBaTerns.

Ona Bbixoga Haxmute ENTER...

ERROR: Internal error.
Press ENTER to exit...

Ownbka: BHYTPEHHSAS OLLIMOKa.

Ona Bbixoaa Haxkmute ENTER...

Password required, but none set

[nsa BXoga B NpMBMNErMpoBaHHbI pexum TpebyeTcs
naporb, HO OH He 3afaH B KoHUrypauum.

Bel VPN Gate-V 4.1
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3arpyska HavyanbHOW KoHcurypaumm

Ecnu npu 3arpy3ke Ha4aneHON KOHUrypauumn B Kakon-To U3 KOMaHza npom3oLuna owmnbka:

e Ecnu ansa gaHHom ownbkmn JOCTYMNHO cneunduryeckoe cooblueHme (kKoTopoe MoXeT BbiTb
BbIBEZIEHO B Criyyae nogobHoNn ownbkm Npy py4HOM BBOAE KOMaHZbl), TO 3TO coobLieHre
BblJAETCSl Ha KOHCOIb.

e Ha koHconb BblAaeTcA COO6L1J,eHl/IeZ
Warning: Command "<cmd>" processing failed
e B nor BblaaeTcsa coobueHme:

Command "<command line>", processed with status FAIL

e KomaHga nrHopupyeTcs.

Mpwn cTapTe cs_console yntaetca pann /etc/ifaliases.cft.
CS_console BocnpuHumaeT anuackl MHTepdgencos (napameTp “name”) cneagyowmx opmaTtos:
e FastEthernet<n>/<m>
e GigabitEthernet<n>/<m>
e TenGigabitEthernet<n>/<m>
e Async<n>

rge <n> n <m> — NMpPoun3BOJibHble HEOTPULIAaTESIbHbIE YNCHa. I'Ip06enb| B OaHHbIX cbopmaTax HE
OO0NnyCKaroTCA.

NuTepdenic ¢c anvacom “default” urHopupyetcs 6e3 Bblgayum AONOMHUTENBHBIX COOOLLEHN.

Ecnu npucyTcTBYIOT MHTEPECHI C anMacaMmu, He NonagaloLwuMy B BbllLEeNepeYncreHHble
chopmaTbl, OHM UTHOPVPYIOTCS C BblAaven NpeaynpexaeHns Ha KOHCOrb:

Warning: Interface(s) <interface list> ignored due to incompatible name
format

rie <interface 1list> — CMMCOK annacoB MHTePdENCcoB, KOTOPblE NPOUrHOPUPOBAHSI
cs_console.

[nsa paboTbl cs_console Heo6xoAnMo, YToGbl NpUcyTCTBOBAN X0TA Bbl O4WH MHTEpPdEC ¢
noaxoasiwMmM annacom. B npotuBHoM cniydae cs_console 3aBepwunt paboTy ¢ Bblgadein coobLieHns
006 oLndKe:

ERROR: At least one interface with compatible name must be present in
file "/etc/ifaliases.cf".

MpucyTcTByOWME HA MOMEHT CTapTa KOHCONu hmusmnyeckme ceTesble NHTepenchl
pacnpenensaTcsa o 3a4nTaHHbIM JTOrMYECKUM NHTepdencam.

Ecnu napanneneHo ¢ 3anyLleHHon ¢s_console Obinu nponssegeHbl 4ENCTBUSA, KOTOPbIE NPUBENN K
NMOSABIIEHUIO U UCHE3HOBEHMIO CETEBBLIX MHTEP(ENCOB, TO BO3MOXHA PACCUHXPOHMU3ALMA MEXAY
pearnbHbIM COCTOSIHUEM CUCTEMBI N ero oTobpaxeHnem B ¢s_console. [1py BO3HMKHOBEHUMN TaKMX
CUTyaUnin, pekoMeHOYyeTCH BbINTU U CHOBa BOWTU B CS_console.

Mpun cTapTe cs_console nponssogMTcst NpoBepka COOTBETCTBUS MONb3oBaTeneln onepaumoHHON
cucTeMbl 1 nornb3oBaTenen, ykasaHHbix B Cisco-like koHdurypaumm. BoamoxHble cutyauum un
OEeNCTBUS, BbINOMHSAeMble CS_console onvcaHbl B Tabnuua 2.
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Tabnuua 2

MpucytctBre

nonb3oBaTen

s B Cisco-like

KOHdurypaum
"

MpucytctBre
nonb3oBaTens
B cucteme

CosnageHune
napons B
Cisco-like

KOHpurypauum

n B cucteme

YkasaHue
cs_console B
kayecTtBe shell

y
nonb3oBaTtens

[encteune cs_console

+

+

+

Hwyero He genaetcs

CmeHa napons B cucteme
(Cisco-like koHUrypauus
UMeeT NpUopuTeT)

CwmeHa shell Ha cs_console

N/A

N/A

CospnaHuve nonb3oBaTens
(aHanorn4yHo py4Homy BBOAY
KOMaHAbl)

N/A

Tonbko npu cobnioaeHnm
crnenyoLwmnx yCrnoBuii:

a) dopmat nmenmn
nosnb3oBaTens
COOTBETCTBYET AOMNYCTUMOMY
B KOMaHe username.

6) Y nonb3oBaTtens
YCTaHOBIEH HEMYCTON
naporne.

HobaBneHve nonb3oBaTtens B
Cisco-like koHdburypauuio.
VMcnonb3oBaHue
3aWmndpoBaHHOro Napons,
3aperncTpmpoBaHHOrO B
cucteme. BoictaBneHne ons
nonb3oBaTens
MUHUMAarbHOIO YPOBHS
npusunerun (0).

JlononHUTenbHO B 3TOM
cryyae Ha KOHCOINb BblgaeTcst
npeaynpexaeHve
cneayoLlero Buaa:

% Warning: User(s) <user-
list> were automatically
added to configuration. Zero
privilege level was assigned
to them.

roe <user-list> — cnucok
nonb3oBaTenen,
aBToOMaTU4ecKkn
pobasneHHbIx B Cisco-like
KOHdUrypaumtio.

N/A

Hwuyero He genaetcs

MpumeyaHus:

Bel VPN Gate-V 4.1
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3Be3gouka (*) obo3HavaeT, UTO AN AaHHOW CTPOKU YCINOBME HE BaXHO.
N/A obo3Ha4vaeT, YTo ANA AaHHOW CTPOKKU YCOBME HEMPUMEHUMO.

Ecnn Ha cTapTe BbINonHaeTca kakoe-nmbo AencTeue ¢ nonb3oBatensamu, MHdoopmaums o6 aTom
OEencTBMM BblOAETCA B NOr.

Ecnu npu nonbiTke cmeHnTb shell none3oBaTens npousoLuna Kakas-1o ownbka, nonb3oBaTerb He
nobaensietcs B Cisco-like koHdurypaumio. Ha koHconb BbigaeTcs coobLeHne ob owwmnbke:

[

% User "<username>" shell change failed.

Ecnu npu gpyrux gencremsa npomsoLluna owwmbka, none3oBartenes Takke He aobasnsetcs B Cisco-like
KoHurypaumio. Ha koHconb BbigaeTcs coobueHne o6 owmnbke, aHanormyHoe coobLLeHunio,
BblJaBaeMoMy B NoA0BHOM cuTyaLmMmn Npu NOMbITKE PyvHOro AoGaBneHns nofb3oBaTensi.
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YpaneHHas HacTpouka no SSH

CospaHue nokanbHou nonuTukn 6esonacHoctu Ans wnio3a Bel VPN Gate-V MOXHO ocyLlecTBuTb
yAaneHHo npu nomoLLM KOHCONM No npotokony SSH1 nnu SSH2.

HacTtpoliky wnto3a npoBoguTe noAa 3awmuTon IPsec. [Ansa aTon uenu nocne nHctannsuyumn Bel VPN
Gate pekoMeHAyeTCs 3arpy3nTb HadarnbHy KOHUIrypaumo, KoTopasi No3BOMNUT B AaNbHENLLEM
co3aaThb 3aWUUeHHbIl KaHa Ansa yoaneHHon HacTponky wnio3a. Cos3gaHme HavyanbHoOwm
KoHdUMrypaumm onncaHo B pasgene «loctpoenne VPN TyHHens mexay wio3om Bel VPN Gate 4.1
1 pabo4Mm MecToM agMUHUCTPaTopa AN yaaneHHON HaCTPOMKM LW3ay» AOKyMeHTa «HacTpornka
Lnto3an.
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WUnTepdenc nonb3oBarens

Cs_console sBnsieTcst TepMyHanbHbIM npunoxeHmem. CylecTByeT cuTyaumn, B KOTOPbIX BaXHOE
3Ha4YeHe UMEET OnpeaeneHne NpPaBuMbHbIX pasMepoB TepMuHana. MNMpumepbl Takux CUTyauuii:

e pefakTVpOBaHWe ASIMHHbIX CTPOK (KOTOPbIE HE MONTHOCTHLI0 NOMELLATCS B OKHE TepMuHana);
e naysbl NPV BbIBOAE ANMMHHOW KOHGUrypaumm no kKoMaHae show running-config;

e BbI30B BHELUHNX TEPMUHANBHbLIX NPorpamMm (Hanpumep, vi, less, top 1 T.n.) ¢ NOMOLLbIO
KOMaHabl run.

Mpu cTapTe cs_console B HEKOTOPbLIX Cry4yasix MOryT BO3HUKaTb Npobnembl, CBA3aHHbIE C
HEKOPPEKTHLIM onpeaeneHnemM pasamepoB TepmmHana. Takne npobnembl BO3HMKAKOT, €CIn
ncnonb3yeTcs CUCTEMHAs KOHCOSb, NogkmntoyeHHas no COM-nopTy.

Hanee nogpobHo onuncaHbl AaHHbIe NPOBNeMbl U PEKOMEHAALMN MO UX PELLEHUIO.

Mpu cTapTe cs_console npoucxoauT onpedeneHne pasmepoB TepMuHana (LUMpWHa 1 anvHa):
1. CHayvana genaeTcsl NnonbITka NPoYnTaTh pasmepbl TepMUHaNa U3 NepeMeHHbIX OKPY>KEHUS:
LUMpUHA TepMUHANa:
COLUMNS
AnvHa TepMuHana:
LINES

2. 3Tn nepemeHHbIe OKPYXXEHUS MOTYT ObITb NepeonpeneneHbl Nonb30BaTeneM npu 3anycke
Cs_console, Hanpumep:

COLUMNS=80 LINES=24 /opt/VPNagent/bin/cs console

Tonbko B crnyvae peanbHo HEOOXOAMMOCTU, KOr4a cMCcTeMa He MOXET KOPPEKTHO onpeaenvTb
peanbHble pa3Mepbl TepMUHana, crnegyeTt nepeonpefensiTe NepeMeHHble oKpyxeHusi. Ecnu
BbICTABUTb HEKOPPEKTHBIE 3HAYEHNS, TO 3TO MOXET NpuBecTu k cbosiM B paboTe cs_console n
MHBIX TEPMUHAMNbHBLIX NPUMOXEHWA.

3. Ecnu pa3mepbl TepMuHana B nepeMeHHbIX OKPY>XEHUSI HE BbICTaBMANUCL, TO AeNaeTcs
nonbITka NPOYUTaTh NapaMeTpbl TEPMUHANA C MOMOLLbI CUCTEMHOTO BbI30Ba (ioctl).

4. Ecnun CMCTEMHbIN BbI30B BEPHYN OLWMNOKY MMM Bblgan 3HaYeHns LWNPWHbLI U ATNWHbI, paBHble 0
(Takoe nMpomcxoauT, eCcriv UCNONb3yeTCA CUCTEMHAsA KOHCOMb, NnoakntoveHHasa no COM-
nopTy), TO AenaeTcs NonbiTka NPOYNTaTb XapakTepuUcTukn TepMmHana “co” (wunpuHa) n "11i”
(AnvHa) ¢ NOMOLLbI0 CUCTEMHOTO BbI30Ba tgetnum.

CnegyeT yunTbiBaTh, YTO B NOAOGHON CMTyauun pasHble onepaLoHHbie CUCTEMbI BeAYT cebst
No-pasHOMY: OAHW BbICTABMAKOT HEKOTOpble 3HAYEeHUs MO YMOSYaHui (kak npasBuso, no
OMMCaHUI0 UCMOJIb3yeMOoro TepMuHana), a gpyrme — Moryt Boo6GLie He BbICTaBnsiTb AaHHbIe
XapaKTEPUCTUKM.

5. Ecrnn LWWNPUHY 1 ONHY TepMUHana nony4vntb He yaanocCb HM OOHUM U3 YKa3aHHbIX Bbllle
cnocoboB, TO BLICTABNATCS 3HAaYEHUsI NO YMON4YaHUK: WNpUHa — 511, anunHa — 0.

MpumeyaHue: oaHHoe noBedeHWe oTnuyvaeTcs ot noeefeHusa Cisco 10S: Tam, B nogoOHoM
CUTyauun BbICTaBNSATCA 3HadeHus: wnpuHa — 80, anuHa — 24.

PesynbTaTt onpegeneHns paamepoB TepMmnHarna (eCcnv He NCMONb3YyTCA NEePEMEHHbIE OKPYXEHMUS
COLUMNS / LINES) MoXeT oTnmyaTbCsl B 3aBMCUMOCTU OT:

e Tuna nogknoyeHns TepmmHana (COM-nopt, SSH v 1.n.);
e OrepaunoHHOW CUCTEMbI, Ha KOTopou ycTaHoBreH Bel VPN Gate;

® KITMEHTCKOro TepMmnHaribHOro npunoXxeHuad, ncrnofib3yemMmoro and nogkrnu4YeHmna K KOHCOnn.
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MpoBepuTb pasmepbl TEpMMHANa B 3anyLEeHHON KOHCOSM MOXHO C MOMOLLbI0O KOMaHAbl show
terminal.

Ecnu cs_console yxe cTapToBana, a B Hell 3afiaHbl HEKOPPEKTHbIE pa3Mepbl TEPMUHANA, TO UX
MOXXHO MCNPaBUTb C NOMOLLLIO KOMaHA terminal width/ terminal length.

BoamoxHa peakums cs_console Ha U3MeHeHue pasmMepoB TepMuHara, ecnv Ans 3TOro CyLecTByeT
TexHnyeckasd BO3MOXXHOCTb:

,El,aHHy}o peakuno MOXXHO HabnogaTb, HanpumMmep, cneaywimm 06pa30M: Ha4yaTb BBOOUTb OYEHb
ONMNHHYK0 CTPOKY, MHULUUNPYHOLL YO I'OpI/I3OHTaJ'IbeIl7I CKPOJUTNHT; 1 Noche 3TOro NSMEeHUTb
LUNPUHY TEPMUNHAIIbHOIO OKHa.

Peakumns Ha nameHeHue pa3MepoB TepMMHana. nepepncoBka CTPOKM NMPONUCXOANT TOJIbKO Mnocrne
BBOAa crneaywuiero CMMBoJia Ui Haxatusa ynpaBnmou.l,eVl KrnaBuLin.

Hannuyme unu oTcyTCTBME peakumm Ha U3MEHEHNE pa3MepoB TEPMUHANa Takke 3aBUCUT OT
pa3sHbIX aKTOPOB:

Tuna nogknodeHns tepmuHana (COM-nopt, SSH n 1.n.);
KMMEHTCKOro TEPMUHANbHOTO NPUMAOXKEHNS, UCMOMNb3YEMOro A5 MOAKNIOYEHNS K KOHCOMMW.
Kak npaBuno, peakums Ha U3MeHeHne pasmepoB OKHa:

NpUCYTCTBYET B crny4vae noakntodeHns no SSH (Npu ycnoBum, YTo KIIMEHTCKOE MPUIIOXKEHMWe
KOPpPeKTHO obpabaTtbiBaeT M3MEHEHWE pa3MepoB TEPMUHANBLHOrO OkHa WM onoseluaeT SSH-
CepBep 0 HEM);

OTCYTCTBYET NMPW NOAKMHOYEHUM K CUCTEMHOW KOHconu no COM-nopTy.

Ecnu pasmepbl TepMmnHana nepeonpeneneHbl C NOMOLLbIO KOMaHA terminal width,
terminal length, TO peakuusi Ha U3MEHEHNE pPa3MePOB TEPMMHAra OTCYTCTBYET (3HaYEHMs,
3a/laHHble B 3TUX KOMaHAax, cumTatoTcs 6ornee NpuopuTeTHLIMU).
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CneunanbHble KOMaHAbI peaakTupoBaHuA

Cisco-like koHCcONb NogAepXMBaeT cneunanbHble KOMaHabl pefakTUPOBaHUSA KOMaHAHOW CTPOKM.
CvmBoOnbl ANS BbI30Ba 3TUX KOMaHA, U AEWUCTBUSA NepeyncrieHsl B Tabnuue.

Tabnvua 3

CumBon

HasBaHue

DenctBne

KomaHabl nepemelyeHust Kypcopa

Ctrl-A, Home

Beginning of line

MepemelLaeT Kypcop Ha Ha4yano CTPOKM.
MpumeyaHue: kHonka Home paboTaeT He BO BCeX
COYETaHUsIX TUMNa TepPMMHAaNa n UCrnonb3yemMoro
KIMWMEHTCKOrO TEPMUHAINBbHOTO MPUOXEHWS.

Ctrl-B, <-

Back character

MepemellaeT Kypcop Ha ogHy No3uUuio BIEBO.

Ctrl-E, End

End of line

MepemellaeT Kypcop B KOHEL, CTPOKM.
MpumeyaHue: kHonka End paboTaeT He Bo Bcex
coYeTaHUAX TMNa TepMMHana n Ucrnonb3yemMoro
KMUEHTCKOro TEPMUHANBHOMO MPUMOXEHWS.

Ctrl-r, -> Forward character MepemelyaeT Kypcop Ha 0aHy NO3MLMIO BNPaBo.
Esc B Back word [MepemeluaeT Kypcop Ha 04HO CrOBO Ha3aj.
Esc F Forward word MepemeLaeT Kypcop Ha OOHO CIIOBO Bnepes.

Bbi30B noackasku

Ctrl-I, Tab

Auto complete

[ononHsieT koMaHAgy, ecnun Hayano CTPOKM
0OHO3HA4yHO onpeaenseT BO3MOXHOE NPOAOIKEHNE.

List possible
commands

Ecnu ? BBeageH 6e3 npobena - pacnevyatbiBaeT
KOMaHAbl, Ha4YNMHaLwnecd TakK XXe Kak 1 BBeaeHHasa
cTpoka.

Ecnu ? BBeageH nocne npobena — pacne4varbiBaeT Bce
BO3MOXHble AN AarnbHeNWwero BBOAA KOMaHAbI.

KomaHabl paboTbl ¢ uctopuen

Ctrl-P, 1 Previous BbI3biBaeT Ha 3KkpaH npeablayline KoMaHabl, Ha4yMHas
C nocneaHen BBeaeHHon. NNoBTOpHbLIV BBOA CMMBOMA
Bbl3blBaeT 6oree cTapble KOMaHAbl.

Ctrl-N, | Next BbI3biBaeT Ha akpaH bonee cBexune koMaHabl nocre
BbI3oBa bonee ctapbix komaHgon Ctrl-P nnu 1.

KomaHabl yaaneHus

Ctrl-H, Delete to the left YpansieT cMMBOI cneBa oT Kypcopa.

Delete,

Backspace

Ctrl-D Delete YpoansieT cMMBOI Haf, KYpCcOpOM.

Ctrl-K Delete line forward YpansieT Bce CMMBOIbI OT Kypcopa A0 KOHLAa CTPOKW.

Bel VPN Gate-V 4.1
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Ctrl-U, Ctrl-X | Delete line backword | YganseT Bce CUMBOSbI OT Kypcopa A0 Hadana CTPOKM.
Ctrl-w Delete previous word | YganseT cMMBOMbI OT Kypcopa A0 Havyana crosa.
ESC D Delete next word YpanseTt cMMBOfbl OT Kypcopa A0 KOHLa CrioBa.
Mpeobpa3oBaHue O6ykB
ESC C Capitalize word MpeobpasoBaTb OykBLI OT Kypcopa A0 KOHLa CroBa:
HayaTb C NPONUCHOMN BYKBbI, OCTarnbHbIE CTPOYHbIE.
ESC U Make word uppercase | Caoenatb Bce 6ykBbl OT Kypcopa [0 KOHLa croBa
NPOMNUCHBLIMMU.
ESC L Make word lowercase | Caenatb Bce 6ykBbl OT Kypcopa 40 KOHLUa croBsa
CTPOYHbLIMMU.
MepecTaHOBKa CUMBOJIOB
Ctrl-T Transpose MeHsieT mecTamu CUMBON CrneBa OT Kypcopa U
CMMBOJT Haf, KYpCOPOM.
BBoAa HenevyaTHbIX CUMBOJIOB
Ctrl-v, Ignore editing Cnepywowmm BBeAEHHbIV CUMBOS 6yaeT BOCNPUHSAT
ESC O He Kak KoMaHa pefaKkTMpOoBaHusl, a Kak YacTb
BBOAMMOW NMonib3oBaTenem KoMaHapbl.
3aBeplueHne BBoaa KOMaHAbI
Ctrl-J, Execute BBog KomaHgbl.
Ctrl-M,
Enter
MoBTOPHbIN NOKa3 KOMaHAHOW CTPOKMU
Ctrl-IL, Redisplay Line [MoBTOpPHO MokasaTb prompt 1 coaepXxmmoe
KOMaHZHOW CTPOKM.
Ctrl-R A P

Bel VPN Gate-V 4.1
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OcobeHHOCTH BBOAA YUCNIOBLIX 3HAYEHUH

3HaueHne, cocTosiLLee TONbKO U3 AECATUYHbIX Lll/lq)p M HEe Ha4YMHakLwleecd C HYNnA, TPaKTyeTCAa Kak
OecAaTn4Hoe 4ncro.

3HauyeHue, HauMHatoweecst ¢ cumBonoB Ox unu 0X u, ganee, COCTOSILLEE TOSbKO M3
LecTHaguaTepuyHbix undp (0-9, A-F, a-f), TpakTyeTcs kak WecTHaguaTepuyHoe Y1cro.

3HauyeHVe, HauMHaloLEeecs C Hyms, 1, Aanee, COCTosILee TONbKO U3 BOCbMepUYHbIX Lndp (0-7),
TPaKTyeTCsl Kak BOCbMEPUYHOE YNCITIO.

[onyckalTca cneumarnbHble 3Ha4YeHs:
08 unu 0...08 TpakTyeTca kak 4mcno 8,
09 unu 0...09 TpakTyeTca kak ymcno 9,

rae 0...0 — nponsBonbHOe KonmnyecTBo naywmx nogpsg Hynen. B Cisco |OS ncnone3yetca 6onee
LUMPOKOE NPaBUIIo BBOAA: YNCIIO, HAUMHAIOLWEECH C HyNsA 1 cogepxallee B cede umndpsl 8 n/mnm 9,
TpakTyeTcs Kak gecsatuyHoe. B cs_console 3HaveHusa Takoro poga, Hanpumep 087, 099, kpome
cneumnanbHO oTMeYeHHbIx 08, 0...08, 09, 0...09, He gonyckatloTcs.

HeKOTOpre NnpuMepbl TPAKTOBKM BBEeAEHHbIX YNCITOBbIX 3Ha4YeHun npmnBeaeHbl B Tabnuue.

Beogumoe 3HaveHue PesynbTat (B gecaTudHom Buae)

0 0

1 1

129 129

0XAB 171

Ox1f 31

010 8

077 63

08 8

09 9
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KomaHabl, poactBeHHble Cisco Systems

Hwxe npuBeaeHo onucaHue komaHz, 6asnpyoLmMxcsa Ha aHanormyHblx komaHgax ot Cisco 10S.

PaboTaloT Tonbko Te KOMaHAbl, KOTOPbIE ONMCaHbI B 3TOM rnaBe, ocTanbHble komaHabl Cisco 10S
UrHOPUPYIOTCA.

MakcumanbHaga anvHa BBogMMON KoMaHabl — 512 CMMBOOB U HE 3aBUCUT OT HaCTpOEK TepMunHana.
I'IpM OOCTWXKEHUN SaHHOro 3HaYeHWs AanbHENLLNA BBOA KOMaHAbI 6n0K|/|pyeTcs=| (BO306HOBJ’IﬂeTCﬂ,
ecnu yoanntb Kakne-nnmbo n3 BBEOEHHbIX paHee CVIMBOJ'IOB).

HeincTtBune cisco-like komaHg HauMHaeTCs TONMbKO NOCHe BbIXOA4a U3 KOHUIypaLMOHHOIO pexnMa
koHconu. MoagpobHee cm. pasgen «KoHsepTop VPN nonmMTuku» B OTAENbHOM JOKYMEHTE
«lMporpammHbin komnnekc Bel VPN Gate-V 4.1. MNpunoxeHue».

Ecnu npu 3anucn Cisco-like koHdburypauum B 6a3y nokaneHbIX HACTPOEK Npomn3oLLna owmnbka, Ha
KOHCOJb BblAAeTCs OAHO U3 cneayoLwmx cooblieHnin, npusegeHHbIx B Tabnuua 4.

JaHHble coobLeHnss cBMOETENbCTBYIOT O cepbe3Hon npobneme B paboTe cs_console. Mpu nx
NnosiBNEeHUN pekoMeHAyeTCs nepes3anycTuTb KOHCOMb (BO3MOXHA NOTepst AaHHbIX). [1py cTabunbHOM
NOSIBMIEHMUN AaHHbIX COOBLLIEHNI peKoMeHAyeTCs 06paTuUTbCA B CyX0y TEXHUYECKON NOOOEPXKKM.

Tabnuua 4

Coob6LeHune MosicHeHune

% Configuration save failed: memory allocation | He yganocb coxpaHuTb koHUrypauuio:
error owmbka pacnpeaeneHnsi namsaTu

% Configuration save failed: input/output error | He yganocb coxpaHuTb KOHUrypauuio:
olwmbka BBOaa/BbIBOOA

% Configuration save failed He yganock coxpaHuTb KOHUrypaumio:
Hen3BecTHas olmnbka

MpegynpexaeHue: npu 3anyLleHHON cneunanm3npoBaHHON KOHCOMN — cs _console, Nnepef
OCTaHOBKOW cepBuca vpngate HEOGXOAUMO BbIATU U3 KOHCOMU, MHAYE KOHCOSb OKaXeTcs
HepaboToCNoCcoGHO NPK BbIKMHOYEHHOM CepBUCe.
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KomaHabl BXoga B peXMMbl HaCTpoeK

CyUJ,eCTByeT TpU pexnma HaCTpoeK, B KOTOPbIX MOTYT BbINOJIHATLCA TOJIbKO onpeaerieHHble
KOMaHObl:

o CrtaHgapTtHbin pexum (EXEC) — BbINONHAIOTCA B OCHOBHOM KOMaHbl, NO3BONSAOLLME
nony4nTb MHopMaLMo O MOAENN annapaTHOW NNaTtgopMbl, BEPCUM NPOrPAMMHOIO
obecneyeHnst 1 BeEpCUKN YCTAaHOBNEHHOIO NPOAYKTA, a TaKkke YPOBHE NpUBUNErui
nonb3oBartens.

o [lpuBunervpoBaHHbIn pexum (privileged EXEC) — paclumpeH cnmcok MHpOopMaLUMOHHbIX
KOMaHg, JOCTYMHbI KOMaHAbl HACTPONKM TEPMMHAIA, CUCTEMHbIE KOMaHbl, KOMaHab!
ynpaBneHnst COeAUHEHNSIMU 1 pacnncaHmem, KoMaHgbl paboTbl C KOHUrypauuen.

e [no6GanbHbI KOHPUIYPaLMOHHBIN PEXUM — BbINOMHATCA KOMaHAbl, 3a4atoLLme NonmMTUKy
©e3onacHoCcTM.

configure terminal

[ns Bxoaa B rmobanbHbIN KOH(PUIYpaLMOHHbBIA PEXNM CUCTEMbI UCMOMb3yNTe KOMaHAy configure
terminal B MPUBMNErMPOBAHHOM pEXMME.

CuHTakcuc configure terminal

OTa koMaHAa He NMeeT apryMeHTOB UMW KITHOYE.

PeXxumbl KOMaHAabI privileged EXEC

PekomeHAaLMM NO UCNOJIb30BaHUK

WcnonbayiiTe aTy kOMaHA4y A58 BXO4a B rnobanbHbli KOHUIYpaLMOoHHBIN pexxum. CnegyeT
NMOMHMWTb, YTO KOMaHApbl B 3TOM pexuMe OyayT 3anvcaHbl B hann AeicTBYOLEN KOHUIypaLmm
cpasy nocne BBoAa (Mcnonb3oBaHus knoyen Enter nnu Carriage Return).

ﬂocneBBOAaKomaHﬂblconfigureCMCTeMHaﬂCTpOKaM3MeHMTCﬂ(:<Router—name>#Ha
<Router-name> (config) #, YTO NOKa3blBaeT Nepexos B rnobdarnbHbI KOHPUIYPaALMOHHBIA PEXNM.
Onsa Bbixoga n3 rnobanbHOro KOHUrypaLMoHHOro pexuma n Bo3BpaTa B NPUBUNErMpoBaHHbIv
EXEC pexnm criegyeT BBECTU KOMaHAy end UMK exit.

,D,J'Iﬂ TOro, YTOObI yBuaeTb caenaHHble NBMEeHEHUA B KOH(bVIrypaLI,I/II/I, VICﬂOﬂb3y|ZTe KoMaHAy show
running-config B EXEC pexume.

Mpumep

Hwxe npuBeaeH npumep nepexona B rnodanbHbIN KOH(PUIypaLMOHHbBIN PEXUM:
Routerf#configure terminal
Enter configuration commands, one per line.

Router (config) #
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enable

[nsa Bxoaa B npuBmnerMpoBaHHbin pexum EXEC nnu ans HeKoTopbiX APYrnX HAaCTPOEK YPOBHSA
3alWNTbl CUCTEMHBIM aAMUHUCTPATOPOM UCMONb3YNTe KOMaHQy enable.

CuHTakcuc enable

PeXnmbl KOMaHAbI EXEC

PekomeHOaUMM No MCNOJIb30BaHUK

Bxopn B npusunernpoBaHHbln pexnm EXEC nossonset ncnonb3oBatb NPUBUIErMpoBaHHbIE
KomaHabl. [10CKONbKY MHOMMe 13 NPUBUIIErMPOBaHHLIX KOMaH YCTaHaBNMBAOT onepaunoHHbIe
napameTpbl, NPMBUIEMMPOBAHHbIV AOCTYN OOSMKEH ObITh 3alyuLLeH naponem, 4Tobbl NpegoTBpaTUTL
HenpaBoOMOYHOE MCMonb3oBaHMe. Ecnn cucTeMHbIn agMUHUCTPATOpP YCTaHOBMUIT Napofib KOMaHAOoM
rnobanbHOM HacTPOMKN enable password WM enable secret, 3TOT naponb 6yaeT y Bac
3anpoLleH Ao Toro, kak Bam ByaeT paspelueH gonyck K npusunernposaHHomy pexumy EXEC.
[Mapornb YyBCTBUTENEH K pErucTpy.

Ecnu ans Bxoga B npvBuIernpoBaHHblii pexxum EXEC naponb He Gbin YyCTaHOBIEH, TO B KOHCOJb
MOXXHO OyaeT 3aiTV TONbKO NPUBUIErMPOBaHHLIM MOJSIb30BaTENsIM.

Mpumep

B nprBegeHHOM HUXe NpuMepe Norb3oBaTeNlb BXOAUT B NPUBUNIErMPOBaHHbIN PEXUM, BBOAS
KoMaHay enable 1 npeabsaBnss naposb. [py BBoge naposb He nokasbiBaeTcs. [ocne aToro
kKomaHaown disable nonb3oBaTenb BbIXOAUT N3 NPUBUNEMMPOBAHHOMO peXxnMmMma B NONb30BaTEbCKUN
pexum:

Router> enable
Password: <letmein>
Router# disable

Router>
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KomaHab! BbIxo4a U3 peXXMMoB HacTpoeK

end

[nga 3aBepLueHmsa ceccum KOHUIypaLMOHHOIO pexxumMa 1 Bo3BpaTa B NPUBUNETNMPOBAHHbIA PEXUM
EXEC ncnonb3yite kKomaHay end B rnobanbHOM pexume.

CuHTakcuc end

OTa KoMaHAa He MeeT apryMeHTOB UMK KITHoYen.

3HayeHue No ymonyaHuo 3HayeHve No YMOI4YaHWIo OTCYTCTBYET.
Pexu1mbl KoMaHAabl Global configuration

PekomMeHaaLuu No UcnonbL30BaHUKO

KomaHga end no3BonsieT BEPHYTLCS B NPUBUIErMPOBaHHbIN pexum EXEC He3aBMCMMO OT TOroO, B
KakoM KOH(pUrypaunmoHHOM pexmme Bbl HAXOOUTECH.

Mpu BbIXOAE M3 rMO6anNbHOrO KOHPUrypaLMOHHOIO pexnumMma, npu Heob6xo4MMOCTH NMPONCXOaNT
nonbITka KOHBEPTUPOBaHUSA KOHUIypaummn, U BCe CAeNaHHble N3MEHEHNs BCTynatoT B cuny. lMpu
3TOM NPOVCXOAUT yAarneHne Bcex yCTaHOBMNEHHbIX paHee coeanHeHnn (IPsec n ISAKMP SA).

OTa KoMaH4a MOXET UCNOoMb30BaTbCS B pPa3finyHbIX KOH(bVII'ypaLI,VIOHHbIX pexnmax.

Mcnonb3yinTe aTy KOMaHAay, Koraa Bbl 3aKOHYMMW onepauun No HacTpoKrKe 1 Xenaete BO3BPaTUTLCA
B pexxum EXEC ans BbINOSHEHUS LWIAroB no Bepudunkawmm.

OTnnyme gaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

Tonbko nocne BbIxoAa U3 KOHUIypaLMOHHOro pexnuma npu HeobxoaMMOCTH NPOUCXOANT
NonbITka KOHBEPTUPOBAHMWS KOHUIypaLmu, 1 BCTYNaT B 4EACTBME U3MEHEHNS,
nponsBeaeHHbIe B KOHbUrypauuu.

MNpumep
B npuBegeHHOM npumepe koMaHaa end UCNOMNb3yeTCs ANs BbIXxo4a U3 pexunma HacTporiku Router.

Router# configure terminal

Router (config) # interface fastethernet 0/1
Router (config-if) # exit

Router (config) # end

Router#
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exit (EXEC)

[ns 3aBepLueHnsi ceccmum paboTsbl ¢ MNpoayKTOM UCMOMNb3yNTE KOMaHAy exit B NOb30BaTENbCKOM
pexume EXEC .

CuHTakcuc exit

OTa KoMaHAa He MMeeT apryMeHTOB UMK KIOYEN.

3HaYeHue No yMon4aHuro 3HayeHne No yMon4aHuio oTCyTCTBYET.
Pexumbl KOMaHObI EXEC

PekomMeHAaLuu No UcnonbL30BaHUKO

Ncnonb3synTte komaHay exit B EXEC pexume Ans 3akpbitus ceccumn pabotol ¢ [pogykTom.

Mpumep

B npuBeneHHOM npumepe komaHaa exit (global) UCMOMb3yeTcs ANs BbIXOAa M3 rnobanbHoro
KOH(UIypaLMOHHOIo pexuma B NpUBUIIErMpoBaHHbIi pexxuM EXEC, 3aTeM Ucnonb3yeTcs koMaHaa
disable Ansa nepexoga B nonb3oBaTesnbCkuii pexxum EXEC 1 B kOHUE MCMoSb3yeTcsl koMaHaa
exit (EXEC) ANs BbIXoda U3 aKTUBHOM ceccum.

Router (config) # exit
Router# disable

Router> exit
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exit (global)

[na Bbixoga 13 noboro KOHMUrypaLmMoHHOro pexnma ¢ nepexoom B 6onee BbICOKNA peXxnm
nepapxumn nHtepdgenca KomaHgHOM CTPOKM UCMONb3ynTe KOMaHAy exit B Nobon
KOH(UrypaLumMoHHON Moae.

CuHTakcuc exit

OTa KoMaHAa He MeeT apryMeHTOB UMK KITHOYEN.

3HayeHue No ymonyaHuio 3Ha4veHne no ymon4aHuo OTCyTCTBYeT.
Pexunmbl KoMaHAabl Bce KoHMrypaumoHHbie pexvmbl.

PekomMeHAaLuu no UcnonbL30BaHUKO

KomaHaa exit ucnosnb3yeTcs B MHTepgence KOMaHOHOM CTPOKM AN Nepexoaa 13 TEKYLLEro
KOMaHAHOro pexumMa B pexxuM 6oriee BbICOKOro YpOBHSI Mepapxum.

Hanpumep, npu BbINOMHEHUN KOMaHAbl exit U3 rnobanbHOro KOHUIypaLMoOHHOIO pexnma byageT
npounsBefeH Nnepexo/ B NPUBUNErMpoBaHHbIi pexum EXEC. AHanormyHo NponssoauTcs nepexos 13
pexXumoB 3afaHHbIX KOMaHdaMu interface, ip access-list extended, crypto map B
rnobanbHbIN KOHPUIYPaALMOHHBIA PEXNUM.

Mpu BbIxoAe 13 rnmobanbHOro KOHMUIypaunoHHOTO pexunuma Bce CAeNaHHble U3MEHEHWS BCTYNaloT B
cuny. [Npy 3TOM NPoOMCXOANT yaaneHne BCex YCTaHOBMEHHbIX paHee coeamHeHun (IPsec n ISAKMP
SA).

OTnnyme gaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

Tonbko nocne BbIxo4a U3 KOHMUIrypaLMOHHOTO peXnMa BCTynatoT B AeNCTBME U3MEHEHNS],
nponsBeaeHHbIe B KOHbUrypauuu.

MNpumep

[MpuBeOeHHbIN HUXEe NpUMep AEMOHCTPUPYET Nepexoq 13 pexmnma HacTpomkM interface B
rnobanbHbIN KOHUIYPALMNOHHBIA PEXUM:

Router (config-if)# exit

Router (confiqg) #
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disable

KomaHga disable ncnonbsyeTtcs Ang Bbixoda U3 npusunernposaHHoro pexmnma EXEC n nepexoga
B Nosib3oBaTenbCknin pexxum EXEC.

CunHTakcuc disable
3HayeHue No yMOos4aHuio Bbixoa B nonb3oBatensckui EXEC pexnm.
Pexunmbl KomaHAabl privileged EXEC

PekomMeHaaLuu No UcnonbL30BaHUKO

C nomoLLbio KOMaHabl disable MOXHO OCYLLECTBUTb Nepexon B nonb3oBaTensckuin pexum EXEC.

Mpumep

MprBeOEHHBIN HKE NPUMEP OEMOHCTPUPYET BbIXOA U3 MPUBUNETNMPOBAHHOIO pexnMa B
nonb3oBaTtenbckun EXEC pexum;

Router> enable
Password: <letmein>
Router# disable

Router>
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KomaHab! BbiBoAa nHopmaumm (MHthopmaLMOHHbIe
KOMaHAbl)

show version

KomaHpa show version peanusoBaHa ans obecneyenuns coemectumoctu ¢ Cisco VMS. Ee BbiBOg
amynupyeT coobuieHus Cisco IOS o mogenu annapatHon nnaTtopMbl U BEPCUN NPOrpamMMHOro

obecneyeHus.

CuHTakcuc show version [|include {line to_include}]
include moamndurkaTop unbTpauum BeiBoga

line to_include BbIBOAMMAs CTpOKa AOSKHA cogepkaTb 3TOT apryMeHT
PeXumbl KOMaHAbI EXEC, privileged EXEC

PekomeHaaLMmM No UCNOJIb30BaHUKD

[aHHas komaHga ucnonb3dyeTcs Ans nonyYyeHns nHdopmaumm o KoHurypauuy annapaTtHon un
nporpamMmmHon nnatgopmM.

Ans BbIBOAA CTPOK, KOTOPbIE COAEPXKaT yKadaHHbIN apryMeHT line to include, UCMONb3yNTE
KomaHay B criegyloliem Buge:

show version | include {line to include}

roe | - obssatenbHbIN CUMBOS, a He 3HaK «unuy». lNocne cumBona | o6s3aTenbHO AOMKEH
cneposatb npoben, MHavye komaHga byget ownboyHON.

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komMaHabl Cisco 10S:

o [lepBas cTpoka BbiBoAa oTcytcTByeT y Cisco. [1Be nocrnegytoLme CTpoKu NPUCYTCTBYIOT B
BbIBOAE KOMaHAbl show run B Cisco |IOS, HO BbIBOAATCS U OpyrMe CTPOKN.

e B KomaHge show version AOMOMHUTENbHbIE MOANMUKATOPLI, KPOME hunbTpauumn BelBoaa
include, He gonyckatoTcs, B oTnmyune ot Cisco 10S.

o [IpoBepsieTca npsiMoe BXxoxaeHne line to include B BbiBogumon ctpoke. B Cisco I0S
npoBepsieTcs regular expression.

[na nonyyeHusa nHgopmaumm o KoHuUrypaLmm annapaTtHon u NnporpaMMHoOn NnaTtgopm u3
KOHbu2ypayuoHHOZ0 pexuma ucnonb3dyetcd komaHaa do show version.

MNpumep

MpvBeOeHHbIN HUXKE NpUMep CoaepPXKUT MHADOPMAaLNIO, KOTOpasi BLIBOAUTCS NPW BbINOMHEHNM
KOMaHapbl show version Npy HanNMYMK 3aperucTPMPOBAHHON NULEH3UM Ha NPOAYKT:

Router#show version

Bel VPN GATE1000 build 4.1.xxxx. Emulates:

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version
12.4(13a), RELEASE SOFTWARE (fcl)
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Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.

Mpu OTCYTCTBUM 3apPErMCTPUPOBAHHON NNLLEH3UN BbIBOS KOMaHAbl show version chnegylLuii:

Bel VPN GATE build 4.1.xxxx (no valid license). Emulates:

Cisco IOS Software, 2800 Software (C2800NM-ADVIPSERVICESK9-M), Version
12.4(13a), RELEASE SOFTWARE (fcl)

Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.
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show privilege

KomaHgoa show privilege oTOGpa)aeT TEKYLUIA YpOBEHb NPUBUIIETUI NOSb30BaTEeNs.

CuHTakcuc show privilege
3HayeHue N0 YMONYaHUKo 3HayeHne no yMonyaHuio OTCYTCTBYeET.
Pexunmbl KoMaHAabl EXEC, privileged EXEC

PekomMeHaaLuu No UcnonbL30BaHUKO

C nomMoLUbo KOMaHabl show privilege MOXHO NOCMOTPETb TEKYLLUIA YPOBEHb NMPUBUIIETUIA.

B pesynbTaTe BbINOMHEHUS KOMaHObl show privilege oToGpaxkaeTcs cTpoka:
Current privilege level is <n>
roe <n> TeKyLWA ypoBEHb NPUBUMETUIA.

Mpumeyvanue: MNpu Bxoae B €S_console nonb3oBartens, npucytcreytowero B Cisco-like
KOHMrypauum 1 MMeLLLEro YpoBEHb MPUBUMIETUIA OTIIMYHBIA OT MakcumMarnbHoro (15), B kayectBe
TEKYLLLEro YpOBHS NpuBmUerni BbictaBnseTca aHavyeHme ns Cisco-like KoHurypaumm ans atoro
nonb3oBaTtens. ATOT ypoBeHb byaeT coxpaHATbCA, Noka nosnb3oBatens byaet HaxoauTecs B EXEC-
peXxvmMme KOHCOMMW.

B npuBunerpoBaHHOM pexuMe TeKyLnii ypoBeHb npusunernin scerga 15. MNpu Boixoae 13
npvBuUnerMpoBaHHoro pexmma B EXEC pexum no komaHge disable, TEKYLLNA YPOBEHb
NPUBMUNErMn yctaHaBnmBaeTca B 3HaYeHue 1.

KomaHgoa do show privilege NO3BONSAET yBUAETb TEKYLUMIA YPOBEHL NPUBUMErUIA U3
KOHGbu2ypayluOHHO20 pexuma.
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show version bel

[nsa BeiBOAa nHgopmaLmMm o Bepcum nporpammHoro obecnedeHms Bel VPN Gate, Tune n Homepe
cbopku ncnonb3ymTe kKOMaHay show version bel.

CuHTakcuc show version bel

OTa KoMaHAa He MeeT apryMeHTOB UMK KITloYen.
Pexunmbl KoMaHAabl EXEC, privileged EXEC

PekomeHOaLMM No MCNOJIb30BaHUK

[aHHasa komaHaa ncnonbadyeTtcsa Ans nonydeHnsa nHgopmaumm o MNMpoaykre Bel VPN Gate.
AHanornyHon komaHabl B Cisco |IOS He cylwecTByerT.

Ecnu B npoaykTe 3apernctpMpoBaHa npaBunbHas NuLeHs3ns, To No KoOMaHAe BblgaeTcs crneayroLlias
WHopmaums:

BelVPN <product—type> build 4.1.xxxx,

roe <product—type> — TMn npogykra u3 nuuensun (GATEL00, ,,,).
Ecnu B npoaykTe He 3apernctpMpoBaHa nuueH3ns, To N0 KOMaH4e BblAAETCS CrieaytoLmn TEKCT:
Bel VPN GATE build 4.1.xxxx (no valid license).

[na koMaHabl show version bel OTCYTCTBYET BO3MOXHOCTb (huibTpauumn BeiBoAa
(mogudumkaTop include).

OTnnyme gaHHOM KOMaHAbl OT Nogo6Hon komMaHabl Cisco 10S:

KomaHga show version bel otcytctByet y Cisco.

[nsa BbiBOAa nHgopmaLmm o Bepcum nporpammHoro obecnedeHnst Bel VPN Gate, Tune n Homepe
cbopKkM Ucnonb3ynTe KOMaHay U3 KOHguaypayuoHHo20 pexuma do show version bel.

MNpumep

MpvBEAEHHbIN HUXE NPUMEP COAEPXKUT MHGOPMAaLMIO, KOTOpasi BbIBOAUTCS MPW BbINOMHEHUN
KOMaHObl show version bel:

Router> show version bel

Bel VPN Gate 1000 build 4.1.7539
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show load-message

[na BbiBOAa nHgopmavmm o pabote KOHBEpPTOPa MM 0TOBpaeHnss COOBLLEHUI Npu 3arpyske
KOHMrypauum ncnonb3ymnTe KoMaHay show load-message.

CuHTakcuc show load-message

OTa KoMaHAa He MMeeT apryMeHTOB UMK KITHOYeN.

Pexunmbl KoMaHAabl privileged EXEC

PekomeHOaLMM No MCNOJIb30BaHUK

NHopmauus, BbiaaBaemasi No JaHHOW KOMaHAe, MeHSeTCs B CieQyoLmMX Criyqasx:
e [lpu 3arpy3ke koHdUrypaumm n3 6asbl okanbHbIX HACTPOEK NpW cTapTe CS_console.
o [lpu 3arpy3ke KoHGUrypaLmm n3 avina ¢ NOMOLLbI KOMaHabl configure replace

B ykasaHHbIX ABYX criy4asix komaHaa AyonmpyeT coobLLEHNSs], KOTOpbIE YXKe BbIBOAUIUCH Ha
KOHCOMb Npw 3arpyske kKoHgpUrypaumm (MoxeT BbITb NoNe3Ho nNpu 60MbLOM 06bemMe BbIBOAUMOM
nHdopmMaLmn).

e [lpu BbIxOoge 13 KOHPUIYPaLMOHHOIO pPexXMma B TOM Criydae, ecniv npu 3Tom 6bin Bbi3BaH
koHBepTop VPN nonutuku.

B cnyyae, ecnu HacTpoika koHdurypauum 6bina HeycneLwwHonm (3aBepLumMnock ¢ oWnbKom),
kOoMaHga show load-message BblAacT geTanuanpoBaHHoe coobLieHne o6 owmnbke.

Ecnu HaCTpOﬁKa KOH(*)I/IpraLI,VIVI 3aBepluniocb ycnewHo, HO C npeaynpexgeHnamm — kKkomaHaa
NOKaXXeT BCe npenynpexneHnd, Kotopble ObInM BblgaHbI KOHBEPTOPOM.

Ecnu HacTpoika KoHurypauum 3asepLumnocb 6e3 owmbok 1 NnpegynpexageHun — komaHaa He
BblAacCT HMYero.

Bce coobLeHuns, KoTopble MOXET BblAaTb KOMaHAa, Takke BblAATCA KOHBEPTOPOM B 10T BO
BPEMSI KOHBEPTUPOBAHUSI.

OTnnyme gaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

KomaHga show load-message otcyTtctByeT y Cisco.

MNpumep

[MprBeAeHHbIN HWXKE NPUMEP COAEPXKUT UHAOPMaLIMIO, KOTOpas BbIBOAUTCS NPW BbIMNOHEHUN
KOMaHAbl show load-message:

Routerf#show load-message

Crypto map(s) "cmap 10" contain transform sets with different
encapsulation modes.

Tunnel mode is used.
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show running-config

KomaHga show running-config UCNONb3yeTcs AN BbIBOAA HA 3KpaH 3arpy>KeHHON
KOHpurypaumm.

CuHTakcuc show running-config [| include {line to include}]

| include {line to include} mMoaudukaTop unbTPaLUmMmn BbIBOAA.

AnbTepHaTUBHbLIA CUHTaKCUC write terminal
Pexxnmbl KOMaHAbI privileged EXEC
3HayeHue No yMonyaHuio 3Ha4eHne No yMonyaHuio OTCyTCTBYET.

PekomeHaaLMM No UCNOJIb30BaHUK

[ns npocMoTpa NOMHOro TeKCTa 3arpyXeHHOW NONUTUMKN 6e30MacHOCTU NCMOMb3yNTe KOMaHay show
running-config

[nsi BbIBOAA CTPOK TEKCTA NOMUTUKM GE30MacHOCTH, KOTOPbIE COAEPXKAT YKa3aHHbIA aprymMeHT
line to_include, UCnonb3ynTe KOMaHAy B Crieaytoliem Buae:

show running-config | include {line to include}

roe | - obsisaTtenbHbli CUMBOJSI, @ He 3HaK «nuy». [Nocne cumBona | o6si3aTenbHO JOIMKEeH
cneposatb npoben, nHave komaHga byget owmboyHon.

B komaHOe write terminal moauMdukaTop PUNLTPaLIMM BbiIBOAA 3a4aBaTh HEMb3SA.

Mpu BbIBOAE UHOPMaLMK O ceTeBbIX UHTepdencax (komaHaa “interface”) Bo3mMoxeH BbIBOA
AONONHNUTENBHON MHAOPMALIMOHHON CTPOKU B pOpMaTe KOMMEHTapusl, CUrHanuanpyroLlen oo
OHOW U3 HECTaHOAPTHbIX CUTYaLWIA:

e [laHHbI ceTeBON UHTEPdENC HE COOTBETCTBYET HU OAHOMY (PU3NYECKOMY:
interface <interface_name>
I Warning: no physical interface found (pattern "<pattern>")
34echb v ganee:
<interface_name> — anuac uHtepdelca;
<pattern> — wabnoH ons MMeHn nHTepdenca B cucteme.

e Bce cumsunyeckme nHTepencel, COOTBETCTBYOLLME AaHHOMY UHTEPdENCY, HE KOHTPONMUPYIOTCH
IPsec gpariBepoMm:

interface <interface_name>
I Warning: the IPsec driver is not present on the interface (pattern "<pattern>")

CnepyeT yunTbiBaTh, YTO MPU HANMYMM Takoro coobLLEeHMs Ha yKasaHHOM MHTepderice He ByaeT
nponsBoauTbcs obpaboTka Tpadumka (IPsec, Firewall, QoS).

Ecnu <pattern> cooTBeTCTBYET ABYM U Bonee omanyeckum nHtepdencam, n xots 6l 0gnH 13
HWX KOHTpornupyeTcs IPsec gpansepoM, AaHHOe npeaynpexneHne He BblaaeTcs.

B OC Linux gaHHoe coobLieHMe He OOMMKHO BO3HMKAaTb — ero NosiBfeHne CBUAeTeNbLCTByeT 06
OLUNGOYHON CUTYaLUN.

e Owwubka npn o6palLeHnn k IPsec gpariBepy:
interface <interface_name>

I ERROR: Can't connect to the IPsec driver
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MNosiBneHne atoro coobuieHnin 06 owmnbke B BbIBOAE show running-config,
CBMOETENbCTBYET O HewTaTHOM paboTe npoaykTa.

MpumeyaHue: ykasaHHble B JaHHOM pa3sgene coobLieHuns cneunduyHel ang cs_console n He
umetoT aHanoroB B Cisco 10S.

Mo komaHae show running-config NokasbiBalOTCA HACTPOMKN NPOTOKONMPOBAHUSA COBLITHN,
aKTyanbHble B JaHHbI KOHKPETHbI MOMEHT Ans cepBuca vpnsvc. [pu 3Tom BO3MOXHa
PacCUHXPOHM3ALMS B CIIEAYHOLLEN CUTYaLIUM:

o [lapannencHo, C yxe 3anyLLeHHOW cS_console, 6bina BbldBaHa yTunurta log_mgr ang
N3MEHEHNs1 HACTPOEK MPOTOKONNPOBAHUSA COBLITUI

e [aHHble HAacTPoWku ByayT BbiCTaBMEHLI 4115 CEPBUCA VPNSVC, HO HE Anst ¢S_console

e 0fHako no komaHge show running-config 6yayT nokasaHbl UMEHHO HOBbIE HACTPOMKK
(BbICTaBMEHHbIE C MOMOLLbIO log_mgr).

[ns Toro, 4To6bl M3bexaTb NOAOBHbBIX CUTYaLUn peKoMeHAYyeTCa He 3anyckaTb napannesnbHO
cs_console n ytunuty log_mgr ¢ komaHgamu set n set-syslog.

Mpu BbIBOAE KOMaHA HACTPOMKM NPOTOKONMPOBaHMSA cobbITui Mo kKomange show running-config
BO3MOXHbI cnefytoLimne coobuieHms o6 owmbkax, CBMAETENLCTBYIOLINE O CEPbE3HbIX Npobnemax ¢
cs_console (Hanpumep, NponagaHne CBsI3M C CEPBUCOM VPNSVC):

e BwmecTto komaHabl logging trap

I Error: Can't get the logging level value — He yganocb Nnony4nTb YpOBEHb Jora.

I Error: Unknown logging level value: <n> — nony4eHo HEKOPPEKTHOE 3HA4YEHNE YPOBHS fiora
e BwmecTto komaHa logging on / logging facility / logging host

I Error: Can't get the syslog parameters — He yganocb nony4Ynte napameTpsbl syslog
e BwmecTto komaHgbl logging facility

I Error: Unknown logging facility value: <m> — Nony4yeHo HekoppekTHoe 3HaveHue facility

I'IpM nony4yeHnmn aTnx coobLeHni pekomMmeHOyeTCcqa npepBaTtb pa60Ty C cs_console M 3anyctntb ee
3aHOBO.

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

e B komaHae show running-config AONONHUTENbHbLIE MOANMUKATOPLI, KpOME unbTpaumm
BbIBoAa include, He gonyckatoTcs, B otnnuune ot Cisco I0S.

¢ [lpoBepsieTcs npsimoe BXoxaeHne line to include B BbiBoguMmown ctpoke. B Cisco 10S
npoBepsdaeTcs regular expression.

,D,J'Iﬂ NMPOCMOTpPa TeKCTa 3arpy>|<eHH017| NonuTuKK 6esonacHocTH B KOHCpUBypaHUOHHOM pexume
ucnoneb3ynte komaHay do show running-config.

Mpumep

Router# show running-config

Building configuration...

interface FastEthernet0/0

ip address 10.0.21.100 255.255.0.0
crypto map fat

interface FastEthernet0/1

ip address 192.168.15.10 255.255.255.0

end
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show terminal

KomaHga show terminal NCNoJib3yeTcd AnA npocMoTpa HacTpoekK TepMunHana.

CuHTakcuc show terminal
Pexxnmbl KOMaHAbI privileged EXEC
3HavyeHue No yMonyYaHuL 3HayeHune No ymon4aHuto OTCyTCTBYET.

PekomMeHAaLMU N0 UCMONb30OBAHUIO

I'Ip|/| BbINONHEHNN KOMaHAbl Show terminal BbIBOOMUTCS TONbKO OAHAa CTPOKA:

Length: <length> lines, Width: <width> columns

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |0S:

HanHas komanga B Cisco 10S BbigaeTt 6onblie nHdbopmMaumm.
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show ip route

KomaHga show ip route BbIBOAWUT cooepXunmoe Tabnuubl MapLupyTusauun.
CuHTakcuc show ip route

Pexxnmbl KOMaHAbI privileged EXEC

PekomeHOaLMM No MCNOJIb30BaHUK

[aHHasa komaHaa NCcnonb3yeTcd and 0T06pa)K6HVI$-| TeKyLlero CoCtoAaHunA Tabnuubl MapLlpyTtulagun.

HaHHasi KoMmaH4a nokasbliBaeT TONbko MapLpyTel connected (“C”) n ctatuueckuii (“S”). MapLupyThl,
3agaHHble no npoTtokonam RIP unn OSPF, 6yayT nokasaHbl kKak CTaTU4eckme.

Pasgen “Codes” (BbiBOg NnereHapl) CooepXXuUT onMcaHue n Apyrux, peanbHO HENCNOMb3yeMblX TUMOB
MapLIpyToB. OTOT BbIBOA caenaH aHanornyHeiM Cisco IOS ans nogaepxaHnsi COBMECTUMOCTU C
nNpoaykTamm MoHUTOpUWHra u ynpasnexus Cisco (Hanpumep, Cisco MARS).

Mpw BbINOMHEHUN KOMaHAbl HE NOKa3bIBAOTCA MapLUPYThI:

® €Cnn B CUCTEME MPUCYTCTBYET MapLLPYT Yepes3 MHTepdENC, KOTOPbIN HE 3apErMcTPUpOBaH B
npoaykTe, TO 3TOT MapLUPYT HE MOKa3bIBAETCS.

Mpumep BbiBOAA KOMaHAbI
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS
level-2

ia - IS-IS inter area, * - candidate default, U - per-user static
route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 10.1.1.1 to network 0.0.0.0

1.0.0.0/32 is subnetted, 4 subnets
S 1.2.3.4 [1/0] via 10.2.2.2
[1/0] via 10.3.3.3

is directly connected, FastEthernet0/0

S 1.2.3.5 is directly connected, FastEthernet0/0
S 1.2.3.6 [1/0] via 10.2.2.2
S 1.2.3.7 [1/0] via 10.2.2.2

174.0.0.0/16 is variably subnetted, 3 subnets, 2 masks
174.0.0.0/24 [1/0] via 10.3.3.3
174.0.1.0/24 [1/0] via 10.3.3.3
174.0.0.0/19 [1/0] via 10.3.3.3

192.168.111.0/24 is directly connected, FastEthernetl/0

n Q n n wn

181.111.0.0/16 [1/0] via 10.3.3.3
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is directly connected, FastEthernet0/0
10.0.0.0/16 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, FastEthernet0/0
S 172.0.0.0/8 [1/0] via 10.3.3.3
§% 0.0.0.0/0 [1/0] via 10.1.1.1

MpaBuna bopmupoBaHma Tabnuubl MaplpyTusaumm (aHanorm4Hbl Cisco 10S, 3a
WUCKITIOYEeHMEM crnyyaeB, OTMeYeHHbIX cneumnanbHo):

1. B kayecTBe «LWWM03a nocnegHen Hagexapl» (TEpMUH 3aMMCTBOBaH M3 gokymeHTauum Cisco
IOS — wno3 no ymonyanuio) 6epetcst mapwpyT oo nogcetun 0.0.0.0/0:

o Ecnu Takon mapLipyT oTCyTCTBYET, TO NuwweTcs dpasa: Gateway of last resort is not set.

e Mapuwpyt nogcetn snga 0.0.0.0/x, rge x > 0, 3a «WwN03 nocnegHen Hagexabl» He
npusHaeTcs.

e Jlorvka BbliGopa «LWs03a nocrnegHen Hagexabl» aHanornyHa Cisco 10S ¢ Tem oTnuumnem,
y1o B Cisco |OS cywiecTByOT 1 Apyrue cnocobbl 3agaHns — C MOMOLLbIO KOMaHZ, ip
default—gateway u ip default—-network.

o Ecnu mapwpyt ao nogcetn 0.0.0.0/0 3agaH yepes nHtepdenc, To BblgaeTcs gpasa:
Gateway of last resort is 0.0.0.0 to network 0.0.0.0.

e Ecnu cywecTtByOT Heckonbko mapLupyTtoB o nogcetu 0.0.0.0/0, To B kKayecTBe «LUMt03a
nocrnegHen Hagexapl» BeloMpaeTcs NepBbIf N3 HUX.

e 3anuck B Tabnuue MapLupyTa «L3 nocneaHen Hagexabl» noMevaeTcs 3Be3404KON.
2. ®opmupoBaHue 3anncy Tabnuubl MapLLIpyTU3aLmu:
e Twun 3anuncn dopmmpyeTcs criegyrowmm o6pasom:

e ecnu MapLupyT NponucaH Yepes3 nHTepdeic, Nnpuyem NoaceTb chopmupoBaHa
agpecoM Ha uHTepderice (a He cneunanbHOM KOMaHOOoN MapLUpyTU3aLmm), To
nuweTcsa Tun “C”;

e BO BCEX OCTaslbHbIX Cry4asx, BKNoYas MapLIpyT, SBHO MPONUCaHHbIN Yepes
nHTepdpenc, nuwetcs Tun “S”.

e AIpec ouepenHow NOAceTN COOTHOCUTCA ¢ knaccamu ceten “A”, “B” n “C”:
e MapwpyTbl NMWYTCS B BUAe OTAENbHbIX 3anucen (He rpynnupyoTcs) B cny4vasx:

e [oaceTun, bonee LLNPOKKME, 4em npe,u,nonaraeMbu?l nXx Knacc (Harlpl/lmep,
172.0.0.0/8);

e appeca Buga 0.0.0.0/x;
e ajpeca, He NpuHagnexawme K knaccam “A”, “B” unn “C”.

o [lopcetn, Gonee y3kue, YeM npegnonaraembivi ux knacc (Hanpumep, 10.0.0.0/16),
06s3aTenbHO NoOMeYarTcs Kak “Subnetted” U, NPy HEOOXOAUMOCTH, TPYNMMPYOTCS
HEeCKOnbKOo NoaceTen BMecTe.

e [loaceTu, coBnagatoLLme ¢ krnaccom (Hanpumep, 192.168.111.0/24), Bkniovarotcs B
rpynny “subnetted”, ecnu B HEN NpUCyTCTBYIOT bonee y3kne nogcetn. Ecnu 6onee
Y3KMX MOACETEN HET, MOACETH, COBMNafaLLMe C KIaccom, NuuyTcs B BUAe
OTAENbHOW 3anuncu.

3. pynnnpoBaHue 3anuncen B cnyyae coBnageHns Macok noaceTen:
e BHavane nuweTca cTpoka Buaa:
class-ip/mask-postfix is subnetted, N subnets

roe
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class-ip IP-agpec ¢ HanoXXeHHOW Ha Hero Mackowm KrnaccoBow noaceTu (He
nyTatb ¢ obwen Ans AgaHHbIX nogceten mackomn!!!)

mask-postfix obLwWas Ang AaHHbIX NoAceTEN Macka

N KONMYeCcTBO NnoaceTen B AaHHON rpynne.

Hanpumep, ana sanucen Buga 1.2 .x.0/24 6yget HanucaHo:
1.0.0.0/24 is subnetted, <N> subnets
e B 3anucsx, npuHagnexaliux K aToi rpynne, nuwyTcs Tonbko IP-agpeca 6e3 macok.
4. pynnupoBaHue 3anuceri B criydae pasHbIX Macok noaceTei:

o BHavane nuwertcs CTpOKa Bunaa:

class-ip/class-mask-postfix is variably subnetted, N subnets, M
masks

roe
class-ip IP-agpec ¢ HanoXeHHOW Ha Hero MacKkow KnaccoBOW NOACEeTH

class-mask-postfix KnaccoBas Macka

N KONMMYeCTBO NoaceTen B AaHHON rpynne
M KONMMYEeCTBO MacoOK NoAcCeTEN B JaHHON rpynne.
Mpumep:

174.0.0.0/16 is variably subnetted, 3 subnets, 2 masks
¢ B 3anucsax, npuHagnexawmx kK aton rpynne, nuwytcs IP-agpeca ¢ mackamu.
5. MpynnupoBaHve 3anvcen B criydae OAUHaKOBbIX aApecoB:

o [lepBas cTpoka NULLIETCA MOMHOCTLIO, BKINOYasA TUMN 3anncu, aapecHyo nHopMaLmio u
yKkasaHue yepes gateway unv nHTepenc nuweTca mapLupyT.

o Bo BTOpOW 1 NnocnegyoLwmx CTpokax — TUMN 3annucu 1 agpecHas MHopmauus onyckarTcs.

e Ecnu ana gaHHoro agpeca npucyTCTBYIOT MapLUPYThl Kak Yepes3 UHTepdenchl, Tak 1
gateways, To cHavyana NULYTCA MapLUpyTbl Yepes gateways, a NOTOM — Yepes
MHTepdEeNChI.

6. [ns 3anucen Tuna “S” B kBagpaTHbIX ckobkax nuweTcst HpopmMauusi, cBsi3aHHasi C METPUKON
MapLupyTa, B BUAe:

[metric/0]
e eCli CUCTeEMHaA MeTpUKa MapLlpyTa paBHa 0, TO BblaeTcsa 1;
e B POTMBHOM Crlyvyae — BblAaeTcs 3HaYeHne CUCTEMHON METPUKM.

[na mapLlpyToB, 3agaHHbIX B KOHCONKU C MOMOLLIbIO KOMaHAbl ip route, BCcerga BblgaeTcs
MeTpuka B Buge [1/0]. Takoe noBegeHne aHanormdHo Cisco 10S, npu ycnoBum UCMosib30BaHUS
napameTpa administrative distance Mo ymonyaHuto.

OTnnyme AaHHOMW KOMaHAbl OT Nnogoo6Hon komaHab! Cisco |I0S:

o [lpucyTcTBYeT TONMbLKO YKa3aHHbIA BapuaHT KomaHabl, B oTnnvdme ot Cisco 10S, rge moryT
NPUCYTCTBOBATb AOMNOSHUTENbHbIE MapamMeTpsbl.

o T[lokasbiBaeT Tonbko connected (“C”) u ctatuyeckun (“S”) mapipyTbl.

e [lapameTp, CBsI3aHHbIA C METPUKON MapLlpyTa UMeeT Bug [metric/0], a B Cisco 10S —
[administrative-distance/metric].
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show crypto isakmp policy

KomaHga show crypto isakmp policy WMCNonb3yeTcs Ans BbiBOAa Ha akpaH ISAKMP

NOMUTUKN.

CuHTakcuc show crypto isakmp policy

3HavyeHue No yMOon4YaHuio 3Ha4eHne No yMmon4aHuio OTCyTCTBYET.
Pexunmbl KomaHAabl privileged EXEC

PekomMeHaaLuu No UcnonbL30BaHUKO

[na npocmoTpa B KOHurypaumm Tekcta nonutukn ISAKMP.

Mpwn oTcyTcTBUM B KOHGUrypaumm nonutnkn ISAKMP BbiIBOgUTCA cnegytoLlee:
Global IKE policy.

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |10S:

Mpu BoiBOAe ISAKMP nonutukn He nokasbiBaeTcsa Default protection suite B cuny oTcyTcTBUS.

Mpumep
Mpumep BbIBOAA Ha 3KpaH nonntukn ISAKMP:
Global IKE policy
Protection suite of priority 1
encryption algorithm: STB 34.101.31-2011 (6.4)
hash algorithm: STB 34.101.31-2011 (6.9)
authentication method: Pre-Shared Key
Oakley group: STB 34.101.66-2013
lifetime: 86400 seconds, no volume limit
Protection suite of priority 2
encryption algorithm: STB 34.101.31-2011 (6.4)
hash algorithm: STB 34.101.31-2011 (6.9)
authentication method: STB 34.101.45 Signature
Oakley group: STB 34.101.66-2013
lifetime: 86400 seconds, no volume limit
Protection suite of priority 3
encryption algorithm: GOST 28147-89
hash algorithm: STB 1176.1
authentication method: STB 1176.2 Signature
Diffie-Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit
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show substitution gui

KomaHga show substitution gui Wcnonb3yeTcs Ans BbIBOAA Ha 3KpaH CrMcka COOTBETCTBUS
anroputmoB B Cisco-like komaHgax ¢ umeHamu B ctune GUI.

CuHTakcuc show substitution gui
3HayeHue N0 YyMONYaHUKo 3HayeHne no yMonyaHuio OTCYTCTBYET.
Pexunmbl KomaHAabl privileged EXEC

PekomMeHaaLuu No UcnonbL30BaHUKO

KomaHga B OCHOBHOM siBnisieTcs crykebHol 1 ncnonb3yeTcs anst paboTbl ¢ Web-based
rpadudecknm nHTepdencom ynpasnexms (GUI).

dopmat cTpoku BbiBoAa: <Algorithm type> <Cisco like algorithm name>
"<GUI like algorithm name>" [CombinedAlg] [default]

<Algorithm type>— 0QHO N3 3HA4YEHUI:
e ike-auth
e ike-hash
o ike-cipher (npumeyvaHue: otHocuTcA kak k CipherAlg, Tak n k CombinedAlg)
e ike-group
e ah-integrity
e esp-integrity
e esp-cipher (npumeyaHune: otHocuTea Kak k CipherAlg, Tak n k CombinedAlg)
e pfs-group

<GUI like algorithm name>— MMsi MeTOAa ayTeHTUMdMKALMK, anropuTMa UM rpynnbl B CTUIE
GUI. 3aknovyaeTcs B ABOMHbIE KaBbIYKN.

Hanpumep: “PRE SHARE”, “SHA1”, “GOST”, “ESP 3DES”, “AH MD5 HMAC” u T.n.
BHyTpy nmeHun He gonyckaloTcs ABONHbIE KaBbIYKU.

CnoBo default 0603Ha4YaeT, YTO AaHHbIM anropuTM UK rpynna SBASTCA 3Ha4YEeHNEM No
ymonuanuio npu cosgaHum B GUI HoBon ISAKMP Policy nnu IPsec Transform Set.

CnoBo CombinedAlg (@onyctmmo ans ike-cipher u esp-cipher) o6o3Hayaet Tun CombinedAlg.

B cnyuae esp-cipher ana GUI paboTta ¢ HUM oTnnyaeTcs oT 0Obl4HOro esp-cipher Tem, 4To
JaHHbIN anropuTm HeNb3s codeTaTthb C esp-integrity.

B cnyuae ike-cipher gna GUI cneuunansHblie TpeboBaHUSA OTCYTCTBYIOT.

B GUI gomkHa npucyTcTBOBaThL OTAeNbHasa nposepka Ha umsa esp-null (Tun esp-cipher): AaHHbIN
anropuTM MOXHO BbICTaBNATb TONbKO BMeCTe C esp-integrity. [Ipyrnx 3aBsA30k Ha MMeHa anropuTmMoB
HeT.

<Cisco like algorithm name> — uMSA anroputma unu rpynnsl B cuHtakcuce Cisco-like komaHa.
BHyTp¥ nmeHun He gonyckatTcs npobensl nnm Tabynaumu.

Ecnu TpebyeTcs onucaTb KOMaHAy, COCTOSLLYIO U3 AABYX CrOB (Hanpumep “aes 192”), BmecTo
npobena nuweTtca 3Hak noavepkuBaHusa. Hanpumep: “aes_192”.
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KoMaHAabl HacCTpoWKM TepMuHana

terminal width

KomaHga terminal width yCTaHaBJMBaeT YMCI10 CUMBOJIbHbIX ctonbuoB 9KpaHa TepMuHara B
TeKyu.l,eﬁ ceccun. Bninsiet Ha CKPOJUTIMHI OJTMHHBIX KOMaHA.

[ns ycTaHOBKM LLUMPWHBI TEPMUHANA MO YMOMYaHUIO UCTONb3yeTcst KoMaHaa terminal no width.

CuHTaKcuc terminal width {characters}

characters KOMNMNYeCTBO CMMBOIbHbIX CTON6LOB TepMmunHana — ot 0 go 512.
PeXumbl KOMaHAbI privileged EXEC

3HayeHue No yMonyaHuio 3Ha4eHne No yMOon4aHuio 3aBUCUT OT pexuma paboTbl:

ecnms TepMI/IHaJ'IbHOI7I CeCCUN MOXHO NONy4YnTb LWNPUHY
TepMUHana, TO BbICTaBNnAeTCA NoJlydeHHada LWnpuHa
TepMUHanNa

€Cnn He ydaeTcs MNonyyYuTb LUMPUHY TepMuHana, TO
yCTaHaBnmBaeTcd 3HavyeHne 511.

PekomMeHAaLuu No UcnonbL30BaHUKO

[aHHasa komaHaa NCnosib3yeTcd, eCliin 3Ha4yeHne no yMmosriiaHm He COoTBeTCTBYeT FIOTpe6HOCTFIM.

PasmMepbl TepMuHana, BbiCTaBfeHHbIE C MOMOLLbIO KOMaHg terminal width / terminal
length, sBNSOTCS Goree NPUOPUTETHLIMW, YEM pasMepbl, NOSYYEHHbIE UHBIM CMOCOGOM:

€CInun 3afaHbl AaHHble KOMaHAbl, TO OHM OTKITHYAKT peakumio Ha U3MEHEHNE pa3MepoB
TepMUHanbHOro okHa (CM. pasgen “‘UHTepderic noneb3oBatens”).

KomaHgpbl terminal width M terminal length Takke BbICTaBMAIOT pasmep TepMuHana ans
nporpamm, 3anyCkaemMbiX C MOMOLLUbK KOMaHObl run. Ecnu BbicTaBneH.l HeCTaHOapTHbIE pa3Mephl,
TO 3TO MOXET NPMUBECTU K npo6nemaM B pa60Te TEPMUHAIbHbIX I'IpVIJ'IO)KGHVIVI.

OTnnyme AaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

3HaveHune WwnpuHbl TepmmnHana no ymonyaxuio B Cisco |0OS pasHo 80.

NS yCTaHOBKM YMCna CUMBOSbHBLIX CTONBLIOB 9KpaHa TepMuHana B TekyLen ceccum us
KOHgbu2ypayUoHHO20 pexuma UCnorb3yeTcs koMaHaa do terminal width.

Mpumep
MpuBEeAEHHbIN HUXE NPUMEpP BbICTaBNSET WNPUHY TepMuHana 130 CUMBOSIbHBLIX CTONGLOB.
Router#terminal width 130
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terminal length

KomaHga terminal length yCTaHaBNMBAET YMCIIO CTPOK KpaHa TEpMUHanNa B TEKYLLEN CeCCum.
Bnuset Ha nay3bl Npy ANWMHHOM BbIBOAE (HanpuMep, KOMaHabl show running-config).

BbicTaBuTb 4ncno CTPOK TepMuHasna rno ymosi4aHuno MOXHO KOMaHAoM terminal no length.

CuHTakKkcuc terminal length {screen-length}

screen-length KONMNYECTBO CMMBOJTbHBIX CTPOK TepMuHarna — oT 0 go 512. 3HaveHue 0
UMeeT cneumanbHbIi CMbICIT — OTCYTCTBYHOT May3bl NPy ANMHHOM BbIBOAE
Ha 3KpaH.

Pexu1mbl KoMaHAabl privileged EXEC

3HayeHue No yMonyaHuio 3HayeHne No yMonyaHuo 3aBUCUT OT pexmma paboTbl:

ecnm B TepMI/IHaJ'IbHOVI ceccmn  MOXHO NOJNyYUuTb
KONMnM4ecTBO CTPOK TepMuUHana, TO BbICTaBAETCA
nony4yeHHoe KoJmm4ecTBO CTPOK TepMUHana,

eClnn He nony4yaeTcAa MnonydnTb KONnM4eCTBO CTPOK
TepMuHana, To ycCtaHaBnMBaeTCA 3Ha4YeHne 0.

PekomMmeHAaLuu no UcnonbL30BaHUKO

KomaHga faeTt BO3MOXHOCTb M3BMEHUTb KOSIMYECTBO 0To6pa>|<aeMb|x CTPOK npwu BbiIBOAE U
3anpeTnTb Bblgavy I/IHCbOpMaLI,VIVI NO3KPaHHO Npn MHOro3KpaHHOM BbiBOAE.

PasmMepbl TepMuHana, BbiCTaBfeHHbIE C MOMOLLbIO KOMaH terminal width / terminal
length, sBNSOTCS Goree NpUOPUTETHLIMU, YEM pPa3Mepbl, NOMYYEHHbIE MHBIM CMIOCOBOM:

€CInn 3aJaHbl AaHHble KOMaHAbl, TO OHM OTKITYaT peakunio Ha N3MeHeHe pa3MepoB
TepMUHarnbHOro okHa (cM. pasgen “UHTepdperic nonb3oBatens”).

KomaHgpbl terminal width m terminal length Takxe BbICTaBMSAT pa3mep TepMuHana ans
nporpamm, 3anyCkaemMbiX C MNOMOLLUbK KOMaHObl run. Ecnu BbicTaBneH.l HeCTaHAapTHbIE pa3Mephl,
TO 3TO MOXET NPMUBECTU K npo6nemaM B pa60Te TEPMUHATbHbIX I'Ipl/lJ'IO)KGHVIVI.

OTnnyme gaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |I0S:

3HayeHne anuHbl TepMuHana no ymonyanuto B Cisco 10S paBHoO 24.

Ons YCTaHOBKM YMUCIa CTPOK 3KpaHa TepMuHarna B TeKyLLl,el7| ceccumn n3 KOHCbueypaL{UOHHOZO
pexuma ncnonb3dyeTcd komaHga do terminal length.

Mpumep

an/IBeD,eHHbIVI HUXe NpumMep BbiCTaBNAET OANTMHY TeEpMUHana 0, 3anpewad naysbl npu
MHOIFo3KpaHHOM BbIBOJE.

Router#terminal length 0
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KoMaHAbl BbI30Ba CUCTEMHbLIX KOMaHA U CUCTEMHbIE
KOMaHabl

run

KomaHga run No3BONSAeT BbIMOMHATL KOMaHAbl OﬂepaLlVIOHHOVI cuctembl n3 CLI.

CuHTakcuc run {command}

command KoMaHZa, npeaHasHavyeHHas Ans BbiNONHEHUS KOMaHAHbIM
MHTepnpeTaTopoM. [N Wo3a UCnonb3yeTcsl KOMaHAHbIM UHTeprnpeTaTop
sh, KOTOpPhLIN 3anyckaeTcs B Aupektopun MNpoaykta nog Tem xe
ronb3oBaTenem, Nog KOTopbIM 3anyLeHa KOHCOTb.

3HayeHue Mo yMonyaHuo 3HaueHune no YMOJM4aHUIO OTCYTCTBYET

PeXumbl KOMaHAbI privileged EXEC

PekomeHaaLMmM No UCNosib30BaHUK

[aHHasi KomaHga npefHasHadeHa Ans BbIMONTHEHMS KOMaH onepauMOHHON CUCTEMbI, a Takke Ans
3anycka ytunut lNpoaykTa, onucaHHbIX B OKyMeHTe «CneumannanpoBaHHble KOMaHabl». BbiBog
KOMaHZbl NepeaaeTcsl Ha 3kpaH 6e3 U3MeHeHuUs.

MpepBaTb BbINOMHEHNE BHELUHETO MPUIOXKEHUS MOXHO KOMOVHaLMEN KNaBuLL

Ctrl-shift-6. Ecnv no kakum-nmbo npuymMHam BHELLHASA NporpaMMa He oTpearvpoBana Ha
npepbiBaHne, MOXHO HaxaTb CTRL- | . OTa kKomaHaa nocbinaeT SIGKILL — HenepexBaTbiBaeMbI
curHarn, No KOTOPOMY BbINOSIHEHWE BHELLHEN NporpaMMbl NpekpallaeTcs.

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |10S:

KomaHga run otcytcrByeT y Cisco.

KomaHga do run No3BOMSIET BLINOMHATbL KOMaHAbI KOMaHAHOMO MHTepnpeTaTopa onepaLuoHHON
CUCTEMBI U3 KOHGU2YPaUUOHHOZ0 PexuMa.

Mpumep

MpuBeaeHHbIN Hke NpUMep coaepXmUT HOopMaLIMIo, KOTOpasi BbIBOAMTCS MPU BbINOMHEHUN
KOMaHabl run /sbin/ifconfig

Router#run /sbin/ifconfig

ethO Link encap:Ethernet HWaddr 00:0E:0C:6F:0F:E6

inet addr:192.168.16.2 Bcast:192.168.16.255
Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:34 errors:0 dropped:0 overruns:0 frame:0

TX packets:39 errors:0 dropped:0 overruns:0 carrier:0
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ethl

collisions:0 txgqueuelen:1000
RX bytes:2226 (2.1 KiB) TX bytes:2539 (2.4 KiB)
Base address:0xcc00 Memory:c0100000-c0120000

Link encap:Ethernet HWaddr 98:00:54:76:10:33
inet addr:192.168.17.133 Bcast:192.168.17.255

Mask:255.255.255.0

1o

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1239 errors:0 dropped:0 overruns:0 frame:0

TX packets:134 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000

RX bytes:131023 (127.9 KiB) TX bytes:11978 (11.6 KiB)
Base address:0xc800 Memory:c0120000-c0140000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:27 errors:0 dropped:0 overruns:0 frame:0
TX packets:27 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:2323 (2.2 KiB) TX bytes:2323 (2.2 KiB)
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ping

[N BbINONHEHUS CUCTEMHOM KOMaHAbl Ping VICI'IOJ'Ib3y17ITe KoOMaHAy ping.

CuHTakcuc ping {ip-address|hostname}

ip-address IP—agpec xocTa, Ha KOTOpbIN NOCbINaeTcs ping.
hostname UMS XOCTa, Ha KOTOPbLIV NockinaeTcs ping.

3HavyeHue No yMonyaHuio 3Ha4eHne No yMOon4aHuio OTCyTCTBYET.
PeXumbl KOMaHAbI privileged EXEC

PekomMeHaaLuu No UcnonbL30BaHUKO

YTunura ping BbI3biBaeTCA N3 cOCTaBa OnepaumoHHON CUCTEMBI.
dopmar BbIBOAA AaHHOW KOMaHAbl 3aBUCUT OT ONepaLuoHHON CUCTEMBI.

MpepBaTb BbINOMTHEHUE BHELUHErO NPUNOXEHNS MOXHO KOMOMHaLMeN KnaBumL

Ctrl-shift-6. Ecnv no kakum-nmbo npuymMHam BHELLHSAS NporpaMMa He oTpearMpoBana Ha
npepbiBaHne, MOXHO HaxaTb CTRL- | . OTa komaHga noceinaet SIGKILL — HenepexBaTbiBaeMbIv
curHan, No KOTOPOMY BbINOSIHEHME BHELLHEN NporpaMmbl NpekpaLlaeTcs.

OTnnyme gaHHOM KOMaHAbl OT NnoAo6Hon komMaHabl Cisco 10S:

dopmart BbIBOAA KOMaHAbLI OTAMYaeTcs oT hopMaTa BbiBoga komaHabl Cisco.

KomaHga do ping no3BonseT BbINONHUTL KOMaHAY ping U3 KOHd)UeypaL{UOHHOQO pexuma.

Mpumep

MpviBeOEHHbIN HUXE NpUMEp COAEPXKUT MHPOPMALUIO, KOTOPasi BLIBOAUTCS NP BbINOMHEHNM
KOMaHabl ping

Router#ping 10.0.10.1

Ping 10.0.10.1: 100 data bytes

108 bytes from 10.0.10.1: bytes=100 time=0 ms

108 bytes from 10.0.10.1: bytes=100 time=0 ms

108 bytes from 10.0.10.1: bytes=100 time=0 ms

108 bytes from 10.0.10.1: bytes=100 time=0 ms

108 bytes from 10.0.10.1: bytes=100 time=0 ms

————— 10.0.10.1 PING Statistisc-----=-===-------

5 Packets transmitted, 5 packets received, 0% packets loss

round trip <ms> min/avg/max = 0/0/0
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KomaHabl co3aaHus nonb3oBaTtenien, Ha3HaYeHUs
naponeu, ypoBHS NpuBUnIeruim

enable password

KomaHga enable password MCMOMb3yeTcs AN1S Ha3HAYeHMs NIOKanbHOro Napons gocTyna B
NPUBUNErMPOBaHHbIN PEXNUM KOHCONW NOMb30BaTeNsaM BCEX YPOBHEN npuBunerni. [nsa cHATus
3alWnTbl Naponem NPUBMNErMPOBaHHOIO PeXumMa UCNonb3yeTcs Ta Xe koMaHaa ¢ NpeduKCoM no.

CuHTakcuc enable password {password}

no enable password {password}

password 3HayYeHue naponsi.
3HayeHue No yMonyaHuio HayeHne No yMosiyaHWIo OTCYTCTBYET.
Pexunmbl KoMaHAabl Global configuration

PekomeHaaLMmM No UCNosib30BaHUK

Mo koMaHAe enable password Naporb 3a4aeTcsa U XpaHUTCS B OTKPLITOM Buae. Ecnn
NOCMOTPEeTb KOHUrypaumo KomaHgon show running-config, TO B KOMaHAe enable
password naponb 6yaeT BbiBeOeH B OTKPbITOM BUAE.

Mo cpaBHeHuto ¢ Cisco chopmaT JaHHOW KOMaHAbl COKpALLEH, TaM €CTb BO3MOXHOCTb 3a4aTb
3almMdpoBaHHbIN Naporb KOMaHAon enable password 7 <encrypted-password>, B KOTOPON
NCMNOMb3yeTCsl HEKOTOPLIN 0OpaTUMBbINA anropuTM WMGPOBaHUS, MO KOTOPOMY MOXHO BOCCTaHOBUTb
ncxofgHbl naponb. MNoatomy Cisco He pekoMeHOyeT UCMONb30BaTh 3Ty KOMAHAY, YTO PaBHOCUITbHO
3a[,@aHUI0 OTKPBLITOrO Napons.

Y100bI 38LLIVI(prBaTb BBOD,VIMbIVI B OTKPbITOM BMUA€E naposib, I/ICI'IOJ'Ib3yVITe KOMaHay enable
secret 0 password.

He nogaepXXnBaeTca Takke Ll,OI'IOJ'IHVITGJ'IbeIVI napameTp level B KOMaHOgax enable password n
enable secret.

B cs_console KkoMaHObl enable password U enable secret ABNAKOTCA
B3aMMO3aMeHsieMbIMM, T.€.BBO/ KOMaHAbl 0603Ha4YaeT 3aMmeHy Naposs BHE 3aBUCUMOCTU OT TOrO,
Kak OH ObIn 3agaH paHee. lHadye roBops, BBOA KOMaHAbl enable secret OTMEHSET KOmMaHay
enable password v HaobopoT.

B HayanbHOM KoHdUrypauum (nocne nHctanndumm MNMpoaykra) npucyTCTByeT KOMaHAa:
enable password csp

HacTtoaTenbHO pekoMeHAyeTCa CMEHUTb 3TOT Napofb Ha APYron — fyylle ¢ NOMOLLbI0 KOMaHAb!
enable secret.

Ecnu 3agaTb ogHy 13 AByX KomaHg (B 4aHHOM Bepcum MpoayKkTa OHW SKBUBANEHTHbI APYr APYrY):
no enable password
no enable secret

3TO 03HaA4YaeT, YTO BXO B MPUBUNENMPOBAHHbBIA PEXUM OTKMOYaeTCA:
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¢ B aTtom cny4yae 3anpelyaetcs Bxoq B KOHCOMb HENPUBUIENMPOBAHHOMY MOMb30BaTENO
(ypoBeHb npuBunernin, OTAMYHbIA OT 15). MNpun NonbITke BONTU B KOHCONb, OyaeT Bbl4aHO
coobueHue: "Password required, but none set" (coobLieHne, aHanormyHoe coodLLeHunto
Cisco). Nocne atoro nporpamma 3aBepLunT paborTy.

e CnepyeT cobnoaatb OCTOPOXHOCTb: €CINW yAaNUTb BCEX NMPUBUMErMPOBaHHbIX
nosib3oBaTtener (C ypoBHEM 15) U OTKMIOYMUTL NAPOSib HAa BXOA B NMPUBUIIENMPOBAHHbIA PEXUM,
TO 3aliTW B KOHCOINb Bornblue He yaacTes.

e Ecnu npu OTKNIOYEHHOM Napone Ha BXOA B NPUBUMErMPOBAHHBINA PEXUM 3aNTu
NPVBUIErMPOBaHHbLIM NOMb30BaTENeM, 3aTEM C MOMOLLLIO KOMaHAbl disable BbINTY 13
NPMBMNErMPOBAHHOIO pexuma, a NoToM 3agaTb KOMaHAay enable — ByAeT BblAaHo
coobuieHune 06 owmnbke: "% Error in authentication." (coobLweHve, aHanormyHoe coobLLEHNIO
Cisco). BonTtu B npuBMNernpoBaHHbIA pEXMM B pamKax JaHHOW CECCUM yXKe He yaacTcs.

e [lo koMaHge show running-config B 3TOM criyyae He 6yayT nokasblBaTbCs KOMaHAbI
enable password M enable secret.

OTnunyme gaHHOM KOMaHAbl OT Nogo6Hon koMaHabl Cisco 10S:

He noanepXmnBaeTcd BapmaHT 3anncu KoMaHabl:

enable password 0 <pwd> !ll He nogaepxuBaetcall!

Mpumep
lMpuBeaeHHbIN HbKe NPpUMEpP OEMOHCTPUPYET TEKCT KOMaHAbl AN Ha3dHayeHus napons "gwerty":
Router<config>#enable password gwerty

Router<config>fexit
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enable secret

KomaHga enable secret ucnosnb3yeTcs Ans Ha3Ha4YeHUs NokanbHOro Napossi 4ocTyna B
NMPUBUNErMPOBAHHBIA PEXUM KOHCOMNMN B OTKPLITOM BUAE U XpPaHEHUN B 3aLLMpoBaHHOM BUAE
nonb30BaTENsAM BCEX YPOBHEW NpuBUNervii. [Ins CHATUSI 3aluTbl NaposieM NpUBUMIErMpoBaHHOMO
pexrmMa Mcnonb3yeTcs Ta e komaHaa ¢ NpeduKCoM no.

CuHTakcuc enable secret {0|5} {password}
no enable secret {0|5} {password}
password 3Ha4YeHne napona

0 npv 3TOM 3Ha4YeHUU Naposfib BBOAMTCH B OTKPLITOM BUAE U
3alMdpoBbLIBAETCA BHYTPU

5 npn 3TOM 3HA4YEHUN CHUTAETCA, 4YTO BBOAUMbIN naposb ABNAETCA
pe3ynbTaTtom (*)yHKLI,VII/I X3WunpoBaHuA, N CoXpaHAeTCA 0e3 n3aMeHeHus.

3HayeHue No yMONn4yaHuio 3HaveHne No yMonyaHuio OTCyTCTBYeT.
Pexunmbl KoMaHAabl Global configuration

PekomeHOaLMM No UCNOJIb30BaHUKD

Mpu 3Ha4YeHun {0} naporib BBOAUTCA B OTKPLITOM BUE, a 3aTeM BblYMCNAETCA PYHKUNS
XawmpoBaHusa napons. Ecnn nocMoTpeTb KOHUrypaumuio KomaHaon show running-config, TO
KoMaHga

enable secret 0 {password}
6y/:|,eT npencrtaBrieHa c naponem, KOTOprVI ABINAETCA pe3ynbTatoM (byHKU,VIVI XawunpoBaHuA, B BUae:
enable secret 5 {password encrypted}.

Mpw 3Ha4YeHUn {5} cunTaeTCs, YTO BBEAEHHbIV Naposb SABNSETCS pe3ynbTaToM yHKLMM
X3LUMPOBaHNA Napons 1 B KOHAUrypaLmm coxpaHsetcs 6e3 nsmeHeHus B TOM BUAE, B KAKOM U Obin
BBEJEH B KOMaHAe:

enable secret 5 {password encrypted}
KomaHnga moxeT ObITh 3agaHa 1 B ApYrom BUAE:

enable secret {password}

password 3Ha4YeHne nNaposid, KOTopoe He MOXeT ObITb paBHO Owvnmn 5, B NpoOTUBHOM Cliy4yae
OaHHbIA CUHTaKCUC HegonycTtuMm.

Ecnu 3agaTb ogHy U3 AByx komaHA (B aHHOM Bepcum MpoaykTa OHW 3KBUBANEHTHbI APYr APYrY):
no enable password
no enable secret

3TO 03Ha4YaeT, YTO BXO B MPUBUNENMPOBAHHbBIA PEXUM OTKOYaeTCA:

e B 3TOM crniyyae 3anpeljaetcs BXo[ B KOHCOIb HEMPUBUIIETMPOBAHHOMY NMOJTb30BaTESO
(ypoBeHb npuBMnernii, oTNnYHbIn ot 15). Mpu NonbITke BONTK B KOHCONb, OyAET BblgaHO
coobuieHue: "Password required, but none set" (coobLeHne, aHanormyHoe coodLLEHUIO
Cisco). Nocne atoro nporpamma 3aBepLunT paborTy.
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CnepgyeTt cobrnogaTe OCTOPOXHOCTL: €CNN yAANUTb BCEX MPUBUIENMPOBAHHbIX
nons3oBareneu (C ypoBHeM 15) 1 OTKNIOYMNTb NAPOMb Ha BXO4 B NPUBUMNErMPOBAHHbINA PEXUM,
TO 3alTU B KOHCOMb BoMblUEe He yaacTcs.

Ecnv npu oTkno4eHHOM nNaporne Ha BXOA B NPUBUIErMPOBaHHbIN PEXUM 3anTn
NpUBMUNErMpoBaHHbIM NONb30BaTENEM, 3aTEM C NMOMOLLBIO KOMaHAbl disable BbIATY U3
NPVBMUIErMPOBAHHOIO PeXnMa, a NOTOM 3agaTh KOMaHay enable — OyaeT BbldaHO
coobueHne 06 owmnbke: "% Error in authentication.” (coobweHune, aHanorMyHoe coobLLeHnto
Cisco). BonTu B npuBUNErMpOBaHHbIA PEXMM B pamKax aHHOW CECCUM yXKe He yaacTcs.

Mo KOMaHAe show running-config B 3TOM cly4yae He 6y,u,yT NMOoKa3biBaTbCA KOMaHObl
enable password W enable secret

OTnnyme gaHHOM KOMaHAbl OT Nogo6Hon komaHabl Cisco |10S:

dopmaT 3awmngpoBaHHOro Naporns oTnuyaeTcs oT dhopmata nogobHol komaHabl B 10S.

Mpumep

lMpuBeaeHHbIN HbKe NpMMep AEMOHCTPUPYET KOMaHAy Ans HasHadeHus napons "qwerty" ans
XpaHeHus ee BHYTpMY B 3aundpoBaHHOM Buae:

Router<config>#enable secret 0 gwerty

Router<config>fexit

B koHurypaumm ata komaHga 6yget xpaHuTbCcs B BUAe:

enable secret 5 2Fe034RYzgb7xbt2pY¥xcpA==
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username password

[nsa co3gaHnst HOBOro Nonb30BaTenNsl, U3SMEHEHNs1 UMEHW NMOMNb30BaTeNs, Naponsi, YPOBHSA
NpVBUMErMn NN yaaneHus CyLecTBYIOLLEro NONb30BaTers, NCMONb3yNTe KOMaHQy username
password. B koH(urypaumm napons 6ygeT XxpaHUTbCH B OTKpbITOM Buae. [ina yaaneHus
nonb3oBaTens JOCTAaTOYHO yKasaTb no username {name}.

CuHTakcuc username {name} [privilege level] password [0] {pwd}

no username {name}

name uMms nonb3osartens. IMs 4OMKHO HauMHaTLCS C OYKBbI MAaTUHCKOTO
andasuTa (CTPOYHOM Mnu nponncHown). [lanee moryT uatu GykBbl
naTtuHckoro andasuTa (CTPOYHbIE MW MPONUCHBIE), UNdpbI,
(noguepkmBaHue) n - (geduc). imst 4OMKHO ObiTb YHUKANbHBIM U HE
npeBbIWaTb 8 CUMBOSIOB.

level ypOBeHb NpuBuUNerni, gnanasoH 3HadeHnn 0 — 15. 3HaveHmne no
ymon4yanuio — 1.

0 Heobsa3aTenbHbIN NapameTp, yKa3biBaloLWMN Ha TO, YTO Naporb XPaHUTCS B
HesawmndposaHHOM Buae. OH obs3aTeneH ToMnbKo B cnyvae, ecnu naporsb
TOXe «O»:

username {name} [privilege level] password 0 O.
Mpu BbIBOAE 1o show running-config HOMb NOKa3biBaeTCs BCerga.

pwd napornb nosib3oBaTtens. [JonyckalTcs NaTuHckue GykBbl, LMdpbI 1
cneucumBonbl. Henb3sa ncnonb3oBaTb Npo6enbl U HENaTUHCKME CUMBOSTbI.

Pexumbl kKOMaHabI Global configuration

PekomeHAaLMM N0 UCNOJIb30BaHUK

Ho6GaBneHne Nnonb3oBaTens, U3BMeHeHue ero napameTpoB

[aHHasi KoMmaHga ucnonb3yeTcs ANs co34aHus HOBOrO Nosib30BaTensi, UBMEHeHWsI Maponst Unu
YPOBHSI NPUBUMENMIA CYLLECTBYIOLLENO Nosib3oBaTens.

B OC Linux nonb3oBaTenb Co34aeTcs ¢ home B AUPEKTOPUM
%; /var/belvpn/users/<name> (<name> — UMS NOMNb30BaTENS).

Note IunpekTopusa cospaetca ¢ atpnbytamm 750 (drwxr-x---).

B kayecTtBe shell Yy nonb3oBaTesia BbiCTaBAETCA
/opt/VPNagent/bin/cs_console.

OrpaHI/I‘-IeHVIﬂ Ha UMms nosb3oBaTens sABNATCS bonee CTpOornmm, 4em B Cisco I0S. 3710 cBsA3aHO C
ocobeHHoCTSAMU Mcnonb3yeMbliX onepaulOHHbIX CUCTEM.

KomaHga co3gaHus nonb3oBaTterns BOCNPYHUMAETCH Kak KomaHaa peakTpoBaHus (Hanpumep,
CMeHUTb Naporb, privilege u T.1.), ecny nonb3oBaTenb Y)xe NPUCYTCTBYET B KOHMrypauum v B
cucteme. MNpn gobasneHMn HOBOrO NOMb3oBaTENs UMM NSMEHEHUW Napons CYLLECTBYIOLLIETO,
[00aBNSATCA NN M3MEHSIOTCH AaHHbIE Nofb3oBaTeneln onepaunoHHON CUCTEMbI.

Ecnu nonb3oBaterns € ykasaHHbIM B KOMaHae umeHeMm yxe npucytcteyeT B OC, HO He npeacTaBneH
B Cisco-like koHurypauum, To ganee BbINOMHAETCA NPOBEpPKa, 3aperncTpupoBaHa nm cs_console B
kauyectBe shell paHHOro nonb3oBaTens:
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e Ecnun B kauectBe shell gaHHOro nonb3oBaTens BbiICTaBeHa Cs_console, To AaHHbIN
nons3osartene fgobasnsetcsa B Cisco-like koHurypauumto.

Mpu 3TOM Ha KOHCOMb BblAaeTCsl COObLLEHNE:!
Warning: User "<username>" already exists in the system. It was reused.

MNonb3oBaTento BblgaeTcs naporsib, 3adaHHbIn B KOMaHge username. Ecnu I'lpe,El,bI,El,yLIJ,VIVI
napoJib noJib3oBaTeNnAa B CMCTemMe oTNin4arnca ot HoOBOro, OH 6yp,eT noTepsAH.

e Ecnu y paHHoro nonb3oBaTerns BbiCTaBrneH apyron shell, komanga co3gaHusi nonb3oBaTens
3aBepLlaeTcs ¢ OLWNBKoN.

Monb3oBaTento MoxeT OblTb Ha3Ha4YeH ypoBeHb Npusunerui u3 guanasoHa 0 — 15. 91ot ananasoH
pasfgeneH Ha ABa Krnacca: B NepBOM — NATHaguaTbi ypoBeHb, a BO BTOPoM — ¢ 0 no 14 ypoBHWU.
Monb3oBaTtenu ¢ yposHeM npusunerni ot 0 4o 14 uMeloT oguHaKoBbIE MpaBsa.

Monb3oBatensb ¢ NATHagUaTbiM YPOBHEM NPUBUNENMN B MHTEPdENCE KOMaHAHOW CTPOKN cpasy
nony4aeTt A4OCTYN K NPUBUErMPOBaHHOMY PEXUMY Cneunann3npoBaHHon KoHconu. Monb3oBartenen
C NATHaAuaTbiM YPOBHEM MOXET ObITb HECKOSBKO.

Monb3oBatesb ¢ ypoBHEM npusuneruii ot 0 no 14 nMeeT NpaBo AOCTYyNa K Nofib30BaTeIbCKOMY
pexunMy creunanManpoBaHHOM KOHCOMU. A ecnin 3TOT Mnonb3oBaTerb 3HAaeT Naposb AoCTyna K
NPUBUNETMPOBaHHOMY PEXUMY, TO OH MOXET HacTpauBaThb LNo3 6e30MacHOCTY.

Ecnu He ykasaH B komaHae napameTp [privilege levell], TO BygeT cosgaH nonb3osaTterb C 1
(nepBbIM) ypoBHEM NPUBUNETUN.

Mo koMaHae show running-config B KOHUrypauum 6yaeT nokasaHa kOMaHaa username
password B TOM BuAe, B kakoMm oHa bbina BBeAeHa. ByabTe 0CTOpOXHbI, Naporb XpaHUTCS U
nokasblBaeTCsi B OTKPbITOM BUE.

B cs_console KOMaHAbl username password N username secret ABNAKTCA
B3aMMoO3aMeHsieMbiMU — BBOA Nt06OM 13 3TUX KoMaHa ans CyulecTByroLllero nonb3oBartend
0003Ha4aeT U3MeHeHue naponsd, HesaBMCUMO OT TOro, Kak oH ObIn 3agaH paHee.

YnaneHue nonb3oBartens
YaaneHue nonb3oBaTenst C UMEHEM name MPOM3BOAUTCSA KOMaHAOM

no username {name}

HonycTyMo ykasbiBaTb 6onee ANMHHYI0 KoMaHady, HanpMMmep, no username {name} privilege
10 password {pwd}. OagHaKo, HUKAKON HEOBXOOUMOCTU B OTOM HET.

Ecnn nmeeTca TonbKo 0guH nonb3oBaTerb C YPOBHEM I'IpVIBVIJ'IGFVIVI 15, 10 yoandatb Takoro
nonb3oBaTesid He peKoOMeHOYyeTCA.

YaanuTb nonb3oBaTtens, u3-nog KOTOpPOro 3anyuleHa cs_console, TEXHNYECKM BO3MOXHO, HO
AaHHOe gencTeume KaTeropn4yeckm He pekomeHayeTcd.

Ecnn yaoanseTtca nonb3oBaTerb U3 CUCTEMBbI, U3-MOA KOTOPOro He 3anylieHa cs_console:

e [lonb3oBaTenb yCrnewHo yaarneH 13 CUCTeMbl: KOMaHAa 3aBepLuaeTcs yCrneLwHo 1 nonb3oBaresb
yaanseTtcd u3 Cisco-like koHdurypauum.

e [lonb3oBaTens B CUCTEME HE CYLLECTBYET: KOMaHAa Takke 3aBepLUaeTCsi YCNeLHo u
nons3osarene yaansetcs u3 Cisco-like koHpurypaumm.

e YpaneHue nonb3oBaTtens He NpoLuso (Monb3oBaTerb B CUCTEME OCTarCs): TO KOMaHaa
3aBepLuaeTcs ¢ owmnbkon, nonb3oBaTenb He yaansetcsa n3 Cisco-like koHdurypaumm.

BbigaBaeMblie coobleHus

Mpn nonbITke [obaBneHnst HOBOro Nosib3oBaTens MOryT BO3HUKATb crieayowme OLUNGKM:
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HenpaBunbHbIN CUHTAKCUC UMEHU NoMb3oBaTens (MCNoNb30BaHWe HEAONMYCTUMbIX CUMBOSIOB):
% User "<username>" was not created. Username is is invalid.

OnuHa nmeHn nonb3oBatens npesbiwaeT 8 cumBonoBs: % User "<username>" was not created.
Username is too long (8-chars limit exceeded).

Monb3oBaTensb C Takum MMEHEM Yxxe cyLlecTByeT B cucteme: % User addition failed. User
"<username>" already exists in the system.

Mpounsowna cucteMHas ownbka (BO3MOXHO HapyLLeHa CUCTEMHAs NOMUTHNKA B OTHOLUEHUN
MUMEHM Norb3oBaTenst UK Napons; Hanpumep CIULLKOM KOpOTKuiA naponb): % User addition
failed: System error. Possibly the password or the user name violates some system policy (e.g.
the password is too short).

Kpome yka3aHHOW, BO3MOXHbI U Apyrue NpuunHbl NOSIBIIEHNUS AaHHOM OWMOKKU, Hanpumep
ncyepnaHue pecypcoB. Takas owmnbka MOXeT BO3HUKHYTb MpwW NOMbITKE CO3AaTh Nonb3oBaTens ¢
nMmeHem, coenagarowimm ¢ MMeHeM rpynnbl nonb3oBaTenemn (CI'II/ICOK rpynn MOXHO NMNOCMOTPEThL B
canne /etc/group).

Mpun nonbiTKe CMeHbI Mapons Nonb3oBaTens MOXeT BO3HMKaTb owmnbka: % User password
change failed. Possibly the password violates some system policy (e.qg. it's too short).

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |0S:

e He nogaepXxXmnBaroTcA BCEBO3MOXHbIE BapUaHTbl 3aaHnA username n gpyrme napamMmeTpbl:
e He noaaepXxumBaeTcda nopassword;

e He nopaepXuBaeTcs LWNGPOBaHUE NApossi — He NOAAEPKUBAETCA KOMaHAa username
{name} password 7 {encrypted-password}

e [meeTcs orpaHun4eHune Ha aAnnMHy MMeHu nonb3oBaTtens.

° B cs_console KOMaHﬂ,bl username password N username secret ABMAKOTCA
B3anMMo3aMeHsieMbiMX — BBOZ, 000N U3 3TUX KOMaHZA Ansi CYLEecTBYOLEro nonb3oBaTerns
0603Ha4YaeT U3MeHeHne Naporsi, He3aBMCMMO OT TOrO, kak OH Bbin 3agaH paHee. B Cisco:
ecrnun naponb Ans nonb3oBaTensi 3a4aH KOMaHAoW username password (Mapofib XpaHUTCS
B OTKPbITOM BUZE), TO NApOSib HEMb3si MOTOM U3MEHMWTb, UCMOSb3Ys KOMaHAY username
secret (Maposnb XxpaHWTCcsA B 3aincppoBaHHOM BuAae), U HA0OOPOT — ecnu Naposb AN
nonb3oBaTens 3agaH KOMaHOol username secret, TO MOTOM U3MEHUTb €ro KoMaHaom
username password Henb3s. B o6oux cnyyasx Belgaetcsa coobuieHne o6 owmobke.

Mpumep
Hwxe npuBegeH npuMmep n3aMeHeHusi napons nonb3oBaTtensd ¢ UMeHeM "cscons™:
Router (config) #username cscons password security

Router (config) #end
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username secret

[lns co3gaHMs HOBOO NOMb30BaTerNs, U3MEHEHUsI Napons, YPOBHS NMPUBUNErMIA UMK yaaneHus
CYLLIECTBYIOLLIETO NONb30BaTeNs NPUMEHSINTE KOMaHAy username secret. B koHdurypauum
napornb 6yaeT XpaHuTbcs Moo B 3aluMdpoBaHHOM BUae, MMBO B TOM BuAe, B KAKOM OH Obln BBEAEH

B KOMaHge.

CuHTaKcuc username {name} [privilege level] secret {0|5} {pwd}
no username {name}

name ums nonb3oBatens. iMsa AOmKHO HaYMHaTLCA C OyKBbl TATUHCKOTO
andasuTa (CTPOYHOM MUK NponncHown). [lanee MoryT UaTu 6ykBbl
naTuMHCKoro andgasuta (CTPOYHbIE UMK NPOMUCHBIE), UNdPbl,
(nopyepkmBanve) u - (gedwmc). IMa JOmKHO BbITb YHUKANbHBIM U He
npeBbIWaTh 8 CUMBONOB.

level YypOBEHb Npusunerni, gnanasoH sHaveHni 0 — 15. 3HaveHne no
ymonyanumio — 1.

pwd napornb nonb3oBaTens. [lonyckaTca natmHckne Oykebl, Lndopbl 1
cneucumBonbl. Henb3a ncnonb3oBaTtb Npobenbl U HENAaTUHCKME CUMBOSbI.

0 npv 3TOM 3Ha4YeHMM Naposib BBOAMTCS B OTKPbLITOM BUAE U
3alMdpoBbLIBAETCA BHYTPU

5 npuv 3TOM 3HA4YE€HUU Naposb BBOAUTCH U CYUTAETCH, YTO OH sBnsieTCs
pe3ynbTatoM YHKLMN X3LIMPOBaHUS, U COXpaHsieTca 6e3 n3aMeHeHusl.

3HayeHue No yMON4yaHuio 3HadeHue No yMmon4yaHuio OTCyTCTBYeT.

Pexumbl kKOMaHabI Global configuration

PekomeHAaLMM NO UCNOJIb30BaHUK

Ho6GaBneHue nonb3oBaTens, M3BMeHeHne ero napameTpoB

OrpaHuyeHus Ha nms nonb3oBaTens ABNaTCA 6onee ctporumu, yem B Cisco |0S. 510 cBA3aHo ¢
OCOBEHHOCTAMM UCMONb3YEeMbIX ONEPaLMOHHbBIX CUCTEM.

B OC Linux nonb3oBaTesb CO30aeTCA C home B AUPEKTOPUN
*%h /var/belvpn/users/<name> (<name> — MMsl NONb30BaTENS).
Note OvpekTopus co3pgaetcs ¢ aTpnbytamm 750 (drwxr-x—-—-) .

B kayecTtBe shell Yy nonb3oBaTesia BbiCTaBAETCA
/opt/VPNagent/bin/cs_console

KomaHga co3gaHus nonb3oBaTerns BOCNPYHUMAETCH Kak KomaHaa peakTypoBaHus (Hanpumep,
CMeHUTb Naponb, privilege n 1.1.), ecnv nonb3oBaTerb Y>Ke NPUCYTCTBYET B KOH(Urypauum mn Ha
mMawmHe. [Npn gobaBneHMn HOBOro Nonb3oBaTeNs UMM N3MEHEHMN Napons CyLLECTBYIOLLETO,
[00aBnNSTCA NN M3MEHSIOTCH AaHHbIE Nofb3oBaTenern onepaunoHHON CUCTEMbI.

Ecnu nonb3oBaTenb ¢ ykazaHHbIM B KOMaHAe nMeHeM yxxe npucytcteyeT B OC, HO He npeacTaBneH
B Cisco-like koHdurypauum, To ganee BbINOMHAETCA NPOBEpPKa, 3aperncTpupoBaHa nm cs_console B
kayecTtBe shell gaHHOro nonb3oBaTens:
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e Ecnun B kayecTBe shell gaHHOro nonb3oBaTens BbICTaBeHa CS_console, TO AaHHbIN
nons3osartene fgobasnsetcs B Cisco-like koHurypauumto.

Mpu 3TOM Ha KOHCOMb BblAaeTCsl COObLLEHNE:!
Warning: User "<username>" already exists in the system. It was reused.

MNonb3oBaTento BblgaeTcs naporsib, 3ajaHHbIn B KOMaHge username. Ecnu I'Ipeﬂ,bID,yLIJ,I/IIZ
napoJsib NoJib3oBaTeNA B CUCTEME OTIIn4anca ot HoBoro, oH 6y,qu NnoTepsH.

e Ecnu y paHHoro nonb3oBaTerns BbiCTaBrneH apyron shell, komanga co3gaHusi nonb3oBaTens
3aBepLlaeTcs ¢ OLWNBKoN.

Mpu 3Ha4eHun {0} naponb BBOAUTCA B OTKPLITOM BUAE, a 3aTEM BbIYNCNAETCA N XPaHUTCS
dYHKUMNA X3LWIMpoBaHUsA napons. Ecnn nocmoTpeTb KOHUrypaumio KOoMaHaon show running-
config, TO KOMaHaa

username {name} [privilege level] secret 0 {pwd}
OygeT npencrasneHa B Buae
username {name} [privilege level] secret 5 {pwd encrypted}.

I'IpM 3Ha4YeHUM {5} cYMTaeTCs, YTO BBEAEHHbIN naposib ABNAETCA pe3ynbTaToM d)YHKLl,I/IVI
XawmpoBaHU4a napona n B KOH(*)I/IpraLI,VIVI COoXpaHdaeTcA 0e3 n3MeHeHus B TOM BUAE, B KaKOM 1 Obin
BBe€EH B KOMaHOe:

username {name} [privilege level] secret 5 {pwd encrypted}

Monb3oBaTtento MoXeT ObITb Ha3Ha4YeH ypoBeHb npusunerni n3 guanasoHa 0 — 15. 3ToT AnanasoH
pasferneH Ha [Ba kracca: B NepBoM — NATHaALUaTbI YPOBEHb, a BO BTOPOM — ¢ 0 Mo 14 ypoBHM.
Monb3oBaTtenu ¢ ypoBHem npusunermii ot 0 4o 14 nmeloT ogMHaKoBbIe NpaBsa.

Monb3oBaTtenb ¢ NATHagUaTbiM YPOBHEM I'Ipl/IBI/I.I'IeFI/IIZ Cpasy nosny4yaeT 4OCTyn K
npuBUNErMpoBaHHOMY pexumy CﬂeLl,VIaJ'II/I3I/IpOBaHHOI7I KoHconwu. lNMonb3oBaTtenen ¢ naTHaguaTbim
YpPOBHEM MOXeT ObITb HECKOJLKO.

Monb3oBatens ¢ ypoBHeM npusuneruin ot 0 no 14 nmeet npaBo JocTyna K Nob30BaTeribCKoMy
pexumy cneumnanu3MpoBaHHOM KOHCONWU. A ecriv 3TOT nonb3oBaTenb 3HaeT Naporb AOCTyna K
NpVBUMNErMpoBaHHOMY PEXUMY, TO OH MOXET HacTpamBaTh W3 6esonacHocTn. Ho nonb3oBaTtens
C TakuMm YpOBHEM MNPUBUIErMN HE MMeeT NpaBo AOCTyna K rpadouyeckomy nHTepdency.

Ecnu He ykasaH B komaHge napameTp [privilege level], To 6ygeT co3gaH nonb3oBaresb C 1
(nepBbIM) YpOBHEM NPUBUIIETNIA.

YnaneHue nonb3oBartens
YpaaneHue nonb3oBaTens ¢ UMEHEM name MNPOM3BOAUTCSA KOMaHAOM
no username {name}

Ecnn nmeeTca ToNbKO 0OAUH Nosib3oBaTesSlb C YPOBHEM npuBunerni 15, To yaanuTb Takoro
nonb3oBaTens He pekoMeHayeTcs.

YaanuTb nonb3oBaTtens, u3-nog KOTOpPOro 3anyuleHa cs_console, TEXHNYECKM BO3MOXKHO, HO
AaHHoe fencTene KaTeropu4eckm He pekomeHayeTcd.

Ecnn yfoanseTtca nonb3oBaTenib N3 CUCTEMBbI, U3-NMO4 KOTOPOro He 3anyuleHa cs console!

e [lonb3oBaternb ycrneLwHo yaarneH U3 CUCTeMbI: KOMaHaa 3aBepLuaeTcs YCreLHo U
nonb3oBartenb yaansetcsa ns Cisco-like koHdurypaumm.

¢ [lonb3oBaTens B CMCTEME He CYLLEeCTBYET: KOMaHAa Takke 3aBepLlaeTcs yCrneLwHo, 1
nons3osarenes yaansetcs u3 Cisco-like koHpurypaumm.

e YganeHue nonb3oBaTens He NpoLuno (nonbL3oBaTtesib B CUCTEME OCTarics): TO KoMaHaa
3aBepLuaeTcd ¢ ownbkon, nonb3oBaTtens He yaansetcs n3 Cisco-like koHdurypaumm.

B 057CODSOle KOMaHAbl username password N username secret ABMNAKTCA
B3anMO3aMeHsAeMbIMU — BBOA NHOOOM N3 3TUX KOMaHA, Ans CyuleCcTByroLllero nonb3oBarensd
obo3HavaeT usmeHeHue naponsd, He3aBMCUMO OT TOro, Kak OH Obin 3agaH paHee.
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BblgaBaeMble cooblweHus

I'Ipvl nonbITke Aob6aBneHns HOBOro Nosib3oBaTens MOryT BO3HUKATb crneaywwme oLwmnobKu:

HenpaBunbHbIN CUHTAKCUC UMEHU Nonb3oBaTens (MCNoNb30BaHNE HEAOMYCTUMbIX CUMBOIIOB):
% User "<username>" was not created. Username is is invalid.

[nuHa nmeHn nonb3oBaTtens npesbiwaeT 8 cumBonoBs: % User "<username>" was not created.
Username is too long (8-chars limit exceeded).

Monb3oBaTtenb C TakKMM UMEHEM YXKe cyllecTByeT B cucteme: % User addition failed. User
"<username>" already exists in the system.

Mpounsowna cucteMHas ownbka (BO3MOXKHO HapyLLUeHa CUCTEMHAs MONMUTUKA B OTHOLLEHUN
WUMEHM Norb3oBaTenst UK Napons; Hanpumep CIULLKOM KOpOTKuiA naponb): % User addition
failed: System error. Possibly the password or the user name violates some system policy (e.g.
the password is too short).

Mpun nonbiTKe CMeHbI Mapons Nonb3oBaTensd MOXeT BO3HuKaTb ownbka: % User password
change failed. Possibly the password violates some system policy (e.qg. it's too short).

OTnunyme gaHHOM KOMaHAbl OT Nnogao6Hon komMaHabl Cisco 10S:

He nogaepXxXmnBaroTcAd MHble BCEBO3MOXHbIE BapMaHTbl 3a4aHuUA KOMaHObl username, He
YKa3aHHble 34€eCb.

MmeeTcs orpaHun4yeHune Ha gJiMHy MMeHU NoJib3oBaTesA.

B CS_COI’ISOle KOMaHAbl username password N username secret ABIAKTCA
B3anMMO3aMeHsAeMbIMM — BBOZ, 000N U3 3TUX KOMaHA ANsi CYLLEeCTBYIOLLEro Nofb3oBaTerns
0603Ha4YaeT n3MeHeHue Napors, He3aBMCMMO OT TOrO, Kak OH Bbin 3agaH paHee. B Cisco:
ecrnuv naponb Ans nonb3oBaTensi 3a4aH KOMaHAoW username password (Maposfib XpaHUTCS
B OTKPbITOM BUAE), TO NApOrib HEMb3s MOTOM U3MEHMWTb, UCMOSb3YS KOMAaHAY username
secret (Maponb XpaHUTCA B 3aliMdpoBaHHOM BUAe), 1 HAO6OPOT — ecnv Naponb Ans
nonb3oBaTens 3ajaH KOMaHOoW username secret, TO MOTOM U3MEHUTb €0 KOMaHAON
username password Hemnb3s. B o6onx cnyyasx BbigaeTcsa coobuieHne o6 owwmnbke.

MNpumep

Huxe npuBegeH npumMep co3gaHus nonb3oBaTens ¢ UMeHeM "admin™ M Napornem "security",
KoTopbIn 6yaeT 3awmdpoBaH, U ypoBHEM NpuBunerin 15:

Router#configure terminal

Enter configuration commands, one per line.

Router (config) #username admin privilege 15 secret 0 security

Router (config) # exit
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username privilege

[nsa nameHeHns ypoBHS NPUBUNENIA CYLLLECTBYIOLLErO NOMb30BaTeNs, UCNONb3yNTe KOMaHay
username privilege

CuHTakcuc username {name} [privilege level]

name ums nonb3oBatend. iMs AOmKHO HaYMHaTLCH € OyKBbI TATUHCKOTO
andasuta (CTPOYHOM MM NponncHown). [lanee MoryT Uatu 6ykBbl
naTuHcKoro andasuta (CTPOYHbIE UMK NPOMUCHbIE), LUdPbI,
(noguepkmBaHune) n - (geduc). imst AOMKHO ObITb YHUKANbHBIM N He
npesbiWaTth 8 CMMBOSIOB.

level YpPOBEHb NpuBMNerui, avanasoH saHadeHn 0 — 15. 3HayeHne no
ymonyanumio — 1.

PeXumbl KOMaHAbI Global configuration

PekomMeHAaLuu No UcnonbL30BaHUKD

JllaHHasa koMaHZa MeHsIeT ypoBeHb NPUBUIIENNIA MOSb30BaTENs!, MPUCYTCTBYIOLLEro B KOHUrypauum.

Ecnu nonbitaThCs BLINOMHUTL KOMaHAy ANs nonb3oBaTtens, otcyTcTeytollero B Cisco-like
KoHdUrypaumm, 6yaet BbigaHo cooblieHne 06 olimbke:

[

% User "<name>" not found

OTnnyme gaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

B Cisco IOS ecnu nonb3oBaternb OTCYTCTBYET, TO OH OydeT co3faH € ykazaHHbIM YPOBHEM
npuBMUIIerun.
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KoMaHAb! HACTPOWMKM NPOTOKONIMPOBAHMA COOLITUN

HacTpolikn npoTokonMpoBaHUsi cCoGbITUIA YNTAOTCS NMpU cCTapTe CS_console U3 cepeuca vpNsvC.

Ecnu mexay ABymsi 3anyckaMum CS_COoNnsole HaCTPOMKN MEHSNNCH C MOMOLLbIO yTunuThl log_mgr
(log_mgr onncaHa B gokymeHTe «CneLumanm3mpoBaHHble KOMaHabl»), 6yayT oTobpakeHbl HOBbIe
HaCTPOWKM, BbICTABMEHHbIE C MOMOLLbIO 3TOW YTUMUTHI.

Mpn BBOAE KOMaHA HaCTPOMKMN MPOTOKONMPOBAHUSA COBLITUIA, UIBMEHEHUS B HACTPOMKaxX NpoToKona
COBbITMI KOHCONW BCTYNAlOT B CUNYy HEMeANeHHO. Takke HeMeaNneHHO BCTynakoT B AeNCTBME
aHarnornyHble N3MeHeHUs HaCTPOEK NPOTOKONMPOBAHUS U ANt CEPBUCA VPNSVC.

HacTtpoliku npoTtokonupoBaHus cobbiTuii He BNusAT Ha Native-koHdurypaumio.

Komangpl logging on, logging facility n logging host nmetot BHyTpeHHne 3aBucumocTu. [pu BBOAE
nobon N3 Tpex KOMaHZ BbINOMHATCS criegyloLine 4encTBus:

e yuTalTCH TEKYLLME HACTPOWKK syslog Ans cepBuca vpnsvc (BKMHYEHO/BbIKMoYEHO, facility,
agpec nonydartens syslog);

e B HaCTpOMKax MEHSeTCH OAMH U3 NapamMeTpoB (B 3aBUCUMOCTW OT KOMaHapl);
e [Janee HaCTPOMKW BbICTaBNATCA ANA CS_console 1 Ans vpnsvc.

Ecnu npousoLuna paccuHXpoHU3auUmMs U3-3a TOro, YTO napassienbHO C ke 3anyLLeHHoN cS_console
Gbina Bbi3BaHa yTunuTa log_mgr ans n3amMeHeHWUst HacTPOEK NMPOTOKONMPOBaHMS CODBbITUIA, TO BbI3OB
nto6oi U3 3TUX KOMaHA BOCCTAHOBUT 3Ty CUHXPOHM3auuto. [pu 3Tom ocTanbHble ABa NapameTpa
(He oTHocALMecs K AaHHOW koMaHAe) GyayT BbiCTaBMEHbI A4S CS_console B 3HaYeHne, Nosly4eHHoe
13 cepBmca VpNsvC.

logging

KomaHgoa logging uvcnonb3yeTcs Ans 3agaHus IP-agpeca xocTa, Ha KoTopbli ByayT nocbkinaTsest
co06LLEeHMS 0 NPOTOKONUPYEMBbIX COObITUAX. COOBLLEHMS MOXXHO MOCHINaTh TONbKO Ha OAWH agpec.
No-dhopma KomaHObl BOCCTaHaBMNMBAET 3HAYEHMWE N0 YMOMYaHWIO.

CuHTakcuc logging {ip-address}
no logging {ip-address}
anbTepHaTUBHLIN BapuaHT KoMaHAbl:

logging host {ip-address}

ip-address IP—agpec xocTa, Ha KoTopbI ByaeT HanpaBneH Nor.
3HayeHue No ymonyaHuio logging 127.0.0.1
PexXxumbl KOMaHAabI Global configuration

PekomeHOaLMM N0 UCNOJIb30BaHUK

KomaHgoa logging 3afjaeT agpec XocTa, Ha KOTopbli GyayT HanpaBnATbLCA COOBLEHNS O
NPOMCXOAALLMX COBLITUSX Ha LWNto3e. [N OTCbINKM COOBLLEHNIA UCNONb3YETCA TONMBKO NPOTOKO
Syslog v nony4arterns coobLleHnin MoXeT BbiTb TOoMbKO oauH. Mpu BBOAE KOMaHabl 1ogging,
N3MEHEHUsI B HACTPOMKaxX NPOTOKOMNa COBLITUIA KOHCOMNW BCTYMNAOT B CUMY HEMEANEHHO.

Mpu cTapTe KOHCONM NoMNy4vaTenb NPOTOKONAa cO0bLeHnn 3anmcaH B hann syslog.ini. MNocne
3a4NTbIBaAHWS Ha4arnbHOW KOHUrypauumn BeiCTaBnsieTcs nonyvarenb NpoTokona coobLeHun,
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onucaHHbIn B cisco-like koHdurypauuun. Ecnu B cisco-like koHdurypauum komaHabl
NPOTOKONMMPOBAHMSA OTCYTCTBYIOT, TO BbICTaBMSAKOTCSA 3HAYEHUSI NO YMOMYaHUIO.

Takke 3Ha4yeHMe No yMONYaHWo BbICTABNAETCA M NpU 3a4aHnn OAHOM U3 KOMaHA:
no logging {ip-address}
logging 127.0.0.1

3apaHHasa koMaHga no logging {ip-address} aHanormyHa komaHge logging 127.0.0.1.
AprymMeHT ip-address B KOMaHAe no logging JOMKeH coBnagathb ¢ IP-agpecom xocTta yxe
CYLLECTBYIOLLErO B KOH(Urypaumm, MHaye KomaHaa He BbIMOMHAETCSA C ANarHOCTMKON

Q

% No such logging host

Ecnu 3apaHa komaHga logging 127.0.0.1, TO OHa He NokasbiBaeTcd No kKomaHae show
running-config

KomaHgoa no logging He noggepkuBaeTcs.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

e He JonyckaeTcsd ncnosib3oBaHne hostname B KA4YeCTBe aprymeHTa.

¢ He ponyckaeTtca 3agaHune cnucka SYSLOG-cepBepoB, paspeLleH TONbKO oAunH agpec.
lMoBTOpHO 3aAaHHas komaHAa logging 3ameHseT npedblaywmn agpec. 3agaHHbli agpec
coxpaHsieTcsa B hanne syslog.ini.

CoobueHunsa 06 owmbkax Npu BbINOMHEHWM AAaHHOW KOMaHAbl, CBUAETENbCTBYIOLLNE O CEPbE3HbIX
npobnemax ¢ ¢cs_console (Hanpumep, NponagaHue CBA3M C CEPBMCOM VPNSVC) NpUBEAEHb! B
HwKecneaytoLllen Tabnuue. MNpu nx NnonydeHnn pekomeHgyeTcs npepeaTb paboTy ¢ ¢cs_console n
3anycTuUTb €e 3aHOBO.

CoobLeHune [NosicHeHune
% Can't set logging host for He ypanocsk BbiCTaBUTb nNonyvartens nora ans cs_console.
cs_console
% Can't set logging host He ypanochk BbiCTaBUTb NonyvaTtens fnora B cepBuce
vpnsvc.

% Can't set logging host: can't get the He yganochk BbICTaBUTb NonyvyaTtens rfiora: HEBO3MOXHO
syslog parameters Nnony4nTb CyLLECTBYIOLLNE NapaMeTpbl NOrMpOBaHKS.

MNpumep

Hwxe npuBeaeH npumep, B KOTOPOM COOOLLEHMS O MPOTOKONMPYEMbIX COOBITUAX OTNPaBASOTCA Ha
agpec 10.10.1.101:

Router (config) #logging 10.10.1.101
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logging facility

[na 3apaHus kaHana NPoTOKONMPOBaHUS COOLITUIA UCNONb3yINTe KOMaHAy logging facilicy.
[aHHas koMaHaa no3BonsieT BbibpaTh HEOOXOAUMBINA UCTOUHWUK COOBLLEHNIA, KOTOPbLIV ByaeT
co3aaBaTb coobueHuns 06 owwmbkax. No-bopMa KOMaHAbl BOCCTaHaBNMBaeT 3Ha4YeHne no
YMOM4aHuio.

CuHTakcuc logging facility {name}

no logging facility

name NMA KaHana npoToKoninpoBaHNA cobbITUN, BO3MOXHbIE BapnaHTbI:

auth, cron, daemon, kern, localO, locall, local2,
local3, local4d4, local5, local6, local7, lpr, mail,
news, syslO, sysll, sysl2, sysl3, sysl4, sys9,
syslog, user, uucp

3HayeHue No yMosnyYaHuo logging facility local?
Pexunmbl KoMaHAabl Global configuration

PekomeHaaLMmM No UCNosib30BaHUK

KomaHga 1ogging facility 3agaeT npouecc, KoTopbin 6yaeT BbiaaBaTe coobLieHnst 06
owmnbkax. 3agaHHoe 3HadYeHne logging facility coxpaHaeTcs B pavine syslog.ini.

Mpu cTapTe KOHCONM NCTOYHMK COOOLLEHMI 3anucaH B dain syslog.ini. [Nocne cuntbiBaHus
HayanbHOWM KOHMUrypaLmm BbICTaBNSETCH MCTOYHUK COOBLLEHUI, onncaHHbIN B cisco-like
KoHdurypaummn. Ecnu B cisco-like koHdurypauum Takoe onnucaHne oTCyTCTBYET, TO BblCTaBNAeTCcH
3HayeHue No YMONYaHuio.

Takke 3Ha4YeHne no YMOJ14aHUIO BbICTaBIAETCA U Npu 3agaHnmn OD,HOI7I N3 KOMaHAa:
no logging facility
logging facility local?
KomaHga no logging facility aHanormyHa komaHge logging facility localT7.

Ecnn 3apaHa komaHga logging facility local7, TO OHa He NokKasblBaeTcs Mo KoMaHae
show running-config

BoaMoxxHble coobLeHust 06 owmnbkax npu BeiNnofHeHUU koMaHabl logging facilicy npuBeaeHbl B
Tabnuue. CoobLLeHns cBMOETENbCTBYIOT O cepbe3Hbix Npobnemax ¢ cs_console (Hanpumep,
nponagaHue cBA3n ¢ cepBMCOM vpnsvce). [pu ux nonyvyeHMn pekomeHayeTcs npepsaTb paboTy ¢
Cs_console u 3anycTuTb ee 3aHOBO.

CoobLeHune [NosicHeHune

% Internal error: unknown facility BHyTpeHHss owmnbka: Hem3BecTHoe uMms facility.

name
MpumeyaHune: gaHHOEe coodLEHNE MOXET
CBUAETEeNbLCTBOBATbL O NOBPEXAEHUUN PeCypCHbIX haiinos
cs_console.

% Can't set syslog facility for He ypanocb BbicTaBuThb facility ans cs_console.

cs_console
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% Can't set syslog facility logging

He yoanocb BbicTaBuTh facility B cepsuce vpnsvc.

% Can't set syslog facility: can't get
the syslog parameters

He yaanocb BbicTaBuTb facility: HeBO3MOXHO Nony4nTb
CyllecTByoLIMe NapamMeTpbl NOrMpoBaHus.

Mpumep

Hwxe npuBeaeH npumep 3agaHusa kaHana nora locall:

Router (config) #logging facility locall
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logging trap

[nsi 3agaHnsa ypoBHS AeTannsauunmn NpoTOKONIMPOBaHWS COObITUIA NCMONb3yWTe KOMaHAy logging
trap. [laHHaa koMaHaa no3BongaeT BblIbpaTb HEOOXOOUMbIN YPOBEHb BaXXHOCTU NMPOTOKONUPYEMbIX
coObITMI. No-hopmMa KOMaHAbl BOCCTaHaBNMBAET 3HAYEHME MO YMOJTYAHWIO.

CuHTakcuc logging trap {severity}
no logging trap
severity YPOBEHb BaXXHOCTM COBLITUIN, BO3MOXHbIE BapUaHTLI:

alerts, critical, debugging, emergencies, errors,
informational, notifications, warnings

3HayeHue Mo yMos4yaHuo logging trap informational

PeXumbl KOMaHAbI Global configuration

PekomeHaaLMmM No UCNosib30BaHUK

KomaHaa logging trap {severity} 3agaeT HEOGXOAMMbIN YPOBEHb BaXKHOCTU
NpOTOKONMpPYeMbIX coBbITUiA. ECnin JaHHas komaHaa B KOHGUrypaumm oTcyTCTBYET, TO
BbICTABNSIETCS 3HaYeHME N0 YMOMYaHWIO.

Takke 3Ha4yeHMe No yMOMNYaHMo BbICTABNAETCA M NPpU 3a4aHny OAHOM M3 KOMaHA:
no logging trap

logging trap informational

KomaHga no logging trap aHanorMyHa komaHge logging trap informational.
KomaHga logging trap — He nogaepxusaetcs !l

Ecnu 3apaHa komaHga logging trap informational, TO OHa He MokasbiBaeTcd Nno komaHae
show running-config

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komMaHabl Cisco 10S:

e He ponyckaeTcs 3agaBaTtb YpOBEHb B BUAE YMCHA, HANpUMep:
logging trap 5 !!! He nonmmepxusaetcsa!!!

e He nopaepxmBaeTcsi COKpaLLeHHbIN BapuaHT BbICTaBIEHUs YPOBHSA NPOTOKONMPOBaHUSA
informational (MO ymon4aHuto):

logging trap !!! He nonmmepxmuBaercs!!!

e B Cisco IOS komaHga no logging trap OTKIOYaeT NPOTOKONMPOBaHUE COObLITUIA NO
npoTokony syslog.
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Bo3MoxHble coobLueHnss 06 owmbkax npu BbIMONHEHMM KOMaHAb! logging trap npuBeaeHsl B
Hwxecneaywoulen Tabnuue. CoobLleHns cBUOETENLCTBYIOT O Cepbe3HbIX Npobnemax ¢ cs_console
(Hanpumep, NponagaHue cBA3W ¢ CepBUCOM vpnsve). [pu nx nonyvyeHnn pekoMmeHgyeTcs npepsaTtb
paboTy c cs_console 1 3anycTuTb ee 3aHOBO.

Tabnuua 5

CoobLeHne MNosicHeHue

% Internal error: unknown logging level BHyTpeHHsS omnbKa: HEN3BECTHOE UMS SEeVerity.
yT

name
MpumeyaHue: gaHHoe coobLleHne MmoxeT

CBUAETENbCTBOBATbL O NMOBPEXAEHUN PECYPCHbIX
dannoe cs_console.

% Can't set logging level for cs_console | He yganocbk BbICTaBUTb YPOBEHD Jflora aAng cs_console.

% Can't set logging level He yoanoch BbICTaBUTb YPOBEHD fora B cepeuce
vpnsv.c
MNpumep

Hwxe npuBeaeH npumep 3agaHnst ypoBHS fnora critical:

Router (config) #logging trap critical
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logging on

KomaHgoa logging on uvcrnonb3yeTcs AJfs BKIOYEHUS MPOTOKONIMPOBaHMS COBbITUIA. No-dhopma
KOMaHZbl OTKI04YaeT NPOTOKOSIMPOBaHNE.

CuHTakcuc logging on

no logging on

3HayeHMe No YMONYaHUIO logging on

PeXumbl KOMaHAbI Global configuration

PekomMeHAaLuu No UcnonbL30BaHUKO

KomaHgoa logging on BKNOYaeT nepegadvy coobLueHu o cobbiTusax B hann npoTokona.

Ecnu oTKNoYMTb HACTPOVKM NMPOTOKONMPOBAaHMS KOMaHAoW no logging on, TO HEMeOSIEHHO
nocre BBoAa KOMaHfbl OTKIOYaeTCs NNOrMpoBaHue B CS_console 1 B cepBirce VpNsvce.

Bce komaHabl HacTporikn npoTokonupoBaHus cobbiTui (logging trap, logging facility n logging host),
BBeAEeHHbIe NMocrie KoMaHAbl no logging on, BCTYNAT B ,EI,eI7ICTBI/Ie TOJ1bKO Mocrne KoMaHAabl
logging on.

KomaHga 1ogging on He NOKa3sbliBaeTCsi NO KOMaHAe show running-config

KomaHga no logging on NoKasbiBaeTcda MO KOMaHAe show running-config

BoamoxkHble coobLleHns 06 olumbkax npueedeHbl B HUxecneayowen Tabnuue. 3T coobLLeHus
CBMOETENbLCTBYIOT O CEpbE3HbIX MPoGieMax ¢ cs_console (Hanpvmep, NponagaHve CBA3N C
cepBucom vpnsvce). Mpu nx nonyy4eHnn pekomeHayeTcs npepBaTb paboTy ¢ CS_console 1 3anycTuTb

ee 3aHOBO.
Tabnuua 6
CoobLeHune NosicHeHune
% Can't enable or disable logging for He yganocb BKMOUYNTb UMK BbIKITOYNTL NTOrMpoBaHme
Cs_console ansa cs_console.
% Can't enable or disable logging He yaanocb BKMOUYNTb UIK BbIKITOYNTE NTOrMpoBaHme

B cepBuce vpnsvce.

% Can't enable or disable logging: can't get | He yganock BKMOUYUTb UMK BbIKMHOUYUTD
the syslog parameters NIorMpoBaHme;: HEBO3MOXHO MONy4YnTb
CyLLEeCTBYIOLLME NapamMeTpbl NIOrMpoBaHus.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 61



Bel VPN Gate-V 4.1. Cisco-like komaHabl

KomaHab! HacTpoukn SNMP-cepBepa

CnepgyeT yunTbiBaTh, YTO NpY UCNOMb30BaHUM KomMaHg HacTporikn SNMP-cepBepa, npu 3arpyske
KOHBepTupoBaHHoN Native-koHurypaumm MoryT BO3HUKHYTb NpobneMbl (NpeaynpexaeHus),
npueoasaLuue Kk HepaboTocnocobHocTu BBeAeHHbIX HacTpoek SNMP. PekomeHayeTcsa npu Bbixoae
13 KOHPUIypaLMOHHOIO peXxrmMa NPoBEPUTbL Hanuume AaHHbIX Npobnem ¢ MOMOLLBIO KOMaHAabl show
load-message UMK YTEHUS COOBLLEHNNIN NPOTOKONMPOBAHUSA COBLITUN.

snmp-server community

Ona Hactporiku SNMP-cepBepa, koTopbI noaaepxmnsaeT 6a3y gaHHbIX MIB 1 BbigaeT cTaTUCTUKY
no 3anpocy SNMP-meHeaxepa, MCnonb3ynTe KOMaHabl snmp-server . B koMaHge snmp-server
community 3agaeTcsa ngeHtudmkatop (napornb), KOTOPbIN UCNONb3YeTCs ANS ayTeHTudmnkaumm
3anpocoB 0T SNMP-meHeaxepa v paspeluaeT eMy YTeHWe CTaTUCTUKM U3 6a3sbl ynpasneHna SNMP-
cepsepa.

No — (popma KoMaHAabl OTKMOYaeT paHee BBeJAeHHOEe 3HavYeHne naeHTudukaTopa u oTkroyaeT
nonyyeHue ctatuctnkn no SNMP.

CuHTakKkcuc snmp-server community {string} [ro]
no snmp-server community [string]

string CTpOKa, urpatowas ponb naeHtudumkatopa coobueHun ans SNMP
cepBepa. [lonyckaloTcst naTUHckue GykBbl, Lndpbl, 3HakK "#$%&'()*+,-
Ji>=<@N\)"_{[}~. Npobenkl He gonyckatoTcs.

ro cneyundukaTop, ykasbiBawowwmn Ha To, 4To SNMP-cepBep paspeluaeT
TONbKO YTEHWe CTaTUCTMKN. HeobasaTenbHbIn napameTp, N0 YMOMYaHWo
pas3pelaeTca TOJ1bKO YTeHne CTaTUCTUKN.

3Ha4yeHue No yMonyaHuko OTCYyTCTBYET

Pexnmbl kKOMaHabl Global configuration

PekoMeHOaumm no MCnosfib30BaHUIO

KomaHgoa snmp-server community 3agaeT 3HayeHne community string, BbINOMHAKOLLEE PONb
naeHTnukaTopa otnpasutens, B HacTponkax SNMP cepsepa.

[onyckaeTcs TONbKO OfHa Takasi KoMaHAa, Tak Kak MOXHO 3aaTb TONbKO OAHO 3HaYeHue
community. NOBTOPHLIN 3anycK 3TON KOMaHAbl MEHSET 3HAYEHNE CTPOKM community.

Ecnu B 3anpoce ot SNMP-meHegkepa cTpoka community oTnMyaeTcs oT community, NponMcaHHoN
Ha LUM3€e KOMaHOON snmp-server community, TO CTaTUCTMKA HE OTChbINAETCs.

No-dhopMa 3TON KOMaHAbl OTKIOYaET NofnyyYyeHne ctatucTukn no SNMP.

OTKNOUNUTL NonyyYeHne cTaTucTukm no SNMP MOXHO U KOMaHAOW no snmp-server.

OTnnyme gaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |I0S:

e B cs_console pa3pellaeTca 3agaBaTb TOJIbKO OAHO 3Ha4YeHue Community.

e He ponyckaetca cneundumkatop RW, KOTOpbIM nogaep>xmBaeT BO3MOXHOCTU YTEHUSA 1 3anncu
CTaTUCTUKMN.
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o He nopaepxmBatotcs views (punbtpaumsa no otaensHsiM BeTkam MIB) n ACLs (dunsTtpauus
no agpecam SNMP managers).

e He cyulecTByeT HUKaKuUX B3aMMOCBA3EN MeXAY KOMaHAOW snmp-server community U
snmp-server host (B Cisco cyuwecTtByeT HesBHoe nponucbiBaHne SNMP-polling
community npu BBOAE KOMaHAbl shnmp-server host).

Mpumep
Hwxe npuBeaeH npumep 3agaHus commultity string:

Router (config) #snmp-server community public
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snmp-server location

Ins 3agaHus uHdopmaumm o pasmelleHn SNMP-cepBepa MUCronb3yiTe KOMaHagy snmp-server
location. No — chopma KOMaHAb! OTKIOYAET paHee BBeAeHHOe 3HaueHue.

CuHTaKcuc snmp-server location {string}

no snmp-server location {string}

string CTpOKa, B KOTOPOW A0MYyCKalTCA NaTuHCKMe OykBbl, LMAPbI, 3HAKKU
P#$%& ()*+,-./;:>=<@\]"_" {[}~ v npobensi.

3HayeHue No ymonyaHuio OTCyTCTBYET
Pexu1mbl KoMaHAabl Global configuration

PekomMeHAaLuu No UcnonbL30BaHUKO

KomaHga snmp-server location 3agaeT 3HayeHue system location B HacTporikax SNMP
cepsepa.

Mpumep
Hwxe npuBegeH npumep 3agaHuma system location string:

Router (config) #snmp-server location Building 1, room 3
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snmp-server contact

[nsa 3apaHusa MHbopMauumM 0 KOHTAKTHOM fuLe, OTBETCTBEHHOM 3a paboTy YCTPOCTBa,
MCMomb3yiTe KOMaHAdy snmp-server contact.No — popMa KOMaHZbl OTKIIOYaeT paHee
BBEAEHHOE 3HayeHMe.

CuHTaKcuc snmp-server contact {text}

no snmp-server contact {text}

text CTPOKa C KOHTaKTHOI MHGopMaLmeil, B KOTOPOil AOMNYCKalOTCS NaTUHCKME
BykBbl, UMAPLI, 3HaKN "#$%& ()*+,-./;:>=<@\]"_ " {|}~ n npobenbl.

3HayeHue No yMos4YaHuo OTCyTCTBYET

PeXumbl KOMaHAbI Global configuration

PekomMeHaaLuu No UcnonbL30BaHUKO

KomaHga snmp-server contact zagaeT 3HavyeHue system contact B HacTpornkax SNMP
cepsepa.

Mpumep
Hwxe npuBeaeH npumep 3agaHus contact string:

Router (config) #snmp-server contact Dial system operator
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snmp-server host

[na 3agaHua napameTpos nonyyatens SNMP-TpanoB UCnonb3ymte KOMaHgy snmp-server host.
No — popma kKOMaHAabl yCTpaHseT u3 koHdurypauum nonydyatens SNMP-Tpanos.

CuHTaKcuc snmp-server host {host-addr} [traps] [version {1]|2c}]
{comminity-string} [udp-port {port}]

no snmp-server host {host-addr} [traps]|[version {1]2c}]
{comminity-string} [udp-port {portl}]

host-addr IP-agpec nony4aTtend Tpanos

1]2c Bepcusa SNMP, B koTopon hopMupytoTca Tpansl
(no ymonyaHuto — 1)

community-string  CTpoKa, UrparoLias pornb naeHTudrkaTopa oTnpaBuTens, NponucbiBaemas
B Tpane, obs3aTenbHbIi NapaMeTp. He uMeeT HMKakoi CBsian ¢ snmp-
server community, MOXeT coBnafaTb UIN OT/IMYATLCS.

port UDP-nopt nonyyaTens, Ha koTopbin oTnpasnsatoTca SNMP-Tpansb! (no
ymonyaHuio — 162).

3HayeHue No ymonyaHuio Mo yMOMn4YaHMWIo Tpanbl He OTChINalTCH
Pexu1mbl KoMaHAabl Global configuration

PekoMeHOaumm no MCnosfib30BaHUIO

Taknx koMaHa MOXeT OblTb HECKOSbKO, 3afatoLLmnX CrMCOK nonyaneneﬁ Tpanos.

[nsa oTcbinkM TpanoB AOMKHa ObITh yka3aHa xoTda Obl 04Ha KOMaH4a snmp-server host U
KOMaHAa snmp-server enable traps.

BbiGupaTb oTaenbHble Tpanbl B TeKyLei Bepcum MNpoaykTa Henb3s.

B komMaHae no snmp-server host 00s3aTeNbHO AOIMKHbI npuUcyTCcTBOBaTb {host-addr} un
{Comminity—string}. OcTanbHble napamMmeTpbl MOXHO HE yKa3blBaTb.

Ecnu B komaHge BcTpeyaeTcs napa {host-addr} M {comminity-string}, KOTOpble Obinn
BBEEHbI paHee, TO 9Ta KOMaH4a 3aMEHSIETCSl Ha HOBYIO BBEAEHHYIO KOMaHAy (B HEN MoryT
NMOMEHATLCA Bepcus 1 nopT). Takoe noBegeHue aHanornyHo Cisco 10S 12.2 (yctapeBLunit), HO
oTtnun4yaeTcsa ot norukn Cisco 10S 12.4, Tam eLle y4nTbiBaeTCs 1 NopT.

Mpumep
Hwxe npuBegeH npumep 3agaHusa nonydatens SNMP-Tpanos:

Router (config) #snmp-server host 10.10.1.101 version 2c netsecur udp-
port 162
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snmp-server enable traps

OTa KoMaHaa ucnonb3yeTcs AN BKIYeHUst oTcbinku SNMP-TpanoB. No —¢opMa 3Toi KoMaHapbl
MCnonb3yeTcs Ans OTKIOYEHWS OTCbINIKM TPamnoB..

CuHTakcuc snmp-server enable traps

no snmp-server enable traps

3HayeHue Mo yMosYaHuo Nno ymMmosn4aHuio Tpanbl HE OTCbITakoTCA

Pexxnmbl KOMaHAbI Global configuration

PekomMeHaaLuu No UcnonbL30BaHUKO

Bes ykaszaHust komaHabl snmp-server enable traps Tpanbl OTCbiNatbcs He 6yayT. Ong
OTCbINKM Tpana TpebyeTca komaHaa snmp-server enable traps W XOTHa Obl 0OgHa KOMaHaa
snmp-server host.

Mpumep
Hwxe npuBegeH npumMmep BKOYEHUST OTCbINKM SNMP-Tpanos:

Router (config) #snmp-server enable traps
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snmp-server trap-source

OTa koMaHaa ucnonb3yeTcs ANs Yka3aHusa uHTepderica, ¢ kotoporo noceinawtca SNMP-Tpanbi.
[na ycTpaHeHnss ICTOYHMKA Tpana Ucnonb3yeTcs no —popma 3Ton KoMaHAabl.

CuHTakcuc snmp-server trap-source {interface}
no snmp-server trap-source

interface MMs CETEBOro UHTepdenca

3Ha4yeHue No YMOnYaHUK €Ccnu 3HavyeHne He 3agaHo, To aapec Bbibupaetca OC B
3aBMCMMOCTM OT agpeca HasHa4YeHus!.

Pexu1mbl KoMaHAabl Global configuration

PekomeHaaLMM No UCNosib30BaHUK

B KoHdurypauum ncnonb3syeTtcs TONMbKO odHa KOMaHAa snmp-server trap-source.

Ecnu ykasaHa gaHHas koMaHAa, To B kKadecTBe agpeca-mctovHuka scex SNMP traps
nponucbiBaeTcs Nepsblid agpec ykasaHHOro MHTepdgerca (primary-agpec).

MNpumep
Hwxe npuBegeH npumep ykasaHus MMeHU UHTepdelica, ¢ KoToporo oTcbinattcd SNMP-Tpanbi:

Router (config) #snmp-server trap-source fastethernet 0/1
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KomaHabl AnA Ha3HaYeHUs UMEeHN XOCTa U UMEHHU
AOMEHa

hostname

KomaHga hostname NnpuMeHdeTCd And HasHa4YeHua nim nSMeHeHna MMeHn XocTa.

CuHTakcuc hostname name

name HOBOE UMsi XOCTa.

3HauyeHue No yMonyaHuo Mo ymonyaHuio yctaHOBMEHO ums sterragate
Pexunmbl KoMaHAabl Global configuration

PekomMmeHAaLuu no UcnonbL30BaHUKO

[aHHasa KomaHaa nponucbiBaeT MMS XOCTa Kak B Cisco-like koHdurypauum, Tak n B cucteme. Mims
XOCTa U3MEHMUTCSA HEMELEHHO.

I'Ip|/| Ha3Ha4YeHUn nnn N3AMeHeHUn MMeHn XoCTa crnenyeT npuaepXmeaTtbCa cnenyrownx npasun:
® AMA XOCTa — NOoJSIHOEe AOMEHHOE NMA, BKIo4Yaa OOMEH NepBOoro yYpoBHA,
® AMA XOCTa COCTOUT U3 OOAHOIo UM HECKOJTbKMX CIOB, pa3aefeHHbIX TOYKOW;

e Kagoe CroBO 0653aTeNbHO AOJMKHO HAaYMHATbLCH C 6yKBbI JNTaTUHCKOro aﬂ(baBI/ITa N MOXeT
COCTOATb U3 6yKB JNTaTUHCKOro aJ'I(*)aBVITa (KaK CTPOYHbIX, TAK N I'IpOI'IVICHbIX), LJ,I/I(*)p M 3HaKa

(neduc).

MNpumep
Hwxe npuBeageH npumep nsaMeHeHns UMeHn xocTta Ha "juke-box™:

Router (config) # hostname juke-box
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ip domain name

KomaHga ip domain name WCNONb3yeTcst ANS onpedenieHns MMeHn JOMeHa, KoTopoe GyaeT
MCnonb3oBaTbCs AN AONOMHEHUSA HEMOMHbIX MMEH XOCTOB (MMEH, COCTOSILLMX TOMbKO U3 MMEHU
xocTa). [Ans 6nokMpoBaHusa aToN PYHKLMOHANBHOCTU UCNONb3YNTE TY Xe KOMaHay C NpeduKCOM no.

CuHTakcuc ip domain name name

no ip domain name name

name UMS1 JOMEHa, KOTOPOEe UCMONb3YeTCsl MO YMOMYaHNIO AN
aBTOMAaTUYECKOro 3aBepLUEHUst HEMOMHOro UMeHU xocTa. MNonHoe ums
opmMmupyeTcs nocpeacTBOM 406aBNeHUs AOMEHHOIO UMEHN Yepes TOYKY
B KOHEL|, HEMOSHOro MMEHM XocTa.

3HayeHue No yMos4yaHuio Enabled
Pexunmbl KoMaHAabl Global configuration

PekomMeHAaLuu No UcnonbL30BaHUKO

|/|Cﬂ0]'|b3y17ITe 9Ty KOMaHAay And Ha3Ha4YeHuna JOMEHHOIro MMeHn No yMOJ14aHuio. B aTtom cny4yae Bce
MMEHa XOCTOB, KOTOpble HE coaepXaT oTAeSIeHHOro TOYKON JOMEHHOIO MMEHN, 6yp,yT AONOJIHEHbI
OOMEHHbIM MMEHEM MO YMOJTHaHUIO.

MNpumep
Hwxe npuBeaeH npumep HasHa4YeHUA JOMEHHOrO MMEHM NO YMOMYaHuio example.com:

Router (config) #ip domain name example.com
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KomaHab! ansa paboTbi ¢ Tabnuuen mapLupytusaumm

ip route

Ins po6asneHust 3anvcu B Tabnuuy MapLipyTU3auum UCNonb3yinTe KOMaHay ip route. Ans
yOoaneHvs MapLupyTa Ucnonb3yetcs no-opMa KOMaHAbl.

CuHTakcuc

prefix

mask

gw-ip-addr

interface-name

distance

permanent

ip route prefix mask {gw-ip-addr | interface-name}
[distance] [permanent]

no ip route prefix mask { gw-ip-addr | interface-name }
[distance] [permanent]

no ip route prefix mask

cTapLuas obuwas 4YacTtb IP-agpecos, 4O KOTOPOW NPOMNMCLIBAETCA MapLUPYT.
[ns 3agaHusa mapwpyTta, KoTopbii 6ygeT NCnonb30BaTbCH N0 YMOMYaHWIO,
IP-agpec pgomkeH 6biTb paBeH 0.0.0.0

Macka XocTa Unm noaceTu, 4O KOTOPOW nponucbiBaeTcst MapLipyT. [Ons
3afaHusl MapLupyTa, KOTopbli 6yAeT NCNOSb30BATLCS MO YMOMYaHUIo,
Macka nogceTun gomkHa obiTb pasHa 0.0.0.0

IP-agpec wnto3a, Yepes KoTopbIV NPONUCLIBAETCH MapLupyT

nMs1 ceTeBoro nHTepderica. CeteBon MHTEpPENC JOMKEH TOYHO
COOTBETCTBOBATb KOHKPETHOMY CUCTEMHOMY UHTEPENCY.
Mcnonb3oBaHne MHTepdelicoB, 3agaHHbIX B danne ifaliases.cf ¢
NMOMOLLbIO NEPEYNCIIEHUN UK LWABNOHOB He AONycKaeTcs

agMUHUCTPaTUBHasA ANCTaHuus (MeTpuka) MMeeT pasHbIi CMbICH B Pa3HbiX
OC v B gaHHoOM kOMaHZe ByaeT npourHopuposaHa. [1oatomy,
MCMoNb30BaTb €e He peKoMeHayeTcs

0003HaveHne NocToAHHOro MapLipyTa. lNapameTp 3anommHaeTcs 1
nokasbiBaeTcs no show running-config, ogHako pearbHO He UCMOorb3yeTcs.
MpucyTcTBYET ANA COBMECTUMOCTM C NpoAykTaMu ynpaenenusa Cisco.

HeponycTumo ykasbiBaTb OQHOBpPEeMeHHO napaMeTpbl MHTepdelica 1 IP-agpec wnio3a, Yepes
KOTOPbLIN NPONUCbLIBAaeTCA MapLIpyT.

MapLupyT No ymonyaHuio — MapLUpyT, N0 KOTopoMy ByaeT oTnpaBneH naket, ecnu IP-agpec
Ha3Ha4YeHus, yKasaHHbIN B 3arofloBKe NakeTa, He CoBMagaeT HM C OOHUM agpecOoM Ha3HavYeHus B
Tabnuue maplpyTm3auum.

3HayeHue No ymonyaHuo OTCYTCTBYET

Pexumbl KOMaHAbI

Global configuration

PekomeHOaLMM N0 UCNOJIb30BaHUK

WNcnonb3yiiTe aTy kKOMaHay Ans AoGaeneHus sanucy B Tabnuuy mappytusauun. PeanbHoe
fobaBneHne MapLupyTa OCYLLEeCTBIISIETCS NpuW Nporpyske CKOHBepTMpoBaHHol Native-

KOHdurypaumu.

lMoBTOpHOE A0OaBneHNe CyLLECTBYHOLEro MapLUpyTa He cuntaeTcs ownbkon (nosegeHue,

aHanoruyHoe Cisco 10S).
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WNcnonbsyemble OC HanaratoT TpeboBaHue, YToObI LWMo3, Yepes KOTOPbIA NPOMMCLIBAETCS
MapLpyT, 6bin 4OCTYNEH C CETEBOro MHTepderica ycTponcTaa.

MapameTp distance urHopupyetcs. Mpu gobaBneHnn MapLupyTa BbiICTaBMSAETCS CUCTEMHAs
MeTpuKa, aHanormyHas ToM, KoTopasi BbICTABMSAETCS NO YMONYaHWo Npy AoGaBneHMn mapLipyTta ¢
nomotubto komaHabl OC route add. Ho no komaHae show ip route Ang JaHHOrO mMapLupyTa
OyaeT nokasaHo 3HayeHue distance, paBHoe 1.

YaoaneHue
KomaHga moxeT 6bITb BBeeHa TONbKO C KOHCOMNU

YnaneHue eaMHWYHOro MapLipyTa:

no ip route prefix mask { gw-ip-addr | interface-name } [distance]
[permanent]

MapameTpbl distance U permanent UrHopupytoTcs. OcTanbHble NapaMeTpbl AOMKHbI TOYHO
COOTBETCTBOBATbL NapaMeTpaM, KoTopble BblaatoTcsl No show running-config.

YpaneHve mapLupyToB No agpecHon MHopMaLun:

no ip route prefix mask

OTnunyme gaHHOM KOMaHAbl OT Noao6Hon komMaHabl Cisco 10S:

¢ B komaHge Heobxoanmo nponucbiBaTb MapLLpyT Yepes W03, KOTOPbIA ABNSETCA AOCTYMHbIM
C ceTeBOro nHTepdeica.

¢ B koHCcONu napameTpom, CBSA3aHHbLIM C METPUKOW AiBNsieTcd distance, a B Cisco I0S —
napameTp administrative distance.

o [lapameTp distance UrHopupyeTcs.

e OTcyTCTBYET KOMaHAa clear ip route ANSA yAaneHUs MapLlpyTa U3 CUCTEMHOM Tabnuupl
MapLupyTUsaLmu.

Mpumep
Router (config) #ip route 10.10.10.1 255.255.255.255 10.2.2.1

Bo3moxxHble coobueHus 06 owmbkax npueBeaeHsbl B Tabnuue.

Tabnuua 7

Coob6LeHune MosicHeHune

%No matching route to B komaHze no ip route 3agaH MapLUpyT, OTCYTCTBYOLNIA B
delete KOHUrypawmm.

CoobLeHune, aHanornyHoe Cisco |0S.

%Inconsistent address and | OguH u3 AByx crny4vaes:

mask 3ajaH HeKoppeKTHbIN napameTp <mask> (Hanpumep, 255.0.255.0).

3HaueHus <prefix> n <mask> He COOTBETCTBYIOT ApPYr ApYry
(Hanpumep, 192.168.10.10 255.255.255.0).

CoobueHune, aHanornyHoe Cisco |0S.

Hwxe B faHHoN Tabnuue npvBegeHbl coobLLeHus, cneundguyHblie
ans cs_console.
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% The network interface
must exactly correspond to
a system network interface

lNonbITka NponucaTb MapLUIpyYT Yepes ceTeBoun nHTepdenc,

3adaHHbIn B hanne ifaliases.cf ¢ nomoLbto WwabnoHa unm cnucka

3HaYeHUN.
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KomaHabl ans paboTbi ¢ cepTudmkaTtamm

crypto pki trustpoint

KomaHpa crypto pki trustpoint wucnonbdyetcs anst oobssneHus umenun CA (Certificate
Authority — CepTndmkaumnoHHbii LIeHTp), a Takke Anst Bxoda B pexum ca trustpoint configuration
ANsi HACTPOMKM NapaMeTPOB NOSyYeHNsi CNCcKa 0TO3BaHHbIX cepTudmkaTto (CRL). Ang yoaneHus
BCEX MAEHTUMMKATOPOB U cepTUdMKaTOB, CBA3aHHbIX ¢ CA, UCNONb3yNTE Ty Xe KoMaHay C
npecurKCoM no.

Ona peructpaumm CA n nokaneHoro cepTudumkata B 6ase npoaykra, a Takke Cnucka oTo3BaHHbIX
CcepTMdUKaToOB UCNONb3YeTCHa yTunuTa cert_mgr import.

CuHTakcuc crypto pki trustpoint name
no crypto pki trustpoint name

name umsa CA. Ecnu HyXHO nameHuTb napameTpsbl yxke obbasneHHoro CA,
BBeaAMTE UMs, kKotopoe aTomy CA Obino Ha3HaA4YeHOo paHee.

3Ha4yeHue No YMONYaHUKo 3Ha4yeHne No yMonyaHuo OTCYTCTBYET.
Pexumbl kKOMaHabI Global configuration. BbinonHeHMe 3TOM  KOMaHAbI

OCYLLECTBMSAET BX04 B pexum ca trustpoint configuration.

PekoMeHOaumm no MCnosfib30BaHUIO

KomaHga crypto pki trustpoint 3aMellaeT KOMaHAy B CTapoM (popmaTe crypto ca
trustpoint, koTopas ucnonb3osanack B Cisco I0OS Bepcun 12.2 n Bel VPN Gate 3.0.1

WcnonbayiTe aTy kKOMaHAy A8 o0bsABNeHUst uMeHn kopHeBoro CA, KOTopbIi umeeT
CaMonoAnucaHHbIn cepTudukaT. BbiNnoONMHEHWE 3TON KOMaHAbl TakKe OCYLLECTBIISIET BXO B PEXUM
ca trustpoint configuration, B KOTOPOM MOTYT BbIMOMHATLCA CriefyoLme KoMaHabl:

crl query — CRAYXWUT NS HACTPOVKU napameTpos nonydyerHus CRL;
revocation-check — yka3blBaeT pexum ncnosnb3osaHus CRL;

exit — ocylecTBNSAET BbIXO U3 pexuma ca trustpoint configuration.

HacTpoliku nonyyeHus u ncnonb3oBaHuss CRL GepyTcs M3 nepBoro no cyeTy trustpoint. A3
ocTanbHbIX trustpoint HACTPOWKM UTHOPUPYIOTCS.

YaaneHue

YpnaneHue CA trustpoint ocylectBnaeTcd KOMaHAoM no crypto pki trustpoint name. [locne
3TOro BblAAeTCs coobLeHNeE:

% Removing an enrolled trustpoint will destroy all certificates
received from the related Certificate Authority.
Are you sure you want to do this? [yes/no]:

Ecnu BBecTu “yes” (MOXHO coKpaTUTb 4O 0AHOM OykBbI “y”), TO trustpoint yaanuTca ns
KOH(purypaumn. Ecnn npm atom cyectsytoT CA-cepTUdUKaThbl, KOTOPbIE NPUBA3aHbI K AaHHOMY
trustpoint, oHn ygansitotcs kak u3 Cisco-like koHdurypaumm, Tak n 13 6asbl NnokanbHbIX HACTPOEK
npogykTa.

Ecnu BBECTM “N0” (MOXXHO COKpPaTUTL 4O OA4HOW OykBbI “N”), TO AENCTBME KOMaHObl OTMEHSIETCS.
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OTnnyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

o [logkomaHaa enrollment urHopupyeTcs, NpoOM3BOAUTCS TOMNbKO 3adaHne cepTudmnKaToB C
nomoLubto cert_mgr import.

e YuratoTcsa Tonbko CA-cepTuduKaThl, NokanbHble cepTudmkaTbl (CepTUdUKaTL YCTPOMCTR)
urHopmpytotcs. JlokaneHble cepTudukaTel MOryT BbITb 3aperMcTpupoBaHbl B [1poaykTe TOMbKO
yTunuton cert_mgr import.

o [lobaBneHue ogHoro trustpoint u nepeyncneHme Heckonbkux trustpoints akTnyeckn He
oTnMyaeTcda Apyr oT Apyra n Bceraa npmeBoauT k nepeumcnerHmnio CA-cepTunKaTos:

e e[uHCTBeHHOe oTnnyne — agpec LDAP-cepBepa 1 HacTporku pexunma nonydyeHms CRL
Bcerga 6epyTcs M3 NepBoro no cyeTy trustpoint B kKOHUrypaumm, octanbHble —
UrHOPUPYIOTCS.

Mpumep

Hwxe npuBegeH npumep NCNomMb30BaHMsA KOMaHdbl crypto pki trustpoint. Obbasnserca CA
c umeHem "ka" n ykasbiBaeTCcsl, 4TO Npu NpoBepke cepTudumkaTa gencreytowmii CRL ncnonbayetcs,
€Crn1 OH nNpeaycTaHoBneH B 6a3e npoaykTa unv nony4eH B npouecce IKE obmeHa. Ecnv aTo He Tak,
TO nonbiTka nony4nte CRL no npoTtokony LDAP He npegnpuHMMaeTcsa u cepTudukat npuHMMaeTcs:

Router (config) #crypto pki trustpoint ka

Router (ca-trustpoint) #revocation-check none
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crl query

KomaHpa crl query ncnonb3yeTcs Ans SBHOro ykasaHusa agpeca LDAP-cepBepa, ¢ KOTOpOro
MoxHo 3anpocutb CRL (Certificate Revocation List), npomexyTtouHblie CA cepTudukarhl,
cepTudmkat naptHepa. CRL cogepXut cnmcok 0To3BaHHbLIX cepTUdUKaToB, AENCTBUE KOTOPbIX
npekpaLleHo no Ton unu nHowm npudmnHe. Micnonb3osaHne CRL 3awmiiaeT oT NpUHATUA OT
napTHEPOB OTO3BaHHbLIX CEPTUEUKATOB.

Mepen obpalueHnem k LDAP-cepBepy LWn03 cHavyana cmotpuT none CDP ceptudumkarta, ecnm B
3TOM Norfe nponucaHHelr NyTb kK LDAP-cepBepy siBNsieTCa HenormnHbIM, To JobaBnaTcsa aaHHble (IP-
agpec v nopT) n3 KomaHabl crl query. Ecnu CDP cogepXuT NomnHbI NyTh, crl guery He
ucnone3yetca. Ecnu B ceptudpmkate Het nona CDP, To ucnonb3yeTcsa aTa KomaHaa.

[nsi Bo3BpaTa B pexum no ymondaxuio (korga 3anpoc CRL ocywiecTBnaeTcs no agpecy,
ykasaHHoMmy B none cepTtudmkata CDP (CRL Distribution Point)) ncnonb3yiite komaHgy crl query
C npeuKkcom no.

CuHTakcuc crl query ldap://ip-addr|[:port]
no crl query ldap://ip-addr[:port]

ip-addr IP-agpec LDAP-cepBepa, Ha koTtopoM CA nybnukyet CRLs u kyaa
criegyet oTnpaenATb 3anpockl Ha CRL.

port nopT, HeobsA3aTenbHbIM NapaMeTp, N0 ymondaHuio 389.

3HayeHue No yMonyaHuio Ecnu agpec LDAP cepBepa sIBHO He 3afaH, TO 3anpochl Ha

CRL 6ygyT oTnpaBnATbCa Ha agpec, ykasaHHbIn B none CDP
ceptudukata. Ecnm nopt He 3agaH, TO nogpasymeBaeTcs
389.

PeXxumbl KOMaHAabI ca trustpoint configuration.

PekoMeHOaumm no MCnosfib30BaHUIO

Mcnonb3yinTte kKoMaHay crl query, €CNU CepTUdUKATBI HE cogepXaT TOYHOro yKkasaHnsa MecTa,
oTKyaa moxeT 6biTb nonyveH CRL. MNpwn 3agaHnm LDAP cepBepa ncnonb3ynte Tonbko |IP-agpec un
BO3MOXHO MOpT.

CHavana genaetcs nonbiTka yCTaHOBUTL coeanHeHne no LDAP Bepcun 2. Ecnin aTa nonbiTka
3aBepLuaeTtcs ¢ owmbkon LDAP_PROTOCOL_ERROR (Hanbonee BeposTHas npu4mHa — He
noagepxmBaeTcs Bepcus 2), To NOBTOPSAETCS NonbiTka yCTaHOBUTL coeauHeHne no LDAP Bepcun 3.

OTnnyme AaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

e Ha url ana LDAP cepBepa HanoxeHo orpaHu4eHne — fonyckaeTcs 3agaHune Tonbko IP-
agpeca 1, BO3MOXHO, nopTta. Ecnn 3agaHo DNS-name, To gaHHbIM url UTHOPUPYETCS.

o [lob6aBneHwne ogHoro trustpoint n nepeuncneHne Heckonbkux trustpoints dakTnyeckn He
oTnuyaeTcs Apyr oT Apyra v Bcerga npmeoaumT kK nepedncnerdmio CA-cepTndunkaTos:

e e[MHCTBEeHHOe oTnuyne — agpec LDAP-cepBepa n HacTporku pexunma nonydeHms CRL
Bcerga 6epyTcst M3 NepBOro no cyeTy trustpoint B kKOHUrypaumm, octanbHble —
UrHopupytoTcs.

MNpumep

Hwxe npuBeaeH npumep UCNomnb3oBaHus koManabl crl query. O6bsaBnsietcs CA ¢ nmeHem "bar"
1 yKa3blBaeTCsi agpec, No KoTopoMmy cneayet uckate CRL:

Router (config) #crypto pki trustpoint bar
Router (ca-trustpoint) #crl query ldap://10.10.10.10
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revocation-check

KomaHga revocation-check 3agaeT nocnegoBaTenlbHOCTb A0MYCTUMbIX BAPMAHTOB NPOBEPKU
cepTudmkaTa napTHepa. B koMaHae ykasbiBaloTCs pasHble pexuMbl Ucrnosib3oBaHus CRL.

s BO3BpaTa B PEXUM MO YMOYaHMWIO UCMOSb3YITE TY Ke KoMaHAay C NpeduKCcoM no.

CuHTakcuc revocation-check methodl [method2]

no revocation-check
methodl napameTp, NPUHUMAKOLLNA OOHO U3 ABYX 3HAYEHUN:

crl npuv npoBepke cepTudmkaTa obsasaTeneH gencraeyowmnn CRL.
Ecnu gericteytowmn CRL He HangeH B ©6a3e npodykTa un ero He
yaanocb nonyy4nTb No npotokony LDAP, To cepTudumkaT He
npuHUMaeTcs

none npu nposepke cepTudmkata gencreyowmn CRL ncnonssyercs,
€Cnu1 OH npegycTaHoBneH B 6ase NpoaykTa Unm nonyyeH B
npouecce IKE obmeHa. Ecnu 910 He Tak, TO nonbITka NONy4UTb
CRL no npotokony LDAP He npeanpvHumaeTcs n ceptudukat

npYHUMaeTCs.
method?2 napameTp HeobaA3aTeNbHbIN, UMEET OOHO 3HAYEHME:
none ecnu gencreyowmii CRL He HangeH B 6a3e npoaykTa v ero He

yAanocb nonyyYntb no npotokony LDAP, To ceptudukat
npuHumaeTcs. Mcnonb3yeTca Tonbko Toraa, Korga methodl=
crl.

MNocnegoBaTenbHOCTb O0NyCTUMbIX BapnaHTOB NPOBEPKN CepTI/ICbI/IKaTa onucaHa B PekomeHgaumsix
MO NCNOJ1Ib30BAHUIO.

3Ha4YeHue No YMon4aHuro Mo YMOJ4aHUIO UCNOJIb3yeTCA revocation-check crl.
Mo komaHge show running-config OGygeT nokalaHa
AJaHHaA KOMaHAa, Aaxe ecrim oHa He BBOAUINAaCb B ABHOM
Buae.

PeXxumbl KOMaHAabI ca trustpoint configuration.

PekoMeHOaumm no MCnosfib30BaHUIO

[nga koMaHabl revocation-check crl obsasateneH gencreytowmnn CRL B 6a3e npoaykra, HO
ecnm 310 He TaK, To CRL moxeT 6biTb nony4veH no npotokony LDAP. Ecnn CRL nony4nts no LDAP
He yaanocb, To cepTudukaTt napTHepa He NPUHUMaeTcs. STOT PEXUM UCMONb3YeTCs Mo
YMOIYaHuIo.

Mo koMaHfae revocation-check none Npu NpoOBEpKe cepTudmkaTa napTHepa 6yoeT
Npon3BOAMTLCA NonbiTka Bocnosnb3oBaTeca CRL 13 6a3bl npoaykta nnu CRL, Nnony4YyeHHbIM B
npouecce IKE obmeHa, Ho He ByaeT Npon3BoANTLCA NOMbITKA NONy4nTh ero no LDAP. Ecnn
Aencteyowmn CRL He HanaeH, To cepTndmkat napTHepa npMHMMaeTcs.

KomaHpa revocation-check none 3amelyaeTt B cTapoM popmaTe KOMaHay crl optional,
KoTopas ucnonb3osanacek B Cisco I0S Bepcun 12.2 n Bel VPN Gate 3.0.1.

Mpu npoBepke cepTudurkaTa No KOMaHAe revocation-check crl none MCNONb3YyeTCs
aevicteytowmn CRL 13 6a3bl npogykTa, HO ecnn 370 He Tak, To CRL MoXeT ObITb Nony4yeH no
npotokony LDAP. Ecnn CRL nony4nts no LDAP He yaanocs, To ceptudukaT napTHepa
npuHUMaeTcs.

KomaHpa revocation-check crl none 3amellaeTt B cTapoM popmaTe KOMaHay crl best-—
effort, KoTopas ucnonb3oBanack B Cisco |IOS Bepcum 12.2 n Bel VPN Gate 3.0.1.
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[na nonyyeHua CRL no npotokony LDAP 3anpockl oTnpaBnsoTcs Ha agpec LDAP cepsepa,
YKa3aHHbI B KOMaH4e crl query, B MPOTMBHOM Crlyvae Ha agpec, yKkasaHHbI B none
ceptudmkara CDP.

No komaHgaMm revocation-check none U revocation-check crl none eOUHCTBEHHBIMU
YCIOBUSIMU MPUHATUS cepTuduKkaTa napTHepa OyayT HEUMCTEKLININ CPOK ero 4ENCTBUSA, U YTO ero

nagan CA, koTtopbin o6bsBneH Kak trusted CA.

Ecnn 3agaHo HecKonbko trustpoints, B KOTOpPbIX 3adaHa kKOMaHAa revocation-check, TO
NCNoJ1b3yeTCHd TOJIbKO KOMaHAa 13 NnepBoro no cyHeTy trustpoint B KOHCbVII'yan,VIVI. OcrarnbHble
KOMaHAbl revocation-check UrHopupyroTcs.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon koMaHabl Cisco 10S:

He ncnonbayeTcst pexum ocsp.

Mpumep

Hwxe npuBeaeH npumep mcnonb3oBaHus komaHabl. OobsaBnsetcs CA ¢ umeHeM "bar" n
yKkasbiBaeTca agpec LDAP cepsepa, no kotopomy criegyeT nonyydnte CRL onga nposepku
cepTudukaTta napTHepa:

Router (config) #crypto pki trustpoint bar
Router (ca-trustpoint) #crl query ldap://10.10.10.10
Router (ca-trustpoint) #revocation-check crl none

Router (ca-trustpoint) #exit
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crypto pki certificate chain

KomaHga crypto pki certificate chain Mcnonb3yeTcs AN BXoga B PEXWM HAaCTPOWKK
uenoyku ceptudpmkatos CA.

CuHTakcuc crypto pki certificate chain name

name ums CA (Mcnonb3ynTe ToXe UMs, KoTopoe Obifno 06bABNEHO KOMaHAOM
crypto pki trustpoint).

3HayeHue Mo yMonyaHuo 3Ha4YeHne No ymosi4aHuno OTCyTCTBYET.

PeXumbl KOMaHAbI Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

KomaHpoa crypto pki certificate chain 3amellaeT B CTapom popmaTte KOMaHAy crypto
ca certificate chain, KoTopas ucnonbs3osanacbk B Cisco IOS Bepcun 12.2 n Bel VPN Gate
3.0.1.

Ha momeHT BBOAa kOMaHabl crypto pki certificate chain umsa CA gomkHO GbITh yxe
00bsBNEHO KOMaHOOW crypto pki trustpoint. Ecnu ums He 3apaHo, To BblaaeTcst
coobueHune o6 owmbke: “% CA trustpoint for cert chain not known”.

Mcnonb3yinTe 3Ty KOMaHAy AN BXo4a B PeXWM HacTpowkn Lenovkn CA cepTudmrKaToB C MOMOLLbIO
KOoMaHApbl certificate. B npegenax ogHoro truspoint gonyckatotca nobblie CA ceptudukaTthl, He
TONbKO M3 OOHOW Lienoykn. Haxoasach B 3TOM pexvMme, MOXHO yaansaTb cepTudukaTsl.

YaaneHue

YpaaneHue uenoyku cepTumkaTtos kKomaHaamm
no crypto pki certificate chain name
unm

no crypto ca certificate chain name

He JonyckaeTcs, BblaaeTcs cooblieHne o6 owmnbke: 5 Remove the trustpoint to remove the cert
chain.

Ypanerue CA ceptudmkarta us Lenoyku ocyLlecTBnsaeTcd komaHaon certificate.

OTnnymne gaHHOM KOMaHAbl OT Nnoao6Hon komaHabl Cisco 10S:

e B Cisco no show run B komaHae crypto pki certificate chain nokasbiBatotcs CA
cepTndukaThl U nokanbHble cepTudmkaTtel. B Cisco yepes aTy komaHAay MOXHO MOCMOTPEThb U
yaanute CA 1 nokanbHble cepTudmrkaTthbl, a BBECTU MOXHO Tonbko CA cepTudmkaThl,
nokarbHble cepTudukaTbl TakMM 06pas3omM BBECTU HeMb3s (OHU ByayT HepaboTOCNOCOOHI
6e3 cekpeTHoro knto4a). B MNpoaykTe B cs_console gaHHas komaH4a MCnosb3yeTcsl TONbKO
ans pabotel ¢ CA ceptudmkatamu.

e B Cisco ncnonb3aytotca Tonbko RSA-ceptudukatsl. B Mpoaykre nog o6o03HaveHnem RSA
MoryT ucnornb3oBaTbca RSA, CTE n DSA-cepTudmkatel. Ho gormkHo cobntogatbesi cTporoe
cootBeTcTBUE: RSA CA ceptudumkat nognuceiBaeT Tonbko RSA-ceptudmkatel, CTb CA
ceptudukat nognuceisaeT Tonbko CTE ceptudukatel, DSA CA ceptudukat noanmceiBaeTt
Tonbko DSA-cepTudumkaThl.
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CnenyeT yuuTbiBaTh, YTO B KOH(pUrypaumm He 3aaeTcs TOUYHbIX KpuTepues Bbibopa
nokanbHoro ceptudukata (B TepmmHax Native LSP 3apaetcs USER_SPECIFIC_DATA). B
CBSI3U C 9TUM BO3MOXHbI CUTyaLUK, NPU KOTOPbIX HE YCTAHOBUTCS COeAMHEHNE, ecrv
NPUCYTCTBYIOT BornbLLE OQHOMO NoKaneHOro cepTudmrkaTa, noagnMcaHHoro pasHbimm CA.

Mpumep nogobHoW cuTyauuu: y napTHepa He nponucaHa nocbinika Certificate Request, u
napTHep OXWOaeT OT JIOKaNbHOro LWSI03a KOHKPETHbI cepTudukat (KOTopblii 4eACTBUTENBHO
MPUCYTCTBYET), HO LUMO3 MO CBOWM KpUTEpUsIM BbliOMpaeT Apyron cepTudmkaT, KOTOpbI He
NOAXOAUT NapTHEPY.

Kak npaBsuno, Taknx I'IpO6J'IeM He BO3HUMKaET, ecnu cobniogatoTcs cnegywuine ycnosua:

e Y oboux napTHEPOB NpoONucaHa oTcbiNka Certificate Request. 1o ymonyaHuio
KOHBepTep MMeHHOo Tak 1 genaeT. Cisco B 60/bLUIMHCTBE Cry4aeB NOCTynaeT Takxke.

e He ncnonb3yetcs Aggressive Mode npu paboTe ¢ cepTudukaTamm
(aKk30TMYECKMI Criyyan).

e Y napTHepa AOmMKHbI ObITb ABHO yka3daHbl CA-cepTudukaTbl, KOTOPbIMU MOXET ObiTb
noanucaH nokanbHbli cepTudgukat. B Native LSP — atpubyt
AcceptCredentialFrom (CS_converter BnuceiBaeT Bce CA-cepTudmkathl,
nexawme B 6ase). B Cisco — gomxkeH 6biTb NponucaH nogxoasiiun trustpoint.

Mpumep

Mpumep ncnonb3oBaHUs KOMaHabl crypto pki certificate chain nNpuBeOeH K komaHae
certificate.
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certificate

KomaHpa certificate ncnonesyetcs ang peructpauuun CA ceptucmkatoB B 6a3e npoaykra.
HaHHasa komaHga paboTtaeT B pexunme certificate chain configuration. [1ns yganeHusa ceptudgmkaTos
UCMNOMb3ynTe 3Ty KOMaHAy C NpedrKCom no.

CuHTakcuc certificate certificate-serial-number

no certificate certificate-serial-number

certificate-serial-number nopsaakoBbii HoMep CA cepTudukaTa B LecTHaaLaTepPU4YHOM

npegcraBneHnn
3HavyeHue No yMonyaHuio 3Ha4yeHve No yMOMYaHuo OTCYTCTBYET.
PeXumbl KOMaHAbI Certificate chain configuration.

PekomMeHAaLuu No UcnonbL30BaHUKD

Yka3aHHbIN B kKOMaHAe nopsiakoBbii Homep CA cepTudmkaTa B LWecTHagUuaTepuyHoM
NpeacTaBneHnn MoXeT ObITb NoObIM, Tak Kak B JAHHOM penin3e He NCMosb3yeTcs.

WcnonbayiTte a1y koManay ansa gobaenenus CA cepTudmkarta B 6a3y npogykra unm yganeHmns CA
cepTudumkara.

Ons pobasneHns ceptndmkata nocne BBoga NOPAAKOBOro Homepa ceptudukaTa u Haxatusa Enter
ocyuwecTnsieTcsa nepexoq B pexum config-pubkey, B kotopom HyxHo BBecTu CA cepTudmkaTt B
BMAE NocnenoBaTenbHOCTU WecTHaauaTepuyHblx Yncen. [ns koHseptupoBaHusa davina ¢ CA
cepTndunkaTtom u3 BMHaApHOro NpeAcTaBneHns B WeCcTHagLuaTepmyHoe, MOXKHO BOCMOMb30BaTbLCH
nobbiMu cBOBOAHO pacnpoCcTpaHAEMbIMU YTUNUTaMn. 3ameTM, YTO ANMHA CTPOKN C TENTOM
cepTudukaTa B LUECTHagUATEPUYHOM NpeAcTaBneHun AomkHa yA0BNEeTBOPATL YCIOBUSM:

® MakcuMmanbHas AnvHa BBOAMMOM CTPOKU — 512 cumBonoB. [lonyckaeTcs napsbl
LecTHaaLUaTepunYHbIX Yncen pa3busaTe Mexay cobon npobenamu n nepeBogamMm CTPOKMU;

e KOMMWYECTBO CUMBOIOB B CTPOKE AOMKHO BbITb YETHLIM, YTOOLI HEe pa3bnBaTh
LecTHaauaTepuyHoe Yucro.

MpekpalleHne BBoAa cepTudmKaTa 3akaHIMBaETCA KOMaHAON quit.

3ameTnm, uto B Bel VPN Gate 3.0.1 gonyckanocb BBegeHue ceptudmkata B Buae ogHOM CTPOKMK.
Tenepb 3TO HEBO3MOXHO, TaK Kak MOSIBUNOCHL OrpaHU4eHne Ha OfMHY CTpoku BBoda — 512
CUMBOMOB, peanbHble cepTudurkaTbl B 3Ty ANIMHY HE NOMELLaloTCS.

3ame4aHue:

Monb3oBaTbcs KOMaHOOW certificate anga perncrpauun CA ceptudmkaTa HeygobHo. Hanbonee
yoo6HbIM cnocobom pervctpaunn CA cepTudmkata B 6ase npogykra aBnsieTcs UCNONb30BaHne
yTunuThl cert_mgr import. MNocne pernctpauuu npu cnegytouiem ctapte ¢s_console CA cepTudukar
Oynet pobasneH B cisco-like koHurypauuto (norvka no asTomaTuydeckon CUHXpoHusaumm CA-
cepTudukata B cisco-like kKoHdmrypauum n 6ase nokanbHbIX HACTPOEK OMMUCaHa B NMyHKTE
“CuHxpoHusauusa” B pasgene "3anyck koHconu”).

MNpumep
Hwxe npuBeaeH npumep gobasnexus ceptudumkaTa ¢ nopsiakoBbiM Homepom 012:

Router# configure terminal

Router (config) # crypto pki certificate chain myca
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Router (config-cert-chain) # certificate 012

Router (config-pubkey)# 30820337308202E4A0030201020210337F
AE6C6B85536F834A8D8ES358333F4F3090A06062A850302020405003038310B30279
060355040613025255310D300B060311400055040A130447494E53310B3009060355
3240B13025141310D300B060355040313F9

Router (config-pubkey) #quit

Router (config-cert-chain) # exit

Router (config) #
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crypto identity

KomaHga crypto identity Mcnonb3yeTcs AN Co3daHus Cnncka aeHTUUKaTopoB, KOTOPOMY
[OJDKEH YOOBNETBOPATb cepTUdmkaT napTHepa (napTHepoB). CNNCOK MOEHTU(UKATOPOB MOXET
COCTOSATb U3 NOEHTUUKATOPOB TUMA dn U £qdn U NPUBS3LIBATLCS K KpUNTOrpacduyeckon kapTe.
Ins yaaneHust cnicka aeHTUOUKaTOPOB NCNOMb3yeTcs Ta e KomaHaa ¢ npedukcoM no.

CuHTakcuc crypto identity name

no crypto identity name

name UM$ cnucka naeHTndmkaTopos
3HayeHue No ymonyaHuo 3HaYeHMUe Mo YMOMYaHMWIO He CYLLIeCTBYET.
Pexunmbl KoMaHAabl Global configuration.

PekomMeHOaLuUU N0 UCMONb30OBAHUIO

Mocne BBOAA KOMaHAbl crypto identity nameBBeﬂMTeMﬂeHTdemaTomenadnb4fqdn
NoeHTndukatop dn npeactaBnsdeT cobon 3aKOHYEHHOE NGO HE3aKOHYEHHOE 3Ha4YeHWe Nons
Subject cepTudukara napTHepa. igeHTudmkatop fgdn nmeeTt popmaT JOMEHHOTO MMEHU. Huxe
AaHo onucaHune KomaHg dn un £gdn.

Mpumep
Router (config) #crypto identity myident

Router (config-crypto-identity) #dn c=ru, o=s-terra
Router (config-crypto-identity) #fgdn s-terra.com

Router (config-crypto-identity) #exit

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set identity myident
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dn

KomaHga dn ucnonb3yeTcsa Ansa 3agaHusa naeHTudukaTtopa Tuna dn, KOTOPOMY OOMKEH
yAOBNETBOPSATb cepTudpmkat naptTHepa. [nsa 3agaHus aToro naeHTndukaTtopa ncnonb3yeTcs none
Subject ceptudukara napTHepa. [Ana yaaneHnsa aaHHOro naeHTudrkatopa ncnonb3yeTcs ata xe
KOoMaHga ¢ npedmrKcoMm no.

CuHTakcuc dn name attrl=stringl[,name attr2=string2]

no dn name attrl=stringl[,name attr2=string2]

name attrl COKpaLlleHHOe HaumeHoBaHue aTpubyTos nons Subject
stringl 3Ha4eHune aTpunbyToB 13 nons Subject

3HayeH1e No YMOYaHUIO 3HaYeHMe No YMOMNYaHMWIO He CyLLEeCTBYeT.
Pexunmbl KoMaHAabl Crypto identity configuration

PekomeHaaLMmM No UCNOJIb30BaHUKD

Mpun noucke n cpaBHeHUN ¢ cepTudmkaToM napTHepa none Subject aToro cepTudmkaTa JOMKHO
copepxaTtb ykazaHHOE MHOXECTBO aTpUMBYTOB M UX 3HAYEHUI B KOMaHAe dn.

Mpumep
Router (config) #crypto identity myident

Router (config-crypto-identity) #dn c=ru,o=s-terra, ou=test

Router (config-crypto-identity) #exit

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set identity myident
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fqdn

KomaHga fgdn wmncnonb3yeTca And 3agaHus I/ID,eHTVIq)VIKaTOpa TMna fqgdn, ABNAKOLWEroca MMEHEM

X0oCTa napTHepa. [nsa yganeHvs AaHHOro MaeHTudukaTopa UCnonb3yeTcs 3Ta e KoMaHaa ¢
npeduKcom no.

CuHTakcuc fgdn name domain
no fgdn name domain
name domain AOMEHHOE UMsi XOCTa NapTHepa, KOTOPbIN YA0BNETBOPSAET YCIOBUSIM:
COCTOWT N3 O[JHOTO MU HECKOSbKMX CIIOB, Pa3deneHHbIX TOHKOM

Kaxkgoe crioBo 0653aTernbHO AOMKHO HaYMHATLCS € ByKBbI
naTuHckoro andasunTa

MOXeT COCTOATb U3 BykB NaTMHCKOro andasunTa (Kak CTPOYHbIX, Tak
1 MPOMNUCHbIX), LMdp 1 3Haka "-" (aedwc).

3HayeHue No yMonyaHuio 3HayeHue No ymMomnyaHuio He CyLlecTByeT.
Pexu1mbl KoMaHAabl Crypto identity configuration.
MNpumep

Router (config) #crypto identity myident

Router (config-crypto-identity) #fgdn s-terra.com
Router (config-crypto-identity) #exit

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set identity myident
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KomaHab! gns paboTbi ¢ npegonpeaeneHHbIM KIYom

crypto isakmp key

KomaHpa crypto isakmp key NpUMEHSIETCS AN CO34aHWsi NpeaonpeaeneHHoro knova ans
B3aMMOJENCTBUSA C OnpeaerieHHbIM NapTHePOM. YaanuTb CO34aHHbIN paHee npeaonpeaeneHHbIn
KITHO4 MOYKHO C MOMOLLIbIO TOW XKe KOMaHAbl ¢ NpeduKcom no.

CuHTakcuc crypto isakmp key [0] keystring {address peer-address
[mask] | hostname hostname} [no-xauth]

no crypto crypto isakmp key [0] keystring {address peer-
address [mask] | hostname hostname} [no-xauth]

address MCnonb3ynTe 3TOT NapaMeTp, eCnv B Ka4ecTse naeHtndukaropa
yaaneHHoro naptHepa ncnonb3dyetca ero |IP-agpec

hostname VICI'IOJ'Ib3yl7|Te 3TOT NapamMeTp, eCrin B Ka4ecTBe I/I,Cl,eHTI/I(*)VIKaTOpa
yoareHHOoro napTtHepa Ucnojib3yeTcda nMa ero Xxocrta

0 He WndpoBaTh NpegonpeneneHHbin Knod. HeobssaTenbHbIN napameTp,
noTOMY YTO OH uUrHopupyetcs. Knioyw Bcerga He wudpyeTcs. BeegeH ans
COOTBETCTBUS Takown xe komaHge B Cisco I0S.

keystring npeaonpeaeneHHbI Kod, NpeacTaBnsaoLwmii coboit CTpoky
NPOV3BOSIbHOWM KOMBUHALUM LMdPO-OYKBEHHBIX CUMBOIOB. OTOT KIltoY
[OJKeH GblTb MAEHTUYEH Y 060MX NapTHEPOB MO 3alLULLEHHOMY

B3aMMOJENCTBUIIO.
peer-address IP-agpec yoaneHHoro naptHepa.
mask Macka noaceTn, KOTOPOW MPUHAANEXUT KOMMNbIOTEP YAaneHHOoro

napTHepa. Vicnonb3yeTcs TONbKO NpU YCTaHOBKE NnapameTpa address.
Heobsa3aTenbHbin napameTp. OTCYyTCTBUE NapamMeTpa Bcerga
3KBUBaNeHTHO 255.255.255.255.

hostname UMS KOMMbOTEPA y4aneHHoro napTHepa. Mmsa aomkHo ObiTb 3a4aHo B
CBSI3KE C MMEHEM [JOMEHa, KOTOPOMY OH NpuUHaANexuT. Hanpumep —
host.subnet.com.

no-xauth paclmpeHHas ayTeHTUdMKauna B pamkax NpoTokona IKE He
ucnonb3yeTtcs. Heoba3aTenbHbIn napaMeTp, NOTOMY YTO pacLUMpeHHas
ayTeHTudmKaLma HUKorga He ucnornb3yetcs. COOTBETCTBYET TAKOMY Xe
napameTpy B Cisco 10S.

3HayeHue No ymon4yaHuio 3HayeHue No yMOosI4aHuio OTCYTCTBYeT.

Pexxnmbl KOMaHAbI Global configuration.

PekomeHOaLMM NO UCNOJIb30BaHUK

WMcnonb3yinTe 3Ty kKOMaHAy ANS co3AaHus npegonpeneneHHblX Krodern ayteHTudmkaumm. 9ta
npouenypa AormkHa 6biTb BbIMONHEHa Ans obomx napTHepoB. [Npu co3gaHum Kova oH
aBTOMaTn4yeckn gobaensercsa B 6asy Lnto3a.

Mpu ncnonb3oBaHuM NapameTpa address MOXHO MCMOSb30BaTb apryMeHT mask, ONUCbIBaOLLMM
noAceTb, KOTOPOW NPUHAANIEXUT KOMMNbIOTEP NapTHepa. Ecnn ncnonbayeTcs apryMeHT mask, TO
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npeaonpeaeneHHbIe KoYy nepecTaroT 6biTh NPUHAANEXHOCTHIO TOMBKO ONUCAaHHbIX ABYX
napTHepoB. Ecnu ykasbiBaeTcst apryMeHT mask, TO B kayecTBe |P agpeca, formkeH OblTb yKkasaH
agpec ceTu.

Mpun ncnonb3oBaHUU NapameTpa hostname YyAaneHHbIV NapTHep GyaeT UMeTb BO3MOXHOCTb
yCTaHaBnvBaTh 3alluLLieHHOEe CoeMHEHNE C NBOro n3 ceTeBbiX MHTEP(ENCOB CBOETO
KOMMblOTEpa.

MapameTp [0] B KOMaHae Bcerga urHopupyetcs. [NpegonpeaenHHbIn KoY HUKOraa He
wndgpyetcs. NapameTp BBeaeH Ans coBmectumoct ¢ CSM. Mo show running-config
BbICTaBMEHHbIV NapameTp [0] B KOMaHAe He NoKa3biBaeTCs.

Hannune unn OTCYTCTBME NapameTpa [no-xauth] He OKa3blBaeT BIIMAHUA Ha KOHBEPTUPOBaHME
KOHdpurypauumn. 3ToT napaMeTp BBEAEH A1 COOTBETCTBUS TakoMy e napameTpy B Cisco 10S.
Ecnu aTtoT napameTp ykasaH B KOMaHAe, TO N0 KoMaHAe show running-config OH
NnoKa3blBaeTCA.

He paspeluaeTcs BBOAUTbL HEKOPPEKTHYIO Macky, Hanpumep 255.0.255.0. B atom cnyyae BbiBOANUTCS
coobuieHune 06 owwmnbke:

Invalid address-mask pair

Ecnu 3apgaHa macka, He paspeluaeTcs BBOAMTb agpec, He COOTBETCTBYIOLWMIA Macke. Hanpumep —
192.168.1.0 255.255.0.0. B atom cniyyae BbiBOgUTCA coobLieHne 06 ownbke:

Invalid address-mask pair

Henb3a NOBTOPHO BBOAWTL KOMaHAY C aApeCHON MHAOpMaLMen, yKe NPUCYTCTBYIOLLEN B
KOHdurypauun. B 3Tom cnyyae BbIBOOUTCH OOHO M3 crieaylowmx coobeHnin ob ownbke:

A pre-shared key for address mask <peer-address> <mask> already exists!
A pre-shared key for for host <hostname> already exists.

[nsi cMeHbl KnioYa crieqyeT cHavana yaanuTb ctapyo MHGopMaLumio, a MOTOM BBECTU HOBYHO.

YaaneHue
YaaneHue CyLecTBYIOLLEro KrnkoYva BbIMOMHAETCS KOMaHOoM:

no crypto isakmp key [0] keystring {address <peer-address> [<mask>] |
hostname <hostname>} [no-xauth]

AppecHas nHgopmaums aBnseTca eaUHCTBEHHOM 3Havallen B JaHHOM KoMaHge: keystring, a
TakKkKe HanuumMe unu oTCyTCTBME no—-xauth UrHOpUpyeTcs.

Ecnu BBeCTM KOMaHAy ¢ agpecHow MHopMauune, oTCYTCTBYIOLLEN B KOHdUrypauum, 0yaeT BblAaHO
O[HO 13 criegyoLnx coobLeHnii 06 ownbke:

ISAKMP: no key for address <peer-address>

ISAKMP: no key for hostname <hostname>.

Mpu BbIBOAE TEKYLLEW KOH(UIYpaLMmK No show running-config NPOU3BOANUTCSH COPTUPOBKA
KOMaH[ no criedyoLnMm npasunam:

® nepBbIMU NULLYTCHA KOMaHAbl “address” ANa oTAeNbHbIX XOCTOB (NapaMeTp mask
OTCYTCTBYET Unn paBeH 255.255.255.255)

e [aree nNUWyTCsa KOMaHabl “address” ons nogceTen, Npyu 3TOM OHU COPTUPYIOTCA OT Y3KUX
noaceTen K LUMPOKUM

e B KOHLe NULIYTCHA KOMaHAbl “hostname”.

CopT1poBKa aapecoB Assi NoOACceTelN C OAMHAKOBBIMU Mackamu, a Takke COpTUPOBKA MO hostname
He NMpoM3BOAUTCS (COXpaHSIETCSl NOPSIAOK BBOAA KOMaHA).

OTnnyme gaHHOM KOMaHAbl OT nogo6Hon komaHabl Cisco |0S:
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e He nopaepxwnBaeTcs WngpoBaHue krtoya (“6”).

e Hanwuune nnu oTcyTcTBME NapameTpa [no-xauth] He BMMSIET Ha pe3ynbTaTt paboThbl
komaHgZbl, B oTnimumne ot Cisco |OS — Tam pe3yrnbTaTt 3aBUCUT OT 3TOrO NapameTpa.

e B Cisco IOS MoxHO BBECTU afpec, He COOTBETCTBYIOLLINIA MacKe.

Mpumep

Hwxe npuBeaeH npumep co3gaHus npeaonpeaeneHHoro Krnwya ayTeHTudmkauum ons naptHepa ¢
agpecom 192.168.1.22.

Router (config) #crypto isakmp identity address

Router (config) #crypto isakmp key sharedkeystring address 192.168.1.22
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ip host

KomaHga ip host cBdA3biBaeT npegonpeneneHHbln KoY, naeHTugrumpyembsli No MUMEHU XocTa
napTHepa, c ero IP-agpecom (IP-agpecamn). ins yaaneHns Takon CBs3W UCNONb3yeTcs no-opma

KOMaHAbl.

CuHTaKcuc ip host hostname [additional] address
no ip host hostname [additional] [address]

hostname M4 XOCTa napTHepa. CuHTakecuc napameTpa COOTBETCTBYET MNnpaBujiamMm
3agaHnsa JOMEHHOIO MMEHU (ONMCaHOo B KOMaHAE hostname)

additional VICI'IOJ'Ib3yVITe ITOT NapamMeTp Oona 3agaHnAa OONOJNTHUTESbHbIX |P—aﬂpeCOB
ana yxxe CcylectByloLlero CooTtBeTcTBuA

address IP-agpec, KOTOpbIi COOTBETCTBYET MMEHM XOCTa NapTHepa.

3HayeHue no ymMon4yaHu OTCYTCTBYET.

PeXumbl KOMaHAbI Global configuration.

PekomeHaaLMmM No UCNOJib30BaHUK

Mcnonb3ayiTe 3Ty KOMaHgy TONbKO ANS 3a4aHus COOTBETCTBUSA MEXAY MMEHEM XOCTa napTHepa 1
ero IP-agpecom. Co3gaHne npegonpeaeneHHoro Knova 1 npuBsiaka ero K UMEeHN XocTa napTHepa
unu Kk ero IP-agpecy ocyliectBnaeTcs KoMaHaon crypto isakmp key.

Ecnu BBecTn napameTp hostname, KOTOPbIA OTCYTCTBYET B KOHGUrypauum (Hesasncumo ot IP-
agpeca), 6ygeT BbigaHo coobLieHne 06 oLmnbKe:

No such hostname

3apgaHue komaHabl 6e3 mogmdumkaTopa additional NPUBOLUT K YOANEHUIO BCEX CYLLECTBYHOLLNX
COOTBETCTBMI AN AaHHOro hostname (ecnv oHM ObINKN) U 3aMeHSIET UX HA HOBOE.

3agaHue komMaHabl ¢ MoandMKaTopoM additional NPUBOAMT K 4OGABNEHMIO HOBOTO agpeca K
CMMCKY afpecoB A8 AaHHOMo hostname, HO:

e ecnu ansa gaHHoro hostname yXe 3ajaHO COOTBETCTBME YKa3aHHOMY agpecy, TO KOMaHaa
UTHOPUpPYyeTCA,

e ecnv ansa gaHHoro hostname He 3afaHbl COOTBETCTBMA agpecam, TO HanuvmMe unu
oTcyTcTBME MoandukaTopa additional npusoguT K OQHOMY U TOMY Xe pesynbTaTty —
nobaBneHuo agpeca.

PekomeHayeTcs 3agaBath oavH IP-agpec napTHepa. Mpu 3agaHumn Heckonbkux IP-aapecos
CYLLIECTBYIOT OCOBEHHOCTHU:

e B O/IHOW KOMaHe MOXHO 3afaBaTh TONbKo oaunH IP-agpec;

e pu BbIBOAE MO KOMaHAe show running-config Bcerga BblgaeTtcsi no ogHomy IP-agpecy
Ha KomaHay ip host. [Jns BTOPOro 1 nocrneayoLlero agpecos B CNUCKe Ans JaHHOTo
hostname B KOMaHAe ip host pobaBnsdeTcs cnoBo additional.

Mpumep:
3aflaHne HEeCKOmNbKUX KOMaHA ¢ OOHUM MMEHEeM XocTa:

ip host test-hostl 192.168.1.1
ip host test-hostl additional 192.168.1.2
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BbiBOAg No KOMaHAe show running-config:
ip host test-hostl 192.168.1.1
ip host test-hostl additional 192.168.1.2

YpnaneHue

YaaneHue yCTaHOBMEHHOrO COOTBETCTBUA MeXay hostname n IP-agpecom ocywectBnaeTcs
KOMaHJoWn:

no ip host hostname [additional] [address]

Mpwu ykasaHun napameTpa address yaansieTcs COOTBETCTBME MEXAY hostname M yKa3aHHbIM
agpecom. [lonycTMO yKasbiBaTb TOMbKO OAUH agpec.

bes yKa3aHud napameTtpa address ygansiTca COOTBETCTBUA MeXay hostname N BCEMU
agpecamu.

Mpu aToM NapameTp additional MOXHO He 3a4aBaTh — OH UTHOPUPYETCS.

OTnunyme gaHHOM KOMaHAbl OT Noao6Hon komMaHabl Cisco 10S:

e 3apjaeT TONbKO NPUBA3KY NpeaonpeaeneHHoro KnYva, MaeHTMdnUnpyemMoro no hostname, K
IP-agpecy napTHepa, a B Cisco IOS — npuBsaska hostname x |IP-agpecam ansa Bcex ceTeBbiX
CepBUCOB.

e Ecnu napameTp hostname He COOTBETCTBYET NpaBunam 3agaHns AOMEHHOro MMEHU, TO
BblaeTcsi TONbKO 0AHO coobulieHne 06 ownbke: %IP: Bad hostname format, a B Cisco IOS —
HECKONbKO COOOLLIEHNIA:

o)

% Hostname must be 2-63 characters of length, alphanumeric only

%$IP: Bad hostname format

e B ogHoM koMaHge kak Npu ycTaHOBNEHMN COOTBETCTBUSA TaK U NpY yAaNeHNN MOXHO
3agaBaTtb Tosbko oavH IP-agpec, cnucok agpecos, kak B Cisco |0S, 3agaBath Henb3s.

e [lo koMaHOe show running-config B KaXOoW KOMaHAae ip host BblAaeTcs TOMbKO NO
ogHomy IP-agpecy, a B Cisco 10S — go 8 agpecos.

o [lpn yganeHun cooTBETCTBMSA JOMNYCTUMO YKasblBaTb TOMNbKO oAunH aapec, a B Cisco 10S —
CMMCOK apecoB.

MNpumep

Hwxe npuBegeH npumep 3agaHus COOTBETCTBUA MMEHM XOocTa test ABym IP-agpecam:
Router (config) #ip host test 10.10.10.1
Router (config) #ip host test additional 10.10.10.2
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KomaHab! co3aaHus n pegakTMPOBaHMS CIUCKOB
pocTyna

ip access-list

KomaHga ip access-1list McCnonb3yeTcs A co3aaHMs UMEHOBaHHbIX CMCKOB 4OCTYyNa.
Cnnckn goctyna MoryT ObiTb CTaHAAPTHBIMU U PaCLUMPEHHBIMMU.

BbinonHeHne komaHabl ip access-1ist OCYLLECTBISIET BXOA B PEXMM HACTPOWKK CMKCKa, B
KOTOPOM C MOMOLLLI0 KOMaHA deny U permit criegyeT onpeaennTb YCroBus 4oCTyna.

CuHTakcuc ip access-list {standard | extended} name

no ip access-list {standard | extended} name

standard YKasblBaeT cTaHAapTHLIA CMCOK JocTyna .
extended YKasblBaeT pacLUMpeHHbIN CNMCOK JOCTyna .
name Mwms cnucka gocTtyna. Bo3amoxHble BapnaHThl MIMEHW crmcka:

yncno M3 guanasoHos <1-99> n <1300-1999> ansa cTaHAapTHbIX
CNu1cKoB

ymncno n3 ananasoHoB <100-199> n <2000-2699> ons
pacLUMPEHHbIX CMUCKOB

CIioBO, KOTOpPO€E HE OOJIKHO Ha4YnHaThbCA C Ll,l/l(bpbl, N HE coaepXut
npo6en0|3 N KaBbl4€eK.

3HayeHue No yMon4YaHuio 3Ha4YeHne No yMOM4YaHuo OTCYTCTBYET.
PeXxumbl KOMaHAabI Global configuration.

Mpu ncnonb3oBaHuU onumMn standard OCYLLECTBASETCA BXO B PEXUM HACTPOMKM CTaHAapTHbIX
cnuckoB goctyna (config-std-nacl).

Mpu ncnonb3oBaHuu onumMn extended OCYLECTBMASETCH BXOA B PEXUM HACTPONKM pacCLLUMPEHHbIX
cnuckos goctyna (config-ext-nacl).

PekomeHOaLMM N0 UCNOJIb30BaAHUK

KomaHga ip access-1list conuuen standard UCNOMb3yeTcs ANA CO34aHUa n
pefakTupoBaHuUs cTaHAapTHLIX cnuckoB aoctyna (config-std-nacl). CtaHaapTHbIEe cnuckmn gocTyna
nucnonb3yloTcsa Ans punbTpauumn NnakeToB TONbKO Mo IP-agpecy oTnpaBuTens (MCTOYHUKA) NaKeToB.

KomaHpa ip access-1list conuuen extended MCMOMb3yeTCs ANS CO34aHUNA U
pefakTupoBaHus pacluMpeHHbIX cnnckos goctyna (config-ext-nacl). PacwmpeHHsle cnnckn goctyna
ucnone3ytotcs ans 6onee rmbkon punbTpauum naketos — no IP-agpecy otnpaesutens naketa, IP-
agpecy nony4aTtensi naketa, No TUNy NpOTOKOMa, NOPTY OTNpaBMTENSs NakeTa 1 NOpTy nony4vaTens.

Ecnu BBecTn komaHAy ip access-list extended ¢ nmeHewMm, C KOTOPbIM YyXe cyLlecTByeT standard
CN1COK AOCTyNa, TO BblaaeTcda cooblieHne 06 owmnbke (aHanornyHo Cisco |0S):

Access-list type conflicts with prior definition

% A named standard IP access list with this name already exists
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Ecnun BBeCTn KOMaHAY ip access-1list standard C UMEHEM, C KOTOPbIM yXKe CyLLecTByeT
extended cnucok gocTyna, To BbigaeTcs coobleHne 06 owmnbke (aHanornyHo Cisco 10S):

Access-list type conflicts with prior definition
% A named extended IP access list with this name already exists

PepaktupoBaHue 3anuncei cnvckoB AOCTYMNa NPOU3BOAMTCS C NMOMOLLbIO KOMaHA permit M deny. B
3aBMCMMOCTM OT TOTO B KAKOM peXxume Npous3BoauTcs peakTupoBaHue, BO3MOXHOCTU KOMaH,
permit n deny 6yayT pasnuyaTbes.

CosgaHHble cnuckm A0oCTyna MOryT Ucnosfib3oBaTbCA B ClieayrLwnx crnyvyaax:

e (hunbTpylOLME CNMCKN AOCTYNa NPUBSA3bIBAIOTCH K CETEBOMY UHTepdency (komaHaa ip
access-group MPU HAacTpPonKe MHTepderica);

e CMMCKM JOCTyna NpUBS3bIBAOTCS K CTAaTUYECKOW KpunTorpadruyeckon kapte u AMHaMU4eCcKon
KpunToKapTe ANs yKasaHua 3alulleHHoro Tpadumka (komaHga match address npu
HacTpowke crypto map);

e CTaHAapTHble HYMEpPOBaHHbIE CMUCKM AOCTYNa NCMOMb3YTCA AN OrpaHUYeHUs CEPBUCOB
(npoTokonoB) (komMaHaa ip port-map);

e 3aJaBaTb KPUTEPUI COOTBETCTBUS Tpaduka AaHHOMY Knaccy (komaHaa match access-
group Npu HacTpouke class-map).

YpaaneHue cnucka [ocTyna UenukomM ocylecTBnAaeTcqa KoMaHaom

no ip access-list {standard|extended} name

Mpumep
Hwxe npuBegeH npumep co3gaHnsa cnucka goctyna ¢ umeHem E105:
Router (config) #ip access-1list extended E105

Router (config-ext-nacl) #deny udp host 10.1.1.2 range 500 500 host
10.2.2.2 range 500 500

Router (config-ext-nacl) #deny udp host 10.1.1.2 range 500 500 host
10.3.3.2 range 500 500

Router (config-ext-nacl) #deny udp host 10.1.1.2 range 500 500 host
4.4.4.4 range 500 500

Router (config-ext-nacl) #permit ip 10.11.11.0 0.0.0.255 10.4.4.0
0.0.0.255
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permit (standard)

KomaHgoa permit ucnonb3yeTcs NS pefakTupoBaHWs CIMCKOB AocTyna. [JaHHaa komaHaa
ucnonb3yeTcs AN paspelueHnst Tpaduka, NPUXOASALLIEro OT yka3aHHOro MCTOYHUKa (source). Ans
OTMEHbI paspeLuaroLLen 3an1ucu B CTaHaAapTHOM CMMCKe A0CTyMNa NCMNOMb3yeTCs Ta e KomaHaa C
npedunKcom no.

CuHTakcuc permit source [source-wildcard] [log]
no permit source [source-wildcard] [log]

source OTOT NapameTp onucbiBaeT oTNpaBuUTeNs (UCTOYHMK) nakeTa. Bo3aMOXxHbI
TPpU BapuaHTa OnmcaHns UCTOYHUKA:

sIBHOe yka3aHue IP-agpeca B chopmaTte YeTblpex AeCATUYHbIX
3Ha4YeHMWI, pasgeneHHbIX ToOYKamum

MCMNOMb30BaHME KINYEBOrO CIoBa any, 0003HavaroLWwero napy
3HayeHun 0.0.0.0 255.255.255.255 ons napameTpoB source n
source-wildcard .

ncnonb3oBaHme Kno4eBoro crnosa host nepen 3HavyeHnem source,
yTO Npegnonaraet 3HadyeHue 0.0.0.0 gns napameTtpa source-
wildcard.

source-wildcard nucnonb3yeTcs B CnvMckax gocTyna v npasunax IPsec ang toro, 4tobbl
onpegennTb COOTBETCTBYET NN NakeT Kakon-nvbo 3anucu cnucka gocTyna.

source-wildcard 3TO MHBEPTMPOBAHHAsA Macka nogceTu, KoTopas
yKasblBaeT Kakas JyacTb |P-agpeca naketa gormkHa cosnagarts ¢ IP-
afpecoM B 3anucu cnucka Joctyna. source-wildcard cogepxuT 32
6uTta, Takoe Xe konnyecTso 6utoB u B IP-agpece. Ecnu B source-
wildcard Kakon-nmbo 6ut paseH 0, TO TOT e cambli 6uT B IP-agpece
nakeTa OOIPKEH TOYHO coBMagaTh MO 3HAYEHUIO C COOTBETCTBYIOLLUM
6utom B IP-agpece 3anvcu cnvcka goctyna. Ecnm B source-wildcard
Kakon-nmbo OuT paBeH 1, To cooTBeTCTBYIOLWMI OUT B IP-agpece naketa
NPOBEPATb HE HY)XXHO, OH MOXET NMPUHMMaTb 3HaveHune nmbo 0 nmubo 1, T.e.
OH SIBNSETCS HecyLecTBeHHbIM buTom. Hanpumep, ecnun source—
wildcard paBHa 0.0.0.0, To Bce 3Ha4yeHus 6utos B IP-agpece naketa
OOIMKHbI TOYHO CoBnagaTb C COOTBETCTBYHOLWMMM BuTamun B IP-agpece
3anucm cnucka goctyna. lNpn source-wildcard pasHoun 0.0.255.255
3HayeHus nepebix 16 6uToB B IP-agpece naketa OOMKHbI TOYHO
coBMnagaTb CO 3Ha4YeHUsAMU 3TuX e buToB B IP-agpece 3anucu cnucka
goctyna. BaxHo, 4tobbl B source-wildcard B ABOUYHOM
npegcraeneHun He Yepegosanuck 0 n 1. Hanpumep, MOXHO
ncnonb3oBaTb MHBEPTUPOBaHHYIO Macky 0.0.31.255, koTopyto MOXHO
3anucaTb B JBONYHOM NpeacTaBneHnn kak
00000000.00000000.00011111.11111111 1 Henb3g 0.0.255.0
(00000000.00000000.11111111.00000000). YcTaHOBKa 3HaYeHMS
WHBEPTMPOBaAHHOM Mackmn 255.255.255.255 onsa noboro IP-agpeca 6yget
WHTEpNpeTUPOBaThCS, Kak yCTaHOBKa 3Ha4YeHUs source paBHoro any IP-
aapec.

[MoaTomy, BO3MOXHbI TPW BapyaHTa OnncaHms source-wildcard:

SIBHOE yKa3aHue MHBEePTUPOBaHHOW Macku nogceTn B oopmate
yeTblpex AeCATUYHbBIX 3HaYeHWI, pa3ferieHHbIX ToYKamu

255.255.255.255, 4TO 0O3HavyaeT Angd source 3Ha4YeHne
0.0.0.0, T.e. ICTOYHUK UMEET 3Ha4YeHne any. Hukakue 6uTtel B IP-
agpece nakeTta cpaBHMBaTb C 3aMMCAMU CrMCKa JOCTYMNa He HYXHO

0.0.0.0, YTOo 03Ha4YaEeT NCMNOMb30BAHWE KIMOYEBOTO CcnoBa host
nepeg 3HayeHueM source. B IP-agpece noctynmBLLero naketa
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HY>XHO CpaBHMBATb BCe OuTtbl C COOTBETCTBYHOLLMMU Outamu B
agpece 3anucen cnucka nocTtyna

log dnar 1og 3agaeT BeeHue XypHana. B Syslog BbigatoTcs coobLueHmst o
nakeTax, yAOBMNETBOPSIOLWMNX YCIOBUAM AaHHOIo cnvcka gocTtyna. B
COOGLLEeHMN yKa3aH HOMep Crncka AOCTyna, paspeLleHo Uin 3anpeLLeHo
NPoOXoXAeHWe nakeTa, agpec oTNPaBUTENs U KONTMYECTBO NaKETOB.
CoobLeHne hopmmpyeTcst Asi TepBOro COBMaBLLEro NakeTa, a 3aTeM C
NeproanYHOCTLI0 B 5 MUHYT BblAaeTcsl COOOLLEHME O KONMYECTBE
NPONYLLEHHbIX UMW 3anpeLLeHHbIX NakeToB 3a 3TOT MHTepPBa BPeMeHM.

Pexxnmbl KOMaHAbl config-std-nacl (pexum pegakTMpoBaHWsi CTaHAAPTHbIX
CMMCKOB JoCTyna)

PekomeHaaLMM No UCNOJIb30BaHUK

KomaHga permit B peXnme pegaktmpoBaHua cTaHAapTHLIX CNUCKOB AOCTyNa Ucnonb3yeTcsa Ans
pas3pelieHna Tpa(*)I/IKa, nexogdauwlero ot yka3aHHoro MCToYHuKa.

Hymepauusa 3anucen B cnucke

Mepen komaHgon permit unu deny gonyckaeTcs BBOAUTb MOPSAKOBbLIN HOMEP 3anucu B CNUCKeE,
KOTOPbIN MOXHO MCNONb30BaTb AN YNPOLEeHWa peaakTMpoBaHus 3anvcen, Hanpuvep,

ip access-list standard acll
10 permit 10.1.1.1
20 deny 10.2.1.0 0.0.0.255

30 permit any

B pexunme pegaktmpoBaHMAa Cncka AocTyna 3anmcb ¢ ykasaHHbIM HOMEpPOM 6y,EI,€T BCTaBJieHa Ha
HY>XKHYI No3nuunio, Hanpumep,

15 permit 10.1.1.1 0.0.255.255

Ecnu 3anuck ¢ TakuMm HOMEpPOM cyLLecTByeT, TO OyaeT BblgaHo coobueHne 06 owmnbke: % Duplicate
sequence number.

Mo ymonyaHuio nepBoK 3anncu B cnmcke npucsansaetcsa Homep 10, a crnegyowime Homepa B Cnncke
cnenytoT ¢ npupatleHmem 10. MakcumanbHbIM NopaaKoBbIn HoMep 2147483647. Ecnu
CreHep1poBaHHbIN NOPSAKOBbLIN HOMEpP NPEBbLICUT MakcumarbHbIf, TO BblaaeTcsa coobleHre 06
owmbke: % Exceeded maximum sequence number.

I'IpM BbIXO4€e N3 KOHCOJIM HymMepauus 3anucem TepHeTCﬂ.an cnegywwemM ctapTe KOHCOMn 3anmcu
pacnonararTcsa B nopsaake Bo3pactaHUAd HOMEPOB B peXnme no ymondaHuio.

MpocmoTp no komaHge show running-config

Mo komaHge show running-config HyMEepOBaHHbIE CMUCKMN AOCTYra rnokasbiBaloTCA B BUAe
nocriegoBaTernibHOCTU KOMaHA access—-1ist 3a OOAHUM UCKMNHOYEHNEM:

ecnu nocre peaakTMpoBaHUsi HyMepPOBAaHHOIO CMCcKa A4OCTYNa OH CTaHOBUTCS MYCTbIM (B HEM
HeT 3anucen Buga permit unu deny (no permit, no deny)), To oH ByaeT nokasaH B Buge:

ip access-list {standard|extended} name

Mo komaHAe show running-config BbIBOAUTCS KOHUrypaums, B KOTOPOW CrOBO host MOXeT
OTCYTCTBOBaTb.

Tak kak no KoMaHge show running-config paHee BBeAeHHble HOMepa 3anncemn B Cnucke He
NOKa3bIBAKOTCA, TO NpU peaakTnpoBaHUN, YTOObI BHECTW 3aMNUCb Ha HY>XKHYH0 MNO3ULMIO, MOXHO eLle
pa3 ynopaao4nTb 3anmncu B CNUCKe C 3agaHHbIM Ha4vallbHbIM HOMEPOM U npupalleHnem. ,D,J'lﬂ 3TOro
ncnomnb3dyeTcd komaHaa: ip access—-list resequence.
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B CTaHAapTHbIX CNUCKax AO0CTyna npu nocneaywwem BBoae Hann4me nnm otcytcrteme
MOﬂ,VI(*)VIKaTopa log B 3annUcu He y4YnTbiBaeTCH Npu CpaBHEHUN 3anucen:

Mpumep:
ip access-list standard st-acl-1
permit 10.20.30.40
permit 10.20.30.40 log
ip access-list standard st-acl-2
permit 10.20.30.40 log
permit 10.20.30.40

Mo show running-config OyaeT BblAAHO
ip access-list standard st-acl-1
permit 10.20.30.40
ip access-list standard st-acl-2

permit 10.20.30.40 log

YpaneHue
YpaaneHue 3anncu B CNMCKe A0CTyNa OCYLEeCTBNAETCS:

e KOMaHOOW no <moJjiHas 3amnuch>, Hanpuvep:
no permit host 10.1.1.1

e UM NO HOMEpY 3anucu, Hanpumep: no 15.

Mpvmep yaaneHus 3anucu ¢ MoaMdrKkaTopom log:
ip access-list standard st-acl-1
permit 10.20.30.40
permit 10.20.30.41 log
!
no permit 10.20.30.40 log
no permit 10.20.30.41

B pe3ynbTaTe 06e 3anucu B cnncke goctyna 6yayT yaaneHs..

OTnnyme AaHHOM KOMaHAbl OT nogooHon komaHabl Cisco |0S:

e B nHBepTMpOBaHHOM Macke noaceTu source-wildcard U destination-wildcard
O0JDKHa ObITb HENpepbIBHAs NIMHENKa N3 YCTAHOBIEHHbIX OUTOB B KOHLE, HE JOMYyCKaeTCs
yepepoBaHne O n 1.

e He ponyckaeTtca ncnonb3oBaHue hostname B kayecTBe source u destination.

¢ [lokasbiBaeTcs ﬂyCTOI7I HyMepOBaHHbIVI CMNUCOK NO KOMaHAe show running-config.

Mpumep

[MpuBeOeHHbIN HUXEe NpUMep AEMOHCTPUPYET co3faHue CTaH4apTHOro Crnucka 4ocTyna ¢ UMeHeM
"a133", B KOTOPOM MCMOMb3YHTCA KOMaHAbl 3anpeTa Tpadumka ot noacetn 192.168.110.0 n xocTa
10.10.1.101, v paspelueHue Tpaduka oT nboro Apyroro UCToOYHMKA. Ecnu BbinonHeHa komaHaa

3anpeta Tpadumka ot noacetn 192.168.110.0, To NpoBepKa cneayroLux NpasBun yxe He
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OCYyLUEeCTBIAETCA. Ecnu gpaHHoe npaBuno He BbINOJIHEHO, TO NPOUCXOOUT NPOBEPKa crneayroulero,
€CIM OHO BbINOJTIHEHO, TO crieAyrllee He npoBepdaeTcAa U T.4.

Router (config) #ip access-1list standard al33

Router (config-std-nacl) #deny 192.168.110.0 0.0.0.255
Router (config-std-nacl) #deny host 10.10.1.101

Router (config-std-nacl) #permit any

Router (config-std-nacl) #exit
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permit (extended)

KomaHoa permit (extended) Mcnornb3yeTcs AN peaakTUpoBaHUS pacLUMPEHHBIX CMMCKOB
Joctyna. 3Ta KomaHAa paspeluaeT NpoxoxaeHue Tpaduka Mexay ykazaHHbIM UCTOYHMKOM U
nonydatenem. [1ns oTMeHbl paspeLuatoLLein 3anMcu B pacLUMPEHHOM Crncke AOCTyna UCronb3yeTcs
Ta xe KoMaHaa ¢ npedukcoM no.

CuHTakcuc permit protocol source source-wildcard [operator port
[port]] destination destination-wildcard [operator port
[port]] [established] flag-name | {match-any | match-
all} {+ | -}flag-name] [log | log-input] [time-range
time-range-name]

no permit protocol source source-wildcard [operator
port [port]] destination destination-wildcard [operator
port [port]] [established] flag-name |{match-any |
match-all} {+ | -}flag-name] [log | log-input] [time-
range time-range-name]

protocol MpoTokon. 3agaeTcsa B BMae Homepa npoTtokona. MNMpoTtokonesl IP, TCP,
UDP, AH, ESP, ICMP, EIGRP, GRE, IGMP,IPINIP, NOS,0OSPF,PCP,PIM
MoryT ObITb 3agaHbl abbpeBuaTypon ip, tcp, udp, ahp, esp, icmp, eigrp,
gre, igmp, ipinip, nos, ospf, pcp, pim. CooTBETCTBME HA3BaHUS NpOTOKONa
1 ero Homepa npveegeHo B Tabnuua 8.

source o107 napamMmeTp OonncbiBaeT OTNpaBUTENA NakeTa.
Bo3aMOXHbI TpW BapunaHTa onmcaHuAa:

sIBHOe yka3aHue IP-agpeca B hopmate YeTblpeX AeCATUYHbIX
3HaYEeHWiA, pa3aeneHHbIX TOYKaMu

MCMonb30BaHUE KYEBOro CnoBa any, 0003HavaoLWwero napy
3Ha4eHun 0.0.0.0 255.255.255.255 ang napameTpoB source U
source-wildcard.

MCMNOMb30BaHME KINOYEBOTO CoBa host nepen 3Ha4YeEHNEM source,
yTO npegnonaraet 3HadyeHne 0.0.0.0 gna napameTpa source-
wildcard.

source-wildcard WHBEPTMPOBaHHAasa Macka noaceTn oTnpaBuTensa (nonyyarens) naketa.
OnucaH B pasgene "Permit (standard)". Ncnonb3yeTcsa B cnuckax gocTyna
A4nsi Toro, YTo6bl ONpeaenvTb: COOTBETCTBYET N IP-agpec B 3aronoBke
naketa |IP-agpecy B 3anucax cnvicka goctyna.

operator OnwucbiBaeT ycroBmne cpaBHEHNS, NPUMEHAEMOE K NOPTaM UCTOYHUKA U
nonyyatens. Mcnonb3yoTcsa onepartopsl eq (equal, paBHO) U range
(ananasoHn). MiHble onepatopbl He gonyckatoTcs. HeobasaTenbHbIN
napametp.

port Tonbko ans npotokornos TCP unu UDP MOXHO yka3blBaTb NOPT UMAx
AnanasoH noptos. Llenoe ymcno ns ananasona ot 0 go 65535.
Mcnonb3yeTca TONMbKO B CBA3KE C MapamMeTpoM operator. [pu
MCNONb30BaHUN operator=range NOCMe HEro creayoT ABa y1cna
(nexawwmx B ananasoHe ot 0 o 65535), onpegenstoLime rpaHuLbl
AnanasoHa nopTos. NepeyncrneHme nopToB He AOMNyCKaeTCs.
HeobssaTenbHbl napameTp. NogaepxveBaemMble MeHa NopToB
npoTtokorioB TCP n UDP npuBeaeHbl B Tabnmua 9 1 Tabnuua 10.

3ameyvaHue 1: Ecnu 3apaTb OBa 0AMHAKOBbIX NOpTa, HanpumMep,
permit udp any range non500-isakmp 4500 any,

To 3TO GyOeT 3KBMBANEHTHO onepaTopy eg.
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3amevaHue 2: Ecnu 3apgaTb cHavana nopT C SonbLumm HOMEpPOM, TO NOpPThbl B Anana3oHe
aBTOMATU4YECKN NMOMEHATCA MeCTaMu.

destination o107 napameTp OonncbiBaeT nony4varend nakeTa.
Bo3aMOXHbI TpW BapunaHTa onmcaHuA:

sIBHOE yka3aHue IP-agpeca B chopmate YeTblpex AeCATUYHbIX
3HaAYEHWIA, pa3deneHHbIX TOYKaMm

MCnonb30BaHWe KM4YeBoro cnosa any, 0b6o3HavaroLLero napy
3HayeHun 0.0.0.0 255.255.255.255 onsa napameTpoB destination
MWdestination-wildcard

MCMNONb30BaHMeE KMYEBOro CnoBa host nepes sHa4YeHMeM
destination, YTo npegnonaraet 3HadveHue 0.0.0.0 ansa
napameTpa destination-wildcard.

destination-wildcard WHBEPTUPOBaHHAasA Macka NoAceTW nonyyarens naketa.
AHanornyeH source- wildcard, KOTOPbIM ONMUCaH B pasgene "Permit
(standard)".

3ameyaHue 3: Ons ykazaHusa TCP-cbnaroB ncnonb3yetcs ctapbiii Unun HOBbIN dpopmar.

Crapbivi dopMaT ncnonb3yeTcst B HYMEPOBaHHbIX U1 UMEHOBAaHHbIX
pacLUMPEHHbIX CNMUCKax AOCTyna, u NnpeactaBnseT cobon kombuHaumio
KINKOYEBOro crioBa established n nepeuncnenna TCP-cdnaros — flag-
name.

HoBbIli dpopmaT ncnonb3yeTcsi TONbKO B MUMEHOBaHHbIX PaCLUMPEHHbIX
crnuckax gocTtyna, n npegcrasnset cobon KOMOUHALMIO KIMOYEBOro CroBa
match-any|match-all u u nepeuyuncnenns TCP-cnaros — {+|-}flag-

name.

established Tonbko gns npotokona TCP. CocTosiHne coeanHeHus. BeigenstoTtca
TONbKO yCTaHoBMeHHble TCP-coeauHEHNst U NO HUM MOTYT nepeaaBaTbCA
OaHHble.

flag-name MmeHa TCP-conaroB — £in, syn, rst, psh, ack, urg. lNopagok ¢pnaros

npu BBoAe He BaxeH. lNepeuncneHune gpnaros paboTaet kak «JTN»
(aHanor match-any B HoBOM chopmarte). KntoueBoe cnoBo established
9KBUBANeHTHO hnaram rst ack U HEe MOXeT C HUMKU codeTaTbCA
(cvHTakcmyeckas ownbka).

3amedaHue 4: B npepenax ogHon koMaHAbl permit/deny cTapbii dopmaT ykasaHus
TCP-thnaros He MOXeT codeTaTbCs C HOBbLIM.

match-any|match-all Tonbko gns npotokorna TCP 1 uMeHoBaHHbLIX CIMCKOB OCTYyna.
YkasbiBaeT ycnosue cpaBHeHus TCP-cnaros B nakete n npaswure.

KntoyeBoe CroBo match-any 03HA4YaEeT, YTO LOIMKHO BbINOSTHATLCA OAHO
13 ykasaHHbIxX ganee ycnosun no TCP-cnaram. KntoyeBoe cnoBo match-
all 03Ha4aeT, YTO JOSMKHBI BbINOMHATLCSA BCE 3adaHHbIE YCoBUS No
TCP-cnaram.

Ecnu nonbiTatbcs MCNONb30BaTh 3T KIOYEBLIE CIOBA A1
HyMepOoBaHHOro cnuncka AocTtyna, To 6yaeT BbidaHo cooblieHne o6
owmbke: Y%omatch-all/match-any are allowed on named ACLs only

{+|-}flag-name WUmeHa TCP-gnaroB — £in, syn, rst, psh, ack, urg. Npedukc “+” nepen
dnaromMm o3Ha4vaeT, YTO 3TOT oriar JOSKeH ObITb BbICTABMEH B 3arofioBKe
nakeTa, a npedukc “—“ o3Ha4yaeT, 4YTo ITOT dnar He AomKeH ObITb
BbICTaBIIEH B 3aronoBke naketa. [opsaok oraros nNpy BBOAE HE BaXKEH.

log|log-input ®dnar 1og nnn log-input 3agaet BegeHue xypHana. Oba dnara 3agator
OfHY 1 Ty Xe dyHKuMoHanbHocTh (oTnmnymne ot Cisco 10S). B Syslog
BblATCHA COOOLLEHUS O NaKeTax, YAOBMETBOPSIOLLMNX YCIIOBUAM AAHHOIO
cnucka goctyna. B coobLieHnmn ykasaH HoMep cnucka gocTtyna,
paspeLleHo MK 3anpeLLeHo NPoXoXAeHWe NakeTa, agpec oTNpaBUTENs u
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KonumyecTtso nakeTtoB. CoobLieHne (bOpMMpyeTCﬂ ana nepBoro
CcoBnaBLUEero nakeTta, a 3ateM C NEPUOANYHOCTBIO B S MUWHYT BblgaeTcA
Co0bLLEHME O KONMYECTBE nponyweHHbIX NN 3anpeLlleHHbIX NakeToB 3a
9TOT MHTEPBAJ1 BPpEMEHMN.

dnary normpoBaHMa MOryT CMeLIMBaTbLCA C Apyrumun donaramu, Hanpumep
¢ TCP-cbnaramu. [1ea cpnara normpoBaHust 1og n log-input He MOryT
NPUMEHATLCA BMECTE B OOHOW KOMaHAe permit/deny.

time-range time-range-name Cceblinka Ha pacnucaHue. B pacnucaHum ykasbiBaetcs
AvianasoH BpeMeHW, B KOTopbin ByaeT paboTaTb AaHHbBIA CMMCOK JOCTyna.
B opyron neproa BpeMeHu gaHHbI unbTp AeNcTBOBaTbL He OyaerT.

Ccblinka Ha pacnucaHne MOXeT CMELUMBATLCS C APYTYMU
AOMOJSHUTENbHLIMY NapameTpamu, Hanpumep ¢ TCP-cdnaramu.

[JonyckaeTcs ccbinka Ha pacnvcaHve, OTCYTCTBYloLLee B KOHdUrypawmm
Ha MOMEeHT BBOAa KOMaHAbl. OLI,HaKO Ha MOMEHT KOHBEPTUPOBaHNA
pacnucaHne A0JIKHO CyLleCcTBOBaTb, B NPOTUBHOM Clny4Yae
KOHBepTupoBaHue bygeT npepsaHo ¢ coobleHrem ob ownbke.

PeXumbl KOMaHAbI config-ext-nacl (pexvm pegakTMpoBaHWS pPacLUMPEHHbIX
CMMCKOB JoCTyna)

PekomMeHaaLuu no UcnonbL30BaHUKD

|/|Cﬂ0]'|b3y17ITe 9Ty KOMaHAy nocrne Bxoga B peXum peaaktupoBaHUA paClUMpeHHOro Cnncka aocrtyna
Ona pas3peleHnd npoxoxageHusa TpachKa Mexay oTnpaBuTenemM un nosyyvyartenem.

Hymepauusa 3anucen B cnucke

Mepen komaHgon permit unu deny gonyckaeTcs BBOAUTb MOPSAKOBbLIN HOMEP 3anucu B CNUCKeE,
KOTOPbIN MOXHO UCNONb30BaThb ANS YNPOLLEHUA peaakTMpoBaHUa 3anucein, Harnpumep,

ip access-list extended acl2
10 permit udp any any
20 permit tcp any any

30 deny udp host 10.1.1.1 eg snmp any

B pexunme pegaktmpoBaHMAa Cncka AocTyna 3anmcb ¢ ykasaHHbIM HOMEpPOM 6y,EI,€T BCTaBJieHa Ha
HY>XKHYIK No3nuunio, Hanpumep,

15 permit udp 10.1.1.1 0.0.255.255 host 10.2.2.2

Ecnu 3anuch ¢ TakuMm HOMEpPOM cyLLecTByeT, TO OyaeT BblgaHo coobuieHne 06 owmnbke: % Duplicate
sequence number.

Mo ymon4yaHuio nepBon 3anucu B cnucke npuceamBaeTca Homep 10, a cnegyrowime Homepa B Cnmcke
cnenytoT ¢ npupatleHmem 10. MakcumanbHbI NOpsSAKOBbI HoMep 2147483647 Ecnun
CreHep1pOBaHHbLIN NOPSAKOBLIA HOMEpP NPEBLICUI MakcumarbHbIf, TO BblAaeTcs coobleHne 06
owubke: % Exceeded maximum sequence number.

I'Ipvl BbIXO4€e M3 KOHCOJ1M HyMepauua 3anucen TepdaeTCA. I'IpM crnegywuwem ctapTe KOHCOoNM 3anmncu
pacnonararTcsa B nopsaake Bo3pactaHnAd HOMEPOB B peXnmMme no yMmosrd4aHuio.

MpocmoTp no komaHge show running-config

Mo komaHge show running-config HyMEpOBaHHbIE CMUCKMN AOCTYyMa rnokasbiBaloTCA B BUAE
nocriegoBaTernibHOCTU KOMaH access—-1ist 3a OOHUM UCKMNHOYEHNEM:
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ecrnu nocne pegakTMpoBaHUs HYMEPOBAHHOMO CrMCKa AOCTYNa OH CTAHOBUTCHA NYCTbIM (B HEM
HeT 3anucen Buaa permit unu deny (no permit, no deny)), To oH ByaeT nokasaH B Buge:

ip access-list {standard|extended} name

Mo komaHae show running-config BIBOAWUTCS KOH(UrypaLums, B KOTOPOW CrOBO host MOXeT
OTCYTCTBOBaTb.

Tak kak no KOMaHae show running-config paHee BBeOEeHHblE HOMepa 3anmcemn B CNuUcKe He
NOKa3bIBAKTCA, TO NpU peaaktnpoBaHuN, YTOObI BHECTW 3aMnnChb Ha HYXHYIO no3nuyunio, MOXXHO elle
pas3 ynopAago4ynTb 3anmcu B Cnnucke ¢ 3agaHHbIM Ha4YalribHbIM HOMEPOM U npupaLleHnem. ,D,J'I‘i-l 3TOro
ncnonb3yeTcd kKomMaHaa: ip access-list resequence.

Mo komaHae show running-config dnarn £fin, syn, rst, psh, ack, urg 0yayT ykazaHbl B 3TOM
nopsigke. A coyetaHue grnaroB «rst ack» B kOMaHae OyaeT 3aMeHeHOo Ha established npu
BbIBOAE.

®narv normpoBaHusi 1og, log-input nokasbiBatotcs nocne TCP-cnaros, a pacnvcaHue (time-
range) — nocne gnaros NorMpoBaHus.

YpnaneHue
YpaaneHue 3anncu B CNMCKe A0CTyMNa OCYLEeCTBNAETCS:

e KOMaHOOW no <noJjiHas 3anuch>, Hanpumep:
no permit tcp host 10.1.1.1 eqg telnet any

e VTN NO HOMEpY 3anucu, Hanpumep: no 15.

OTnunyme gaHHOM KOMaHAbl OT Nnoao6Hon komMaHabl Cisco 10S:

e B nHBepTUpoBaHHOM Macke NoAceTu source-wildcard U destination-wildcard
AOJNKHa ObITb HenpepbiBHasA NnHenrkKa u3 YCTaHOBJIE€HHbIX outoB B KOHLUe, He aonyckaeTcd
yepegoBaHme O un 1.

¢ OTcyTCTBYET BO3MOXHOCTb 3aaaBatb otaensHble ICMP-type n ICMP-code, Tonbko ICMP
MPOTOKOS LieMNMKOM.

e He ponyckaeTcs ncnonb3oBaHMe hostname B KA4eCTBE source U destination.
e He ponyckaioTcsa onepaTopbl KpOME eg U range.

e [lycTON HyMepoBaHHbIM CMUCOK NO KOMaHAe show running-config MoKasblBaeTCcHa B BUAE
ip access-1list name. B Cisco IOS gaHHbIl cniMcok BoobLLe He NokasbiBaeTCs.

Ums1 u Homep npomokona

Tabnvua 8
Mmsa npoTtokona OnucaHue npoTokona TG
npoTokona

ip Any Internet Protocol

tcp Transmission Control Protocol 6

udp User Datagram Protocol 17

ahp Authentication Header Protocol 51

icmp Internet Control Message Protocol 1

esp Encapsulation Security Payload 50
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eigrp Cisco's EIGRP routing protocol 88
gre Cisco's GRE tunneling 47
igmp Internet Gateway Message Protocol 2
ipinip IP in IP tunneling 4
nos KA9Q NOS compatible IP over IP tunneling 94
ospf OSPF routing protocol 89
pcp Payload Compression Protocol 108
pim Protocol Independent Multicast 103

lModdepxxueaembie uMmeHa nopmoe npomokosa TCP

Tabnuua 9

Uma npoTokona

OnucaHue npoToKona

Homep nopTta

bgp Border Gateway Protocol 179
chargen Character generator 19
cmd Remote commands (rcmd) 514
daytime Daytime 13
discard Discard 9
domain Domain Name Service 53
drip Dynamic Routing Information Protocol 3949
echo Echo 7
exec Exec (rsh) 512
finger Finger 79
ftp File Transfer Protocol 21
ftp-data FTP data connections 20
gopher Gopher 70
hostname NIC hostname server 101
ident Ident Protocol 113
irc Internet Relay Chat 194
klogin Kerberos login 543
kshell Kerberos shell 544
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login Login (rlogin) 513
Ipd Printer service 515
nntp Network News Transport Protocol 119
pim-auto-rp PIM Auto-RP 496
pop2 Post Office Protocol v2 109
pop3 Post Office Protocol v3 110
smtp Simple Mail Transport Protocol 25
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514

MpumevaHue: no komange show running-config

3ameHsieTca Ha cmd (aHanoruyHo Cisco).
tacacs TAC Access Control System 49
tacacs-ds I'Ipmmeyame: BTOpasi 3an1cCb 9KBUBANeHTHa

NepBOK1, HO He MoKa3biBaeTCs B NOACKa3Kke

(ananoruyHo Cisco).
talk Talk 517
telnet Telnet 23
time Time 37
uucp Unix-to-Unix Copy Program 540
whois Nichame 43
WWW World Wide Web (HTTP) 80

lModdepxueaembie umeHa nopmoe npomokosa UDP
Tabnuua 10
Uma npoTokona OnucaHue npotoKkona Homep nopTta

biff Biff (mail notification, comsat) 512
bootpc Bootstrap Protocol (BOOTP) client 68
bootps Bootstrap Protocol (BOOTP) server 67
discard Discard 9
dnsix DNSIX security protocol auditing 195
domain Domain Name Service (DNS) 53
echo Echo 7
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isakmp Internet Security Association and Key Management | 500

Protocol
mobile-ip Mobile IP registration 434
nameserver IEN116 name service (obsolete) 42
netbios-dgm NetBios datagram service 138
netbios-ns NetBios name service 137
netbios-ss NetBios session service 139
non500-isakmp Internet Security Association and Key Management | 4500

Protocol
ntp Network Time Protocol 123
pim-auto-rp PIM Auto-RP 496
rip Routing Information Protocol (router, in.routed) 520
snmp Simple Network Management Protocol 161
snmptrap SNMP Traps 162
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514
tacacs TAC Access Control System 49
tacacs-ds MpumeyaHue: BTOpas 3anucb SKBUBANEHTHa

NepBOW, HO HE NOKa3bIBAETCS B NOACKA3Ke

(ananoruyHo Cisco).
talk Talk 517
tftp Trivial File Transfer Protocol 69
time Time 37
who Who service (rwho) 513
xdmcep X Display Manager Control Protocol 177

Mpumep

MpuBeaeHHbIN HKe NPUMEP OEMOHCTPUPYET AoOaBneHMe B paclUMPEHHbIA CIMCOK A4oCcTyna C
umeHemM "a101" 3anucu, paspeLuatoLLen Tpadpuk mexay xoctamm 10.10.1.101 1 10.11.1.101 no

npoTtokony udp:

Router (config) #ip access-1list extended alll

Router (config-ext-nacl) #permit udp host 10.10.1.101 host 10.11.1.101

Router (config-ext-nacl) #exit

Mpumepsbl ykasaHms TCP-¢pnaros B cTapom ¢hopmare:

permit tcp any any established
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permit tcp host 10.10.1.101 host 10.11.1.101 established syn urg

deny tcp any any psh

Mpumepsbl ykazanus TCP-cnaros B HOBOM chopmare:
permit tcp any any match-any +rst +ack
permit tcp host 10.10.1.101 host 10.11.1.101 match-all +syn —-fin

permit tcp any any match-any -psh +urg
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deny (standard)

KomaHga deny (standard) Mcnonb3yeTcsl NpU peaakTMpoBaHUM CTaHAaPTHBIX CIMCKOB AOCTyna.
OTa KoMaHaa onpefensieT 3anpeT Ha NpoxoXaeHve Tpaduka ¢ ykasaHHOro agpeca. [ns yaaneHust
3anpeLuaroLLen 3anncy 13 cnucka 4ocTyna UCMosb3ynTe Ty e KOMaHAy ¢ NPedrKCOM no.

CuHTakcuc deny source [source-wildcard] [log]
no deny source [source-wildcard] [log]

[MapameTpbl KOMaHAbl aHaNOrMYHbl NapamMeTpam KomaHabl "Permit (standard)".

Pexumbl kKOMaHObI config-std-nacl (pexum pegakTMpoBaHuWsi CTaHAAPTHbIX
CMMCKOB JoCTyna)

PekomeHaaLMmM No UCNOJib30BaHUK

KomaHga deny B pexume pefakTupoBaHUa cTaHOApPTHOrO Cnucka OOoCTyrna ucnonb3yeTca Ans
3anpeta Tpacplea, nexogdauero ot ykadaHHoro MCToYHuKa.

Cwm. pekomeHgaumm B pasgene "Permit (standard)".

Mpumep

MpuBeaeHHbIN HKE NPMMEpP OEMOHCTPUPYET CO34aHNe CTaHO4APTHOrO CNucka AOCTyna C UMEHEM
"a133", B KOTOPOM MCMOMb3YKTCS KOMaHAbl 3anpeTa Tpadmka ot nogcetv 192.5.34.0 n paspelueHue
Tpaduka ot nogceten 128.88.0.0 n 36.0.0.0

Router (config) #ip access-1list standard al33

Router (config-std-nacl) #deny 192.5.34.0 0.0.0.255
Router (config-std-nacl) #permit 128.88.0.0 0.0.255.255
Router (config-std-nacl) #permit 36.0.0.0 0.255.255.255
Router (config-std-nacl) #exit

Router (config) #
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deny (extended)

KomaHoa deny (extended) Mcrnonb3yeTcs AnNs peaakTMpoBaHUS paclUMpeHHbIX CUCKOB
AocTyna. OTa KoMaHa 3anpeLlaeT npoxoxaeHue Tpaduka Mexay ykasaHHbIMU UCTOYHUKaMU U
nonydatensamu. [lns oTMeHbI 3anpeLatoLlelt 3annucy B paclUMpeHHOM CrMcke 4ocTyna
MCMONb3yeTcs Ta e KoMaHAa ¢ NpeduKCoM no.

CuHTakcuc deny protocol source source-wildcard [operator port
[port]] destination destination-wildcard
[operator[port]] [established] flag-name |{match-any |
match-all} {+ | -}flag-name] [log | log-input] [time-
range time-range-name]

no deny protocol source source-wildcard [operator port
[port]] destination destination-wildcard
[operator[port]] [established] flag-name |{match-any |
match-all} {+ | -}flag-name] [log | log-input] [time-
range time-range-name]

MapameTpbl KOMaHAblI aHaNoOrM4YHbLI NapameTpam koMaHapl "Permit (extended)”.

PeXumbl KOMaHAbI config-ext-nacl (pexvm pegakTMpoBaHMS pPacLUMPEHHbIX
CMMCKOB JOCTyNa)

PekomMeHAaLuu no UcnonbL30BaHUKO

MCﬂOﬂb3yVITe 9Ty KOMaHAy nocrne Bxoda B peXnm pegaktmpoBaHnA paClUMpPEHHOro Cnncka aocTtyna
ana 3anpeta npoxoxaeHuA TpachKa Mexay yka3aHHbIMU UCTOYHUKOM U nony4vaTternem.

Cwm. pekomeHgauum B pasgerne "Permit (extended)".

MNpumep

lMpuBeAeHHbIN HbKe NpUMep OEMOHCTpUpYeT AobaBrneHne B paclUMpPeHHbIA CAMCOK 4ocTyna C
umeHem "a101" 3anucwu, 3anpewatoLlen Becb Tpadumk K xocTy 10.11.1.101:

Router (config) #ip access-1list extended alll

Router (config-ext-nacl) #deny ip any host 10.11.1.101
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ip access-list resequence

KomaHoa ip access-list resequence WCMOMNb3yeTcs ANs HYMepoBaHMWS 3anuceil B crimcke
Aaoctyna. No-ghopma 3ToN KOMaHAbl He UCMOMb3YeTCs.

CuHTakcuc ip access-list resequence name starting-sequence-number
increment

name MMS cnucka gocTyna.

starting-sequence-number HOMep, C KOTOPOro Ha4YMHaeTCa Hymepaums 3anucein B crmcke
(1-2147483647). Mo ymonyaHuio NepBov 3annucu B CNCKe npruceanBaeTcs
Homep 10.

increment MpupalleHne Homepa 3anucu B cnucke. No ymonyaHuio npupaLleHue
paBHo 10.

3HayeHue No yMONn4yaHuio 3Ha4yeHue No yMosyYaHUIo OTCYTCTBYET.

Pexu1mbl KoMaHAabl Global configuration.

PekomeHOaLMM No UCNOJIb30BaHUK

[ns ynpoleHns peaakTMpoBaHus 3anncei B Crincke MoryT UCMoNb30BaTbCs HOMepa 3anucen,
KOTopble 3aAaloT NOpsiAoK CregoBaHUsS 3anmcel B CIMCKE.

Mo ymonyaHuio nepBoK 3anncu B cnucke npucsansaetcsa Homep 10, a crnegytowime HoMmepa B Cnncke
cnenytoT ¢ npupatleHmem 10. MakcumanbHbIA NOPSAKOBLIV HOMep 3anucn — 2147483647. Ecnn
CreHep1poBaHHbIN NOPSAKOBbLIA HOMEpP NPEBLICUT MakcumarbHbIf, TO BblaaeTcsa coobleHre 06
owmbke: % Exceeded maximum sequence number.

Hymepauuto 3anvcer MOXHO 3agaBaTb SiBHbIM 00pa3oM nepe kKoMaH4oM permit UM deny B
pexvMme pefakTUpOoBaHUA cnncka gocTyna (B komaHae ip access-1ist). Co3gaHHas 3anuck ¢
yKa3aHHbIM HOMepoM ByaeT BCTaBMneHa Ha HYXXHy no3uumio. Hanpumep,

15 permit udp 10.1.1.1 0.0.255.255 host 10.2.2.2

Ecnu 3anuck ¢ Takum HOMEpPOM cyLLecTByeT, TO OyaeT BblgaHo coobuieHne 06 owmnbke: % Duplicate
sequence number.

I'IpM BbIXO4€e N3 KOHCOJIM HymMepauus 3anucem TEPAETCA. I'IpM crnegywuiemMm ctapTe KOHCOoJM 3annucu
pacnonararTCd B nopsaake Bo3pactaHNUA HOMEPOB B peXUMe Mo YMOJ14aHUIo.

Tak Kak no koMaHge show running-config paHee BBeJEHHblIe HOMepa 3anncen B CNUCKe He
nokasblBalTCS, TO NPY pedakTUpOBaHMM, YTOObI BHECTM 3aMMCb Ha HY>KHYIO MO3ULIMID, MOXHO eLue
pa3s ynopsiiouuTb 3anncu B CNncke ¢ 3aaHHbIM HavyanbHbIM HOMEPOM 1 NpupaLleHnem, UCnonb3ys
KOMaHOy ip access-list resequence

Mpumep

Mpumep Hymepauun 3anucen B cnucke acll, rae nepsas 3anvck umeet Homep 100, a
nocnegytowme 105, 110 n 1.4.

ip access-1list resequence acll 100 5
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access-list (standard)

KomaHga access-1list wmcnonb3yeTcs AN CO34aHUst HYMEPOBaHHbIX CTaHAapPTHbBIX CMCKOB
poctyna IP. No-chopma 9TON KOMaHAbl OTMEHSIET paHee CO3AaHHbIN CNMCOK AoCTyna.

CuHTaKcuc access-list number permit | deny source [source-wildcard]
[log]

no access-list number

number HoMep cnucka goctyna IP. [Ins 3agaHusa ctaH4apTHOMO cnucka gocTtyna
HOMep OoSmKeH HaxoanTbea B npegenax 1-99 nnum 1300-1999.

permit pa3peluaeT NpoxoXaeHne naketa.

deny 3anpeLaeT NpoxoXaeHe nakeTa.

Bce ocTtanbHble napameTpbl kKOMaHAbl ObinNK onucaHbl B pasaene "Permit (standard)”.

3HayeHue No yMonYaHUo 3HaYeHne No YMON4YaHWIo OTCYTCTBYET.
Pexu1mbl KoMaHAabl Global configuration.

PekomeHOaLMM No UCNOJIb30BaHUK

KomaHga access-list NCNOJ1b3yEeTCA AJld Cco34aHuA U peaaktmpoBaHUA HyMepoBaHHbIX
CTaHOaApPTHbLIX CMUCKOB AoCTyna. CTaH}J,apTHbIe CMNUCKM gocTtyna ncnosb3yrTcAa ana (bVIJ'IpraLI,I/II/I
NakKeToB TOJIbKO No IP—ap,pecy oTnpaBuTend (VICTO‘-IHVIKa) NakeToB.

YnaneHue yka3aHHOro Crnuncka LienvMKoM OCYLLIeCTBNSIeTCA KOMaHAoOM no access—-list number.
Bce ocTanbHble 3anuncy B 3TOM KOMaH4e UrHOPUPYHOTCS.

MNpumep

Hwxe npuBeaeH npumMep co3gaHus cnucka Joctyna ¢ Homepom 10, 3anpelaroLmim Tpaduk OT XocTa
c agpecom 10.1.1.2:

Router (config) #access-1list 10 deny host 10.1.1.2
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access-list (extended)

KomaHga access-1list wmcnonb3yeTcs AN CO34aHUS HYMEPOBAHHbIX PACLLUMPEHHbBIX CMUCKOB
poctyna IP. No-chopma 9TON KOMaHAbl OTMEHSIET paHee CO34aHHbIN CMUCOK C STUM HOMEPOM.

CuHTakcuc access-list number permit |deny protocol source source-
wildcard [operator port[port]] destination destination-
wildcard [operator port [port]] [established] flag-name
[log | log-input] [time-range time-range-name]

no access-list number

number HoMmep cnucka goctyna IP. [ins 3agaHms pacluMpeHHOro cnucka gocTyna
HOoMep OormKkeH HaxoauTbes B npegenax 100—199 unu 2000-2699.

Bce octanbHble napameTpbl koMmaHabl 6binv onucaHsl B pasgene "Permit (extended)”.

3HayeHue No yMonYaHuio 3HaYeHne No YMONYaH1Io OTCYTCTBYET.
Pexu1mbl KoMaHAabl Global configuration.

PekomMeHAaLumu No UcnonbL30BaHUKO

KomaHga access-list ucnonb3yetcs N5 CO34aHNS M pedakTMpoBaHNSA HYMepPOBaHHbIX
pacLUMPEHHbIX CMMCKOB AOCTyNa. PaclumpeHHble cnMckn AoCTyna ucnonbe3ylotes ans 6onee rubkon
unbTpaumm NakeToB — NO agpecy OTNpaBUTENs NakeTa, agpecy nonyyarens nakerta, no Tuny
npoTokona, NopTy OTNPaBuTENs NakeTa U NOpTy nonyyarens.

Yp,aneHme YKa3aHHOro Crnncka LUeriukomMm ocyllecTBdaeTca KOMaH,EI,OI7I no access-list number.
Bce octanbHble 3anmucu B 3ToN KOMaHAe UrHOpMpPyrTCA. Harlpmmep, eCnn 3agaTtb KOMaHay no
access-list 101 permit ip host 10.11.1.101 any, TO 3Ta KOMaHaa yaanuT BeCb CNMCOK
nog Homepom 101.

Mpumep
Hwxe npuBeaeH npumep cosgaHus cnmcka goctyna ¢ Homepom 100:

Router (config) #access-1ist 100 deny tcp host 10.1.1.2 host 10.11.1.101
eq 22
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KomaHabl co3pgaHus IKE nonutuku

crypto isakmp policy

KomaHga crypto isakmp policy Mcnonb3yetcs and co3ganusi IKE nonvTuky, B KOTOpoWn
YKa3bIBalOTCS XKenaeMble anroputMbl U NapameTpbl CO34aBaeMOoro 3alyLLeHHOro KaHana, kotopble
OyayT npeanoXxeHbl NapTHepPY ANd cornacoBaHud. OToOT KaHan bygeT obecneunBaTh 3alLMTy YacTy
00MeHOB MHopmaumel nepeon asbl 1 Bce 06MeHbl BTopol dasbl IKE.

Takux NONUTUK MOXET ObITb YKa3aHO HECKOSbKO C MPUCBOEHUEM MM MpuopuTeTa.
BbinoniHeHMe gaHHOW KOMaHAbl OCYLLECTBASET BXO4, B PEXMM HAcTporkm napameTpoB ISAKMP SA.

Ins yaaneHust IKE NonuTuKK Ucnonb3yeTcs Ta e KomaHaa ¢ NpedmrKCoM no.

CuHTakcuc crypto isakmp policy {priority}
no crypto isakmp policy

priority yHUKanbHbIn ngeHtudmkatop IKE nonutrku. B kavectBe ngeHtTudmkaTopa
cnenyet ucnonb3oBaTb Lenoe yncrno oT 1 go 10000. MNpwu aTom cnegyeT
YYNTbIBaTb, YTO YeM BOrbLLE YMCIIO, TEM HUXKE MPUOPUTET CO34aBaeMOon

NONUTUKMN.

3HayeHue No yMonyaHuio Mo ymonyaHuio B IKE nonutmke MCNonb3yloTca napameTpbl,

npuBeaEeHHbIE HIXKE:

encryption = belt (CTB 34.101.31)

hash = belt (CTB 34.101.31)

authentication = belt-sig

group = belt (CTB 34.101.66)

lifetime = 86400
Pexumbl kKOMaHabI Global configuration.

PekoMeHOaumm no MCnofib30BaHUIO

Vcnonb3yinTe AaHHYO KOMaHgy A5 yKasaHus napameTpoB, O KOTOPbIX OyayT BECTUCH NEPEroBopbI
C MapTHepoMm, Ans co3gaHusa accoumauum sawmtbl ISAKMP (ISAKMP SA).

KomaHga crypto isakmp policy ocyuiectsnseT Bxoq B pexum ISAKMP policy configuration. B
3TOM pexunme 1 ykasbiBatoTca napametpbl ISAKMP SA ¢ nomoLlbio KomaHa;:

authentication (IKE policy)
encryption (IKE policy)
hash (IKE policy)

group (IKE policy)

lifetime (IKE policy)

Ecnu B npouecce co3gaHusa IKE nonutnkn kakon-nnbo n3 napameTpoB He Obin 3agaH, To byaer
NCNonb30BaTbCA €ro 3Ha4YeHMe No yMOnyaHuio.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 110



Bel VPN Gate-V 4.1. Cisco-like komaHabl

OTnunymne gaHHOM KOMaHAbl OT Nnogo6Hon komaHabl Cisco 10S:

CnepgyeT yyecTb, YTO ecnm 3afaTb HECKOMNbKO KOMaHg, crypto isakmp policy C pasHbiMU
MeTodaMu ayTeHTUdMKaALUM 1 PasfMYHbIMU anroputMamuy LINGPOBaHNS U X3LLUMPOBaHUS, TO
nocrne KOHBepTUpPOBaHUS Cisco-like koHpMrypaumm B native-koHdurypaumio, nocrnegHsas éyget
cofepXaTtb BECb CMIMCOK METOA0B ayTeHTUMMKALUN U BECb CNIMCOK anropuTMoB. B pesynbTaTte
BO3MOXHa CUTyauus, Npyu KOTopon napTHep npeanoxut B IKE metog ayTeHTMdMKaumm 3 ogHon
crypto isakmp policy, @ anroputmbl — U3 Apyroh crypto isakmp policy. A wnto3
cornacutcs Ha paboTy ¢ NapTHEPOM, C KOTOPbIM Y HEFO NapaMeTpbl HU B OOHOW crypto
isakmp policy He coBnagatoT.

Mpumep

Hwxe npuBeaeH npumep co3gaHus IKE nonuTuku, coctoswen ns AByx Habopos napameTpoB 1
umetomnx npuoputetsl 15 n 20:

Router (config) #crypto isakmp policy 15

Router (config-isakmp) #hash md5

Router (config-isakmp) #authentication rsa-sig
Router (config-isakmp) #group 2

Router (config-isakmp) #lifetime 5000

Router (config-isakmp) #exit

Router (config) #crypto isakmp policy 20

Router (config-isakmp) #fauthentication pre-share
Router (config-isakmp) #lifetime 10000

Router (config-isakmp) #exit
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authentication (IKE policy)
KomaHga authentication NpUMEHseTCA ANsg ykasaHUs Metoaa ayTeHTudukaLm CTOPOoH.
BoccTtaHoOBUTE 3HaYEHUE MO YMONMYaHMIO MOXHO C MOMOLLLbIO TOW XXe KOMaHAbl C NpedrKkcom no.

AyTeHTUdMKaLNSa MOXET OCYLLECTBMSATLCSA C UCNONMb30BaHUEM NpeaonpeaeneHHoro Knwova
(Preshared Key) nnu ¢ ncnons3osaHnem LUngpoBbIx cepTudmkaTo ctaHaapta X.509.

CuHTakcuc authentication {belt-sig|rsa-sig|dss-sig|sign|pre-
share}

no authentication {belt-sig|rsa-sig|dss-sig|sign|pre-
share}

belt-sig ayTeHTMdVKaLUs OCYLLECTBISETCS C MCNOMb30BaHNEM LIMAPOBbIX
cepTMdukaToB, co3gaHHbix no anroputmy CTb 34.101.45 vnn CTB 1176.2

rsa-sig ayTeHTMdVKaLns OCyLLECTBSETCS C MCNOMNb30BaHNEM LIMAPOBbIX
cepTnmnkaToB, CO3aaHHbIX No anroputMy RSA

dss-sig ayTeHTUdMKaLmsa ocyLLecTBSAeTCA C UCNONb30BaHNEM LUdPOBLIX
cepTndunKaToB, Co3aaHHbIX Mo anropntMmy DSA

sign BblIGOP KOHKpPEeTHOro Tuna ayteHTudukauun (RSA, DSA nnm BELT)
ocywectsnsetca no tuny CA-ceptudukata, nexailero B 6ase

pre-share ayTeHTMd)VIKaLI,I/IFI OCYLLECTBIIAETCA C UCNOoJib3OBaHNEM
npegonpeneneHHbIX Knroven.

3HayeHue No yMonyaHuio belt-sig

PexXxumbl KOMaHAbI ISAKMP policy configuration.

PekomeHAaLMM NO UCNOJIb30BaHUK

Mcnone3ynTte aTy KOMaHAy AN yKasaHua MeTofa ayTeHTUrKauum CTOpPoH, KoTopas MpoucxoanTt B
nepson dase IKE.

HaHHas komaHga pabotaet B pexume ISAKMP policy configuration.

KnioueBas napa, kK KOTOPOW NPUHAANEXUT OTKPbITLIN KMKOY foKanbHOro ceptndukara, MoxXeT 6biTb
cosfaHa ¢ ncnone3oBaHveMm anroputma RSA, DSA unu CTB 34.101.45/ CTB 1176.2. JlokankeHbIn
cepTnduKaT C OTKPbITLIM KMtodoM No RSA anroputmy gormkeH ObiTe nognucan CA cepTudukaTom ¢
OTKPbITbIM KIMOYOM, co3faHHbIM No RSA anroputmy. JlokaneHbii CTB cepTudukaT JOMKeH ObiTb
nognucaH CA CTE cepTtudukaTom. JlokanbHbih DSA ceptudmkat — CA DSA cepTudmkaTom.

B dhanne HacTpoek KoHBepTOpa €S_conv.ini napameTpam send cert U send_request
NPUCBOEHO 3HaveHne ALWAY'S, 1 no3ToMy N0 YMOYaHWIO NapTHepy Bcerda OyaeT oTcbinarbes
nokarnbHbI cepTudukat no npotokony IKE n 3anpawmsaTecs cepTudmkaTt napTHepa.

MpumeyaHume: npu noctpoeHmun coegnHenns mexay Bel VPN Gate n Cisco Router ¢
ncnonb3oBaHUEM ayTeHTUMKauumn Ha cepTudmkaTax pekoMeHayeTcsa NpUMMeHATb MeTOA
ayTeHTudukaumm sign. B aToM cnyyae npu KOHBEpTUPOBaHUK, ansa coBmectumocTu ¢ Cisco 10S, B
Native-koHurypaumm gononHMTENbHO MPONUcbIBaeTCst cebifika Ha CA-cepTudukaT, nexawmmn B
base.

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komaHabl Cisco 10S:

He ponyckaetcs Tun ayteHTndmkauum RSA encryption.

B Cisco IOS nogaepxvBaeTtcs ayTeHudUKaums ¢ MCNoNb3oBaHNEM LIMADPOBLIX CepTUdMKATOB,
CO3/jaHHbIX TONbKO No anroputMy RSA.
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Mpumep

Hwxe npuBefeH npumep HasHa4veHust MeTofa ayTeHTMdMKaLMM CTOPOH Ha NpegonpeaeneHHbIX
Krtoyax, ncrnonb3yemoro B pamkax npotokona IKE. OctanbHble napaMeTpbl yCTaHaBMMBaKTCS MO
YMOJS4aHuIo:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #fauthentication pre-share

Router (config-isakmp) #exit
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encryption (IKE policy)

KomaHpa encryption NpUMEHSAETCHA ANd ykaszaHus anroputma wmdpoBaHus coobLieHui,
npegnaraemoro Anisl cornacoBaHus NapTHEPY, KOTOpbI BygeT NCNonb3oBaH 4118 Co3aaHus
3alUMLLEHHOrO KaHana.

BoccTaHoBUTL 3Ha4YeHus no YMOJ14aHUKO MOXHO C NOMOLLbIO TOW e KoMaHAabl C ﬂpe(*)VIKCOM no.

CuHTakcuc encryption {gost|belt|des|3des | aes|aes 128 |aes 192 | aes
256}
no encryption

gost B Ka4yecTBe anropvTma wmndpoBaHus ncnonbayetca anroputm FOCT
28147-89

belt B KayecTBe anropuTma wudposaHus ncnonsdyetcsa anroputm CTh
34.101.31

des B Ka4yecTBe anropuTMa wndpoBaHns ucnonbayeTcs anroputm 56bit DES

3des B KayecTBe anropuTma wmndpoBaHms ncnonb3yetca 168-bit DES-CBC
(3DES)

aes|aes 128 B KayecTBe anroputmMa wudposaHusa ncnonbayetcs 128-bit AES.
3HayeHus aes U aes 128 — 3KBUBASIEHTHBI.

aes 192 B Ka4yecTBe anropuMTma wndpoBaHms ncnonbsyetca 192-bit AES

aes 256 B KayecTBe anroputmMa wndposaHusa ucnonbsyetcs 256-bit AES

3HayeHue No yMonyaHuio belt

PeXxumbl KOMaHAabI ISAKMP policy configuration.

PekomeHAaLMM N0 UCNOJIb30BaHUK

Mcnonb3ynTte AaHHYO KOMaHgy AN HasHayeHus anroputma wudposaHus, KoTopbii 6yaeT
ucnonb3oBaTbCsa ANd 3awmTbl oomeHoB IKE.

HaHHas komaHga pabotaet B pexume ISAKMP policy configuration.
WNcnonb3yemble anroputmbl LM POBaHMA yKasbiBaloTCA B panne cs_conv.ini.
No-hopMa KOMaHAbl BbICTaBNAET 3HaYeHME N0 YMOMYaHMIO.

Mo KoMaHOe show running—config KOMaHOa CoKpallaeTca A0 encr W NOKa3blBaeTCA Bceraa, a
3HaYeHna aes MW aes 128 - NOKa3bIBAlTCHA KaK aes.

OTnnyme gaHHOM KOMaHAbl OT nogooHon komaHabl Cisco |I0S:

Mo komaHae show running-config gaHHaa KoMaHOa NokasbliBaeTcsa Bcerga.

Mpumep

Hwxe npuBegeH npMMep HasHavyeHUs B kadecTBe anroputma wundposaHnsa 168-bit DES-CBC
(3DES) B pamkax ISAKMP SA. OcTanbHble napameTpbl yCTaHaABNMBAKOTCA MO YMOMYaHUIo:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #encryption 3des

Router (config-isakmp) #exit
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hash (IKE policy)

KomaHga hash npuMeHsaeTcs Ang ykasaHus Xal-anroputma, UCnonb3yeMoro Anst KOHTpOonst
LeNToCTHOCTM coobLweHnn B pamkax ISAKMP SA.

BoccTaHoBUTL 3Ha4YeHus no YMOJ14aHUKO MOXHO C NOMOLLbIO TOW e KoMaHAabl C ﬂpe(*)VIKCOM no.

CuHTakcuc hash {belt | stb1176 | sha |md5}
no hash {belt | stb1176 | sha |md5}

belt yKasblBaeT, YTO B Ka4YeCcTBe X3LU-anropntMma JOImKeH UCNofib3oBaTbCA
anroputm CTBE 34.101.31-2011 (6.9)

stbl176 yKasblBaeT, YTO B KA4eCTBE X3LU-anroputMma JOJKEH UCMOoJib30BaTbCA
anroputm CTB 1176.1-99

sha yKasblBaeT, YTO B Ka4YecTBe X3LLU-anroputmMa JoXeH Ucnonb3oBaThbecs

anroputm SHA (HMAC BapwuaHT)

md5 yKasblBaeT, YTO B Ka4eCTBe X3L-anropMTtmMa SOSIKEH MCNOoMb30BaTbCS
anroputm MD5 (HMAC BapuaHT).

3HayeHue N0 YMONYaHUKo belt
Pexunmbl KoMaHAabl ISAKMP policy configuration

PekomeHAaLMM NO UCNOJIb30BaHUK

WMcnonb3yinTe 3Ty KOMaHA4y A8 Ha3HaYeHus Xal-anropntMa, UCnonb3yemoro B paMmkax npoTokona
IKE unu gna BOCCTaHOBMEHMS 3HAYEeHUSA MO yMon4yaHuio. [JaHHaa komaHga paboTaeT B pexume
ISAKMP policy configuration. Ecnn B kayecTBe MeToda ayTeHTudUkauum bbina BoibpaHa undposas
noanuck 1 ato noanuck Ha CTh-anropyTtMax, TO ANs X3WWPOBaHNS HEOBXOAMMO NPUMEHATb
anroputm CThB.

WNcnonb3yemble xall-anropuTmbl ykasbiBaloTesa B panne cs_conv. ini. No-popMa KOMaHabl
BbICTaBMAET 3HAYEHNE N0 YMOMYaHWIO.

Mo komaHge show running-config KOMaHaa NnokasbiBaeTcqa Bcerga.

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

Mo komaHae show running-config AaHHas KOMaHAa NokasblBaeTcs Bceraa, Aaxe npu
3HaYeHUM NO YMONYaHUIO.

MNpumep

Hwxe npvBeaeH Npumep Ha3Ha4YeHUs B Ka4ecTBe xall-anroputma anroputma MD5. OcTanbHble
napameTpbl yCTaHaBNMBAKOTCS MO YMOMYaHMIO:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #hash md5

Router (config-isakmp) #exit
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group (IKE policy)

KomaHgoa group npuvMeHsieTcs ANsi yka3aHWs anropuTMa, MCrorib3yeMoro B paMkax npoTokona
IKE pons BbipaboTkM krtoueBoro Matepuana. Micnonesyetcs anroputm Oudpdu-Xennmaxa.
BoccTaHoBWTbL 3HAYEHNSt MO YMOMYaHMIO MOXHO C MOMOLLIbIO TOW XXe KOMaHAbl C NpedrKCoM no.

CuHTakcuc group {belt|1]|2]5}
no group

belt ucnoneayetcs anroputm duddur-XennmaHa Ha aNNMNTUYECKUX KPUBBIX MO
CTBb 34.101.66 (MpunoxeHne A)

1 ucnonb3yetcsa anroputm Ouddu-Xennmaxa, anvHa knoya 768 out

2 ucnonb3yeTtcs anroputm Ouddu-XennmaHa, anvHa knoda 1024 6ut

5 ucnonb3yetcsa anroputm Audcu-Xennmaxa, gnvHa knoda 1536 6ut

3HayeHue No yMonyaHuio belt

Pexumbl kKOMaHabI ISAKMP policy configuration

PekomeHaaLMmM No UCNosib30BaHUK

Mcnonb3ynTte aTy KOMaHA4y AN yKasaHus anroputma, KoTopbii 6yaeTt ncnonb3oBaTbCs B pamkax
npotokona IKE gnsi BbipaboTku obLiero CeKpeTHOro Kroya 1 CECCUOHHBIX Kntoven. [JaHHas
KomaHaa paboTtaeT B pexume ISAKMP policy configuration

WNcnonb3yemble anropUtmbl reHepaLuny Krnoden ykasolBatotcs B panne cs_conv. ini.

MNpumep

Hwxe npuBeaeH npumep ykasaHusa anroputma OQuddum-XennmaHa ¢ anvHon kntoda B 1024 6uta.
OcTanbHble NapamMeTpbl YCTaHaBNMBAKOTCA MO YMOMYaHMIO:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #group 2

Router (config-isakmp) #exit
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lifetime (IKE policy)

KomaHpa 1ifetime npumeHsieTcsa Ans HAcTpowkm BpemeHu xnsHu IKE SA. BoccTtaHoBUTL
3HaA4YEeHMS MO YMOMYAHMNIO MOXHO C MOMOLLIbIO TOW e KOMaHAbl ¢ NpedUKCOM no.

CuHTakcuc lifetime seconds
no lifetime

seconds Bpems xun3Hu IKE SA B cekyHaax. PaspelueHo ncnone3oBath Lenoe
4yuncrno n3 amanasoHa ot 1 ao 4294967295.

3HayeHue Mo yMonyaHuo 86400 (1 cyTkm)

PeXumbl KOMaHAbI ISAKMP policy configuration

PekomeHaaLMM No UCNOJib30BaHUK

Mcnonb3ayiTte 3Ty KOMaHgy Ans ykasaHus BpeMeHn Xusnu IKE SA nnn ons BocCTaHOBNEHUS
3Ha4yeHusa no ymonyaHuto. OTCYTCTBYET BO3MOXHOCTb YCTAHOBUTbL HEOTPAHUYEHHOE BPEMS XKU3HU
IKE SA. [JaHHas komaHga paboTaeT B pexume ISAKMP policy configuration.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco |0S:

OrpaHu4eHmns No BpEMEHM XM3HN MMeKT 6onbLIni AuanasoH, Yem y komaHabl Cisco:
60 — 86400.

MNpumep

Hwxe npuBeaeH npumep yctaHoBKM BpeMeHU xun3Hn IKE SA pasHbiM 1200 cekyHA (20 MUHYT).
OcTanbHble NapamMeTpbl YCTaHaABNMBAKOTCA MO YMOMYaHMIO:

Router (config) #crypto isakmp policy 10
Router (config-isakmp) #lifetime 1200

Router (config-isakmp) #exit
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crypto isakmp peer

KomaHpa crypto isakmp peer NpUMeHsieTcsl Ans Bbibopa napTHepa u Bxoga B pexum ISAKMP
peer configuration, B KOTOPOM MOXXHO YCTaHOBUTb aggressive mode ans opraHusauum
MHOpMaLMOHHbIX 06MeHoB B pamkax IKE npoTtokona ¢ atum napTHepoM. [nsi OTKIYEHUS 3TON
PYHKLMOHANbHOCTM UCNOMNb3YNTE KOMaHAY € NpeduKcom no.

CuHTakcuc crypto isakmp peer {address ip-address}

no crypto isakmp peer {address ip-address}

ip-address IP-agpec napTtHepa
3HayeHue No yMonyaHuio 3Ha4YeHve No yMOMN4YaHuio OTCYTCTBYET.
Pexunmbl KoMaHAabl Global configuration.

PekomeHaaLMM No UCNOJib30BaHUK

lMocre BbINOMHEHUs1 3TON KOMaHAbl UCNONb3YNUTE KOMaHAY set aggressive-mode client-
endpoint Ansa ycTtaHOBNeHMs aggressive pexvma B pamkax npotokona IKE.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco |0S:

He nogaepXmBaeTca BapmaHT KoMaHabl C hostname:

crypto isakmp peer {hostname ip-address}

MNpumep

Hwxe npuBeaeH npumMep Ha3Ha4YeHUsa agpeca napTHepa, C KOTOpbIM npeanonaraeTca aggressive
mode ansa nHmumnaummn IKE obmeHoB:

Router (config) #crypto isakmp peer address 10.0.10.1
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set aggressive-mode client-endpoint

KomaHpa set aggressive-mode client-endpoint NpUMEHSIETCS ANS YCTAHOBKM aggressive
mode ans opraHu3auumn nHopMaLMOHHbIX 0OMeHOB B pamkax IKE npoTokona ¢ napTHepom. [ns
yaaneHusa 3Toro pexvma Ucnonb3ymnte KomaHgy ¢ npeduKkcom no.

CuHTakcuc set aggressive-mode client-endpoint {ipv4-address ipv4-
address | £qdn fgdn | £qdn-user fgdn-user}

no set aggressive-mode client-endpoint {ipv4-address
ipv4-address | £qdn fqdn | fgdn-user fgdn-user}

ipv4d-address naeHTudurkaTop nHMumaTopa coegmHeHns tuna IPV4-address (T.e.
nokaneHbI ID TuNa IP-address)

fgdn naeHTudmkatop nHuumaTtopa Tuna FQDN (rnokanbHbin ID Tuna nonHoe
AOMEHHOEe 1MMS)

fgdn-user ngeHTudukaTop nHuumaTopa Tina E-mail.

3HavyeHue No yMonyaHuio 3Ha4yeHue No yMOn4yaHuio OTCyTCTBYET.

PeXumbl KOMaHAbI ISAKMP peer configuration.

PekomeHaaLMmM No UCNosib30BaHUK

KomaHpa set aggressive-mode client-endpoint MOXET ObITb UCMOMb30BaHa TOMbKO B
pexume ISAKMP peer configuration. [inst Bxoga B 9TOT peXuM HEO6XOAMMO BbIMNOMHUTE KOMaHay
crypto isakmp peer address.

OTnnyme gaHHOM KOMaHAbl OT NnoAo6Hon komMaHabl Cisco 10S:

e BknoyeHne gaHHon komaHdbl B KOHOUIypaUmMio 03HavYaeT BKIIOYEHNE aggressive mode
(AggrModePriority=TRUE) ans gaHHoro naptHepa.

e AprymeHT A4aHHOWN KOMaHAbl UTHOpPUpYeTCcs (He AenaeTcs pasnuumi Mmexay nokanbHeiMu 1D).
HaHHas komaHaa paboTaeT kak npusHak BknodeHnsa AggrModePriority.

e Ecnu ons komaHgbl crypto isakmp peer OTCYTCTBYET KOMaHAa set aggressive-mode
client-endpoint, TO KOMaHga crypto isakmp peer WUrHOpuUpyeTtcs

Mpumep

[nga onucaHusa npaeBuna co3gaHus TYHHeNs No Halewn nHuumaTuee B Aggressive mode ¢ y4yeTom
Toro, 4to IP-agpec naptHepa 10.0.0.1, a IP-agpec nokansHoro yctporctea 10.0.0.2 ncnonb3yotcs
KOMaHpbl:

Router (config) #crypto isakmp peer address 10.0.0.1

Router (config-isakmp-peer) fset aggressive-mode client-endpoint ipvéd-
address 10.0.0.2

Router (config-isakmp-peer) #set aggressive-mode password 1234567890
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set aggressive-mode password

KomaHga set aggressive-mode password NpuMeHsieTcs ans BBoga Preshared kntova ang
[AaHHoro naptHepa. nsa yaaneHus Preshared knova 13 KoHpUrypauum Ucrnonb3ynTe KoMmaHay ¢
npeduKcom no.

CuHTakcuc set aggressive-mode password {password}

no set aggressive-mode password {password}

password 3Ha4YeHMe NpeaycTaHOBNEHHOrO KNo4va
3HavyeHue No yMonyaHuio 3Ha4yeHue No yMOMN4YaHuo OTCYTCTBYET.
PeXumbl KOMaHAbI ISAKMP peer configuration.

PekomMeHaaLuu No UcnonbL30BaHUKO

JllaHHasa koMaHZa UrHopvpyeTcsi B KOHGUrypaLumn 1 He BRUSIET Ha Norvky paboTbl KOHBEpTOpa.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 120



Bel VPN Gate-V 4.1. Cisco-like komaHabl

crypto isakmp identity

KomaHgoa crypto isakmp identity MpUMEHSIETCS ONS HA3HaYeHust Tuna ngeHTudukaTopa,
ncnonb3yemoro B pamkax npoTtokona IKE. OTMeHUTb Ha3Ha4YeHHbIA TUN naeHTUdMKaTopa MOXHO C
NOMOLLIbIO TOM XXe KOMaHAbl C NPedUKCOM no.

CuHTakcuc crypto isakmp identity {address|dn|hostname}

no crypto isakmp identity {address|dn|hostname}

address ycTaHaBnvBaeT ngeHtudukarop address

hostname yCcTaHaBnuBaeT ngeHtudgukarop hostname

dn ycTaHaBnvBaeT ugeHtudumkarop dn.

3HavyeHue No yMonyaHuio no yMof4yaHuo YCTaHOBIEH TN nageHTudmrkatopa address.
Pexunmbl KoMaHAabl Global configuration.

PekomMeHAaLuu no UcnonbL30BaHUKO

WNcnonb3yitTe 3Ty KOMaHAy ANs yka3aHWsi, Kakol Tun naeHTudukaTopa A4omkeH 6biTb MCMONb30BaH B
pamkax npotokona IKE. BoamoxHo Tpu BapuaHTa address, hostname u dn.

NaoentndukaTtop Tuna address kak npaBuno NCMONb3yeTCs, eCNN KOMMbIOTEP UMEET TONbKO OAMH
UHTEepdenc ¢ NocTosHHbIM IP-agpecom.

NaoeHTndukaTtop Tuna hostname kak npaBuno UCNomMb3yeTcs, eCnv KoMnbloTep nveet 6onee
OAHOro MHTepdenca nnm xe ecnu UMeeTcs OanH UHTepdenc, HO HET nocTosHHoro IP-agpeca.

PekomeHayeTcs Ans BCex napTHEPOB UCMOMNb30BaTh eAnHbIN TUN naeHTudukatopa: nmbo address,
nuoéo hostname, nnbo dn.

NoeHTndukaTtop dn ncnonbadyetcs ToNbKo Npu paboTe ¢ cepTudmkatamm.

Mpumep
Hwxe npuBeaeH npumMep ykasaHus Tuna ngeHtudukatopa address:

Router (config) #crypto isakmp identity address
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crypto isakmp keepalive

KomaHga crypto isakmp keepalive NpUMEHsiETCH ANs aKTMBM3auum npouecca obmeHa
coo6LLeHnAMN, NoATBEPXKOAOLWNMIN aKTUBHOCTL (B paMkax npoTokona IKE) mexay poytepamu.
OTKNIOYNUTL STOT NPOLIECC MOXHO C MOMOLLLIO TOM Xe KOMaHAbl C NpedMKCOM no.

CuHTakcuc crypto isakmp keepalive secs [retries]
no crypto isakmp keepalive secs [retries]

secs 3apgaet gonycTuMbIv nepuog BpeMeHu OTCYTCTBUS BXOAsLLEero Tpaduka
OT MapTHepa, MO UCTEYEHMIO KOTOPOro, NMPY HaNMyYnmM UCXOAsLLEro
Tpaduka, aktusmpyetcs DPD-ceccus. luanasoH BenuumHel — ot 10 go

3600 cekyHA.

retries 3agaeT BpeMs oxXugaHusa otBeTa oT napTHepa Ha DPD-3anpoc. [Juana3oH
BESIMYUHbI — OT 2 00 60 cekyHA. Mo ymon4yaHuio 3Ha4YeHMe 3TON BENUYUHDI
paBHoO 2.

3HayYeHue No YMOJI4YaHUI no yMOMYaHWo KOMaHaa He akTUBMPOBaHa.

PeXumbl KOMaHAbI Global configuration.

PekomeHaaLMM No UCNOJIb30BaHUK

Mcnonb3ayinTte 3Ty KOMaHA4y Ans OTNpaBky COOBLLEHMIN, NOATBEMKAAIOLWMX aKTUBHOCTb NapTHepa (B
pamkax npotokona IKE).

Mpumep

Hwnxe npuBeaeH npuMmep aktneauum npouecca oTnpaBku coobuieHun, B cny4ae ecnu OoT nNapTHepa
He ObIno nony4yeHo nakeToB B Te4eHune 30 CeKyHA. MakeThbl npouecca 6y,D,YT OTCbIITaTbCA Yepes3 3
CeKyHAbl:

Router (config) #crypto isakmp keepalive 30 3
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crypto isakmp fragmentation

KomaHga crypto isakmp fragmentation BKMOYaeT pexum dparmeHTupoBaHus IKE-nakeTos.
MakcumanbHbI pasmep |IP-nakeTta BbicTaBnsietcs B 576 6ant! (aHanormnyHo Cisco 10S).
OTKNOYNTL hparMeHTUPOBAHNE MOXHO C MOMOLLILIO TOM XXe KOMaHAbl C NpednKcom no.

CuHTakcuc crypto isakmp fragmentation

no crypto isakmp fragmentation

3HayeHue Mo yMonyaHuo no YMOSYaHuio dparmeHTUpoBaHue IKE-nakeToB
OTKIHOYEHO.
Pexu1mbl KoMaHAabl Global configuration

PekomeHOaLMmM No UCNosib30BaHUK

®parmeHTupoBaHue IKE-nakeToB HEOBX0AMMO B TE€X Cryyasx, Koraa B npouecce OCTaBku
AnuHHble UDP-nakeTbl NMG0 He NPONyCKakTCs NPOMEXYTOYHbLIM Y310M, MO0 HEKOPPEKTHO
hbparMeHTNpyeTCs Ha ip-ypoBHe.

1 CnepyeT yunTbiBaTh, YTO ONepaLMoHHas cucTemMa cama yCTaHaBMMBaET AJIMHY ip-3arofioBka, YTo MOXeT
NPUBOAUTL K PaKTUYECKOMY YMEHbLUEHUIO ANUHBI ip-nakeTa ¢ IKE-pparmeHTom Ha BenuyuHy 0o 44 6ant
(MakcmansHO A0oNyCTUMBIN pasmMep ip-3aronoBka — 64 6anta, Hambonee 4acTo nucnonb3eymeli — 20 6anT)
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KomaHabl, ycTaHaBnuBawwme Bpems Ku3Hm SA

crypto ipsec security-association lifetime

[daHHas komaHga ucnonb3yeTcs Ans YCTaHOBKM BpEMEHU Xn3Hu SA (Security Association,
accoumaums 3awmTel). MNog BpeMeHeM X1U3HW NOHMMAaEeTCs BpeMsl, pa3peLleHHoe ans gencramsa SA.
Mo ucteyeHum atoro BpemeHn SA npekpallaeT CBOe CylecTBOBaHME N HauymMHaeT paboTaTb HoBas
SA.

Bpems xu3Hu MoxeT 3ag4aBaTtbCs Kak B CeKyHaax, Tak u B kunobarnTtax (06beM npoxoasiuero, B
pamMkax ycTaHoBfieHHOro SA, Tpaduka). [1ns BOCCTaHOBNEHUS 3HA4YEHNS MO YMONYaHMWIo
UCMNOMb3yNTE TY e KOMaHAy C NPedUKCOM no.

CuHTakcuc Crypto ipsec security-association lifetime {seconds
seconds |kilobytes kilobytes}

no crypto ipsec security-association lifetime {seconds
| kilobytes}

seconds Bpems Xun3Hu SA B cekyHaax. [lonyctumble 3HaveHus ot 1 oo
4294967295.
kilobytes Bpems xu3Hu SA B kunobavitax. JjonycTumble 3HavyeHus oT 1 go
4294967295.
Pexu1mbl KoMaHAabl Global configuration.
3HayeHue Mo yMonyaHuo 3600 cekyHa (1 yac) n 4608000 kuno6ant (1 yac npu 10
M6anT/c).

PekomeHAaLMM NO UCNOJIb30BaHUK

VMcnonb3ynTte 3Ty KOMaHay Ans U3MEHEHUS YCTaHOBIEHHbIX 3HAYEHNN BPEMEHM XN3HN SA.
CnepyeT NOMHUTL, YTO YMEHbLLEHNE BPEMEHU XU3HN SA BEAET K NOBLILLIEHWIO YPOBHSA 3aLUThbI
COeMHEHMs, HO MOBbLILAET Harpy3Ky Ha rnpoLeccop, YTo, B CBOK o4vepedb, BeAeT K CHUKEHUIO
NPOMNYCKHOM cnocobHOCTMK.

Ha ctagunn 060y)K,Cl,eHVIFI ycnosmﬁ CO34aHus HoBon SA yCTaHaBnnBaeTCAaA MUHUMalribHOE BpeM4d
XU3HU SA 13 NpeasioXeHHbIX CTOPOHaMMU.

CyuiecTBytoT [iBa NapameTpa, orpaHuynsaroLLme BpemMs XnsHn SA — Bpemsi B CEKyHAaX U
KONMYecTBO nepeaaHHoON 1 NpUHATON MHpopmauum B kunobantax. OrpaHuyeHve Bcerga 6yaet
AeNncTBoBaTb N0 AOCTUXEHUM NMUTa NobbiM U3 3TUX NapameTpoB. Hanpumep, 3aKkoH4YMNOCk BpeMms
XXW3HW, YCTAaHOBMEHHOE B CEKYHAAX, @ OrpaHnyeHme no TpaduKy He BbINOMHEHO U HaMONoBuHY. B
3TOM criyyae OyfeT A4eCTBOBATh OrpaHMyeHne no Bpemenu. MNepecosgaHme SA He OyaeT B criyvae
OTCyTCTBMSA Tpadmka mexagy napTHepamu. PekomeHayeTcs yka3biBaTb Takoe BpeMs u3Hu SA B
cekyHAax, 4To Obl B OCHOBHOM yganeHue IPsec SA npoucxoguno no BpeMeHu, a orpaHudeHne Ha
06bem Tpadmka BeibMpaTh Kak AONOMHUTENBHYIO Mepy.

Ecnun 3akoHYMnocb BpeMsi Xn3HU U SA yXe He CyLLLeCTBYeT, TO HOBbI SA He YCTaHOBUTCSH, €CNU He
OyneT Tpaduka.

N3meHeHuns BCTynAT B cuny nocne Bbixoga u3 pexuma global configuration komaHgon exit.
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MpumeyaHue

Ecnu npu dopmmnpoBanumn Habopa npeobpaszoBaHuin (crypto ipsec transform-set)
MCNonb3ylTCs anroputMbl ah-gost-28147-mac, esp-gost28147-mac, esp-gost28147, 1o B 3TOM
cny4ae MakcumarnbHOe LONYCTUMOE 3HadeHne Bpems Xu3Hm SA B kunobanTtax — 4032 K6.

Mpwv NpeBbILEHNM YKa3aHHOIO 3HAaYeHWs1 AN CO34aHHOro SA, B XKypHar NpOTOKONIMPOBaHMS 1 Ha
KOHconb ByaeT BblAaHo coobLleHne, 4To B co3gaHHoM IPsec SA orpaHuyeHmne no Tpaduky He
COOTBETCTBYET AOMYCTMMOMY OFpaHUYEHNIO AN UCMONb3YEeMOro KpUnTorpaguyeckoro anroputma:

"SA traffic limit exceeds limitations imposed by the cryptograghic
algorithm"

Mpumep
Hwxe npuBegeH npumep ycTaHOBKM BpeMeHW Xun3Hu SA pasHoro 1600 cek:

Router (config) #crypto ipsec security-association lifetime seconds 1600
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KomaHab! hopmupoBaHua Habopa npeobpaszoBaHnK
IPsec

crypto ipsec transform-set

KomaHga crypto ipsec transform-set ucnonb3yetcs Ans popmmpoBaHuns Habopa
npeobpasoBaHnii — KOMBMHAaLMN NPOTOKONOB 3aLLMTbl U KpUNTOrpadnU4eCcKMx anropmTMoB.

[na ynaneHusa Habopa npeobpaszoBaHUin UICNONbL3YETCA Ta e KoMaHda ¢ NpeduKcoM no.

CuHTakcuc crypto ipsec transform-settransform-set-name transforml
[transform?2 [transform3]]

no crypto ipsec transform-set transform-set-name

transform-set-name WMs, NpUCBanBaemoe Habopy NpeobpasoBaHUii.

transforml..3 Habopbl Nnpeobpa3oBaHuin. PaspelueHo ncnonb3osaTtb 4o 3 Habopos
npeobpasoBaHnii.
PeXxnmbl KOMaHAbI Global configuration. BbinonHeHnMe 3TOM  KOMaHAbI

OCyLLeCcTBRSEeT BXOA B pexum crypto transform configuration.

3Ha4yeHue No yMonyaHuko 3Ha4YeHne Nno yMmosn4aHuo OTCyTCTBYET.

PekomeHAaLMM NO UCNOJIb30BaHUK

Ha6op npeoGpa3oBaHuii — 3To NpuemnemMasi KOMOGMHaLUA NPOTOKOMOB 3aLUUTbI, KpUNTorpaduyeckmnx
anropMTMOB U ApYrMx NapameTpoB, NpYMeHsIeMbIX B 3allumLLiaemom IPsec Tpadumke. B npouecce
cornacoBaHus napameTpoB IPsec SA napTHepbl cornallatTcs Ha UCNONb30BaHNE KOHKPETHOro
Habopa nNpeobpasoBaHnit AN 3alWUTbl KOHKPETHOro NOTOKA AaHHbIX.

[MoBTOPHLIN BBOA KOMaHAbI C yXe 3a4aHHbIM UMEHEM transform-set-name 3aMeHseT Habop
npeobpasoBaHui.

Bbl MOXeTe co3gaTb HECKOMNbLKO Habopos NpeobpasoBaHMi 1 3aTeM Ha3Ha4UTb oauH unu 6onee u3
HUX KaXKOOW KOHKPETHOM 3anucu kpuntorpaduydeckomn kapTtel. Habop npeobpasoBaHui, yKasaHHbIN B
3anucu Kpuntorpadguyeckon kapTbl, UCNOMb3yeTcs Npy cornacoBaHnn napameTpos IPsec SA Ans
3alLUMTbl NOTOKA AaHHbIX, pa3peLleHHoro B Cnncke JOCTyna TONbKO Anst 3TOW 3anucu
KpunTorpadgu4eckom KapTbl.

Mepen TeM Kak HasHa4UTb HaGop NpeobpasoBaHmWii Tpadmka AN 3anucy KpunTorpadguyeckon
KapTbl, Habop NpeobpasoBaHNii AOMKEH ObiTb 3a4aH C MOMOLLbIO 3TON KOMaHAbI.

Habop npeobpasoBanuin 3agaeT ncnonb3oBaHMe NpoTokonoB IPsec: Encapsulation Security
Protocol (ESP) u Authentication Header (AH) n yka3biBaeT kakne kpuntorpaguyeckme anroputmbl
crnegyeT ucnorsb3oBaTb C 3TUMM NpoTokonamu. [JaHHble NPOTOKOSbI MOMYT MCMOMb30BaTbCA Kak Mo
OTAENbHOCTH, Tak h 06a 0AHOBPEMEHHO.

[na co3ganns Habopa npeobpasoBaHui crieqyeT onucaTb OT OAHOIO 40 Tpex NpeobpasoBaHUiA.
Kaxxpoe 13 npeobpasoBaHMin 4OMKHO codepaTb onMcaHne Ncnosb3yeMbix NpoTokonos (AH, ESP)
1 KpunTorpadnyecknx anropmTMoB.

[nga yctaHOBNEeHUs pexuma, ucnornb3yemoro Habopom npeobpasoBaHui, NnpeaHa3HaYeHa koMaHaa
mode.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 126



Bel VPN Gate-V 4.1. Cisco-like komaHabl

Honycmumbie kombuHayuu npeobpa3oeaHuli
Tabnuua 11

Tun npeoGpaszoBaHusA

Nmsna

OnucaHue

AH Transform

(oanH 13 cnucka)

ah-md5-hmac

Mpotokon AH ¢ anroputmom
ayTeHTudmkauum MD5

ah-sha-hmac

Mpotokon AH ¢ anroputmom
ayTeHTudmkaumm SHA

ah-gost-28147-mac

Mpotokon AH ¢ anroputmom
FOCT 28147-89 (B pexume
BblpaboTKN MMUTOBCTaBKM)

ah-belt-mac

MpoTokon AH ¢ anropuTmMom
CTB 34.101.31

ah-sbt1176-hmac

Mpotokon AH ¢ anropuTMom
CTb 1176.1-99

ESP Encryption Transform

(oauH 13 cnucka)

Mpotokon ESP ¢ anropntmom

esp-null NUIL
esp-des Mpotokon ESP ¢ 56-6uTHLIM
P anroputmom DES
esp-3des Mpotokon ESP ¢ 168-6UTHbIM
P anroputmom 3DES
esp-aes-128 Mpotokon ESP ¢ 128-6UTHbIM
P anroputmom AES
esp-aes-192 MpoTtokon ESP ¢ 192-6UTHbIM
P anroputmom AES
esp-aes-256 MpoTtokon ESP ¢ 256-6UTHbIM

anroputmom AES

esp-gost28147-cbc

MpoTtokon ESP ¢ anroputMom
FOCT 28147-89 (B pexume
rammpoBaHus ¢ obpaTHON
CBS3b}0)

esp-belt

lMpoTtokon ESP ¢ anroputMom
CTBb 34.101.31-2011 (B
pexvMe ramMpoBaHust ¢
obpaTHoN CBA3bIO)

ESP Authentication Transform

(oaunH n3 cnucka)

esp-md5-hmac

Mpotokon ESP ¢ anropntmom
ayTeHTuUdmkaumm MD5

esp-sha-hmac

Mpotokon ESP ¢ anropntmom
ayTeHTUdmkaumm SHA

esp-gost28147-mac

Mpotokon ESP ¢ anropntmom
FOCT 28147-89 (B pexume
BbIpabOoTKN MMUTOBCTaBKMN)
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Tun npeobpasoBaHus Uma OnucaHue

Mpotokon ESP ¢ anropnutmom
CTB 34.101.31-2011 (8
pexume BblpaboTku
UMUTOBCTAaBKMN)

esp-belt-mac

He ponyckaetcs, 4tobbl 661 eauHcTBeHHbIN ESP transform esp-null (6e3 ESP authenticator). B
3TOM criyyae BblgaeTcs coobuieHune ob owwmbke:

ESP: NULL cipher requires ESP authenticator

YananeHue
Ecnu npu yganeHum BBeCT MMs HecyLlecTBytoLero Habopa npeobpasosaHui, bygeT BbliAaHO
coobLLeHne 06 oLmnbke:

Could not find crypto transform set <transform-set-name>

He ponyckaetcs ynaneHne Habopa npeobpasoBaHuii, Ha KOTOPbIA NPUCYTCTBYIOT CChISKM B
cTaTU4ecKon u/vnu AMHamMmmn4eckon kpuntokaptax. B nogobHon cutyaumm Belgaetca cooblieHme
BMAaa:

Transform-set <transform-set-name> is in use by the crypto-map(s) :
<crypto-map-namel> <crypto-map-seg-numl>[, <crypto-map-name2> <crypto-
map-seg-num2>...]

Transform-set <transform-set-name> is in use by the dynamic crypto-map
template(s): <crypto-dynamic-map-namel> <crypto-dynamic-map-seq-
numl>[, <crypto-dynamic-map-name2> <crypto-dynamic-map-seqg-num2>...]

First remove the transform-set from the above crypto map(s)/dynamic
crypto map template(s).

OTnnyme gaHHOM KOMaHAbl OT nofooHon komaHabl Cisco |0S:

e B Mpoagykre Bel VPN Gate otcyTcTBYeT nogaepka npeobpasoBaHus [P Compression
Transform.

MNpumep

B npuBegeHHOM HWXe Npumepe 3adaHbl ABa Habopa npeobpas3oBaHUn, UCNONb3yoLLMe
KpunTtorpaduyeckne anroputMbl pasfnyHON CrOXHOCTU:

Router (config) #crypto ipsec transform-set ts esp-3des esp-sha-hmac

Router (config) #crypto ipsec transform-set gost ah-md5-hmac esp-des
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mode (IPsec)

KomaHaa mode npumMeHseTcsa NS U3MEHEHUsT pexnMa, UCnonb3yeMoro Habopom npeobpasoBaHuii.
[ns BOCCTaHOBMNEHUSA pexuma no yMONYaHUIo NCMONb3ynTe 3Ty KOMaHay ¢ NpedukcoM no.

CuHTakcuc mode [tunnel | transport]

no mode
tunnel napameTp, yCTaHaBNMBaOLWNA TYHHENBbHBIA PEXUM
transport napameTp, ycTaHaBnMBaoLWmMiA TPAHCMOPTHBIN PEXUM
Pexunmbl KoMaHAabl Crypto transform configuration.
3HayeHue No yMONn4yaHuio TYHHEINbHbI PEXNUM.

PekomMeHaaLuu no UcnonbL30BaHUKO

Ncnonb3yinTe koMaHay mode AN SBHOMO yKa3aHUsi pexuma UCrnonb3yemMoro Habopom
npeobpa3oBaHuii UNK ANst BOCCTAaHOBMEHUS pexurMa No ymonyanuto. Ecnu komaHga mode BBeeHa
6e3 napameTpoB, To ByaeT yCTaHOBNEHO 3HAYEHUE MO YMOYaHMUIO.

Ecnu co3paHHble Habopbl Npeobpa3oBaHMN OyayT UCMOJNbL30BaTLCS OQHOW U TOM Xe
3anucbio Kpuntorpaduyeckom KapTbl (CM. KOMaHay set transform-set), TO 3T HabOpbI
npeobpa3zoBaHMN OOMKHbI UMEeTb OAUH U TOT Xe PeXUM.

Mpumep

Router (config) #crypto ipsec transform-set inner-tunnel ah-gost-28147-
mac esp-gost28147 esp-gost34ll-hmac

Router (cfg-crypto-trans) #fmode tunnel

Router (cfg-crypto-trans) # exit
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Komanab! ansa pabotbi ¢ IKECFG nynom

ip local pool

KomaHga ip local pool npuMeHsieTcst ans cosganus IKECFG nyna agpecoB — Habopa
(amanasona) IP-agpecos, KoTopble OyayT BblgaBaTbCs NapTHeEpaMm, HanpumMep, MOBUbHOMY
KITMEHTY, Nocre yCTaHOBIIeHNA coeguHenns 1 3anpoca |IP-agpeca us IKECFG nyna.

[nsa ynaneHus nyna agpecoB UCMOSb3yeTcs Ta e KoMaHAaa ¢ NnpedmrKcoM no.

CuHTakcuc ip local pool poolname low-ip-address [high-ip-address]

no ip local pool poolname low-ip-address [high-ip-
address]

Ons yaaneHuna Bcero Ha60pa JTOKalibHbIX agpecoB UCMOJIb3yeTCA KOMaHaa

no ip local pool poolname

poolname UMsi, MpucBanBaemMoe nyny agpecos.

low-ip-address HavanbHbIV agpec AnanasoHa NoKarnbHbIX agpecos.

high-ip-address KOHeYHbI agpec AnanasoHa fokanbHblX agpecoB. HeobasaTenbHbIN
napameTp.

3HayeH1e No YMOYaHUIO 3Ha4YeHne No yMon4aHuo OTCYTCTBYET.

Pexumbl KOMaHabl Global configuration.

PekomeHaaLMM N0 UCNOJIb30BaHUKD

Mcnone3yinTe aTy komaHay ansa cosgaHusa IKECFG nyna IP-agpecos.
MMoBTOPHbBIN BbI30OB KOMaHAbl C APYrMM AnMana3oHoM agpecoB fobaBnseT 3TOT AuanasoH B nyn.

Ecnu HOBbI guana3oH nepecekaeTcs C paHee BBeAEHHbIM, TO KOMaHAa He BhIMNOSHAETCS U
BblgaeTcst coobuieHne o6 owmnbke: TP address range overlaps with pool: <pool-
name>.

Ecnu nepsbiii agpec ananasoHa 6osbLue BTOPOro, To KOMaHAa He BbIMOSHAETCS U BblaaeTcs
coobueHune ob owmnbke: $Bad IP range, <low-ip-address> - <high-ip-address>.

B nyn agpecoB mMoryT 6biTb BblAeNeHbl agpeca Kak u3 sawmwaemon wio3om (Bel VPN Gate)
nogceTw, Tak U agpeca, HenepeceKawLMecs C 3aluLaemMon NoaceThbio.

Mpwn nogknoveHnn nonb3oBaTenen oHn dyayT nonyyatb |IP-agpeca u3 atoro Habopa.
Ecnu koHeuHbIN agpec nyna He 3agaH — byaeT co3gaH nyr, COCTOSLWNA U3 OOHOro agpeca.

OanH co3gaHHbIn nyn agpecoB MOXHO caenatb obwum ans tex KPUNTOKapT, KOTOPblE HE MMEIOT
CoBCTBEHHOrO Nyna n y KOTOPbIX YCTAHOBIEH dhNnar crypto map map-name client
configuration address {initiate|respond}.[ns 3TOro HyXHO BBECTN KOMaHOYy

crypto isakmp client configuration address-pool local pool-name.

Ecnu obwuid nyn yxe 3afaH, To NOCNeAHsAs KOMaHAa He BhIMOIHAETCA U BblgaeTcs cooblueHne 06
owmnbke: 3 Remove current pool first.
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YnanexHue
Yaanutb nyn MOXHO LeNMKOM NMB0 TONMbKO OA4MH AMana3oH aapecoB 13 nyna.
[nsa yoaneHusa Bcero nyna ncnonb3yeTcs KomaHaa:
no ip local pool poolname
yAaneHme Onana3oHa 13 nyra npon3BoanTca KOMaH,ElOVIZ
no ip local pool poolname low-ip-address [high-ip-address].

YpaneHve nocnegHero avanasoHa 13 nyrna 3KBUBareHTHO yaaneHuto Bcero nyna. Takas komaHaa
MOXET ObITb OTBEPrHyTa C OLLIMBKOW, €Cnn Ha nyn NPUCYTCTBYET CCbINiKa N3 KOMaHAbl set pool
(pexum HacTpoliku crypto map). B atom cnyyae Boligaetca coobueHne: % Cannot remove the pool.
It is used by: crypto map(s): "cmap 10", "cmap 20"; dynamic map(s): "dmap 10", "dmap 20".

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

¢ [lonyckaeTtcsa yaaneHue Bcero nyna, B Cisco 10S — Her.

o I'IOBep,eHme npw yganeHnn gnanal3oHa nyra otnn4yaeTca oT Cisco |OS, TaK KakK TaM HeT
KOMaHAbl set pool.

Mpumep

Hwxe npuBeaeH npumep cosganud nyna IP-agpecoB ¢ MMeHeM 'localpool', cogepxaiero 1024
IP-agpeca:

Router (config) #ip local pool localpool 10.1.1.0 10.1.4.255

MpumeyaHue

Ecnn npegnonaraetca ncnonb3oBaTb Ans aBTopusaumm n ayteHtudukaumm RADIUS-cepsep, TO
ogHoBpemeHHO HacTpausaTb IKECFG napameTpbl Ha otgensHom C-Teppa LUnio3e n Ha RADIUS-
cepBepe KpanHe HexenaTenbHO:

1. Ecnwn 6ygeTt ykasaH nokansHbin IKECFG nyn, To B criyyae nony4YeHus AaHHbIX aBTopusaumm
ot RADIUS-cepBepa, 6yayT 3agernictBoBaHbl AaHHble 13 nokanbHoro IKECFG nyna, a
AaHHble oT RADIUS-cepBepa 6yayT urHopmposaTtbCs.

2. Ecnu RADIUS-cepBep Bblgan Framed-IP-Address (Framed-IP-Address — atpubyt RADIUS-
cepBepa, cootBeTcTBYlOWMN IKECFG-agpecy, Bbicbinaemomy C-Teppa LUnto3om napTHepy),
KOTOpbLIN NonagaeT B OA4MH U3 NYNOB afpecoB, 3a4eiCTBOBAHHbLIX B CO34aBaeMOM NOMNUTUKe
6e3onacHocTn, To C-Teppa LLUnto3 urHopupyeT aBTopu3aumoHHble AaHHble oT RADIUS-
cepBepa M NbiTaeTcs yCTaHOBUTbL coeuHeHne ¢ napTHépoMm 6e3 IKECFG.
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crypto isakmp client configuration address-pool local

KomaHga crypto isakmp client configuration address-pool local NpUMEHSIETCA
Ona Ha3Ha4dyeHuA nyra agpecoB B Ka4ecTBe 06LL|,eI'O nyna.

OTMEHUTb Ha3Ha4YeHHbIN O6LLMIA MY MOXHO C MOMOLLIbIO TOW e KOMaHAbl C NPedUKCOM no.

CuHTakcuc crypto isakmp client configuration address-pool local
pool-name

no crypto isakmp client configuration address-pool

local
pool-name nms obuero nyna IP-agpecos.
3Ha4yeHue No YMONYaHUK 3HayeHue Nno yMoryaHuo OTCYTCTBYeT.
Pexunmbl KoMaHAabl Global configuration.

PekomeHaaLMM No UCNOJIb30BaHUK

lMocne co3gaHmsa nyna KomaHaon ip local pool, UCMOMAb3YNTE KOMaHAY crypto isakmp
client configuration address-pool local AnNg HasHaYeHUs cO3JaHHOrO nyna B Ka4yecTBe
obuero.

,D,J'Iﬂ NMPUBA3KN TAKOro o6u.|,ero nyrna Ko BCEM KpUNTOKapTaM C UMEHEM map—name VICI'IOJ'Ib3yI7ITe
KOMaHAy crypto map map-name client configuration address
{initiate|respond}. [yn 6y,u,eT ABNATBCA OOLLMM AN BCeX KPUNTOKapT C UMEHEM map—-name,
3a UCKITK4YeHneM TexX KapT, A4 KOTOPbIX Ny 3adaH ABHO KOMaHﬂOVI set pool name B pexume
HaCTPOMKM KOMaHbl crypto map map-name seg-num ipsec-isakmp.

[onyckaeTcsa 3agaBaTb HECYLLECTBYIOLMIA NyN agpecoBs, HO NPy KOHBEPTUPOBaHUM KOHAUrypauuu
HeobxoaMMo, YTOObI NPUCYTCTBOBANA CChIflka Ha CYLLECTBYHOLLWUIA Nyn, B MPOTUBHOM Clyyae
KOHBEpPTUpOBaHNE OCTAaHOBUTCA C Bblﬂ,a‘-leﬂ OLINGOKK: Address pool "<pool-name>" not
found. Conversion aborted

HonyckaeTcs yganaTb nyn aapecoB, Ha KOTOPLIN cebiNaeTcs AaHHas kKomaHaa.

Ecnu 3agaH obwuin nyn Ans BCeX KPUNTOKapT C UMEHEM map-name, HO Anst OOHOW M3 9TUX
KpMNTOKapT 3ajaHa KoMaHaa set pool <none>, TO AN 3TOW KPUNTOKAPThI My HE UCMOMb3YETCS.

Ecnu B pasHbIx KpunTokapTax UCNonb3yeTcs NpuUBsA3ka K OQHOMY U TOMY Xe nyny, B 3TUX
KpuntokapTax HacTporkn DNS n gomeHHoro cydpdukca AomkHa NonHocTbio coBnagath. MNogpobHoe
onncaHve 4aHo ANs KOMaHgbl set pool.

MNpumep

Hwxe npmBeaeH npumep HazHayeHus obLuero nyna agpecoB "main" 1 NPUBSI3KM €ro K
KpunTokapTam ¢ meHeM "dmap" ANS UCMNoSb3oBaHNA B pamkax npoTtokona IKE:

Router (config) #crypto isakmp client configuration address-pool local
main

Router (config) # crypto map dmap client configuration address initiate
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crypto map client configuration address

KomaHga crypto map client configuration address WCNOMb3yeTcsa AN NPUBA3KU
obLuero nyna agpecoB KO BCeM KpUnTokapTam C 3agaHHbIM MMEHEM, a Takke 3agaeT cnocob
Bblaauu IP-agpeca naptHepy no npotokony IKECFG, paboTta ¢ koTopbiM 6yaeT NnponcxoanTb No
yKasaHHOW KpunTorpadunyeckom kapre.

OTMEeHUTb NPUBA3KY K 06LLEMY Nyry MOXHO C NMOMOLLbIO TOW e KOMaHAbl ¢ NPeUKCoM no.

CuHTakcuc crypto map map-name client configuration address
{initiate | respond}
no crypto map map-name client configuration address
{initiate | respond}

map-name UMs KpunTorpadruyeckomn KapThbl.

initiate 6e3 3anpoca napTHepa w3 6e3onacHocTy BbigaeT IP-agpec n3 IKECFG
nyna napTHepy, Npu ero noneITke co3gaTth IPsec SA ¢ ncnonb3oBaHuem
cBoero pearnbHoro IP.

respond no 3anpocy napTHepa w3 6e3onacHoCTv BbldaeT napTHepy IP-agpec 13
IKECFG nyna.
3HavyeHue No yMonyaHuio no ymomnyaHuio poytep He OyameT paboTtatb MO [aHHON

Kpuntorpacdudeckon kapte no npotokony IKECFG.

PeXumbl KOMaHAbI Global configuration.

PekomeHAaLMM N0 UCNOJIb30BaHUK

KomaHpa crypto map client configuration address WCNOMb3yeTcs ANs NPUBA3KA
obwero nyna agpecos, HA3HA4YEHHOro KOMaHAOW crypto isakmp client configuration
address-pool local, KO BCEM KpunTokapTam ¢ UMeHeM map-name. [lonyckaeTcsa BBo4 AaHHOM
KOMaHAbl, ecinun 3anncun and yKa3bIBaeMOI7I KpVII'ITOI'pa(bVI‘-IeCKOI;I KapTbl OTCYTCTBYHOT.

B naHHowm Bepcum MpoaykTa BBoA KOMaHAbl C onumen initiate UnM respond NMBO BBOA ABYX
KOMaH c onuuanm initiate U respond NPUBOAUT K OOUHAKOBOMY MOBEOEHMIO LLM03a
©esonacHocTw.

Ecnu B pasHbIx KpunTokapTax UCMOMb3yeTcsi NpUBSA3Ka K OOQHOMY Y TOMY e Myny, B 3TWX
KpuntokapTax HacTporkn DNS n gomeHHoro cycdukca gormkHa NonHOCTbIo coBnagath. MNogpobHoe
onucaHue gaHo Ans KoMaHabl set pool.

KomaHga yganeHus Bcero Habopa 3anucew B KpUNTokapTe no crypto map map-name yaanser
TaKkkKe U Bce KoMaHadbl crypto map client configuration address, OTHOCALLUECSH K
OaHHOMOW KpuUnTokapTe.

OpHako yganeHue nocnegHen HymepoBaHHOW 3anucK B KPUNTOKAPTE no crypto map map-name
seg-num He yaandeTt KoMaHabl crypto map client configuration address.

OTMeHa NpUBA3KMU:

no crypto map map-name client configuration address {initiate | respond}

Mo paHHON kKoOMaHZe yaansieTcs TONbKO OAMH U3 BAPUAHTOB — initiate Unu respond. Ecnu B
KOHUrypaumm npucyTcTBYOT 06a BapuaHTa KOMaHabl, TO Anst UX yaaneHus Hago BBECTU ABe
KOMaHfbl.

Ecnu komaHaa oTMeHbI NPUBS3KKU yKka3biBaeTCs A4S BapuaHTa, OTCYTCTBYHOLLErO B KOH(UIypaumm,
HO, NPW 3TOM, NPUCYTCTBYET XOTs1 Obl OfHA 3aNUCb, OTHOCALLAACS K JAHHOW KpunTorpadmnyeckon
KapTe, TO KOMaHaa nurHopupyetcsi 6e3 BelBoga coobLueHnst 06 owmnbke.
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Ecnun oTMeHbl NpUBA3KK yKasblBaeTcsA AN KpUntorpaduyeckomn KapTbl, KOTOPbIA NOMHOCTbIO
OTCYTCTBYET B KOH(pMrypauumm, Belgaetcs cooblieHne o6 owmnbke: Could not find crypto map
<map-name>.

Mpumep

Hwxe npuBeaeH npumep 3agaHud nyna "main”, HasHa4yeHue ero B ka4ecTBe obLLUero 1 npuesska ero
KO BCEM KpunTOKapTam ¢ uMmeHem "card2":

Router (config) #ip local pool main 1.192.168.11 192.168.11.254

Router (config) #crypto isakmp client configuration address-pool local
main

Router (config) #crypto map card2 client configuration address initiate
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crypto dynamic-map client configuration address

KomaHga crypto dynamic-map client configuration address MUcCnonb3yetcsa gngd
Np1BS3KN 06LLLEro nyna aagpecoB KO BCEM KPUNTOKApTaM C 3agaHHbIM UMEHEM, a Takke 3agaeT
cnocob Bbigayn IP-agpeca naptHepy no npotokony IKECFG, paboTa ¢ koTopbiM OyaeT
NPOUCXOAMWTb NO YKa3aHHOW KpunTorpaguyeckon.

OTMEeHUTb NPMBA3KY K 06LLEMY NMyNy MOXHO C NMOMOLLbIO TOW e KOMaHAbl ¢ NPeUKCoM no.

CuHTakcuc crypto dynamic-map map-name client configuration address
{initiate | respond}
no crypto dynamic-map map-name client configuration
address {initiate | respond}

map-name MMS AMHaMMYECKOM KpunTorpadnyeckomn KapThl.

initiate 6e3 3anpoca napTHepa w3 6e3onacHocTy BbigaeT IP-agpec n3 IKECFG
nyna napTHepy, Npu ero noneITke co3gaTth IPsec SA ¢ ncnonb3oBaHuem
cBoero pearnbHoro IP.

respond no 3anpocy napTHepa w3 6e3onacHoCTv BblAaeT napTHepy IP-agpec 13
IKECFG nyna.
3HavyeHue No yMonyaHuio no ymomnyaHuio poytep He OyameT paboTtatb MO [aHHON

Kpuntorpacdudeckon kapte no npotokony IKECFG.

PeXumbl KOMaHAbI Global configuration.

PekomeHAaLMM N0 UCNOJIb30BaHUK

KomaHga crypto dynamic-map client configuration address WCNONb3yeTcs AN
Np1BA3KN 00LLEero nyna agpecos, HAa3Ha4YeHHOro KOMaHAON crypto isakmp client
configuration address-pool local, KO BCEM KPpUMTOKaApTaM C UMEHEM map-name

JonyckaeTcs BBOA JaHHOW KOMaHzbl, ECNU 3anucy Ans yka3blBaeMoii Kpuntorpacuyeckoi kapTbl
OTCYTCTBYIOT.

B naHHom Bepcuum MNMpogykTa BBOA KOMaHAb! C onuMen initiate UK respond, UK BBOA OBYX
KOMaH c onuuanm initiate U respond NPUBOAUT K OQUHAKOBOMY MOBEAEHMIO LLUMHO3a
©esonacHocTw.

Ecnu B pasHbIx KpunTokapTax UCMosb3yeTcs NpMUBSA3Ka K OOQHOMY U TOMY e Nyny, B 3TUX
KpuntokapTax HacTporkn DNS n gomeHHoro cycdukca AormkHa NonHOCTbIo coBnagath. NogpobHoe
onucaHue gaHo Ans KoMaHdbl set pool.

KomaHga yoaneHus Bcero Habopa 3anucew B KpMNTOKApTE no crypto map map-name yaanser
Takke U Bce KoMaHAbl crypto dynamic-map client configuration address,
OTHOCHLLMECS K JaHHOMOW KpUnToKapTe.

OTMeHa NpUBA3KMU:

no crypto dynamic-map map-name client configuration address
{initiate|respond. Mo D,aHHOVI KOMaHAe yaandaeTtcd TOJIbKO OAMH U3 BapUaHTOB — initiate
unm respond. Ecnn B koHGUrypauumn npmucyTcTBytoT oba BapuaHTa kKOMaHbl, TO AN UX yaaneHus
Hago BBECTU B€ KOMaHAbI.

Ecnu komaHOa oTMeHbl NMPUBSA3KKU yKasblBaeTCa ANS BapyMaHTa, OTCYTCTBYIOLLEro B KOHuUrypaumm,
HO, MPU 3TOM, MPUCYTCTBYET XOTs Obl OAHA 3aNMCb, OTHOCSLLAACS K AaHHOW KpunTorpaduyeckomn
KapTe, TO KOMaHda nurHopupyeTcsi 6e3 BeiBoga coobLueHnsi 06 owmnbke.
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Ecnn oTmeHbI NPUBA3KN YKa3biBaeTCA OnA KpMI‘ITOFpa(bI/I‘-IeCKOVI KapThbl, KOTOprVI NOJTHOCTbIO
OTCYTCTBYET B KOH(Mrypaumm, BolaaeTtcst cooduieHne o6 owmnbke: Could not find crypto map
template <dynamic-map-name>.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

HanHasa komaHga otcytetByeT B Cisco 10S.

Mpumep

Hwxe npuBeaeH npumep co3gaHus obuero nyna "main”, HasHavyeHue ero B kayecTse obLuero un
npuBsa3Ka ero Ko BCeM KpunTokapTam ¢ umeHem "card2":

Router (config) #ip local pool main 192.168.11.1 192.168.11.254

Router (config) #crypto isakmp client configuration address-pool local
main

Router (config) #fcrypto dynamic-map card2 client configuration address
initiate
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KomaHabl co3gaHus n pegakTupoBaHus
KpunTorpaduyeckux Kapt

crypto map (global IPsec)

KomaHga crypto map MCRosb3yeTcs Ans CO3aaHusl NN U3MEHEHMS 3anmcen KpuntTorpadmyeckmnx
KapT. Takke C NOMOLLbIO KOMaHAbI Crypto map OCyLLeCTBNAETCH NEPEXOA B PEXMM HACTPOKN
kpunTtorpaduyeckux kapt (Crypto map configuration).

Ans yoanenust 3anvucu unu Habopa 3anucen Kpuntorpacmyeckmx KapT UCMOMNb3YOTCS Te Xe
KOMaHbl, HO C NPedUKCOM no.

CuHTakcuc

map-name

seg-num

ipsec-isakmp

dynamic

dynamic-map-set

PeXumbl KOMaHAObI

crypto map map-name seg-num ipsec-isakmp [dynamic
dynamic-map-set]

no crypto map map-name seg-num

ums Habopa 3anucen Kpuntorparyeckon kapTbl. ATO UMS
np1cBanBaeTCs B MOMEHT CO34aHus Kpuntorpadnyeckon KkapTbl.

HoMep, NpuUCBanBaeMblil OTAENbHON 3anucK B KpunTorpaduyeckon kapTe.

YKa3bIBaET Ha TO, YTO AN JaHHOW 3anucuy npu co3gaHum IPsec SA byget
Mcnonb30BaTbCA Npoueaypa cornacosaHmsa napameTtpos IKE. 370
KINOYEeBOE CrioBo 06513aTerbHO TOMBKO MPY CO34aHMM HOBOW KPUMTOKAPTHI,
npe peaakTUpPOBaHMK YXKE CYLLECTBYIOLLEN — MOXHO He yKa3biBaTb.

yKasbIBaeT Ha TO, YTO JaHHas 3anncb CChbINaeTCs Ha yXXe CyLLeCTBYHOLLUIA
Habop OUHaMMYECKMX KpUNTorpadgmyeckmx KapT, CoO34aHHbIX KOMaHO0M
crypto dynamic-map. [1pn ncnonbL3oBaHUKM 3TOro KNOYEBOro crnosa
OOCTYN K KOMaHZaM HaCcTpOWKu KpunTorpadmyeckon kapTel bygeT
3anpelleH. HeobsasaTenbHbIi napameTp.

nMs1 Habopa 3anucer AMHaMUYECKOM KpUNTorpaguyeckon KapThbl, KOTOPbIN
ncnonb3yeTcs B kayecTse WwWabnoHa NnonMTukM 6e3onacHoCTw.
Mcnonb3yeTcsa TONbKO B CBA3KE C NapamMeTpoM dynamic.

Global configuration. [OaHHas komaHOa ocyllecTBnseT
nepexoq B pexum crypto map configuration.

3HayeHue No ymMonyaHuo HeT NpeayCTaHOBMNEHHbIX KpUNTorpadguyeckmx KkapT.

PekoMeHOaumm no Mcnonb30BaHUIO

[aHHasa komaHaa ncnonb3yeTtcd Anda co3gaHua HOBOW KPpMNTOKapTbl, HOBbIX 3anucen B HeWn unum
N3MEHEeHNA CyLeCTBYHOLWNX 3anucen.

3anvcun B KpynTorpadmyeckux kaptax ycTaHaBnmMBaloT napameTpbl IPsec SA ons nognexaliero
LWINOPOBAHUIO UMK ayTeHTUdnKaumm Tpaduka.

Ecnun TpebyeTcs cosgatb 6onee ogHowm 3anucu B Kpyntorpadmyeckon kapTe, To criegyet
y4uTbIBaTh, 4TO 06paboTka Tpadmka OyaeT NpomM3BOAMTECA B COOTBETCTBMEM C NpUoputeTamu
3anucen. HammeHbLlimin Homep (Seq-num) 3anucu CoOOTBETCTBYET €€ HaMBbICLUEMY NMPUOPUTETY U
HaobOopOT — YEM BbiLLE 3HAYEHNE HOMEPA 3anucu, TEM Hbke ee npuopuTeT. MNakeTbl
obpabaTbiBaemoro Tpaduka cHavana 6yaoyT cpaBHUMBaTLCS C 3aNMCSMU BbICLLETO npuopuTeTa.
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KomaHga crypto map OCYLLUECTBSET Nepexos B PEXMM HACTPOMKM KpunTorpaguyeckon KapTbl
(Crypto map configuration). B atom pexvume MoryT 6biTb HACTpOEHbl (OTpeaaKkTMpoBaHbl) Takne
napameTpbl, Kak NpuBs3Ka K 3anvucu Kpuntorpaduyeckon kapTel cnucka gocTtyna (access list),
napTHepa, ycTaHoBka onuun PFS, ycTaHOBKa BpeMeHMn Xn3Hu SA n ap. B pexume HacTponkn moryT
MCMonNb30BaTbCA crieayLmne KOMaHabl:

match address OCYLLEeCTBMSET NPUBA3KY CMCKa AOCTYyNa K 3anvMcu Kpuntorpaduyeckon
KapThbl

set pfs yKasblBaeT, 4TO Ha CTaaun corracoBaHus napameTpoB IPsec Ana aHHON
3anucy kpuntorpadryeckor KapTbl AOMMKHa ObiTb 3aTpeboBaHa onuus
PFS

set security-association lifetime yCcTaHaBrnvBaeT BpeMs X13HN SA ans

set

set

set

set

set

set

set

set

set

KOHKPETHbIX 3anucen Kpuntorpadnyeckon KapThbl

transform-set YyKkasblBaeT, kakne Habopbl npeobpasoBaHuii (transform set) moryT
MCMNONb30BaTbCS C AAaHHOW 3anncbio KpUNTorpadmuyeckom KapThbl

peer ykasblBaeT IPsec napTHepa Ans 3anucy Kpuntorpaduyeckon kapTbl
identity ycTaHaBNMBaET CMUCKN MOEHTU(MKATOPOB, KOTOPbIE UCMONb3YHTCA
pool ycTaHaBnMBaeT UMs nyna KpunTorpadguyeckoi KapTol

ip access-group YcCTaHaBNMBaeT NpaBuna punbTpaumm, NPUMeHsieMble K BXOASLLUM

IPsec naketam nocne gekancynsauuu, unm K ucxogawmm IPsec naketam go

MHKaNcynsaumm
dns 3agaet DNS gna IKECFG
domain 3agaeT goMeHHbIn cyddmke ana IKECFG

client authentication list 3agaeT CCbIfIKYy HAa CMMCOK ayTeHTUduKaLmm (npu
nucnonb3oBaHUKM ayTeHTUduKauum nonb3osatens Ha RADIUS-cepsepe)

client username 3agaeT cnocob nonydeHuss ngeHTUdMkKaTopa nonb3osartens (Npu
ncnonb3oBaHUKM ayTeHTudmrkaumm nonb3osatens Ha RADIUS-cepsepe)

reverse-route BKMoyaeT mexaHu3am Reverse Route Injection (RRI).

Co3anaHne cTaTUMEeCKON KpUNTOKapThbl

Mpu co3gaHum HOBOM crypto map (Takke kak B CiSCO) KroyeBOe CMnoBo ipsec—-isakmp
0ba3aTensHO OOMKHO NPUCYTCTBOBATL B KOMaHAe, NPU peaakTMpoBaHUM yXKe CYLLECTBYIOLLEN
KpUNTOKapThl OMYCKAETCs COKpaLLeHHas 3anucb — 3TO KIKOYEBOE CIOBO MOXHO HE yKa3blBaThb.

OrpaHu4yeHus

AHanornyHo Cisco CyLeCTBYOT OrpaHUYeHNst Ha MOAUMUKALMIO YXKE CYLLECTBYIOLLUMX KPUMTOKapT
(yKasaHue ¢ TeM e UMEHeM U NOpsiAKOBLIM HOMEPOM). 3anpeLleHbl creayoLme cuTyaumu:

MOonNbITKa 3aMeHbI CyU.LeCTByPOU.LeVI cTaTnyeckon KPpUNTOKapTbl HA AUHAaMWUYECKYIO. Hanpvlmep:
crypto map cmap 1 ipsec-isakmp

crypto map cmap 1 ipsec-isakmp dynamic dmap !!! OwumbouyHas komaHga !!!

nonbITKa 3aMeHbl CyLLLEeCTBYIOLEN ANHAMUYECKOM KpUNTOKapThl Ha cTaTuyeckyo. Hanpumep:
crypto map cmap 1 ipsec-isakmp dynamic dmap

crypto map cmap 1 ipsec-isakmp !!! Owumbo4YHaA komaHga !!!
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e onbITKa 3aMeHbl CCbINKM Ha Apyron dynamic-map-set B yXke CyLecTByoLen KpuntokapTe.
Hanpumep:

crypto map cmap 1 ipsec-isakmp dynamic dmap

crypto map cmap 1 ipsec-isakmp dynamic another-dmap !'! OwmMGo4YHas KOMaHga
1

Bo Bcex ykasaHHbIX cnyyasx BBeAeHHas KoMaHaa UrHOPUPYETCS U Ha KOHCOMb BblaaeTcs
coobueHune, aHanormnyHoe Cisco: "Attempt to change dynamic map tag for existing crypto map is
ignored."”

PepaktupoBaHue

Ecnu 3agaTb KOPPEKTHYIO KOMaHgy A51S yKe CYLLEeCTBYIOLEN KpUNToKapThl (T.€. He nonagaroLuyto B
OQMH U3 YKa3aHHbIX paHee OLLINBOYHbIX cnyqaeB), nosegeHune pasnnyaeTcd ana pa3HbiX TUNOB
crypto map (nosegeHvne aHanormyHo Cisco):

e [ONs AMHAMUYECKOW KPUMNTOKapTbl KOMaHA4a HUYEro He AenaeT (NOCKOMbKy coBnaaaeT C
BBEAEHHOW paHee), 0AHaKO BOCMPUHMMAETCS Kak KOppeKTHas

e [N CTaTUYECKOWN KPUNTOKapThl MPOUCXOAMUT BXOA B KOH(PUIYPaLMOHHbLIV PEXUM, B KOTOPOM
MOXHO NOMEHATb HacTponku crypto map (peer, ACL, transform-set n 1.4.).

YpaneHuve

OcHoBHOW BapuvaHT KOMaHAbl yAaneHus OTAeNbHOW 3anucu B KpMnTokapTe:
no crypto map map-name seg-num

[ob6aBneHne 4ONONMHUTENBHBIX KMIOYEBbIX CIOB HE AOMNyCcKaeTcs.

Ecnu ykasaHHOro B koMaHge nMeHn Habopa 3anucen KpUnTokapTbl N HOMepa 3anncu B
KpMNTOKapTe He CyLlecTByeT, TO BbigaeTcs cooblieHne 06 owmnbke:
“Could not find crypto map entry <map-name> <seq-num>".

Ecnu ykasaHHasa B KoMaHAe 3anuch SBNseTCA eAMHCTBEHHOW B Habope 3anuncen KpunTokapTbl v
KpunTokapTa NpuBsid3aHa K MHTepdeincy, To KoMaHaa He BbINOSHSETCA U BblAaeTcst coobLeHne o6
owmnbke:

“ Crypto-map <map-name> is in use by interface(s): Fa<NUM>. Please remove the crypto map from
the above interface(s) first”.

KomaHga yoaneHust Bcero HaGopa 3anuceit B KpuntokapTe (KpUnTokapThbl):
no crypto map map-name

[ononHuTeneHO AaHHaa kKoMaHga yaanseT 3anMcn crypto {map | dynamic-map} client
configuration address {initiate | respond}, OTHOCSLLMECS K JAHHOW KpUNTOKapTe.

Ecnu ykasaHHasi B KOMaHAe KpunToKkapTa OTCYTCTBYeT, TO KOMaHAa He BbINOSHAETCS U BblAaeTcs
coobLLieHre 06 oLmnbke:
“Could not find crypto map <map-name>”

Ecnu ykasaHHas B KOMaHAe KpunTokapTa npuBsdaHa K uHTepdency, To komaHaa He BbINoSIHAeTCS U
BblgaeTcs coobLeHne o6 oLmnbke:

"Crypto-map <map-name> is in use by interface(s): Fa<NUM>. Please remove the crypto map from
the above interface(s) first”.

HonyckaeTcs (xoTa n Heobsi3aTenbHO) obaBnNeHNe AOMONHUTESNbHBIX KITKYEBLIX CIOB, HANpUMep:
no crypto map cmap 1 ipsec-isakmp

no crypto map cmap 1 ipsec-isakmp dynamic dmap !!! Tonbko ons AMHaMM4eckomn
crypto map !!!
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KomaHga no € ykasaHMeMm KIH4YEBOro crioBa dynamic (Kak B mocnegHem npumepe) pabortaet
TONbLKO AN AMHamMu4eckou crypto map. Ecnu Takyto komaHay 3agatb Ans cTaTudeckon crypto map,
KOMaHAa 3aBepLUMTCS C OLWMOKOW 1 NPOUTHOPUPYeTCS.

OTnnyme gaHHOM KOMaHAbl OT Nogo6Hon komaHabl Cisco |0S:

e CyulecTtByeT cneundmyeckuin noaxon B cryyae, eCnv B crypto map set NPUCYTCTBYET
HECKOJIbKO crypto maps, @ B UX crypto-map-acls CYLECTBYIOT NepeceyeHuns rno
agpecam, npuMyem B YacTu NpaBum NPUCYTCTBYET permit, a B APYrux npaBunax — deny.
MoppobHee norvka KOHBEPTUPOBAHUS ANst AaHHOW CUTyaL MM OnNucaHa B AOKYMEHTE
«lMpunoxeHue», pasgen «KoHeeptop. OnucaHne ob6paboTkm MHTEPENCOoBY.

e CyuecTBYyOT 0COBEHHOCTU NPU NUCMONb30BaHMK Crypto map C HECKOSMBKMMUK peers B criyyae,
ecnu ucrnonb3yeTcs ayTeHTudmKaums Ha preshared keys u ans pasHbIx peers UCnonb3ytTes
pasHble KIouM U/UnmM NCNoNb3yeTcs CMeLlaHHasn ayTeHTudukaums (Ha preshared keys u
cepTudukaTax). AT 0cobeHHOCTU onncaHbl B JOKyMeHTe «[punoxeHue», B pasgene
«KoHBepTop. OnucaHne o6paboTkn MHTEpdENCoB».

e He noggepxumBaeTcda TMN ipsec-manual W 3ajaHne crypto map profile.

KomaHgpl crypto isakmp profiles M crypto ipsec profiles B gaHHOW Bepcum [poaykTa
He peanun3oBaHbl, TEM HE MEHEE, UMEETCSl BO3MOXHOCTb CChOopMmMpoBaTh MHAPACTPYKTYPY paboTsbl C
yAaneHHbIMu norb3oBaTenamMu. Hanpumep, umeeTtcs komaHaa set identity, KOTopas
ycTaHaBnvBaeT identity uHuumaTopa u npu pabdoTe ¢ yganeHHbIMU KITMEHTaMU NapameTpbl
WndpoBaHUs 1 BblaenseMble TYHHeNbHble agpeca MoryT onpefenaTbca B 3aBucumocTtun ot DN
ceptudukata n FQDN knuneHTa. OgHon n3 komaHa, opMUpYLLNX MHAPACTPYKTYPY, SABNAETCA
KOMaHa set pool, 3agatoLlasi nyn agpecos, U3 KoToporo 6yayT Beligenatecs agpeca no IKECFG
Ans MOOUNbHbIX NOMNb30BaTENEN.

Mpumep

Hwxe npvBeneH npumMep UCMosb3oBaHUSi KOMaHAbl crypto map:
Router (config) #crypto dynamic-map mydynamicmap 10
Router (config-crypto-map) #match address 103

Router (config-crypto-map) #set transform-set my t setl my t set2
my t set3

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #match address 101

Router (config-crypto-map) #set transform-set my t setl

Router (config-crypto-map) #set peer 10.0.0.1

Router (config-crypto-map) #set peer 10.0.0.2

Router (config) #crypto map mymap 20 ipsec-isakmp

Router (config-crypto-map) #fmatch address 102

Router (config-crypto-map) #set transform-set my t setl my t set2
Router (config-crypto-map) #set peer 10.0.0.3

Router (config) #crypto map mymap 30 ipsec-isakmp dynamic mydynamicmap
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match address (crypto map)

KomaHga match address WCNOMb3yeTcs AN CBA3bIBAHWSA CTAHAAPTHOIO UK PacLUMPEHHOrO
cnuncka 4ocTyna ¢ 3anuncbio kpuntorpaduyeckon kaptel. KomaHaa paboTaeT B pexunme HacTPOnku
Kpuntorpadudeckux kapT (Crypto map configuration).

[na yoaneHus cBsi3av cnvcka A4OCTyna ¢ 3anucbio KpunTorpaduyeckon kapTbl UCMONb3yeTcs Ta e
KoMaHAa, Ho ¢ NpedUKCoM no.

CuHTakKkcuc match address [access-list-id | name]

no match address [access-list-id | name]

access-list-id MMS UM HOMEpP cnncka AocTyna.

name UMS cnucka WndpoBaHHOro AocTyna.

Pexunmbl KOMaHAabl Crypto map configuration.

3HayeHue N0 yMONYaHuio 3Ha4YeHve No yMOMNYaHuo OTCYTCTBYET.

PekomeHaaLMM No UCNOJIb30BaHUK

[aHHas koMaHaa Ucnonb3yeTcs AN BCeX 3anvcen CTaTu4ecknx Kpuntorpadmyeckmnx KkapT.

Wcnonb3aynTe 3Ty KOMaHAy A58 Ha3HaYeHus CTaHAapTHOro Mnu pacLUMPeHHOro Cnucka JocTyna
3anucum Kpuntorpaduyeckon kapTbl. [pegsapuTensHO cnegyeTt onpeaenvTb 3TOT CNMCOK JoCTyna ¢
MNOMOLLbIO KOMaH, access-1ist UMM ip access-1list.

Cnmcok goctyna, HasHa4YeHHbIN 3To KoMaHaon, 6yaeT ncnone3oBaTbes IPsec ons onpegenexHus
Tpaduka, KOTOpbI cnegyeT unu He crnefyeT 3awnwath wudposaHmeM. (Tpaduk, KOTopbIr
paspeLleH CnMckom gocTyna, byaeT sawmwaTbes. Tpaduk, KOTOPbIN 3anpeLLeH CrMckom SoCTyna,
He GygeT 3awwmwaTbes.)

Mpu onpegeneHnn cnycka WMgpPoOBaHHOrO AOCTyNa, KOTOPbIA UCNONb3yeTca B KOMaH4e match
address, B KOMaHgax access—-list unn ip access-list napameTpbl source u destination
onpeaensaTcsa cneayowmm obpasoM: B Ka4ecTBe source UCnomnb3yTcsa agpeca Toro, koro byaet
3awmLaTth AaHHBIN W03, a B kKavyecTBe destination — agpeca, koTopble 3almaeT napTHeEpP No
COeVHEHMIO.

Takum 06pa3oM, Npu NpUBS3KE K KPUNTOKApTE CNNCOK LUMEPOBAHHOIO AOCTYNa ykasbiBaeT
ncxogawmn Tpaduk (takke n B Cisco 10S).

MoMHUMTE, YTO CMMCOK LWNPPOBAHHOIO OCTYNa HE OTBEYaET 3a pa3peLleHme unu sanpet
npoxoxaeHusa Tpaduka Yyepes ceTeBon UHTepenc. ATy PYHKLMIO BbINOMHSAET CAUCOK AOCTYyNa.

3amevaHue:

3anpelleHo 1Ucnonb3oBaHUe CCbINIOK Ha pacnucaHus (time-range) B cnMckax WndgpoBaHHOro
JOCTyna, Ha KOTopble CCblnaeTcsl KpUnTokapTa. B cnyyae npucyTcTBMSA NOAOGHbBIX CChINOK Ha
pacnvcaHue, KOHBEpTMpoBaHWe GyaeT npepBaHo ¢ coobLieHeM 06 oLnbKe.

MNpumep

Hwxe npuBeageH npumep ¢ MUHMManbHbIMM TPeBOBaHMAMN HACTPOWNKN NapameTpoB
KpunTtorpaduyeckon kapTbl ¢ ucnonssosaHnem IKE ans cosgaHmsa SA.

Router (config) #crypto map mymap 10 ipsec-isakmp
Router (config-crypto-map) #match address 101
Router (config-crypto-map) #set transform-set my t setl

Router (config-crypto-map) #set peer 10.0.0.1
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set ip access-group

KomaHga set ip access-group 3agaeT AOMOMHUTENbHbIE NpaBunia gunbTpauun,
npucoeamnHsemble K IPsec SA. [NpoBepka Ha COOTBETCTBME CMMCKY AOCTYMNa BbIMNOMHAETCA BHYTPU
IPsec nocne gekancynsaumu 1 A0 MHAKMNCynAuuKn nakeTa.

[na oTMeHbI QJVIJ'IpraLI,VIVI NCNoJsb3yeTCd Ta XXe KoMmaHaa, HO C I'Ipe(bl/IKCOM no.

CuHTakcuc set ip access-group {access-list-number | access-list-
name} {in | out}

no set ip access-group {access-list-number | access-
list-name} {in | out}

access-list-number HOMeEp CMMCKa AOCTYyMNa, KOTOPbIA ABNSAETCA YNCIIOM U3 ananasoHa 1-199
mnun 1300-2699

access-list-name MMS CrcKa goctyna

in dunbTpaumsa NnpumMeHsieTca ang sxogsulero IPsec Tpadgmka nocrne
aekancynsumm

out dunbTpaumsa NnpuMeHseTca ansa uexogsuero IPsec Tpadwuka nepeg
WHKancynsaumnen.

PeXumbl KOMaHAbI Crypto map configuration.

3HayeHue No yMOonyaHuio 3Ha4YeHve No yMOMNYaHuo OTCYTCTBYET.

PekoMeHOaumm no MCnosfib30BaHUIO

|/|Cﬂ0]'|b3y17ITe 3Ty KOMaHAy ANnA Ha3Ha4YeHuA OOMONHUTENBHOMN NpOBEPKU IPsec nakeTtoB
npoxogdawnx 4yepes BHELUHWI MHTepd)eVIC no IPsec TYHHEI, Ha COOTBETCTBMUE 3a4aHHOMY CMUCKY
goctyna. I'Ipep,BapMTeano cnenyet onpenenntb 3TOT CNMCOK A0CTyna C NOMOLbK KOMaHa
access-list unm ip access-1list

Cnmcok goctyna, HadHa4YeHHbIN 3ToM KoMaHgon, 6yaeTt ncnonb3oBaTbes AnA unbTpauumn Tpaduka,
nayuiero Yyepes IPSec TyHHenb, nocne Aekancynsuuu — ans sxoaswero tpaduka n oo
WHKancynauum — ansg Ncxogsiero tpaguka, B 3aBMCUMOCTU OT 3a4aHHOro napametpa (in/out).

Ecnu cnncok goctyna cogepXut MogudukaTopbl 1og UM 1og-input, TO OHU UTHOPUPYKOTCS MpK
NoACOEAVHEHUM K KpUNToKapTe (pmnbTp paboTaeT Takke, Kak ecrniv bbl He cogepkan gaHHble
MoauduKaTopsl).

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 142



Bel VPN Gate-V 4.1. Cisco-like komaHabl

set peer (crypto map)

KomaHOa set peer Mcrnonb3yeTcs AN ykasaHWs NapTHepa no 3alumiieHHOMY COeQUHEHUIO B
3anvcu kpuntorpaduyeckon kapTbl. [Ns yaaneHus napTHepa 13 3anucu Kpuntorpaguyeckoin KapTbl
MCMonb3yeTcs Ta e KOMaHZa, HO C MPedUKCOM no.

CuHTakcuc set peer ip-address

no set peer ip-address

ip-address IP-agpec napTHepa no 3alnLLeHHOMY COeANHEHNIO.
PeXumbl KOMaHAbI Crypto map configuration.
3HayeHue No yMON4YaHuio 3Ha4YeHue No yMOMYaHWIO OTCYTCTBYET.

PekomMeHAaLuu No UcnonbL30BaHUKD

HaHHasi KoMmaH4a ucnonb3yeTcs AN yKasdaHusi napTHepa no 3alyeHHOMY B3aMMOAENCTBIIO B
KpunTorpadguyeckom KkapTe.

Ota komaHaa TpebyeTcs Ans Bcex ctaTyeckux Kpuntorpaduyeckux kapT. [ns AuHamMmu4eckux kapT
9Ta koMaHaa He o6si3aTernbHa U, B GOMbLUMHCTBE CMyvaes, HE UCMOMb3yeTcs (MOTOMY YTO B
OCHOBHOM MapTHEP HEWN3BECTEH).

MOXXHO Ha3Ha4YNTb HECKONBbKO MapTHEPOB NyTEM MOBTOPEHMS BbINOMHEHNS KOMaHAbl. [onbiTka
cosgatb SA bygeTt npeanpuHATa ¢ NapTHepOM, 3agaHHbIM nepebIM. Ecnn nonbiTka He yaaeTcsa ans
nepeoro naptHepa, IKE npobyeT ob6patntbca K cnegyowemMy napTHepyY M3 cnucka
KpunTtorpadguyeckon kapTbl.

Mpumep

Hwxe npuBegeH npumMep ¢ MUHMManbHbIMK TPeOOBaHMSAMN HACTPOWMKN NapameTpoB
Kpuntorpadguyeckom kaptbl ¢ ucnosnb3oBaHnem IKE ansa cosgaHusa SA.

Router (config) #crypto map mymap 10 ipsec-isakmp
Router (config-crypto-map) #match address 101
Router (config-crypto-map) #set transform-set my t setl

Router (config-crypto-map) #set peer 10.0.0.1
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set pfs (crypto map)

KomaHpa set pfs ucnonb3yetcsa Ans yctaHoBku onuun PFS. Ucnonb3oBaHue gaHHOW OnLmm
No3BOrISieT NOBLICUTbL YPOBEHb 3aLUULLEHHOCTU Tpadmka — Npu cosgaHum kaxagoro IPsec SA
npon3BoaunTCs BbipaboTKa HOBbIX CECCUOHHbBIX Kntoven. [Ang cHatusa onumn PFS ncnone3yetcs Ta
e KoMaHaa, Ho ¢ NpedUKCoM no.

CuHTakcuc set pfs[belt | groupl | group2 | group5]
no set pfs[belt |groupl | group2 | group5]

belt ucnoneayetcs anroputm dudur-XennmaHa Ha aNAMNTUYECKUX KPUBBIX MO
CTBb 34.101.66 (MpwunoxeHne A)

groupl ucnonb3yetcsa anroputm Oudpcu-Xennmaxa, anvHa knoya 768 dut

group?2 ucnonb3yeTtcs anroputMm Ouddu-XennmaHa, anvHa knoda 1024 6uta

group5 ucnonb3yetcsa anroputm Audcu-Xennmaxa, gnvHa knoda 1536 6ut

PeXumbl KOMaHAbI Crypto map configuration.

3HayeHue No yMonyaHuio no ymonyaxuto onums PFS oTkntoveHa.

PekomMeHAaLuu no UcnonbL30BaHUKO

B npouecce cornacoBaHusi napameTpoB SA 6yaet 3atpeboBaHo BkntoueHne onummn PES. Ecnn npu
dhopmupoBaHnM 3anncu Kpuntorpacpruyeckon kapTbl anropuTm He Obin ykasaH, To byaeT
NpPeanoXeHo ucnonsb3oBaTk group (3HaveHue no ymonyaHuio). Ecnu cosgaHne SA MHULMMPOBaHO
napTHepoM, a fnokanbHas KoHurypauus Tpebyet ncnonesoanmnsa PFS, 1o, nubo napTHep
NpUYHUMaEeT ycrnoBue ucnonb3oBaHusa PFS, nnbo SA He ByaeT yctaHoBneHa. Ecnu B nokanbHom
KOHJMrypauum ssBHO NpOnNucaHo MCNonb3oBaHWe group2, aTy xe rpynny AOrKeH NpUHATbL NapTHep B
npoLiecce cornacoBaHusa napaMeTpoB, uHavye SA He ByaeT ycTaHoBneHa.

Mcnone3oBaHve PFS ycunmnBaeT ypoBeHb 3alLMThbl MOTOMY, YTO AaXe ecnv OANH N3 CECCUOHHbIX
Krnoyen ByaeT B3NOMaH atakytoLen CTOPOHOW, TO TOMbKO Ta YacTb AaHHbIX, koTopas bbina
3almndpoBaHa Ha 3TOM KNkoYe, MOXeT ObITb CkoMNpomeTupoBaHa. bes ncnons3osaxnsa PFS
CKOMMPOMETUPOBAHHBLIMW MOTYT OKa3aTbCs BCE AlaHHble, NepefaBaemMble B pamMKax co3faHHon SA.

Mpu ncnonb3oBaHMu PFS npu kaxxgom co3ganunm HoBor SA 6yaeT NnponsBoanTbLCSA HOBbIN OOMEH
kntoyamu. NogobHbI 06MeH NoTpebyeT AONOMHMTENBHBIX PECYPCOB MpoLieccopa.

Wcnonb3yemble anroputmbl reHepaLunn Krnoyen ykasolBalotes B panne cs_conv. ini.

MNpumep

Hwxe npuBeaeH npumep TpeboBaHMsa Ha Ucnonb3oBaHus PFES ¢ rpynnon group2 gns 3anncu Homep
10 kpunTorpaduyeckon kapTbl "mymap":

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #set pfs group2
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set pool (crypto map)

KomaHga set pool wucnonb3yetcsa Ansd NpyBA3KM co3gaHHoro nyna agpecos ans IKECFG k
AaHHoN KpunTorpadmyeckon kapte. [1nNa ycTpaHeHUs CBA3W Nyna agpecoB 1 KpunTtorpadnyeckon
KapTbl UICNONb3YeTCA Ta e KoMaH4a, HO ¢ NPedUKCOM no.

CuHTakcuc set pool name
no set pool

name ums nyna, us kotoporo 6yayT BblgaBaTtbes |P-agpeca anst napTHepoB B
OaHHOM KkpunTorpadunyeckon kapte. MimeeTcsa 3ape3epBupoBaHHOE CrOBO
<none> (B YrMoOBbIX CKOOKax) Af1s1 ykasaHusl, YTO K JaHHOW KpUnTokapTe He
npuesa3ax nyn. [JaHHbIA nyn gormkeH 6biTb 3agaH B pexxume Global
configuration mode.

Pexunmbl KOMaHAabl Crypto map configuration.
3HayYeHue No YMOJI4YaHUI HeT 3Ha4YeHua no ymonyaHuio.

PekomeHaaLMmM No UCNosib30BaHUK

VMcnonb3oBaHue gaHHOW KOMaHAbl BO3MOXHO TONbKO Ans ipsec-isakmp 3anvcen B
Kpuntorpaduryeckmx kapTax.

KomaHga ykasbiBaeT nyn agpecoB ans IKECFG, 3agaHHbIn KOMaHAoW ip local pool.

Ecnu B KoHMrypaumm He co3gaH ykasaHHbIV Nyn agpecos, TO BblgaeTcs coobuieHne ob ownbke: $
Attempt to set unknown pool is ignored.

Ecnn B KpynTOKapTe Nyn He yka3aH SIBHO KOMaHAOW set pool, HO B KOH(Urypaumm npucyTcTeyeT
KOMaHga crypto map map-name client configuration address

{initiate|respond}, KOTOpasa NpnBA3bIBAET BCE KPUMTOKAPTbl C UMEHEM map—name K nynyc
MMEeHeM pool-name, a TakXxe KOMaHIa crypto isakmp client configuration
address-pool local pool-name, 3agatoulasi rnobanbHyl0 NPUBA3KY KPUMTOKAPT K Nyny
umeHeMm pool-name n ykasbiBatowas obwmn nyn ana IKECFG, To 31oT nyn u 6yaeTt ncnonb3oBaThbes
B KpUNTOKaApTax ¢ MMeHeM map-name, KpoMe TeX KpUNToKapT, B KOTOPbLIX Ny 3adaH ABHO.

Ecnu 3agaH nyn no ymonyaHuio, a B KpUNToOKapTe ykasaHa komaHaa set pool <none>, TO Nyn
agpecoB UrHopupyeTcsi.

CywiecTByeT orpaHu4eHne Ha NpuUBA3KY OAHOMO U TOTO e Myna K pasHbiM KpUnTokapTam:

e Ecnu k aByMm 1 6onee kpMnTokapTam NpuBSI3aH OOWH U TOT Xe Ny, TO, HE3aBUCUMO OT
cnocoba npuBA3kK nyna, HeobxoanMo, YTOObI B JAHHBLIX KPUNTOKAPTax NOSIHOCTLIO
cosnaganu HacTponku DNS cepBepoB 1 JOMEHHbIX CydUNKCOB N0 YMOMYaHMIo:

e €Cn1 B OHOWN KpMnTOKapTe NPUCYTCTBYIOT KOMaHabl set dns U/MNKM set domain, TO B
OPYroi KpunTokapTe AOSMKHbI ObITb MAEHTUYHbIE KOMaHAOb!

e 1nbo BO BceX KPUNTOKapTax COOTBETCTBYHLLIAA KOMaHOda OTCYTCTBYeT. He OonyckaeTtcs,
4TOObI B OQHOMN KpUNToKapTe npucyTtcrteoBasia komaHaa, a B ,D,pyr0|7| — HerT.

[aHHoe Tpe6OBaHl/Ie 006s13aTeNbHO Kak Ans cTaTUYeckux, Tak U Ans AMHaMU4Yecknx KpuUnToKapT.

Ecnu gaHHoe TpeboBaHWe He BbIMONHAETCS, KOHBEPTUPOBaHME KOHpUrypauum 6yaeT npepeaHo ¢
ownbkon Buaa:

Could not convert { crypto map | dynamic crypto map template } "<namel>
<idx1>" . Reason: { crypto map | dynamic crypto map template } "<name2>
<idx2>" references to the same pool ("<pool-name>") but the additional
parameters to send to client are different.

roe <namei> <idxi> — MMeHa M UHOEKCbI KOHPNUKTYIOLWMX crypto maps nnm dynamic crypto map
templates (npumeyvaHue: coobuieHne 06 onbke BbigaeTcsa s NepBon BCTPEYEHHON
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KOH(MNMKTYIOLLEN Napbl; B KOHMUIypaLumM MoryT NpucyTCTBOBaTb M Apyrue KOHQIMKTyoLWme
KPUNTOKapThI); <pool-name> — UM NPUBA3AHHOTO MNyna.

YaoaneHue

[na yoaneHus cBasu Mmexay nynoMm agpecoB M KPUNTOKAPTON MCNoSb3yeTcs KoMaHaa
no set pool. BO3MOXHO yka3aTb B KOMaHAe OOMOMHUTENbHbIE NapameTpbl.

3ameyaHue:

Ecnu agpeca onsa nyna BolaeneHsl U3 BHYTPEHHeWn nogceTu, 3awmwaemon wnwosom (Bel VPN
Gate), TO npv BblAENEHNN NapTHEPaM aapecoB U3 TaKoro nyrna HeobxoAMMo nNponucaTtb B Tabnuue
MapLipyTusauum mapupyT Ha IP-agpeca 13 aToro nyna yepes nHtepdenc poytepa, a He Yepes
BHeLWHUN nHtepdenc wnio3sa (Bel VPN Gate) komaHgom ip route.

Ecnu agpeca nyna He nepecekalTca ¢ agpecamu BHyTPEHHEN NOACETH, 3alLMLLAEMON LUITH30M
(Bel VPN Gate), To npu BblgeneHun agpecos 13 Takoro nyna MapLupyT Ha agpeca 13 Takoro nyna
MO>XHO NponucaTb Yepes BHELLHUA MHTePdENC LWN3a, YCTaHOBEHHOIO N0 YMOMYaHMIO.

OTnunyme gaHHOM KOMaHAbl OT Noao6Hon komMaHabl Cisco 10S:

HaHHas komaHga otcyteTeyeT B I0OS y Cisco.

MNpumep

MpvBeaeH Nnpumep co3gaHus 1 NpuBA3KK nNyna agpecos "mypool” k 3anucu Homep 10
Kpuntorpaduyeckomn kaptol "mymap":

Router (config) #ip local pool mypool 10.10.10.10 10.10.10.20
Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #set pool mypool

I'Ipmmep Mcnonb3oBaHUsA KOMaHabl set pool <none>, KOrga kKo BCEM KpunTokapTamMm C UMEHEM
cmap NPpUBA3bIBAETCA NMyn C UMEHEeM pooll, HO K 10 3anucu KPUNTOKapPTbl cmap Nyn He NpUBA3aH:

Router (config) #crypto isakmp client configuration address-pool local
pooll

Router (config) #crypto map cmap client configuration address initiate
Router (config) #crypto map cmap 10 ipsec-isakmp

Router (config-crypto-map) #set pool <none>

Ons cny4vada OVUHaMn4eckom KPUNTOKapPTbI:

Router (config) #crypto isakmp client configuration address-pool local
pool2

Router (config) #crypto dynamic-map dmap client configuration address
initiate

Router (config) #crypto map cmap 20 ipsec-isakmp dynamic dmap

Router (config-crypto-map) #set pool <none>
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set identity (crypto map)

KomaHgoa set identity wmcnonb3yeTcs ANg ykasaHus cnvcka MaeHTMUKaTopos, KOTopbi ByaeT
MCMonb30BaTbCA KOHKPETHOW 3anmcblo Kpuntorpadmnyeckon KapThbl. [1ns ycTpaHeHUs CBsI3M cnucka
naoeHTNMKaTOPOB 1 KpUNTOorpacpnyeckom KapTbl UCNOSNb3YETCs Ta e KoMaHda ¢ NpeduKCoM no.

CuHTakcuc set identity [name]
no set identity

name UM$ cnucka naeHTndukaTopos. [aHHbI CNNCOK MAEHTUUKATOPOB Obin
co3faH koMaHaon crypto identity B pexxume Global configuration.

Pexunmbl KoMaHAabl Crypto map configuration.
3HayeHue No yMOnyaHuio HeT 3Ha4YeHMs MO YMOMYaHMIo.

PekomMeHaaLuu No UcnonbL30BaHUKO

Mcnonb3oBaHue gaHHOW KOMaHAbl BO3MOXHO TONbKO Ans ipsec-isakmp 3anvcen B
KpunTorpaduyeckmx kapTax.

Mpumep

Hwxe npuBeaeH npumep cosgaHus cnucka naeHtudukatopos "myident" n ncnons3osaHue 3T0ro
cnucka 3anucbio Homep 10 kpunTorpadumyeckon kapTel "mymap':

Router (config) #crypto identity myident
Router (config-crypto-identity) #dn c=ru,o=s-terra,cn=test

Router (config-crypto-identity) #exit

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set identity myident
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set security-association lifetime (crypto map)

KomaHpa set security-association 1ifetime MCNONb3yeTcsa ANA N3MEHEHUS 3HAaYEHUS
rnobanbHOro BpeMeHu xu3Hn SA. [laHHasi KoMmaHaa naMmeHsieT rnobaneHoe BpeMmsi xu3Hu SA ons
KOHKPETHOW 3anucu kpuntorpaduyeckon kapTbl. [1ns BoccTaHOBNEHMSA OeNcTBUS rnobansHoro
BPEMEHW XN3HM NPUMEHSAETCA Ta e KomaHaa ¢ npedukcoMm no.

CuHTakcuc set security-association lifetime {seconds seconds |
kilobytes kilobytes}

no set security-association lifetime {seconds |
kilobytes}

seconds seconds YcTtanaBnusaet Bpems enctena SA B cekyHaax. [lonycTrMble 3HayYeHns
oT 1 no 4294967295.

kilobytes kilobytes YcTaHaBnusaeT Bpemsi AelcTBUA SA B o6bemax npoxoasiiero Tpaduka
(B kMnobanTtax). JonycTumble 3HavyeHnst oT 1 o 4294967295.

PeXumbl KOMaHAbI Crypto map configuration.

3HayeHue No yMosn4YaHuo rnobanbHoe BpeMA XKXN3HWN.

PekomeHaaLUn No MCNOJIb30BaHUKD

Mcnonb3oBaHve faHHON KOMaHAbl BO3MOXHO B CTaTUYECKUX U OMHAMUYECKUX KpUNTOrpaduyeckux
KapTax.

Mpwv cornacoBaHun NapaMeTpoB SA BbIGOP BPEMEHM XKU3HW ONpeaenseTcs U3 pacyeTa
MUHUMAIbHOIO 3HAYeHUs U3 NPeASIoXKEHHbIX NapTHepaMu.

CyuwiecTBytoT ABa NapameTpa, orpaHu4mnBatoLLne BpeMs XX13HNn SA — Bpems B CeKyHAax u
KONMMYeCTBO NepefaHHoON 1 NPUHATON MHopmaumn B kunobawvtax. OrpaHmdeHune Bcerga byaet
OENCTBOBATb NO JOCTUXKEHUN NUMUTA NOObIM U3 3TUX NapameTpoB. Hanprumep, 3aKOHYMIIOCh BpeEMS
XXW3HK, YCTAHOBMNEHHOE B CeKyHAax, a orpaHnyeHue rno Tpadumky He BbIMOSHEHO N HANoONoBuHY. B
3TOM criyyae 6yoeT AerCcTBOBaTb OrpaHUYEeHne No BpeMeHN. ECnn 3akOHUNNOCh BPEMSI XXMU3HU 1 SA
yXKe He CyLlecTByeT, TO HOBbI SA He YyCTaHOBMUTCS, ecnu He ByaeT Tpaduka.

Bonee kopoTkoe Bpems XuU3HM SA yMeHbLUaeT pUCK KoMnpomMeTaummu Tpaduka, Ho TpebyeT
BornbLuero NpoLEecCopHOro BpeMeHu.

OTcyTCcTBYET BO3MOXHOCTb YCTAHOBUTH HEOTPAHWYEHHbIE 3HAYEHWS Tpaduka 1 BPEMEHM XU3HU SA,
Kak n y komaHp, 10S B Cisco.

[nga Toro, YToObl M3AMEHUTL BPEMS XU3HW B CEKYHAAX, UCMOMb3YNTE KOMaHOy set security-
association lifetime seconds.

[nga Toro, 4YToObl M3MEHUTHL BPEMS XU3HW B Knnobantax, UCNONb3ynTe KOMaHAy set security-
association lifetime kilobytes.

Bce coenaHHble M3MEHEHUS BpeMeHU Xn3Hm SA BCTynalT B CuUIy npu Bbixoae us pexuma global
configuration komaHgow exit. [pyn 3TOM NPOUCXOAUT YAarneHne Bcex YCTaHOBIEHHbIX paHee
coeanHeHun (IPsec n ISAKMP SA).

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komaHabl Cisco 10S:

OrpaHnyeHus no Tpaduky 1 BpeMeHU XU3HU UMeIoT Bonblunie AnanasoH, Yem y komaHapsl Cisco:
120 - 86400 (sec), 2560 — 536870912 (kb).
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Mpumep

MprBeneH NnpuMep U3MEHEHNS1 BpEMEHM XM3HU Ans 3anncu Homep 10 kpuntorpaduyeckomn KapThbl
"mymap":

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #set security-association lifetime seconds
2700
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set transform-set (crypto map)

[ns ykazaHusa Habopa npeobpa3oBaHWi, KOTOPbIN MOXET UCMOfb30BaThCS C 3aMuChio B
KpunTorpacuyeckon kapTe, UICNONb3YNTE KOMaHAY set transform-set B peXUME crypto map
configuration. [nd yaaneHus cBA3u 3anvcu Kpuntorpaduyeckon kapTel Co Bcemy Habopamu
npeobpa3oBaHU UCMOMNb3yeTCs Ta XXe KomaHaa ¢ NpedUKCoM no.

CunHTakcuc set transform-set transform-set-namel [transform-set-
name2..transform-set—-name7]

no set transform-set
transform-set-nameN nmsa Habopa npeobpasoBaHuU.

[na 3anucm kpuntorpadmnyeckon KapTbl MOXHO UCNONb30BaTh A0 6 HabopoB Npeobpa3oBaHU.

PeXumbl KOMaHAbI Crypto map configuration.

3HayeHue No ymon4yaHuio 3Ha4yeHve No yMOJI4aH o OTCYTCTBYeET.

PekomMeHAaLuu No UcnonbL30BaHUKO

HaHHasa komaHOa obsi3aTenbHa Ans BCex 3anvcei CTaTuYecknx U UHaMmnyeckux
Kpuntorpaduyeckmx kapT.

Wcnonb3ayinTe aTy KOMaH4y Ans yKasaHus, kakue Habopbl npeobpasoBaHuin cnegyeT CBA3aTh C
3anucblo kpunTorpadmyeckon kapTbl. Bce ykasaHHble Habopbl Npeobpa3oBaHM JOMKHbI
Mcnonb3oBaTb OAWH U TOT Xe PEXUM.

Ons ipsec-isakmp 3anucu kpuntorpadguryeckon kapTbl MOXHO yKa3bliBaTb 40 7 Habopos
npeobpasoBaHun. Npn nepeuncreHnn Habopos npeobpas3oBaHuii cnegyeT NOMHUTb, YTO
HanbonbLUNIA NPUOPUTET UMEET NEPBLIN HAabop Npeobpa3oBaHN.

MHuumaTop cosgaHus IPsec SA oTnpaBnseT napTHEPY B YWCre NpoYux napameTpoB U CAUCOK
HabopoB Npeobpa3oBaHuWiA, BLICTPOEHHBIA B COOTBETCTBUM C NpuoputeTamu. MNapTHep BbIbnpaeT 13
NPeAnoXeHHOro CnMcka nepebin Habop Npeobpa3oBaHuii, KOTOPLIV COBMALAET C OLHUM U3 €ro
cobcTBEHHOrO cnucka Habopa npeobpasoBaHuii. Ecnu He HariaeHo coBnageHui B cnMckax Habopos
npeobpasoBaHUi nHMUMaTopa n naptHepa, To IPsec SA He ByaeT ycTaHoOBreHa.

Ecnun Heobxooumo nsmMeHuTb cnncok Habopos NpeobpasoBaHWi, aCCOLMMPOBAHHbIX C 3aNnChio
Kpuntorpadunyeckon kapTbl, TO CrieAyeT NPOCTO 3aHOBO BbINOMHUTL KOMaHAyY set transform-set
C yKa3aHueM HOBOro cnucka. MIameHeHns BCTYNAT B CUITY NPY BbIXOAE M3 KOH(UrypaLmMOHHOro
pexvma KOMaHOoM exit.

MNpumep

B nprBegeHHOM HWXe NpMMepe nokasaHbl Wwarn no opMmnpoBaHnio HabopoB Npeodpa3oBaHUl 1
Ha3Ha4yeHuto nx KoHkpeTHow (10) 3anuncu kpunTorpaduryeckon kapTel "mymap':

Router (config) #crypto ipsec transform-set my t setl esp-des esp-sha-
hmac

Router (config) #crypto ipsec transform-set my t set2 ah-sha-hmac esp-des
esp-sha-hmac

Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) #fmatch address 101

Router (config-crypto-map) #set transform-set my t setl my t set2
Router (config-crypto-map) #set peer 10.0.0.1

Router (config-crypto-map) #set peer 10.0.0.2
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set dns (crypto map)

KomaHgoa set dns wucnonesyetcs ang 3agaHusa DNS cepsepa ana IKECFG. [na yoaneHua DNS
cepBepa 1Cnonb3yeTcs Ta Xe KoMaHaa, HO ¢ npedurkcom no.

CuHTakcuc set dns primary-server-ip [secondary-server-ip]

no set dns [primary-server-ip [secondary-server-ip]]
primary-server-ip IP-agpec ocHoBHOro DNS-cepBepa;
secondary-server-ip |IP-agpec pesepBHoro DNS-cepBepa (MOXeT OTCYyTCTBOBATb).

Pexnmbl KOMaHAbI Crypto map configuration.

3Ha4yeHue No YMONYaHUK HeT 3Ha4YeHua no ymonyaHuio.

PekomMeHaaLuu No UcnonbL30BaHUKO

KomaHga akTyanbHa ToNbKO ecnv Kk JaHHon crypto map npussisan nyn agpecos ans IKECFG nmnbo ¢
NOMOLLIbIO KOMaHAbl set pool, MO0 ¢ NOMOLbIO KOMaHg, crypto isakmp client
configuration address-pool local Mcrypto map | dynamic-map client
configuration address.

Ecnu k crypto map He npuBsizaH nyn, AaHHas kOMaH4a UrHopUpyeTCs.

Ecnu B pasHbIx KpunTokapTax UCNonb3yeTcs NpMBA3Ka K OGHOMY 1 TOMY e nyny, B 3TuX
KpuntokapTax HacTporka DNS gomkHa nonHocTbio coBnagatb. [laHHoe TpeboBaHme obs3aTensHO
KaK Ona ctatuvyeckux, Tak n ana guHaMmnyecknx KpunTokapT.

OTnnyme gaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

OaHHasa komaHga otcytcTByeT B Cisco 10S.

Mpumep
Honyctumas koHUrypauus:
crypto map cmap 10 ipsec-isakmp
set pool pooll
set dns 192.168.10.10
set domain example.com
!
crypto dynamic-map dmap 10
set pool pooll
set dns 192.168.10.10
set domain example.com
OwnboyHasa koHurypaums:
crypto map cmap 10 ipsec-isakmp
set pool pooll
set dns 192.168.10.10

set domain example.com
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crypto dynamic-map dmap 10
set pool pooll
set dns 192.168.10.11 ! Ommbka! IOomxHO coBmamaTh ¢ cmap 10

set domain example.com
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set domain (crypto map)

KomaHgoa set domain mcnonb3yeTca And 3agaHusi QOMEHHOro cyddumkca no ymonyaHuo ans
IKECFG. inga yganeHns AoMeHHOro cyddumkca ucnonb3yeTcs Ta e KoMaHaa, Ho ¢ NpeduKCoM no.

CuHTakcuc set domain domain-name

no set domain [domain-name]

domain-name AOMEHHbIN CydddUKC NO YMOMNYaHWIO.
Pexxnmbl KOMaHAbI Crypto map configuration.
3HayeHue No yMonyaHuio HET 3HaYeHNs NO YMOMYaHuIo.

PekomeHOaLMmM No UCNosib30BaHUK

KomaHga akTyanbHa TONbKO ecnv K JaHHOW KpunTokapTe npmesdad nyn agpecoe ans IKECFG nubo
C NOMOLLbI0 KOMaHAbl set pool, MO0 C NOMOLWbLIO KOMaHA crypto isakmp client
configuration address-pool local Mcrypto map | dynamic-map client
configuration address.

Ecnu nonbiTaTbCcs BBECTU UMS C HEKOPPEKTHbIM (*)OpMaTOM, 6y,qu BblaHO coo6u.|.eH|/|e 06 owndbKe:
% Bad hostname format

EcrmB pPa3HbIX KpUNToKapTax UCnosib3yeTcA NpmuBA3Ka K O4HOMY U TOMY Xe nyny, TO B 3TUX
KPpUNTOKapTax HaCTpOVIKa OOMEHHOIo cycbchKca AOJ1KHa NOoJIHOCTbHO coBnaaaTh.

OTnnyme gaHHOM KOMaHAbl OT NoAo6Hon komaHabl Cisco |0S:

[aHHasa komaHga otcytcTeyeT B Cisco 10S.
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set client authentication list (crypto map)

KomaHgoa set client authentication list MCNOMNb3yeTcst ANsi CCbISIKM HA CMUCOK
ayTeHTUMKauun. [nga yaaneHnsa CCbiNkn Ha CNUCOK ayTeHTUMUKaLUKM UCNONb3yeTca Ta Xe
KOMaHaa, HO C NPedUKCOM no.

CuHTakcuc set client authentication list auth-1list

no set client authentication list

auth-list MMS cnucka ayTeHTUmMKaLumn, KOTOPbIN AOMKEH coBNaaaTth C 3a4aHHbIM B
KOMaHAe aaa authentication login

Pexunmbl KoMaHAabl Crypto map configuration.
3HayeHue No yMonyaHuio HEeT 3HaYeHNs MO YMOMYaHMIO.

PekomMeHaaLuu No UcnonbL30BaHUKO

[nga toro, 4tobbl 3agaTh ayTeHTMdMKaumo nonb3oaTensa Ha RADIUS-cepBepe HeobxoamMmo kpome
AaHHOW KoMaHabl ykasaTb cnocob nonydeHus ngeHTndukatopa nonb3oBaTenst — KOMaHay set
client username. Ecnu 3agate TONbKO O4HY M3 3TUX KOMaHA, kOHBepTMpoBaHue Cisco-like
KOHdpurypauu 6ygeTt HeycnewHbIM.

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komMaHabl Cisco 10S:

[aHHaa komaHga otcytcTByeT B Cisco 10S.
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set client username (crypto map)

KomaHgoa set client username 3agaeTt cnocob nonyveHus naeHTudmkaTopa nonb3oBaTens.
[na ynaneHusa 3agaHHOro cnocoba Mcnonb3yeTcs Ta e KoMaHaa, HO € NPedUKCOM no.

CuHTaKcuc set client username ike-id | cert-subj-cn | cert-subj-
ou | cert-altsubj-email | cert-altsubj-dns

no set client username

ike-id nosfiHoe neyaTHoe 3HadeHue IKE-ngeHTudmkatopa naptHépa ISAKMP
coeHeHus;
cert-subj-cn nonHoe nevyatHoe 3HadveHne nons CommonName (“CN=...”) n3 onmucanus

(Subject) ceptudmkara naptHépa ISAKMP coeauHeHns,
MCNOoJ1b30BAHHOIO Npwu NpoBepke Noanuncu;

cert-subj-ou nornHoe nevartHoe 3HayeHne nonst OrganizationUnit (“OU=...”) n3
onuncaHus (Subject) ceptndukaTta naptHépa ISAKMP coeanHeHus,
MCMNONb30BaHHOIO NP NPOBEPKE MOAMNUCH;

cert-altsubj-email NonHoe nevaTHoe 3HayeHue nons EMail (‘EMAIL=...") n3
anbTepHaTMBHOro onucanus (Alternative subject) ceptudmkara naptHépa
ISAKMP coeguHeHus1, UCNONb30BaHHOMO Npu NPOBEpPKe NOANUCH;

cert-altsubj-dns nonHoe nevartHoe 3HayeHne nons DNS (“DNS=...”) n3 anbtepHaTnBHOro
onucanus (Alternative subject) ceptudpmkara naptHépa ISAKMP
coeunHeHnA, NCnonb3oBaHHOIO Npu nNpoBepke noanvcu.

PeXxumbl KOMaHAabl Crypto map configuration.
3HayeHue No yMonyaHuio HET 3Ha4YeHNs NO YMOMYaHMIO.

PekoMeHOaumm no MCnosfib30BaHUIO

Ons Toro, 4to6bl 3agaTb ayTeHTUdMKaumo nonb3oatens Ha RADIUS-cepBepe HeobxoamMmMo Kpome
AaHHON KOMaHAbl yKasaTb CNUCOK ayTeHTUMUKaUUM — KOMaHAay set client authentication
list. Ecnv 3agaTtb TONMbKO OOHY M3 3TMX KOMaHA, koHBepTupoBaHue Cisco-like koHdurypaum 6yget
HeycrneLlHbIM.

OTnnyme gaHHOMW KOMaHAbl OT nogoo6Hon komaHabl Cisco |0S:

[aHHasa komaHga otcytcTByeT B Cisco 10S.
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reverse-route (crypto map)

KomaHga reverse-route BKNOYaET UCnonb3oBaHne MexaHuama Reverse Route Injection (RRI).
[nsa oTkno4eHna ncnonb3oBaHusa mexaHnama RRI Ha AaHHON KpunTokapTe NPYMEHSIeTCS Ta xe
KOMaHaa ¢ npeuKkcom no.

CuHTakcuc reverse-route

no reverse-route

Pexu1mbl KoMaHAabl Crypto map configuration.
3HayeHue N0 yMONYaHuUKo 3Ha4YeHve No yMOMN4YaHuo OTCYTCTBYET.

PekomeHaaLMM No UCNOJib30BaHUK

RRI (Reverse Route Injection) — 370 HOBbLIV MEXxaHU3M CBA3W ynpasneHus Tononornen VPN u
CUCTEMON MapLIpyTM3aLunn, NO3BONAOLWNA MapLIpyTaM K yaaneHHbIM 3alneHHbIM NOACETAM U
KnueHTam, aBTOMaTU4eCKkn NpUHMMaThb yyacTue B Npouecce MapLupyTusauumn.

Cmbicn mexaHmama RRI cocTont B TOM, YTO nocre co3gaHus 3alulleHHoro coeanHenns IPsec SA,
B Tabnuuy MapLupyTmnsaumm wnio3a 6e3onacHocTy ¢ BKtoYeHHbIM RRI aBToMaTuyeckn BHOCUTCS
3anncb O MapLUpyTe K yaaneHHoW ceTn napTHepa unu KnueHTy. MNpn HapyLeHMn 3aLlUmLLEHHOrO
coeanHeHus gobaBneHHbI MapLpyT 13 Tabnuubl WN3a yganseTcs.

MexaHnam RRI MOXeT MUcrnonb3oBaTbCs B ceTAX GorbLIOro pasmepa Ans obecneyeHnss HagexHOCTU
— B CXeMax pe3epBuUpoBaHUsi ¢ 6anaHCUpPOBKO CETEBOW HarpysKu.

[ns onoBeLleHns coceaHMX CeTEBbIX YCTPOMCTB, CTOSLLMX 3a LUMH30M 6e30MacHOCTU, O JOCTYMHbIX
€My XOCTax, CETSX, HOBbIX MapLUpyTax, COOTBETCTBYIOLLUX U3MeHeHNsM B Tononoruu VPN,
MCMONb3YTCA MPOTOKOMbI AUHAMUYECKON MapLLpyTu3aumu, Hanpumep, RIP. Takue npoTokonbl
MapLIpyTU3aumny peanuaoBaHbl B nakeTe nporpamm Quagga.

Bonee nogpobHoe onncaHne npumeHeHnsa MexaHuama RRI gaHo B AoKyMeHTe «HacTponka wwinio3a»
(Settings_gate.pdf)

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

OTcyTCTBYIOT AOonNoJIHNUTENbHbIE NapaMeTpbl.

MNpeaynpexaeHue: HeLOMYCTUMO BPYYHYIO U3MEHSATL UNW yAansaTb NpaBuna mapLipyTusaumm,
KOTOpble aBTOMaTUYeCKN (hOPMUPYIOTCS MPU UCMONb30BaHUKN TexHornormn RRI.
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crypto dynamic-map

KomaHga crypto dynamic-map MCNonb3yeTcst Ans co3aaHust Habopa AUHaMUYECKUX
KpunTorpaduyeckmx kapT. Takke aTa KOMaHAa UCMonb3yeTcs AN BXOAa B PEXMM Crypto map
configuration.

[nsa yopaneHus Habopa 3annucen unn ogHom 3anucy AMHaMMUYeckon Kpuntorpaduyeckomn KapThbl
ncnonb3yeTcs Ta Xe KomaHaa ¢ NpedUKCoM no.

CuHTakcuc crypto dynamic-map dynamic-map-name dynamic-seg-num

no crypto dynamic-map dynamic-map-name [dynamic-seq-
num]

dynamic-map-name  yKasblBaeT MMs Habopa 3anucen AMHaMU4eCKon KpunTorpadmyeckon

KapThbl

dynamic-seg-num yKasbiBaeT HOMep KOHKPETHOW 3anncu AMHaMUYEeCKOn KpunTorpaduyeckomn
KapTbl.

3HauyeHue No yMONYaHuio 3Ha4YeHve No yMOMN4YaHuio OTCYTCTBYET.

Pexu1mbl KoMaHAabl Global configuration. [JaHHas koMaHga ocyuiecTenseT

nepexo B pexum crypto map configuration.

PekomeHaaLMmM No UCNosib30BaHUK

WMcnonb3yinTe 3Ty KOMaHgy AN co3aaHus WwabrnoHoB NONUTUKN, KOTOPbIe MOTyT BbITb
1Crnorb30BaHbl B NPOLIECCE COornacoBaHns napameTpoB SA ¢ napTHEpoOM, Aaxe ecriv Bbl He 3HaeTe
BCEX MapameTpoB KpunTorpadmyeckon kapTol, Tpebyembix Ans B3anModenCcTBUs ¢ yaaneHHbIM
napTHepom (Takux, kak ero IP address). Hanpumep, ecnu Bbl He nmeeTe NonHown nHdopmMalun 060
Bcex IPsec napTHepax, ncrnonb3oBaHne AMHaMUYeckux Kpuntorpauyeckux KapT no3BonmT Bam
co3gatb SA ¢ nogobHbiM napTHepom. OgHako, npouecc co3gaHna SA He ByaeT HavaT 4o Tex nop,
noka ycneLlHoO He 3aBepLlumTcs ayTeHTudukaums IKE.

YaaneHue
YpaaneHue Habopa 3anuceit AMHaMNYeCcKon KpUNTOKapTbl BbINONHAETCS KOMaHO0M
no crypto dynamic-map <dynamic-map-name>.

B cny4ae, ecnu ygansembin Habop 3anuncen Kpuntorpagryeckon kapTbl OTCYTCTBYIOT B
KOHdMrypauum, To BblJaeTcsi COOTBETCTBYHOLLEee cooblieHne 06 owmnbke: Could not find
crypto map template <dynamic-map-name>

Ecnn CylleCcTByeT XOTA Obl OHa KpuntokapTa, CCbinatwaaca Ha Ha60p 3anucen c YKa3aHHbIM
MMeEHeM, BblaaeTcs cooblleHne 00 owmnbke: crypto map template in use by crypto map;
cannot delete

YaaneHue 3anvcu guHaMmn4eckom KpUnToKapThbl BbINOSTHAETCS KOMaHOoM
no crypto dynamic-map <dynamic-map-name> <seg-num>.

B cnyyae, ecnv ygansemas 3anucb QUHaMUYECKOWN KpunTorpadmyeckor KapTbl OTCYTCTBYHOT B
KOHdMrypauum, To BblJaeTcsi COOTBETCTBYOLWEee coobuleHne 06 owmnbke: Could not find
crypto map template entry <dynamic-map-name> <seqg-num>.
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Ecnu gaHHas 3anucbk eUHCTBEHHAs C yKa3aHHbIM MMEHEM U cyLlecTByeT XoT4 6bl 0aHa
KpunTokapTa, CCbiNnarwLLascs Ha AaHHbIA HAabop 3anucen, BblgaeTcs coobLueHne 06 ownbke:
crypto map template in use by crypto map; cannot delete.

B pexxmme HacTponkm napameTpoB Kpuntorpadu4eckon KapTbl MOTYT MCNOMb30BaTbCA criegyrolime
KOMaHApbl (CUHTaKCUC 3TUX KOMaHg coBnagaeT C CMHTaKCMCOM TaKmMX >Xe KOMaHg npu nepexoge B
PEeXUM HAaCTPONKM KpUNTorpadu4eckom KapTbl KOMaHAOW crypto map):

set pfs — ycrtaHasnmeaet onuuio PFS
set security-association lifetime — ycTaHaBnusaeT Bpems Xu3Hu IPsec SA.

set transform-set — CBSI3blBAET 3anNMCb KpunTorpadnyeckon kapTbl ¢ Habopamm
npeobpasoBaHuni

set pool — ycTaHaBnMBaeT Nyn aapecoB Afs 3anucu Kpuntorpaguyeckon kapThbl.
set identity — CBA3bIBAET 3anUCb KpUNTOrpadmnyecKom KapTbl CO CMINCKOM MAEHTUUKATOPOB

match address — CBSA3bIBAET paCLUMPEHHBIA CNIMCOK AOCTYMa C 3anuncbio Kpuntorpaduyeckon
KapTbl

set ip access-group YyCTaHaBNMBaeT Npasuna hunbTpaumm, NpUMEHseMbIe K BXOOALLNM
IPsec naketam nocne gekancynsauuu, Unm K ucxogawmm IPsec naketam 0o MHKancynsauum

exit — BbIXOA M3 KOH(PUIypaUMOHHOIO pexnma.
Obs3aTenbHON KOMaHOOW B 3TOM CMUCKE ABMSeTCH KoMaHaa set transform-set.

3anvcn gnHammnyeckon Kpuntorpadomnyeckonm kapTbl, NTOAOOHO 3anNncaAM CTaTUYECKMX
Kpuntorpadumyecknx kapT rpynnupytoTcs B Habopbl 3anucein (ceTbl). [locne Toro, kak ¢ MOMOLLbIO
KOMaHfpl crypto dynamic-map onpegeneH Habop 3anvucern QUHaMUYeCcKon Kpuntorpaduyeckom
KapTbl (KOTOPbIA OOLIYHO COAEPXKMT TONMbKO OOHY 3amnuCb), Er0 HEOOXOAMMO CBS3aTh C 3anu1Chbio B
"poantenbckon" Kpuntorpadmnyeckon kapte. ATa onepaunsa NPoN3BOANTCS C MOMOLLbIO KOMaH4bI
crypto map. 3aTem 9Ta "pogutenbckan” kpuntorpaduyeckas kKapta gomkHa 6biTb NpuBa3aHa K
UHTepdency.

3anvcu B "poautensckon” KpuntorpadmMyeckon kapTe, Cebinarolmnecsa Ha AnHaMmnyeckue
Kpuntorpadumyeckune kapTbl JOMKHbI UMETb Bonee HU3KUA NPUOPUTET, NO CPAaBHEHUIO C OCTaNbHBIMM
3anucamun. To AOCTUraeTcs NpucBanBaHUeM TaknM 3anmMcsiM HamBbICLLIMX HOMEPOB (YEM BblLLe
HOMep 3anucu, TEM HUXE ee NPUOPUTET).

Mpumep

Hwxe npuBeaeH npuMep MCMomnb3oBaHUA KOMaHadbl crypto dynamic-map. B aTom npumepe
3anMcb CTaTMYeCcKon Kpuntorpaduydeckomn kaptel "mymap 30" ccoinaeTca Ha AMHAMUYECKYHO
KpunTtorpadguyeckyto KapTy

Router (config) #crypto dynamic-map mydynamicmap 10
Router (config-crypto-map) #match address 103

Router (config-crypto-map) #set transform-set my t setl my t set2
my t set3

Router (config) #crypto ipsec transform-set my t setl esp-3des esp-sha-
hmac

Router (config) #crypto ipsec transform-set my t set2 esp-md5-hmac
Router (config) #crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) fmatch address 101

Router (config-crypto-map) #set transform-set my t setl

Router (config-crypto-map) #set peer 10.0.0.1
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Router (config-crypto-map) #set peer 10.0.0.2
Router (config) #crypto map mymap 20 ipsec-isakmp
Router (config-crypto-map) #match address 102
Router (config-crypto-map) #set transform-set my t setl my t set2
Router (config-crypto-map) #set peer 10.0.0.3

Router (config) #crypto map mymap 30 ipsec-isakmp dynamic mydynamicmap
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KoMaHabl HACTPOUKN KOHTEKCTHOU ounbTpauuu

ip port-map

KomaHga ip port-map ucnonb3yeTcs Ans accoumaumm NnpoTOKONoB (CePBUCOB) NPUKNAAHOMo
ypoBHs1 ¢ Homepamu TCP-noptoB (PAM — Port to Application Mapping) u nossonset
nepeHanpasnaTe TpPaduK CTaHO4aPTHBIX (CUCTEMHBIX) MPOTOKOJIOB, @ TAKKe CEPBUCOB, 3aJaHHbIX
nonb3oBaTtenem, Ha nobon TCP-nopT.

KomaHga ¢ npedunkcoM no yCTaHaBNMBAET 3HAYEHNE NO YMOJSTHAHWIO.

CuHTakcuc ip port-map appl-name port [tcp] port-num*| from begin-
port-num to end-port-num [list acl-num] [description
description-string]

no ip port-map appl-name port [tcp] port-num*| from
begin-port-num to end-port-num [list acl-num]

appl-name Ha3BaHMe NPOTOKOIa NPMKNaaHOro ypoBHs (cepsuca). MoryTt 3agaBaTbes
CTaHOapTHble (CUCTEMHbIE) CEPBUCHI M NONb30BaTeNbCKUE,
onpegeneHHble nonb3osarenem. CUCTEMHbIE CEePBUCHI aCCOLMMPYIOTCS C
06LLEen3BECTHBIM HOMEPOM MOPTa M NpeAcTaBneHsl B Tabnvua 12.
Monb3oBaTenbCKMN CEPBUC 3a4aeTCA MMEHEM, KOTOPbIN AOSHKEH
HaumMHaTbCA C npedmkca “user-“ n No AnvHe He A0IMKEH npeBbiwaTb 19
C/MBOJIOB

tcp Hanun4yne nnm oTCyTCTBUE 3TOrO Krro4eBoro crioea He urpaet
CYLLIEECTBEHHOWN ponu

port-num Homep TCP-nopta. Mpu HanMuumn B KOMaHAe CrnoBa tcp MOXHO 3afaTtb
nepeyuncrieHne 4o nATv NopToB MM AnanasoH NopToB. [Mpu oTCcyTCTBUM
CroBa tcp — paspellaeTcs 3a4aTb TONbKO OAWH NOpT

begin-port-num HavanbHbI NOPT AMana3oHa NOpPTOB, AOIMKEH BblTb MeHbLLE KOHEYHOTO
nopta

end-port-num KOHEYHEI NopT AuanasoHa rnopToB

acl-num CCbIfKa Ha MMs CTaHO4APTHOr0 HYMEPOBAHHOTO CMMCKa A0CTyna, KOTOPbIN

orpaHu4MBaeT AaHHbI cepBUC OIS onpeAerneHHbIX XOCTOB M NoAaceTel.
Ecnu cnncok goctyna oTcyTCTBYeT B KOHpMrypaumu, To AaHHas komaHaa
UrHOPUpPYeTCS NPU KOHBEPTUPOBAHUM KOHAUIypaLumm

description-string CTpOKa C NPOU3BOSbHbLIM ONUCaHMNEM.

CucmemHo-3ad0aHHbIe coomeemcmaeusi

Tabnuua 12
Uma npoTtokona, cepBuca | Homep noprta OnucaHue
ftp 21 File Transfer Protocol
telnet 23 Telnet
smtp 25 Simple Mail Transfer Protocol
gopher 70 Gopher
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pop3 110 Post Office Protocol — Version 3
nntp 119 Network News Transport Protocol
imap 143 Internet Message Access Protocol
imap3 220 Interactive Mail Access Protocol 3
Idap 389 Lightweight Directory Access Protocol
login 513 Remote login

3HayeHue No yMonyaHuio 3Ha4eHne No yMon4aHuo OTCyTCTBYET

PeXumbl KOMaHAbI Global configuration

PekomeHaaLMmM No UCNOJIb30BaHUKD

Wcnonb3yiiTe aTy kKoMaHAy, YToObl NepeHanpaBnTb TpaduK CTaHAAPTHBLIX CEPBUCOB Ha Apyrve,
OTNMYHbIE OT 06LLEeN3BECTHbIX, MOPTbl. MOXHO Takke 406GaBNUTL HOBbIV MOPT K OGLLEN3BECTHOMY
nopTy. [INs NPUNOXEHWIA, KOTOpble NCNOMNb3YIOT HeoObLLLen3BeCcTHbIe NOPThI, co3aanTe
nonb3oBaTenbCKUi CepBHUC.

DobGaBnieHue 3anMcu K CUCTEMHOMY port-map

CuctemHo-3aaHHble COOTBETCTBMS CYLLECTBYIOT HEABHO U UX MOXHO MCMNOMb30BaTh B KOMaHAe ip
port—-name, He BBOAA HUKaKUX OOMONHUTENbHbIX KOMaHA.

[ns nobaBneHnss HOBOro NOPTa K CUCTEMHOMY CEPBUCY HanuLLIMTE KOMaH4y C CUCTEMHbBIM port
map M oHa Jo6aBMT HOBYIO 3aNMCh B Y)XKe CYLLLECTBYIOLWMA port map (HO He 3ameHuT ero!). Mpumep:

ip port-map ftp port 2100
laHHasa komaHZa npvBedeT K ToMmy, YTo Ans ftp 6yaeT ABe 3anucy (ogHa siBHas U ofHa HesiBHas ).

!'!'l HesBHas samuce!!! ip port-map ftp port tcp 21 description File
Transfer Protocol

1! dBras sanmce!!! ip port-map ftp port 2100

OrpaHu4yeHns Ha NOPThbI

3anpelleHo 3agaBaTb NOPThI, yXKe BXodsALMe B ApYroi port-map (MPW YCNOBUK, YTO OISt HEro He
3afgaHa no-popma KoMaHbl). 3TO OTHOCUTCS K €UHMYHOMY MOPTY, NepPedncreHno Unu auanasoHy
NoOpTOB, B KOTOPbIe BXOAMT AaHHbIA NopT. Hanpumep,

ip port-map ftp port tcp 23
ByneT BblgaHo coobueHne o6 owmnbke:
%Unable to add port-map entry.
It conflicts with the system entry for telnet.
Please delete it before adding this entry

A ecnu B KOHUrypaLmm yxe CyLLleCTBYeT Nonb30BaTenbCKUN CEPBUC C UMEHEM user—-port-map-
1 n oH cogepxut B cebe nopt 2100, TO Ha KOMaHZY

ip port-map ftp port tcp 2100
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Oyaet BblgaHo coobueHne 06 owmnbke:
%Unable to add port-map entry.
It conflicts with the user-defined entry for user-port-map-1.

Please delete it before adding this entry

OTmMeHa CUCTEeMHOro port-map

HesBHO 3aaHHY0 3anNUCb CUCTEMHOMO port map MOXHO OTMEHUTb C MOMOLLbIO no-hOPMbI
KomaHgpl. [pnyem gaHHasa no-komaHaa Oyaet otobpaxaTbes Mo show running-config
(BO3MOXHO B paclumMpeHHom Buae). Npumep: xoTum nepeHanpasutb Tpaduk ftp Ha HecTaHaApPTHLIN
nopt 2100, Ang 3TOro BbINOSTHUM:

no ip port-map ftp
ip port-map ftp port 2100
Mo komaHae show running-config OyaeT nokasaHo:
no ip port-map ftp port tcp 21 description File Transfer Protocol
ip port-map ftp port tcp 2100
OTMeHUTb no-KoMaHay MOXHO cneayrouwmnmm o6pa30M:
ip port-map ftp port tcp 21
A no KomaHge show running-config OyaeT nokasaHo:

ip port-map ftp port tcp 21

Ownana3oH NopToB

I'IpM 3aJaHuKn gmManasoHa Ha4yanbHbIN nopt 006s13aTENbHO AOMKEH OblTb MEHbLLE KOHEYHOIO nopTa. B
NPOTUBHOM Clly4ae BblAaeTCA coobuieHue:

%$Unable to add port-map entry.

In a range, beginning value should be smaller than the end

CchbIsIKa Ha NUCT gocTyna

Ecnun B HeCKONbKUX KOMaHOaxX ip port-map CYLECTBYIOT MPUBA3KM K OOHOMY 1 TOMY Xe NUCTY
OOCTyna, TO Npu obHapy>XeHUN KONNn3ni B KOMaHdax BblgatoTcst coodeHus ob owmnbkax.

Ecnu B HECKOIBbKUX KOMaHAaxX CyLLECTBYIOT NMPUBSI3KM K pa3HbIM NUCTaM AoCcTyna (C pa3HbiMU
HOMepamMu, MeXZy HUMMW JOMyCKalTCs nepecedeHnst Unu gaxe nosiHoe CoBNafeHune) unm ecnm B
OfHOW KOMaHAe 3agaH NUCT 4OoCTyna, a B APYroi — HET, TO 3TU KOMaHAbl He CpaBHUBAOTCA. B HUX
fonyckatotcs nobble nepeceyeHns 1 CoBnaeHnsl HOMEPOB NMOPTOB.

I'Ipvlmep KOppeKTHOVI nocrnenoBaTesribHOCTU KOMaHA4:
ip port-map user-port-map-1 port tcp 2100 list 1
ip port-map user-port-map-1 port tcp 21 list 1
ip port-map user-port-map-1 port tcp 23 list 2
ip port-map ftp port tcp 23 list 1
ip port-map ftp port tcp 2100
I'Ipvlmep oLinboyHom nocneanoBaTesribHOCTU KOMaHA4:
ip port-map user-port-map-1 port tcp 2100 list 1
ip port-map ftp port tcp 2100 list 1 !!! HempaBumabHO !!!
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Ecnu BTOpOI pa3 nponucbiBaeTcs kKoMaHaa, KoTopasi Y»ke CYLLECTBYET B KOH(UrypaLmm
(coBnageHue ¢ TOYHOCTLIO A0 description), OHa UrHopupyeTcsa 6e3 Bbigayum coobLueHurn oo
owwmnbke. NoeeneHune, aHanornyHoe Cisco |0S.

Ecnu B nucTte goctyna Mcnonb3ylnTcsa MoaMdpukaTopbl 1og U log-input, To 6yaeT npoucxoant
norvpoBaHue nakeToB, NPoxoasaLmx Yepes inspection puneTpbl. CoobLEeHNS nora nokasbiBaoTCH B
cnegywowem Buae:

Inspect <inspect-name> <acl-name>

roe <inspect-name> — M4 inspection; <acl-name> — UMS NUCTa 4OCTyNa, NPUCOEANHEHHOTO K
port-map, Ha KOTOpYIO CCbiflaeTcs AaHHbIN inspect.

Mpumep:
dparmMeHT KoHUrypaumm:
access-1list 95 permit 10.20.30.40 log
!
no ip port-map telnet port 23
ip port-map telnet port tcp 23 list 95
!
ip inspect name inspectl telnet
CDparmeHT BbiBOOA B COO6LLI,eHl/IVI nora:
Inspect inspectl 95

B Cisco I0S 3anvcu ¢ mogmdmkaTopoM log He paboTaloT Npy HCNEKTUPOBaHUN Tpaduka.

Monb3oBaTenbLCcKun port map

Ha nmsi nonb3oBaTenbckoro cepBumca CyLLECTBYIOT XeCTKUe orpaHunyeHus (aHanormyHo Cisco 10S).
Ecnun nvs He HaunHaeTcs ¢ npedumkca “user-*, To BbigaeTcs coobLeHue:

$Unable to add port-map entry.
Names for user-defined applications must start with 'user-'

Mmsa no anvHe He gomkHO npesbiwaTth 19 cumBonos. Mpy HecobnoaeHUN 3Toro Npaeuna BblgaeTcs
cooOLLieHue:

%$Unable to add port-map entry.

Application name is too long. Maximum allowed characters for application
name are 19

CnoBo tcp 06s3aTeNbHO AOMKHO NpUCYTCTBOBaTb. Mpy HecobnogeHMn 3Toro npaesuna BbigaeTcs
cooOLLieHune:

%Unable to add port-map entry.
TCP protocol must be specified for user-defined applications

[ob6aBneHne 3anncemn B yXXe CyLLECTBYIOLLNIA MOMb30BATENbCKUA port-map, CChIfika Ha NUCTbI
O0oCTyna, BO3SMOXHble OLLINOKM aHanOrn4YHbI YKa3aHHbIM AnA CUCTEMHbIX port map.

KomaHga show running-config

CnoBo tcp nokasbiBaeTcs Bceraa, He3aBUCUMO OT NPUCYTCTBUA B KOMaHOe.

CncTemMHO-3aaHHble COOTBETCTBUSA HE NOKA3bIBAKOTCSH, XOTS U CyLLEeCTBYIOT HEABHO.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 163



Bel VPN Gate-V 4.1. Cisco-like komaHabl

YpaaneHue
CyllecTByeT BO3MOXHOCTb yaanuTb BECb port map OAHOM KomaHgon. ®opmaT KoMaHAabl:
no ip port-map appl-name

I'IgmmeanMe: B Clly4ae MnoJib3oBaTesibCKUX port map AaHHadA KOMaHda yaandeTt BeCb port map
LLeNIMKOM; B Cly4ae CUCTEMHOMO port map — yAansieT Bce user—-defined nopTel n gobasnseT B
KOHdMrypaumio no-opMy kKoMaHabl Anst pre-defined NOPTOB (€CNM €€ Ha 3TOT MOMEHT elle He
ObIr10).

Ecnu gaHHoOro port map He CyLlecTByeT, BblgaeTcs coobLeHme:
%Unable to remove port-map entry.
Port-map entry for application <appl-name> is not found

Mpu yganeHum Nonb30BaTbCKOro port-map LENNKOM (CM. NpeablayLnin NyHKT) Unm npu yganeHmu
nocrnegHen 3anvcu Takoro port map M €Cnv MMeeTcs NpMBA3Ka K inspection npasuny, To
BblAaeTcs coobLleHve Buaa:

Removed <port-map-name> from inspect rule <inspection-name>

Ecnu B gaHHOM inspection nNpaBune He ObINO NPUMBSA30K K APYrMM NPOTOKONam (T.e. AaHHbIN
inspection rule yganseTcs), TO BblAalTCs ABA COOOLEHNS:

Removed <port-map-name> from inspect rule <inspection-name>
Removed inspect rule <inspection-name>

Ecnu gaHHbIi port map NPUCYTCTBYET B pasHbIX inspection NpaBunax, ykasaHHble Bbille
CTPOKM NOKasbIBaOTCS ANA KaX4oro inspection npasuna.

I'Ipmmep. Ha cnenywLlyr nocnenoBaTtesibHOCTb KOMaHA!
ip port-map user-port-map-1 port tcp 2100
ip inspect name inspect-1 user-port-map-1
ip inspect name inspect-1 tcp
ip inspect name inspect-2 user-port-map-1
no no ip port-map user-port-map-1
OyaeT BblgaHo:
Removed user-port-map-1 from inspect rule inspect-1
Removed user-port-map-1 from inspect rule inspect-2

Removed inspect rule inspect-2

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komaHabl Cisco 10S:

He ncnonb3yeTca npoTokon TpaHcnopTHoro yposHs UDP.
CuncTeMHble NPOTOKOIbI 1 NoNb3oBaTeNbckue 06pabaTbiBalOTCA O4MHAKOBO.

[na npoTtokona ftp dopmupyeTcs inspection npouenypa ftp<>, Ans Bcex ocTanbHbIX NPOTOKOSOB —
npouenypa tcp<>, a y Cisco — cneuyuduyeckue npoueaypsl ang SMTP, HTTP n 1.n0.
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ip inspect name

KomaHgoa ip inspect name NpUMEHSAETCHA ANSA CO3aHWSA Npasuna NpoBepku Tpaduka ans
NPOTOKONOB NPUKNagHoro ypoeHs u TCP. B aTom cnyyae wnio3 6e30nacHOCTU BbIMOSHAET PyHKLMK
MEXCEeTEBOro akpaHa, ucrnonbays cpeactea CBAC (Context-Based Access Control — ynpaBneHue
AOCTYNOM Ha OCHOBE KOHTEKCTA).

YnaneHue npaeuna NpoBepKN OCYLLECTBNSETCS TOM e KOMaHAoW ¢ NpedmrKCoM no.

CuHTakcuc ip inspect name inspection-name protocol [alert {on |
off}] [audit-trail {on | off}] [timeout seconds]

no ip inspect name inspection-name protocol [alert {on
| off}] [audit-trail {on | off}] [timeout seconds]

inspection-name M Habopa npaBun NPoBepKU. [MHa MUMEHUN He AOKHa NpeBbiaTth 16
CMMBOJIOB, Npu GonbLuel AnvHe oHo 6yaeT cokpalleHo Ao 16 cuMBOMoB

protocol NPOTOKOI, MOXET ObIThb tCP MM NPOTOKOM MPUKNAgHOIo YPOBHS (CEpBMIC)
(cucTeMHbIV UK NoNb30BaTENbCKUIA, 3a4aHHbIA B KOMaHAe ip port-—

map)

alert ANS KaXJ0ro NpOTOKoa MOXHO BKITIOUUTL/BBIKMIOYNUTL BblAayy TPEBOXKHbIX
coobLeHnn Ha KoHcornb (ypoBHS alert). Ecnu aTa onumsa He ycTaHoBMeHa,
TO MO ymonyaHuto GepeTcs HacTporika M3 KOMaHdpl ip inspect alert-
off (rnobanbHas HacTponka)

audit-trail ONS KXXA0ro NPOTOKONa MOXHO BKIIOYMTL/BLIKIMIOYUTL BEAEHME XypHana
ayauTa, 3anncu KOToporo BblAakTCsl Ha KOHCOMb NOCHe 3aKpbITUs KaXaom
ceccuun. Ecnn ata onums He ycTaHOBIEHa, TO No ymonyaHuto 6epetcs
HacTpoWKa M3 KOMaHAdpl ip inspect audit-trail (rmobanbHas
HacTpoWnka)

seconds BpeMSsl, B TEYEHNE KOTOPOro AOMYCKaeTCs CyLLEeCTBOBaHNE HEAKTUBHOTO
ceaHca TCP. Ecnu aTa onuus He ycTaHOBMeHa, TO N0 YMOMYaHuIo
BGepeTcsa HacTporika U3 KOMaHabl ip inspect tcp idle-time
(rmobanbHas HacTpowika).

3HayeHue No ymon4yaHuio 3Ha4yeHue No yMOoSI4aHuio OTCYTCTBYET.

Pexumbl kKOMaHabI Global configuration.

PekoMeHOaumm no Mcnonb30BaHUIO

MpaBuno nposepku Tpaduka ncnonbdyetca Ana stateful punbTpaumm — KOHTEKCHOM UnbTpauUUm
Tpaduka.

[ns Kagoro NpyKnaaHoro NpoTokora cosaanTe CBoe NpaBurio.

Y1066l 106aBUTE NMPABUIIO C HOBLIM MPOTOKOIIOM B YK€ CYLLIECTBYIOLLMIA HAGop NpaBun NpoBepku
MCMomnb3ynTe TO Xe UMSl inspection-name Habopa NpaBMN NPOBEPKU.

Ecnu BBECTM KOMaHAY ANS yXKe CYLLeCTBYIOLLEN 3anucu, To anga Hee 6yayT nobaBneHbl/M3MeHeH bl
HacTponku (alert, audit-trail n/unu timeout). MNpu 3ToM yOpaTh CyLLECTBYHOLLYIO HACTPOWNKY HENbB3S.
Hanpuwmep:

B koHbuMrypaumm cyLecTByeT 3anmchb:
ip inspect name inspect-1 user-port-map-1 alert on audit-trail off
Ecnu BBecTtun KOMaHAOy:

ip inspect name inspect-1 user-port-map-1 alert off timeout 1000
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To B kOH(purypaumm byaet copmmnpoBaHa kKomaHaa:

ip inspect name inspect-1 user-port-map-1 alert off audit-trail off
timeout 1000

[MpumeyaHwue: cobnoganTe OCTOPOXKHOCTb NPU UCNOMNb30BaHUM COBMECTHO C ounbTpaunen no
pacnvcaHuo. [JuHamuyeckoe npaBumo, CO34aHHOE B AManasoHe BPpEMEHM, YKa3aHHOM B
pacnvcaHum, npogorkaeT paboTaTb 1 Nocrne 3aBepLUeHns JaHHOTO AManasoHa BpeEMEHM.

Ecnun Heobxoammo, 4Tobbl KOHTEKCTHast unbTpaums paboTana no pacnMcaHuio, To B JaHHOM
cUTyaumm NonuMTMKy 6€30MacHOCTU MOXHO CO34aTb MPYM NOMOLLM KOHUrypauuoHHoro danna (cm.
OoKymeHT «Co3gaHue KOHUrypaumnoHHoro damnnay).

YpaneHue

YnaneHve 3anucu, CBsiI3aHHOW C onpeaeneHHbIM NPOTOKONOM protocol, B Habope npasun ¢
UMEHeM inspection-name OCYLIECTBNAETCA KOMaHOOMN

no ip inspect name inspection-name protocol

Ins yaaneHust Habopa npaBun NPOBEPKN C UMEeHeM inspection-name UCNOMb3yeTcs KoMaHAaa:

no ip inspect inspection-name

Mpwv yoaneHuyn Habopa npasu NPOBEPKX, MPUBA3AHHOTO K OAHOMY UM HECKOJBKUM MHTEpdeiicam,
NpoMCcXoanT aBTOMaTMYeckoe yaaneHue npuBssku 6e3 Bblgayn creumanbHOro CoobLLEHMS.

,D,J'Iﬂ yoaneHunda Bcex Ha60pOB npaBun NPpoBEPKN UCMNOJIb3yeTCA KOMaHaa:
no ip inspect

I'IpM 3TOM BCe 3Ha4YeHus rnobanbHbIx HaCTpPOEK, CBA3aHHbIX C CBAC, NPUHNMAKOT 3Ha4YeHUA Nno
YMOJTHaHUIO.

OTnnyme gaHHOM KOMaHAbl OT NoAo6Hon komMaHabl Cisco 10S:

B npoTtokonbl, KOTOpbIE HYXHO MPOBEPUTL, HE BXOAAT cTaHpaapTHele UDP uicmp.

Tpaduk (BXOAALLMN UNN UCXOASALLNIA), OAHUM U3 KOHEYHbIX MYHKTOB KOTOPOTO SBMASiETCA cam
poyTep, obpabaTbiBaeTcs, Takke kak n nobon gpyron. Y Cisco Takon Tpavk He nonagaeT nog
aencteue inspect npasun.

Jluct pocTyna, Yepes KOTopbI MaeT TpaduK, MPOTUBOMNOMOXKHbIA MHCNEKTUPYEMOMY, MOXET BbITb
cTaHaapTHbIM, Cisco TpebyeT, 4Tobbl NUCT gocTyna obsAsaTensHo bbin extended.
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ip inspect alert-off

KomaHga ip inspect alert-off NPUMEHsiETCS ANt OTMEHbI BblAauy TPEBOXHbLIX COODLLEHMI
(ypoBHsi alert) Ha koHCOSb NpY NpoBepkKe TpadvKa Arst BCEX NPOTOKOSIOB NPUKIaAHOro YPOBHS.

KomaHpa ¢ npedumkcom no paspeluaet Bbigady alert-coobuieHuni Ans NnpoToKoNoB NPUKNagHoro

YPOBHS.
CuHTakcuc ip inspect alert-off

no ip inspect alert-off
3HayeHue No ymonyaHuio Ha KOHCOfb He BblaaloTcsa cooblleHus ypoBHS alert.
Pexu1mbl KoMaHAabl Global configuration.

PekomeHaaLMM No UCNosib30BaHUK

OT1a KomaHaa AsnsieTcs rnobanbHOM HAaCTPOMKOMW ANS BCeX MPOTOKONOB NPUKNaAHOIo YPOBHS U
MCMnonb3yeTcs Npu OTCYTCTBUM onumn alert {on|off} B KOMaHAe ip inspect name ANg
yKasaHHOro npoTokona.

TpeBoXxHble cO0OLLEHNS BYOYT BblAaBaTbCs Npy 0GHapYXeHUn aTak GroOKMPOBaHUSA cepBuca 1
APYrvX NPeAYyCMOTPEHHbIX B KOHUrypaLuu.
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ip inspect audit-trail

KomaHoa ip inspect audit-trail NpUMeHsieTcs ANSA BEAEHUS XypHana ayauTta, 3anucu
KOTOporo 6yayT BblgaBaTbCA HA KOHCOIMb O KaXOO0W Ceccuu, Nocrne ee 3aKpbITUS.

KomaHpga ¢ npedurkcom no 3anpeLlaeTt BegeHue xypHana ayaura.

CuHTakcuc ip inspect audit-trail

no ip inspect audit-trail

3HayeHue No YMOJI4YaHUI Ha KOHCOJIlb He BblAaKTCA COOGLLLeHVIFl.
Pexu1mbl KoMaHAabl Global configuration.

PekomMeHAaLmuu no UcnonbL30BaHUKD

OT1a KomaHaa AsnsieTcs rnobanbHOW HAaCTPOWKOW Ansi BCEX MPOTOKOMOB NPUKNAaAHOro YPOBHSA U
ncnonb3yeTcd Npu OTCYTCTBUM onuun audit-trail {on|off} BKOMaHAe ip inspect name
ANS yKa3aHHOro npoTokona.

KomaHpa ip inspect audit-trail npegocTaBnseT CPeacTBO MOHUTOPMHIA, KOTOPOE MOXHO
ncnonb3oBaTtb Ans otnagku CBAC.

Mcnonb3aynTte AaHHy0 KOMaHay, 4Tobbl pernctpmpoBaTth akTbl HapyLweHUs NHHPOPMAaLMOHHON
6e30nacHOCTU 1 NPUHATbL Mepbl K YCTPaHEHUIO BO3MOXHbIX Yrpoa3.

B >KypHane BeﬂyTCﬂ 3anumcum o BpeMeHI/I ceccun, a,u,pecax XOCTOB UCTOYHUKA U nonyanenﬂ,
HOMean I'IOpTOB, I'IpO,EI,OJ'I)KVITeJ'IbHOCTI/I CyLIJ,eCTBOBaHI/Iﬂ coeanHeHunda n Kkonmn4yecTtee nepep,aHHblx
b6anTos.
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ip inspect tcp synwait-time

KomaHga ip inspect tcp synwait-time ABRS€TCH KOMaHOON ynpaBJieHNA COCTOAHNEM
ceaHca B cucteme CBAC. [JaHHas komaHAa YKa3blBaeT nHtepsalt BpeMeHu, no ncte4eHnm Kotoporo
nporpaMmmMmHoe obecneyeHne 3akpoeT ceaHc TCP, ecnn OoH He ychneeT 3aBepLUnTb NpoLecc
YCTaHOBKU U I'IepeVITVI B YCTaHOBJIEHHOE COCTOAHME.

KomaHga c I'IpeCpVIKCOM no yctaHaBlinBaeT 3Ha4eHne no ymosiHaHuto.

CuHTakcuc ip inspect tcp synwait-time seconds

no ip inspect tcp synwait-time

seconds WHTEepBan BpemeHu B cekyHaax. [lnanasoH 3HavyeHun 1 — 65535.
3HayeHue No yMos4yaHuio 30 cekyHp.
PeXumbl KOMaHAbI Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

Mcnonb3yiTe aTy koMaHay, YTobbl 3a4ath, kak gonro Bel VPN Gate 6ygeT cneanTb 3a COCTOSIHUEM
TCP ceaHca v korga ero 3akpbiTb, €CNy NPOLECC YCTAaHOBKN CeaHca OCTaeTCsl He3aBepLLEHHbIM.

Cuutaetcs, yto ceaHc TCP nepeluen B yCTaHOBMEHHOE COCTOAHME, €CNN OOHapYXXeH NepBbIA NakeT
ceaHca TCP, cogepxawmin donar SYN, KOTOpbIN SABNSiIEeTCS 3anpoCOM KINMEHTa Ha OKpPbITUE ceaHca.

HaHHas komaHga AsnsieTcs rnobansHOW HAaCTPOMKOW, NpUMeHsieMon Ans Bcex ceaHcos TCP,
npoeepsiemMbix ¢ nomoLlso CBAC.
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ip inspect tcp finwait-time

KomaHga ip inspect tcp finwait-time IBNSAETCA KOMaHAOW yNpaBrieHUsa COCTOSAHNEM
ceaHca B cucteme CBAC. [laHHasi KOMaHAa ykasbiBaeT MHTepBan BpEMEHW, B TEYEHNE KOTOPOro
JornyckaeTcs cyllectBoBaHue ceaHca TCP nocrne Toro, kak Bel VPN Gate 3apernctpupyet
nony4veHve naketa ¢ pnarom FIN.

KomaHga c I'IpeCpI/IKCOM no yctaHaslnnBaeT 3Ha4yeHune no ymosi4aHuto.

CuHTakcuc ip inspect tcp finwait-time seconds

no ip inspect tcp finwait-time

seconds WHTepBan BpemeHu B cekyHaax. [lnanasoH 3HavyeHun 1 — 65535.
3HayeHue Mo yMonyaHuo 5 cekyHa.
PeXumbl KOMaHAbI Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

WMcnonbayiTte 3Ty koMaHAy, YTobbl 3agaTb MHTEPBAN BpEMEHW, B TEYeHMe KOToporo ewe byaet
noagepxmeatbest TCP ceaHc, nocne Toro Kak L3 3aperncTpmpyeT norydeHme naketa ¢ gnarom
FIN, koTopbI SiIBNsieTcs yBeAOMITEHMEM O 3aKpbiTUK ceaHca TCP. B TedeHne aToro BpemeHn dyoet
nocnaHo NoATBEPXKAEHNE O nonyyeHnn ysegomnerus ¢ pnarom ACK 1 BbicnaH nakeT ¢ conarom
FIN ot napTtHepa.

HaHHas komaHga ABnsieTcs rnobansHOW HaCTPOMKOW, NpUMeHsieMon Ansi Bcex ceaHcos TCP,
npoeepsiemMbix ¢ nomoLso CBAC.
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ip inspect tcp idle-time

KomaHga ip inspect tcp idle-time ABNAeTCA KOMaHAOWM ynpaBlieHna CoOCToAHNEM CeaHCa B
cucteme CBAC. [aHHasa komaHaa YKa3blBaeT MaKCUMarnbHbI MHTEpPBAall BpeMeHu, B Te4eHne
KOTOPOro JonycKaeTcd CyllecTBOBaHMe HeakTUBHOro ceaHca TCP.

KomaHga ¢ npedunkcoM no yCTaHaBNMBAET 3HAYEHNE NO YMOJSTHAHWIO.

CuHTakcuc ip inspect tcp idle-time seconds

no ip inspect tcp idle-time

seconds WHTEepBan BpemeHu B cekyHaax. [lnanasoH 3HavyeHun 1 — 65535.
3HayeHue No yMos4aHuio 3600 cekyHA.
PeXumbl KOMaHAbI Global configuration.

PekomMeHaaLuu no UcnonbL30BaHUKO

Mcnonb3yiTte aTy koMaHay, YTobbl 3a4aTh UHTEPBAI BPEMEHW, B TEYEHME KOTOporo byaeT
noaaepXXMBaTbCsl HeakTMBHbIM ceaHc TCP.

HaHHasa komaHga aBnsieTcs rnobanbHOM HAaCTPOMKON, MpUMeHsieMon Ansi Bcex ceaHcoB TCP,
npoeepsiemMbix ¢ nomoLlbto CBAC, Ho MoxeT BbiTb NepeonpeaeneHa ans KOHKPeTHoro nHTepdelica
B NpaBune NpoBepKkM ip inspect name C MOMOLLbIO NapamMeTpa timeout.
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ip inspect max-incomplete high

KomaHga ip inspect max incomplete-high SIBNSieTCA KOMaHAOW yrpaBlieHNsi COCTOSIHUEM
ceaHcoB B cucteme CBAC. [laHHasi komaHa yka3blBaeT MakCMMarnbHOe KOJIM4ecTBO
OOHOBPEMEHHO CYLLECTBYHOLLMX MONTYOTKPbITLIX CEAaHCOB, NP AOCTMXKEHNM koToporo Bel VPN Gate
HauMHaeT Ux yaanaTb.

KomaHga c I'Ipeq}I/IKCOM no yctaHaslninBaeT 3Ha4eHne no yMmoJi4aHuto.

CuHTakcuc ip inspect max-incomplete high number
no ip inspect max-incomplete high

number KONMYEeCTBO OAHOBPEMEHHO CYLLECTBYIOLLMX MOMYOTKPbLITHIX CEAHCOB.
[wnana3oH 3Ha4eHnn 1 — 1000000.

3HayeHue No ymonyaHuo 500 OOHOBPEMEHHO  CYLLECTBYHOLUMX  MOMYOTKPbITHIX
CeaHCoB.
Pexunmbl KoMaHAabl Global configuration.

PekomMmeHAaLuu no UcnonbL30BaHUKO

BonbLuoe KonM4ecTBO NONYOTKPLITLIX CEAHCOB (3anpOCOB COEAMHEHMS, OCTaBLUMXCSt 6e3 OTBETOB)
MOXeT 03HayaTb ataky 611okMpoBaHMsa cepBMca UM onpoc NOPTOB BHELHUM Habnogatenem. Ons
TCP nonyoTKpbITbIN CEaHC O3HAYaET, YTO OH HE yCrnern NepenTn B YCTaHOBIIEHHOE COCTOSAHME.

Cuctema CBAC nogcuntbiBaeT obLyee KonuyecTso NonyoTkpbiTbix ceaHcoB TCP n FTP. Koraa
KONMMYECTBO MONYOTKPbITbIX CEaHCOB NPEBLICUT YUCNO number, YCTAHOBNEHHOE KOMaHOOW 1p
inspect max-incomplete high, cuctema CBAC ygansieT ogmH NonyoTKpbITbIA CeaHc, Kak
TONbKO MOSIBMSIETCH HOBLIN 3anNpocC Ha coeanHeHne. YaaneHme npoucxogut 4o Tex nop, noka Yncro
NOMNYOTKPbITLIX CEaHCOB HE CTaHeT MeHbLUe 3Ha4YeHUs, 3a4aHHOro KOMaHAoW ip inspect max-
incomplete low.

Ecnn B kOMaHOe ip inspect max-incomplete high ykasaTb 3Ha4YeHWe number MeHbLUE, YEM
3Ha4YeHne number, YCTAHOBMNEHHOE B KOMaH4e ip inspect max-incomplete low, TO KOMaHga
He BbINOMHAETCS M BbIBOAMTCS cooOLeHne 06 owmnbke: $New high threshold <high>
cannot be smaller than low threshold <low>.

Ecnn BBeCTn KOMaHAy no ip inspect max-incomplete high, ycTaHaBnMBaOLWLYyO 3HAYEHNE
no ymonyanuio 500, HO B TOXXe BpeMsl B KOMaHAe ip inspect max-incomplete low 3HayYeHue
number 6onbLue 500, TO B 3TOM clly4ae nocnegHdas komaHaa 3agaeT HoBOoe 3HavyeHne ip inspect
max-incomplete low 500.

MNpumep

3apaHbl KOMaHabl:
ip inspect max-incomplete low 600
ip inspect max-incomplete high 900

Mocne BBOOa kKOMaHAbl no ip inspect max-incomplete high OyAeT ycTaHOBMEHO

ip inspect max-incomplete low 500.
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ip inspect max-incomplete low

KomaHaa ip inspect max-incomplete low SIBNSIETCA KOMaHZOW YNpPaBNEHUst COCTOSIHUEM
ceaHcoB B cuctemMe CBAC. [laHHasi komaHaa ykasblBaeT MUHMMarbHOE KONMYECTBO OA4HOBPEMEHHO
CYLLIECTBYIOLLMX MOMNYOTKPbLITEIX CEAHCOB, NpY OOCTWXeHUN KoToporo Bel VPN Gate npekpaiiaeT nx
yoanaTb.

KomaHga c I'Ipeq}I/IKCOM no yctaHaslnnBaeT 3Ha4yeHune no ymosi4aHuto.

CuHTakcuc ip inspect max-incomplete low number
no ip inspect max-incomplete low

number KONMYECTBO OAHOBPEMEHHO CYLLIECTBYIOLLMX MOMYOTKPLITLIX CEAHCOB.
[wnana3oH 3Ha4eHunn 1 — 1000000.

3HayeHue No ymonyaHuo 400 OOHOBPEMEHHO  CYLLIECTBYIOLUMX  NOMYOTKPbIThIX
CeaHCoB.
Pexunmbl KoMaHAabl Global configuration.

PekomMmeHAaLuu no UcnonbL30BaHUKO

MCﬂOﬂb3yVITe 9Ty KOMaHAay, 4yTOObI 3a4aTb YMCIIO OQHOBPEMEHHO CYyLLECTBYHOLLMX NONMYOTKPbITbIX
CeaHCOoB, NO AOCTUXEHUN KOTOPOro npekpawaeTca nx yoaneHume.

Ecrims KOMaHAe ip inspect max-incomplete low yKasaTb 3Ha4eHune number 60ﬂbL1Je, 4yem
3HavyeHne number, yCTaHOBMEHHOE B KOMaHAe ip inspect max-incomplete high, TO
KOMaHaa He BbIMOMHAETCA U BbIBOAUTCSA coobLLeHne 06 ownbke: $New low threshold <low>
cannot be greater than high threshold <high>

Ecnn BBeCTn KOMaHAy no ip inspect max-incomplete low, yCTaHaBnvBalOLLYlO 3HAYEHUE
no ymonyaxuio 400, HO B TOXe BpeMs B KOMaHAe ip inspect max-incomplete hight
3Ha4eHue number MeHblUe 400, TO B 3TOM criyyae nocrneaHas KoMaHaa 3afaeT HOBOe 3HavyeHue ip
inspect max-incomplete hight 400.

MNpumep
3apaHbl KOMaHabl:
ip inspect max-incomplete low 200
ip inspect max-incomplete high 300
Mocne BBOOa kKOMaHAbl no ip inspect max-incomplete low GYOET yCTaHOBNEHO

ip inspect max-incomplete high 400.
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ip inspect one-minute high

KomaHga ip inspect one-minute high ABNSETCHA KOMaHOOW ynpaBneHUs COCTOSTHUEM
ceaHcoB B cucteMe CBAC. [laHHas komaHAa ykasblBaeT 4acTOTY NOABNEHNUS NONYOTKPbLITLIX
CeaHCoOB B MUHYTY, N0 JOCTMKeHUN koTopon Bel VPN Gate HaunHaeT ux yaaneHue.

KomaHga ¢ npedunkcoM no yCTaHaBNMBAET 3HAYEHNE NO YMOJSTHAHWIO.

CuHTakcuc ip inspect one-minute high number

no ip inspect one-minute high

number yacToTa NosABNEHNs NONYOTKPbITLIX CeaHcoB. [Jnana3oH 3HavyeHun 1 —
1000000.

3HayeHue No yMos4yaHuio 500 NoNyoTKPbITbIX CEAHCOB B MUHYTY.

PeXumbl KOMaHAbI Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

Cuctema CBAC noacumTbiBaeT He TOSbKO KONMYECTBO NOJNTYOTKPbITbIX CeéaHCOB, HO N YaCTOTy
NnoABJIIEHUA NOJTYOTKPbLITbIX CEAHCOB B MUHYTY.

Ecnu yacToTa nonbITOK CO34aHUs HOBbIX COEAMHEHUN NPEBLICUT 3HAaYeHNEe number, 3a4aHHOE
KOMaHAoM ip inspect one-minute high, To Bel VPN Gate HaunHaeT yoaneHue
NOMNyOTKPbITbIX CEaHCOB, YTOObLI MPUHMMATbL HOBbIE 3anNpoCchl HA COeAMHEHME. Y aaneHue
NONyoTKPbITbIX CeaHCOB OyaeT NpoAomKaTbCa OO TEX MOP, NOKa YacToTa NOSABMEHNS NOMYOTKPbIThIX
ceaHcoB He b6yaeT coBnagaTb C YaCTOTOW, YCTAHOBMNEHHOM KOMAHAON ip inspect one-minute
low.

Ecnn B kOMaHOe ip inspect one-minute high yKkasaTb 3Ha4YeHWEe number MeHbLUE, YEM
3Ha4YeHne number, YCTAHOBMNEHHOE B KOMaH4e ip inspect one-minute low, TO KOMaHaa He
BbINOJTHAETCA U BbIBOOAUTCA COO6IJ.I,eHl/Ie 00 owwinbke: $New high threshold <high> cannot
be smaller than low threshold <low>.

Ecnu BBecTn koMaHAy no ip inspect one-minute high, ycTaHaBNMBaOLYO 3HA4YEHME NO
ymonyanumio 500, HO B TOXE BpPeEMS B KOMaHAE ip inspect one-minute low 3HAY€HUE number
fonblwe 500, TO B 3TOM cny4vae NocrnefHsAsi KomaHaa 3adaeT HOBOe 3HaYeHne ip inspect one-
minute low 500.
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ip inspect one-minute low

KomaHga ip inspect one-minute low ABRSI€TCA KOMaHOOW ynpaBreHUs COCTOSHNEM CeaHCOoB
B cucteme CBAC. [laHHasa komaHaa ykasblBaeT YacTOTy NOSBIEHNSI NOMNYOTKPbITbIX CEAaHCOB B
MUHYTY, MO AOCTMXeHMM KoTopor Bel VPN Gate npekpallaeT ux yaaneHue.

KomaHga ¢ npedunkcoM no yCTaHaBNMBAET 3HAYEHNE NO YMOJSTHAHWIO.

CuHTakcuc ip inspect one-minute low number

no ip inspect one-minute low

number yacToTa NosABNEHUsI NONYOTKPbITLIX ceaHCoB. [Juana3oH 3HavyeHun 1 —
1000000.

3HayeHue No yMosn4yaHuro 400 nonyoTKPbLITLIX CEAaHCOB B MUHYTY.

PeXumbl KOMaHAbI Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

MCﬂOﬂb3yVITe 9Ty KOMaHAay, 4yTOObI 3a0aTb YacCTOoTy noABNEeHUA NONYOTKPbITbIX CEAaHCOB B MUHYTY,
No AOCTUXXEHUN KOTOpOVI npeKkpawaeTcd nx yaganeHume.

Ecnu B kOMaHge ip inspect one-minute low yKka3aTb 3HayeHuMe number Bonblie, YeM
3Ha4yeHne number, YCTAHOBMNEHHOE B KOMaHAe ip inspect one-minute hight, To KOMaHaa
He BbIMOMHAETCS U BbIBOAMTCH coobLleHune 06 owmnbke: $New low threshold <low> cannot
be greater than high threshold <high>. KomaHga He BbiNOnHAeTCS.

Ecnu BBecTM KOMaHAYy no ip inspect one-minute low, yCTaHaBMMBaOLYIO 3Ha4YeHUE Mo
ymonuanuio 400, HO B TOXe BpeMs B KOMaHAe ip inspect one-minute hight 3HayeHue
number MeHble 400, TO B 3TOM clny4vae nocnefHas KomaHaa 3agaet HoBoe 3HavYeHue ip
inspect one-minute hight 400.
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KomaHgbl QoS

class-map

KomaHaa class-map UCMONb3yeTcs Ans 3adaHus krnacca Tpaduka U KpUTepUeB 3TOro Knacca, Ha
OCHOBE KOTOpPbIX ceTeBoW Tpaduk ByaeT rpynnmpoBaTthes B Kracchl (KnaccugpuumpoBaThes).

CunHTakcuc class-map [match-all|match-any] class-map-name
no class-map [match-all|match-any] class-map-name
class-map-name MMs Knacca Tpacdmka

match-all yKasblBaeT, YTo Knaccy 6yayT npuHaanexaTb NakeTbl, yAOBeTBOpsoLmne
BCEM KpUTEpUAM, 3aaHHbIM B peXnMe HacTpouku knacca (config-cmap).

match-any yKasblBaeT, 4To Kraccy 6yayT npuHaanexaTb nakeTbl, yooBNeTBopsioLwme
X0TS 66l 0OQHOMY KpUTEPUIO, 3a4aHHOMY B PeXnMe HacTPOWKKU Knacca
(config-cmap).

3HayeHue No yMon4aHuro match-all

PeXumbl KOMaHAbI Global configuration.

PekomeHAaLMM N0 UCNOJIb30BaHUK

Onu1caHHbIe HXe KOMaHabl NO3BOMSAOT 3aA4aTb ONpeaeneHHbIN CEPBMC 0OCMNYXMBaHNA CETEBOIO
Tpaduka. OHU knaccnULMpPYOT NakeTbl (OTHOCAT NaKeTbl K ONpeAeneHHOMY knaccy Tpaduka) u
MapKMpYIOT UX (Ha3Ha4yalT COOTBETCTBYOLWMIA NpuopuTeT). PopMrpoBaHme Tpaduka BbINOMHAETCS
B TpM Lara:

e nakeTbl pacnpeaensaoTcs Mo Knaccam (komaHapl class-map);
e 3agaloTca NpaBuna Ans Kaxaoro knacca (KomaHgbl policy-map) |

e 3aJaHHasg NonuTuKa NpMBA3bIBAETCH K UHTEpdency (KomaHabl service-policy).

WNcnonb3yemas 3gecb TexHonorna QoS — [duddepeHumpoBaHHoe obcnyxumsanue (DiffServ) —
OCHOBaHa Ha knaccudukauum Tpadgumka n ero MapKMpoBKe.

C nomoLLbio KOMaHAbl class-map MOXHO 3aaTb HECKOJIbKO KITaCCOB 06CMyXUBaHUS U KpUTEPUN
3TWX KNaccos.

Hanpumep, korga Tpaduk n3 nogceTy noctynaeT Ha BHYTPEHHUA MHTEpPdENC LW03a, TO cHavyana
OH pa3buBaeTcsi Ha MHOXECTBO KrnaccoB 06cnyxmnBaHusa Ha ocHoBe nonen (IP-agpec, nopt, none
ToS) 3aronoBka naketa CETEBOro U TPAHCNOPTHOrO YPOBHEN, 3alaHHbIX KOMaHAO0N class-map.
3aTem Ha 3TOM Xe UHTepderice NPOM3BOANTCSH MapKUPOBKa NakeToB — N3MeHsieTcst none ToS -
nepeHocutce 3HadeHue Precedence (npuoputeT) unu sHavyeHne DSCP, ycTaHOBMEHHbIe
KOMaHAamu set precedence WK set dscp B peXMMe HaCTPOWKU KOMaHObl policy-map, B
none ToS. MapknpoBKa NPON3BOANTCS B COOTBETCTBMM C TEM KITACCOM 06CnyXnBaHusi, K KOTOPOMY
npuHaanexuT naket. B HazBaHuM kOMaHabl policy-map CMOBO «MNOMUTUKAa» UMEET TOT CMbICHI, YTO
ycTaHoBreHHble 3HadeHus Precedence n DSCP onpegenstoT Habop npoueayp, kotopble 6yayT
obecneynBaTh 3a4aHHbIN Knacc ob6CnyXuBaHusl.

[ns gaHHOro Npumepa 3agaHHbIN Kracc obcnyxmBaHus Tpadmka HyXHO obecnednBaTtb Ha
BHeLLHeM uHTepderce Lwno3a 6e30MacHOCTU C NOMOLLBIO YTUNUTLI drv_mgr, KOTOpas no3sonset
ynpaBnATb 3arpy3komn npoueccopa 06paboTkon Tpadmka — BKNIOYATL/BbIKNIOYATL MEXAHU3M

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 176



Bel VPN Gate-V 4.1. Cisco-like komaHabl

YHUUTOXEHNSI HENPUOPUTETHBLIX NakeToB (No nonto ToS), ynpaenaTe cTpaTernen oyepenen,
BKMOYaTh/BbIKMOYAaTh MEXaHN3M 3aLUMTbl OT NepPerpyskn n ap.

CyuecTtByeT BO3MOXHOCTb 3a4aHnsi HE3aBUCUMbIX KOMaHZA Knaccudukalmm 1 MapkupoBaHus ans
BXOASLLEro U ucxoasdilero Tpaduvka Ha Kaxxaom nHrepgeince.

Mpu IPsec obpaboTke ucxoasLiero nakeTta knaccmdukaums u MapkupoBaHue naketa byger
npon3BoaANTLCA OO0 ero nHKkancynauuuy, ona exogdulero naketa — nocre ero gekancynauun.

Mpu IPsec o6paboTke nakeToB BygeT NponcxoanTb KonMpoBaHue nons ToS M3 BHYTPeHHero Bo
BHELLHWIA 3arofoBOK.

KpVITepVIVI, Nno KOTOPbIM TpaCbl/IK 6yp,eT accounmnpoBaTtbCA C onpeperieHHbIM Kinaccom, 3a4akTcd B
pexnve HaCTpOVIKM Kiacca cnegyrowmnmm KomaHgamum:

e match access-group — 03HA4yaeT, YTO KNnaccy NpuHaanexarT nakeTbl, KOTopble nonagatwT
nofa AencTBMeE yKasdaHHOro cnucka goctyna (access-list);

e match any— 03Ha4aeT, YTO BCe MaKeTbl NpUHagnexart 3ToOMy Knaccy;

e match dscp — 03Ha4vaeT, YTo Kraccy NpuHaanexaT nakeTbl, y KOTopbIX 3Ha4YeHne DSCP
paBHO OHOMY W3 YKa3aHHbIX;

e match precedence — 03Ha4aeT, YTO Kraccy NpUHaAnexaT nakeTbl, Y KOTOPbIX 3HAYEHWe
Precedence paBHO 0JHOMY 13 yKa3aHHbIX.

[lna ogHoOro knacca MOXHO 3agaTb noboe KonmM4yecTBo Kputepunen Bbl60pa TpachKa.

Mpy NOBTOPHOM 3afaHuM KPUTEPUEB ANA AAaHHOIO Knacca KryeBoe CnoBo match-all unu
match-any MOXHO He yKasbiBaTb, COXPaHUTCS NPEeXHUA Tun knacca. Ecnu xe ykasaTb gpyron Tun
(Hanpumep, match-all BMeCTO match-any), TO TUM Knacca N3MEHUTCS.

YpaaneHue knacca npovsBoanTCca KOMaHOaom:
no class-map [match-all|match any] class-map-name

Ecnn paHHbIN Knacc ncnonb3yeTcs B KOMaHae policy-map, TO Kfacc He yaanseTcd, a BblIBOAUTCA
cooOLeHne 06 oimbke:

mo

% Class-map <class-map-name> is being used"

MNpumep

Router (config)# class-map match-any classl
Router (config-cmap) # match access-group 101
Router (config-cmap) # match dscp af4l af3l af2l

Router (config-cmap) #exit
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match access-group

KomaHpa match access-group 3agaeT KpUTepuin COOTBETCTBUA Tpaduka AaHHOMY Knaccy Ha
ocHoBe cnucka goctyna (ACL).

CuHTakcuc match access-group {acl-num |name acl-name}

no match access-group {acl-num|name acl-name}

acl-num HyMepOBaHHbIN CMCOK AocTyna. Homep nucta goctyna MoxeT 6bITb OT 1
[0 2699

acl-name WMEHOBaHHbIN CMMCOK AoCTyna.

3HayeHue No yMonyaHuio 3Ha4YeHve No yMOMn4YaHuio OTCYTCTBYET.

PeXumbl KOMaHAbI Class-map configuration.

PekomeHaaLMmM No UCNOsib30BaHUK

Cnucku gocTyna 3agatoTcsl KoMaHaaMu ip access-1ist WM access-1ist. Bee nakeTsl,
nonagatoLne non AeicTBme ykasaHHOro Nncta goctyna, OyayT npuHaanexaTtb AaHHOMY Kraccy.
Moatomy, Becb Tpadwk GyaeT NpoBepsATLCA — YAOBNETBOPSET NU NaKeT 3anucsaM crnvcka gocTyna
Wnu Her.

Ecnu B nncTe gocTtyna mucnonb3yloTcs MmoandukaTopbl 1og M log-input, To GyaeT npoucxoaut
NorMpoBaHMe NakeToB, NPOXOAALNX Yepes classification gunbTpbl. CooblueHus nora
nokasblBaloTCs B CrieayloLlemM Buae:

Classification <class-map-name> <acl-name>
roe <class-map-name> — UMA class-map; <acl-name> — UM NUCTa AocTyna.
Mpumep:
dparmeHT KoHGUrypauuu:

ip access-list extended class-acl-1

permit udp any any log

!

class-map class-map-1

match access-group name class-acl-1
dparmeHT BbIBOAA B COOOLLIEHMM fora:;

Classification class-map-1 class-acl-1

B Cisco I0S 3anpelleHo ncnonb3oBaHme 3anncen ¢ Mogmdukatopamm log M log-input Ans
class-map.

MpumeyaHme: ecrnv Ha MOMEHT KOHBEPTUPOBAHUSA B Knacce Tpaduka, KOTOpbI BXOQUT B MONUTUKY
(policy map), npuBsaizaHHYIO K CETEBOMY UHTepency, NPUCYTCTBYET CCbIfka Ha HECYLLLECTBYIOLLUIA
Uy NycTON CMMCOK JOCTYyNa, TO KOHBEPTUPOBaHME 3aBepLuaeTcs C OLLUMOKON.
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match any

KomaHga match any yKasblBaeT, YTO BCE NaKeTbl NpuHagneXart 3TOMYy Knaccy.

CuHTakcuc match

no match any

3HayeHue Mo yMonyaHuo 3Ha4YeHne No ymosi4aHuUo OTCyTCTBYET.

Pexnmbl KOMaHAbI Class-map configuration.
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match dscp

KomaHpa match dscp 3agaeTt kpuTepuii COOTBETCTBUA Tpaduka AaHHOMY Krnaccy Ha OCHOBE
3Ha4eHun DSCP (Differentiated Service Code Point — kog ouddepeHLMpoBaHHOIo 06CNyXMBaHMWS).
3HauyeHne DSCP 3agaeT npuopuTeT 1 TMnN 06CcnyxmBaHus naketa. B ogHOM KomaHae MOXHO
ykasaTb 40 8 3HavyeHun DSCP.

CuHTakcuc match [ip] dscp dscp-value [dscp-value dscp-value dscp-
value dscp-value dscp-value dscp-value dscp-value]

no match dscp dscp-value [dscp-value dscp-value dscp-
value dscp-value dscp-value dscp-value dscp-value]

ip KIHOYEBOE CIOBO, He BNMSieT Ha (DYHKLMOHANBHOCTb KOMaHb!
dscp-value 3Ha4eHme DSCP, uucno ot 0 go 63 unu ogHo 13 cnegyowmx KoyYeBbiX
CInoB:

ef, afll,afl2, afl3, af2l, af22,af23,af31,af32,af33,
afd4l,afd42,afd43,csl,cs2,cs3,¢cs4,cs5, cs6, cs7, default

3HaYeHue nNo yMon4aHuro default

PeXumbl KOMaHAbI Class-map configuration.

PekomeHaaLMM No UCNOJib30BaHUK

[aHHasa komaHga ncnonb3yeTca Ang 3agaHus 3HadeHun DSCP, npu KOTOpbIX NakeTbl 6yayT
npuHaanexartb JaHHOMY Kraccy. Bce nakeThl, y kKoTopbix 3HadeHne DSCP B none ToS IP-3aronoska
nakeTa NpMHaANeXunT MHOXEeCTBY 3agaHHbIX 3HadeHun DSCP B komaHae match dscp, byayTt
npuHaanexartb JaHHOMY Kraccy.

34ecb ucnonb3yeTcs cTaHA4apT KayecTBa obcnyxusaHus — gudepeHumpoBaHHoe obcrnyxmBaHue
(DiffServ). OnddepeHunpoBaHHoe 06CNyXMBaHWe He rapaHTUpyeT OnpeaeneHHbIN ypoBeHb
cepBuca, a CTpeMUTCS ynopsagounTb BeCb TpaduK No knaccam Takum o6pasoM, YTOObI Kaxablin
Knacc nonyynn nyywni unu Xyl ypoBeHb 06CnyXMBaHMS MO OTHOLLEHUIO K OCTanbHbIM. [ns
AnddepeHunpoBaHHOro obcnyxmBaHusa ncnonb3yeTtcs sHavyeHne DSCP.

3HaveHne DSCP MoxeT BbiTb BbIpaXXeHO B LIMdPOBON hopMe Uim C UCNONb30BaHNEM
chneumarnbHbIX KMYeBblX CroB, Ha3blBaeMblx NoBegeHnem ceTeBblx ydyactkoB (PHB — Per-Hop
Behavior). OnpegeneHo Tpu knacca DSCP mapkupoBKuX: focTaBka Nno BO3MoXHocTU (BE — Best
Effort unn DSCP 0), rapaHTupoBaHHas goctaska (AF — Assured Forwarding) (RFC 2597) u cpoyHas
poctaBka (EF — Expedited Forwarding) (RFC 2598).

B nononHeHue K aTMM Tpem onpeaeneHHbIM Knaccam CyLLeCTBYHOT KOAbl cenekropa knaccos (CS1-
CS7), koTopble MAEeHTUYHbI 3HadYeHusaM IP precedence (1-7) B komaHAae match precedence.

OnpegeneHo YeTbipe knacca rapaHTUPOBaHHOW AOCTaBKMW, OHM HaunHatoTea ¢ AF 1 ganee cnegytot
aBe umdpsl. Nepeas umdpa onpegensieT AF knacc n npuHUMaeT 3HadeHus oT 1 (HU3kui npuoputeT
06paboTkn) 0o 4 (BbiCOKMI NpropuTeT 00paboTku nakeTa). Bropasi uudpa onpegenseT ypoBeHb
BEPOATHOCTM cOpoca nakeTa B nNpegenax Kaxaoro krnacca u npuHuMaeT 3HadeHus ot 1 (Huskas
BEPOATHOCTL cOpoca) Ao 3 (Bbicokasi BEpOATHOCTL copoca). 3HavyeHus DSCP moryT 6bITb
BblpaXkeHbl B gecATndHOM copmaTte (Hanpumep, DSCP 12) unu ¢ ucnonb3oBaHNEM KIHOYEBLIX CIOB
(Hanpumep, af12).

HerapaHTupoBaHHasa AocTaBka NakeToB MMeeT 3HadeHne DSCP 0 unu default.

[ns HeMenneHHo nepeaayn NakeToB ykasblBaeTcs Knovesoe croso ef.
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Tabnuua 13
Koa cenekropa OnucaHue PHB-nonutunka
knaccoB (CS)
Stays the same (link layer and
Cs7 4 :
routing protocol keep alive)
Stays the same (used for IP
CS6 4
routing protocols)
PHB-nonuTtuka HemeaneHHon nepegaym
CS5 Express Forwarding (EF) nakeToB, CpoYHasa AocTaBka. PekomeHayeTcs
515t ronocoBoro Tpaduka
Cs4 Class 4
cs3 Class 3 Assured PHB-nonuTtuka rapaHTMpoBaHHOW JOCTaBKK
Forwardin | 1@KeTOB. Mcnonb3yeTtca ansa sugeoTtpadumka.
[ns BuaeokoHdepeHUnin pekomeHayeTcs
cs2 Class 2 g (AF) 3HayeHne DSCP AF41.
Cs1 Class 1
PHB-nonutrka HerapaHTUpOBaHHON
[OCTaBKM NakeToB, JOCTaBKa Mo
DSCP 0 Best Effort (BE) — default BO3MOXHOCTU. PekomeHayeTca ans Tpadumka
JaHHbIX — nepefada ¢annos, NPUNOXeHUs
ANEeKTPOHHOM noyTbl, HTTP n ap.

Knaccbl rapaHTMpOBaHHOVI AOCTaBKU NakeToB

Tabnuua 14
Mpuopurter
oTOpacbIiBaHUA Class 1 Class 2 Class 3 Class 4
nakeTra
001010 010010 011010 100010
Hunakun AF11 AF21 AF31 AF41
DSCP 10 DSCP 18 DSCP 26 DSCP 34
001100 010100 011100 100100
CpegHun AF12 AF 22 AF32 AF42
DSCP 12 DSCP 20 DSCP 28 DSCP 36
001110 010110 011110 100110
Boicokuii AF13 AF23 AF33 AF43
DSCP 14 DSCP 22 DSCP 30 DSCP 38

Knacc 4 obpabaTbiBaeTcst 6ornee NpUoOpUTETHO, YeM Kracc 3, knacc 3 — 6onee NPUOPUTETHO, YEM
Knacc 2 u T.4.
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match precedence

KomaHpa match precedence 3agaeT KpUTepUn COOTBETCTBUSA Tpadmka JaHHOMY Knaccy Ha
OCHOBe 3Ha4eHun Precedence. B koMaHae MOXHO ykasaTb 40 4 TaKux 3HaYeHUN.

3HaueHne Precedence ncnonb3yeTcs ANs yka3aHWs XXenaemoro kadecTBa AOCTaBky nakerta. [Ang
aToro IP-nakeTy Ha3HayaeTcs obLNiA NPUOPUTET, KOTOPbIV NOKa3blBaeT YPOBEHb BaXKHOCTU
nepegaBaeMbiX AaHHbIX B NakeTe.

CuHTakcuc match [ip] precedence precedence-value [precedence-
value precedence-value precedence-value]

no match precedence precedence-value [precedence-value
precedence-value precedence-value]

ip KIto4eBoOe CJ10BO, HE BIIUAET Ha q)yHKLI,VIOHaJ'IbHOCTb KOMaHObl

precedence-value 3HayeHue Precedence, uncno ot 0 o 7 unm ogHo 13 cregyroLmnx
KITH04YEeBbIX COB:

routine, priority, immediate, flash, flash-override,
critical, internet, network

3HayeHue No ymonyaHuio routine
Pexunmbl KoMaHAabl Class-map configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

[aHHas komaHZa ucnonb3yeTcs s oToopa NakeToB, Y KOTOPbIX B IP-3arofioBke B none tuna
cepsuca ToS ykasaHbl 3afjaHHble 3HaveHusi Precedence. Bece nakeTsl, y KOTOPbIX 3HAYeHWe
Precedence paBHO 04HOMY M3 yka3aHHbIX B KOMaHae, OyayT npuHaanexaTts JaHHOMY Knaccy.

Tabnuuya cooTBEeTCTBUS 3HaUYEeHUs! npuopuTeTa U Krnr4eBbiX CIIOB

Tabnuua 15
Mpuopute
T KnrouyeBoe cnoso PekomeHaauus K UICNONb30BaHUIO
0 Routine — 06bI4YHbIN NakeT Mo ymonuaHuio
1 Priority — npuoputeTHbIN [na npunoxeHun AaHHbIX
(MpegnoYTUTEnbLHBLIN) NakeT
2 Immediate — HemeaneHHbIN NakeT [ns npunoxeHnn gaHHbIX
3 Flash — MrHOBeHHBbI (CpOYHbI) NakeT [nsa curHanusaumm BbI30BOB
4 Flash-override — 6bicTpee, Yem [lns BuaeokoHdepeHUnin 1 NOTOKOBOrO
MIHOBEHHbIN (3KCTPEHHbIN) NakeT BUaeO
5 Critical — kpuTHMYeckuii naket [ns peyeBoro Tpadguka
6 Internet — nakeT MeXceTeBOro 3apes3epBrpoBaH
ynpaBneHusi
7 Network — nakeT ynpasnsitoLien 3apesepsupoBaH
WHpopmaLum

Yem Bblwe HOMEDP, TEM BblLLE MPUOPUTET NaKeTa.
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policy-map

KomaHga policy-map MCNonb3yeTcs ANS MapknpoBaHUs MakeToB B COOTBETCTBUM C TEM KITAcCoM
obcnyxumBaHus, K KOTOPOMY NPUHAANEXMUT nakeT. B ogHoOM policy map MOryT 3agjaBaTtbCs
HECKOINbKO KNaccoB.

CuHTakcuc policy-map policy-map-name

no policy-map policy-map-name

policy-map-name MMA policy-map
3Ha4yeHue No YMOnYaHUK 3Ha4YeHne no ymosn4aHmo OTCyTCTBYeT.
PeXumbl KOMaHAbI Global configuration.

PekomeHaaLMmM No UCNosib30BaHUK

Mocne Toro, Kak kKOMaHAoW class-map 3afaHbl Knaccbl Tpaduka n Nx KpUuTepumn, KOMaHaom
policy-map 3agaetcsa nonutuka pabota ¢ knaccamu. [lnst 3T0ro Npon3BOAUTCS MapKUpoBKa
NMakeToB — BbICTaBNAETCH B none ToS nakeTa 3HadeHue Precedence (MprMopuTeT), yCTaHOBINEHHOE
KOMaHAaom set precedence, Unn 3HadyeHme DSCP, ycTaHOBNEHHOEe KOMaHAoM set dscp.

B Ha3BaHUM KOMaHAbl policy-map CMOBO «MNOMUTUKa» UMEET TOT CMbICHT, YTO YCTAHOBIMEHHbIE
3HayeHus Precedence n DSCP onpegensioT Habop npouenyp, kotopble 6yayT obecnevmsatb
3agaHHbIV knacc obecnyxmBaHms Tpadmka. 3agaHHbIN Knacc 06Cny>KMBaHNS OCyLLEeCTBASETCH C
nomMoLlbo yTunutbl drv_mgr, KoTopasi No3BONseT ynpaeBnsaTb 3arpy3kon npoueccopa obpaboTkon
Tpaduka — BKIOYATL/BbIKMOYaTh MEXAHU3M YHUUTOXEHMS HENPUOPUTETHBIX MAKeToB (MO MO
ToS), ynpaBnaTb cTpaTernei odepenen, BKIoYaTh/BbIKMOYaTb MEXaHN3M 3aLUUTbI OT NEPErpy3Kn 1

ap.

CyuiecTByeT BO3MOXHOCTb 3a4aH1sl HE3aBUCUMbIX KOMaH4 MapKUpOBaHWA A1 BXOASALLErO U
ncxogsauero Tpadurka Ha Kakaom uHTepgence.

Mpu IPsec 06paboTke UCXOAsLLEro NakeTa Knaccudukaums 1 MapkupoBaHue naketa byget
NPOV3BOAMTLCS [0 Ero MHKaNcynsauu1, Ans BXOAsLWEro naketa — nocrie ero Aekancynsuuu.

Mpu IPsec obpaboTke nakeToB BygeT NPOMCXOAUTL KOMMPOBaHMe nons ToS 13 BHYTPEHHEro BO
BHeLHUN |P-3aronoBok nakera.

KomaHga policy-map OCYLECTBNSAET Nepexon B PEXUM HaCTPONKN NOMUTUKA, B KOTOPOM
3agaeTcs Knacc Tpadmka KoMaHOow class, BCe NakeTbl KOTOPOro 6ygyT MapkupoBaTbCs.

YpanseTcs policy-map KOMaHOOM:
no policy-map policy-map-name

Ecnu ccbinka Ha 3Ty NONMTUKY eCTb B KAKOM-HMOYAb MHTepdelice, TO ccbifika yaansaeTtcs 6e3
npeaynpexxaeHus.

MNpumep

lMpumep MapknpoBKM BCeX NakeToB knacca class1 sHavyeHnem af41 B none ToS:
Router (config) # policy-map policy-mapl
Router (config-pmap) # class classl
Router (config-pmap-c) #set dscp af4l

Router (config-pmap-c) #exit
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class

KomaHpa class 3agaeTt nmsa knacca Tpaduka, BCe nakeTbl KOTOPOro 6yayT MapknpoBaTbCs B
COOTBETCTBMM CO 3HAYEHUAMMU, YKa3aHHbIMW B KOMaHAax set dscp WK set precedence.

Knacc Tpadvka u ero kputepum 6bin 3apaHee co3gaH KOMaHAon class-map.

CuHTakKkcuc class {class-name | class-default}

no class {class-name | class-default}
class—-name M4 Knacca
class-default MM4 Knacca no ymon4aHuio
3HayYeHue No YMOJI4YaHUIO 3HayeHne No ymon4aHuo OTCYyTCTBYET.
PeXumbl KOMaHAbI Policy-map configuration.

PekomeHaaLMM No UCNOJib30BaHUK

[aHHas komaHga 3agaeT nms knacca Tpaduka, Ans KoToporo 6yaeTt npom3BoanTbLCS
MapkupoBaHue. MakeTbl 4na gaHHoro knacca 6yayT mapkupoBaTtbes 3HadYeHusMu Precedence nnu
DSCP, koTopble ByayT 3agaBaTbCs B peXXMMe HaCTPOMKM Knacca KoMaHAamu: set dscp M set
precedence.

,D,J'Iﬂ AaHHOro Krnacca MOXeT UCMOoJib30BaTbCA TOJIbKO O4HA U3 3TUX KOMaHA.

Ecnun knacc ¢ YKa3aHHbIM UMeHEeM He CO3[aH, TO BblAaeTCd COO6LLI,eHI/Ie o6 owmnbke: "% class
map <class-name> not configured".
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set dscp

B komaHge set dscp ycraHaBnmBaeTcs 3HadeHme DSCP ans gaHHoro knacca, KotopbiMm 6yayT
MapKnpoBaTbCH NakeTbl — UBMEHATLCH 3Ha4YeHme B none ToS 3aronoska IP-naketa Ha 3Ha4yeHue
DSCP, ycraHoBneHHoe B gaHHOW komaHae. KomaHaa set dscp HE MOXET O4HOBPEMEHHO
MCNonb30BaTbCsA C KOMaHOoN set precedence ANS OHOrO Kracca.

CuHTakcuc set dscp dscp-value
no set dscp dscp-value
dscp-value yncno ot 0 go 63 nnmn ogHO 13 cneaylLWKUX KINYeBbIX CIOB:

ef, afll,afl2, afl3, af2l, af22,af23,af31,af32,af33,
afd4l,afd42,af43,csl,cs2,¢cs3,cs4,cs5, cs6, cs7, default

3HayeHue No yMonYaHuo 3HaYeHue No YMONYaHWIo OTCYTCTBYET.
Pexunmbl KoMaHAabl Policy-map class configuration.

PekomeHOaLMmM No UCNosib30BaHUK

Bbonee FIOD,pO6HOG onvcaHue 3Ha4YeHun dscp JaHo B OnncaHnn komaHabl match dscp.
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set precedence

B komaHOe set precedence ycTaHaBnuBaeTcs 3HayeHve Precedence ang gaHHoro knacca,
KOTOpbIM BYAYyT MapKMpoBaTbCA NakeTbl — U3MEHATLCS 3HavYeHne B none ToS 3aronoska IP-naketa
Ha 3HayeHne Precedence, ycTaHOBneHHoe B AaHHOM KomaHae. KomaHaa set dscp HEe MOXeT
OQHOBPEMEHHO UCMOMb30BaTbCSA C KOMaHOOW set precedence ANS OQHOrO Kracca.

CuHTakcuc set precedence precedence-value
no set precedence precedence-value
precedence-value yuncrno ot 0 go 7 nnm ogHo 13 cnegyoLwmnx KnoyeBbiX CroB:

routine, priority, immediate, flaish, flaish-override,
critical, internet, network

3HayeHue No yMon4YaHuio 3HaYeHue No YMONYaHWIo OTCYTCTBYET.
Pexunmbl KoMaHAabl Policy-map class configuration.

PekomeHOaLMmM No UCNosib30BaHUK

3HaueHne Precedence ncnonb3yeTcsa Ans yka3aHusl XXenaemoro kayecTsa [OCTaBKu naketa nytem
HasHauyeHus obero npuoputeTa IP-nakeTy, KOTOPbLIN NOKa3bIBaeT YPOBEHb BAXXHOCTU
nepegaBaeMblX AaHHbIX 1 HA CETEBOM YPOBHE NO3BONSIET NPUHATE 060CHOBAHHOE peLLeHne no
npuopuTETY Nepepayvmn naketa.

Bonee nogpobHoe onncaHune 3HayeHn Precedence faHo B onmMcaHmMmn KOMaHabl match
precedence.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 186



Bel VPN Gate-V 4.1. Cisco-like komaHabl

KomaHpbl HacTpouKku ceteBbIX MHTEpdhencoB

interface

KomaHga interface NpPUMEHSIETCS ANl HACTPOWMKU CETEBbIX MHTEP(ENCOB, 3aperMcTpupoBaHHbIX
B hbanne ifaliases.cf, ocywectensas Bxoq B pexuM interface configuration.

CuHTakcuc interface type port/number
type "N nHTepdenca. B gaHHon Bepcum MNpoaykTa BO3MOXHbI criegytowmne
TUNbI;
FastEthernet,
GigabitEthernet,

TenGigabitEthernet (ons cs_console HUKaKkuUX pasnuunin Mexay
nHTepdercamn ¢ HasBaHuem FastEthernet, GigabitEthernet n
TenGigabitEthernet HeT),

Async — AaHHbIN TUM MHTEPdENCOB NpeanaraeTcs NCNonb3oBaTb
nns PPP-coeguHeHnn v T.0.

port HoMep nopTa

number nopsigKoBbIN HOMepP UHTepdenca.

3HayeHue No yMonyaHuio 3Ha4YeHue No yMOMN4YaHUo OTCYTCTBYET.
PeXumbl KOMaHAabI Global configuration.

PekoMeHOaumm no MCnosfib30BaHUIO

[aHHasi KomaH[a No3BoMsieT yNpaBnsATb HACTPOWKAMU TOMBKO 3aperMcTpUPOBaHHbIX CETEBBIX
nHTEepdencoB. N3ameHeHUs1 BCTynaroT B AENCTBUE HEMEASIEHHO N COXPAHAIOTCS B 3arpy304HbIX
ckpuntax OC (anga socctaHoBneHus npu nepesarpyske OC).

He 0O0nyckaeTcqa BBO4 KOMaHA HaCTDOVIKM VIHTep(beVICOB B cneayrLwnx cryydyadax:

o [1ns uHTepdericoB ¢ umeHeM Async<n>. [Ina nHTepdencoB ¢ TakKuM MMeHeM 3anpeLLeHo
BbINONHEHNEe KOMaHA HacTPOMKN — shutdown, ip address, mtu. HeT HUKakux orpaHuyeHui
Ha BBOJ KOMaH[, KOTopble TpaHcnunpytoTca B Native-koHurypaumo — npuBsiaka Crmnckos
JocTtyna, inspect, crypto map, QoS u T1.n.
WHdopmMaums ¢ aTnx nitepdencos MmoxeT ObiTb 0TOOpaXeHa No KoMaHae show run.

o [1ns uHTepdpericoB ¢ nmeHamu Buaa *Ethernet<n>/<m>, B napameTpe pattern KoTopbix ykasaH
He KOHKPETHbIN hrU3n4eckni nHTepdeinc, a Mmacka unm nepeyncneHune.

Mpv nonbiTke BBECTM KOMAHAY HACTPOMKWN Ha MHTepdeice, AN KOTOPOro 3TO 3anpeLLeHo,
BblgaeTcs coobLeHne o6 oLmnbke:

Q

% Interface '<interface name>' is not configurable

Ecnu He ykazaHo nHoe, TO BCE KOMaHAbl B PEXUME HaCTPOMKM UHTepdelica cHavana BbIMOSHSAT
OENCTBNA HaZ TEKYLLMM COCTOsIHMEM UHTepderica. Ecnv gencTeme BbINOMHEHO YCNELLHO, TO
COCTOsIHME UHTepdenca coxpaHsieTcs B 3arpy3o4dHbix ckpuntax OC, 4Tobbl €ro BOCCTaHOBUTbL Npu
nepesarpyske cucteMbl. CocTosiHME MHTepherica CoXxpaHAeTCH LLeNMKOM — BKIHOYEH/BbIKMIOYEH,
agpec nHtepderica, MTU. Ecnn cocTtosiHne nHtepgenca MeHaeTcs ¢ MOMOLLbIO CTOPOHHUX YTUNNT
OC, To MOryT BO3HMKaTb MPOTUBOPEYNS MEXAY TEKYLLUM CTaTyCOM U CTaTyCOM, 3anvcaHHbIM B
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3arpy30o4HbIX CKpUnTax. |-|03TOMV pekomMeHOayeTCcd USMeHATb COCTOoAHUne MHTepd)eVlca TOJIbKO B
KOHCONM.

B pexume HacTpowkm nHTepdperica MoryT BbINONHATLCSA crieayloLme NnoagKOMaHabl:

shutdown BKITIOYEHUNE/BLIKIIOYEHNE MHTepdeiica
ip address HacTpowka IP-agpeca n macku
ip access-group yKasaHue crnvcka JoCTyna Ans BXOASLLEro 1 ncxoasuwero Tpaduka,

KOTOPbIN OOMKEH OTCMEXnBaTbCA Ha 4aHHOM UHTepdence

crypto map yKasaHue KpMnToKapTbl, MO KOTOpOW OyayT 3almiaTbCs NakeThl,
npoxoasiune Yepes AaHHbIN MHTepdenc

ip inspect yKasaHue npasua npoBepKM BXOOSALLErO 1 UcxoasLlero Tpaduka ans
NPOTOKOMOB MPUKNAAHOMO YPOBHS

service-policy ykasaHue nonutukm (policy-map), sagatowien Heobxoanmbln cepsBuc
obcnyxnBaHus ceTeBoro Tpadmka, OCHOBaHHbIN Ha Knaccudmkaunm
Tpadmka n ero MmapkmpoBke

crypto ipsec df-bit ycTaHOBKa 3Ha4yeHust DF-OMTa BO BHELLUHEM 3arofioBKe MakeTa npu
NPOX0OXOeHUM Yepes faHHbIN nHTepdeinc

mtu ycTaHoBKa 3HayeHns MTU Ha uHTepdpelice

exit BbIX0[, U3 KOHOUIYypaLIMOHHOIO pexumMa

description KoMaHaa urHopupyeTcs

crypto ipsec fragmentation after-encryption KOMaHJa urHopupyetcs
crypto ipsec fragmentation before-encryption KOMaHJa urHopupyetcd
Mpumep

Hwxe npvBeaeH npMmMep BbINOMHEHUS KOMaHAbl interface:

Router (config) #interface fastethernet 0/1

B coobueHusax 06 owmbkax KomaHg HaCTPOMKM UHTepdenca NpucyTCTByeT napameTp <Reason>,
KOTOPbIN MOXET MMETb OOHO M3 CriegyloLLMX 3Ha4YeH, NpnBeaeHHbIX B Tabnuue:

Tabnuvua 16
Reason MosicHeHUue
No IP addresses on the interface HeT IP agpecoB Ha nHTepdgence (Tonbko ans
komaHgpbl shutdown)
Memory allocation failed Owunbka BblgENEHNS NAMSITL
Not implemented [aHHaa yHKLMOHaNbHOCTb HE peanua3oBaHa
System error CuctemHas owmbka
System error — possibly MTU value CuctemHas owmbka — BO3MOXHO 3HaveHne MTU
exceeds acceptable range npeBbILWaeT 40NYCTUMbIA AnanasoH
Unknown HeunseecTHas owmnbka
Error <n> Owwka ¢ YMCnoBbIM KOAOM, ANst KOTOPOro
OTCYTCTBYET TEKCTOBOE OnucaHue
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shutdown (interface)

KomaHaa shutdown npuMeHAeTCs AN U3MeHeHUs agMUHUCTPaTUBHOIO cTaTyca uHtepdenca.
McnonbayeTcsa B pexunme interface configuration.

CuHTakcuc shutdown

no shutdown

3HayeHu1e N0 YMONYaHUio 3HayeHune No YMONYaHMIo OTCYTCTBYET.
Pexunmbl KomaHAabl Interface configuration.

PekomMeHaaLuu no UcnonbL30BaHUKO

KomaHga shutdown ucnonb3yeTtcs Ans U3MeHeHNss agMUHUCTPaTUBHOIO cTaTyca
(BbIKITIOYEHUS/BKMIOYEHNS) HTEepdenca.

KomaHga nsmeHsieT aaMMHUCTPATMBHBIN CTaTyc MHTepderica HemeaneHHo nocne BBoAa KOMaHAbl,
KOTOPbIN COXpaHseTCs B 3arpy3o4Hbix ckpuntax OC.

[ns oTknoYeHusa nHTepdernca ncnonbdyeTcd komaHga shutdown. [py oTkMOYeHUN nHTEepdenca
ocTanbHble HacTpoWku coxpaHsatoTea (IP-agpec n ap.).

Ecnu npu oTknioveHnn nponsonget owmnbka, To BblgaeTcs cooblieHne: Cannot disable the
interface (Reason: <Reason>).

Ecnun nHTepdeiic oTkounncs, Ho CocTosiHMe MHTepderica He yaanocb COXpaHUTb, BblaaeTcs
coobuleHne: Interface was disabled, but the state of the interface was not
saved. The changes will be lost after reboot

[na BknovYeHns uHTepdenca ucnomnedyeTcs KomaHaa no shutdown, CTaTyc MHTEpdenca Takke
COXpaHAeTCA B 3arpy304HbIX CKpuntax.

Ecnu Nnpwn BKINKOYEHUN r|p01430|7|/:|,eT OLUVI6Ka, TO BblaeTc4d coo6u.|,eH|/|e: Cannot enable the
interface (Reason: <Reason>).

Ecnn nHtepdenc Bkoumnncs, Ho COCToAHNE UHTepdenca He yaanocb COXpaHUTb, BbldaeTcs
cooblleHne: Interface was enabled, but the state of the interface was not
saved. The changes will be lost after reboot

Mo komaHae show running-config OTOOpaXaeTcs TeKyllee CUCTEMHOE COCTOSIHUE
UHTepdenca.

Ecnu Ha uHTepdence Ha MOMEHT BbINOMHEHUSA KOMaHabl no shutdown OTCyTCTBYIOT IP agpeca (no
show running-config NokasbiBaeTca KOMaHda ‘no ip address”), TO KOMaHAaa
obpabaTbiBaeTcst HOpmarnbHO (6e3 4ONONHMTENBHOW HOTUMUKALMKN), OAHAKO PearnbHOro BKITKOYEHNS
nHTepdenca No JaHHOW KOMaHAe He NPou3oaeT — OH ByaeT oTnoxeH o Beoaa IP agpeca Ha
UHTepdeMnce.

Hanpumep nmeem cnegyroLyo cuTyauuto:
interface FastEthernet0/1
no ip address
shutdown
MocnepoBaTenbHOCTb KOMaHL (OTNOXEHHOE BKMNoYeHUe nHTepderica):
interface FastEthernet(0/1
no shutdown

I PeanbHo uHTEpdenc eLle He BKIOYEH
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| Cnepytollas komaHaa BeicTaBnsieT IP-agpec Ha nHTepderice n BkrovaeT nHTepdenc:
ip address 192.168.10.10 255.255.255.0
1 KOMaHZ (NpsiMoe BKIIOYEHME MHTepderica):
interface FastEthernet0/1
ip address 192.168.10.10 255.255.255.0
no shutdown

B KOHEe4YHOM c4eTe NpnuBOoaAT K OAMHAKOBOMY pe3ynbTarTy.

Ecnu nocne komaHabl no shutdown, HO Ao BBoAa IP-agpeca nocMoTpeTb KOHUrypawmio ¢
NOMOLLbK show running—config,BmeCTOKOMaHAbIshutdown6yﬂeTBuﬂaHonpeAynpemﬂeHme
cnepyoulero Bmaa:

interface FastEthernet(0/1
no ip address

! Warning: command "no shutdown" was delayed until IP address set

OTnoxeHHas komaHaa “no shutdown” OENCTBYET TOMbKO B Npedenax TeKyLlen ceccum
cs_console. Ecnv nocne BBoAa gaHHOM KOMaHAbl He BbiCTaBuTb IP-agpec Ha nHTepdence v BbIATU
n3 cs_console, To gaHHas komaHga 6yaeTt npourHopmposana.

B aToMm cnyyae npu crnegytouiem Bxoge B cs_console no show running-config GyaeT nokasaHa
ncxopgHasi KoHUrypauus:

interface FastEthernet0/1
no ip address

shutdown

KomaHapbl shutdown ¥ no shutdown UCMOSHAIOTCA AaXe B TOM cllyyae, ecnu pesynbtaT
WCMOSTHEHNSA KOMaHbl Y>Ke COOTBETCTBYET TEKYLLEMY aAMUHUCTPATUBHOMY CTaTycy MHTepdelica.
370 caenaHo Ans Toro, YTo6bl N3bexaTb CUTYaumnit, koraa TeKyLWUA aAMUHUCTPATUBHBINA CTaTyC
MOXXET He CoBMagaTb CO CTATyCOM, 3anuncaHHbIM B 3arpy3odHbIxX ckpuntax OC. B aTom crnyyae
BBeAeHHas KoMaHAa NPUHYAMTENbHO 3anuLLEeT YKasaHHbIA CTaTyC B CKPUMTHI.
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ip address (interface)

KomaHga ip address NpUMeHsieTCcs Anst HA3HAYEeHUs afpecoB U Mackn AaHHOMY UHTepdency.

CuHTakcuc ip address ip-address mask [secondary]

no ip address ip-address mask [secondary]

ip-addess nokanbHbIN IP-agpec

mask Macka noaceTu

secondary nokasblBaeTCH 4151 BTOPOro 1 nocneayowmnx agpecos.
3Ha4yeHue No YMONYaHUK 3HayeHue No yMoryaHuo OTCYTCTBYET.
Pexu1mbl KoMaHAabl Interface configuration.

PekomMeHAaLuu No UcnonbL30BaHUKD

KomaHga ip address BbIMONHAETCA HEMEANEHHO nocrne BBoaa, nameHeHus IP-agpeca
WHTepdenca n Mackm CoXpaHsaTcs B 3arpy3o4dHbix ckpuntax OC.

KomaHaa ip address GydeT BbINONHATLCA AaXe B TOM CIlyyae, €Cnu JaHHbI agpec yxe
NpUCYTCTBYET Ha MHTepdelice. TO caenaHo Ans Toro, YTobbl U3bexaTb CUTyaLun, Koraa TeKyLmi
afpec Ha UHTepdelice He coBnagaeT C aapecoM, NPONMCaHHbIM B 3arpy304HbIX CKpunTax. B atom
cryyae BBefeHHasa KoMaHaa NPUHYAMTENbHO 3anuLLIeT yKasaHHbIA afpec B 3arpy304Hble CKpUNThI.

Mpwn BbINOAHEHNN KOMaHAbl ip address aBTOMaTUYECKU BbiCTaBnsieTcs broadcast address B
3HavyeHue ip-address | ~mask. Hanpumep, no komaHge:

ip address 192.168.10.10 255.255.255.0
aBTOMaTU4eckn BbicTaBnsieTcsa broadcast address 192.168.10.255.

Pasnuuatotcs primary U secondary IP-agpeca. B kayecTBe primary agpeca Bbibupaertca
nepBbI MO CMUCKY aApec, oCTanbHbIE — B KAa4eCTBe secondary. Primary agpec MoXeT ObITb
TONbKO OOWH U 3afjaeTcs KOMaHOoMn:

ip address primary-ip primary-mask
MoeTopHOe 3aaaHue IP-agpeca 3amellaeT Npeablaylliee 3HayeHue:

e €CJin CMeHa primary agpeca He yaanacb, TO BblgaeTcA COOGLLI,eHVIeZ Cannot set the
primary address (Reason: <Reason>)

e ecnnapgpec Obin Mn3MeHeH, HO COCToAHune MHTep¢>el7|ca He yaanoCb COXpaHNTb, TO BblAaeTCA
coobLleHne: The primary address was set, but the state of the interface
was not saved. The changes will be lost after reboot

e eCcnu B Ka4eCTBe HOBOIO primary agpeca 3agatbh CYLLECTBYOLWNA secondary agpec, TO
cHadana byget yaaneH cylwecTBYOLWUA secondary agpec, a 3ateM 6yaeT uamMeHeH
primary agpec. Npu aTol 4BOWHOM OnepaLmn BO3MOXHbI CMEAYIOLINE OLLIMOKN:

e €Clii He yaanocCb yaoanutb CyLLl,eCTByEOLLI,VIVI secondary ajpec, TO BblAaeTcA COO6LLI,eHI/IeZ
Cannot remove the address (Reason: <Reason>)

e €eCln He yaanocCb U3MEHUTb primary ajpec, TO BblaaeTcA coo6u.|,eH|/|e: Cannot set the
primary address (Reason: <Reason>)

® €CNnV He yaanocb COXpaHUTb COCTOsIHME MHTepdelica, TO BbldaeTcsl coobLeHne: The
primary address was set, but the state of the interface was not
saved. The changes will be lost after reboot
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Ecnv go BBoga primary agpeca Ha uHTepdelice otcytctsoBanu IP agpeca u 6bina BBegeHa
KoMaHaa “no shutdown”, TO nocne BbicTaBneHus IP-agpeca Ha nHTepdence BbINOMHAETCA
OTNOXEHHOe BKMYeHne nHtepdenca (nogpobHee cMm. kKoMaHay shutdown).

Aﬂ,peCOB secondary MOXeT ObITb HECKOMBKO. Secondary agpec 3agaetcd KOMaHﬂOVIZ
ip address ip-address mask secondary

Ap,pec secondary MOXHO 3agaTtb, €Ccnu 3agaH primary agpec. B NPOTUBHOM Cliy4vae, BbloaeTCA
coobuleHne 06 owmnbke: Cannot add secondary without primary (Reason: <Reason>).

Henb3s 3apaBaTb B Ka4ecTBe secondary TOT e agpec, YTo n primary. MNHaue BblOaeTCA
coobueHune o6 owmbke: Secondary can't be same as primary.

Henb3qa 3agatb IP-agpec 0.0.0.0. B aTom cny4yae BblgaeTcst coobuleHune: Not a valid host
address - 0.0.0.0. 3TO orpaHuMdeHue NPUBOANT K TOMY, 4TO ecnu 3agaTb IP-agpec 0.0.0.0 (c
HEHYMNEeBOW MacKoW) C MOMOLLBIO APYrx cpeacTs (He B KOHCOMNN), TO OH ByaeT nokasaH No KoMaHae
show running-config, HO yaanuTb 3TOT agpec B KOHCOMM HEBO3MOXHO, OH BydeT oTBeprartbes.
B Takow cutyauun yaanutb Bce agpeca Ha nHtepdence (Bkmtodas n 0.0.0.0) MOXHO ¢ nomoLLbo
KOMaHabl no ip address

Henb3sa 3agatb macky 0.0.0.0. B atom cny4yae Bbligaetcs coobuieHue 06 owmnbke: Bad mask /0
for address <ip>

Ecnu nonbiTatbca 3agaTh HEKOPPEKTHYIO Macky (Hanpumep, 255.0.255.0), To BblgaeTcsa coobLieHne
BMaa: Bad mask OxFFOOFFOO for address <ip>.

Ecnu He yaanocb go6aBuTb Ha MHTepdENC HOBbLIV aapec, TO BbigaeTcs cooblleHne: Cannot add
the address (Reason: <Reason>).

Ecnu HoBbI agpec 6bin go6aBneH, HO COCTOsSIHUE MHTepdenca He yaanocb COXpaHuTb, TO
BblgaeTcs cooblleHne:The address was added, but the state of the interface was
not saved. The changes will be lost after reboot

JonyckaeTcsa 3agaBaTb NOSHYIO KOMWIO CYLLIECTBYIOLLEro agpeca, YToGbl NpedoTBpaTUTbL CUTYaLuio
HecoBMaJeHNsa TeKyLLero agpeca 1 agpeca B 3arpy3odHbix ckpuntax OC. Takke MOXHO Ans
CYLLECTBYIOLLEro aapeca U3MeHUTb Macky:

. BcnyqaeouMGKMBbmaeTCﬂCOO6umHMeiCannot change the address (Reason:
<Reason>);

e ecnu napameTpbl MHTepdenca yaanock U3MeHUTb, HO COCTOsIHUE MHTepdelica He yaanoch
COXpaHUTb, TO BblgaeTcs cooblueHne: The address was changed, but the state of
the interface was not saved. The changes will be lost after reboot.

YaaneHue
YaaneHue Bcex agpecoB ¢ MHTepderica ocyLlecTBNAeTca KoMaH4oM:

no ip address.

Mocne aTon komaHabl UHTEPdEC ByaeT BbikNoYeH. KomaHaa nokasbiBaeTcd No show running-
config.

Ecnu He yoanochb yaanntb BCe agpeca C I/IHTep(beVICB, TO BblaaeTcsd COOGLLI,eHl/IeZ Cannot remove
all addresses (Reason: <Reason>).

Ecnu He yAanocb COXpaHUTb COCTOAHME MHTepd)eVlca nocne yganeHuda Bcex aapecos, TO BblAaeTCcA
coolOuleHne: A1l addresses were removed, but the state of the interface was
not saved. The changes will be lost after reboot

Yp,aneHme KOHKPETHOro agpeca c MHTepcbeMca ocyLlecTBndeTcA KOMaH,D,OVIZ
no ip address ip-address mask

no ip address ip-address mask secondary
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YaaneHve primary agpeca no nocneacTBUsSIM aHanormyHo KoMaHzae:
no ip address

I'IpM ypganeHum secondary agpeca, B KOMaHAe CloBO secondary MOXHO U HE nucaTb.

Coo06LieHua npuv yaaneHuu

Mpw nonbITKe yaanuTb HECYLLECTBYIOLWMIA agpec BbigaeTcs coobleHne ob owmnbke: Invalid
address.

Mpu ykasaHnM Macku, OTNMYaloLLEencs OT UCMOoNb3yeMOon AN AaHHOro agpeca, BblgaeTcs
cooOLeHne ob owmnbke: Invalid address mask.

He ponyckaeTcs yoansitb primary agpec, ecnv NPUCyTCTBYET XOTsl Bbl OAMH secondary.
Bbloaetcs coobuieHne 06 owmnbke: Must delete secondary before deleting primary.

B komaHAe yaaneHus primary agpeca He JonyckaeTcsi nMcaTb CNoBO secondary, B MPOTUBHOM
cny4yae, BblaaeTtcs coobuleHne o6 owmnbke: Secondary can't be same as primary.
Invalid address.

Ecnuv no kakum-To NpMynHaMm He yganoch yoanuTb agpec, BoldaeTcst cooblleHme: Cannot remove
the address (Reason: <Reason>).

Ecnun yaaneHune BbINOJIHUITOCb, HO COCTOAHUE MHTepd)eVlca He yaarioCb COXpaHUTb, BblAaETCA
coobuleHne: The address was removed, but the state of the interface was not
saved. The changes will be lost after reboot.

MpocmoTp no komaHge show running-config

KomaHga show running-config Bcerga nokasblBaeT TEKYLLEE CUCTEMHOE COCTOSAHME
MHTepgenca.

Ecnu agpec Ha nHTepderice n3ameHeH Kakum-nnbo obpaszomM NOMMMO KOHCOMMU, TO NO KOMaHae show
running-config 3TO u3MeHeHune OyaeT nokasaHo. OTcioga BO3MOXHA CUTyauus, Korga TeKyLni
aZpec vHTepdeica oTnnyaeTcsa oT agpeca, NPonNUCcaHHOro B 3arpy3oyHbix ckpuntax OC, n ato
OTINMYMe HUKaK He NposABnseTcs B cisco-like koHdurypauum:

e Ecnu agMuHMCTpaTop OCBEAOMIIEH O AAHHOW CUTyauuu, U eMy TpebyeTcst CoXxpaHuTb
TekyLine agpeca B 3arpy304HbIX CKPUNTax, TO OH MOXET BOWTU B PEXUM HACTPOMKN KOHCOMM
1 NOBTOPHO NponucaTh TE e CaMble agpeca Ha ceTeBbIX MHTepdencax. ATo NnpuBeaeT K
TOMYy, YTO 3TV agpeca 6yayT nponucaHbl B 3arpy304HbIE CKPUNTHI.

e [1ns npefoTBpaLleHns Takoi CUTyaLum pekoMeHOyeTCcsi He CMelUMBaTh BbiCTaBrieHne
ajpecoB Ha ceTeBbIX I/IHTepd)eVlcaX C NOMOLLbK KOHCONK C apyruMmmn cpeacresamm (HaﬂleMep,
koMaHgow ifconfig).

Ecnun Ha nHTepdeiice npucytcteyeT aapec 0.0.0.0/0 (HyneBon agpec C HyrneBov Mackown)
Hapsaay ¢ ApyruMmu, To no komaHae show running-config OH He NoOKa3biBaeTCA.

Ecnu Ha nHTepdelice OTCYTCTBYIOT agpeca Unv npucyTcTByeT Tonbko agpec 0.0.0.0/0, To Mo
KoOMaHde show running-config AN OaHHOIO MHTepdelica NokasbiBaeTca KoMaHaa

no ip address.

OTnnyme gaHHOM KOMaHAbl OT Noao6Hon komaHabl Cisco 10S:

e [locrne KkomaHabl no ip address_AaHHbI UHTEPMENC BbIKMOYaeTCs.

e Henb3sa 3anath secondary agpec, He 3a4as nepeq 9TUM primary agpec.
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ip access-group (interface)

KomaHpa ip access group NPUMEHSIETCS AMs NPUBSA3KM CNMCKa AOCTYNa K MHTepdency, KoTopbin
OyaeT KOHTponupoBaTbCA Ha 3TOM MHTepderice. [laHHaa komaHaa UCNoMb3yeTCs B pexume
interface configuration. [lna yaaneHus cnucka A4OCTyna NCMNOMnb3yeTcs Ta e KoMaHaa ¢ npedrKcom
no.

CuHTakcuc ip access-group {access-list-number | access-1list-name}
{in | out}

no ip access-group {access-list-number |access-list-name}
{in | out}

access-list-number HOMeEp CMMCKa AOCTYyMNa, KOTOPbIV ABNSETCHA YMCIIOM U3 AnanasoHa 1-199
mnun 1300-2699

access-list-name MM$S CrncKa goctyna

in CMMCOK AoCTyna NpMMeHsieTca Ang Bxogsiero Tpaduka
out CMMCOK AOCTyna NpUMeHsieTca Ans ncxoaswero Tpaduka
3HayeHue No yMonyaHuio 3Ha4YeHue No yMOMYaHWIo OTCYTCTBYET.
PeXumbl KOMaHAbI Interface configuration.

PekomeHaaLMmM No UCNosib30BaHUK

KomaHga ip access group NpUMeHsieTcsl Ans NPUBSA3KM cnicka 4ocTyna K MHTepdeiicy. Cnncok
AocTtyna 6yaeT ucrnonb3oBaTbes Ans punbTpauum Tpaduka Ha gaHHOM UHTepdelice.

Ecnu ykasaH HecyLLeCTBYIOLMIA CNNCOK JOCTYMNa, TO BCe NOCTynarLLme nakeTbl Ha MHTepdeiic
OyayT nponyLueHbl.

Mpu ncnonb3oBaHMU UNbTPYIOLMX CICKOB AOCTYNa Ha Crypto nHtepdencax Heobxoammo
cneavTb, YTOOLI ObINKM NPONMCaHbl COOTBETCTBYIOLLME MpaBuia nakeTHon hunbTpauun ans
BecnpenatcTBeHHoro npoxoxaeHus IKE naketos yepes firewall.

Ecnu B cnncke focTyna ucnonb3yoTcs MoandmkaTopbl 1og U Log-input, To 6yAeT npoucxoamT
norMpoBaHVe NakeToB, NPOXoAsALUX Yepes uHTepdeic. B coobeHun kernel nora o npoxoxaeHuu
naketa OyaeT nokasblBaTca Ha3BaHWe JaHHOro cnucka AocTyna.

OTnnyme gaHHOM KOMaHAbl OT Nnoao6Hon komaHabl Cisco 10S:

B Cisco I0S ucxogswun ¢ poytepa Tpaduk He omnbTpyeTcs, B Bel VPN Gate ncxogsuim
Tpaduvk punbTpyeTcs.

MNpumep
Hwxe npuBeaeH npumep HasHavyeHusa cnmncka goctyna 33 nHtepdency fastethernet:

Router (config) #interface fastethernet 0/1

Router (config-if) #ip access-group 33 in
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crypto map (interface)

KomaHpa crypto map NpUMeEHsieTCa Ans NPUBSA3KN KpunTorpadruyeckon kapTbl K UHTEpdency.
HaHHasa komaHga ncnonb3yeTtcs B pexume interface configuration. [ns yoaneHus ceasm
Kpuntorpadunyeckon kapTbl C UHTEPENCoM UCnonb3yeTcs Ta e KomaHaa ¢ NpedUuKCoM no.

CuHTakcuc crypto map map-name

no crypto map [map-name]

map-name UMS KpynTorpadmyeckon kapTbl.
3HavyeHue No yMonyaHuio 3Ha4eHne No yMon4yaHuio OTCyTCTBYeT
PeXumbl KOMaHAbI Interface configuration

PekomMeHaaLuu No UcnonbL30BaHUKO

VMcnonb3ayiTe 3Ty kOMaHgy ANs HasHayveHus uHTepdency Kpuntorpadguieckom Kaptbl, KoTopas
OyaeT ucnonb3oBaTtbCs ANA 3alWmMThl Tpadmka. MHTepdeicy MOXeT ObiTb Ha3HayYeHa TOMNbKO ofHa
Kpuntorpadudeckas kapta. Ecnu co3gaHo HECKONBbKO KpUMNTOrpadonyecknx KapT C O4HUM UMEHEM,
HO C pa3HbIMMK NOPSOKOBBIMM HOMEPaMM 3anucen, TO OHM ByayT cuMTaTbCs YacTsAMU OOHOW
Kpuntorpadpmdeckon kapTbl. MNepBbiMu ByayT NPUMEHSITLCA 3anvMcy KpunTorpadgmyeckmx KapT,
UMEHOLLME BbICLLNIA NPUOPUTET (MMHMMarnbHOE 3HaYeHNe NOPSLKOBOro HOMepa).

Crypto ACL BeayT cebs Tak xe, kak B |OS:

e MOXHO ykasblBaTb npasuna kak no IP-agpecy, Tak u no TCP/UDP- npotokony (6e3 3ameTHON
noTepu NPon3BoAMTENLHOCTH). Takke MOXHO Ha3HayaTb AnanasoH “range” NopToB, NOMHS
npu atom, 4to Bel VPN Gate O6ygeT co3gaBaTb oTAeNbHbIE SA ANSA KaX40ro nopra;

e puW UCMOSb30BaHMM CTPOK € “deny” — COOTBETCTBYIOLLME NakeTbl OyayT nponyckaTbcs 6e3
WwndpoBaHua (Ha npasuna cos3gaHns SA aTU CTPOKU He BNUKIOT).

MNpumep

Hwxe npuBegeH npumMep HasHavyeHusa Kpuntorpaduyeckor kapTel "mymap" nHtepdency
fastethernet:

Router (config) #interface fastethernet 0/1

Router (config-if) #crypto map mymap

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 195



Bel VPN Gate-V 4.1. Cisco-like komaHabl

YT06bl NPMMEHUTE NPaBUIO NPOBEPKUN K MHTEPAENCY, Ero HyXKHO NpMBSA3aTb KOMaHAOM ip
inspect K 9TOMY MHTepdency. YaaneHme npmMBa3kM OCYyLLECTBSETCA KOMaHAoM ¢ NpedMKCoM no.
CuHTakcuc ip inspect inspection-name {in | out}

no ip inspect inspection-name {in | out}

inspection-name ums Habopa npaBun NpoBepkn. [iNMHa MMeHW He AOMKHa NpeBbiwaTh 16
CMMBOIOB, Npu 6onbLuen AnvHe oHo ByaeT cokpalleHo 4o 16 cumBOnoB

in Habop NpaBun NPoOBEPKN NPUMEHSETCS Ha BHYTPEHHEM UHTepdence K
BXoAsiLemy Tpaduky

out Habop nNpaBun NPOBEPKM NPUMEHSIETCS Ha BHELUHEM MHTepdence K

ucxogsLLemMy Tpaduky.

3HayeHue No yMonYaHuo 3HaYeHue No YMON4YaHWI0 OTCYTCTBYET.
Pexunmbl KoMaHAabl Interface configuration.

PekomMeHaaLuu No UcnonbL30BaHUKO

Cpeactea CBAC MOXHO pa3mMecTuUTb Kak BHYTPEHHEM VMW BHELUHEM MHTEpdeNce LWwno3a
©e3onacHocTu. C BHYTpeHHero nHTepderica obbl4HO yCTaHABNMBAKOTCSA CEaHChl, U 3TOT Tpadmk
CBAC moxeT nponyckatb nnv 3agepxusatb. C BHeLLHero nitepdeica Lwnio3a ceaHcol
yCTaHaBnMBaTbCHA HE MOTYT.

Ons koppekTHon paboTtkbl cpeacts CBAC Ha nHTepdence Heobxogumo npaBuiibHO HACTPOUTb
cnuckn goctyna. Ytobbl CNMCOK AOCTYyna JonycKan co3gaHne BPeMEeHHbIX NPOXOA0B, OH AOMKEH
ObITb paclwmMpeHHbIM, A NPYMEHEHNs K BO3BpaLLeHHOMY TpaduKy Takke TpebytoTcs
paclumpeHHble cnucky goctyna. Cnucky gocTyna Anst UCXoAsLLero Tpaduka, npegHasHa4eHHoro
ANsi OTMPaBKN B UHTEPHET, AOIMKHLI AoNYyCcKaTh Tpaduk, NpoBepeHHbIV ¢ nomollbio CBAC.

Ons HacTporkn CBAC Ha BHellHeM nHTepdeiice TpebyeTtcs:

e lcxogdawmi cnMcok 4ocTyna Ha BHeWwHeM nHTepdeince AomkeH ObiTb CTaHAAPTHBIM UK
pacLnpeHHbIM. OTOT CNMCOK JOSMPKEH pa3peLlaTtb Tpaduk, KOTOpbIN Bbl cObMpaeTech
npoBepsaTb cpeactsamm CBAC. Ecnu atoT Tpaduk 3anpeTuntb, TO OH He ByaeT npoBepATbCH
CBAC n 6ygeT NpocTO OTBEPIHYT.

¢ Bxogsawwmn cnmucok goctyna Ha BHeLWHeM nHTepdence AomkeH bbiTb pacluMpeHHbIM. OTOT
CMUCOK JOCTyNa OOSKEH 3anpeLLaTe Tpaduk, KOTopbIi cobupaeTech NPOBEPSTb CpeacTBaMu
CBAC (CBAC cospgatoT BpeMeHHble Npoxoabl BO BXOAdLLEM CMUCKe AO0CTYNa, paspeLuatoLlme
BO3BpAaTHbIN NOTOK JaHHbIX B paMKax yCTaHOBMEHHOro ceaHca).

Onsi HacTporkn CBAC Ha BHYTpeHHeM nHTepdelce TpebyeTcs:

e Bxogswmin cnmcok JocTyna Ha BHYTPEHHEM UHTepderce N UCXogsaLmin CNMCcoK AoCcTyna Ha
BHELLUHeM uHTepdence MoryT ObiTb CTaHAAPTHBIMM UMW PacLUMPEHHBIMU. 3TN CMIMCKN SOIIKHbI
paspellaTb TpaduK, KOTOPLIN Bbl cOOMpaeTech NpoBepATbes cpeactsamm CBAC. Ecnn aTot
Tpaduk 3anpeTuTb, TO OH He ByaeT npoBepsaTbcs CBAC n OyaeT NpocTo OTBEPTHYT.

o Vcxogswmii cnmcok 4ocTyna Ha BHYTPEHHEM MHTepdEce U BXOASLWUIA CMMCOK AOCTYyNa Ha
BHELLUHeM UHTepdence JOMKHBI ObITb pacLUMpeHHbIMU. DTN CMUCKU JOCTYNa LOJDKHbI
3anpeLlatb Tpaduk, KOTopkIn cobupaeteck npoBepATb cpeacTteamm CBAC (CBAC cospatot
BPEMEHHbIE MPOX0Abl BO BXOASLLEM CMUCKE AOCTYNa, paspeLlarLe Bo3BpaTHbIA NOTOK
OaHHbIX B pamKax YCTaHOBIIEHHOro ceaHca). HeobsizaTenbHO cpa3y MMeTb pacLUMpPEHHbIE
CMUCKM JOCTYNa Kak Ha ucxogdwem BHyTPEHHEM UHTepPAdECe Tak U BXOASLLEM BHELLHEM
UHTepdence, HO NO KparHen Mepe, OAMH TakoW CNMCOK A4OCTyna Hago UMEeTb Ans
orpaHm4eHus Tpadvka, MayLero Yyepes LWiio3, BO BHYTPEHHIOK 3aLUMLLAEMYH0 NOACETb.
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PepakTtupoBaHue

Ecnu B KoMmaHAae ykasaTb HecyLLeCTBYoLLEee NpaBuio NPOBEPKK inspection-name, To 6yaeT BblAaHoO
cooblleHne: $Inspect name <inspection-name> is not defined

YaoaneHue npuBA3KK

YnaneHue npuBs3ku NpaBuna NpoBepku K MHTepENCY OCYLLECTBNSETCA KOMaHZOM

no ip inspect inspection-name {in | out}.

Ecnu Ha gaHHOM uHTepderice OTCYTCTBYET NpUBSA3Ka K NpaBuily NPOBEPKK (Kak in Tak U out), TO
Oyaet BblgaHo coobuleHne: $Inspection is currently not configured for interface
<interface-name>.

Ecnu k nHTepdgeiicy npuBa3aHo XoTs Gbl OAHO NPaBUIo NPOBEPKU (Oaxke K NPOTHUBOMONOXHOMY
HanpaeneHuto Tpaduka), To B KOMaHAe yaaneHu sl NpuBs3kK npaBumna K UHTepgency:

¢ [lpu ykasaHUM HenpaBWUbLHOrO UMEHW NpaBuia inspection-name, KOTOPOE NPY 3TOM

CyLlecTBYeT B KOH(puUrypauun, 6yaeT BblAaHo cooblieHne: $Inspect name <inspection-
name> is not defined for interface <interface-name> for the specified
direction

o [lpu ykaszaHMM HeCyLLeCTBYIOLLEro Npasuna NpoBepkn inspection-name, OyaeT Bbl4aHO
cooblleHne: $Inspect name <inspection-name> is not defined

Mpu yganeHum npasuna NpoBepkn aBTomaTnyeckn byaeT yganeHa v npyMesaska npasuna K
uHTEepdency.
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service-policy

KomaHaa service-policy NpuBsA3bIBaET NONUTUKY paboThl C knaccamu K MHTepdelicy.

CuHTakcuc service-policy {input | output} policy-map-name

no service-policy {input | output} policy-map-name

input BXOOALWNIA Tpaduk

output nexogsaLwmm Tpadumk

policy-map-name umsa policy-map

3HavyeHue No yMonyaHuio 3Ha4YeHue No yMOMN4YaHWo OTCYTCTBYET.
PeXumbl KOMaHAbI Interface configuration.

PekomeHaaLMmM No UCNosib30BaHUK

KomaHaa service-policy UCMOMb3yeTcsa AN NPMBA3KM NONMUTUKN policy-map K MHTEpPdecy.

CyLllecTByeT BO3MOXHOCTb 3ajaHUsl He3aBUCUMbIX KOMaH[ Knaccudukalmm U MapkupoBaHusa ans
BXOASALLEro U ucxodsilero Tpaduka Ha KaxaoM MHTepdelice.

Ecnu 3agaTb HecylecTBYOLWY policy map, OyaeT BblaaHo coobueHne ob owmnbke:

% policy map <policy-map-name> not configured.

Mpumep

Mpumep NPUBA3KM K BHYTPEHHEMY MHTEpPdEnCy LWmo3a MNONUTUKN policy-map AN UCXOASALLEro
Tpadumka:

Router (config) # interface fastethernet 0/1
Router (config-if)# service-policy output policy-mapl

Router (config-if) # exit
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crypto ipsec df-bit (interface)

KomaHpa crypto ipsec df-bit ncnone3dyetcsa Ans yctaHoBku DF-6vTa BO BHELUHEM 3arofioBke
naketa nocne IPsec nHkancynsiuum B TYHHENbHOM peXxume. YCTaHOBKa pacnpocTpaHseTcs Ha oaunH
KOHKpeTHbIN MHTepderic. KomaHaa JoCTynHa B peXuMMe HacTpoviku uHTepdenca.

CuHTakcuc crypto ipsec df-bit {clear | set | copy}
no crypto ipsec df-bit

clear DF-6uT BHelwHero IP-3aronoBka OyaeT o4mLeH 1 NakeT MoXeT ObITb
dparmeHTUpoBaH nocne IPsec nHkancynsauum

set DF-6ut BHelwHero IP-3aronoBka byaeT yctaHoBneH, bparmeHTauus
nakeTta 3anpelleHa

copy DF-6uT BHelwHero |IP-3aronoBka ycTaHaBnMBaeTCs B TO e 3HaYeHue,
Kakoe ObINo y OpUrMHanbHOro nakeTa.

3HayeH1e No YMOYaHUIO 3HauyeHne DF-6uta, ycTaHoBneHHoe B rrno6ansHoM
KOH(PUrypaLunoHHOM pexmme..

PeXumbl KOMaHAbI Interface configuration.

PekomeHaaLMM No UCNosib30BaHUK

McnonbayiTe kOMaHay crypto ipsec df-bit B pexumme HacTpoWku nHtepdenca ang
ycTaHoBKM buta DF B nakeTax, NpoxoasaLwux Yepes AaHHbIA MHTepdelic.

OTa KoMaHaa aHHynMpyeT ycTaHoBku DF-6uTa anst 4aHHoro nHTepdeica, BbiNoSIHEHHbIE B
rno6anbLHOM KOHUIypaLMoOHHOM pexumMe.

Mpu BO3HMKHOBEHMM NpobremM ¢ nepegaden 6onbLIMX NAKeToB (Hanpumep, ecnuv No Kakon-To
npuyYnHe He yaaeTcs 3acTaBuTb paboTaTb mexaHuam Path MTU Discovery) MOXHO yCTaHOBUTb
napameTp clear Ha UHTepdelice wnto3a Bel VPN Gate, ecnu pasmep naketa nocne uHKancynsaumm
npesbillaeT 3HavyeHne MTU mMapLpyTnsaTopoB Ha NyTu criegosaHusa IPsec nakeTa.

KomaHpa no crypto ipsec df-bit OTMEHsieT ycTaHOBMNEHHOe 3HadeHne DF-6uta gns
uHTepdenca n HaunHaeT gencTeoBaTb 3HadeHne DF-6uTa, ycTaHOBNEHHOE NO ymMonyaHuio (B
rno6anbHOM KOHUrypaumoHHOM pexume 3HaveHne DF-6uTa ycTaHaBnmMBaeTcs KOMaHAON crypto
ipsec df-bit).

MNpumep

Hwxe npuBeaeH npumep kak yctaHoBUTbL DF-6UT B 3aronoBke nNakeToB, NPOXOASALMNX Yepes
KOHKpEeTHbIN MHTepdelic:

Router (config-if) #crypto ipsec df-bit set
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mtu (interface)

KomaHga mtu npumeHseTcsa onsa 3agaHus 3HadeHus MTU Ha uHtepdence — MakcMmMarnbHbIv
pasmep nakeTta, nepefaBaemMbii 6e3 pparmeHTauum Yyepes nHtepdenc. KomaHga ncnonb3yeTcs B
pexume interface configuration. [1ns 3agaHunst 3Ha4eHMs N0 yMONYaHWIO UCNOMb3YETCs Ta Xe
KOoMaHga ¢ npedmKcoM no.

CuHTakcuc mtu bytes
no mtu
bytes AnanasoH 3HadeHun 68 — 65535 6ant.
3Ha4yeHue No yYMoONYaHUK 1500.
PeXumbl KOMaHAbI Interface configuration.

PekomMeHaaLumu no UcnonbL30BaHUKO

KomaHga mtu BbicTaBnseT 3HavyeHne MTU ans gaHHoro nHtepdpenca (MoxeT He coBnagaTh C ip
mtu).

KomaHza mtu BbINOMHSAETCS Nocrie BBoAa HEMeAEHHO M 3afaHHoe 3HaYeHne MTU coxpaHsieTcs B
3arpy3o4Hbix ckpuntax OC.

Ha KoHKpeTHOM ceTeBOM UHTepdence AONyCTUM He BECb AuanasoH 3HadeHui 68 — 65535 6anT, a
TOMBKO €ro KOHKpeTHas YacTb (3aBUCUT OT UHTepderica).

Mpu BbIXOAdE 3a rpaHuULbl AManasoHa AoMYCTUMbIX 3HAYEHUIA BbidaeTcsl coobLieHme 06 owmnbke u
KOMaHZa UrHopupyeTcsi.

KomaHga mtu BbINOMHAETCA Jaxe B TOM cnyyae, ecnu gaHHoe 3HadeHne MTU yxe npucyTcTByeT
Ha MHTepderice. OTO caenaHo Ans Toro, YTobbl n3bexaTb CUTyauuto, Korga Tekyllee 3HadyeHve
MTU Ha nHTepdeice He coBnagaeT ¢ MTU, 3annucaHHbIM B 3arpy3o4dHbIX ckpuntax. B atom cnyvae
BBeZleHHas KoMaHaa NpUHyAMUTENbHO 3anuieT ykazaHHoe 3HadyeHne MTU B 3arpy3ouHble CKpUMThI.

KomaHga no mtu aHanormyHa komaHge: mtu 1500, ycTaHaBnuBaeT 3Ha4YeHne No yMONYaHumto.
BcnyqaeouMGKMBbmaeT0ﬂcoo6meHme:Cannot set MTU (Reason: <Reason>).

Ecnun MTU 6bino BbICTaBJ1€eHO, HO COCTOAHNE MHTepcbePlca He yaanocCb COXpaHWUTb, BblAAaEeTCA
cooOLLieHue:
MTU was set, but the state of the interface was not saved

The changes will be lost after reboot
Mo KOMaHAe show running-config 3Ha4YeHMe Mo ymonyaHuo He NokasbiBaeTcs.

Mo komaHge show running-config BblJAeTCs TEKYLLEEe CUCTEMHOE 3Ha4YeHne, KOToOpoe MOXEeT
OoTNnM4aTbCA OT 3Ha4YeHUA, 3aNMCaHHOIO B 3arpy304HbIX CKpUnTax OcC.

OTnnyme gaHHOM KOMaHAbl OT nogooHon komaHabl Cisco |10S:

o [lnanasoH 3HadyeHnn MTU He 3aBMCUT OT TUNa UHTepdenca.
e HwxHAs rpaHuda guanasoHa MTU oTtnuyaetcs ot guana3soHa B Cisco I0S — 64.

e 3HayeHue No YMOYaHMI0 MOXET He CoBMNaaaTh CO 3HAYEHMSIMU MO YMOSNYaHWIO,
yCTaHOBMNEeHHbIMU s uHTepdencos B Cisco I0S, Tak kak Tam 3TO 3Ha4YeHUe 3aBUCUT OT Tuna
nHTepdenca. CosnagaeT Tonbko Ans uHtepdericor Tuna Ethernet n Serial.
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crypto ipsec df-bit (global)

KomaHga crypto ipsec df-bit ucnonb3dyetcsa anst yctaHoBku DF-6uta gns 3aronoska
WHKancynsumm B TYHHENIbHOM peXuMe. YCTaHOBKa pacnpoCTpaHAeTCs Ha Bce nHTepdencsl wno3a
6esonacHocTu. C npedmnKcom no KOMaHaa ycTaHaBnMBaeT 3HayeHne no ymonydaHuiwo. KomaHga
OOCTYMNHa B pexume rnobanbHOn HaCTPOWKM KOHMUrypaLumm.

CuHTakcuc crypto ipsec df-bit {clear |set | copy}
no crypto ipsec df-bit

clear DF-6uT BHelwHero IP-3aronoBka 6yaeT OumLLEeH U LUMO3 MOXET
parmeHTUpoBaTb NakeT nocne IPsec nHkancynaumu

set DF-6ut BHelwHero IP-3aronoBka OyaeT ycTaHoBneH, oparmeHTauus
naketa OyaeT 3anpelleHa

copy DF-6uT BHelwHero IP-3aronoBka ycTaHaBnMBaeTCA B TO e 3HaYeHue,
Kakoe ObINo Yy OpUrnMHaneHOro nakeTa.

3HayeHue No ymMmonyaHuo Mo YMOMYaHMWIO YCTAaHOBMNEHO 3HAYEHNE copy.
Pexu1mbl KoMaHAabl Global configuration.

PekomMeHAaLuu No UcnonbL30BaHUKO

Mcnonb3ynTe KOMaHay crypto ipsec df-bit B pexume rnobanbHOM HAaCTPOMKM
KOHMrypawmm BaLlero L3a B YacTy YCTaHOBKM NapameTpa DF-6uT.

Mpu BO3HMKHOBEHMM NpobriemM ¢ nepegaden 6onbLIMX NAKeToB (Hanpumep, ecnuv No Kakon-To
npuyvHe He yaaeTcs 3acTaBuUTb paboTaTb MexaHuam Path MTU Discovery) MOXHO yCTaHOBUTb
napameTp clear Ha wnto3e Bel VPN Gate, ecnv pasMmep naketa nocrie UHKancynsayumu npesbiLaeT
3Ha4eHne MTU uHTepdpelica Ha nyTu cnegoBaHus IPsec naketa.

MNpumep

Hwxe npuBeaeH npumep kak ounctuTb none DF bit B naketax, npoxoaswmx yepes Bce
UHTepdEencsl:

Router (config) #crypto ipsec df-bit clear
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KomaHpabl ynpaBneHnsa napameTpamu JOrupoBaHus
coobweHun Firewall

ip access-list logging interval

KomaHga ip access-list logging interval 3agaeT uHTepBarn BPEMEHU B MUIINTMCEKYHOAX
anga cbopa CTaTUCTUKK, HA OCHOBaHUM KOTOPOM (DOPMUPYIOTCS NOr-COOBLLEHNS.

CuHTakcuc ip access-list logging interwval logging-interval

logging-interval 3Ha4YeHue B MunnMcekyHaax B nHtepsane ot 0 0o 2147483647.

3HavyeHue No YMONYaHUK 3Ha4eHue no ymondaHmio 0 — ycTaHaBnMBaeT nHTepBan no
ymonyaumto — 300 cekyHa. Beog 3HaveHnns 300000
aHanoruyeH BBogy 0, HO He 9KBMBANEHTEH: MO show
running-config paHHaa komaHga OyadeT nokasaHa, B
oTnuyune, ecnu 6bl 6610 BBeAEHO 3HaveHune 0.

Pexunmbl KoMaHAabl Global configuration.

PekomMeHaaLumu no UcnonbL30BaHUKO

KomaHpa ip access-list logging interval ucnonb3yeTcs, korga HeobxoaMMo ykasaTb
WHTEpBAI BPEMEHMU, B TEYEHME KOTOPOro ByaeT HakannmBaTbCa CTAaTUCTUKA ANA BbIBOAA f0r-
coobweHun, otnudarowmincsa ot 300 cekyHa. CnegyeT yuuTbiBaTh, YTO NPU KOHBEPTUPOBAHMM
TOYHOCTb MHTEpPBarna CHMXaeTcs A0 CeKyHabl: 3HadeHusa oT 1 oo 1999 npeobpa3sytoTcst B CEKYHAY,
nocregymoLime okpyrnaTcsa Ao Lenon yactu (Hanpumep, 3876 Mcek okpyrnsaTcsa Ao 3 cek).
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ip access-list log-update threshold

KomaHga ip access-list log-update threshold 3agaeT npefenbHOE KOMYECTBO NakeToB,
npw OOCTUXKEHUN KOTOPOro ByaeT popMmnpoBaTbCS Nnor-coobLueHune.

CuHTakcuc ip access-list log-update threshold log-update-treshold

log-update-treshold - KONMMYECTBO NakeToB B MHTepBane ot 0 go 2147483647.

3HayeHue No YMOJI4YaHUI 3Ha4yeHMe no ymonuyaHuio 0 — OTMeHsieT OenCTBUEe ITON
KOMaHbl.
PeXumbl KOMaHAbI Global configuration.

PekomeHaaLUn No MCNOJ1Ib30BaHUKD

KomaHpa ip access-list log-update threshold ncnomnb3yeTcsl, Koraa Heobxoanmo
onpenennTb KoNiM4eCcTBO NakeToB, NpU AOCTUXEHUN KOTOPOIro 6yp,eT (*)OpCVIpOBaTbCﬂ BbIBO
COO6LLI,eHI/IFI B J10I, HE JOXMnaaAaCb OKOHYaHUA nepuoga HakonneHna CtTatucTtukn, 3agaHHoro
KOMaHOom ip access-list logging interval.
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KomaHabl ynpasneHnsda CoeaAuHEeHNAMU

clear crypto sa

KomaHpoa clear crypto sa yaanset Bce IPsec coeguHeHus.

CuHTakcuc clear crypto sa
3HavyeHue No yMonyaHuio 3Ha4yeHue No yMOMNYaHuo OTCYTCTBYET.
PeXumbl KOMaHAbI privileged EXEC.

PekomMeHaaLuu No UcnonbL30BaHUKO

KomaHpa clear crypto sa ucnonb3yeTcs, koraa Heobxoammo yaanuTb Bce IPsec coeanHeHus.
Mpn aTOM NpoMcxoauT yBeaoMIIEHUE NapTHepa o pa3pbiBe coeanHeHus (oTebinka Delete payload).

B cny4ae Heyaa4yHoOro BbINOSHEHUS] KOMaHAbI BblgaeTcsi coobLieHne 06 oLmnbke:

[

% Connection removal failed.

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |0S:

OTcyTCTByeT BO3MOXHOCTb 3adaTb AOMNOJIHUTESIbHbIE NMapaMeTpbl.

Ons ynaneHust Bcex IPsec coegnHeHunin n3 KoHghuaypauloHHO20 pexxuma NCronb3yeTcsl KoMaHaa
do clear crypto sa.
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clear crypto isakmp

KomaHga clear crypto isakmp yaanset Bce ISAKMP coeanHeHus.

CuHTakcuc clear crypto isakmp
3HavyeHue No yMonyaHuio 3Ha4yeHue No yMOMYaHWo OTCYTCTBYET.
Pexunmbl KoMaHAabl privileged EXEC.

PekomMeHaaLuu No UcnonbL30BaHUKO

KomaHpa clear crypto isakmp Mcnonb3yeTcs, koraa Heobxoaumo yganutb Bce ISAKMP
coeanHeHus. NMpu aTOM NpomcxoauT yBeAOMIIEHUE NapTHEpPa O paspbiBe COeaUHEHNs (OTCbINKa
Delete payload).

B cny4ae Heyaa4yHoOro BbINOHEHUSI KOMaHAbI BblaaeTcsi coobLieHne 06 oLmnbke:

[

% Connection removal failed

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |10S:

OTCyTCTByeT BO3MOXHOCTb 3aaTb OOMNONTHUTENbHbIE NapaMeTpbl.

Ona yoaneHus scex ISAKMP coeiMHEHUIN U3 KOHgbu2ypayUOHHO20 pexumMa NCNonb3yeTcs KomaHaa
do clear crypto isakmp.
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clear crypto session

KomaHga clear crypto session ygangaet Bce IPsec n ISAKMP coeguHeHus.

CuHTakcuc clear crypto session
3HavyeHue No yMonyaHuio 3Ha4yeHne rno ymon4yaHuio oTCyTCTBYeT.
Pexunmbl KoMaHAabl privileged EXEC.

PekomMeHAaLMU N0 UCMONb30OBAHUIO

KomaHga clear crypto session UCnonb3yertcs, korga Heob6xoanMo yaanuTb BCE COEAVHEHNS U
ISAKMP u IPsec. CHavana yganstoTcs Bce IPsec coegnHeHus, 3atem yagansiotcd sce ISAKMP
coeguHeHus. [pyn aTOM NponcxoanT yBedoMIeHne napTHepa O pa3pbiBe COeQUMHEeHNs (OTCbIfKa
Delete payload).

B cny4ae Heyaa4yHOro BhINOMHEHUsI KOMaHAbl BblgaeTcsi coobLyeHne o6 ownbke:

Q

% Connection removal failed.

OTnunyme gaHHOM KOMaHAbl OT Nnoao6Hon komMaHabl Cisco 10S:

OTCyTCTByeT BO3MOXHOCTb 3aaTb OOMNONIHUTENbHbIE NapaMeTpbl.

Ona yoaneHus Bcex IPsec n ISAKMP coeuHeHW U3 KOHQuaypalyUuOHHO20 pexuma UCnonb3yeTcs
KoMaHOa do clear crypto session.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 206



Bel VPN Gate-V 4.1. Cisco-like komaHabl

KomaHab! paboTbl ¢ KOHUrypauuen

clear running-config

KomaHpa clear running-config oumwaet Tekywyto Cisco-like koHurypaumo. KomaHga
AO0CTYyMNHa B NPUBUIENMPOBaHHOM pexnme. B KoHGUrypaunoHHOM pexumMe NCnosib3yeTca KomaHaa
do clear running-config

B 3aBucumocTu ot pexunma pasnnyaeTca d’.)yHKLI,VIOHaJ'IbHOCTb KOMaHObl:

e B Clnyydae npuBunermpoBaHHONo pexuma, cpasdy nocne O4YNCTKU KOHq)I/IpraLI,VII/I BbIMNONHAETCA
e KOHBepTupoBaHue

e B Clly4yae KOHDUrypaLuMoHHOro pexnma, KOHBEPTUPOBaHMe NonMTUKM GesonacHocTn GyaeT
NpPOM3BEAEHO NP BbIXOAE U3 3TOrO pexumMa.

CuHTakcuc clear running-config
Pexunmbl KoMaHAabl privileged EXEC.

PekomMeHAaLuu No UcnonbL30BaHUKO

HaHHasa komaHga ncnonb3yeTcsa aAnsa ounctku tekywen Cisco-like koHdurypaumm.
Mocne BBOOA 3TOM KOMaHAbl BbiAAETCSA 3anpoc NOATBEPXKAEHUS:
Also LSP will be converted immediately. It could lead to undesirable network settings.
To prevent this you could use 'do clear running-config' command from the configuration mode.
Are you sure you want to clear current configuration and to convert LSP immediately? [yes/no]:
Mocne o4MCTKN KOHGUIypaLMm NPOU3BOAUTCS ee KOHBEPTUPOBAHNE
Mpw BbINONMHEHUN KOMaHAbl OCYLLECTBNATCS crneaylLwmue AencTBus:

e B TekyLlen koHpUrypaumm yaansioTca Unm 3aMeHsItoTCst Ha 3Ha4YeHns Mo yMOMYaHuo Bce
CYLLECTBYIOLUME KOMaHAbl KOHUIypaLum, UCKMIYEHNE:

e KOMaHAbl OnMcaHusa nonb3oBaTtenein (username);

e KOMaHAbl Ha3HayeHus naponga goctyna (enable password nnu enable secret);
e KOMaHAbl HazHadeHus umeHun xocta (hostname);

e KOMaHAbl HACTPOWKU NOrMPOBAHMSI.

¢ Ecnu B 6a3e nokanbHbIx HAacTpoek npucyTcTBytoT CA cepTudmkaThl, OHM aBTOMATUYECKU
nobaBnsioTes B HoByto Cisco-like koHurypaumio (aHanorm4yHo, Kak 3To NPOUCXOANT Ha
cTapTe cs_console).

e U3 Tekywen KoHUrypawumm KonmpyoTcs NPUBSA3KN NOMMYECKUX CETEBBLIX MHTEPMENCOB K
PU3NYECKUM:

e €CNM [0 3TOr0 MOMEHTa BO3HMKIIA PACCUHXPOHU3aLUS MEXAY 3a4MTaHHbIM Ha cTapTe
COCTaBOM CETEBbIX MHTEPKENCOB N NX TEKYLLMM COCTaBOM B cucTeme (MHTepdeich! Obinu
nobaBneHbl Unu yaaneHbl BHE CS_CONsole), To 9Ta pacCUHXPOHM3aLMsa OCTaHETCS 1 Nocne
BbINOJIHEHUA KOMaHAbI.

¢ BbinonHseTca coxpaHeHne koHdUrypauum B 6ase nokarnbHbIX HACTPOEK

. KOHBepTI/IpOBaHI/Ie nonuTnkn 6e3onacHoCT (TOMNbKO B NPUBUIETMPOBAHHOM PEXUME).
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Mocne BBOAa KOMaHObl clear running-config BblAaeTcs 3anpoc NOATBEPXKOEHUS:

Q

% Warning: This command will irreversibly destroy current configuration

Are you sure you want to do this? [yes/no]:

Beeaute “yes” ona noarsepxaeHus KoMmaHabl, “No” — Ans npepbiBaHUSA KOMaHabl (crieqyeT BBECTU
CNnoBO LenukoM, 6e3 cokpalleHumi). [ng oTMeHbl KoMaHabl MOXHO HaxaTb Ha CTRL+C.

B cnyyae ucnonb3oBaHnsa koMaHAbl B NPUBUNETMPOBAHHOM pPEXUME KOHBEPTUPOBAHME NONUTUKM
©e30nacHOCTU BbINOHAETCA Cpa3y NOCne O4YMCTKU KOHUrypauumn, 4YTo MOXET NPUBECTYU K
YCTaHOBKE HeXenaTenbHbIX CeTEBbIX HACTPOEK (BKMNOYas NOTEPHO CBA3WN NpY yaaneHHoW HacTpouKke,
a Takke KOMNpoMeTauuio ceTeBon 6e3onacHoOCTM yCTporcTea). [oaTomy npu yaganeHHoON HacTponke
YCTPOWNCTBA, a Takke Npu HacTpPonKe yCTPOMCTBA, MMEIOLLEro 4OCTYN B HE3aLULLEHHYIO CeTb,
HaCTOATENIbHO peKoMeHAyeTCs UCMOSb30BaTb KOMaHAY do clear running-configB
KOHQMrypaLMoHHOM pexume. B aTom crniyyae nocne gaHHOW KOMaHAbl U Nepe KOHBEPTUPOBAHNEM
(Npm BbIXOAE 13 KOHPUIYPALIMOHHOIO pexuma) cregyeTt BBeCTU pabouyyto KoHuUrypaumio.

OTnunyme gaHHOM KOMaHAbl OT Nnogo6Hon komMaHabl Cisco 10S:

KomaHpa clear running-config oTcytctByeT y Cisco.

BoamoxHble npegynpexaeHns n cooblieHns o6 owmbkax npueeaeHbl B Tabnuua 17. faHHble
coobLeHns CB1AeTeNbCTBYIOT O Cepbe3Hon npobneme B paboTe cs_console (kpome nocnegHero
npepynpexaeHuns). MNpn nx nosBneHnun pekomeHayeTcs nepes3anycTuTb KOHCOMb (C BO3MOXHOW
notepen gaHHbix). MNpun cTabunbHOM NOSIBNEHMN OaHHBLIX COOBLLEHWI pekoMeHayeTCca 06paTuTLCS B
CNyX0y TEXHNYECKOWN NOAOEPKKM.

Tabnuua 17

Coob6LeHune MosicHeHne

% Current operating configuration clear failed:
can't transfer essential data from previous
configuration

He yganockb o4ncTuUTb KOHUrypaumio: He
yAanocb NepPeHecTn KPUTUYECKN BaXHble
06BbEKTBI U3 CTapon KOHUrypaumm

% Current operating configuration clear failed He yganockb o4MCTUTb KOHUrypaLuumo

% Configuration save failed He yganockb coxpaHuTb HOBYIO KOHUIypaLuio

B 6a3e nokarnbHbIX HaCTpOEeK

% Configuration save failed: memory allocation
error

% Configuration save failed: input/output error

...OlLIMOKa BblAeneHns NamsaTn

...olnbKa BBOAA/BbIBOAA

% Warning: Some old preshared keys were
not deleted from local settings

He yoanock yoanutb oguH unun 6onee
preshared kntoder 13 6asbl NokanbHbIX
HacTpoek

LSP conversion failed:
<cs_converter_err_msg>

Owwbka koHBepTMpoBaHus LSP
<cs_converter_err_msg> — coobLieHne 06
owmnbke KoHBEpTOpa

LSP conversion complete with additional
message(s):
<cs_converter_msgs>

KoHBepTupoBaHue LSP 3aBepLueHO ycneLHo,
HO C AOMNOMHUTENBHBIMU COOOLLEHMAMMU:
<cs_converter_msgs> — coobLeHns
KoHBepTOpa

Bel VPN Gate-V 4.1

Copyright © S-Terra Bel 2008 - 2016

208




Bel VPN Gate-V 4.1. Cisco-like komaHabl

copy running-config file

KomaHpa copy running-config file coxpaHsieT Tekywyto Cisco-like koHdurypaumio B chann.
KomaHga gocTtynHa B NpUBUIErMpoOBaHHOM pexumMe. B KoHUrypaumoHHOM pexxmme ncnonb3yeTcs
KOMaHga do copy running-config file.

CuHTakcuc copy running-config file:file-path
file-path nyTb K dhanny.
Pexxnmbl KOMaHAbl privileged EXEC.

PekomeHaaLMM No UCNOJIb30BaHUK

[aHHasa komaHga ucnonb3yeTca aAns coxpaHeHus Tekyuwen Cisco-like koHduUrypauum B ykasaHHOM
danne.

Mocne BBOAA KOMaHObl BblAA€TCA 3anpocC Ha noareepXageHne nytu K cbaﬂny:
Destination file path [<corrected-file-path>] ?
<corrected-file-path> — NOMAHbLIA NyTb K anny:

e ecnn<file-path>—abconoTHbIV NYTb (HAYMHAETCH C NPSAMOro Cradwa), To <corrected-
file-path> coBnapaet ¢ <file-path>

e ecnn <file-path> — OTHOCUTEMBHBIN NYThb (BKNOYasi NPOCTO nmsa ¢arna), 1o
<corrected-file-path>=/var/belvpn/<file-path>. Hanpumep:

copy running-config file:test
Destination file path [/var/belvpn/test] ?
B oTBeT Ha 3anpoc MOXHO:
e HaxaTb Ha Enter — noaTBepanTb BBEAEHHLIN paHee NyTb K hanny;
e BBECTU HOBbIW MOSHbLIA NyTb K hanny;

e BBECTW HOBbIN OTHOCUTENbLHBIN MYTb (Hanpumep, NPocTo ums anna). B aTom cnyyae cHoBa
OyoeT BblAaH 3anpoc Ha NoATBepXAeHWe NOMHOro NyTu K danny:

copy running-config file:testl
Destination file path [/var/belvpn/testl] ?test2

Destination file path [/var/belvpn/test2] ?

e HaxaTb CTRL+C — npepBaTb BbINOMHEHNE KOMaHbI.

Ecnn pann no gaHHOMY NyTH yKe CyLLecTBYeT, BblJaeTCs 3anpoc Ha NnogTBepXKAeHne onepauuu:
% Warning: There is a file already existing with this path
Do you want to over write? [confirm]

e HaxaTne Ha Enter nnm BBOA CTPOKK, HAYMHAIOLWLENCSH C CUMBOSOB y Unn Y (MaTuHCKMe),
o00o3HavaeT nogTBEPXKAEHME 3aMEHbI CTaporo ganna Ha HOBbIN.

e BBopg cTpoKM, HaunHaOLWENCs C APYTMX CUMBOMOB (Hanpumep, n), nnu Haxatue CTRL+C
npepbIBaeT onepauuio.

TpebyeTca BBOA CTPOKM C 3aBepLUalOLLIMM HaxaTuem Ha Enter.

I'Ipvl ycnewHOoM 3aBepLleHnn CoOXpaHeHuA KOH(bI/IpraLI,I/II/I BblgaeTcsi cCoobLieHune:
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File copied successfully

KOH(*)VIpraLI,VIFI B pe3ylnbTaTte BbINOJIHEHNA 3TON KOMaHAe He U3MeHSIeTCA.

BoamoxHble coobLieHnst 06 owmbkax npu BbIMOSIHEHNN KOMaHAbI NpMBeAeHbl B Tabnuue.

Tabnuua 18

Coob6LeHune

MosicHeHne

% Unknown destination prefix (should be "file:")

Mepen nytem k dpanny He BBeaeH npedukc file:

% File path is empty

BeegeH nycton nyTb K daviny:
copy running-config file:

% File open failed

He ypnanock oTkpbITb hann

% Input/output error

Owwnbka BBOAA/BbIBOAA
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configure replace file

KomaHpa configure replace file 3aMeHsieT Tekyluyto Cisco-like koHGurypauuio Ha
KOHdMrypauuio, coxpaHeHHyto B channe. KomaHga JocTynHa B NPUBUIIENMPOBaHHOM pexume. B
KOHGMrypaLMOHHOM pexume ucnonb3yetcs koMaHaa do configure replace file.B
3aBMCMMOCTM OT pexmnma CyLLecTByeT OTnnYme B yHKLMOHANBLHOCTW: B NPUBUIIETMPOBAHHOM
peXnMe BbINOMHAETCSH KOHBEPTUPOBaAHUE, B KOH(PUTYPaALMOHHOM peXMMe — KOHBEPTUPOBaAHWE He

aenaetcs.

CuHTakcuc configure replace file:file-path

file-path nyTb K hanny.
Ecnu file-path — OTHOCUTENBHBIN NYTb (HAYUMHAETCS HE C NPSIMOTO
Cn3LLa; YacTHbIN criyyar — NpocTo ums danna), To NOMHbIN NyTb K danny
dopmupyeTcs kak /var/belvpn/file-path.

PeXumbl KOMaHAbI privileged EXEC.

PekomMeHaaLumu no UcnonbL30BaHUKO

KomaHga configure replace file MCNOMb3yeTCs ANA BOCCTAHOBNEHWUS COXPAHEHHON B channe
KOHdurypauum.

B kavecTtBe napameTpa Ans 4aHHOW KOMaHObl peKOMeHAYyeTCs 3a4aBaTh TONbKO hannel,
nony4eHHble C NOMOLLbI0 KOMaHAdbl copy running-config. He pekomeHayeTcs BpyyHyto nucaTb
W pedakTMpoBaTh AaHHble dhannbl.

lMocne BBOAA 3TON KOMaHAbl BblgaeTcs 3anpoc noaTBepXxXaeHuA:

% Warning: This will replace the current running configuration with the
contents of the specified configuration file, which is assumed to be a
complete configuration, not a partial configuration.

Are you sure you want to do this? [yes/no]:

Ha koTopbln Hago oTBeTUTHL “yes” Ang nogTBepxXaeHus KoMaHdbl, “n0” — ANs NnpepbiBaHNS KOMaHAabI
(cnepyet BBECTU CrOBO LenNnkomM, 6e3 cokpalleHuit). [Ans oTMeHbl KOMaHObl MOXXHO HaXKaTb Ha
CTRL+C.

TekyLwan koHdurypawmsa nonHOCTb0 MEHAETCA Ha KoHdUrypauuio n3 gaina ¢ y4eTomM cnegyrowmx
ocobeHHOCTen (ganee Ans NPOCTOThI MCNONb3YHOTCA CneayoLwme TeEPMUHbIL: «cTapas
KOHUrypaumsa» — koHdurypauusa Ao BBoga KomaHabl, «HOBas KOHUrypaumnsa» — KoHurypaums,
3arpyxeHHas 13 danna):

Ecnu B cTapoii koHdUrypaumm npucyTCcTByeT OnucaHune nosb3oBaTtensi, 3-nog KoToporo
3anyLleH AaHHbIM NpoLecc ¢s_console (komaHaa username), a B HOBOW KOHUrypaLwmm KomaHaa
C onMcaHWeM 3TOro Nnornb3oBaTenst OTCYTCTBYET, TO AaHHasi KOMaHaa 6ygeT aBToMaTu4ecku
nepeHeceHa u3 cTapow KoHUrypawLmm B HOBYIO C Bbldayen coobLeHus:

User '<user-name>' added to the current configuration automatically

CyLecTBylOT 0COGEHHOCTM, CBsI3aHHbIE C 00paboTkoM kKoMaHA username — nx obpaboTka
CYLLEeCTBEHHO OTNNMYaeTCs ANsA CryYyaes, Korga nonb3oBaTtenb NPUCYTCTBOBAM UM OTCYTCTBOBAr
B CTapou KOoH(purypaumm:

e Ecnu nonb3oBatens yxe npucyTCTBOBanN B CTapOn KOHUrypaumm, nornka obpaboTkm
KOMaHAbl aHanorvyHa fiorvke npu 3arpyske HavanbHOM KoHdurypauum (cm. Tabnuua 2).

e Ecnu nonb3oBartenb OTCYTCTBOBAs B CTapOM KOHUrypaumm, normka obpaboTku aHanormyHa
NOrvKe Npy py4HOM BBOAE KOMaHAbl C HOBbIM Mofb3oBaTeneM (CM. username password).

o OCHOBHOE OTNNYME 3TUX OBYX CUTYyaLMI COCTOUT B 06paboTke cuTyauum, korga
nonb3oBaTesb C AaHHbIM UMEHEM YXXe CYLLEeCTBYeT B CUCTEME.
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e Ecnu nonb3oBatenb yKe NPUCyTCTBOBAN B CTapoun KOH(uUrypaumm n B kayectse shell y Hero
nponucaHa cs_console, To oH 6yaeT nepeHeceH B HOBYIO KOHGuUrypauuio 6e3
JononHUTENbHbIX CoobLLEHMI NONb30BaTENIO, ecnu B KadecTtse shell nponucaHa gpyras
nporpamma, TO C Bblgaden coobLleHuns: User "<user-name>" shell changed to
/opt/VPNagent/bin/cs_console

e Ecnu nonb3oBaTtenb OTCYTCTBOBAN B CTapoun KOHdurypaumm n B kayectse shell y Hero
nponucaHa cs_console, To oH 6ygeT nepeHeceH B HOBYO KOHUIypaLuio ¢ Bblaaden
coobLeHns: Warning: User "<user-name>" already exists in the system.

It was reused, B NPOTUBHOM Ciny4Yae koMmaHaa 6y/:|,eT OoTBEeprHyTta Cc Bblﬂa'«-leVl COO6U.I,eHVIFI
06 owmnbke: $ User addition failed. User "<user-name>" already exists in
the system.

MpumeyaHue 1: ecnn B HOBOM KOHd)I/IpraLI,VIVI OTCYTCTBYIOT nonib3oBaTtesin, NnpucyTcresoBaBLLne
B CTapOoW KOHurypaumm, oHn 6yayT yaaneHbl N3 CUCTEMBI C Bblgayen cooblleHns: User
'<user-name>' removed from the system automatically, 3a UCKITIOYEHUEM
nonb3oBaTens, U3-no4 KOTOPOro 3anyLeH npouecc cs_console.

Ecnun B HOBOW KOHpUrypaLmm npucyTCTBYIOT KOMaHAbl HACTPOWKM CETEBbLIX MHTEPGENCOB,
OTCYTCTBYIOLLMX B AA@HHOMN CUCTEME, 3TN KOMaHAbl OyAyT NPOUrHOPUPOBaHbI C Bblaayewn
coobLleHuns: $ Warning: network interface(s) <interface-list> currently not
present in the system. They are ignored

Ecnu B cucteme npucyTcTBYOT MHTEPdENCHI, OTCYTCTBYIOLLME B 3arpy>kaemon KoHurypaumm:

® ux cuctemHble HacTpowku (IP agpeca, MTU, agMnHMCTpaTMBHBIN CTaTyc) ocTaHyTcs 6e3
N3MEHEHNI;

e 0OypeT BbloaHo cooblleHne: $ Warning: network interface(s) <interface-list>
have not present in the loaded config. They left intact

e HacTponku, cneumduydHble Ans ¢S_console (NPUBA3KKU pa3nuyHbIX (UnbTPOB M Crypto maps,
HacTpownkun DF bit n T.n.) yaanstoTcs.

Ecnv B HOBOW KOHpUrypaumm NpucyTCTBYIOT CUCTEMHbIE HACTPOMKN ANA HEHacTpanBaeMbIX
CeTeBbIX MHTEPENCOoB, OTNNYHbBIE OT TEKYLLIMX HACTPOEK, OHN UTHOPUPYIOTCS C BblAaven
coobuWeHnsa: $ Warning: network interface(s) <interface-list> have
different settings in the loaded config. They are not configurable, so
they left intact

[N HacTpanBaeMblX UHTEPdENCOB, MPUCYTCTBYIOLLMX U B CUCTEME, Y B HOBOI KOHUIypaumu,
6yOeT BbINOMHEHO CPaBHEHNE CUCTEMHbIX HACTPOEK:

¢ B cny4yae ecnu Ha ogHom nHTepdence byaeT 3adumkcmposaHo pacxoxaeHue B IP-agpecax,
Ha JaHHOM uHTepdence ByayT yaaneHbl Bce Tekylune agpeca, a 3atem byaeT caenaHa
nonbiTka AobaBuTb agpeca 13 HoOBOM KOHdUrypauum.

o Ecnu pacxoxaenus B IP agpecax 6ygyT 3acmkcupoBaHbl Ha AByx 1 6onee uHtepdgencax, To
CHavana Tekyliune agpeca byayT yoaneHbl Ha Bcex HacTpamBaeMbIX UHTepdencax,
NPUCYTCTBYIOLLMX B HOBOW KOHGUrypaumu, a 3atem byaeT caenana nonesiTka gobasuts IP-
agpeca 13 HoOBOW KOHUrypaumm Ha aTux nHtepdencax.

o [lpn geTekTMpoBaHMM NOOOro pacxoXaeHWsl B CUCTEMHbIX HACTPOMKax Ha HacTpanBaeMoM
nHtepgence (IP-agpeca, MTU, agMMHUCTpATUBHBIV CTATyC), B KOHLIE Ha MHTepdelice byaeT
NPUHYOUTENBHO BbICTABIEH aAMUHUCTPATMBHBINA CTaTyC 13 HOBOW KOHQMrypaLmm, gaxe ecnm
OH He MEeHSNCs No KoHUrypaumm.

MpumeyaHue 2: ecnu B 6a3e nokanbHbIX HACTPOEK areHTa npucyTcTByoT CA ceptudmkathl,
OTCYTCTBYIOLLME B 3arpy>kaeMon kKoHdurypaumu, oHn 0yayT yaaneHbsl n3 6asbl nokanbHbIX
HACTPOEK areHTa C Bblgaden cooblieHms: CA '<subject-name>' removed from local
settings automatically
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MpumeyaHue 3: ecrniv B HOBOWM KOHGUrypauumn oTCyTCTBYHOT onuncannsa Preshared Keys (komaHga
crypto isakmp key), npucyTcTBylOLME B CTApon KOHUrypauum, To n3 6asbl NokanbHbIX HACTPOEK
OyayT yoaneHbl COOTBETCTBYIOLLME UM 3aMNUCHK.

MpumeyaHme 4: ecniv B HOBOW KOH(UIypaLum OTCYTCTBYHOT CTaTUYeCKMe MapLLIpyThl,
NPUCYTCTBYIOLLME B AaHHbIA MOMEHT B cucTeMe, BydeT caenaHa nonbiTka yaanutb 3T
MapLUpyTbl U3 cUcTeMBbI. ECn B HOBOI KOH(pUrypaLmMmn NpUCyTCTBYHOT MapLLPYThI,
OTCYTCTBYIOLLME B TEKYLLEN cucTeme, AenaeTcs rnornbiTka ux 4o6aBuTb.

B cnyyae Heyaauv 6yayT BblgaHbl cO0O6LLEHNSA BUAA:

% Can't delete route '<prefix> <mask> { <gw-ip-addr> | <interface-name>
}': <reason>

nnn

% Can't add route '<prefix> <mask> { <gw-ip-addr> | <interface-name>
}': <reason>

roe <prefix> <mask> — agpecHas nHdopmauns mappyta (nogpobHee cm. KOMaHgy ip route),
<gw-ip-addr> — agpec wnto3a, Yepes KOTopbIN NpoxoauT MapLpyT, <interface-name> — nmvs
ceTeBOro nHTepdenca, Yepes KOTOpbIA NPOXOAUT MapLLPYT, <reason> — NpU4MHa oLINOKU.

OTnunyme gaHHOM KOMaHAbl OT Nnogao6Hon komMaHabl Cisco 10S:

McnonbayeTcs npeduke “file:”, cneundumyHbii ans cs_console.
OTCyTCTBYIOT AOMNOMHUTESNBHBIE NApaMeTpbl KOMaHabI.

CyLLecTBEHHO OTnMYaeTcs norvka ucnonHeHus komangel — B Cisco 10S npovcxoaut
aBTOMaTU4YeCcKoe hopMMpOBaHNE AenbTa-KoHpurypauum, npeobpasyoLen TeKyLLyo
KOHpurypauuio B KOHpMrypaumio u3 cpanna, B cs_console faHHas KoMaHga npocTo 3arpyxaeT
KOHUrypauuio us paina. YkasaHHble pasnuyHble AeCTBUSA OOIMDKHbI NPUBOAMUTL K
aHanorn4yHomy pesynbrary.

CyuiecTBeHHO oTnm4yaeTcsa hopmart BbiBoAa MHPOPMaLMOHHBIX coobLeHni u coobLyeHnii 06
owmbkax.

Bo3moxHble coobLueHus 06 owmnbkax Npy BbIMONHEHMN KOMaHA4bl NpuBegeHbl B Tabnuue.
Tabnuua 19

Coob6LeHune MosicHeHne

% Unknown destination prefix (should be 'file:") | Nepeg nyTem k danny He BBeaeH npedukc file:

% File path is empty BeepeH nyctomn nyThb K channy:
configure replace file:

% File not found He ypanock npountatb hann
[MpumeYaHue: HeonacHasi CUTYaUUsi: HUKaKNX
N3MEHEHUI B KOHUIypauuio He Obino caenaHo

CA '<subject-name>' removed from local CA ©ObIn aBTOMaTMYECKM yaarneH ns 6asbl
settings automatically noKanbHbIX HACTPOEK, MOCKONbKY OH
OTCYTCTBYET B HOBOW KOHpUrypauum.

% Error: CA '<subject-name>' removal falied Bbina caenaHa HeycnelHas nonbITka yaanutb
CA, OTCYTCTBYIOLLUNA B HOBOW KOH(pUrypaumm

% Warning: network interface <interface> Owunbka HacTporKkn ceTeBOro uHTepdenca.
configuration failed: <msg> <msg> — coobLLeHne, aHanorn4yHoe
COOOLLEHWNIO NPY PYYHOI HACTPOWKE
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nmHTepderica (komaHabl ip address, mtu,
shutdown).

[MpumeYaHue: HUXe NpuBeaeHbI eLLe
HECKONbKO COOBLLEHUI C yKazaHHbIM
LWwabnoHoM; 0AHaKO COOBLLEHNSI B HUX
cneumduyHbl 4nsa 3arpy3kn KoHUrypaumm ns
harina n He MMEIT aHaNoroB Npu Py4yHOM
BBOJE KOMaHA.

% Warning: network interface <interface>
configuration failed: 'no ip address' command
is not allowed in the loaded config

Owunbka HacTporkn ceTeBoro nHTepdenca:
KomaHga no ip address HegonycTuma B
3arpyxaeMom KoHdurypaumu.

% Warning: network interface <interface>
configuration failed: more than one primary
address are not allowed in the loaded config

Owunbka HacTporkn ceTeBoro uHTepdenca:
GonblUe ogHoro primary agpeca Ha
MHTepdence He JONYCKaeTCs B 3arpyxaemom
KOHUrypaumm.

% Warning: network interface(s) <interface-
list> currently not present in the system. They
are ignored.

CeteBble nHTepdenc(sl) <interface-list>
OTCYTCTBYIOT B cucteme. VX HacTpomku
NMPOUrHOPUPOBAHbI.

% Warning: network interface(s) <interface-
list> have not present in the loaded config.
They left intact.

CeteBble nHTepdenc(sl) <interface-list>
OTCYTCTBYIOT B 3arpy>kaemMomn KoHdurypaumu.
Mx cncteMHble HacTpomnku ocTaBneHbl 6es
N3MEHEHNN.

% Warning: network interface(s) <interface-
list> have different settings in the loaded
config. They are not configurable, so they left
intact.

CerteBble nHTepdeinc(el) <interface-list> nmetot
OTJINYHBIE OT TEKYLLMX HACTPOWKN B
3arpy>xaeMou KoHdpurypaumm. 3tn
WHTEPMENCHI HE HacTpaMBaeMble, MOITOMY UX
HaCTPOWKM ocTaBrieHbl 63 N3MEHEHWNA.

User '<user-name>' removed from the system
automatically

Monb3oBaTtenb <user-name> aBTOMaTUYECKN
yaaneH n3 CUCTeMbl.

% Error: User '<user-name>' removal failed

He yaanocb aBToOMaTn4eCckn yaanntb
nonb3oBaTensa <user-name> U3 CUCTEMbI.

User '<user-name>' added to the current
configuration automatically

Nonb3oBaTenb <user-name> aBTOMaTU4YECKMN
AobaBneH B TEKYyLLY KOHUrypauutio.
MpumeyaHue: nonb3oBaTesib <user-name> —
nonb3oBartenb, U3-NOA4 KOTOPOro B AaHHbIN
MOMEHT 3anyLLeH npouecc cs_console.

User "<user-name>" shell changed to
/opt/VPNagent/bin/cs_console

Shell nonb3oBaTtens <user-name> CMEHeH Ha
/opt/VPNagent/bin/cs_console

[MpumeYaHue: ToNbKo Ans Nonb3oBaTens,
KOTOPbIN Y>ke NpUCYTCTBOBas B CTApou
KOHdUrypaumm.

Warning: User "<user-name>" already exists in
the system. It was reused.

lMonb3oBaTenb <user-name> yxe cylwlecTsyeT
B cucteme. KoHconb Tenepb byaer ero
MCnonb30BaThb.

[MpumMeyaHue: ToNbKo AN nonb3oBaTtens,
OTCYTCTBOBAaBLLEro B CTapoun KOHuUrypaumu,
shell nonb3oBatensa —
/opt/VPNagent/bin/cs_console.
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% User addition failed. User "<user-name>"
already exists in the system.

He yganock gobaBuTb nonb3oBaTens.
lMonb3oBaTenb <user-name> yxe nNpucyTcTByeT
B cucteme.

[MpumeyaHue: ToNbKo AN Nonb3oBaTtens,
OTCYTCTBOBABLLErO B CTapoun KOHurypaumu;
shell nonb3oBaTensa oTnMyeH ot
/opt/VPNagent/bin/cs_console.

% ERROR: Replace of the current running
configuration failed

He yaanocb 3aMeHuTb TEKyLLYO
KOHUrypauuio Ha HOBY!HO.

BosBpalyaeTtcs ctapas kKoHurypauus.
[MpumeyaHue: B 4aHHOW CUTYyaLMN BO3MOXHO
HEKOPPEKTHOE BOCCTaHOBMEHNE KOHUIypaLmm
(0coBEHHO CCbINOK Ha BHELLHNE 0OBbEKTDI:
nonb3oBatenu, CA, preshared keys).
PekomeHayeTcs nepesanyctuTtb cs_console.

LSP conversion failed:
<cs_converter_err_msg>

Owwbka koHBepTMpoBaHus LSP
<cs_converter_err_msg> — coobLieHne 06
owmnbke KoHBepTOpa

LSP conversion complete with additional
message(s):
<cs_converter_msgs>

KoHBepTupoBaHune LSP 3aBepLueHo ycneLHo,
HO C AONONMHUTENbHLIMU COOBLLEHNAMM:
<cs_converter_msgs> — coobLeHns
KOHBEpTOpa
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KomaHab! ynpaBneHusi pacnucaHmem

time-range

KomaHga time-range NO3BOMSET CO34aTh HOBOE UMM OTPEAAKTUPOBATL CyLLECTBYOLLEE
pacnvcaHue. [laHHasi KoMaH4a OCYLLECTBNSAET Nepexon B PEXUM peaakTtnpoBaHud time range
(config-time-range). YaaneHne pacnvcaHus oCcyLLEeCTBRASeTCS KOMaHaom ¢ NpeduKCoM no.

Ccbinku Ha pacnncaHne BO3MOXHbI B paCLUMPEHHbIX CMUCKax A0CTyna.

CuHTakcuc time-ramge name

no time-ramge name

name UMS pacnucaHus.
3HayeHue No yMonyaHuio 3Ha4yeHMe No YMOMYaHMo OTCYTCTBYET.
PeXumbl KOMaHAbI Global configuration.

PekomeHaaLMM No UCNOJIb30BaHUK

KomaHga time-range NO3BONSET 3a4aTb Auana3oH BPEMEHU, B KOTOPbI byaeT paboTaTb cnmcok
poctyna. [lnanasoH BpeMeHn MOXET ObiTb abComMOTHBIM 1 Nepuognyeckum. B pacnucaHmm gomkeH
ObITb 3afaH xoTsi Obl O4MH BpeMeHHON AnanasoH. [ina Toro 4tobbl KoMaHaa time-range
nokasbiBanacbk no show running-config, Heo6xogmMmo, 4To6bl B J@HHOM pacnucaHum 6bin
CKOHUrypupoBaH abCconoTHLIN BpeMeHHON anana3soH (absolute) nnm xotst 66l 0guH
nepuoguyeckui (periodic). B npoTMBHOM crnyyae gaHHOe pacnucaHme B KOHurypauum oTCyTCTByeT.

B pexumMe peOaktMpoBaHus pacrnmcaHust MOryT UCMONb30BaTbCA CreayoLne KOMaHabl:
absolute 3aaaeT abConOTHBIN BpeMeHHOM AnanasoH

periodic 3afjaeT nepvoanyeckuin BpeMeHHON AnanasoH.

Ccbinku Ha pacnucaHna gonyctuMbl B CNUCKax goctyna:

® UCMOMb3yeMblX ANs NakeTHOM punbTpauum (KOMaHga ip access—-group B pexume
HaCTPOMKM CETEBOIrO MHTEpP(eCa; KoMaHaa set ip access-group B PeXuMMe Co3gaHus
crypto map vnum crypto dynamic-map)

e ansa hopmmpoBaHus knacca Tpadmka (komaHga match access-group B pEXUME
HacTpoviku class map).

3anpeLlueHo Mcnonb3oBaHNe CCbINOK Ha pacnmMcaHus B crivckax LWndpoBaHHOro AocTyna, Ha
KOTOpble CCblNlaeTcsa KpunTokapTa (koMmaHga match address B peXMMe HAcTpOMKu crypto map nnm
crypto dynamic-map). B cnyyae npucyTcTBus NOA0GHbLIX CCbISIOK Ha pacnucaHne, KOHBEPTUPOBaHME
OyaeT npepBaHo ¢ coobLieHnem 06 oLmnbKe.

MpumeyaHue

Cobntogante oCTOPOXHOCTb NPY UCNOMBb30BaHUN pacnucaHus COBMECTHO C KOMaHAaMW HAaCTPOWKK
KOHTEKCTHOM chmunbTpauum (ip inspect). [JuHamuyeckoe npaBuno, Co3gaHHOE B Anana3oHe BPEMEHMU,
yKa3aHHOM B pacnuMcaHumn, npogosnkaeT paboTaTe 1 NOCMe 3aBepLUeHNst JaHHOro AnanasoHa
BPEMEHN.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 216



Bel VPN Gate-V 4.1. Cisco-like komaHabl

Hanpumep, B HUXe npuBeaeHHOM cdparmeHTe koHdpurypauum FTP-coeguHeHne moxeT cos3aatbes
Tonbko mexay 17:00 n 18:00. OagHako cosgaHHoe FTP-coegmHenne 6yaet pabotath Kpyriblie CyTKW.

ip access-list extended deny-any
deny ip any any

!

ip access-list extended out-acl

permit tcp 192.168.100.0 0.0.0.255 192.168.200.0 0.0.0.255 time-range
time-range-ftp

deny tcp any any
permit ip any any

!
ip inspect name ftp-inspect ftp alert on audit-trail on
!
interface FastEthernet0/2

ip access-group deny-any in

ip access-group out-acl out

ip inspect ftp-inspect out

!

time-range time-range-ftp

periodic daily 17:00 to 18:00
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absolute

KomaHpa absolute 3agaeT abCconoTHbIV BpEMEHHOW AnanasoH.

YpaaneHvne abconoTHOro BpPEMEHHOIO Anana3oHa OCYLLECTBMASETCS KOMaHaon no absolute.

CuHTaKcuc absolute [start time date] [end time date]

no absolute
start BpeMs Hayana nepuoga

end BpeMs 3aBepLueHus neproaa (Nepuoa akTyBeH 4O 3aBepLUeHns
yKa3aHHOW MUHYTbI)

time Bpemsa B popmaTe hh:mm, rge hh —vacel (o1 00 go 23), mm — MuHyThI (OT
00 po 59), He3Havalme HynNy gonyckaeTcsa onyckaTb

date aata B gopmarte <day> <month> <year>, rge <day> — uncno mecsua (o1 1
0o 31), <month> — Ha3BaHne mMecsaLa Ha aHIMUACKOM si3bIKe (MOXHO
cokpallaTtb 40 NepBbix Tpex OykB; perncTp HesaxeH: January, February,
March, April, May, June, July, August, September, October, November,
December), <year> — rog B YyeTblpexaHayHOM chopmaTe (AoNyCTUMbIN
AvanasoH — ot 1993 go 2035).

3HayeHue No ymon4yaHuio 3Ha4yeHve No yMOSIYaHWo OTCYTCTBYeET.

PeXumbl KOMaHAbI config-time-range.

PekomeHAaLMM N0 UCNOJIb30BaHUK

Wcnonb3yinTe aTy koMaHAy, 4Tobbl 3ag4atb abConoTHbIN MHTEPBan BpeMeHn. B pacnmcaHnm MoxHo
yKasaTtb TOMbKO 0ANH abCoNOTHLIN BPEMEHHOW AnanasoH, BBO4 HOBOrO abCONOTHOrO BPEMEHHOTO
AvanasoHa 3amMellaeT npeabIgyLnm.

I'IpM BBOA€ HEKOPPEKTHOro 3Ha4eHnA BpeMeHu BblgaeTcAa CtTaHOaapTHOe coobueHne 06 owwmnbke
CUHTaKcuca ¢ MNOMEeTKON oLWMBoYHOro cMMmBona.

Ecnu BBeCTM HEKOPPEKTHOE Ha3BaHWe Mecsua (4NnHa BBEOEHHOIO 3Ha4YeHUs1 MeHbLUE Tpex OykB
Unun BBeAEHHbIE OYKBbI HE COBMAJAT HU C OOHMM M3 Ha3BaHU), BblgaeTcst cooblieHne 06 owmnbke:
% Invalid month.

Ecnu BBecTM HekoppekTHyto aaty (Hanpumep, 31 anpens 1 T.0.), BblgaeTcsa coobeHne
(aHanoruyHo Cisco 10S): Invalid date (doesn't exist).

Bpewms 3aBeplueHus nepuoga AomkHO BbiTh GonbLue, Yem Bpems Havana nepuoga. B npotmeHoM
cnyyae BbigaeTcs coobweHne o6 ownbke: Ending time must be greater than starting time.

[lonyckaeTcsa He 3agaBaTh BpeMs Havarna unv Bpemsi 3aBepLueHns nepuoaa, Ho XoTsa Gbl OauH 13
napameTpoB 06s3aTeNbHO AOMKEH NPUCYTCTBOBATD.

Ecnu B TekyLleM pacnucaHum OTCYTCTBYIOT NEpPUOAMYECKME BPEMEHHbIE AnanasoHbl, TO Nocne
yaaneHus abconoTHOro BpeMEeHHOro AnanasoHa, AaHHoe pacnucaHne He nokasbiBaeTcs no show
running-config.

MprMepbl 4ONYCTUMbIX a0CONITHLIX BPEMEHHbIX ANANa30HOB:

absolute start 12:00 12 April 2011
absolute end 23:59 29 February 2012
absolute start 23:00 1 December 2012 1:00 end 2 December 2012

YaaneHve abconTHOro BPEMEHHOIO AnanasoHa:

no absolute
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periodic
KomaHpa periodic 3agaeT nepMoamMyecknii BpeMeHHON ananasoH.

YpananeHue nepnoan4eckoro BpeMeHHoro amana3oHa ocyLectBndaeTcd KOMaHaom ¢ npeq)vn(com no.

CuHTakcuc periodic {days-of-the-week | daily | weekdays | weekend }
hh:mm to [day-of-the-week] hh:mm

no periodic { days-of-the-week | daily | weekdays | weekend }
hh:mm to [day-of-the-week] hh:mm

days-of-the-week OAHO WS HECKOMbKO Ha3BaHUW AHEWN HeOeny Ha aHrMMNCKOM SA3blke

daily exeHeBHO

weekdays C NoHeAenbHNKa No NATHULY

weekend cybboTa 1 BockpeceHbe

hh :mm Bpems

day-of-the-week HasBaHWe OHS Hedenu Ha aHrnunckom ssbike (Monday, Tuesday,

Wednesday, Thursday, Friday, Saturday, Sunday)

Jo cnoBa “to” nuweTca HavYano AvanasoHa, nocne cnosa “to” nuweTtcs
OKOHYaHWe guanasoHa.

3HayeHue No yMon4aHuio 3Ha4YeHne No yMOM4YaHuo OTCYTCTBYET.
PeXxumbl KOMaHAabl config-time-range.

PekomeHAaLMM NO UCNOJIb30BaHUK

Wcnonb3yiiTe aTy koMaHAy, YToObl 3a4aTh NepuoanYeckmii BpeMeHHo ananasoH. B pacnvcaHum
MOXXHO YKa3blBaTb HECKOSTbKO BPEMEHHbIX MHTEepBarioB.

Ecnu B Tekyem pacnmcaHum oTCyTCTBYeT abCONOTHLIN BPEMEHHOW AnanasoH, TO nocne yaaneHus
nocneaHero Nepmoanyeckoro BPEMEHHOO Avanas3oHa, AaHHOE pacnMcaHue He NnokasbliBaeTcs Mo
show running-config.

¢ [lononHutenbHble cneundukaTopbl gHen Hegenu (daily, weekdays, weekend) Henb3s
cMewmBaTb C 0603Ha4YEHUSAMU KOHKPETHbIX AHEN Heaenu.

e Ecnu B Hayane ananasoHa 3agaH oavH eAUHCTBEHHbIM AeHb HeAenun, TO B OKOHYaHUK
AvanasoHa MOXHO (onuuoHarnbHO) 3aaaTth AeHb Hedenu.
OTcyTCcTBUE OHA Hedenu B OKOHYaHWUKM AnanasoHa coBnagaeT ¢ 3ajaHnMeM TOro Xe camMoro
[OHA HeJenu, 4YTo 1 B Havane gnanasoHa. Obo3HavaeTt geicTere gmanasoHa B AaHHbIN
KOHKPETHbI AeHb Hegenu.
Opyroii geHb Heaenu 3agaeT NPOMEXYTOK Mexay ABYMS OHAMU Heaernu.

o Ecnun B Hayane gnanasoHa 3agaHo nepeyunucneHne gHen Hegenu unu cneumdukatop daily,
weekdays unm weekend, TO B OKOHYaHUM AnanasoHa AeHb HeJenu nucaTtb Hemnb3as.
O6o3Ha4aeT OTpe3kM BpeMEHU B NMpefernax nepeyncrieHHbiX AHEN Heaenw.

e Ecnn 3apaH gnanasoH Mexay OBymMa OHAMU Hegenun, 4onyCTtuMo 3adaBaTh NMPpon3BOJibHOE
BpeMA B Ha4alne 1 B OKOH4YaHU1 Anana3oHa.

o Ecnu 3agaH gnanasoH gns ogHOro OHs Hedenw, NepeyncrnieHe gHem Hegenm unm
cneumdukatop daily, weekdays unum weekend, To Bpemsi OkOHYaHWS gManas3oHa A0SMKHO ObiTb
OonblUe BpeMeHn Havyarna guanasoHa. B npoTuBHom cny4dae Bbigaetcs cooblieHne 06
owwnbke: Ending time must be greater than starting time.
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¢ [lpu BBOAE HEKOPPEKTHOIO 3HAYEHMS BpEMEHU (CUMBONbHOE 3HaYeHMe, HE COOTBETCTBYHOLLEE
dopmaTty hh:mm; 3HaueHne hh 6onbLue 23 unu 3HavyeHne mm Gonblue 59), BolgaeTcs
cTaHgapTHoe cooblieHne 06 ownbke CMHTaKcuca ¢ NMOMETKON oMBOYHOro cMMBona.

Mprmepbl 4ONYCTUMbIX NEPUOANYECKUX BPEMEHHbIX ANANa30HOB:

31N ABe 3anncun 3aaaloT pa3Hble Anana3oHbl:
periodic Monday Wednesday 9:20 to 23:10
periodic Monday 9:20 to Wednesday 23:10

MepBas 3anucb — NoHeaenbHUK 1 cpeaa: ¢ 9:20 go 23:20; BTopas 3anncb — ¢ NnoHeaensHuka 9:20 go
cpenpl 23:10).

Ecnn 3apaetca NPOMEXYTOK MexAay ABYyMA AHAMU HeOeln, AONYCKaeTCHd 3a4aBaTb NpPoOn3BOJiIbHOE
BpemMA Ha4dana u KoHua nepuoaa:

periodic Sunday 23:59 to Saturday 00:00

Cnepnytoline aBe 3anncy sKBMBaneHTHbl ApYyr Apyry:
periodic Monday 10:00 to 12:00
periodic Monday 10:00 to Monday 12:00

Cneayowue aBe 3anucu aKBUBanNeHTHbI ApYyr Apyry:
periodic Saturday Sunday 11:01 to 11:02
periodic weekend 11:01 to 11:02
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Komanab! HacTponku RADIUS-knueHTa

OnucaHHble HKe KOMaHAbl MO3BONAIOT 3a4aTh ayTeHTudukaunio Ha RADIUS-cepBepe. Takke
MCMOoNb3ylTCA KOMaHAdbl set client authentication list M set client username,
onucaHHble B pasgene «KomaHabl co3gaHna n peaakTupoBaHus Kpuntorpadmuyecknx Kap».

aaa hew-model

KomaHpa aaa new-model npumeHsieTcsa Ans nepekntodeHnst Ha AAA access control model.

KomaHga NpuUCyTCTBYEeT AN1A COBMECTUMOCTU C CUCTEMaMM yrnpaBleHna Cisco, npwun BBoAe

UrHopupyeTcs.
CuHTakcuc aaa new-model

3HayeHue Mo yMonyaHuo 3Ha4yeHue No YMOMYaHUIo OTCYTCTBYET.
PeXumbl KOMaHAbI Global configuration.

PekomeHaaLMM No UCNOJIb30BaHUK

KomaHnpga Bcerga npucyTCTBYET B KOHpUrypaumm 1 nokasbiBaeTcs npu BeiBoge show running-config.

OTnnyme AaHHOM KOMaHAbl OT NofooHon komaHabl Cisco |0S:

B Cisco IOS paHHas komaHga nepekntoyaet mogens AAA n3 pexuma rno ymonydanuio 8 AAA
access control model.

radius-server host

KomaHpa radius-server host 3agaet agpec RADIUS-cepBepa. ns yaaneHns 3agaHHoro
agpec RADIUS-cepBepa ncnonb3yeTca Ta e KoMaHga, Ho ¢ NpeduKCoM no.

CuHTakcuc radius-server host ip

no radius-server host

ip IP-agpec RADIUS-cepBepa.
3HaYyeHue No yMOnyaHuo 3HaveHne No yMmon4yaHuio OTCyTCTBYeT.
Pexunmbl KoMaHAabl Global configuration

PekomeHOaUMM N0 UCNOJIb30BaHUK
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KomaHpa radius-server host no3sonseT 3agatb agpec RADIUS-cepBepa, k KOTOpOMY
nponssoguTca 3anpoc. MNockonbky RADIUS npoTokon He oTBe4YaeT 40CTaTOYHOMY YPOBHIO
BesonacHocTn, nonb3oBaTenb caM JOJPKEH 06ecneunTb HaxoXaeHne AaHHOro agpeca B npegenax
AoBepAemMoro 3almwEHHOro npoctpaHcTea. [na goctyna ucnonedyetcs UDP nopt 1645.

OTnnyme gaHHOM KOMaHAbl OT nogo6Hon komaHabl Cisco |10S:

KomaHnaa aHanormnyHas Cisco |0S, HO B Heli OTCYTCTBYIOT NtoGble OnuMOHarbHbIE NapameTpsl
(mopTbl 1 T.M.).

B otnunume ot Cisco IOS gonyckaeTca TonbKo ogHa Takad kKoMaHaa B KoHurypauuu.

radius-server key

KomaHga radius-server key 3agaet naponb goctyna k RADIUS-cepsepy. [ina yganeHus
3ajaHHOro naporb AOCTYMNa UCNofb3yeTcs Ta Xe KoMaHaa, HO C NMPedUKCoOM no.

CuHTakcuc radius-server key [0] secret
no radius-server key

secret npegonpeaeneHHbIn KoY, npeacTasnsaowmn cobon CTpoky
NpPOM3BOSIbHON KOMBMHaUMK ByKBEHHO-LM(POBLIX CUMBOSIOB

0 He WndpoBaTb NpeagonpeaeneHHbin KoY. HeobsisaTenbHbIN NapameTp,
NoTOMY 4YTO OH UrHopupyetcs. Knioy Bcerga He wudpyetcs. BeegeH ans
COOTBETCTBMUSA Takon e komange B Cisco 10S.

3HayeHue No yMOonyaHuio 3Ha4yeHMe No YMOMYaHMIo OTCYTCTBYET.
PeXxumbl KOMaHAabI Global configuration.

PekomeHAaLMM NO UCNOJIb30BaHUK

WNcnonbayinTe komanay radius-server xey, YKaXuTe npegonpeneneHHbIn KoY, KoTopbii bygeT
ABNATbCA naponem goctyna kK RADIUS-cepepy. [Naponb, BBeAeHHbIN JaHHON KOMaHOOoW,
nomMetlaeTcsi B 6a3y nokarnbHbIX HACTpoeK NpoaykTa. Ero MoXXHO NOCMOTPETHL C MOMOLLIbIO
cneumanu3MpoBaHHON KOMaHabl key mgr show.

OTnnyume gaHHOM KOMaHAbl OT Nnoao6Hon komaHabl Cisco 10S:

KomaHnga aHanornyHas Cisco |0S, Ho B Hei B otnnyne ot Cisco 10S He gonyckatoTces
LWMdpoBaHHbIE NapPOIN.

radius-server retransmit

KomaHga radius-server retransmit 3agaeT KOMMYECTBO MOMbITOK NEPENOCHINOK 3anpoca K
RADIUS-cepBepy. [Ins yaaneHns ykasaHHOro KONMYeCTBO MOMNbITOK NEPENOCHINOK 3anpoca K
RADIUS-cepBepy Mcnonb3yeTcs Ta Xe KomaHaa, HO ¢ NpednKCoM no.
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CuHTakcuc radius-server retransmit retries

no radius-server retransmit

retries JnanasoH 3HavyeHum 0 — 9.
3HayYeHue No YMOJI4YaHUI 3.
Pexunmbl KomaHAabl Global configuration.

PekomeHOaLMM No UCNOJ1b30BaAHUKD

KomaHga radius-server retransmit NO3BOMSAET 3a4aTb KONMYECTBO NOMbITOK NEPEnOChINIOK
RADIUS-3anpoca. lNepBas nonbiTka 3anpoca He y4YNTbIBaeTCA, T.€. YKa3blBaeTCsa KOSIMYECTBO
OOMOMHUTENbHBIX MONLITOK cBA3aTbCca ¢ Raduis-cepBepom.

OTnnyme gaHHOM KOMaHAbl OT NogooHon komaHabl Cisco |10S:

KomaHnpga aHanornyHas Cisco [0S, 3a nckntoyeHnem 6onee y3koro gnanasoHa gonycTUMbIX
3HaAYEHUMN.

radius-server timeout

KomaHga radius-server timeout 3agaeT Bpems oxugaHusa oteeta ot RADIUS-cepsepa. Ansd
yaaneHusa 3agaHHoro BpeMeHu oxmaaHmsa otseta oT RADIUS-cepBep ncnonb3yeTcs Ta xe
KOoMaHAa, HoO ¢ NpedUKCoOM no.

CuHTakKkcuc radius-server timeout seconds

no radius-server timeout

seconds BpeMs oXkuaaHus B cekyHaax. Jonyctumein guanasoH 1 — 1000.
3HayeHue No yMonyaHuio 5.
PeXumbl KOMaHAabI Global configuration.

PekoMeHOaumm no Mcnonb30BaHUIO

WNcnonb3yinTe koMaHda radius-server timeout, YTOObl YCTAHABNMMBUTL MHTEPBAN B CEKyHAaX
MeXxay NOBTOPHbLIMW MOMbITKaMX NOCkInku 3anpocoB Ha RADIUS-cepsep.

aaa authentication login

KomaHpa aaa authentication login 3apaeT ayTeHTudukauuio Ha RADIUS-cepepe. [na
yAaneHus 3agaHHOro Cnycka ayTeHTudmkaumMm n napons Mcnonb3yeTcd Ta e kKomaHgaa, HoO C
npecuKCoOM no.
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CuHTakcuc aaa authentication login auth-list group radius
password [0] user-password

no aaa authentication login auth-list group radius

password
auth-1list UM$ cnucka ayTeHTudmkauuu;
user-password HEVHTEepPaKTUBHbIN Naposib NoNb3oBaTens (eanHbIN);
0 HeobsA3aTenbHbIM NapamMeTp, yKasbiBaloLLMi Ha TO, YTO NapOorb XpaHUTCS B

He3alwndpoBaHHOM BUAE.

3HayeHue Mo yMonyaHuo 3Ha4yeHne nNo ymosi4aHuno OTCyTCTBYeT.

PeXumbl KOMaHAbI Global configuration.

PekomMeHAaLmuu no UcnonbL30BaHUKD

Wcnonb3ynTte komaHda aaa authentication login, 4TOBbl ykasaTb napameTpbl
ayTeHTMdumkauun Ha RADIUS-cepsepe.

MoxxHO 3agaTb TONbKO OAMH CNUCOK ayTeHTudmkaumm. HoBas komaHaa 3amellaeT 3Ha4YeHus,
3agaHHble B npeablayLuen.

Maponb, BBEAEHHbIV JaHHOW KOMaHAon, noMellaeTcs B 6a3y nokanbHbIX HACTpoek npoaykTa. Ero
MOXXHO MOCMOTPETb C NOMOLLBIO key mgr show.

OTnnyme AaHHOM KOMaHAbl OT NoAooHon komaHabl Cisco |0S:

KomaHga otcytctByeT B Cisco |I0S. OgHako caenaHa no aHanornm ¢ KoMmaHaon aaa
authentication login. [puHUUNManeHoe oTnNnYMe — napameTp password user-
password (B Cisco I0S naponb nonyvaetcsa nHTepakTMBHO Yepes XAuth).

B Cisco IOS ponyckaeTtcsa 3afgaBaTb HECKOIbKO KOMaH aaa authetntication login.

Npumep HacTponkn RADIUS-knneHTa

! MoxHO He BBOIMTL. B koHOMI'ypaluy BCerma MNPUCYTCTBYET.

aaa new-model

!

! VMg cnmcka ayTeHTudMKaLMM IPOM3BOJIbHOE. HeMHTepaKTMBHEI [1apPOJb
noJib30BaTeNia (oOga3aTeJIbHEM HapaMeTp) .

aaa authentication login RADIUS group radius password 87654321

!

! Agpec RADIUS cepBepa. 0O6sg3aTesibHEM IapaMeTp.

radius-server host 10.2.0.42

! MMapose mocTyna k RADIUS cepBepy. OOg3aTeJIbHB NapaMeTp.

radius-server key 12345678
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crypto map CMAP 1 ipsec-isakmp

! VMimMa cnmucka ayTeHTUOMKALUMKM OOJDKHO COBIalaTh C BBEIEHHEM B KOMaHIEe aaa

authentication login
set client authentication list RADIUS
! HeobxonmmMo BEHIOpATh CIOCOD MOJiydeHUS MIeHTUUKaTOpa I[10JIb30BATEID
(obgasaTeJIbHEM INapaMeTp) :

set client username { ike-id | cert-subj-cn | cert-subj-ou | cert-
altsubj-email | cert-altsubj-dns }
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UrHopupyembie KOMaHAbI

KomaHgbl, nepeymcneHHble B 3TOM pasfene, npn NpaBunbHOM CUHTaKcMce BBOAATCA 6e3 owmnbok,
HO UTHOPMPYIOTCA N HUKAK He BMMSAIOT Ha paboTy KOHCOMK (B TOM YnCre He oToBpaxatTcs no
komaHge show running-config).

YnpaBneHue XAuth n AAA:
crypto map <map-name> client authentication list <list-name>
crypto map <map-name> isakmp authorization list <list-name>
aaa authorization network <list-name> local
aaa authorization network default local
TekcTOoBbIE KOMMEeHTapuum:
ACLs (standard n extended):
remark <remark>
no remark <remark>
Interface:

description <string>

YnpaBneHue QoS:
QoS preclassification (pexwum HacTpowku crypto map). Y Hac gaHHbIn pexum paboTaeT Bcerga:

gos pre-classify

KomaHabl paboTbl ¢ KOHdUrypaumen:
write memory
write
KomaHgbl paboTbl C TEpMUHANOM:
terminal no editing
HacTtpownka CA-cepTtucumkartos:
enrollment mode ra
enrollment retry count <1-100>
enrollment retry period <1-60>
enrollment url <url>
serial-number [none]
ip-address none | <ip-address> | <interface>
password
auto-enroll
rsakeypair <key-label> [ <key-size> [<encryption-key-size>] ]
fgdn none | <name>
YnpaBneHue naponsimu:
no service password-encryption

[MpumeyaHue: faHHasi kKOMaHOA Bcerga nokasbiBaeTcst no komaHgae show running-config (B Cisco
IOS — noBefeHNE N0 YMOJTYAHMLO).
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KomaHgbl ynpaBneHus nepedparmeHTaumen, Kotopble nocbinaet CSM:
MmobanbHas:
crypto ipsec fragmentation { after-encryption | before-encryption }

no crypto ipsec fragmentation

B pexunme HacTponkn nHtepdeinca:
crypto ipsec fragmentation { after-encryption | before-encryption }

no crypto ipsec fragmentation
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