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Hactpouka Syslog-knueHTa

B MNMpoaykre npoTokonMpoBaHne cobbITUIA NPOUCXOANT TOMbKO Mo NpoTokony Syslog u
nonyyartenb fiora MoXeT OblTb TONbKO OAMH, B oTnnyune ot Cisco.

Cisco-like koHdpurypaumsa
B nHTepdence komaHOHOWM CTPOKM AN HACTPOVKU Syslog-knmeHTa 1 oTnpaBku COOBLLEHUI O
NPOTOKONUPYEMbIX COBBITUAX MCMONb3YITCA KOMaHAbI:
logging — 3agaHue IP-agpeca xocTa, Ha KOTopbIn OyayT HanpaenATbCA COOOLEHMSA
logging facility — 3agaHvne UCTOYHMKa COOOLLEHUN

logging trap - 3aJaHue TeKyLLero ypoBHsl BaXKHOCTM Ans Bcex cobbiTuii. Mpu
OTCYTCTBUM 3TOW KOMaHAb! YPOBEHb fora paBeH INFO.

Bce aT1 HacTponkn 3annceiBaloTcs B hann syslog.ini.

Ecnun atn KOMaHAbl OTCYTCTBYKOT, TO ,D,eIZCTBy}OT HaCTpOVIKI/I no ymosn4yaHuto, 3annucaHHble B
daiine syslog.ini, KOTOpblE ABMAAKTCS TAKUMU e Kak U NpW 3aaHnM KOMaHabl no
logging:

Severity INFO
Facility = log local7

IP-addr = 127.0.0.1

LSP (native) koHdurypauus

[nsa HacTpoiikn Syslog-knneHTa B TEKCTOBOM haine KoHuUrypauum ncnonb3yTcs:

crpykTypa SyslogSettings - 3agaHue IP-agpeca xocTa, Ha KoTopbIn 6yayT
HaNpaBnATbCS COOOLLEHUS, N 3a4aHNe UCTOYHMKA cO0OLLeHnn. B aTon e CTpykType
MOXHO OTKMIOYNTb UCMONb3oBaHme npoTtokona Syslog. Ecnn ata cTpykTypa oTCyTCTBYET,
TO OEWCTBYIOT HacTPoOWKK, 3agaBaemMble B darne syslog.ini.

crpykTypa GlobalParameters — 3agaHue YPOBHS fiora ons pasHbiX COObITUIA:

e ATpubyTr SystemLogMessageLevel - 330a€T ypOBEHb Jlora Ansi CUCTEMHbIX
cobbITUi

e Arpubyr PolicyLogMessageLevel - 3agaeT ypoBeHb fnora ans cobbitui,
CBSI3aHHbIX C MPUMEHEHMEM MONUTUKM 6e30nacHOCTH

e Arpubyr CertificatesLogMessagelevel - 3aaeT ypoBeHb Jfiora ans
COBbITMI, CBA3AHHbIX C cepTudUKaTamm

e Arpubyr LDAPLogMessagelevel - 3aaeT YpOBEHb fora Ans cobbITui,
cBA3aHHbIX ¢ goctynom k LDAP cepsepy.

Mpwn oTCYTCTBMM 3TUX aTPpMOYTOB YPOBEHB MPOTOKONMPOBAHUS MO YMOJSTYAHUIO NPY MOMOLLM
yTunuTbl log mgr_set, Ha4asnlbHOE 3HAYE€HNE KOTOPOro paBHO Debug.

Ecnu 3aaaHbl ypoBHM NPOTOKONMPOBaHUA AN pasHbIX COBbITUIN aTpubyTamu 1 3adaH
YPOBEHb NMPOTOKONMPOBAHMS MO YMOMNYaHUIO YTUNWUTON log mgr set, TO AEUCTBYIOT YPOBHU
MPOTOKONIMPOBAaHWS, 3aaHHbIe AN pasHbIX COBbLITUIA.

Bel VPN Gate
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daunn

syslog.ini

Mpwn co3pgaHum koHUrypaumm B MHTEpdence KOMaHOHON CTPOKK (KOHCOMN) BCE HACTPOWMKM
syslog 6yayT 3anucbiBaTbCsa B havin syslog.ini, NO3TOMY 3TOT (haiin BPYYHYIO HE
pegakTupyeTcs.

Mpn cozpgaHum NONUTUKK B BUAE KOHUrypauuoHHoro ganna (LSP) n oTcyTCTBMM B HEM
CTPYKTYpbI SyslogSettings OyayT gencTeoBaTb HACTPOWKK U3 hana syslog.ini. B aTtom
crnyyae aTOT hain MOXHO OTPeAaKTUPOBaTb BPYYHYHO.

®aiin syslog.ini pacnonoxeH B katanore /opt/VPNagent/bin. B aTom channe
3apgatoTtcs Tonbko IP-agpec nonyvartens coobLeHnn N NCTOYHMK COOBLLEHMI. dann

syslog

.ini nmeet nong:

Enable (Tun boolean) — BKIOYEHNE/OTKIIIOUYEHME NPOTOKONIMPOBAHMSA (HayanbHoe

3HayeHune 1):

0 - NPOTOKOMNUPOBaHME OTKMIOYEHO

1 - NpOTOKOJIMPOBaHME BKITHOYEHO

Destination

(HavanbHoe 3HaveHune 127.0.0.1)

(Tun IP-addressl)— IP-agpec nonyyarens coobueHun

Facility — MCTOYHUK coobLeHnn (HavansHoe 3HadeHue: local7). JonycTumel
cnegyowme 3HadeHna: log_kern, log_user, log_mail, log_daemon, log_auth,
log_syslog, log_lpr, log_news, log_uucp, log_cron, log_authpriv, log_ftp, log_ntp,
log_audit, log_alert, log_cron2, log_localO, log_locall, ..., log_local7.

[nsa ynobcTBa npegnaraetca Tabnvua cooTBeTCTBUSA 3HaYeHus nong Facility B cbanne,
yucnosoro koga facility npotokona Syslog, a Takke o603HavyeHun Facility B MHbIX HOTauuAX:

3HayeHue Yucnoson define us 3HaveHune 3HayeHue B
Facility B KoA cTaHpapTHoro Facility B LSP Cisco-like
c¢anne npoTokona ¢anna syslog.h KomMmaHpge logging

syslog.ini Syslog2 facility

log_kern 0<<3 LOG_KERN LOG_KERN kern

log_user 1<<3 LOG_USER LOG_USER user

log_mail 2<<3 LOG_MAIL LOG_MAIL mail

log_daemon 3<<3 LOG_DAEMON LOG_DAEMON daemon

log_auth 4<<3 LOG_AUTH LOG_AUTH auth

log_syslog 5<<3 LOG_SYSLOG LOG_SYSLOG syslog

log_lpr 6<<3 LOG_LPR LOG_LPR Ipr

log_news 7<<3 LOG_NEWS LOG_NEWS news

log_uucp 8<<3 LOG_UUCP LOG_UUCP uucp

log_cron 9<<3 LOG_CRON LOG_CRON sys9

log_authpriv 10<<3 LOG_AUTHPRIV | LOG_AUTHPRIV | sys10

log_ftp 11<<3 LOG_FTP LOG_FTP sysll

! Ons TeKyLLI,eIZ BepCuUn nogaepXxnBaeTca OTChbINKa NPOTOKONIMPYEMbIX COOBLEHNIN TONBKO HA OAMH XOCT.

% << — 0BO3HaueHwe onepaunn 6UTOBOro casura BreBo
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log_ntp 12<<3 LOG_NTP sysl2
log_audit 13<<3 LOG_AUDIT sys13
log_alert 14 << 3 LOG_ALERT sysl4
log_cron2 15<<3 LOG_CRON2 cron

log_localo 16<<3 LOG_LOCALO LOG_LOCALO localo
log_locall 17<<3 LOG_LOCAL1 LOG_LOCAL1 locall
log_local2 18<< 3 LOG_LOCAL2 LOG_LOCAL2 local2
log_local3 19<<3 LOG_LOCALS3 LOG_LOCAL3 local3
log_local4 20<<3 LOG_LOCAL4 LOG_LOCAL4 local4
log_local5 21<<3 LOG_LOCALS5 LOG_LOCALS5 local5
log_local6 22<<3 LOG_LOCALG6 LOG_LOCALG6 local6
log_local7 23<<3 LOG_LOCAL7 LOG_LOCAL7 local7

Ecnun s q)aﬁne syslog.ini Obinn YCTaHOBJ1€Hbl 3HA4Y€HUA, OTJIMYHbIE OT Ha4dalibHbIX, TO
nocne 3anycka KOHCOJTIM OHN U3SMEHATCA Ha Ha4allbHble 3Ha4YeHUA.

Mpn nameHeHnn hamna HaCTpomKM BCTYNAT B 4EMNCTBME TONbKO NOCIe pectapTa AeMoHa.
HacTtpowkun n3 avina syslog.ini MCNOMb3yOTCH B ABYX Cy4Yasx:

e xorga B LSP oTcyTCcTBYeT CTpyKTypa SyslogSettings (Tonbko ansa LSP,
HanucaHHON BPYYHYIO B BUAE KOHUrypauuoHHoro danna)

L] Koraga nonnTuka ©e30nacHoOCTU He 3arpyxeHa nnm nonntuka ©e3onacHocTn
OTrpy)XeHa KomaHgon 1sp mgr unload.

CnepyeT yunTbiBaTb BO3MOXHblE NOOOYHbIE 3¢hEKTbI COXpaHEHUS
% nony4artens nora B pann syslog.ini:

Note dann syslog.ini MOXeET MEHATbCSA NpU CTapTe KOHCOMU (Jaxe ecnu

He Oblna BBeAeHa HU ogHa komaHaa). ITo npomnsongeT, ecnu dann
nepen CTapTOM KOHCONM MEHSNCS BPYYHyto. B aTom cnyyae ero
cogepxnmoe BygeT 3ameHeHo Ha To, YTo nponucaHo B Cisco-like
KOHUrypawuu

KOH(UrypupoBaHue B cs_console MOXET NOBNUATL Ha nonyvaTens
nora B TOM cnyyae, ecnu nocrne atoro 6yaet 3arpyxeHa LSP, B koTopoii
He yka3aHa CTpyKTypa SyslogSettings (3TO O3Ha4aert, 4YTo for nget
nonyyartenio, ykasaHHOMY B syslog.ini ). lpumevanue: Takaa LSP
MOXeT ObITb TONbKO HAanncaHa BPYYHYIo, U He MOXET ObITb NonyyeHa ¢
noMoLblo cs converter

KOH(UrypupoBaHue B cs_console TakkKe MOXET NOBMUATL Ha
nony4arens fnora B criyyasx, koraa He 3arpyxxeHa LSP (npu ctapTte
cepBuca unu npu otrpyske LSP).

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012



MpoTokonupoBaHue COObLITHI

Hactpouka nokanbHoro Syslog-cepBepa

JlokanbHbIn Syslog-cepBep yxe CKOHUrypupoBaH Npu NoAroToBKe onepaunoHHOM CUCTEMBI
nepen nHctannauun Bel VPN Gate cneayowmum obpasom:

Jor Bcex ypOBHeVI Ba)>XHOCTW OT UCTOYHMKA local’ HanpaBndaeTca:

B hann /var/log/cspvpngate.log ANg annapaTtHbIX NAAaTOPM C KECTKUM
ONCKOM

B dpavin /tmp/cspvpngate . log Ans annapaTtHbIX NnaTtgopm ¢ dneLw-auckamm
10T YPOBHS BaXXHOCTU €IT 1 Bbille JOMNONHUTENBHO HaNpaBnsieTCs B KOHCOSb

Syslog-cepBep 3anyckaeTcs aBToMaTnyeckn npn kaxaom ctapte OC ¢ BKIIOYEHHOW
BO3MOXHOCTbIO Npuéma coobuieHmn no UDP nopty 514

npu ctapte OC 13 ckpunta (/etc/init.d/start logwatch) 3anyckaercs
nporpaMmma logwatch, KOTOpas KOHTponupyeT pasmep danna nora. MakcnumanbHO
aonyctumbln pasmep danna yctaHoBneH B 1024 kunobavita. [Nposepka pasmepa
npoussoautca kaxaele 10 cekyHa. Mpu npesbilLEeHUN AONYCTMMOro pa3mepa
TEeKyLMi chainn nora coxpaHseTcs ¢ cydhdmnkcom . 1”7 nocne Toro, Kak y paHee
COXPaHEHHbIX hannos CyPPUKCbI MEHSAIOTCA C . <n>"” Ha ” .<n+1>". Bcero
OOMNOMHUTENBHO K TekyLwemy danny fiora CoXpaHAeTCs 2 3K3eMnnsApa 3anofHEeHHbIX
darinos nora (cspvpngate.log.l, cspvpngate.log.2). Ecnu<n+1>
BonbLue KonnyecTBa CoOXpaHsaeMbIX 9K3eMNnApoB, hann ¢ cydukcom . <n>"
yaansetcs. [Nocne nepemmeHoBaHus annos Syslog-cepBepy nocbinaeTcsa curHan
SIGHUP ansa nepexoga Ha ceexun hann nora.

nporpamMmma logwatch OCTaHaBNMBaeTCA NPU OCTAaHOBKE CUCTEMbI U3 CKpUMTa
/etc/init.d/start logwatch.

[lns smeHeHMs ycTaHOBMNEHHBIX HAacTpoek Syslog-cepeepa NpousBeaMTE HACTPOWKM fora B
cTaHgapTHoM hanne /etc/syslog.conf:

HanpuMep, Ans coxpaHeHus Hpopmauumn B pann /var/adm/message,
npuwleaLlen oT UCToYHUKA facility localO M MMEIOLLEN BCE YPOBHM BaXKHOCTHU,
nobaBbTe CTPOKY (Nons pasgensanTcsa cumBonammu Tabynauum)

localO.debug /var/adm/message

ONs coXpaHeHus nHdopmMaumm B pann /var/adm/message, Npulieawen ot
UCTovHUKa facility local2 n umetowlen ypoeHb BaxxHOCTU NOTICE u Bbille,
nobaBbTe CTPOKy (Nons pasgensitoTcs cuMmBonamu Tadynsauun)

local2.notice /var/adm/message

Nocne nsameHeHnsa KoHUrypaumm nponsseauTe pectapt syslog:

/etc/init.d/syslog stop

/etc/init.d/syslog start

[nsa nameHeHns MakcMManbHoro pasvepa darina nora, konudectsa annos fiora 1 nepuoga
NpoBepKu pa3mepa davina npousBeanTe, UCNOMb3ysl TONbKO PeAAKTOP vi, HACTPOWKA B
danne /etc/init.d/start logwatch B CTpOKe

roe

/opt/VPNsyslg/bin/logwatch $LOG FILE 1024 2 10

1024 xbamT — MaKcMMmarbHbI pa3Mep anna /var/log/cspvpngate.log
(/tmp/cspvpngate.log ) € NPOTOKONMPYEMbIMU COOLITUSMU

Bel VPN Gate
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2 — Konu4yecTtBo hannoB apxuea

10 cexyHnm — Nepvoj BPEMEHU, Yepes KOTOPbI NPON3BOAUTCHA NPOBEPKa pasmepa
¢anna nora.

Mocne nameHenns anna /etc/init.d/start logwatch nepesanycTuTb nporpammy
logwatch C NOMOLLbIO KOMaHA

/etc/init.d/start logwatch stop

/etc/init.d/start logwatch start.

MepemelwaTb nnu ygansaTe ann start logwatch He crneayer.

MonyyeHue nora B Windows

[na nonyyenmsa nora B8 OC Windows moxHO ncnone3oBatb npoaykt Kiwi Syslog Daemon
(http://www.Kiwisyslog.com), Tri Action Syslog Daemon n ap.

CnKUCOK NPOTOKONUPYEMbIX COOLITUN

Kaxgomy npoTokonupyemomy cobbiTuio npuceamBaeTcst UKCUPOBAHHBIN MAEHTUUKATOp
(MSG ID) n cooTBeTCTBYHOLMIN MY YPOBEHB BaXXHOCTU (Severity) anga npoTtokona Syslog:
EMERG, ALERT, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.

CTpoku NpoToKonMpyeMbix CobbITUI (HOPMUPYIOTCA NOCPEACTBOM LWAbMNoOHOB, 3agaBaeMbIX
BO BHELUHEeM TeKCTOBOM (panne s_res.ini.

Bce npoTtokonupyemble cobbiTust Ans cs _console OTHOCATCA K pasgeny SYSTEM. YTtobbl
oTnuyaTh 3TU cobbiTuA B Tabnmuax coobLieHns npeacTtasneHsl nog pasgenamm CONSOLE -
ans cs_console 1 CONVERTER - gng cs_converter. BolgaBaemble coobLieHns un onucaHne
COObITUI NO 3TUM COOGLLEHNSIM NpeacTaBneHbl B Tabnuvuyax 1-5.

BepeTca Takke npoTokonMpoBaHne ownboK KpunTorpadnuyeckon nogcmMcTeMel (gpansepa
cryptopm, cp plgl uAap.). 3TV oWMBKM JOBOAATCS A0 CBEAEHNS Nonb3oBaTens Takke
yepes Syslog, ncnonb3ysa MCTOYHUK coobleHun (Facility) kern. [NepeyeHb BaxHENLWNX
owmbok npusegeH B Tabnumua 8.

Coobumenuss ypoeHst ERROR

Tabnuua 1
Yposenn .
Onucanue cooObITHS p Paznen IIa610HBI COOOIIEHMIH
Ba’KHOCTH
JlokanbHbI cepTudukat Searching local certificate failed. Reason: %s>.
1 ERR CERT .
HenpuroaeH Subject: %s Issuer: %s SN: %s
JlokanbHbI cepTudukat Searching local certificate failed. Reason: not
2 o ERR CERT
He HangeH found. Search template: %s

® revoked | expired | not verified

Bel VPN Gate
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Ypogens .
Onucanue coobITHS P Paznen [I1a6J10HBI CO001IEeHMIT
Ba’KHOCTH
Local certificate '%{1}s' is invalid: private key
%{2}s%{3}s'%{4}s" is inaccessible
roe:
%{1}s — 3HauyeHne nons Subject nokanbHoOro
. cepTudukarta
CekpeTHbIN Krod
floKanbHOro cepTudukara ERR CERT %{2}s — «», ecnu Kritod 6bin 3aAaH ABHO,
HeJJ,OCTyI'IeH MHa4e «at container»
%{3}s — «», ecnu knto4 BbinN 3a4aH ABHO,
uHave
«»
%({4}s — nyTb K knto4y, ecnv oH bbin 3agaH
SIBHO, MHA4Ye UMsi KOHTENHepa
Local certificate '%{1}s' is invalid: container
'%{4}s' is inaccessible
KoHTelHep krtova rae.
nokarkHOro cepTudukaTa ERR CERT %({1}s — 3HaueHue nons Subject nokanbHOro
HeJOoCTyneH cepTudukaTa
%{4}s — nyTb K Knto4y, ecnu oH 6bin 3agaH
SIBHO, MHa4e MMS KOHTerHepa
Local certificate '%{1}s' is invalid: private key
%{2}s%{3}s'%{4}s" is inconsistent with the
certificate
roe:
CekpeTHbIN KIlloY He %{1}s — 3HaueHne nons Subject NokanbHOro
COOTBETCTBYET cepTudukaTa
rnokansHomy cepTudukaTy. ERR CERT
9T0 BO3MOXHO TOMNbKO %{2}s — «», ecn KoY ObIn 3agaH ABHO,
nocne yCTaHOBKM OC' MHa4ye «at container»
%{3}s — «», ecnu knto4 Obin 3agaH SIBHO,
MHaye « »
%{4}s — nyTb K KoYy, ecnv oH Obin 3agaH
SIBHO, MHa4e MMS KOHTelHepa
cs_console:
KomaHnpa {1} BBegeHa He ERR CONSOLE Uncomplete command: "%{1}s"
NOMHOCTbIO
cs_console:
Owwnbka pasbopa ERR CONSOLE Certificate for ca "%{1}s", parse error
ceptudukata ang ca {1}
cs_console:
HeBO3MOXHO cuntatb ERR CONSOLE Could not read ini file "cs_conv.ini"
¢hann HacTpoek
cs_console:
B komaHge {1} oumbka B ERR CONSOLE Error in command: "%{1}s", pos: %{2}d

nosuuum {2}

Bel VPN Gate
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Onucanue cOOLITHA

YpoBenn
Ba’KHOCTH

Pasznen

I1a610HBI COOOIEHNI

10

cs_config:

CA cepTudpmkar {1} yxe
npucyTcTBYyeT B trustpoint
{2}. Dob6aBneHune
cepTudukarta
NPOUTHOPUPOBAHO.

ERR

CONSOLE

CA certificate "%{1}s" is already exist in the
trustpoint “%{2}". Certificate addition ignored.

11

cs_config:

He ypanock coxpaHutb
npeAablayLLyo
norib3oBaTtensckyto LSP B

dann “{1}’

ERR

CONSOLE

Could not save previous user-defined LSP in
file "{1}"

12

cs_config:

He yoanock coxpaHutb
BHYTPEHHME HAaCTPONKM B

dann “{1}”

ERR

CONSOLE

Could not save internal settings in file "{1}"

13

cs_config:
LSP koHBepTOp oTpaboTan
C owmbkamum

ERR

CONSOLE

LSP converter finished with errors

14

cs_config:

Owunbka npu obpaboTke
KOMaHAbl
WHTEpNpeTaTopoM

ERR

CONSOLE

Error in command: "%({1}s", pos: %{2}d

15

cs_config:
HeBepHbIn TMN
ceptudukata ang ca {1}

ERR

CONSOLE

Wrong certificate type for ca "%{1}s", must be
CA certificate

16

cs_config:
[aHHasa 3anucb B nyne
nepecekaeTcs ¢ ApyruMmm

ERR

CONSOLE

Current pool entry has intersection with others,
no entry will be added

17

HeBo3amoXxHO npoumnTaTh
HacTpownku 13 INI-cpanna.

ERR

CONVERTER

Cannot read settings form INI file. Conversion
failed.

18

He 3apaHbl nHTEepdeincsl B
INI-dpavine npu
BbIKINto4eHHOM Host-
pexvme. Heobxogmmo
CKOHUrypupoBaTb
MHTepdeNnchl Nnn
BKMOUYUTL HOSt-pexunm.

ERR

CONVERTER

No interfaces were found in the INI file.
Configure interfaces or set host mode to
proceed.

19

B nmnopTtupyemoim
KOHdMrypauun He 3agaHsl
UHTEpdENnChI.
KoHBepTupoBaHue He
umeeT CMbicna.

ERR

CONVERTER

No interfaces were found in the configuration.

20

WHTepdenic {1} He 3agaH B
INI-cpanne.
KoHBepTupoBaHue
OCTaHOBIIEHO.

ERR

CONVERTER

Interface "%{1}s" not found in the INI file.
Conversion aborted.
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Onucanue coObITHS 515«?:;; Paznen Ia610HBI cOOOIEHNH
21 E:eﬁiiﬂzfmbcpfﬁmﬁq‘;ﬂZT ERR CONVERTER | Certificate parse failed
HeBo3moXxHO
CKOHBepTMpOBaThb Crypto
TI:TSM‘-{IJILéEquMHa: Could not convert crypto map “{1}". Reason:
! < >
roe <MpuymHa> ogHa u3: Reason
. < >
OTtcyTtcTBYyeT isakmp rae <Reason
policy There is no isakmp policy
OtcytctByeT CA unu There is no CA or appropriate preshared
NoaxXo4ALLNIA key. Also isakmp policy - can have wrong
22 _Preshared _Key, nm6o ERR CONVERTER type (rsa-sig or pre-share)
isakmp policy There is no peer
HenpaBuWIbLHOro TMna P
(rsa-sig nnwn pre-share) There are no transform sets
OTcyTcTtBYET peer Crypto map HenonHas (He xBaTaeT crypto
OTcyTcTByIOT transform map ACL, transform set nnu peer)
sets Unknown
Crypto map is
incomplete
HewussecTtHas npuyvHa
He ypanocs 3arpysuTsb
chopmmpoBaHHyto LSP. LSP load failed. Erroneous LSP saved in file
23 OwwnboyHasa LSP ERR CONVERTER "%6{1}s".
coxpaHeHa B pawne “{1}’
24 | He ypariocs sarpysute ERR CONVERTER | LSP load failed
chopmmpoBaHHyto LSP
He nogoepxnBaetca
25 | AaHHbIK hopmaT Macku ERR CONVERTER | Unsupported network wildcard "%{1}s"
noaceTu
26 Eg;:::g;”;i:g?;%%iﬂa ERR CONVERTER | LSP conversion failed
HeycneluHas nonbiTka Connection request FAILED, Reason: %s*, ip:
27 YCTaHOBUTL COeIHEHNE B ERR POLICY %s, protocol: %s°, IKERule: "%s", IPsecAction:
KauyecTBe nHuumartopa "%s", FilteringRule: “%s”®, Stopped at: %s’
Owunbka npu gobaeneHnn .
o8 IP-anpeca {1} B ARP- FRR POLICY Failed to add IP-address %{1}s to the ARP

Tabnuuy

table

* Session timeout | Invalid packet | No proposal chosen | Invalid ID | Authentication failed | Internal error

® ISAKMP nu6o IPSec

® Ecnin Ha MOMEHT BbIBOZ@ COOBLLEHUS CBEAEHUS O npasunax ISAKMP, IPSec nubo o counbTpe OTCYTCTBYIOT, TO
COOTBETCTBYIOLLME CBEAEHUSA HE BbIBOOATCSA

! [ononHuTteneHble cBeaeHns 06 onepauun, Ha KOTOpOIZ npepearncsa npouecc yCtaHoBIeHNA coeanHeHnq
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MpoTokonupoBaHue COObLITHI

Onucanue coObITHS VDBt Paznen Ia610HBI cOOOIEHNH
Ba’KHOCTH
ObHapyxeHsbl There is a bad Isp object in product db: '%{1}s',
HEKOPPEKTHbIE AaHHbIE B }
29 | Gaze naHHbIX, CBSI3aHHbIE ERR POLICY | op{1}s — ums HekoppekTHOro chaina onmcaHus
c LSP obbekta B 6a3e AaHHbIX
There are at least two active configurations in
product db: '%{1}s' and '%{2}s'
OGHapyxeHa 6onee yem roe:
30 | ogHa akTuBHas LSP B ERR POLICY %({1}s — ms nepeoro chaiina on1caHms
6a3e AaHHbIX obbekTa B 6a3e AaHHbIX C akTMBHOM LSP
%{2}s — umsa BTOpOro (hanna onucaHms
obbekTa B 6a3e gaHHbIX ¢ akTuBHOM LSP
31 HeBoamoxHo 3arpysuTe ERR SYSTEM FAIL loading security policy. Reason: %s
nonutuky 6esonacHocTu
Invalid route to %{1}s%{2}d through %{3}s
%{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4vHoro IP nnun noacetun
oG %{3}s — gw unu interface
LWmbkKa B 3anucu
32 | vapwpyTvaaum ERR SYSTEM %{4}s — appec gateway Ui ums
MHTepdelnca
%{5}s — “, metric”, ecnv ykasaHa MeTpuKa B
LSP
%{6}s — 3HauyeHne meTpukn
%({7}s — onucaHue owmnbku: inconsistency,
invalid gateway (matches local address)
HeynayHas nonbiTka
33 | poctyna lNonb3oBartens K ERR SYSTEM User login failed
AreHTy
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MpoTokonupoBaHue COObLITHI

Onucanue coobITHS Yposenn Pazgen [I1a6J10HBI CO001IEeHMIT
BaKHOCTH
Failed to add route to %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oauHo4vHoro IP nnun noacetun
%{3}s — gw nnu interface
%{4}s — apgpec gateway nnun nus
UHTepdenca
Ouwmbka npu fobasneHnm ERR, %{5}s — “, metric”, ecnu ykasaHa MeTpuka B
34 | 3anvcu B Tabnvuy WARNING SYSTEM LSP
MapLUpyTu3aLmm
%{6}s — 3HauyeHne meTpukn
%({7}s — onucaHune owmnbku: inconsistency,
invalid gateway (matches local address)
Ha ypoBHe ERROR napameTp %{7}s moxeTt
npyvHUMaTh criegylolne 3Ha4YeHus: system
error, unknown network interface, internal error.
Ha yposBHe WARNING napameTp %{7}s moxeT
npyvHUMaTh criegylolme 3HadveHus: already
exists.
Failed to delete route to %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oauHouvHoro IP nnun noacetun
%({3}s — gw unu interface
%({4}s — agpec gateway nnv ums
MHTepdenca
Owwnbka npu yganeHum )
35 | 3anucum u3 Tabnuupl WERI?\IIRI’NG SYSTEM %({5}s — “, metric”, ecnu ykazaHa meTpuka B
MapLupyTusaumm LSP
%{6}s — 3Ha4YeHnE METPUKK
%{7}s — onucaHue owmnbkK: inconsistency,
invalid gateway (matches local address)
Ha ypoBHe ERROR napameTtp %{7}s moxeT
NnpuHMMaTh cregyoLlne 3HavyeHus: system
error, internal error.
Ha yposBHe WARNING napameTp %{7}s moxeT
npyvHUMaTh criegyrowme 3HadveHms: not found.
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MpoTokonupoBaHue COObLITHI

Coobuennst ypoHss WARNING

Tabnwuua 2
Onucanue coobITHS Yposenn Pazgen [I1a6J10HBI CO001IeHMIT
BaKHOCTH
Unsupported encoding "%{1}s" has been
specified in xX509conv.ini, "%{2}s" will be used
B dranne x509conv.ini roe:
yKasaHa
HenoaaepxvBaeMas WARNING CERT %{1}s — HenoAAepxM1BaeMast KOANPOBKa
koAnpoBKa %{2}s — koaupoBKa, koTopas 6yaet
MCrnonb3oBaHa ANsl COOTBETCTBYHIOLLENO
ASN.1-tvna
Unexpected parameter "%{1}s" has been
B cpaine x509conv.ini specified in x509conv.ini, ignored
yKasaH HEN3BECTHbIV WARNING CERT e:
napameTp Ae-
%q{1}s — umMsa HeM3BeCTHOro napameTpa
Certificate with subject "%{1}s" has
incompatible attribute value encoding.
OwnBka now Probably, the connection won't be established.
—— pOBKe Honest Please, configure x509conv.ini according to
peKoanpoBKe WARNING CERT actual attribute encoding.
Issuer nnun Subject
ceptucukata B UTF-8 roe:
%({1}s — cTpokoBOEe NpeacTaBneHne nons
Subject ceptncukara.
cs_config:
OGHapyxeHa Incorrect config detected. Policy conversion
HeKOppeKTHast NoNNTMKA. WARNING CONSOLE | ianored
KoHBepTupoBaHue
NONWUTUKM He aenaeTcs.
BeegeHHbInn LDAP url {1}
IIO m g
NPOUrHOPMPOBaH, WARNING CONVERTER LDAP url "%{1}s" ignored. IP address and port
NOCKOMbKY A0ONYyCKalTCs allowed only.
TosnbKo IP-agpec v noprT.
MpourHopmnpoBaH access-
group out B UHTEpdelce ; : o, "
{1}, nocKonbky WARNING | converTer | OUT access group in the interface "%{1}s
ignored. Only IN access group is used.
[0MyCKaeTCs TONbKO
access-group in.
Mpu BKNtOYEHHOM HoOSt-
pexume fonyckaeTcs . : . .
TONMbKO OIVH MHTEPCEIIC. WARNING | converTer | ONly one interface is used while host mode is

OcTtanbHble HTEpdENCHI
UrHOPUPYIOTCSI.

on. Other interfaces ignored.
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MpoTokonupoBaHue COObLITHI

YpoBenn

Pa3nen I1a610HBI COOOIIEHNI
BasKHOCTH

Onucanue coOBITHS

MmnopTmpoBaH TOMbKO
nepsbli No cnmcky CA-
ceptudukar. End-User
8 cepTudukaTbl u WARNING CONVERTER
ocTtasLumecs CA-
cepTudukaThbl
NPOUTHOPMPOBaHbI.

Only one CA certificate imported. Other certs
ignored.

Crypto maps {1} cogepxart
transform sets, B KOTOpPbIX

3a0aHb PAGHBIE Crypto map(s) "{1}" contain transform sets with

9 ) WARNING | CONVERTER | different encapsulation modes. Tunnel mode is

encapsulation pexumel. used

WcnonbayeTcs ’

TYHHEINbHbBIA PEXNM.

Crypto maps {1} cogepxart

g:ni?::masﬂi;ela KOTOpBIX Crypto map(s) "{1}" contain transform sets with
10 A pa WARNING | CONVERTER | different encapsulation modes. Transport mode

encapsulation pexumel. .

is used.

WcnonbayeTtcsa

TPaHCMOPTHBIN PEXUM.

Crypto map set(s) {1}

cofepxart ctaTuyeckmne ugqn - :
11 | crypto map(s) ¢ WARNING | CONVERTER | CTYPI0 map set(s) "{1}" contain static crypto

map(s) with priorities lower than dynamic.

NPUOPUTETOM HIDKE, YEM Y

AVHaMUYECKNX

Crypto map “{1}’ copepxut

HECKOmbKO peers ¢ Crypto map "{1}" contains several peers with
12 pasHbiMu preshared keys. WARNING CONVERTER | different preshared keys. This is not

3T0 He pekomeHayemas recommended.

cuTtyaums.

LDAP 3anpoc {1}
13 3aKoH4YUIICA Heyaayen. WARNING LDAP
Mpuumna: {2}

LDAP request failed. Reason: %{2}58. Request:
"%{1}s".

® Create request failed — He yganock cpopMnpoBaTh KOPPEKTHBIN 3ampoc
Failed to parse message — Owubka pasdopa coobweHusa LDAP

Timeout

LDAP server is not responding — LDAP cepsep HegocTyneH

Request canceled — 3anpoc npepBaH (Hanpumep Npu BbIrpy3ke KOHdUrypawmm)

Unknown — lNMpryunHa HensBecTHa
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MpoTokonupoBaHue COObLITHI

YpoBenn

Pa3nen I1a610HBI COOOIIEHNI
BasKHOCTH

Onucanue coOBITHS

Incoming connection request FAILED, Reason:
%s°, ip: %s, protocol: %s'?, IKERule: "%s",
IPsecAction: "%s"ll, FilteringRule: “0hg™?,
Stopped at: %s"?

HeycnelwHas nonbiTka
14 yCTaHOBUTb COeaNHEHVE B WARNING POLICY
KayecTBe OTBETYMKA

IKE-CFG IP-address %{1}s already bound with
the partner %{2}s:%{3}d with the same identity
as partner %{4}s:%{5}d has. Initiating DPD to

Mpn KOHUryp1poBaHIK resolve IKE-CFG IP-address conflict

Tekywero naptHepa {4}:{5}

B nyne obHapyxeH IKE- rae:

15 | CFG agpec {1}, KoTopbIiii WARNING POLICY %{1}s — IKE-CFG IP-agpec
3aKpenrseH 3a apyrum

naptHepom {2}:{3} c Ton %{2}s:%{3}d - IP-agpec n nopT «cTaporo»

Xe camon identity napTHepa

%{4}s:%{5}d - IP-agpec 1 nopT «KHOBOro»
napTHepa

Partner %{2}s:%{3}d is alive, connection with
partner %{4}s:%{5}d going to be broken
DPD nokasan, 4to

npeablayLwmin napTHep rae:
16 | {2}:{3} xuB. CoegmHeHne c | WARNING POLICY 9%{2)s:%{3}d - IP-aApec 1 NopT «CTaporo»
HOBbIM napTHepom {4}:{5} napTHepa

OyaeT npepsaHo.
%{4}s:%{5}d - IP-agpec 1 nopT «KHOBOro»

napTHepa

Unable to respond to IKE-CFG request:

HeBoamoxHo Bbinark IKE- address pool is over. Partner: %{4}s:%{5}d

CFG apgpec B OTBET Ha
17 3arnpoc co CTOPOHbI WARNING POLICY roe:
KNueHTa, Tak Kak nyn

0, -0, - -
a7PECOB 3aKOHUMTICS. 0{4}s:%{5}d - IP-agpec n nopT «HOBOro»

naptHepa
HeBO3MOXKHO Unable to initiate IKE-CFG session: address
pool is over. Partner: %{4}s:%{5}d
MHNUMMPOBATL Bblaavy
18 IKE-CFG agpeca WARNING POLICY roe:

napTHepy, Tak Kak nyn

0 -0, - -
a7PECOB 3aKOHUNIICH. Y%0{4}s:%{5}d - IP-agpec 1 nopT «HOBOrO»

napTHepa

° Session timeout | Limit of %u responded sessions achieved | Invalid packet | No proposal chosen | No rule
chosen | Invalid ID | Authentication failed | Internal error

19 |ISAKMP nu6o IPSec

' Ecnu Ha MOMeHT BbiBoga COOBLLEHNS npaeuno ISAKMP, nu6o IPSec He BbIGpaHO, TO CBEAEHUS O HEM He
BbIBOAATCS

'2 Ecnin Ha MOMEHT BbIBOZ@ COOBLLEHUS CBEAEHUS O npasunax ISAKMP, IPSec nubo o counsTpe OTCYyTCTBYIOT, TO
COOTBETCTBYIOLLME CBEAEHUSA HE BbIBOASATCA

13 [ononHuTteneHble cBeaeHns 06 onepauun, Ha KOTOpOIZ npepearncsa npouecc yCtaHoBIeHNnA coeanHeHna
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MpoTokonupoBaHue COObLITHI

Onucanue coobITHS RIS Paznen [I1a6J10HBI CO001IEeHMIT
BAa’KHOCTH
DefaultCryptoContextsPerlPSecSA in
"agent.ini" is not valid (must be from 1 to 128),
%({1}d will be used instead.
3Ha4veHne napameTpa
19 | DefaultCryptoContextsPerl | WARNING POLICY roe:
P A
SECSA 33/1aHO HeBEPHO %{1}d — 3HayeHune, koTOpOE ByneT
MCnonb30BaHO Ansg napameTpa
DefaultCryptoContextsPerlPSecSA
B npasune IKERule WARNING: IKERule '%{2}s', line %{3}d: in
3a1aHO HECKOJIbKO Aggressive Mode initiator will use %{1}s only.
TpaHcdopMOB C rge:
pasnuMyHbIMKU Fpynnamu. '
Ecnu B kayecTBe %{1}s — Ha3BaHWe BbIGPaAHHOW rpynnbl, N0
o0 | VHMUMATOpa AreHT 6yp,gT WARNING POLICY KoTopow 6ynet paGOTaTb AreHT B KayecTBe
ucnosne3oBaTtb Aggressive MHuumaTtopa B Aggressive Mode.
L\S/Iode, TO B 9TOM Cilytae %{2}s — ums IKERule, ansa kotoporo
YAYT BBICHINATLCA TOTBKO BblBeAEHa 9Ta AnarHocTmka
TpaHcOpPMbI C Takom xe
rpynnown Kak y nepsoro %({3}d — cTpoka, Ha KOTOpOM pacnonaraeTcs
TpaHcdopma B npasune. IKERule.
YpaaneHve nokanbHOro
g . . . Q, ” .
21 ceptudukara, nmbo WARNING SYSTEM ger‘gflcate_ disabled, Soubject. %s”, Issuer:
CepTnduumpytoero %s”, Serial number=%s
LleHTpa 13 6a3bl AaHHbIX
Coobumenust ypoeuss NOTICE
Tabnuuya 3
Onucanue coobITHSI Yposens, Paznen [I1a6J10HBI CO00IIEeHMIT
Ba’KHOCTH
1 cs_console: NOTICE CONSOLE Cisco-like console started
CTtapT Koconu
cs_console:
2 3aBepLieHne paboTbl NOTICE CONSOLE Cisco-like console exited
KOHCOInM
cs_console:
3 Hauvata 3arpyska NOTICE CONSOLE Start loading initial configuration
Ha4vanbHOW KoOHdUrypaumnm
cs_console:
4 HavanbHas koHurypaums NOTICE CONSOLE Initial configuration loaded
3arpykeHa ycnewHo
cs_config:
5 CrapT nHTepnpeTtaTtopa NOTICE CONSOLE Command interpreter started
KOMaHg
cs_config:
6 MNpeabiaywas NOTICE CONSOLE Previous user-defined LSP saved in file "{1}"
nornb3oBarensckas LSP
coxpaHeHa B hawvine “{1}’
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MpoTokonupoBaHue COObLITHI

YpoBenn

Pasznen I1a610HBI COOOIIEHNI
BAKHOCTH

Onucanue cCOOLITHA

cs_config:

O6HapyxeHa

HECUHXPOHN3NPOBaAHHAA

nonutuka. Tun NONUTUKN:

<type>,

raoe <type> oauH u3:

7 DDP NOTICE CONSOLE Non-synchronized policy detected. Policy type:
Drop All <type>

User-defined (Source:
<source>),

roe

<source> — Agent unm
Command-line utility.

cs_config:
WHkpemeHTanbHas
8 nonuTuKa OTKNKYeHa uns- NOTICE CONSOLE
3a HacTpowku policy_sync
(cpann cs_conv.ini)

Incremental policy loading disabled by
policy_sync setting (file cs_conv.ini)

cs_config:
NHKkpemeHTanbHas
9 NONIMTMKA OTKITIHOYEHA U3- NOTICE CONSOLE Inc_remental poll_cy I_oadln_g disabled due to
3a TOro, YTo He yaanocb policy synchronization fail

NPOBECTU CUHXPOHMU3ALNIO

NOJINTUK

HauaTt npouecc
KOHBEPTUPOBAHUS

10 NOTICE CONVERTER | LSP conversion started

Mpouecc
KOHBEPTUPOBaHUSA
11 3aBepLUeH ycneLluHo. NOTICE CONVERTER | LSP conversion complete
MpepynpexaeHus He
BblaBarnuce.

Mpouecc
KOHBEPTUPOBaHWS
12 | 3aBepLUeH yCreLwHo. NOTICE CONVERTER | LSP conversion complete. Warnings: %{1}u
BblgaHo {1}
npeaynpexaeHnii.

13 BkntoyeH Host-pexumm NOTICE CONVERTER | Host mode is enabled.

Pesynbtat LDAP 3anpoca NOTICE L.DAP LDAP request result: NOT FOUND. Request:

14 {1} — 06BbeKTbI He HaaeHbl "%{1}s".

Pesynbtat LDAP 3anpoca
15 | {1} — HanpeHo {2} NOTICE LDAP
o6bekToB

LDAP request result: %{2}s object(s) found.
Request: "%{1}s".
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MpoTokonupoBaHue COObLITHI

Onucanue coobITHSI LTS Paznen [I1a6J10HBI CO001IEeHMIT
Ba’KHOCTH
MpuceoeH IP-appec n3
16 | ynanéHHoro IKE-CFG NOTICE POLICY VPN ip-address %s obtained, Partner: %s:%d"*
nyna
MapTHépPY npucsoeH IP- VPN ip-address %s assigned to external host
1 agpec u3 IKE-CFG nyna NOTICE POLICY Partner: %s:%d"®
MpeBbileHO orpaHuyeHne
Ha KONMYecTBO
UMHULMMpPOBaHHbIX IKE-
ceccuin. iHnuumnpoBaHHas . o 0
18 ceccus oTnoXxeHa o NOTICE POLICY .[ISAKMP]' E>§change _pended. Limit _Of @u 16
M initiated sessions achieved. Partner: %s:%d
3aBepLUeHnst nobon
aKTUBHON
MHULMmMpoBaHHou IKE-
ceccun.
MpeBbIWEeHO orpaHnyeHne
Ha konu4yecTtBo IKE-
Ceccui, UHNLMMPOBAHHbIX [ISAKMP]: Exchange cancelled. Limit of %u
19 | napTHepamu. 3anpoc ot NOTICE POLICY responded sessions achieved. Partner:
napTHepa UrHopupyeTcsi, %s:%d"’
HOBas ceccusi He
cosgaeTcs.
HeBO3MOXKHO Unable to resolve IKE-CFG IP-address conflict
NCTIONL30BaHMe DPD ans - DPD is disabled. Connection with partner
A %{4}s:%{5}d going to be broken
20 PaspeLLIeHma cuTyauim, NOTICE POLICY
onuncaHHom B n. 15 roe:
Tabnuubl COOOLLIEHWUI 0 0
ypOBHSi WARNING %0{4}s:%{5}d - IP-agpec n nopT «KHOBOro»
napTHepa
Partner %{2}s:%{3}d is not responding, IKE-
CFG IP-address %{1}s become bound with the
DPD noka3arl, 4To partner %{4}s:%{5}d
npeabioyLwWmii napTHep roe:
{2}:{3} He oTBevaeT. IKE-
sakpennAaeTca 3a HoBbIM %{2}s:%{3}d - IP-agpec v NopT «CTaporo»
naptHepom {4}:{5} napTHepa
%{4}s:%{5}d - IP-agpec n nopT «KHOBOro»
napTHepa
22 CTtapT cepBuca NOTICE SYSTEM Service started, version %s
23 | OcTaHoBKa cepBuca NOTICE SYSTEM Service stopped
1 ip:port
15 ip:port
16 ip:port
o ip:port
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MpoTokonupoBaHue COObLITHI

Onucanue coobITHSI LTS Paznen [I1a6J10HBI CO001IEeHMIT
Ba’KHOCTH
24 | 3@rpyxeHa nonutuka NOTICE SYSTEM | Security policy loaded, Name: "%s"
B6esonacHocTu
o5 BoccraHoBneHa nonuTuka NOTICE SYSTEM Prewou‘i seicurlty policy has been restored,
BesonacHocTu Name: “%s
[oGaeneHne nokanbHOro e kO
26 | ceptudukara B 6asy NOTICE SYSTEM New |(?(.“,S| c”ertlflcgte added,_%ubject. %S,
Issuer: “%s”, Serial number=%s
AaHHbIX
fobasnenne New certificate authority added, Subject: “%s”
27 CepTtnduumpytoLiero NOTICE SYSTEM oy ) . '
Issuer: “%s”, Serial number=%s
LleHTpa B 6a3y AaHHbIX
pg | Aoctyn Monk3osarens K NOTICE SYSTEM | User logged in
AreHTty
29 Otinioverve AocTyna NOTICE SYSTEM User logged out
Monb3oBatens K AreHTy
Coobumenuss ypoBHsa INFO
Tabnuua 4
Onucanue coObITHS ECESE Paznen [Ia610HBI COOOIEHN
Ba’KHOCTH
cs_console:
1 Komanpga {1} ycnewHo INFO CONSOLE Command processed successfully: "%{1}s"
obpaboTaHa KOHCOSbIO
cs_config:
o | Hauano obpaboTiu INFO CONSOLE | Start interpreting command: "%({1}s"
komaHapl {1}
WHTEepnpeTaTopoMm
cs_config:
3 O6paboTka komaHabl INFO CONSOLE Command processed with status OK
3aBepLUeHa ycreLwHo
cs_config:
4 Sanyck LSP koHBepTopa INFO CONSOLE Starting LSP converter
Ansi KOHBepTauun
nonutuku B LSP
cs_config:
5 LSP koHBepTOp oTpaboTan INFO CONSOLE LSP converter finished successfully
0e3 oLwmnbok
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MpoTokonupoBaHue COObLITHI

YpoBenn

Pa3nen I1a610HBI COOOIIEHNI
BasKHOCTH

Onucanue coOBITHS

Connection established, %u.%u.%u.%ul-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %ul], FilteringRule:
“%s”, IPsecAction: “%s”

roe:

KBagpaTHble CKOOkM 0603HaYaloT, 4YTO
AaHHas YacTb CoobLLEHMS MOXET
OTCYTCTBOBATb

nepBbi aprymeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec unu

OvanasoH IP-agpecos 1 nNopT, KoTopble
6 YcTtaHoBneHo coegmHeHne INFO POLICY 3aLMLLAI0TCS ATEHTOM

BTOPOM apryMeHT Buga “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” —IP-agpec unm
AvanasoH |IP-agpecos 1 nopT, KoTopble
3almLialTca NnapTHepoOMm

[, proto %u] — 3awmwaembii NPOTOKON

FilteringRule: “%s” — dvnbTp, Ha KOTOpPLIN
3arpyeHa cosfiaHHas uenoyka IPSec SA-
eB

IPsecAction: “%s” — npaBurno IPsecAction
Mo KOTOPOMY CO34aNoch CoeauHeEHne

Mony4yeH ISAKMP-nakeT Inbound IKE packet dropJJed, Reason: Access
7 OT napTHepa, C KOTopbIM INFO POLICY denied, Partner: %s:%d"
3anpetueH IKE-Tpacpuk'®

18 MapTHep (MaeHTUdMUMpyeTCa No nape ip:port) MoXeT OblTb MOMELLEH B «4EPHbBINA CMIUCOKY», €CIU C HAM HET HU
oaHoro ISAKMP coeaivHeHus, 1 3a onpefeneHHbli NPOMEXYTOK BPEMEHU OH HeYCMELUHO NbiTancs ycTaHoBUTb
ISAKMP coeguHeHne goctatoyHo 6ornbluoe KonnyecTBo pas. [pu nonydeHmm Hoeoro IKE-nakeTa oT Takoro
napTHepa nobas obpaboTtka IKE-nakeToB UTHOPUPYETCS, NO3TOMY HEBO3MOXHO OMpeaenvTb HamepeHne
napTHepa: 3TO MOXET ObITb HOBasi NonbiTka ycTaHoBneHust ISAKMP coegnHeHusi, NpogoShKeHNe CTapbiX MOMbITOK,
NHOPMaLMOHHOE coobLLeHNne, MMBO NPOCTO NakeT HenpaBuribHOro popmata. OBMeH ¢ Takum napTHEPOM
paspeluaeTcsi CnycTs YCTAHOBMEHHbIN NPOMEXYTOK BpeMeHW, NMMB0 Npu HULMUPOBAHUM COEQUHEHUS CO CTOPOHbI
NoKanbHOro yCTponcTea.

19 ip:port
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MpoTokonupoBaHue COObLITHI

Onucanue coOBITHS

YpoBenn
BajKHOCTH

Pa3nen

I1a610HBI COOOIIEHNI

8 3akpbITie coeanHeHus

INFO

POLICY

Connection closed, %u.%u.%u.%ul-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %u], bytes
sent/received: %d / %d, Reason: %s

roe:

KBagpaTHble CKOOKM 0603HaYaloT, YTO
AaHHas YacTb CoobLLEHMS MOXET
OTCYTCTBOBATb

nepBbi aprymeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec unu
AvanasoH IP-agpecoB v NopT, KoTopble
sawmatoTes AreHTom

BTOPOM apryMeHT Buga “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” —IP-agpec unm
AvanasoH |IP-agpecos 1 nopT, KoTopble
3almLialTca NnapTHepoOMm

[, proto %u] — 3awuLaembli NPOTOKON-
bytes sent/received: %d / %d — konn4yecTBO
GanT, KoTopbI ObINM OTOCNAaHbI U MPUHATHI
noJ 3aLMTON 3TOro COeANHEHUS

Reason: %s — npuynHa yoaneHus
coenHeHs1, BO3MOXHbI criegytoLune
BapuaHTbI:

Loading new configuration — coeguMHeHune
YHUYTOXEHO NO MPUYMHE 3arpy3kn HOBOW
KoHdurypaumm

Delete payload received — oT napTHepa
npuLlern 3anpoc Ha yaaneHue aToro
coenHeHuns

Time expired — UCTEK NUMUT AENCTBUS
COeANHEHMS MO BPEMEHMU

Traffic expired — nctek nUMnUT gencTems
coefMHeHs Mo TpaduKy

Dead peer detected — napTHep npusHaH
«MepTBbIM»

Initial contact — coeguHeHne yganeHo
npw nonyvyeHun Hotndmkauum INITIAL-
CONTACT

Cannot start DPD (no ISAKMP SA) — HeT
BO3MOXHOCTU WHUUunupoBaTts DPD,
napTHep NpuMsHaeTca «MepTBbIM» U
coefMHeHVe C HUM yaansieTcs

Replaced with new one — coeguHeHne
yaanseTcs B CBA3WU C TEM, YTO
NOCTPOEHO HOBOE

SA bundle destroyed — BO3HUKaEeT B
cny4dae Ucnosib3oBaHMs BIIOXKEHHOIO
IPSec, korga ygandetcsa ogHa u3
uenodek IPSec SAs, 4To NpMBOAMT K
YHUUTOXEHNIO BCEW CBA3KN LIEMOYEK.
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MpoTokonupoBaHue COObLITHI

Onucanue coobITHS LTS Paznen [I1a6J10HBI CO001IEeHMIT
Ba’KHOCTH

IPSec-coegmHeHve He
9 YyCTaHOBUIOCH U3-3a INFO POLICY Unable to establish connection: resources

NpPeBbILLIEHNS KONMYecTsa, exceeded

paspeLleHHOro NMuUeH3nen

MHGOPMALMS O NALEH3MM Product licence: product code: %s, customer
10 pMau H INFO SYSTEM code: %s, license number: %n, license code:

MpoaykTta o

0S
CoobueHnuss ypoBHss DEBUG
Tabnuua 5
Onucanue cooObITHSA [PpOKCHE Paznen IIIa010HBI COOOIIEHU
Ba’KHOCTH
iy 1 11 . 1 . 0 . 0

1 Bbi6paH nokanbHbIN DEBUG CERT Using local certificate: Subject: %s Issuer: %s

cepTudukar SN:%s
2 He HaneH cepTudukar DEBUG CERT Searching peer certificate failed. Reason: not

napTHépa found. Search template: %s

HaiifeH HenpuroaHbilii Searching peer certificate failed. Reason: %s®.
3 . DEBUG CERT .

cepTudumkat napTHEpa Subject: %s Issuer: %s SN: %s
4 Bb|6pa_1_H cepTudmkat DEBUG CERT Use peer certificate: Subject: %s Issuer: %s

napTHépa SN: %s
5 | CPopmuposan LDAP DEBUG LDAP LDAP request: "%{1}s?".

3anpoc {1}

LDAP zanpoc {1} . i :
6 NPOUIHOPUPOBAH: HE DEBUG L.DAP LDAP request ignored: there is no LDAP server

3agaH LDAP cepsep

available. Request: "%{1}s".

% revoked | expired | not verified

% Bo Bcex coobueHusax LDAP 3anpoc onuceiBaetcs B Buae URL. B HacTosLee Bpemsa ecnu ucnons3syotcs IP-
agpec v nopt, 3agaHHble B LSP, oHn B URL He ykasbiBatoTCS.
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MpoTokonupoBaHue COObLITHI

Onucanue cOOLITHA

YpoBenn
BajKHOCTH

Pasznen

I1a610HBI COOOIEHNI

3an pOC Ha co3gaHune
coenHeHuA

DEBUG

POLICY

Connection request, packet:
%u.%u.%u.%ul:%u]-> %u.%u.%u.%ul:%u][,
proto %u], FilteringRule: “%s”

roe:

KBagpaTHble CKOOKM 0603HaYaloT, YTO
JaHHas 4YacTb COOBLEeHNA MOXeT
OTCYTCTBOBaTb

nepBbli apryMeHT B1aa
“%u.%u.%u.%u[:%u]” — IP-agpec ncTovHuKa
1 NOPT, €CNY OH yKa3aH B nakeTe

BTOPOI aprymeHT Buaa
“%u.%u.%u.%u[:%u]” - IP-agpec
npYeMHUKa 1 NopT, eCr OH yKasaH B
nakete

[,proto %u] — Homep npoTokona, ecnu
YKa3aH B nakeTte, MHa4ye He nuileTca

FilteringRule “%s” — HasBaHve unbTpa,
noA KOTOopbIV nonan naket

OLLnBKa MHULIMMPOBAHUS
co3faHua coeanHeHns

DEBUG

POLICY

Failed to initiate connection request processing,
packet: %u.%u.%u.%ul:%u]-
>00u.%u.%u.%u[:%u][, proto %ul]

roe:

KBagpaTHble ckobkmM 0603HaYaloT, YTo
AaHHas 4acTb COObLLEHMS MOXET
OTCYTCTBOBATb

nepBbIN aprymeHT Buaa
“%U.%u.%u.%u[:%u]” — IP-agpec NcTovHuka
1 MOPT, €CNY OH YKa3aH B nakete

BTOPOM apryMeHT Buaa
“%u.%u.%u.%u[:%u]” - IP-agpec
npuMeMHMKa 1 NOPT, eCfn OH YKa3aH B
nakete

[,proto %u] — HoMep NpoToKoNa, ecnu
yKa3aH B NMakeTe, MHave He nuwieTcs

CospaHuve ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] established, Partner:
%5:%d?, Identity: %s, IKERule: “%s”

10

Ypanenue ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] closed, Partner:
%s:9%d?°, Identity: %s, bytes sent/received: %d
/ %d, Exchanges passed: %d

2 ip:port

2 ip:port
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MpoTokonupoBaHue COObLITHI

Onucanue cOOLITHA

YpoBenn
BajKHOCTH

Pasznen

I1a610HBI COOOIEHNI

11

O6HapyxeHue ycTporcTBa
NAT

DEBUG

POLICY

NAT detected on ...%* side, Partner: %s:%d>°

12

Proposals BbicnaHbl
napTHEpY

DEBUG

POLICY

(Phase I): *°
Sending IKE proposals. Rule “%s”: Auth: %s

Transform #1: Hash: %s, Cipher: %s,
Group: %s, Life Time: %s, Life Traffic: %

Transform #2: ..

(Phase I1):*’
Sending IPSec proposals. Rule “%s”:
Encapsulation mode: %s, Group: %s

Proposal #1:
Protocol AH:

Transform #1: Integrity: %s, Life
Time: %s, Life Traffic: %s

Transform #2:
Protocol ESP:

Transform #1: Integrity: %s, Cipher:
%s, Life Time: %s, Life Traffic: %s

Transform #2:

Proposal #2:

13

MapTHép npucnan Habop
proposals

DEBUG

POLICY

(Phase I): *
IKE proposals received.

Transform #1: Auth: %s, Hash: %s, Cipher:
%s, Group: %s, Life Time: %s, Life Traffic:
%

Transform #2:

% | ocal | remote

2 ip:port

% Ecnu oToenbHble CTPYKTYpBbI, nnéo anI/I6yTbI OTCYTCTBYHKOT, TO OHM HE NPOTOKOJIMPYHOTCA

2 Ecnu oToenbHble CTPYKTYpBbI, nnéo anI/I6yTbI OTCYTCTBYHKOT, TO OHN HE NPOTOKOJIMPYHOTCA

2 Ecnu oToenbHble CTPYKTYpBbI, nnéo anI/I6yTbI OTCYTCTBYHKOT, TO OHM HE NPOTOKOJIMPYHOTCA
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MpoTokonupoBaHue COObLITHI

Onucanue cOOLITHA

YpoBenn
BajKHOCTH

Pasznen

I1a610HBI COOOIEHNI

(Phase I1):*®
IPSec proposals received. Encapsulation
mode: %s, Group: %s

Proposal #1.:
Protocol AH:

Transform #1: Integrity: %s, Life
Time: %s, Life Traffic: %s

Transform #2
Protocol ESP:

Transform #1: Integrity: %s, Cipher:
%s, Life Time: %s, Life Traffic: %s

Transform #2:

Proposal #2

14

MpoBepka proposal ons
npasuna

DEBUG

POLICY

Check proposal #%u, Protocol %s*, Transform
#%u for Rule “%s”. Result: %s>*, attribute: %s>?

15 Bbi6paH proposal

DEBUG

POLICY

(Phase I); %

ISAKMP proposal selected. Auth: %s, Hash:
%s, Cipher: %s, Group: %s, Life Time: %s, Life
Traffic: %s

(Phase 11):**

IPSec proposal selected. Mode: %s*, Group:
%s, AH Integrity: %s, ESP Integrity: %s,
Cipher: %s, Life Time: %s, Life Traffic: %s

16 BeibpaH Preshared kntou

DEBUG

POLICY

Using preshared key "%{1}s" for partner
%{2}s:%{3}d,

roe:

%{1}s — aeHTndukatop BbibpaHHOro
Krtoya, ykasaHHbln B LSP

%{2}s:%{3}d - IP-agpec 1 nopT napTHepa no
IKE-0bmeHy

* Ecnun oTaenbHble CTPYKTYpPbI, TGO aTpnbyTbl OTCYTCTBYIOT, TO OHM HE MPOTOKOSIMPYHOTCS
% |SAKMP | AH | ESP
%1 Not matched | OK

%2 Authentication method | Hash | Cipher | Oakley group | Integrity | mode — Tonbko Ans He coBnaBLUMX proposals

% Ecnu oToenbHble CTPYKTYpBbI, nnéo anI/I6yTbI OTCYTCTBYHKOT, TO OHM HE NPOTOKOJIMPYHOTCA

34 Ecnu oToenbHble CTPYKTYpBbI, nnéo anI/I6yTbI OTCYTCTBYHKOT, TO OHN HE NPOTOKOJIMPYHOTCA

% Transport | Tunnel
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MpoTokonupoBaHue COObLITHI

Onucanue coobITHS LTS Paznen [I1a6J10HBI CO001IeHMIT
Ba’KHOCTH
Preshared key "%{1}s" not found,
17 Eiﬁgzygée:nrfpawbm DEBUG porIcy | "A®
%{1}s — VigenTudpmkatop BbibpaHHOro
Knto4a, ykasaHHbli B LSP
MpucnaHHbIN
ﬁe&zgg&z?pl*zapmepa WARNING: Unable to proceed IKE remote ID
HOLOLIEN HiA n}:) oHO for partner %{2}s:%{3}d. Using ip-address from
A ISAKMAP A IKE packet instead,
1g | nPasuno : DEBUG POLICY
MpeanpuHnmaeTcs roe:
nonbITka o 0 b
MIEHTUGULIMPOBATS 0{2}s:%{3}d - IP-agpec n nopT napTHepa no
IKE-06MeHy
napTHepa no ero IP-
agpecy.
Unable to choose authentication rule for partner
He ynanock nogobpatb %{2}s:%{3}d,
19 | MPasurio ayTeHTUDMKALWY DEBUG POLICY roe:
ANsi JaHHOro napTHepa no
IKE-06MmeHy %{2}s:%{3}d - IP-agpec n nopT napTHepa no
IKE-06MeHy
Nudopmauus 06 ) P T
20 MCMonb3yeMOM JTOKasrbHOM DEBUG POLICY EISAl;'\r/,:E] Sending identity "%s" to partner
IKE-Identity PP
NHdpopmauus o6 IKE- i o ngan i ;
21 Identity, npuUCTaHHOM DEBUG POLICY [ISAKMP]. .Ident|ty %s" is received from
partner <ip:port>
napTHepoMm
WHdopmaumsa o %
22 coobuwweHun (IKE- DEBUG POLICY [ISAKMP]: Natification [%s”"] has been

Notification), npncnaHHom
napTHepom

received for Exchange <%u®’>: %s®

% CornacHo cnivcky 1. 3.14.1 B RFC 2408 v 1. 4.6.3 B RFC 2407.

87 Homep-uaeHTtudurkatop IKE-obmeHa.

% Peakumnst AreHTa Ha npucraHHoe coobLeHMe: Ignore | Ignore unprotected Notification | Cancel target connection
| Correct TTL for target connection | Start IPsec traffic | Target connection is already disabled | Peer is alive |
Wrong sequence: Ignore | Peer is interested in my liveness: send acknowledgement | Clear all old connections
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MpoTokonupoBaHue COObLITHI

Onucanue coobITHS LTS Paznen [I1a6J10HBI CO001IeHMIT
Ba’KHOCTH
[ISAKMP]: Connection request FAILED. %s
roe:
%S — gononHuTenbHas 4OCTynHas
5 WHOpMaLNs O HeCcoCTosABLUEMCS OBMeEHe:
WHnuunmnposaHHbin IKE- . 39
23 | obmeH 3aBepLuMncs ¢ DEBUG POLICY npu4MHa asapnmMHOro 3asepLUeHns
oLwmnBKoi (cm. Tabnuua 6)
CTeK BbIMOJTHAEMbIX onepauui (cm.
Tabnvua 7))
cBedeHus o napTHepe: <ip:port>, IKE-
Identity *°
[ISAKMP]: Incoming connection FAILED. %s
roe:
%S — gononHuTenbHas 4OCTynHas
IKE-06MeH, WMH(OPMaLNsS O HECOCTOSABLUEMCH OOMEHe:
o4 | VHMLMMPOBAHHbIN DEBUG POLICY NpWuYMHa aBapuitHoro sasepLuenmns **
napTHepoOM, 3asepLumnrcs ¢ (cm. Tabnuua 6 )
oLmbKom
CTeK BbINOMHAEMbIX onepauui (cm.
Tabnuvua 7)
cBegeHus o napTHepe: <ip:port>, IKE-
Identity*?
Connection to %{1}s:%{2}d conflicts with
Mepeceyermne coeamHeHmi connection to %{3}s:%{4}d, conflicting address
range: %{5}s
o5 | MO @Apecam oT pasHbix DEBUG POLICY
napTHEPOB Ha OAHOM %{1}s:%{2}d — IP-agpec n nopT napTHepa,
unbTpe KOTOpbIN BROKMPYET CoeaMHEHUe K napTHepy
%{3}s:%{4}d B agpecHom npocTtpaHcTBe %{5}s

% Ecrnin kK MOMeHTY 3aBeplUeHusi NapTHepaM yAarnochk OrOBOPUTHLCS O NPUMEHEHUM MeToAa ayTeHTUdMKaLMM Ha
Preshared-kntouax, u B cnucke onepaumi npucytctByeT «Unable to decode packet», To, Hapsigy ¢ oLwnBKon
cobcTBeHHO pacwmndpoBaHus, nubo IKE-nakeTa, HenpaBuibHO CHhOPMUPOBaAHHOIO NapTHEPOM, NMPUYMHON OTKasa
B CO€QUHEHMN MOXET ObITb MPUMEHEHME HENPABUIBHOTO KItoYa.

0 KE Identity yka3blBaeTCsa TONbLKO B Cny4vasx, korga B npegenax gaHHoro IKE-o6MeHa Takast uHdopmaums
JocTynHa.

*1 Ecrnu kK MOMEHTY 3aBepLLEHIs TapTHepPaM YAanoch JOrOBOPUTHLCS O MPUMEHEHUM METOAA ayTEHTUdMKALMM Ha
Preshared-kntoyax, u B cnucke onepauumin npucytcteyeT «Unable to decode packet», To, Hapsigy ¢ ownbkon
cobcTBeHHO pacwndgposaHus, nubo IKE-nakeTa, HenpaBunbHO ChOpPMUPOBAHHOIO NAapTHEPOM, MPUYNHOM OTKasa
B COEANHEHUN MOXET OblTb NPUMEHEHUE HEMPaBUNbHOIO Kroya.

2 KE Identity yka3biBaeTCcs TONbKO B Cnyyasix, korga B npegenax gaHHoro |IKE-o6meHa Takas nHdgopmauus
AOCTynHa.
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MpoTokonupoBaHue COObLITHI

Cnucok ownbok npotokona ISAKMP

(cM.nyuxTH 23,24 ypoBHsa DEBUG)

Tabnuua 6

Onucanue OINOKH

3anuch 00 omMOKe B CTPOKE
€O001IeHUs

1 He ypanocb cdhopmmnpoBaTb NOAMUCH Unable to Form Signature
OT napTHepa npuLLNO coobLLEHnEe HEBEPHOTO Unexpected Notification type: need
TUnNa BMECTO OXMOaemMoro coobLleHuns CONNECTED
2 CONNECTED (cBuaeTenbCTBYOLLENO O
rotoBHocTtu IPSec-coegnHeHusa Ha CTopoHe
napTHepa)
MonyyeH komnoHeHT IKE-nakeTta Tvna 130, Unexpected payload found (payload
COOTBETCTBYHOLLMIA KOMMOHEHTY AN type - 130, possibly NAT Discovery)
3 obHapyxeHus yctponctea NAT, 4TO He
COOTBETCTBYET NPOTOKONY O6MEeHa Ansi 4aHHOro
aTana
OT napTHepa npuLunia KomaHaa Unexpected configuration message
AONONHUTENBHOIO KOHUrypuposaHusa ISAKMP- type
4 coeanHeHnus (XAuth, IKE-CFG, n T.n.), He
COOTBETCTBYIOLWAsa NPOTOKoMNy obmeHa Ang
AaHHOro atana
5 MoTepsiHbl BHYTPEHHME AaHHble OT NpeablayLLero Previous packet missed
naketa
6 MoTepsHbl AaHHbIE OpPMUPYEMOro nakeTa OUT packet missed
7 MoTepsH SA-KOMNOHEHT NpeablayLlero nakeTa Missing SA payload
8 HeBo3moxxHO BbiGpaTh cueHapuii IKE-obmeHa Unknown IKE-scenario for chosen
Ansi BeIGpaHHOro Tuna ayTeHTudukaumum Authentification method
9 He obHapyxeH nokanbHbIi cepTudmkar Local Certificate is not present
10 He obHapyxeH cepTudmkaTt napTHepa Remote Certificate is not present
11 He HanpeH cepTtudumkar Certificate not found
12 HeT goctyna k ny6nvyHomy kniovy cepTudukara Cert Public Key is inaccessible
13 He HavigeH oavH U3 Heob6XxoAMMbIX KOMMNOHEHTOB Can't find proposal

naketa
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MpoTokonupoBaHue COObLITHI

Onucanue OMINOKH

3anuck 00 omulOKe B CTPOKE
COO0OIIeHNsI

14 [MoTepsHbl AaHHbIE C KNOYEBOW MHOPMaLMen Encryption container missed
[MapTHep BepHyN HeNpaBUbHYO Bad IDcr returned
15 NOEHTUUKALNOHHYIO MH(POPMaLIMIO OTBETUMKA
IKE-0o6MeHa npu co3gaHun IPSec-coegmnHeHns
16 [MoTepsiHbl AaHHbIE BXOAALLEro nakeTa IN packet missed
[MapTHep BepHyN HeNpaBUbHYO Bad IDci returned
17 NOEHTUPUKALMOHHYIO MHAOPMaLMI0 nHMumnaTopa
IKE-0bmeHa npu co3gaHumn IPSec-coegmHeHns
MaptHep npucnan IKE-nakeT ¢ HenpaBuITbHOM Invalid packet (invalid structure).
18 CTPYKTypoOM, NMBOo nakeT He yaanoch NpaBuibHO
paclwmdpoBaTb.
Cnucok BbinonHAeMmbIx geicteumn no npotokony ISAKMP
(cM.nyuxTe 23,24 ypoBHst DEBUG)
Tabnuuya 7
Onucanue gecTBus HNHpopmanus B cTpoke cO00LIeHUS
1 LLndposaHne Cd?OpMVIpOBaHHOI'O IKE-nakeTa Coding packet
nepeg oTnpasKoW NapTHepy
> PacwundposaHne IKE-nakeTta, npucraHHoro Decoding packet
napTHepom
3 lMpoBepka NpeanoxeHun, Ha KOTopble COrnacucs Check replied SA
napTHep
4 MpoBepka cepTndmkarta, NPUCIaHHOIro NapTHEPOM Check for Remote Certificate
5 3anpoc nokanbHoro ceptugukarta Check for Local Certificate
6 lMpoBepka I/IFGHTI/ICDI/IK6LLVIOHHOI/I WHopmauun, Check incom IDs
NpWCrnaHHoOW NapTHeEPOM
7 Mcnonb3oBaHue B KayecTBe NaeHTUMMKaLUMOHHON Check IDs as IP-addresses
MHdopMauun napTHepa ero IP-agpeca
8 lMpoBepka MCnonbe3yemMoro anropmtMa Check for Hash method

X3aWnpoBaHua
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBUS

HNudopmauus B cTpoKe cO00IIEHUS

CuHTakcuyeckuin pasGop nakeTta, NpPUCIaHHOro

9 Make payload set for received packet
napTHEPOM Ha oTAerNbHblIE KOMMOHEHTHI (payloads)
10 lMpoBepka Bcex KOMNOHEHTOB NpucnaHHoro naketa | Check received payloads
MpoBepka hopMMpyeMOro naketa Ha Hanu4une
KOMMOHEHTOB nepep, oTnpaBKkon NapTHeEpPY.
11 McnonbgyeTCQ TOMBKO MpUW CO34aHMM NAKETOB Check for added payloads
Informational obmeHoB 4YTOGLI YOOCTOBEPUTBLCS,
4YTO MHOPMaLMa He Bbina oTnpaBneHa ¢ Apyrum
nakeToMm.
12 dopmmpoBaHme nognucu Encrypt Signature
Beibop npasuna IKE cornacHo TekyLen
13 KOHpurypaumm no ngeHTndunkaunoHHon Choose Rule for Partner's identity
nHdopmaLmm napTHepa
14 CosaaHue kntoyeBbIx Nap Tekywen IKE-ceccun Generate Keys
15 dopmupoBaHUe KNYEBOro Matepmana Generate SKEYIDs
Bbibop nonuTunkn 6e30nacHOCTM COrnacHO TeKyLLEN
16 KOHUrypauum Ha OCHOBaHUWU NpeanoxeHni ot Compare policy
napTHepa
17 dopmuposaHue SPI Set SPI
MpoBepka 1 NpUHATME NapameTpoB
18 yCTaHaBfMBaEeMOro CoOeAiHeHns, Ha KoTopble Accept Transform
cornacwurncs napTHep
19 ElzﬁrmcneHme xalwa ans obHapyXeHnst yCTponcTBa Calculate NAT Discovery payload
20 BbluncneHuve obuiero krnoya Calculate Shared Key
21 BbluncneHne nHuMymanu3aunoHHOro Bektopa Calculate InitVector
22 OnpepgeneHune metoga ayteHTUdmnkaumm Detect Authentification Method
MNpoBepka nokarneHoro cepudukata Ans MeToaa Authentification uses Certificates:
23 ayTeHTUMKaLnm ¢ UCNoNbL3o0BaHNEM

cepTudukaTos

Check for Local Certificates
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBUS

HNudopmauus B cTpoKe cO00IIEHUS

24

lNpoBepka meTona ayTeHTUdUKaLUN,
npeanoXeHHOro napTHepoOM, Ha COOTBETCTBUE
TekyLlen nonutuke 6esonacHocTn

Check Authentification Method

25

Bbibop meToaa ayteHTUdUKaUmum

Choose Authentification Method

26

MpoBepka BbIGpaHHOM KOMBUHALMN NapaMeTpoB
yCTaHaBMMBaeMoro coegMHeHns

Get Proposal

27

3apaHuve BbIbpaHHOro anroputma wudpaumm ang
yCTaHaBMMBaeMOro coegMHeHns

Get Algorithm

28

3anpoc BO3MOXHbIX NapameTpoB
yCTaHaBNMBaeMoro cCoeAnHEeHNs CorracHo
TeKyLLen KoHurypaumym ans ux cornacosaHus ¢
napTHepom

Get Local Policy

29

lMpoBepka Ha Hanu4ye B NpeanoXeHnn napTHepa
napameTtpa, yctaHasnueatowero MODP-rpynny

Get DH group for QM

30

Bbibop ncnonb3yeMon naeHTMdnKaumoHHON
nHdOpMaLMK s OTNPaBKy NapTHepPY

Get ID from Local Policy

31

Bbibop ncnonb3yemon naeHTMUKaLnoHHoM
WHopMaunm Ang oTNnpaBku NapTHEPY Nnpu
co3gaHun ISAKMP-coeauHeHust B KadecTBe
nHUUmMaTopa

Get IDii from Local Policy

32

Bbibop ncnonb3yemon naeHTMdkaLunoHHom
WMHopMaunm Ansa oTnpaBky NapTHEPY Nnpu
cosfaHun ISAKMP-coeguHeHus1 B KayecTse
oTBeTYMKa

Get IDir from Local Policy

33

Bbibop ncnonb3yemon naeHTMdKaunoHHoOm
MHdopMaunn ons OTNpaBku NapTHepPY npu
co3gaHum IPSec-coeanHeHust B KayecTBe
nHnumartopa IKE-obmeHa

Get IDci from Local Policy

34

Bbibop ncnonb3yemon naeHTUdKaLunoHHOM
WHpopMaLnm Ang oTNpaBkM NapTHEPY npu
co3faHuun IPSec-coegmHeHus B ka4ecTBe
oTBeTunka IKE-obmeHa

Get IDcr from Local Policy

35

WHnuynanmsauma knoveBon nHdopmaumm ans
dopmMmnpoBaHus IPSec-coegmHeHuns

Initialize Encryption Container for QM

36

dopmuposaHue rotosoro IPSec-coegmHeHns

Create contexts
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBUS

HNudopmauus B cTpoKe cO00IIEHUS

37

PacnosHaBaHvne MeToda AOMOMHUTENBHOIO
KoHGurypupoaHusa ISAKMP-coegumHeHuns (XAuth,
IKE-CFG, n T.n.)

Determine IKE configuration method

38

PacnosHaBaHve KoMaHabl AONONHUTENBHOMO
KoHGurypupoaHusa ISAKMP-coegumHeHuns (XAuth,
IKE-CFG, n T.n.)

Determine ike-cfg message type

39

PacnakoBka napameTpoB NpUCNaHHOro 3anpoca Ha
aononHutensHyto ayteHTudmkaumio (XAuth) n
hbopmMupoBaHMe COOTBETCTBYIOLLErO rpachmyeckoro
nonb3oBaTenbCKoro Aunarora

Analyse attributes and fill user dialog
fields

40

SaI'IyCK rpac*)queCKoro nonb30BaTesIbCKOIro
ananora D,OI'IOJ'IHVITGJ']I:HOVI ayTeHTVI(bVIKaU,VIVI
(XAuth).

Start dialog for user extended
authentication

41

MNpoBepka Hann4ns komnoHeHTa IKE-nakeTa

Check payload %s™*

42

MpoBepka cTpyKTYpbl kKOMMNOHeHTa IKE-nakeTa

Analyse payload structure %s**

43

dopmupoBaHue komnoHeHTa IKE-naketa

Form payload %s"®

44

3anonHeHue 6roka AaHHbIX yYKa3aHHOro
komnoHeHTa IKE-naketa

Fill payload %s*

45

lMNpoBepka cogepxnmoro komnoHeHTa IKE-nakeTta

Check %s*’

46

BbluncneHune xawa — CoA4epXnMoro ykasaHHoro
KOMMNOHEHTa

Calculate %s”*®

47

BbinonHeHuWe cueHapusi uHMUnauum
nHdopmaumoHHoro obmeHa IKE cornacHo RFC
2409

[Informational Exchange, Initiator,
Packet 1]

48

BbinonHeHune cueHapusi 06paboTku nakeTa
nHdopmaumoHHoro obmeHa IKE cornacHo RFC
2409

[Informational Exchange, Responder,
Packet 1]

*® HasBaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

** HasBaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*> HasBaHu1e KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*® HasBaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*" HasBaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

*® HasBaHu1e KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBUS

HNudopmauus B cTpoKe cO00IIEHUS

BbinonHeHue wara cueHapus dhoopmmpoBaHms 1-ro

49 naketa IKE Main Mode cornacHo RFC 2409 [Main Mode, Initiator, Packet 1]
BbinonHeHue wara cueHapus o6paboTtkm 1-ro
50 naketa IKE Main Mode cornacHo RFC 2409 u [Main Mode, Responder, Packets 1,2]
hopmMmpoBaHne OTBETHOIO nakeTa
BbinonHeHune wara cueHapus Hayana obpaboTkm . .
51 2-ro naketa IKE Main Mode cornacHo RFC 2409 [Main Mode, Initiator, Packets 2,3]
BbinonHeHuWe wara cueHapusa NpoaomKeHns
obpaboTkn 2-ro naketa IKE Main Mode ans [Main Mode, Initiator, Packets 2,3, Pre-
52
ayTeHTudumkaumm Ha obmx knovax cornacHo RFC | Shared Key]
2409 n bopmmpoBaHMe OTBETHOrO nakeTa
BbinonHeHune wara cueHapusi NPOL4OIPKEHNS
53 0bpaboTkm 2-ro naketa IKE Main Mode ans [Main Mode, Initiator, Packets 2,3,
ayTeHTUmKaunm Ha cepTudmkaTtax cornacHo RFC | Signature]
2409 n hopmmpoBaHMe OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 3-ro
54 naketa IKE Main Mode gns ayteHTUduKaumm Ha [Main Mode, Responder, Packets 3,4,
obwmx kntoyax cornacHo RFC 2409 m Pre-Shared Key]
dhopmMMpoBaHne OTBETHOrO naketa
BbinonHeHuve wara cueHapusa o6paboTkm 3-ro
55 naketa IKE Main Mode gnsa ayteHTudmkaumm Ha [Main Mode, Responder, Packets 3,4,
ceptudmkaTtax cornacHo RFC 2409 u Signature]
dhopmMmpoBaHne OTBETHOrO naketa
BbinonHeHune wara cueHapusa 06paboTkm 4-ro
56 naketa IKE Main Mode gnsa ayteHTudmkaumm Ha [Main Mode, Initiator, Packets 4,5, Pre-
obuwmx krtodax cornacHo RFC 2409 n Shared Key]
dhopMMpoBaHue OTBETHOIO NakeTa
BbinonHeHue wara cueHapus 0b6paboTkm 4-ro
57 naketa IKE Main Mode ansa ayteHTudukaumm Ha [Main Mode, Initiator, Packets 4,5,
cepTudukatax cornacHo RFC 2409 v Signature]
dhopMMpoBaHNe OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 5-ro
58 naketa IKE Main Mode ansa ayteHTudukaumm Ha [Main Mode, Responder, Packets 5,6,
obwmx krtoyax cornacHo RFC 2409 m Pre-Shared Key]
chopmMMpoBaHne OTBETHOrO NakeTa
BbinonHeHuve wara cueHapusa 06paboTkm 5-ro
59 naketa IKE Main Mode gnsa ayteHTudmkaumm Ha [Main Mode, Responder, Packets 5,6,

ceptudukatax cornacHo RFC 2409 u
chopmMMpoBaHne OTBETHOIO Nnaketa

Signature]
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBUS

HNudopmauus B cTpoKe cO00IIEHUS

BbinonHeHue wara cueHapusi 06paboTku 6-ro

[Main Mode, Initiator, Packet 6, Pre-

60 naketa IKE Main Mode ansa ayteHTudukaumm Ha
obwwx kntovax cornacHo RFC 2409 Shared Key]
BbinonHeHue wara cueHapus obpaboTkn 6-ro [Main Mode, Initiator, Packet 6,
61 naketa IKE Main Mode ansa ayteHTudukaumm Ha Signature]
ceptudumkaTtax cornacHo RFC 2409 9
BbinonHeHuwe wara cueHapus Havana
62 dopmupoBaHus 1-ro naketa IKE Aggressive Mode [Aggressive Mode, Initiator, Packet 1]
Mode cornacHo RFC 2409
BbinonHeHune wara cueHapusi NPOAOIHKEHNS
63 dopmunpoBaHusa 1-ro naketa IKE Aggressive Mode [Aggressive Mode, Initiator, Packet 1,
ans ayteHTudmkaumm Ha obLmMX Krroyax corfiacHo Pre-Shared Key]
RFC 2409
BbinonHeHune wara cueHapusi NPOL4OIPKEHNS
64 thopmuposanua 1-ro naketa IKE Aggressive Mode | [aggressive Mode, Initiator, Packet 1,
ANA ayTeHTud Signature]
nkauum Ha ceptudumkaTax cornacHo RFC 2409
BbinonHeHune wara cueHapus Havana o6paboTku .
65 2-ro naketa IKE Aggressive Mode cornacHo RFC [Aggressive Mode, Responder,
Packets 1,2]
2409
BbinonHeHune wara cueHapusi NPOAOIHKEHNS
66 obpaboTtkm 1-ro naketa IKE Aggressive Mode ans [Aggressive Mode, Responder,
ayTeHTudumkaumm Ha obLmx knoyax cornacHo RFC | Packets 1,2, Pre-Shared Key]
2409 n chopmmpoBaHne OTBETHOrO NakeTa
BbinonHeHune wara cueHapusi NPOAOIHKEHNS
67 obpaboTtkm 1-ro naketa IKE Aggressive Mode ans [Aggressive Mode, Responder,
ayTeHTUuKaummn Ha cepTudukatax cornacHo RFC | Packets 1,2, Signature]
2409 n bopmmpoBaHME OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 2-ro
68 nakeTa IKE Aggressive Mode ans [Aggressive Mode, Initiator, Packets
ayTeHTUdMKaLmm Ha obwmx knoyax cornacHo RFC | 2,3, Pre-Shared Key]
2409 n hopmmpoBaHMe OTBETHOIO NakeTa
BbinonHeHue wara cueHapus obpaboTkm 2-ro
nakeTa IKE Aggressive Mode gns [Aggressive Mode, Initiator, Packets
69 X
ayTeHTudmKaumnm Ha cepTudmkatax cornacHo RFC | 2,3, Signature]
2409 n popmmnpoBaHne OTBETHOroO nakeTta
BbinonHeHuve wara cueHapus obpaboTkm 3-ro
70 nakeTa IKE Aggressive Mode gns [Aggressive Mode, Responder, Packet

ayTeHTUumkaumm Ha obLmx knoyax cornacHo RFC
2409

3, Pre-Shared Key]
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBUS

HNudopmauus B cTpoKe cO00IIEHUS

BbinonHeHuwe wara cueHapusa obpaboTkm 3-ro
nakeTa IKE Aggressive Mode ons

[Aggressive Mode, Responder, Packet

1 ayTeHTudukaumm Ha cepTudmkaTtax cornacHo RFC | 3, Signature]
2409
BbinonHeHue wara cueHapusa popmumposaHus 1-ro .

2 naketa IKE New Group Mode cornacHo RFC 2409 [New Group Mode, Initiator, Packet 1]
BbinonHeHue wara cueHapus o6paboTtkm 1-ro

73 naketa IKE New Group Mode cornacHo RFC 2409 LNaech\(Iect;srolug] Mode, Responder,
1 hopMmnpoBaHmne OTBETHOrO NakeTa '
BbinonHeHuve wara cueHapusa o6paboTkm 2-ro -

74 naketa IKE New Group Mode cornacHo RFC 2409 [New Group Mode, Initiator, Packet 2]

75 BbinonHeHue wara cueHapus dhopmmpoBaHus 1-ro [Transaction Exchange, Initiator,
nakeTa cnyxebHoro obmeHa IKE Packet 1]
BbinonHeHue wara cueHapus obpaboTkm 1-ro [Transaction Exchange, Responder

76 nakeTa cnyxebHoro oomeHa IKE n coopmmpoBaHne Packets 1,2] g€ P ’
OTBETHOIO Naketa '

77 BbinonHeHWe wara cueHapus 06paboTkm 2-ro [Transaction Exchange, Initiator,
nakeTta cnyxebHoro obmeHa IKE Packet 2]
BbinonHeHuwe wara cueHapusa popmmnposaHua 1-ro . -

8 nakeTta IKE Quick Mode cornacHo RFC 2409 [Quick Mode, Initiator, Packet 1]
BbinonHeHune wara cueHapusa o6paboTkm 1-ro

79 nakeTa IKE Quick Mode cornacHo RFC 2409 un [Quick Mode, Responder, Packets 1,2]
hopmMupoBaHMe OTBETHOMO NakeTa
BbinonHeHuve wara cueHapusa o6paboTkm 2-ro

80 nakeTa IKE Quick Mode cornacHo RFC 2409 un [Quick Mode, Initiator, Packets 2,3]
hopmMUpoBaHMe OTBETHOMO NakeTa
BbinonHeHune wara cueHapus obpaboTkm 3-ro

81 nakeTta IKE Quick Mode cornacHo RFC 2409 un [Quick Mode, Responder, Packet 3,(4)]
dhopMMpoBaHne OTBETHOIO NakeTa (npu
nogaepxke naptHepom Commit Bit)
BbinonHeHue wara cueHapus o0b6paboTku 4-ro

82 naketa IKE Quick Mode (npu nogaepxke [Quick Mode, Initiator, Packet 4]
naptHepom Commit Bit)

83 BbluncneHve knyesoro Matepuana [Make SKEYID]

84 Bbibop ISAKMP nunbo IPSec npasuna [Choose Rule]
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MpoTokonupoBaHue COObLITHI

Onucanue gecTBUS

HNudopmauus B cTpoKe cO00IIEHUS

MpoBepka NpucnaHHoro atpmbyTa — KOMMOHEHTa

85 nakeTa IKE [Check Attr]

86 [NpoBepka npucnaHHoro cepTudmnkara — [Check Cert]
KOMMNoHeHTa naketa IKE

87 [NpoBepka NpUCraHHOro xawa — KOMMOHEHTAa [Check HASH]
naketa IKE

88 lMpoBepka npucnaHHoro ngeHTngukaTopa — [Check ID]
KoMnoHeHTa nakeTa IKE

89 [MpoBepka NpUCNaHHOro Krt4ya — KOMMOHEHTA [Check KE]
naketa IKE

90 MpoBepka npucnaHHoro NAT-geTekTopa — [Check NAT-D]
KoMnoHeHTa nakeTa IKE

91 Mpoeepka npucnaHHoro NAT Original Address — [Check NAT-OA]
KoMnoHeHTa nakeTa IKE

92 MpoBepka npucnaHHoro Nonce — KOMNOHEHTa [Check Nonce]
naketa IKE

93 MpoBepka NpuUcnaHHOro coobLLEHNsT — KOMMOHEHTa [Check Notif]
naketa IKE

94 lNpoBepka npucnaHHoro 3anpoca Ha cepTudukaT — [Check REQ]
KoMnoHeHTa nakeTa IKE

95 [MpoBepka NpucnaHHbIX NPeasIoKeHNn Ha [Check SA]
co3gaHne coeguHeHnsa — KoMnoHeHTa naketa IKE

96 [MpoBepka npucrnaHHoOM NOANNCU — KOMMOHEHTA [Check SIG]
naketa IKE

97 lNpoBepka BeHAOp-MAEHTUdMUKaTOopa — KOMNOHEHTA [Check VID]
naketa IKE

98 IT;OEpMI/IpOBaHI/Ie aTpnbyTa — KOMMOHeHTa nakeTa [Form Attr]

99 dopmupoBaHne ceptudmkaTa — KOMMNOHEHTA [Form Cert]
naketa IKE

100 | dopmupoBaHMe x3lla — KOMMOHEeHTa naketa IKE [Form HASH]
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MpoTokonupoBaHue COObLITHI

Onucanue necTBus HNudopmanus B cTpoke co00IeHAS
101 dopmupoBaHme ngeHTudmkaTopa — KOMNOHEHTa [Form ID]
naketa IKE
102 | dopmwupoBaHue Kroya — KOMNOHeHTa naketa IKE [Form KE]
103 dopmupoBaHne NAT-geTekTopa — KOMMNOHEHTa [Form NAT-D]
naketa IKE
104 dopmuposaHue NAT Original Address — [Form NAT-OA]
KOMnoHeHTa naketa IKE
105 | dopmuposaHue Nonce — komnoHeHTa naketa IKE [Form Nonce]
106 dopmupoBaHme 3anpoca Ha cepTudukaTt — [Form CertReq]
KoMnoHeHTa naketa IKE
107 IT;OEpMI/IpOBaHI/Ie MOANUCU — KOMMNOHEHTA nakeTa [Form SIG]
108 dopmupoBaHme BeHOOP-uaeHTudumkaTopa — [Form VendorID]
KoMnoHeHTa naketa IKE
109 | lNpoepka Ha Hanuuue yctponctea NAT [NAT existence check]
Owunbku Kpuntorpaduyeckon NOACUCTEMDI
Cnmncok coobuieHun o6 owwmbkax kpunTorpadmyeckon nogcuctemsl, pabortarowen B sape
OC, npuBegeH B Tabnuua 8.
Tabnuua 8
Texer MmabaoHa COOG]J.[C]-[P[SI PeKOMeHZIyeMbIe MMOJIB30BaTE/II0 ICUCTBUS, KPAaTKOE
OIIMCAaHHE
CP_Conf_K2U_PushPluginConf: Plugin  [Ecnn ecTb npobnemsi ¢ 3arpy3kon LSP unu
1 is not properly loaded npoxoxxaeHnem Tpaduka, obpaTuTbCs B CNyx0y
NOAAEDXKKN.
CP_ReOpen: bad check handle Ecnn ectb npobnembl ¢ npoxoxgeHnem Tpadmka,
2 nepeycTaHoBuTb |IPsec coeanHeHne, obpaTnTbes B
Cnyx0y NoaaepXKu.
CP_Transform: bad handle 0x%x Ecnu ecTb npobnemsbl ¢ npoxoxaeHnem Tpaduka,
3 nepeyctaHoBuUTb IPsec coegnHeHune, o6paTuTbes B
CNy>0y noaaepXKu.
4 Skipping unused algorithm [%0s] He owmnbka, MOXHO MrHOpMpoBaThb.
Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 37



MpoTokonupoBaHue COObLITHI

Teker madJ10HA COOO0IEHHST

PexoMeHnyeMble M0JIb30BaTENI0 AeHCTBUSI, KPATKOE
onmucaHue

forced close: 0x%x,0x%x

B pesynbTate nageHusa npunoxeHus 6oinm
@BTOMATUYECKN YHUYTOXEHbI CO3aaHHbIE UM
KPUNTOKOHTEKCTLI. Ecnn ecTb npobnemsl ¢
npoxoxaeHnem Tpaduka, nepeycraHoBuTb IPsec
coeaiHeHne, 0b6paTnTbCs B CNYyX0y NoaaepKKu.

drvesplinfo: 243, error=1(OK)

He owmnbka, MOXXHO UrHOpMpOBaTb.

drvesp!_init

He owmnbka, MOXHO MrHOpMpoOBaThb.

Bel VPN Gate

Copyright © S-Terra Bel 2008 - 2012 38



