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KoHdurypupoBanme ¢ nomouwbto CiscoWorks

KoHdurypmpoBaHue ¢ NOMOLbIO
CiscoWorks

B naHHoM pa3gene 6yaeT onucaHo yaaneHHoe LeHTpann3oBaHHOE KOHUIypUpoBaHmue
w0308 6esonacHocTy ¢ nomolbto Cisco Works Management Center for VPN Routers
Bepcun 1.2, koTopbin BXoauT B cocTaB npoaykta CiscoWorks VPN/Security Management
Solution Bepcum 2.3.

lMpegnonaraetcs, 4To YiTaTenb UMeET onbIT paboTel ¢ CiscoWorks, noaToMy B JaHHOM
OOKYMeHTe He ByayT AetanbHO OnncaHbl BCe aneMeHThl rpaddnyeckoro nHTepgerica sToro
nporpammHoro Npoaykra. B gaHHom pasgene 6yayT onmcaHbl OCHOBHbIE LUAru, KOTopble
cnegyeT NpoOM3BECTU ANS CO34aHusA NoNUTUKM 6Ge3o0nacHOCTH, a Takke 0COBEHHOCTU n
OrpaHM4yeHus, KOTopble B AaHHbIA MOMEHT CYLLECTBYIOT Ans KoHdurypmposaHus Bel VPN
Gate.

Bel VPN Gate
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OcobeHHocTn KoH(purypuposaHusa Bel VPN Gate

Bce onepauwnn no koHdurypuposaHuto Bel VPN Gate nponssogartcsa B pasgene
rpadomndeckoro nHtepdenca Management Center for VPN Routers Bepcum 1.2.

Hwxe onuncaHbl pasgensl rpaduyeckoro nHtepdenca Router MC, koTopble MMeT
0CcoBeHHOCTHM Npu KOHGUryprupoBaHum ycTpocTB Tuna Bel VPN Gate unu xe He
nogaepXuBaroTcs B gaHHon Bepcuu lNMpogykra:

e Devices

e Device Import
He pekomeHnayetcs nameHaTs Bepcuto 10S y umnoptupoBaHHbix Bel VPN Gate. Bee
ycTpowncTtea cepumn Bel VPN npu umnopTte npeacraesnstoTcs poytepamm Cisco
2611XM c ycTaHOBMNEHHOW onepauunoHHon cuctemon 10S v.12.2(13)T. NameHeHne
Bepcuu |OS MOXeT NpmBecTU K omnbkam B reHeprpyeMbIX KOHpUrypaumsix.

e Yctponctea Tuna Bel VPN Gate Henb3s nomewaTb B High Availability rpynnbi

e Configuration

e Settings

General VPN

Failover and Routing — He nogaepXuBaeTcsi B AaHHOW BeEpCcUU
Fragmentation — He nogaepxuBaeTcs B JaHHON BEpPCUn
General Firewall

Fragmentation Rules — He nogaepxuBaeTcs B JaHHOW Bepcumn
Timeouts and Performance — He nogaepmnBaeTcsa B JaHHOW Bepcumn
Half Open Connection — He nogaepxvBaeTcs B AaHHOW BEPCUM
Logging — He noaaepXmnBaeTca B A4aHHOW BEpCUM

ACL Ranges — He nogaepxvBaeTcs B AaHHOW BEpCUM

Spoke

NAT Traversal — He NnogaepXXuBaeTcs B JaHHON Bepcun

Hub Assignment
B naHHon Bepcuu MNpoaykTa He nogaepxuBaeTcs Tun ycTponcTaa failover hubs.
Takke He nogaepxmBaeTca ykasaHue B kadectBe Primary Hub o6bekta ‘HA

group’.

e Access Rules

o [|KE

Mandatory Rules

Mpu cozpgaHum npaBun Ha aTane Bblbopa MHTepdelica npegnaraeTcs
ycTaHoBUTbL NapameTp Direct B nonoxeHue In unu Out. Aina yctporicts Bel VPN
Gate cnenyet yctaHoBUTb 3HadeHue In. 3HaveHne Out He nogaepxusaeTcs. Bel
VPN Gate He nogaepXuBaeT acCMMMETPUYHbIE MpaBuna JocTyna, T.e. OAUHAKOBO
obpabaTbiBaeT Kak BXOOALWNA, Tak U ncxogawmm tpaduk. NMoatomy kak
BXOSLLMIA, TaK N Ucxogawmi Tpaduk 0yayt obpabaTtbiBaTbCsa MO CNMCKY AOCTyna
€O 3HayeHuem In. Npu 3TOM ANs cxoasLero Tpaduka 3Ha4eHns Source u
Destination meHa0TCA MecTamu.

Default Rules
To e orpaHuyeHue, 4to 1 aAng Mandatory Rules

IKE Policies

e [lpu co3pganum IKE nonutukm gns yctporcts Bel VPN Gate cnegyet
obpaTtuTb BHMMaHue Ha 3HadeHunsa Encryption Algorithm n Hash Algorithm.

Bel VPN Gate
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Bel VPN Gate npu Bblbope 3HadyeHus DES 6yneT ncnonb3oBaTb anroputm
wudposanua FOCT 28147-89, a npu Beibope 3HayeHnss MDS 6yaet
ucnonb3oBaTb xaw-anroputm CTHE 1176.1-99.

Dynamic Preshared Key — He nogaep>xuBaeTcsi B JaHHOW BEPCUMN

CA Parameters

B naHHon Bepcuu Bel VPN Gate He nogaepxuBaeTtca enrollment. [NosTtomy
nobble BBeAEHHbIE 3HaYeHnsa dbyayT urHopuposaTbca. OgHako, ux cnegyer
3anonHuTb, YTobbl HE cnpoBoLMpoBaTh ownbky B Router MC. YcTtaHoBuTe
onuuto CA URL v 3anonHuTe napameTpbl.

B naHHon Bepcum MNpoagykTa He nogaepxmBaeTtcs nonyveHme CA
cepTudukata no SCEP npotokony. Cnegyet yctaHoBUTbL napameTp ‘Enter
Manually’ n BBectu (4epes bycep o6meHa) cepTucmkaTt B
LwecTHaauaTepmyHom copmare.

B 6roke HacTpoek paboTel ¢ CRL criegyet obpatuTb BHUMaHue Ha oopmart
Beoza URL, no kotopomy 6yayT 3anpalumBaTbCs NUCTbI OTO3BAHHbIX
ceptndukatoB (CRL). LDAP Server URL cneagyeT BBOoauTh B oopmate
Idap://IPAddress:Port

Mpwn yctaHoBke napameTtpa CRL ‘Optional’ o6pabotka CRL He
npou3BoauTCA.

Mpun ycTtaHoBke napameTpos CRL ‘Best-Effort’ n ‘Enable’ Bkntoyaetcs
obpabotka CRL, B ToM yncne u no ykazaHHomy LDAP URL. Ecnn CRL He
HaldeH, TO COeaNHEHUS, MHNLMMPOBAaHHbIE C NCMOMb30BaHWEM
cepTndukaToB, KOTOpbIE JOMKHBI 0bpabaTeiBaTbea aTuM CRL, He 6yayT
co3aHbl.

Tunnels

Dynamic Crypto Policies

Mpun onnucaHun gMHamMu4ecknx TyHHenewn cnegyeTt umeTb BBMAy, 4To Bel VPN
Gate He nogaepxuaet subinterfaces.

Translation Rules - He nogaepxxmBaeTcsa B 4aHHON BEPCUU

Building Blocks

Transform Sets

Mpn HasHavyeHun unu cosgaHmm Habopa npeobpasoBaHui (transform set)
cnepyet yunTbiBaTh 4YTO Bel VPN Gate npu Bbibope 3HauveHus DES 6yaet
ncnonb3oBaTb anroputm wndposanns FOCT 28147-89, a npu Bbibope
3HauyeHnss MD5 6ygeT ncnonb3oBatb xaw-anroputm CTh 1176.1-99.

B naHHOM penuse He NoaaepkMBaeTcst KOMMNPECccus, No3ToMy doraxok
Compression JomKeH ObITb CHAT.

Bel VPN Gate
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Mpumep co3aaHus NONUTUKK Be30nacHOCTH

YcnoBHble 0603HavYeHus:

IPsec AH + ESP tunnel
IP Tpadmk

Bel VPN
Gate

10.0.232.4/16 ~ 10.10.11.0/24

10.0.232.316

10.10.10.0/24 Internet

Lo

GWw2

10.0.232.5M16 /| \ 10.10.12.0/24

PucyHok 1

CueHapum

Tpw wnto3a 6e3onacHoctn (Bel VPN Gate), 3awmaiowime y4actku koprnopaTtmMBHom ceTu. |P-
Tpadukn mexay wno3amm 6esonacHoctn GW1, GW2, GW3 3alymiieHbl TYHHENAMN,
paboTatowmmm no npotokony AH n ESP. AyTeHTudukauusi CTOPOH OCYLLECTBAETCA Ha
npenycTaHoOBIEHHbIX Kntoyax. Ha BHelWHMX uHTepdericax wno3os 6esonacHoctn GW1, GW2
n GW3 3awmrta cHMumaetcs. Tpaduk, npuxoadiimi Ha apyrue uHTepdenchl Wwnosa
6Ge3onacHOCTW, NPONYyCKaeTCst OTKPbITbIM (HE3aLULLEHHBIM).

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 5
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MapameTpbl 3IeMEHTOB NMPoOeKTa Tabnuua
. Twvn Bepcus
Umsa Mogenb 3awuiaembin . VPN
CTpOMCTBA ycTpoucTBa pecypc yetpon nporpamMmHoro UHTepdenc
y cTBa obecnevyeHus
GW1 Bel VPN Gate Subnetl = 10.10.10.0/24 Hub Cisco IOS 12.2T* 10.0.232.3
GW2 Bel VPN Gate Subnet2 = 10.10.11.0/24 Spoke Cisco I0S 12.2T* 10.0.232.4
GW3 Bel VPN Gate Subnet3 =10.10.12.0/24 Spoke Cisco I0S 12.2T* 10.0.232.5
CospaHune nonutukn 6e3onacHoctn cpeacteamu CiscoWorks npegnonaraeT BbINOMHEHWE
cneayroLmx aTanos:
e cosaaHue rpynn ycTponcTs. [py nocTpoeHnn pekoMeHayeTCs co3aaBaTb OTAENbHbIE
rpynnel gnst yctponctB oT Cisco Systems u ans yctponicts Bel VPN Gate
e  UMMOPT YCTPOWCTB B CO3AaHHbIE IPynnbl
e  OMMCaHWe 3allMLaeMblX YCTPONCTBAMM PeCypCcoB (MoaceTen U OTAEMNbHO B3SITbIX
XOCTOB)
e HacTtponka VPN napameTtpoB
e HacTpouka IKE nonutukm
e CcO3[aHue TYHHEIbHOWN MONUTUKN
e [ocCTaBKa KoOHgurypauun Ha AreHTbl besonacHocTw.
3anyck CiscoWorks
3anyckaem MHTepHeT - bpay3ep u ykasbiBaem URL xocTa, Ha KOTOpOM YCTaHOBIIEH
CiscoWorks. Npu Hanncanmn URL ykasbiBaem He 80 nopT, a 1741.
MpeabaBnaem NOrvH 1 Naposib agMUHUCTPATOPa UM NOSb30BaTENS, UMEILLIErO
COOTBETCTBYIOLLME NpaBa.
B neBow yacTtu okHa Bblbupaem pasgen VPN/Security Management Solution =>Management
Center=>VPN Routers.
Monapaem B Management Center for VPN Routers. Bce genctausa no KoHurypmpoBaHumio
cucTembl Oyaem Npon3BoaNTb B 3TOM OKHE.
Co3aaHue rpynn yCTPOUCTB
[na peanusaumn Hawero npumepa Ham nNoTpedyeTcsa co3aaTth rpynny YyCTPOWUCTB, B KOTOPYHO
Bxogdat GW1, GW2 n GW 3, sawmwarowme nepumeTpbl Subnet 1, Subnet 2 n Subnet 3.
Cosgaem rpynny GW. [Inst 3TOro BbINOSIHAEM CrieaytoLmne warmu:
e nepexonum B pasgen Device Hierarchy: Devices => Device Hierarchy
e  kHonkon Create Group BbI3blBaeM OKHO CO3aHUs rpynnbl
e  BBOAMM YHMKanbHoe ums rpynnbl (GW) (PucyHok 2)
Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 6
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<} Create Device Group - Microsoft Inte =01 x|

Create Device Group

Marme: IGW

Group Types % Device Group © HA Group
Creste in; E‘a@|0h8| -
B Detault-1710-gthi
B Detautt-17x0-zetial0
B3 Defautt-806-spokes &

Ié-atima
|Global

Create Cancel

PucyHok 2

Bblibupaem poanTenbCKyto nanky, B KOTopon byaeTt pasmeLlaTsca co3gaHHas rpynna.
B Hawem cnyyae aT1o nanka Global

Haxnumaem kHorky Create.

Mpynna GW cosgaHa n ee MOXHO yBMAETb BHYTpM nanku Global.

[anee nepexogum K MUMMNOPTY YCTPOWCTB.

UmnopT yctponcrs

Ha atom atane nmnoptupyem yctponctesa GW1, GW2 u GW3 B co3gaHHyto rpynny GW.
BbinonHum cnegytoLume waru:

nepexoaunm B pasgen Device Import

Bblaensem rpynny GW

Haxxvmaem kHornky Import. OTkpoeTcs okHO Bbibopa meToga umnopTa
BbIOUpaem onuuto "Single device import"

Haxumaem Next. OTKkpoeTcs OKHO BBOAA NapameTpoB

BBOAMM IP-agpec nnm goMeHHoe MMsi uMnopTupyemoro obbekTa, Username,
Password n Enable Password. imnoptupyem yctporicteo GW1, BBoanm ero IP-agpec
10.0.232.3, nm4 nonb3oBaTens — cscons, naporne — csp, enable password - csp
(PucyHok 3)

Bel VPN Gate
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Home | Clo= ]

Management Center for VPN Routers

Cisco SysTems

You Are Here: + Devices > Device mport

arameters
[0 o 1
#1. Choose Method
02, Parameters

03, Import Devices

Import Parameters

& Device IPMame ¢ Dynamic IF'|1|:| 0.2323
Hostname'

Username:lcscuns

Passwurd:lu-

Enable Passwurd:lu-

- Step 2 ofa- L
Finish |

N

1]

PucyHok 3

e Haxvmaem kHOMKy Next. OTKpOEeTCst OKHO HasHa4yeHus ponuv NMMOPTUPYEMOMY
YCTPOUCTBY

e BbIOUpaem ponb Ans uMmnopTupyemoro yctporictea GW1 — Hub. 3Ty ponb Mbl
3apaHee onpegenunu B Tabnuue

e HaxumaeM Finish. OTkpoeTcs OKHO O COCTOSAHUM UMMOPTUPOBaHMS yCcTporcTaa. o
OKOHYaHUKN UMMNOPTUPOBaHUA HaxxmuTe Close.

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012
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PucyHok 4
MmnopTtupyemoe ycTtporictso (GW1) nosisutcs B rpynne GW. [NoBTOpMM onncaHHbIE Bbille
warv ans uMnopTupyemsix yctponctes GW2 n GW3, HasHavasi um ponu Spoke.

Cisco SysTEMS
Management Center for VPN Ro

Configuration |[Deployment || Repo

Device Hierarchy Credentials

Device Import

All

B3 Global

ElElﬁ Default-171 0-sthi
B 3 Detault-17x0-serial0
ED-ﬁDefauﬂ-Bﬂﬁ-spnkes
B Eew

- O8P1002523
81002324

L LO@@1002325
Iéln-&ﬂmﬁ

PucyHok 5

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012
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Mocne Toro, kak Bce yCTpOMCTBa MMMOPTUPOBAHbLI 1 MOMELLEHbI B FPYMNy, MOXHO NEPEXOanTb
K HacTporike VPN napameTpos.

OnucaHue 3aluLLaeMbIX PecypcoB

Ha aTom aTane onvwem 3almiaemble pecypchbl U NPUKPENUM UX K COOTBETCTBYIOLLUM
YyCTpOMCTBaM.

BbinonHum cnegywuwue waru:

nepengem B pasgen Building Blocks: Configuration => Building Blocks
13 meHio BbibepeM nyHKT Network Groups. OTtkpoeTtca ctpaHunua Network Groups

oTkpoeMm Object Selector 1 Bbibepem rpynny GW. MIHdbopmaumsa Ha cTpaHuue
obHoBUTCS

HaxkmeM kHorkKy Create. OTkpoeTcs cTpaHuua Name and Comment

BBeZeM B none Name yHuKanbHOe MMsi CO34aBaeMoro ceteBoro obwekra. ns
Hawlero npumepa onuwem nogcetb Subnetl. Beogum ums Subnetl.

BBEJEM KOMMEHTapUN
HaxxmeMm Next. OTkpoeTtca ctpaHuua Networks

B none Enter Network/Host BBogum agpecHoe npocTpaHCcTBO (Unun agpec)
3aluaemoro pecypca. Tak Kak Mbl onncbiBaeM nogcetb Subnet1, BBogum
agpecHoe npocTpaHcTBo aton noacetn: 10.10.10.0/24

HaXXMaeMm KHOMKY >>. BeeneHHoe agpecHoe npoCTpaHCTBO AobaBneHo B CNNCOK

Haxumaem Finish.

Mpousonget Bo3epat Ha cTpaHuuy Network Groups. B Tabnuue Mbl yBUAMM CTPOKY C
napameTpamMu co3gaHHoro obbekTa (nogcety Subnetl) (PucyHok 6):

Name = Subnetl
Defined On = GW

Bel VPN Gate
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Gisco SysTems =

| Deploym
[KEE + Tunnels =+

You Are Here: « Configuration = Building Blocks = Metwork Groups

Network Groups

AR

n Network Groups * Global > B oW

« Transform Sets
- Service Groups

= Showing 1-2 of 2 records
é o Marme Defined COn Caormrment
": 1. [T Subnetl Gw

2. any Glohal
]
E Rowes per page:lm "I << Page 1>>
E
¢ “—-Select an
: itern then take | Create Edit Delete
B an action-—-»

PucyHok 6

¢ [loBTOpPUM OMMCaHHbIE BbILE LWarn Ans Bcex 3awuiiaemMblX pecypcos - Subnet2
(10.10.11.0/24) n Subnet3 (10.10.12.0/24).

o [lepengem B pasgen Settings: Configuration => Settings.

e HasHauyaem co3gaHHble ceTeBble 0OBbEKTBI YCTPONCTBY C poribio Hub. B Hawem
npumMepe ycTporucTBO ¢ porbto Hub — GW1:

e oTkpoem Object Selector n Bbibepem B rpynne GW yctponctso GW1

e B MeHto Bblibepem nyHKT Hub => Networks. OTkpoeTcsa cTtpaHuua Hub Side
Network

e Bbibepem u3 cnmncka Add Network Groups nogceTb, koTopyto 3awmwaet GW1.
9710 co3gaHHas paHee noaceTb Subnet1. Haxumaem kHonky >>. O6bekT
Subnet1 nepemecTnTCa B CNMCOK 3aLymiaemMbix 06beKToB (PUCYHOK 7)

e Haxumaem Apply.

Bel VPN Gate
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4]

You Are Here: « Configurations Settings* Hub= Metwoarks

Lk

= General VP ¥ Global » BB GW e 1002323

* General Firesall
* Hub

n Networks

* Spoke

* Config Additions

Cisco Svsrems Hom .
Management Center for VPN Routers

Devices I |'Deplnyment |'Repnrt5 |'ﬂd

w AL [KKE + Tunnels + Translation Rul ”

Side Networks

Inside Interfaces

CatalystWPH Semvices Hub Side Networks

fadule
Add a HostNetwark:
HA Setlings GARCELULLIC >

Add Metwork Groups:

Subnet? N Subnetl
any
Subnet3 ==

Apply Defaults

| Ny

|@ Applet objectselector skarked l_ l_ E |a Inkernet o

PucyHok 7

. HasHauyaem co3gaHHble ceTeBble 00BLEKThI YCTDOVICTBaM C poJbto Spoke:

e B MeHK cneBa BblbepeM nyHKT Spoke => Networks. OTkpoeTcs cTpaHuua Spoke
Side Networks

e oTkpoem Object Selector n BbiGepem B rpynne GW ycTponcTBO € porbio Spoke.
B aton rpynne y Hac ABa Takux ycTponcTsa. Beibepem yctporicteo GW2

e Bblibepem n3 cnucka Add Network Groups nofceTb, koTopyto 3awuiiaetr GW2.
9710 co3gaHHas paHee noaceTb Subnet2. Haxnmaem kHonky >>. O6bekT
Subnet2 nepemecTnTCA B CNMCOK 3alLMLL@eMbIX OOHEKTOB

e Haxumaem Apply

e MOBTOPMM OMNMCaHHbIE Bbille AENCTBUSA AN HAa3HayeHus ycTponctsy GW3
ceTeBoro obbvekTa Subnet3.

Mocne Toro, Kak onucaHbl Bce 3alluiaeMble Pecypchl, MOXHO NepexoamTb K HacTpolike VPN
napameTpoB.

Bel VPN Gate
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Hactponka VPN napameTtpoB

Ha atom aTane mbl Npov3BegemM TakMe HaCTPONKN YCTPONCTB Kak Ha3HayYeHne BHYTPEHHUX
NMHTepdEencoB ans ycTponcTB, HasHadeHne VPN nHTepdelicoB ycTponcTBaM ¢ ponbto Spoke
1 Ha3HayeHue ycTporicTBa Hub yctporictBam ¢ ponbio Spoke. B kadecTse npumepa
paccmoTpuM HacTporiky VPN napameTpoB ans rpynnel GW, cogepxatlien yctponcTea Bel

VPN Gate.

BbinonHum cnegywuwine waru:

o [lepexogunm B pasgen Settings: Configuration => Settings.

e B neson 4yactu okHa oTkpbiBaeM Object Selector n Beibupaem rpynny GW.

e HasHayaeM BHYTpeHHME MHTepdelicbl YCTPONCTBY C ponbto Hub:

BblOMpaeM 13 MEHIO B NNEBOM YacTu okHa NyHKT Hub = > Inside Interfaces. byaet
ocyLLecTBNeH nepexo Ha ctpaHuuy Hub Inside Interfaces

Haxxmmaem kHonky Show Interfaces. OTKpoOeTCst OKHO CO CMUCKOM CeTEBbIX
WHTepdencos

BblOMpaeM HYXHbI MHTepdenc B OTKpbIBLUEMCS crucke. Kak npaBuno, aTo
FastEthernet 0/1

Haxxmumaem Select. Ha ctpaHuue Hub Inside Interfaces B cnvcke nosiButcs
BblIBpaHHbIN MHTEPdENC

Haxumaem Apply. Haxogswemycs B rpynne ycTponcTtsy ¢ ponbto Hub (B Hawem
cnyyae ato GW1) HasHayeH MHTepdeinc Ans NoCTpoeHns TyHHENen ¢
YCTpOMCTBaMM C ponbio Spoke.

e HasHauyaem BHyTpeHHME MHTEpPdENChI YCTPONCTBaM C ponibio Spoke.

BbIOMpaeM M3 MEHIO B NNEBOM YaCTU OKHA NYHKT Spoke = > Inside Interfaces.
OTtkpoeTca cTpaHuua Spoke Inside Interfaces

Haxxmmaem KHonky Show Interfaces. OTKpoeTCst OKHO CO CMMCKOM CEeTEBbIX
UHTepdencos

BblGMpPaeM HyXXHbI MHTEPENC B OTKPLIBLUEMCS crniMcke. Kak npaBuno, 3To
FastEthernet 0/1

Haxumaem Apply. Bcem yctporictBam ¢ ponbio Spoke HasHadyeHbl BHYTPEHHNE
nHTepdencel (PucyHok 8).

Bel VPN Gate
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rF
Cisco SYSTEMS Hame | Close | Help | about _l

Management Center for VPN Routers

= Deployment

Devices ‘Reports

| Uzer ID: admin
| ules I[KE + Tunn

You Are Here: « Configuration» Settings=> Spokes Inside Interfaces

LRI

oke Inside Interfaces

I * Global » B o

» General Firewall

* Hub

* Spoke
. i Inside Interfaces
B Metworks Inside Interfaces
[ - MAT Traversal
E P Interfan:es Type: |Ethernet j FastEthernet0/
1 Hub Assignment Pes

- Dial Backup 5"3'13| :I'
* Config Additions _ << | Show Interfaces ‘
P':'”-I j'
Subinterface: I

§
E
l
£
H
T
]
R

| Apply || Defaults ‘

il

PucyHok 8

¢ HasHauyaem VPN uHTepdenc yctponcTsam ¢ ponbto Spoke:

e BbiIOMpaem 13 MeHO B NeBon Yactu okHa nyHKT Spoke = > VPN Interfaces.
OTtkpbiBaeTcs cTpaHuua Spoke VPN Interface

e HaxumaeMm kHornky Show Interfaces. OTkpoeTcs OKHO CO CMIUCKOM CETEBbIX
nHTEepdencos

e BbIOMPAEM HYXXHbIV MHTEPdENC B OTKpbIBLLUEMCS cnucke. Kak npaBuno, 3T1o
FastEthernet 0/0

e Haxumaem Apply. Bcem yctponctsam ¢ ponbio Spoke HasHayeHbl VPN
nHTepdencel (PucyHok 9).

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 14
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VPN Interfaces

Interface
type: | FastEthernet J

SIDt:IEI vl
F'u:urtll] vI

Channetl

Validate

Show Imterfaces

Subinterrace:l

Enable

Sarme
Interface r

W

Apply Defaults

PucyHok 9

e HasHauyaem ons yCTPOWCTB € ponblo Spoke ycTponcTBo € ponbto Hub:

e BbiOMpaem n3 MeHo B NeBon Yactu okHa nyHKT Hub Assignment. OTkpoeTcs
cTpaHuua Hub Assignment

® 13 cnu1cKa BblbnpaeM nma ycTponcTtea ¢ ponbsto Hub

e 13 cnu1cka Bbibnpaem uHTepdelic, Yepes KoTopbI OyaeT OCyLLEeCTBATLCA
B3aMMOJENCTBME C yCTPONCTBaMu ¢ pornbio Spoke (noctpoeHne VPN TyHHenen),
Haxumaem Apply (PucyHok 10).

You Are Here: « Configuration» Settings+ Spoker: Hub Assignment

Assignment

A 2
* General PR * Global = B GW
* General Fireweall
* Huh
* Spoke
= Inside Interfaces
= Metworks
= MAT Traversal Hub Assignment
=WEMN [nterfaces i _
i Hub Assigniment Pl HUL. I 10.0.232.3 :|
« Dial Backup Primary Interface; |[{getat=t =Ttz |
_:- IIIIIIIIIIIIIIIIIIIIIIIIIIIII FEI”D"."EI’ HLItI Im

FailmferInterrace:l--lnterfaces--j

Apply Defaults | —

S| T3 = =i 0 — =

|€| Applet objectselector skarted I_ I_ E |ﬂ Inkernet v

PucyHok 10

Ha atom HacTporikn VPN 3akOH4YeHbl 1 MOXHO nepexoauTb K HacTponkam IKE nonuTtuku.
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Hactpownka IKE nonutukm

Ha atane HacTpoviku IKE nonutukn nponssegem HaCcTPOVKU NapameTpoB LWNPOBaHNS 1
ayTeHTudmkaunm ansa rpynnsl GW. byaem ncnone3oBaTb ayTeHTUdMKALNIO Ha
npegonpeaeneHHbIX Knoyax. MNocne BbINOMHEeHNs NocneaHero aTana y Hac Bee elle
BblgeneHa rpynna GW (ecnu aTta rpynna He BbibpaHa, HyxHO ee BbiOpaTb B Object Selector).
Cosgaem IKE nonutuky ans aTon rpynnbl.

o T[lepexogum B pasgen IKE Policies: Configuration => IKE => IKE Policies. OTkpoeTcsi
ctpanuua IKE Policies

e HaxumaeMm Create. OTkpoeTca ctpaHuua IKE Policy Name and Comment

e 3anonHsiem none Name yHUKanbHbIM UMEHEM, KOTOPOE NPUCBanBaeM co3gaBaemon
IKE nonutuke, Hanpumep IKE_GW_group

e B Mone onucaHusa BBoaMm kommeHTapuii: IKE Policy for GW Group
o Haxumaem Next. OTkpbiBaeTcs ctpaHuua Algorithm Settings (PucyHok 11)

e Bblbupaem ns cnmcka Encryption Algorithm 3HaueHne DES. B yctporicteax Bel VPN
Gate 370 3HayeHve GyOeT NHTEPNPEeTUPOBATLCSH, Kak yKazaHue MCnonb3oBaThb
anroputm wudpoearns FOCT 28147-89

e Bblbupaem n3s cnucka Hash Algorithm 3Hauenne MD5. B yctpoiictBax Bel VPN Gate
37O 3HayeHue BygeT NHTepnpPeTUPOBaTLCS, KaK yKadaHne MCnonb30BaTh X3l -
anroputm CTB 1176.1-99

¢ Bblbupaem u3 cnmucka Modulus Group 3HaveHne 2

You Are Here: « Configurations [KE» IKE Folicies
Algorithms

= 1. Mame and Comment
O 2. Algorithms
0 3. Parameters

* Global » BB G

Algorithm Settings

Encryption Algnrithm:lDES vI
Hazh Algnrithm:IMDE 'I
Modulus Grnup:lﬂ vI

PucyHok 11

o HaxummaeMm Next. OTkpbiBaeTcs cTpaHuua IKE Policy Parameters
e B none Lifetime octaBngem 3HayeHne no ymonyanuio (86400)

e 13 cnucka Authentication Beibupaem 3HaueHne Preshared Key

Bel VPN Gate
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e HaxumaeM Finisht. OTkpbiBaeTca cTpaHuua IKE Policies

e MpoBepsieM NPaBUITbHOCTb NapaMeTpPoB, KOTOpble Mbl YCTAHOBMIU Ha NpeablayLimX
warax. [JomkHa ObITb BbiBeAeHa Takas uHdopmauus (PucyHok 12):

IKE Policies
® Global » B Gw

IV Inherit Default Palicies

Showing 1-2 of 2 records

o Marme Defined On  Encryption  Hash  Modulos Group  Lifetime  Authentication

1. [ IKE_GW_group G DES moa 2 BE400 Preshared Key
2. Default-1KE Glohal JI0DES SHA 2 2400 Freshared Key
Rows per page:l 40 "I =< Page 1>>
=--5electan item then take an Create || Edit || Move Up || Move Down || Delete
action--»
PucyHok 12

IKE nonutuka ans rpynnsl GW co3gaHa n ee napameTpbl oTobpaxatoTcs B Tabnuue.

HasHauum pexum aBTomMaTUYecKon reHepaummn npefonpeneneHHbIxX KnoYven ans Bcex
YCTPOWCTB NpoekTa. [1nsi 3TOro BbIMNOMHUM CReaytoLume Lwaru:

e Bblbepem B MeHto nNyHKT Preshared Key. OTkpoeTcs cTpaHuua Preshared Key
e oTkpoem Object Selector n Beibepem rpynny Global
e ycTaHoBuMM 3HadeHue Auto-Generate.

Mocne 3aToro MoXHoO nepexogunTb K 3Tany co3gaHuna TyHHeﬂbH0l7| NOJINTUKN.

Co3paHue TYHHeNbLHOW NONUTUKM

Co3gaeM TyHHenbHY0 NonuTUKy Ans rpynnsl GW. ns atoro y6eaumcs, uto B Object
Selector BbIGpaHa aTa rpynna v BbINOIHUM criefyoLye Lwarm:

e nepexoaum B pasgen Tunnels: Configuration => Tunnels

e Bblbupaem nyHKT meHo Tunnel Policies. B oTkpbiBLLEMCSA OKHE BUgUM Tabnuuy
TYHHENbHbIX MOMNUTUK

e HaxumaeM kHorky Create. OTKpoeTCsi OKHO BBOAA UMEHW TYHHEIbHOM MOMUTHKM

e  BBOAMM YHUKaNbHOE UMS TYHHENbHOW nonuTukn, Hanpumep, GW_Tunnel. Takke
MO>XXHO 3anOfIHUTL MoJie KOMMEHTapKs

e HaxummaeM Next. OTkpoeTtcs okHo Traffic Filter (PucyHok 13)

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012



KoHdurypupoBanme ¢ nomouwbto CiscoWorks

Tunnels: Tunnel Policies
Traffic Filter

* Global » B G

Showing 1-4 of 4 records

[ Spoke Side Hub Side
1. [ Spoke Internal Metworks Hub Internal Metworks
2. [ Inside Interfaces Hub Internal Metworks
3. [ Spoke Internal Metworks Inside Interfaces
4. [ Inside Interfaces Inside Interfaces
Rows per page:l 10 'I << Page 1>>
‘- Select
€1 M= et Movwe Up Mowve Down Create Edlit Delete
take an
action—-»
PucyHok 13

e oOcTaBnsieMm B Tabnuue Tonbko ofgHy cTpoky — Spoke Internal Networks/Hub Internal
Networks. OcTanbHble CTPOKM ygansiem. [inst aToro yctaHaBnMBaem oraxku psaom
C yAansieMbIMy CTpoKaMu 1 Haxkumaem KHorky Delete

o Haxumaem Next. OTkpoeTcs okHo Transform Sets
e cosfaeM HoBbI Habop npeobpasosaHuii (transform set):
e HaxumaeM kHornky Create. OTKpoeTCsl CTpaHuLa BBOAA MMEHU U KOMMEHTapUsi

e BBOOUWM YHUKarNbHOE UMS ANs co3gaBaemoro Habopa npeobpasoBaHuWi.
Hanpumep, DES_MDS. Takke MOXHO BBECTU KOMMEHTapui

e HaxumaeMm Next. OTkpoetcsa cTpaHuua Transform Set Protocols (PucyHok 14)
e BblObMpaem u3 cnucka Mode 3HaveHue Tunnel

e Bblbupaem u3 cnucka AH Hash 3Havenne MD5. B yctpoiictBax Bel VPN Gate
37O 3HayeHue BygeT NHTepNpPeTUPOBaTLCS, KaK yKadaHne MCnonb30BaTh X3LU-
anroputm CTB 1176.1-99

e Bblbupaem u3 cnncka ESP Encryption sHadyeHune DES. B ycTtporictBax Bel VPN
Gate 310 3Ha4YeHne GyaoeT MHTEPNPEeTUPOBATLCSA, KaK yKa3aHue UCronb3oBaTb
anroputm wundposaHua FOCT 28147-89

e BblbMpaem u3 cnncka ESP Hash 3HauyeHne MD5. B yctporicteax Bel VPN Gate
3TO 3Ha4yeHue byaoeT NHTePNPEeTUPOBATLCS, KakK yKazaHne MCnonb30BaTh X3LuU-
anroputm CTB 1176.1-99
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Protocols

* Global = G

Transform Set Protocols m
i Select the transform

o, I:I" set mode and select

AH Hash: I WDS ,I the algarithms to be

: used to authenticate
ESP Encryption: | pES -l and encryptthe data

ESP Hash: Im in the tunnel.

Compression: [~

Help...

PucyHok 14

e cHumaewm pnaxok Compression, ecnu oH 6bin B3BegeH. Bel VPN Gate He
noaaepKmBaeT KOMNPECCUIo

e Haxumaem Finish.

Mbl Tonbko 4TO co3ganu Habop npeobpasoBaHuit DES MD5. Co3gaHHbIn Habop OONOMHMN

CnMcok HabopoB NpeoGpa3oBaHuUii, KOTopble AOCTYMNHbI Ans BbiGopa B cnvckax Transform Set
1,2, 3.

e Bblbupaem u3 cnucka Transform Set 1 3HaueHne DES_MDS5.
e Haxumaem Next. OTkpoeTtcsa cTpaHuua PFS.

e ycTaHaBnuBaem cnaxok Use PFS.

e Bblbupaem 13 cnmucka Modulus Group 3HaveHue 2.

e Haxumaewm Finish. OTkpbiBaeTca ctpaHuua Tunnel Policies.

TyHHEnbHasa NONMTUKA co3aHa, O YeM CBMAETENBCTBYET HOBasi CTPOKa B Tabnuue Ha
cTtpaHuue Tunnel Policies (PucyHok 15)
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i Tunnel Policies

0
B
[
E
C
T
5
E
L
E
G
T
0
]

Cisco Svystems

+ Settings + Access Rules + |KE + + Translation Rules +

You Are Here: « Configurations Tunnels: Tunnel Policies

[RRRRINM - 2

= Dynamic Crypto Policies
« [PSec Lifetime

Hior &

Management Center for VPN Routers

e
Devices I

| Deployment | Reports | ‘Ad

Tunnel Policies

Global = Gy

¥ Inherit Default Policies

Showing 1-2 of Z records

o Mame Defined On Description
1. [ GW_Tunnel )
2. Default-Tunnel Global
Rows per page:lm "I << Page 13> —
- Gelect
an item

thentake | Create Edit Delete Mowe Up Mowve Down

an -

PucyHok 15

NocTaBKa KOH(urypauui Ha yCcTponcTea

[na poctaBkM KOHUrypaLumim Ha YCTPOMCTBa CUCTEMbI HAM HEOBX0AMMO co3aaTth «paboTyy -

job.

BbinonHum cnegywwme waru:

nepergem B pasgen Deployment

Bblibepem Save and Deploy B npeanoxeHum If you have made configuration changes,
you can Save and Deploy Ha cTpaHuue

oTKkpoeTca cTpaHuua Select Devices

OTMETUM YCTPOMCTBA, Ha KOTopble ByaeT AocTaBnAaATbCa nonutuka. O6biyHo Router
MC aBTOMaTUYeCKn onpeaenseT yCTPOMCTBa, AN KOTOPbIX CAenaHbl U3MEHeHUs!, HO
He focTaBneHbl. [oaToMy, Kak NpaBuIo Ha 3TON CTPaHULLE HUKAKUX 3MEHEHUI He
Jenaetcs

Haxumaem Next. bBygeT oTkpbiTa cTpaHuua Deployment Options
ycTaHoBuM 3Ha4veHue Deploy To paBHbIM Device

Haxumaem Next. OTkpoeTca ctpaHuua Error Checking (PucyHok 16). BoamoxHo,
AaHHas cTpaHuua 6yaeTt cogepxaTb pasnuyHble NpeaynpexaeHunst U owmnoku.
YcTpaHuTe owmnoKu.

Bel VPN Gate
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Errors and Warnings
Showing 0-0 of 0 records

MessageType Subject Device/Group Description

Mo records.

Rows per page:lim 'I == Page 1 ==

PucyHok 16

e HaxumMmaeM Finish. OTkpoeTcs ctpaHuua Job Deployment Status ¢ Bonpocom o Tom,
HY)XKHO M JOCTaBMATb NOMUTUKA HEMEOJIEHHO

e Haxumaem kHonky Refresh ans obHoBneHuns ctaTtyca Job n yctponcTs.

B npouecce gocrasku Ha cTpaHuue Job Deployment Status mbl moxxem Habnogatb
n3MeHeHne ctaTycoB JOb 1 yCTPOWCTB, AN KOTOPbIX FEeHepUPYTCa KoOHurypauum (PucyHok
17). Ha npoTshkeHun npouecca goctaBku Job 6yaeT nmets cratyc "Generating” (Bo Bpems
reHepaumm koHdwurypauui), "Deploying” (Bo Bpemsi OCTaBKkM KOHpUrypaumii Ha yCTporCTBa),
a nocrie okoH4YaHus npouecca ctatyc uamenutcs Ha "Deployed”. CtaTtyc ycTpoiicTB 6yaeT
MeHaTbCs oT "Pending”, korga npouecc A0CTaBKM elle He Havancs, go "In Progress” — B
npouecce goctaeku 1 "Completed" no okoH4YaHUM gocTtaBku. CTaTyCcbl aBTOMATUYECKN HE
obHoBnsAoTCA. s obHoBneHMs ncnonb3yem kHornky Refresh. BoamoxHbl ounbkm Ha aTtane
reHepaumm KoHdurypauun n nx goctasku. B atux cnydasx 6yget ncnonb3oBaTtbcs ctaTyc

Failed.
Mpouecc goctasku 3aBepLuaeTcs, korga y Job 6yaet cratyc "Deployed” (PucyHok 17).

Status: Deployved
Description:

Deploy to devices.

Job Name: admin_07 .05 15_16:32:24
Last Action: Deploved by admin at Mawy 15 2007 16:35:23

Deployment Details: VWrite memary enabled.

Pending: 0 In Progress: 0 Completed: 3 Failed: 0

Showing 1-3 of 3 record

-3

Device Mame Device Group  Device Type  Device Status Status Time WEM Connection Status  Policy Change
1.1000.2323 Gy Hub Completed May 15 2007 16:35:23 MIA Mo
21002324 Gy Spoke Completed May 15 2007 16:35:23 Connected [0
31002324 G Spoke Completed May 15 2007 16:35:23 Connected MHa

Rows per page:l 40 'l << Page 15>
‘= Select an iterm then take an action—» Refresh Abort Close

PucyHok 17

Taknm obpasom, KoHUrypaumm gocTtasneHbl Ha yctponctea GW1, GW2 n GWS3,
NMPOCMOTPETh KOTOPbIE MOXHO B KOH(OUIYPaLMOHHOM PEeXUME KOMaHAoW do show

running-config.
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