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Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

Ynpasnenue Bel VPN Gate ¢ nomowybto
Cisco Security Manager
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HacTpomKa INterfaces........ccooooeeviiiiiiiiii e
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Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

Cisco Security Manager 3.2 (CSM), koTopbIn BxoauT B coctas Cisco Security Management
Suite, ncnonb3yeTcsa AN LEeHTpanM3oBaHHOro yaaneHHoro ynpasneHums Wwnio3amu
6esonacHocTn Bel VPN Gate.

B naHHOM OoOKyMeHTe onucbiBaeTcs coBmecTuMocTe CSM ¢ wnto3amm Bel VPN Gate Bepcun
3.0. B npeabiaywinx Bepcusix Bel VPN Gate coBmectumocts ¢ CSM oTcyTCTBYET.

Opyron komnoHeHT Cisco Security Management Suite — Cisco MARS B JaHHOM JOKYMEHTE He
paccmaTpvBaeTcs.

[lo6aBnenue wnt3a 8 CSM

Insa pabotel c CSM npeaBapuTenbHO AommkeH bbiTb ycTaHoBneH Cisco Security Manager
Client.

[ns kommyHukaumm Bel VPN Gate ¢ CSM ucnonb3yeTcs npoTtokon SSH.

CSM ponyckaeT ucnonb3oBaHne NpoTokona SSH Bepcun 1 1 2, HO pekoMeHayeTcs
ncnonb3oBaTb NPOTOKON SSH Bepcun 2.

MpoTokon SSL, ncnonesyembin B CSM no ymonyaHuto, He nogaepXusaeTcs.
Ons nepekniovyeHnss CSM Ha npoTokon SSH HYy>XHO BbINOMHUTb:

e BblbpaTtb B MeHto Tools -> Security Manager Administration

e [aanee BblbpaTth Bknagky Device Communication

e B napameTtpe Transport Protocol (I0OS Router) Boibpate SSH

e  COXpaHUTb M3MEeHeHns Save u 3akpblTb OkHO Close

MoppepxuBaetcsa gobasneHue ycTporcTtea no cueHaputo "Add Device From Network” (File ->
New Device -> Add Device From Network).

MoppepxuBaeTcs NnonyyeHne TekyLen KoHdurypaumm ¢ paboTaroLLero yCTpOUCTBa, YxXe
nobaesneHHoro B CSM (Policy -> Discover Policies on Device).

B CSM wnto3 6e3onacHoCTU ngeHtudmumpyeTcsa aHanormdHo yctponcty Cisco Router 2811
C YCTaHOBMEHHON onepaLluoHHon cuctemon 10S v.12.4(13a).

B naHHOM JOKyMeHTe onncaHbl OCHOBHbIE Larn, KoTopble cnefyeT BbIMNOMHUTL ANS co30aHns
nonuTMkM 6e30MacHOCTU, a TaKkke 0COBEHHOCTU N OrpaHMYEHUs], KOTOPbIE B AaHHbIN MOMEHT
CYyLLIeCTBYIOT npu HacTpoike Bel VPN Gate.

PaccmoTpum ocHOBHbIE pasgens! rpadmndeckoro uHTepdenca CSM, nogaepxusaemMble B
AaHHon Bepcun Bel VPN Gate.

Bel VPN Gate

Copyright © S-Terra Bel 2008 - 2012 3



Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

Hactpouka nakeTHou punbTpaumu

B pasgene Firewall nogaepxvBaeTcsa TONbKO HAaCTPOWKa NakeTHON punbTpaummn —
nogpasgen Access Rules.

B nogpasgene Access Rules nogaepxueaetcsa 6rnokmpoBaHme/paspeLLeHme
NPOXOXAEeHUA NakeToB No cneayrwmm npm3Hakam:

Source, Destination, Subnet
BeCb |IP-Tpadumk unu KOHKpeTHbIe NpeayCcTaHOBNEHHbIE NPOTOKOSbI

ans UDP n TCP npoTokonoB gonyckaeTcs 3agaHne OTAeNbHbIX MOPTOB 1 Anana3oHoB
NnopToB.

Mpu co3gaHmmn NpaBun NakeTHOW unbTpaummn criegyeT UCNOoNb30BaTbh PEKOMEHAYEMbIE
HaCTPOMKM U Yy4UTbIBATb HEKOTOPbIE OrpaHUYeHUA:

He nogaepxmnBaeTca nepeduncrieHne nopToB U Anana3oHOB NOPTOB

He gonyckaeTcsa dunbTpauns no orgensbHbiM TMnam ICMP coobLieHuiA, ToMnbKo
npotokon ICMP uenukom

nepeyncrieHne B 04HOM NpaBuiie HECKOMbKNX cepBUCOB (Morne Services),
npuHagnexawwmux UDP nnn TCP npoTtokony npusegeT k owmnbke (Hanpumep, HTTP u
HTTPS, SNMP 1 SNMP-TRAP). PekomeHayeTcs co3aaBaTb OTAErMbHbIE NpaBuna ans
KaXkJoro 13 npoToKOmOoB.

CoyeTaHune cepBNCOB, OCHOBaHHbLIX Ha pasHbIX NpoTokonax (Hanpumep, HTTP, IPSec-
ESP, SNMP) gonyctnmo, Ho pekomeHayeTcs BoobLLe oTka3aTbCsl OT NepeyncrneHms
HEeCKOMNbKUX CEPBUCOB B OAHOM Mpasune;

npun co3gaHum nnn peaaktmpoBaHm CBOEro cepeuca crnenyert cobntogaTtb
cnegywuime orpaHnNYeHuns:

e He cnepyet 3agaBaTb Tunbl ICMP coobLeHunn
e and UDP n TCP npoTokonos:

JonyckaeTtcs 3agatb eAVHUYHbIA HOMepa nopTa

JonyckaeTtcs 3agatb OAWH AMana3oH NopToB

JonyckaeTtcs crnoeo any Ans o603HayeHus BCero guanasoHa nopTos

He JonycKaeTcsa nepevncrieHne NopToB 1 Anana3oHoOB NOPTOB

He gonyckatTca mogudumkaTopsl It, gt, neq. Mogudukatop eq gonyckaeTcs,
HO ero nucaTb He obs3aTenbHO.

npu gobaesneHumn n pegaktposaHum Access Rule He cnegyeT MeHATb cnegyroLwune
HacTponkm Advanced:

o Traffic Direction gonyckaetcs Tonbko “In” (3Ha4yeHne No ymon4aHuo: Ans
ncxogsuiero Tpadwka 6yayt pabotaTb HesIBHblE NpaBuna, CUMMETPUYHbIE
npasunam Ans Bxosiiero Tpaduka);

e He NoaaepXuBarTCH HUKaKuMe JononHuTensHble onumn: Enable Logging (10S),
Options (I0S) — Fragment n Established u T.n.

Bel VPN Gate
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Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

HacTtpownka Site to Site VPN

B pasgene Site to Site VPN nogaepxusatotcs cnegyowme Tononormm:
e “3Be3ga” (Hub and Spoke VPN)
e “Toyka-Touka” (Point to Point VPN)
o “raxgbin c kaxabim” (Full Mesh VPN).

B Tononormum Hub and Spoke VPN He nogaepxvBaeTcs BapuaHT KOHdUrypauum ¢
pe3epBUpoOBaHMEM LUMIO3A.

B IPSec Technology gonyckaetcs Tonbko Regular IPSec (GRE He nogaepxumBaeTcs).

CyLlecTBYIOT HEKOTOPbIE OrpaHUYeHnsA B nogpasaenax pasgena Site to Site VPN. UTobbl
yBUOeTb 3TK nogpasgensl Hago HaxaTb kHonky Edit VPN Policies.

Moppaspen IKE Proposal

¢ IKE Proposal gponyckaeTtcs 3agasaTtb € ucnonb3osaHnem Authentication Certificate
unu Preshared Key;

e yT0bbI Mcronb3oBaTb anroputMmbl CTE 1176.1-99 1 TOCT 28147-89 cnenyet
yKasaTtb cnegywouwmne anroputmbl: Hash — MD5, Encryption — DES.

Moppaspnen IPSec Proposal

e ans ucnonb3oBaHus anroputmoB CTB 1176.1-99 n FTOCT 28147-89 B IPSec
Transform Sets cnegyet ncnons3oBath cnegyowme anroputmel: ESP Hash n AH
Hash — MD5, ESP Encryption — DES

e He noggepxvBaeTcs KoMnpeccus, NoaTomy naxok Compression gomkeH ObiTb
CHAT

e He nopaepxwunsaetca Reverse Route.
Moppaspgen Public Key Infrastructure

e npu ucnonb3oBaHum Authentication Certificate TpebyeTcsa Beog CA-cepTudmkata
B pasgene PKI Enrollment/CA Information -(Enter Manually)
Mony4veHne CA cepTtudumkata no SCEP npoTokony He noaaepxunBaeTcs

e He nogaepxuBaetcsa enroliment, nosTomy niobble BBeAEHHbIE 3HAYEHUsA OyayT
urHopupoBatbcs. OgHako, Ux cnegyeT 3anofHUTb, YToBbl HE CMpPoOBOLMPOBaTh
owmnbky B8 CSM

e npu ucnonb3oBaHum Authentication Certificate gonyckatoTca BapmnaHTbl Revocation
Check Support: Checking Not Performed, CRL Check Required, CRL Check
Attempted.

OSCP Check He nogaepxuBaeTcs.

Moppasnen VPN Global Settings
Moppaspen ISAKMP Settings / IPSec Settings
B ISAKMP Settings gonyckaeTtcs:

e ycTaHaBnuBaTtb/cbpacbiBaTb conar Enable Keepalive n HacTpanBaTb
napameTpsbl Interval u Retry, dpnar Periodic (Router except 7600)
yCTaHaBMnMBaTb HE pekoMeHayeTcs

e HacTpausartb ldentity

e  HACTPOWKKN OCTarnbHbIX NapaMeTpOB MeHsSITb He creayer.

B IPSec Settings gonyckaetcs:

e ycTaHaBnuBaTtb/cbpacbiBaTb onar Enable Lifetime u HacTpanBaTb
napameTpsl Lifetime sec. u Lifetime Kbytes
e  HaACTPOWKM OCTarnbHbIX MApamMeTpoOB MEHATb He creayerT.

Moppasnen NAT Settings He nogaepxmBaeTcs

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 5



Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

Moppasnen General Settings/ Fragmentation Settings

e gonyckaetcsi HacTponka DF Bit

e HesaBWCMMO OT ycTaHOBKM dpnara Enable Fragmentation before Encryption
aparisepom VPN OygeT caMOCTOATENBHO NPUHATO peLLeHne
hparMeHTUpoBaThb NakeT UNn HeT, U Takasa pparMeHTauns ocyLLecTBseTcs
TonbKko nocne IPsec uHkancynauun. Komangsl B KOHurypauum,
nopoxaaemble CSM yCTaHOBKOM Mnu OTCYTCTBMEM yKa3aHHoro ¢onara, 6yayt
NPOUrHOPUPOBaHbI

e OcCTasbHble HaCTPOMKM JAHHOWM BKNaAKN He crieqyeT MeHsTb.

Hactpounka Interfaces

B pasgene Interfaces moxHO nocmoTpeTb HacTpomnkn Beex Cisco-nHTepdencos.

B CSM wuHTepdencsl pasgeneHsl no ponsiM. Hanpumep, no ymonyaHuio ecTb AerNeHne Ha
Internal n External uHtepdencel. YTobbl UI3MEHUTbL AaHHYI HACTPOWKY Hado:

e HaxaTb NPaBYylO KHOMKY MbILLM Ha YCTPOWCTBE, BbibpaTb Device Properties...

e Policy Object Overrides -> Interface Roles.

Hactpoiuka Platform

CyLLecTBYIOT HEKOTOpbIE orpanmuennss B Nogpasgenax pasgena Platform.
Moapasnen Device Admin — nogaepxusarTca criefyolime nogpasgensi:
Accounts and Credentials
Device Access
Hostname
Moppaspen Accounts and Credentials
e He fonyckaeTcs BbicTaBrneHue pnara Enable Password Encryption Service

Moppasnen Device Access / SNMP

e B nogpasgene Permissions cnegyet cobnogaTe cneayoLlmne orpaHNYeHus:
e  Hernb3s co3faBaTh HonbLue OAHON 3anucy;

e He gonyckaeTcsa Tvn 3anucu Read-Write, Tonbko Read-Only
e He gonyckaeTcsa npussska Access Control Lists

e B nogpasgene Trap Receiver cnegyeT cobnogath crieaytolme orpaHnYeHus:
e He cneayeT nonb3oBaTtbcs kHonko Configure Traps... Ecnu
Heobxogmmo otcelnaTe SNMP traps, cnegyeT B ¢s_console, He
ncnonb3dya CSM, 3agatbe KOMaHgy snmp-server enable traps

e npwu gobaBneHun Unn pegakTuposaHun Trap Receiver Henb3as
3apgaBatb SNMP Version 3. [JonyckatoTcsa Tonbko 1 unm 2c.

Moppasznen Logging
Moppaspen Logging Setup

e JonyckaeTcsd BknoyaTb/oTkNovaTh dnar Enable Logging. OTknoyeHne
chnara BbI3bIBAET NOSIHOE OTKITIOYEHNE NOrMPOBaHUS

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 6



Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

e [JonyckaeTcsi HacTpamBatb Trap / Trap Level
e ocTanbHble HacTponkun: Logging Buffer, Rate Limit, Origin Id He
noaaepXXmBaroTcs.

Moppaspnen Syslog Servers

e Henb3d co3gaBaTb BonbLue 0gHON 3anucu
e He gonyckaeTcs BbicTaBreHue pnara Forward Messages in XML Format.

Moppasnen Routing — nogaepxusaetcs Tonbko Static Routing:
Moppaspgen Static Routing

e He gonyckaeTcs BbiCTaBnaTb pnar Permanent route
e He pekoMeHayeTcs 3agaBaTb Distance Metric.

Bel VPN Gate
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Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

OcobeHHOCTM NpK paboTe ¢ KOHhUrypaumen

1. PekomeHayeTcsa He MCNONb30BaTh CLieHapuu, B KOTOPbIX HacTponka Bel VPN Gate
BbINONHAETCA Kak Yepe3d CSM, Tak n BpyyHyto. Ecnu notpebHOCTL B TakoM cLeHapum
CyllecTBYeT, TO HaJo cTapaTbCH 3aaBaTb BPYYHYIO TOMbKO Te KoMaHabl, koTopble CSM
He ucnonb3yeT B nNpouecce HacTpamBaHus Bel VPN Gate.

CnepnyeT yuntbiBaTh, YTO Npu OTrpy3ke KoHdurypauumn, CSM MOXET 3MeHUTb Unu
yaanuTb HEKOTOpble U3 KOMaHA, KOTOpble CYLEeCTBOBaNu B n3HavyanosHO
UMNOPTUPOBAHHOW KOHpUrypaumm, Hanpumep ip local pool unu crypto isakmp
policy.

Ons npunmepa paccMoTpum, no4emy co3gaHmne noJIMTUKn 6e30nacHOCTH LWM3a yepes
CSM gna paGOTbI C MOBUIBbHBIMY KITMEHTaMN HEBO3MOXXHO.

Mopsagok encTBUA, KOTOPbIA NPMBOANT K AAHHOMY OrpaHUYEHNI0, CReayoLWwmii;
e wnto3 gobaeneH B CSM ansa paboTbl N0 04HOW 13 TONOOMiI

e npu nomowm CSM npoBefeHa LieHTpanM3oBaHHasi HACTPOKKa L30B8 NO O4HOM
n3 tononorun - FullMesh, Hub and Spoke, Point to Point

e 3aTem, HanpumMep, N0 SSH oTpeaakTMpoBaTh KOHUIypaLmo O4HOMO 13 L30B8
ans paboTtbl ¢ MOBUNBHBIMY KNMEHTamMn — co3gaTh Nyrn agpecos, NpuBs3aTh K
KpunTokapTe, co3gath identity n gp.

e Mocre 3arpy3ku Ha L3 co3gaHHom koHdurypauum yepes CSM, paborta c
MOOBUMbHBIMW KNMeHTamMu ByaeT HEBO3MOXHA B CO34aHHOM TOMOMOMMN.

|_|pVI‘-II/IHa COCTOUT B TOM, 4YTO BCe NYyrbl afpecoB, He NMpuBdA3aHHble K KOMaHOe crypto
isakmp client configuration address-pool local, CSM yganser.

2. Bo3MOXHbI HeKOTOpble NPOGEMbI C BOCCTaHOBIEHNEM KOH(UIypaLumu. B HekoTopbix
crnyyasx U3aMeHeHue Unu yaarneHne CyLeCcTBYIOLWMX KOMaHa MOXeT bbiTb
6e3Bo3BpaTHbIM: Aaxe ecnv B CSM yganntb U3MeHeHWs1, BHECEHHbIE B KOHUrypaLmio,
Hanpumep, yaanute VPN Topology, nepBoHavanbHas KoHdurypaums (kotopas 6eina oo
Deploy) MoXeT He BoCCTaHOBUTbLCS B NofHOM ob6beme. bonee Toro, BO3MOXHb!
CUTyauun, Koraa Kakme-To arieMeHTbl KOHpUrypaumm MoryT 6biTb MCMOPYEHbI UMEHHO
npu oTMEHe N3MeHeHuI, caenaHHbix B CSM. Hanpumep:

e B NepBOHavanbHoOW kKoHdUrypaumm bbina HacTporka crypto isakmp identity
dn

e B CSM, B VPN Global Setings BbicTaBneHa HacTporika Identity -
Distinguished Name

e B nporpyxaemoin n3 CSM koHdurypaumm kKomanaa crypto isakmp identity
OTCYTCTBYET

e ecnu notom yganutb VPN Topology u cHoBa nporpy3nTb kKoHUrypaumio, 10
OygdeT nponucaHa kKOMaHga crypto isakmp identity address (3HayeHue
MO YMOYaHMI0), YTO OTNMYaETCst OT TOro, YTO ObINO B NepBOHa4anbHOWM
KOHdUrypawmm.

3. Bel VPN Gate He nogaepxuBaeT yHKLMOHanbHOCTb Rollback, nossonstoLyto
BEPHYTLCA K KOHUrypaLmsm, KoTopble Bbinun 3arpy>xeHbl B yCTPOMCTBO paHee (Tools /
Configuration Archive...).

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 8



Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

Mpumep co3gaHns NONUTUKK 6e30MacHOCTM

CueHapuu

[Be noaceTtu 3awmwatotces wnosamu 6esonacHoctn Bel VPN Gate 3.0. Tpadmk mexay
Lwno3amMm 6esonacHocTn 3almuleH TyHHenem. AyTeHTI/I(bVIKaLI,I/Iﬂ CTOPOH OCYyLLEeCTBNAEeTCA Ha
npenycTtaHOBIIEHHbIX KIo4ax.

3anyck Cisco Security Manager

Mpu 3anycke yka3biBaem nms cepsepa (ip agpec), Ha KOTopoM ycTtaHoBneH Cisco Security
Manager, NorvH u naponb nosnb3oBaTens.

MoakntoyeHue Bel VPN Gate k CSM

MoakntoueHne Bel VPN Gate k CSM npousBoguTcs Yepes gobaBneHne HOBOro YCTpOMCTBa
File -> New Device:

¢ BbIbpaTb npeanoxexHne Add Device From Network

e B pasgene ldentity BBectu IP Type. IP Address, Display Name (ecnu Heo6xoamMmo),
OS Type.

Beogum IP Type — Static, IP-Address — 10.0.34.11, OS Type — 10S

B pasgene Discover Device Settings octaBnssiem HacTporku npegnaraemoie no
YMOIYaHWIO.

e B pasgene Primary Credentials BBectn Username, Password (nonb3oBaTenbCcKkum
naponb) n Confirm. Ecnv nonb3oBaTtens HENPUBUNErMPOBaHHbIN, HEOBX0OUMO eLle
BBecTn Enable Password n Confirm.

Hanpwuwmep, BBogum Username — cscons, Password — csp, Confirm — csp.
B pasgene HTTP Credentials octaBum pekomeHayeMble HAaCTPOWKM:
HTTP Port — 80, HTTPS Port — 443, Mode — HTTPS.

Haxnmaem kHorky Finish

Mogkntounm BTopon Bel VPN Gate ¢ IP-agpecom 10.0.34.12.

OnucaHue Tononoruu cetu

B pasgene Site to Site VPN Bbibepem Tononorno cosgaBaemMon 3aluLLeHHon cetu Point to
Point VPN.

IPSec Technology — ykaxxem Regular IPSec (PucyHok 1)

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 9



YnpaBneHue Bel VPN Gate ¢ nomowbto CSM

ﬁ[reate Point to Point ¥PN - Name and Technology (Step 1 of 3) ﬂ

Mame:* wpn_tzatel _GateZ

aink ta Point YPH

Drescripkion:
IPSec Technology:*  |Regular IPSec W |
Regular IPSec
; Spoke Hub
Protected Network Protected Network

Back ][ Mext H Finish ][ Cancel ][ Help

PucyHok 1

Beibepem ycTporcTBa, Mexay KoTopbiMun OyaeT co3gaBaTbCs 3allmLieHHOe coegmHeHmre: Bel
VPN Gate ¢ agpecom BHewHero nHtepderica 10.0.34.11 n Bel VPN Gate ¢ agpecom
BHelwHero nHtepderica 10.0.34.12 (PucyHok 2).

I Create Point to Point ¥PN - Device Selection {Step 2 of 3} |

Point to Point

Awvailable Devices:

Filter : |-- nione -- w
- @ Device Groups - Peer One:
£ Department <z |5 10.0.34.11
5 Location
=L
Peer Twio:
|3 10.0.34.12
Back ] [ Mext ] [ Finish l [ Cancel l [ Help

PucyHok 2

Bel VPN Gate
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Ynpaenetue Bel VPN Gate ¢ nomowisio CSM

3ateM Ang Kaxaoro yCTpoMCTBa MOXHO OTpeaaKkTMpoBaThb Takne napaMeTpbl COeQUHEHNS Kak
VPN Interface n Protected Networks:

o ans VPN Interface ykaxem FastEthernet0/0, yctaHoBMM nepekntovaTens Peer IP
Address B nonoxeHue VPN Interface IP Address

e ans Protected Networks ykaxxem FastEthernet0/1.

YcTaHoBneHHble napameTpbl oTobpaxaeT PucyHok 3.

EfiCreate Point to Point ¥PN - Endpoints (Step 3 of 3) |

b Filter {none)

Rale | Device | YPM Inkerface Protected Mekw
Peer 10.0.34.12 FastEthernetd/0 FastEthernetofl
Peer 10,0.34.11 FastEthernetd/0 FastEthernetofl

Shiow: |Interface Roles Only w |

[ Back ][ ][ Finish ][ Cancel ][ Help

PucyHok 3

Haxmewm kHonky Finish. CosgaHHasa VPN nosiButcs B okHe Cisco Security Manager B pasaene
Devices (PucyHok 4).

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012 11



YnpaBneHue Bel VPN Gate ¢ nomowbto CSM

wfim o : - ' .
EiiCisco Security Manager - admin Connected to '10.0.14.121 i ] 4|

File Edit Wwiew Policy Map Tools  Help

'Iﬂ Gl P& @ B E 5 ?
Devices E Device: 10,0,34.11  Pal

Fiker : b Fiter (none)
£ Department w&

@ Laocation UEJ vpn_zakel _GateZ  Regular IPSec

- Al
(@ 10.0.34.11

A 1n.n.34.12

g AuthProxy
=] Inspection
B Transparenk
1] weeb Filter
B Transparent Rules
1§ wveb Filker Rules
MAT
Site ko Sike WPN
Remate Access WPMN

Interfaces

PlatFarm

B Device Admin
B Device Access
[ JoHzP
B Dialer Interface
B Haostname

B Secure Device Provisiol

T chinam

PucyHok 4
Haxas kHonky Edit VPN Policies nepengem B HoBoe BecnnbiBatoLee okHo Site-To-Site VPN
Manager (PvucyHok 5) B pa3gen VPNSs, rae HacTpoum crniegyolme napameTpbi:
¢ IKE Proposal
e |PSec Proposal
o Preshared Key
e VPN Global Settings

Ecnu Obl y Hac Obina ayteHTUdmkaumsa Ha ceptudmkarax, To noHagoobunmce 6bl HACTPOKK
Public Key Infrastructure.
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YnpaBneHue Bel VPN Gate ¢ nomowbto CSM

ite-To-Site ¥PN Manager

g~

"JB vpn_thakel _Gatez

F Filter {none)

10.0.34.12 FastEthernetom FastEthernetor1

10,0,34.11 FastEthernetOfn FastEthernetof1

g IKE Proposal
g IPSec Proposal

g Peers

g Preshared kKew

I § ¥PN Global Settings
g WPM Summary

B Public Key Infrastructure

Shiw: |InterFace Roles Only

PucyHok 5

Hactponka IKE nonutuku

Hactpoum napameTpbl IKE nonutuku: 3agagum npuoputeT, CO3a4aBaeMomn NOSINTUKMK;
BblibepeM anropuTMbl LWINPOBaHUA U ayTeHTMdMKaLUW; MeToq ayTeHTudukaumm; soibepem
rpynny Diffie-Hellman; yctaHoBuM Bpemsi xu3Hm SA. (PucyHok 6)

YcTtaHaBnusaem Priority - 10

M3 cnmucka Encryption Algorithm Bbibrpaem 3HadeHue des, koTopoe Gyaet
uHtepnpeTtuposaTbca Bel VPN Gate kak anroputm windposaHma FOCT 28147-89.

W3 cnucka Hash Algorithm BbiGupaem 3HaueHne MD5, koTopoe 6yneT
nHtepnpeTupoBatbcs Bel VPN Gate kak anroputm xewmpoBanna CTb 1176.1-99.

YkasbiBaem Modulus Group — 2 (Diffie-Hellman Group 2)
3apaem 3HaveHune Lifetime — 3600 cek.

M3 cnncka Authentication Method BbiGupaem Preshared Key

Bel VPN Gate
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Add IKE Proposal x|

Mame: * |ike_gatel
Description:

Priority :* |1|:|

Encryption Algorithm:*  |des w
Hash Algorithm;* MOS w

Modulus Group:™®

LiFetime: * 3600 SEC.

Authentication Method:*  |Preshared Kew | w

Cakeqgory:

[}
! !

ok || canesl || Hep

PucyHok 6

Hactpoiuka IPSec nonutuku

HacTtpoum napameTpbl IPSec nonntuku:

Cospgagum Transform Set (PucyHok 7)

Add IPSec Transform Set x|
Mame:* |transFu:urm_set_gatel
Descripkion:

=%
@
un
<

ESP Encryplian:
ESP Hash algorithm: 5

AH Hash algarithm:

E]
=5
II

[ ] Compression {105 Only

Caktegory:

I

[ oK ][ Cancel ][ Help

PucyHok 7

e YCTaHOBWUM TYHHENbHbIN PEXUM - U3 cnucka 3HavyeHun Mode Bbibepem — tunnel

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012
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e U3 cnucka ESP Encryption BeibepeM anroput™m wndpoBaHust des, 3To 3Ha4YeHUe

oynet nHtepnpetupoBaTtbes Bel VPN Gate kak anroputm wudpoanusa FTOCT 28147-

89.

e U3 cnucka ESP Hash Algorithm BbiGupaem 3HauveHne md>5, kotopoe 6yaet
nHtepnpeTtuposatbcsa Bel VPN Gate kak anroputm xewmposaHus CTB 1176.1-99.

HacTtpoum octanbHble napameTpbl (PucyHok 8):
e YcraHoBuM nepekniovatens Crypto Map Type B nonoxenue Static
e YctaHoBuMm chnar Enable Perfect Forward Secrecy. Beibepem Modulus Group — 2.
e Lifetime — 3600 cek.
e Lifetime — 4608000 kbytes

ite-To-5ite ¥YPN Manager

LJU LS S SRl Crypta Map Type: @}Static

Transform Seks;*

ransform_set_gatel

Enable Petfect Forward Secrecy

=] IKE Proposal Lifetime {sec): ISE.DU

=] 1PSec Proposal Lifetime (kbytes): |45080|:|D
E{ Peers

E{ Preshared Key
| J Public Key Infrastructure
1= ¥PN Global Settings Reverse Route

[ WPN Summary Reverse Route Remaoke Peer I

|:| QoS Preclassify (Routers except 7600)

[ ]Enable Reverse Route (PIX7.0, ASA, Routers except 7600)

PucyHok 8
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Preshared Key

3agaavm aBTOMaTUYECKYH reHepauumio npeaonpeaeneHHbIX Krodeil.

Bbibepem meToq cornacoBanna Main Mode Address. YctaHoBum Main Mode Address Type —
Peer Address. (PucyHok 9)

Site-To-5ite ¥PN Manager

E WP wpn_Gatel G v: Preshared Key

% vpn_tGatel Gakes

~Key specification

(yUser Defined  key: I

kKey Length:* |24

(@) Auto Generated [ ]Renenerate Key (Only in Mext Deployment)
This check box is deselecked pros bhe key is regenerated,

~MNegotiation Method

=] IKE Proposal ~Main Mode Address Type

=] 1PSec Proposal (®)Peer Address
g Peers
=] Preshared Key (O5ubnet (x.x.x.xfy)
B Public Key Infrastructure
| J ¥PN Global Settings

g WPM Surmary

andcard {0.0,0.0)

{yMain Mode: FODM

PucyHok 9
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VPN Global Settings

YcraHoeum rrnobanbsHble napameTpbl VPN B nogpasaene ISAKMP/IPSec Settings (PycyHok
10)

e |ISAKMP Settings
YctaHosum cnar Enable Keepalive
3HaveHus Keepalive — Interval n Retry npyHumaem no ymonyaxuio
Ins Identity BoiOnpaem 3HadyeHne Address
e |PSec Settings
YctaHoBum cpnar Enable Lifetime

3HaueHue Lifetime npuHnmaem no ymonyanuto — 3600 cekyHa n 4608000 kbanT

te-To-5Site ¥PN Manager

E YPM: vpn_Gatel G

a-a vpn_Gatel Gatez
ISAKMP/IPSec Settings = MAT Settings General Settings

~ISAKMP Settings
Enable Keepalive

Interval:* IlEI s,
Rekry;™ |2

|:| Periodic (Foukers except 7R00)

34 Requests Syskem Limit (Routers except 76000 I

E{ IKE Proposal a4 Requests Syskem Threshold (1030 I %

= IPSec Proposal []Enable Agaressive Mode (PIX7.0, ASA)

E{ FPeers

=] Preshared Key ~IPSec Settings
| ] Public Key Infrastructure Enable Lifetime

g WP Global Settings Lifetime:* I36EIEI SEC,
=] WPM Summary Lifetime:* |45cuannc| kbytes

Max Sessions (PIA7.0, ASA) I

|:| Enable IPSec via Sysopt (PIXE. 3, PIR7.0, ASA)

[]Enable SPT Recovery (I03)

PucyHok 10

Bel VPN Gate Copyright © S-Terra Bel 2008 - 2012
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B nogpasgene General Settings (PucyHok 11)
e Fragmentation Settings
Bbibupaem ans Fragmentation Mode (I0S) sHa4yeHne No Fragmentation

Insa DF Bit Bbibnpaem 3HadyeHne Copy

e YcrtaHaBnuBaeM cdnar Enable Split Tunneling

e-To-5ite ¥PN Manager

E WP vpn_Gatel_G

‘JB wpn_Gatel GateZ

[SAEMPYIPSeC Settings MNAT Settings General Setlings

~Fragmentation Settings

Fragmenkation Mode (1035):* |N|:| Fragmentation

Local MTU Size (IS |

DF Bit (FI47.0, ASA, [05):* | Copy v|

|:| Enable Fragmentation before Encryption (PIX7.0, ASA, 105)

[]Enable Motification on Disconnection (P1:7.0, A5A)

Enable Split Turneling

-] IKE Proposal [ ]Enable Spoke-ta-Spoke Connectivity through the Hub (PI=7.0, ASA)
g IPSec Proposal

g Peers

g Preshared Key

_g Public key Infrastructure
= vPM Global Settings

g WPM Surnrnary

[]Enable Default Route {10S)

PucyHok 11
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VPN Summary

lMocmMoTpeTb oCcHOBHLIE YcTaHOBIEHHbIe VPN napameTpol ansa Bel VPN Gate MoXHO B

pasgene VPN Summary (PucyHok 12)

ite-To-5ite ¥PN Manager

E WPM: wpn_tmatel GakteZ  Policy: YPR Summary

aa vpn_Gatel_Gatez

Type:

Description:

Peer #1:
Peear #2!

Technology:

IKE Proposal:

1= IKE Propasal

1= 1PSec Proposal

1= Peers

1= Preshared Key

B Public Key Infrastructure
1= wPN Global Settings

=] wPM Summary

Transform Sets:
Preshared Key:

Public Key Infrastructure:

|Paint ta Poir:

aink o Paink YRM

j10.0.34.11

|10.0.34.12

IReguIar IPSec

riariky: 10

uthentication: Preshared Key
ash: MDS, Encryption: des

H Group; 2, Lifetime: 3600

ItransFu:urm_set_gatel

|P.utu:| Generated

IDisabIed

PucyHok 12

Bonee nogpobHO NOCMOTPETL CO3aaHHYI0 KOHUIypaLUIo MOXHO No KOMaHae MeHto Tools ->
Preview Configuration.

Bel VPN Gate
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NocTtaBka KOH(pUrypaumm Ha yCTPOUCTBO

B meHto Tools Bbibupaem Deployment Manager

[E] peployment Manager ;IEI il

l ~Deployment Job Table {0,/0 loaded)

| . =

Deploy H Refresh H Fedeploy H Abort H Rollback,

SUmmary Details

PucyHok 13

B nosiBuBLIEMCS OkHe (PucyHok 13) Haxxumaem kHonky Deploy. BygoeT npeanoxeHo BbibpaThb
YCTPONCTBA, Ha KoTopble OyaeT goctaBnaTbCs KoHdurypaumus (PucyHok 14). CSM
aBTOMaTU4ecKkn onpeaensieT yCTpoOMCTBa, ANA KOTOPbIX Obiny caenaHbl UBMEHEHUS, HO

KOHpurypauusi Ha koTopble He Bbina 3arpyxeHa.

[E] Deploy Saved Changes =l

- [ changed Devices
(3 10.0.34.11
B w.0.34.12

Edit deploy method ] [ Add other devices ]

Deploy l Cancel I Help ]

PucyHok 14
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Mo kHonke Deploy, 6yaeT BbiNOMHEHa NoMbITKa 3arpy3vTb KOHUIypaL Mo Ha YCTPONCTBO.
Ecnu koHdurypauus 6ygeT gocTaBneHa Ha yCTPOMCTBO YCMELHO, TO BbiAaeTcs
cooTBeTCcTBYylOLEe coobuleHme (PucyHok 15), B criydae Heygaum - OyaeT BblgaHoO coobLieHne
06 oLwwmnbke.

[E] Deployment Status Details for deployment started by admin at Tue Sep 18 18:57:26 MSD 2007 1[

~Deployment Status Details

Status: Deploved (2 out of 2 devices completed.)
Deployment Job Marne: admin_job_2007-09-18 18:57:26.828
Devices To Be Deployed: z

Devices Deploved Successfully: 2
Devices Deployed With Errors: 0

~Deployment Details (2,2 loaded)

10,0.34.11 SUCCEEDED Device

Bl 6l
Bl 6l

10.0.534.12 SUCCEEDED Device

I i I i 7 Description
-0 messages-- i I
Action
Refrash l ahort I Close I Help
PucyHok 15
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