Bepcus 4.1 Mpumep ucnonb3oBaHUa Pepakums 1

[NocTpoeHne VPN TyHHena mexay ABYyMS
noaceTaMu, 3awmuiaeMbiMuy LWAKO3aMU
6e3onacHoctTn «Bel VPN Gate», npu
Hann4ymm ctatndeckoro NAT

OnucaHue cteHaa

CueHapuii UnnCTpUpyeT MOCTPOEHWE 3alUULLEHHOrO coeauHeHusa mexay asymsa nogcetamy SN1 un SN2,
KoTopble 3awmuatoTes wno3amm 6esonacHoctn «Bel VPN Gater. [inga 3awutel 6yget noctpoeH VPN TyHHenb
mexay yctporctBamm GW1 u GW2. Yctponctea IPHost1 n IPHost2 cmoryt obwatbca mexay cobom no
3awmuieHHomy kaHany (VPN). Bce octanbHble coegnHeHus paspelleHbl, HO 3awmwartbes He 6yayt. Linio3
GW1 HaxoauTcs 3a ctatudeckum NAT-om.

B pamkax gaHHoro cueHapus Ans ayteHTudukaumm naptHepbl OyayT ucnonb3oBaTtb cepTUdmKaThl.
MapameTpbl 3aWULLEHHOTO COEANHEHUS:
¢ IKE napameTtpsil:

o AyTeHTudUKaums -- Ha cepTudmkaTax oTkpbiToro kntova ALIM no CTH 34.101.45-2013;

e Anroputm wudposaHmsa — CTE 34.101.31-2011 (6.4);

o AnropuTtm BblumcneHus xew-gpyHkummn — CTb 34.101.31-2011 (6.9);

e [lpoTokon cornacoBaHus Knoyen — npotokon Auddpu-XennmaHa Ha annuntudeckux kpmebix (CTB
34.101.66.2-1014).

e |Psec napameTpbl:
o  TyHHEenbHbIN pexuMm, NnpoTokon ESP:
e Anroput™m wudgposanua — CTb 34.101.31-2011 (6.4);
e Anroputm KoHTpons uenoctHoctn — CTE 34.101.31-2011 (6.6).

Cxema cteHga (PucyHok 1):
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Hactpouka cteHaa

Hactpouka wnto3a 6esonacHoctn GW1

HacTtporiky HauHuTe co wnto3a 6esonacHocTn GW 1. Bce HacTporiku npon3BoasTCs Yepes noKarnbHY KOHCOMb
unu yganeHHo (SSH ¢ npaBamu cynepnonb3oBaTtens) no A0BEPEHHOMY KaHary CBS3WN.

MHMumanmsauus  wrno3a  onucbiBaeTcd B gokymeHTaumm Ha [M1AK  «Bel VPN  Gate 4.1» -
Initialization_gate Gate 41 («WHuuunanusauus», pasgen «MHuuunanusaumsa wnto3a 6esonacHoctn Bel VPN
Gate 4.1 npu nepBOM cTapTe»).

B gaHHOM cueHapun ans  ayteHTudumkaumm umcnonb3ylTca cepTudmkatbl. [Ona  koppekTHom paboThl
Heobxoammo 3apeructpupoBatb ceptudmkat CA (YL) u nokanbHbIn cepTudumkarT.

B paHHOM cueHapuu cnucok oTo3BaHHbIX cepTudmkatoB (CRL) He wucnonb3yetca un OyaeT OTKIIOYEH.
UHdopmaumnio 06 ucnonbszosaHunm CRL mMoxHo Hantu B gokymeHTaumm Ha [MAK «Bel VPN Gate 4.1» —
Console command reference Gate 41 («PykoBogctBo agmunuctpaTtopa Cisco-like komaHabl», pasgen
«KomaHgabl ona paboTtbl ¢ cepTudmkaTammy).

Hactponka nHrepcencos

IP-agpeca ana nHTepdencoB pekoMeHayeTCs HAaCTPOUTb Yepea cisco-like KoHcorb.

1. [nsa Bxoga B KOHCONMb 3anycrturte cs_console:

root@sterragate:~# cs_console
sterragate>en
Password:

Maponb No ymon4yaHuio: csp.
2. Tllepengnte B peXXUmM HaCTPONKN:

sterragate#conf t
Enter configuration commands, one per line. End with CNTL/Z.
3. B HacTtporkax uHtepdencos 3agante IP-agpeca:

sterragate
sterragate
sterragate

config) #interface GigabitEthernet 0/0
config-if) #ip address 192.168.1.1 255.255.255.0
config-if) #no shutdown

sterragate (config-if) #exit
sterragate (config) #interface GigabitEthernet 0/1
config-if)#ip address 192.168.100.1 255.255.255.0
config-if) #no shutdown

config-if) #fexit

sterragate
sterragate
sterragate

4. 3apanTte agpec LWo3a No yMON4aHumio:

sterragate (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.2

5. Beimgure u3s cisco-like nHrepdenca:

sterragate (config) #end
sterragatefexit

dopmupoBaHue 3anpoca U peructpaumua ceptudukara

Ons pernctpauun CA ceptudmkata (ceptudmkata YLI) Heo6xoamMmMo BeINOMHUTL Crnegyowmne AeACTBUS:

1. YcraHoBuTe npasuiibHoe CUCTEMHOE BpeEMA.

root@sterragate:~# date MMDDHHmmYYYY

MM — MecsL;
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DD — OEHb;
HH — yachl;
mm — MUHYTHI;
YYYY —roa

Mpvmep ycTaHOBKM AaThl:

root@sterragate:~# date 041013152013
Wed Apr 10 13:15:00 UTC 2013

[aHHas 3anuck cootsetcTByeT 10 anpensa 2013 roga 13:15.
2. Cospavite nanky /opt/certs:

root@sterragate:~# mkdir /opt/certs

3. Cospante KOHTeVIHep Ha KInlo4eBOM HOCUTEne:

root@sterragate:~#/opt/Avset/bin/cryptocont n -n=kKoHTeNHep

-p=naposab

KOHmelHep — HasBaHWe co3gaBaeMoro KoHTenHepa, ansa co3gaHua Ha HKW OOJIKHO
cogepXxaTb B Havane Ha3BaHuda npedukc “av:”;

naposb — naponb (PIN) pgna poctynma K HOCUTENIO  KMYeBOW  MHdpopMauum
AvPass/AvBign.

Mpumep co3gaHusa KpUNTokoHTenHepa Ha HKI:

root@sterragate:~#/opt/Avest/bin/cryptocont n -n=av:container -p=12345678

4. CdopmupynTe 3anpoc Ha cepTudukar.

root@sterragate:~#/opt/Avset/bin/cryptcont r -n=KkoHTelHep -p=mnapons -cn=CommonName -
c=BY -o=0OrgName -t=0OrgUnitName 7f=nyTb_K_¢aﬁny

KOHmMeUuHep — Ha3BaHuVe KOHTeWHepa, CO34aHHOro Ha npegsiayLlem Lare;

napor’sib — naponb (PIN) onsa goctyna K HoCcUTeno KNio4eBor MHopmaumm;
CommonName — ngeHTUdUKaTop YyCTPONCTBA;

OrgName — HaMMeHOBaHWe opraHusauuu;

OrgUnitName — HanMeHoBaHue nogpasgeneHuns;

nymb_k_c¢hbalsly — nyTb K anny C co3gaBaemMbiM 3anpocoM, PEKOMEHOYETCs YKa3biBaTb

pacwmpeHune “req”.

Mpumep cosnaHns 3anpoca:

root@sterragate:~#/opt/Avest/bin/cryptocont r -n=av:container -p=12345678 -cn=GWl -c=BY -
o=S-Terra -t=Research -f=/opt/certs/GWl.req

5. Tlepepavite nonyyeHHbIN 3anpoc ceptudukaTta Ha YL, n nonydnte chann ceptudumkata (B ¢ paclumpeHnem
p7b nnu cer).
Ecnu Bbl nonyynnu davn ceptudmkarta B popmate p7b, BbINONHWUTE SKCNOPT B OTAENbHbIE cer dhannbl.

6. [ocrtaBbTe chainbl cepTudmkaTtoB Ha LLUNo3 6e3onacHoCTM B NpeaBapuUTENbHO CO34aHHbIA Ha HEM KaTaror
/opt/certs. [Ins pocTaBkM MOXHO BOCMOMbL30OBaTLCA YTUMUTOW pscp.exe u3 naketa Putty, npumeHus
KoMaHAy:

pscp mcxomueni_dain root@ampec_uumosa:/nyTb_K_bainny

Ucxo0HbIl ¢halinn — nyTb K channy cepTudukara;
adpec_uwio3a — ceTeBon agpec LUnto3a;

nymes_k_gbalisly — NonHbli NyTb AN coxpaHeHus danna Ha LWnto3e.

Mpumep nepenayun danna Ha Lnto3 6e3onacHocTy:

pscp D:\ca.cer root@192.168.1.1:/opt/certs
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Store key in cache? (y/n)
root@192.168.1.1's password:

BaxHo: Cpefa nepefaym B 3TOM crnydae gorkHa ObiTb JoBepeHHON.OnncaHme co3gaHnsi JOBEPEHHOW cpeapl
yepe3 HeOdOBEpeHHble KaHanbl CBA3M cmoTpute B AokymeHTaumm Ha [1AK «Bel VPN Gate 4.1»
Settings_gate Gate 41 («OOwwme HacTporikuy», pasgen «lloctpoeHne VPN TyHHens mexagy LWio30M
©esonacHocTtu Bel VPN Gate 4.1 n pabounm Mectom agMuUHUCTpaTopa Ansa yaaneHHOW HaCTPOMKK LLUSI03a» ).

7. BbinonHute MMnoptT cepTudmkaTa YL, B 6a3y LLnto3a ncnonbsysa ytunuty cert_mgr:
root@sterragate:~# cert mgr import -f myTe_x_danny -t
nymb_K_gbalsly — NonHbl NyTb K doanny ceptudukara YL
[lpyMep MMIIOPTA:

root@sterragate:~# cert mgr import —-f /opt/cert/UC.cer -t
1 OK C=BY,L=Minsk,0=S-Terra, OU=Research, CN=UC

8. BbINONHMTE UMMNOPT NIOKaNbLHOrMO (TMYHOro) ceptudmkaTa B 6a3y LLntosa:
root@sterragate:~# cert _mgr import -f myTrs_x_¢anny -kc xourennep -kcp naporns
nymb_k_gbalisly — nonHbIA NyTb K panny ceptudmkata YL;
KOHmMeUuHep — Ha3BaHVe KOHTeWHepa, CO34aHHOro paHee;
napoJsib — napornb AN JocTyna K KMioYeBOMY HOCUTES0 MHAdOopMaunn.
Mpumep nmnopTa:

root@sterragate:~#cert mgr import -f /opt/cert/GWl.cer -kc av:container -kcp 12345678
1 OK CN=GW1l,C=BY,0=S-Terra, OU=Research

9. BbiBeauTe CnMcoK cepTudukaToB, Haxogsawmxca B 6ase Lnwo3a, komangon cert_mgr show n nposepbTe
Hanu4ue 3anucen trusted u local:

root@sterragate:~# cert mgr show
Mpumep BbIBOAA:

root@sterragate:~# cert mgr show

Found 2 certificates. No CRLs found.

1 Status: trusted C=BY, L=Minsk, 0O=S-Terra, OU=Research, CN=UC
2 Status: local CN=GW1,C=BY,0=S-Terra, OU=Research

10. Y6egutechb 4TO BCe cepTudukaThl aKTUBHbI — cTaTtyc cepTudukaTa JOSmKeH ObITb active:
root@sterragate:~# cert mgr check
Mpumep:

root@sterragate:~# cert mgr check
1 State: Active C=BY,L=Minsk,0=S-Terra, OU=Research, CN=UC
2 State: Active CN=GW1l,C=BY,0=S-Terra,OU=Research

Co3pgaHue nonUTUKKU 6e30MacHOCTY
Mocne pernctpaumm ceptucmkatoB Heobxoaumo cosgatb nonutuky 6esonacHoctn ans GW1. Cosgaatb
NOSIMTUKY peKOMeHOYyeTCs B UHTepdence KoMaHaHOM CTPoKK. [1ns Bxoga B KOHCOMb 3anycTute cs_console:

root@sterragate:~# cs_console
sterragate>en
Password:

HaponbnoymonanMm:csp

Copyright © S-Terra Bel 2008 - 2016 4



http://wp.s-terra.by/wp-content/uploads/2016/06/Settings_gate_Gate_41.pdf

Bepcus 4.1 Mpumep ucnonb3oBaHUa Pepakums 1

BaxHo: naposb No ymon4aHuo HeobXo4MMO CMEHUTb.

1. TlepenauTe B peXxnm HACTPOWKM:
sterragate#conf t

Enter configuration commands, one per line. End with CNTL/Z.

2. CMeHuTe naposib Mo yMOJYaHuio:

sterragate (config) #username cscons password <napoJib>

3. CMeHuTe HasBaHue LM3a:

sterragate (config) #hostname GW1

4. 3apanTe TMN MAEHTUUKALNM:

GW1 (config) #fcrypto isakmp identity dn

5. BapanTte napametpbl ans IKE:

GW1 (config) #crypto isakmp policy 1

GW1 (config-isakmp) #hash belt

GW1 (config-isakmp) #encryption belt

GW1 (config-isakmp) #authentication belt-sig
GW1 (config-isakmp) #group beltdh

GW1 (config-isakmp) #fexit

6. Cospawnte Habop npeobpasoBaHu ans IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-belt esp-belt-mac
GW1 (cfg-crypto-trans) #mode tunnel
GW1 (cfg-crypto-trans) fexit

7. OnuwuTe Tpaduk, KOTOPbIV NaHMpyeTca 3awmwaTh. [Ins 3Toro cosgaiTe pacluMpeHHbI CMMCOK docTyna:

GW1 (config) #ip access-list extended LIST
GW1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
GW1 (config-ext-nacl) fexit

8. CospganTte kpunTo-KapTy:
GW1 (config) #crypto map CMAP 1 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

GW1 (config-crypto-map) #fmatch address LIST

GW1 (config-crypto-map) #set transform-set TSET
GW1 (config-crypto-map) #set pfs beltdh

GW1 (config-crypto-map) #set peer 10.0.0.3

GW1 (config-crypto-map) #exit

9. TpuBspkMTE KPUNTO-KAPTY K MHTEPency, Ha KOTOPoOM ByAEeT TYHHEnb:

GW1 (config) #interface GigabitEthernet 0/1
GW1 (config-if) #crypto map CMAP
GW1 (config-if) #exit

10. OTkntoumTe 06paboTKy cnmncka oTo3BaHHbIX cepTudmkatos (CRL):

GW1 (config) #crypto pki trustpoint s-terra technological trustpoint
GW1 (ca-trustpoint) #revocation-check none

11. Hactporika yctponctea GW1 B cisco-like koHconu 3aBeplueHa. [pu BbIxoge U3 KOHUrypauuoHHOro
pexrmMa NpoMcXoauT 3arpyska koHdurypaumm:

GW1 (config) #end
GWlf#exit
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B MpunoxeHun npeacraBneH TEKCT cisco-like koHdurypauumn ans wwosa GW1.

Hactponka wnto3a GW2

HacTtpoiika wnto3a 6esonacHoctn GW2 npovcxoguT aHanornyHo Hactporike yctponctea GW1, ¢ 3ameHon IP-
agpecoB B COOTBETCTBYIOLLMX pasgenax KoHdurypaumm.

OToenbHO Heob6XoAMMO OTMETUTb, YTO B KpPUNTO-KapTe cnegyeT ykasbiBaTb BHewHwun (10.0.0.2), a He
BHYTPEHHMI agpec wrto3a GW1:

GW1 (config) #crypto map CMAP 1 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

GW1 (config-crypto-map) #fmatch address LIST

GW1 (config-crypto-map) #set transform-set TSET
GW1 (config-crypto-map) #set pfs beltdh

GW2 (config-crypto-map) #set peer 10.0.0.2

GW2 (config-crypto-map) #exit

B MpunoxeHun npeacraBneH TEKCT cisco-like koHdwurypauuum ans wnwosa GW2.

Hactponka yctponcrsa IPHost1

Ha yctponictee IPHost1 3apgaite IP-agpec, a B Ka4ecTBe LUMo3a Mo YMOMYaHUI0 YKaXUTE agpec BHYTPEHHEro
nHTepdenca wnto3a 6ezonacHoctn GW1 —192.168.1.1.

Hactpouka yctpounctsa IPHost2

Ha yctpovictee |IPHost2 3agavite IP-agpec, a B kKayecTBe LUNt03a N0 YMOMYaHMIO YKaKuTe agpec BHYTPEHHEro
uHTepdenca wno3a 6esonacHoctn GW2 — 192.168.2.1.

Hactpouka yctponcrtea Router1

Ha yctporictBe Router1 Heobxogumo HacTpouTb cTtatudeckun NAT, koTopbit GygeT npeobpasoBbiBaTb
BHyTpeHHun agpec GW1 (192.168.100.1) Bo BHewwHuin secondary-agpec (10.0.0.2) n Haobopor.
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MpoBepka paboTOCNOCOOHOCTM CTEHAA

[Mocne Toro, Kak HaCTpPOKMKa BCEX YCTPONCTB 3aBepLUeHa, UHULUUPYNTE co3aHne 3aLlMLLEHHOro COeaAMHEHUS.

Ha yctponctse IPHost1 BbinonHuTe kOMaHgy ping:
ping 192.168.2.100

PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.

64 bytes from 192.168.2.100: icmp reg=1 ttl=62 time=1359 ms

64 bytes from 192.168.2.100: icmp req=2 ttl=62 time=356 ms

64 bytes from 192.168.2.100: icmp req=3 ttl=62 time=4.37 ms

64 bytes from 192.168.2.100: icmp reg=4 ttl=62 time=5.52 ms

64 bytes from 192.168.2.100: icmp reg=5 ttl=62 time=7.11 ms

AC

-—-192.168.2.100 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4007ms
rtt min/avg/max/mdev = 4.372/346.586/1359.566/524.385 ms, pipe 2

NN NN

B pesynbTate BbINONHEHMS 3ToW koMaHabl mexay yctpoumctBamm GW1 n GW2 6yget ycraHosneH VPN
TYHHEnNb.

Y6eantbcsa B 3TOM MOXHO, BbINONHMB Ha ycTponctee GW1 komaHAay:
root@GWl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 3 (192.168.100.1,4500)-(10.0.0.3,4500) active 1976 1904

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 2 (192.168.1.0-192.168.1.255,*)-(192.168.2.0-192.168.2.255,*) * ESP nat-t-tunn 440
440

CornacHo cosgaHHoW nonutuke GesonacHocTu Becb Tpaduk mexay cetamm SN1 n SN2 6ygeT 3awmdpoBaH.
MpoxoxaeHue ocTanbHoro Tpaduka bygeT paspeLleHo, HO He ByaeT 3almwaTbes WugpoBaHeMm.
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MpunoxeHue

TekcT cisco-like koHdurypaumm ana wnr3sa GW1

!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model
!
!
hostname GW1
enable password csp
|
|
!
logging trap debugging
!
!
crypto isakmp policy 1
encr belt
hash belt
authentication belt-sig
group beltdh
!
crypto ipsec transform-set TSET esp-belt esp-belt-mac
|
ip access-list extended LIST
permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
!
!
crypto map CMAP 1 ipsec-isakmp
match address LIST
set transform-set TSET
set pfs beltdh
set peer 10.0.0.3
!
interface GigabitEthernet0/0
ip address 192.168.1.1 255.255.255.0
|
interface GigabitEthernet0/1
ip address 192.168.100.1 255.255.255.0
crypto map CMAP
!
interface GigabitEthernet0/2
no ip address
shutdown
!
interface GigabitEthernet0/3
no ip address
shutdown
!
1
ip route 0.0.0.0 0.0.0.0 192.168.100.2
|
crypto pki trustpoint s-terra technological trustpoint
revocation-check none
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crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOB11EFDB389E4E86244CDAALB275
30820216308201C5A00302010202104E4BOB11EFDB389E4E86244CDAALIB27530

009B0O97DD81A81CFC792664AACIE6908587195AE17AS5D526DE196CBOD5SB7E713
E9DO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F

quit
|

end

TekcT cisco-like koHchurypauuu ans wnro3za GW2

|
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model
|
g
hostname GW2
enable password csp
!
!
g
logging trap debugging
|
g
crypto isakmp policy 1
encr belt
hash belt
authentication belt-sig
group beltdh
|
crypto ipsec transform-set TSET esp-belt esp-belt-mac
!
ip access-list extended LIST
permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
|
1
crypto map CMAP 1 ipsec-isakmp
match address LIST
set transform-set TSET
set pfs belt
set peer 10.0.0.2
|
interface GigabitEthernet0/0
ip address 192.168.2.1 255.255.255.0
!
interface GigabitEthernet0/1
ip address 10.0.0.3 255.255.255.0
crypto map CMAP
|
interface GigabitEthernet0/2
no ip address
shutdown
!

interface GigabitEthernet0/3
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