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Bel VPN ʧʨʦʜʫʢʪʳ ʚʝʨʩʠʠ 4.1 

Åʚ Bel VPN 4.1: 
Åʧʦʣʥʦʤʘʩʰʪʘʙʥʦʝ ʩʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ ʧʨʠʢʘʟʘ ʆɸʎ çʆ 

ʥʝʢʦʪʦʨʳʭ ʚʦʧʨʦʩʘʭ ʪʝʭʥʠʯʝʩʢʦʡ ʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ 

ʠʥʬʦʨʤʘʮʠʠè ʦʪ 30 ʘʚʛʫʩʪʘ 2013 ʛ. ˉ62 (ʩ ʠʟʤʝʥʝʥʠʷʤʠ ʠ 

ʜʦʧʦʣʥʝʥʠʷʤʠ ʩʦʛʣʘʩʥʦ ʧʨʠʢʘʟʫ ʦʪ 15 ʷʥʚʘʨʷ 2015ʛ. ˉ3), ʚ 

ʯʘʩʪʥʦʩʪʠ: 

Å ʰʠʬʨʦʚʘʥʠʝ ʠ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ï ʉʊɹ 34.101.31-2011, ɻʆʉʊ 28147-89, 

ʉʊɹ ʇ 34.101.50-2012 

Å ʭʵʰʠʨʦʚʘʥʠʝ ï ʉʊɹ 34.101.31-2011, ʉʊɹ 1176.1-99 

Å ʵʣʝʢʪʨʦʥʥʘʷ ʮʠʬʨʦʚʘʷ ʧʦʜʧʠʩʴ ï ʉʊɹ 1176.2-99, ʉʊɹ 34.101.45-2013 

ʛʝʥʝʨʘʮʠʷ ʩʣʫʯʘʡʥʳʭ ʜʘʥʥʳʭ ï ʉʊɹ 34.101.47-2012 

Å ʫʧʨʘʚʣʝʥʠʝ ʢʣʶʯʘʤʠ ï ʉʊɹ 34.101.66-2014 (ʧʨʠʣʦʞʝʥʠʝ ɸ), ʫʧʨʘʚʣʝʥʠʝ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʤʠ ʢʣʶʯʘʤʠ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʝ ʆɸʎ 

Å ʧʦʜʜʝʨʞʢʘ ʩʝʨʪʠʬʠʢʘʪʦʚ ɻʦʩʉʋʆʂ, ʬʦʨʤʘʪ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʩʧʠʩʢʦʚ 

ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ï ʉʊɹ 34.101.19-2012 

Å ʪʨʝʙʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ï ʉʊɹ 34.101.27-2011 (ʢʣ. 1), ʉʊɹ ʇ 34.101.43-2009 

Å ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ï ʉʊɹ 34.101.1-2014, ʉʊɹ 34.101.2-2014, ʉʊɹ 34.101.3-2014 
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Bel VPN ʧʨʦʜʫʢʪʳ ʚʝʨʩʠʠ 4.1  

Å ʇʨʦʜʫʢʪʳ Bel VPN 4.1 ʚʢʣʶʯʘʶʪ ʩʣʝʜʫʶʱʠʡ ʥʘʙʦʨ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʩʝʪʝʚʦʛʦ 

ʫʨʦʚʥʷ: 

ÁBel VPN Gate 4.1  ʤʘʩʰʪʘʙʠʨʫʝʤʳʡ ʥʘʙʦʨ 
ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʳʭ ʰʣʶʟʦʚ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʟʘʱʠʪʳ ʤʝʞʩʝʪʝʚʦʛʦ 
ʦʙʤʝʥʘ ʜʘʥʥʳʭ ʚ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ 
ʢʦʨʧʦʨʘʪʠʚʥʳʭ (ʚʝʜʦʤʩʪʚʝʥʥʳʭ) ʩʝʪʷʭ 

Á Bel VPN Gate-V 4.1  ʧʨʦʛʨʘʤʤʥʳʡ  

ʚʠʨʪʫʘʣʴʥʳʡ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʡ ʚ ʚʠʨʪʫʘʣʴʥʦʡ ʩʨʝʜʝ (VMware ESXi, Citrix XenServer, 
Microsoft Hyper-V). ʇʨʝʜʥʘʟʥʘʯʝʥ ʢʘʢ ʜʣʷ ʟʘʱʠʪʳ ʧʝʨʠʤʝʪʨʘ ʦʙʣʘʯʥʦʡ 
ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʪʘʢ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʦʪʜʝʣʴʥʳʤʠ ʚʠʨʪʫʘʣʴʥʳʤʠ 
ʤʘʰʠʥʘʤʠ  

Á Bel VPN Client 4.1 ï ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʜʣʷ ʟʘʱʠʪʳ 
ʠʥʜʠʚʠʜʫʘʣʴʥʦʛʦ (ʫʜʘʣʝʥʥʦʛʦ) ʧʦʣʴʟʦʚʘʪʝʣʷ 

Á Bel VPN Client-M 4.1 ï ʧʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ ʜʣʷ ʟʘʱʠʪʳ ʤʦʙʠʣʴʥʳʭ 
ʫʩʪʨʦʡʩʪʚ 

Á Bel VPN KP 4.1 ï ʧʨʦʛʨʘʤʤʥʳʡ ʤʦʜʫʣʴ ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 
Bel VPN ʧʨʦʜʫʢʪʘʤʠ (ʚʭʦʜʠʪ ʚ ʩʦʩʪʘʚ ʰʣʶʟʘ ʢʘʢ ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʦʧʮʠʷ) 

Á Bel VPN L2 ï ʧʨʦʛʨʘʤʤʥʳʡ ʤʦʜʫʣʴ ʜʣʷ ʟʘʱʠʪʳ ʥʘ ʢʘʥʘʣʴʥʦʤ ʫʨʦʚʥʝ 
(ʚʭʦʜʠʪ ʚ ʩʦʩʪʘʚ ʰʣʶʟʘ ʢʘʢ ʬʫʥʢʮʠʦʥʘʣʴʥʘʷ ʦʧʮʠʷ) 

 

 

 

3 II ʂʦʥʬʝʨʝʥʮʠʷ çIT-Security Conference 2016è 



ʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ Bel VPN Gate 4.1 

Å Bel VPN Gate 4.1 ī ʩʠʩʪʝʤʦʦʙʨʘʟʫʶʱʠʡ ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʳʡ 

ʢʦʤʧʣʝʢʩ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʙʘʟʝ ʩʝʨʚʝʨʥʳʭ ʧʣʘʪʬʦʨʤ HP, 

Cisco, Huawei, Kraftway, Tonk, Depo, ʘ ʪʘʢʞʝ ʙʝʣʦʨʫʩʩʢʠʭ 
ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ - Bevalex, TradeixBel, Belsoft, ʬʫʥʢʮʠʦʥʠʨʫʶʱʠʡ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Debian 

Å ʇʨʝʜʣʘʛʘʝʪʩʷ ʧʝʨʝʯʝʥʴ ʤʘʩʰʪʘʙʠʨʫʝʤʳʭ ʰʣʶʟʦʚ, ʨʘʟʣʠʯʘʶʱʠʭʩʷ ʧʦ 
ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ï ʦʪ 50 ʄʙ/ʩ ʜʦ 5 ɻʙ/ʩ ʠ ʢʦʣʠʯʝʩʪʚʫ ʪʫʥʥʝʣʝʡ 

ʰʠʬʨʦʚʘʥʠʷ ï ʦʪ 10 ʪʫʥʥʝʣʝʡ ʜʦ ʥʝʦʛʨʘʥʠʯʝʥʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ 

Å ʆʙʝʩʧʝʯʠʚʘʝʪ:  

Vʟʘʱʠʪʫ ʪʨʘʥʟʠʪʥʦʛʦ ʠ ʩʦʙʩʪʚʝʥʥʦʛʦ ʪʨʘʬʠʢʘ; 

Vʧʘʢʝʪʥʫʶ ʠ statefull ʬʠʣʴʪʨʘʮʠʶ ʪʨʘʬʠʢʘ, ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ (ʤʘʩʢʠʨʦʚʢʫ 
ʪʦʧʦʣʦʛʠʠ) 

Vʧʨʦʪʦʢʦʣʳ IPsec ESP/AH, IKE, PKI 

Vʤʘʨʢʠʨʦʚʢʫ ʠ ʧʨʠʦʨʠʪʝʟʘʮʠʷ ʪʨʘʬʠʢʘ (QoS) 

Vʩʦʙʳʪʠʡʥʦʝ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʝ Syslog, ʤʦʥʠʪʦʨʠʥʛ SNMP 

Vʛʦʨʷʯʝʝ ʨʝʟʝʨʚʠʨʦʚʘʥʠʝ ʧʦ VRRP, ʙʘʣʘʥʩʠʨʦʚʢʫ ʧʦ RRI ʠ ʪ.ʜ. 
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ɺʠʨʪʫʘʣʴʥʳʡ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ Bel VPN Gate-V 4.1 

Å Bel VPN Gate-V 4.1 ī ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çɺʠʨʪʫʘʣʴʥʳʡ ʰʣʶʟ 
ʙʝʟʦʧʘʩʥʦʩʪʠ Bel VPN Gate-Vè ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʦʣʥʫʶ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ Bel VPN Gate ʠ ʬʫʥʢʮʠʦʥʠʨʫʝʪ ʚ ʚʠʨʪʫʘʣʴʥʦʡ 

ʩʨʝʜʝ (VMware ESXi, Citrix XenServer, Microsoft Hyper-V). 

ʇʨʝʜʥʘʟʥʘʯʝʥ ʢʘʢ ʜʣʷ ʟʘʱʠʪʳ ʧʝʨʠʤʝʪʨʘ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, 

ʪʘʢ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʦʪʜʝʣʴʥʳʤʠ ʚʠʨʪʫʘʣʴʥʳʤʠ ʤʘʰʠʥʘʤʠ. 

ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʟʘʚʠʩʠʪ ʦʪ ʘʧʧʘʨʘʪʥʦʡ ʧʣʘʪʬʦʨʤʳ 

Å ʇʨʝʠʤʫʱʝʩʪʚʘ: 

V ʠʥʪʝʛʨʘʮʠʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʚʠʨʪʫʘʣʴʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

V ʧʨʦʩʪʘʷ ʠ ʙʳʩʪʨʘʷ ʫʩʪʘʥʦʚʢʘ ʠ ʥʘʩʪʨʦʡʢʘ 

V ʚʳʩʦʢʘʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʰʠʬʨʦʚʘʥʠʷ ʪʨʘʬʠʢʘ 

V ʨʝʘʣʠʟʘʮʠʷ ʩʮʝʥʘʨʠʝʚ ʦʙʝʩʧʝʯʝʥʠʷ ʚʳʩʦʢʦʡ ʜʦʩʪʫʧʥʦʩʪʠ ʠ 

ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʠ 

V ʦʧʝʨʘʪʠʚʥʘʷ ʘʜʘʧʪʘʮʠʷ ʢ ʤʝʥʷʶʱʠʤʩʷ ʟʘʜʘʯʘʤ ʠ ʪʨʝʙʦʚʘʥʠʷʤ ʩʝʪʝʚʳʭ 

ʧʨʠʣʦʞʝʥʠʡ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

V ʣʝʛʢʦʝ ʩʦʭʨʘʥʝʥʠʝ ʠʣʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ 

V ʵʬʬʝʢʪʠʚʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʨʝʩʫʨʩʦʚ 

V ʵʢʦʥʦʤʠʷ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʠ ʤʝʩʪʘ ʚ ʩʪʦʡʢʝ 
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ʄʦʜʫʣʴ ʢʘʥʘʣʴʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ Bel VPN L2 

Å ʇʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ Bel VPN L2 (ʚ ʩʦʩʪʘʚʝ ʰʣʶʟʘ) ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʟʘʱʠʱʝʥʥʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩʝʛʤʝʥʪʦʚ ʩʝʪʠ ʥʘ ʢʘʥʘʣʴʥʦʤ ʫʨʦʚʥʝ.  

 

Å ʆʙʝʩʧʝʯʠʚʘʝʪ: 

V ʦʙʲʝʜʠʥʝʥʠʝ ʪʝʨʨʠʪʦʨʠʘʣʴʥʦ-ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʩʝʪʝʡ ʚ ʦʜʠʥ 

ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʡ ʜʦʤʝʥ 

V ʧʝʨʝʜʘʯʫ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʭ (broadcast) ʠ multicast ʧʘʢʝʪʦʚ, 

ʪʝʩʪʠʨʦʚʘʥʥʦʛʦ ʪʨʘʬʠʢʘ (VLAN trunk), ʤʝʪʦʢ IPV4 ʠ ʜʨ. 

V ʦʙʨʘʙʦʪʢʫ ʧʨʠʦʨʠʪʝʪʥʦʛʦ ʪʨʘʬʠʢʘ 

V ʤʠʥʠʤʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

Å ʇʨʠʤʝʥʷʝʪʩʷ: 

V ʦʨʛʘʥʠʟʘʮʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʢʘʥʘʣʘ ʤʝʞʜʫ ʎʆɼ 

V ʨʝʘʣʠʟʘʮʠʷ ʤʠʛʨʘʮʠʠ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

V ʟʘʱʠʪʘ IP-ʪʝʣʝʬʦʥʠʠ ʠ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʩʚʷʟʠ 

V ʧʦʩʪʨʦʝʥʠʝ ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʛʦ, ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʛʦ ʨʝʰʝʥʠʷ ʩ 

ʙʘʣʘʥʩʠʨʦʚʢʦʡ ʥʘʛʨʫʟʢʠ 
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ʋʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʎʆɼ (ʉʍɼ) 

Å ɼʣʷ ʟʘʱʠʪʳ ʎʆɼ ʧʨʠʤʝʥʷʶʪʩʷ ʰʣʶʟʳ ʥʘ ʥʘʠʙʦʣʝʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʭ ʘʧʧʘʨʘʪʥʳʭ 

ʧʣʘʪʬʦʨʤʘʭ ʩ ʙʘʣʘʥʩʠʨʫʶʱʠʤ ʫʩʪʨʦʡʩʪʚʦʤ 

Å ɺ ʩʝʪʷʭ c JumboFrames ʦʜʠʥ Bel VPN Gate ʩʧʦʩʦʙʝʥ ʟʘʱʠʱʘʪʴ ʧʦʪʦʢ ʜʘʥʥʳʭ ʜʦ 4,5 

ɻʙʠʪ/ʩ  

Å ʇʨʠ ʰʠʬʨʦʚʘʥʠʠ IMIX ʪʨʘʬʠʢʘ ï ʦʢʦʣʦ 1,5 ɻʙʠʪ/ʩ ʚ ʦʙʝ ʩʪʦʨʦʥʳ (1+1) 

Å ɺʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʘʷ ʟʘʱʠʪʘ ʤʦʞʝʪ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʩ ʧʦʤʦʱʴʶ Bel VPN L2 ʠ ʥʘ 

ʢʘʥʘʣʴʥʦʤ ʫʨʦʚʥʝ  

Å ʀ ʥʘ ʩʝʪʝʚʦʤ, ʠ ʥʘ ʢʘʥʘʣʴʥʦʤ ʫʨʦʚʥʝ ʨʝʰʝʥʠʷ ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʳ ʠ ʤʘʩʰʪʘʙʠʨʫʶʪʩʷ 

ʧʨʠ ʚʦʟʨʘʩʪʘʥʠʠ ʪʨʘʬʠʢʘ  

Å ʄʝʭʘʥʠʟʤ QoS ʧʦʟʚʦʣʷʝʪ ʦʙʝʩʧʝʯʠʪʴ ʚʳʩʦʢʦʝ ʢʘʯʝʩʪʚʦ ʩʝʨʚʠʩʘ ʜʣʷ ʧʨʠʦʨʠʪʝʪʥʦʛʦ 

ʪʨʘʬʠʢʘ (ʥʘʧʨʠʤʝʨ, IP-ʪʝʣʝʬʦʥʠʠ) ʜʘʞʝ ʚ ʩʦʩʪʦʷʥʠʠ ʧʝʨʝʛʨʫʟʢʠ 

7 II ʂʦʥʬʝʨʝʥʮʠʷ çIT-Security Conference 2016è 
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ÅKW Express ISP ES29 (ES221) 

ÅKW Express Lite EL19 

ÅHP Proliant DL20 Gen9  

Åʉʝʨʚʝʨ çɹʝʣʩʦʬʪè 

Åʉʝʨʚʝʨ çɹʝʚʘʣʝʢʩè 

ÅCisco UCS C220 M4 

ÅHuawei RH1288 V3   
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Å ʋʚʝʣʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʰʠʬʨʫʶʱʠʭ ʰʣʶʟʦʚ ʚʳʟʳʚʘʝʪ ʧʨʦʧʦʨʮʠʦʥʘʣʴʥʳʡ 

ʨʦʩʪ ʦʙʱʝʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʨʝʰʝʥʠʷ. 

Å ɺʳʙʦʨ ʥʝʦʙʭʦʜʠʤʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʰʣʶʟʦʚ ʟʘʚʠʩʠʪ ʦʪ ʦʙʲʝʤʘ ʠ ʪʠʧʘ ʪʨʘʬʠʢʘ. 

Å ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʧʨʦʛʨʘʤʤʥʦʛʦ ʤʦʜʫʣʷ Bel VPN L2 ʜʦʣʞʥʘ ʚʳʙʠʨʘʪʴʩʷ 
ʧʦ ʘʥʘʣʦʛʠʠ ʩ ʧʣʘʪʬʦʨʤʦʡ L3 ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ ʟʘʧʘʩʦʤ 15-20%.  

 ɸʧʧʘʨʘʪʥʘʷ ʧʣʘʪʬʦʨʤʘ (ʧʨʦʮʝʩʩʦʨ) TCP, ʄʙʠʪ/c  UDP 1380, 

ʄʙʠʪ/c  

IMIX, ʄʙʠʪ/c 

Kraftway ISP ES 29 (2x Xeon E5-2643v2) 3530 3635 1508 

Kraftway Express Lite EL19 (Xeon E3-1280v3 ) 2135 2541 1138 

ʇʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʰʠʬʨʦʚʘʥʠʷ ʟʘʚʠʩʠʪ ʦʪ ʤʥʦʛʠʭ ʬʘʢʪʦʨʦʚ ʠ, ʚ ʧʝʨʚʫʶ 

ʦʯʝʨʝʜʴ, ʦʪ ʨʘʟʤʝʨʘ ʧʘʢʝʪʦʚ. ʅʘʠʙʦʣʴʰʘʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ 

ʜʦʩʪʠʛʘʝʪʩʷ ʥʘ ʧʘʢʝʪʘʭ ʙʦʣʴʰʠʭ ʨʘʟʤʝʨʦʚ  (Jumbo Frames). 

 

 

ɸʧʧʘʨʘʪʥʘʷ ʧʣʘʪʬʦʨʤʘ (ʧʨʦʮʝʩʩʦʨ) TCP, ɻʙʠʪ/c  UDP 8800, ɻʙʠʪ/c  

Kraftway ISP ES 29 (2x Xeon E5-2643v2) 4,5 4,7 

Kraftway Express Lite EL19 (Xeon E3-1280v3) 2,7 2,9 

 

II ʂʦʥʬʝʨʝʥʮʠʷ çIT-Security Conference 2016è 



ɿʘʱʠʪʘ ʎʆɼ ʠ ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʭ ʢʘʥʘʣʦʚ L3 

10 II ʂʦʥʬʝʨʝʥʮʠʷ çIT-Security Conference 2016è 

Å ʄʘʨʰʨʫʪʠʟʘʪʦʨʳ ʩʦʟʜʘʶʪ ʥʝʦʙʭʦʜʠʤʦʝ ʢʦʣʠʯʝʩʪʚʦ GRE-ʪʫʥʥʝʣʝʡ 

Å ɼʘʥʥʳʝ ʧʝʨʝʜʘʶʪʩʷ ʧʦ ʧʘʨʘʣʣʝʣʴʥʳʤ GRE-ʪʫʥʥʝʣʷʤ, ʢʘʞʜʳʡ ʠʟ ʢʦʪʦʨʳʭ 

ʟʘʱʠʱʘʝʪʩʷ ʧʘʨʦʡ ʰʣʶʟʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

Å ɹʘʣʘʥʩʠʨʦʚʢʘ ʠ ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ ʜʦʩʪʠʛʘʶʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʨʦʪʦʢʦʣʘ 

ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ (OSPF ʠʣʠ EIGRP) 

Å ʐʣʶʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʚ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ ʟʘʱʠʪʳ ʢʘʥʘʣʘ ʩʚʷʟʠ (site-

to-site) 

Å ʄʘʨʰʨʫʪʠʟʘʮʠʷ ʥʘʩʪʨʦʝʥʘ ʪʘʢ, ʯʪʦ ʜʘʥʥʳʝ ʦʩʥʦʚʥʦʛʦ ʠ ʨʝʟʝʨʚʥʦʛʦ ʎʆɼʦʚ 

ʜʦʩʪʫʧʥʳ ʧʦ ʨʘʟʣʠʯʥʳʤ ʤʘʨʰʨʫʪʘʤ ʩ ʦʜʠʥʘʢʦʚʦʡ ʤʝʪʨʠʢʦʡ 

 

 



ɿʘʱʠʪʘ ʎʆɼ ʠ ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʭ ʢʘʥʘʣʦʚ L2 
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Å Bel VPN L2 ï ʵʪʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʧʨʦʛʨʘʤʤʥʳʡ ʤʦʜʫʣʴ, ʚʩʪʨʘʠʚʘʝʤʳʡ ʚ ʐʣʶʟ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʪʨʘʬʠʢʘ ʥʘ ʢʘʥʘʣʴʥʦʤ ʫʨʦʚʥʝ ʩ ʜʘʣʴʥʝʡʰʝʡ 

ʠʥʢʘʧʩʫʣʷʮʠʝʡ ʠ ʰʠʬʨʦʚʘʥʠʝʤ ʥʘ ʩʝʪʝʚʦʤ ʫʨʦʚʥʝ 

Å ʇʦʟʚʦʣʷʝʪ ʧʝʨʝʜʘʚʘʪʴ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʝ ʠ ʤʫʣʴʪʠʢʘʩʪʦʚʳʝ ʧʘʢʝʪʳ, 

ʪʝʛʠʨʦʚʘʥʥʳʡ ʪʨʘʬʠʢ (VLAN trunk), ʤʝʪʢʠ MPLS ʠ ʜʨʫʛʠʝ ʚʠʜʳ ʪʨʘʬʠʢʘ 
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ʀʥʪʝʨʬʝʡʩ Eth1 ʰʣʶʟʘ ʫʩʪʘʥʦʚʣʝʥ 

ʚ promisʩ ʨʝʞʠʤ. ɺʝʩʴ ʪʨʘʬʠʢ, 

ʧʦʩʪʫʧʘʶʱʠʡ ʥʘ ʜʘʥʥʳʡ 

ʠʥʪʝʨʬʝʡʩ, ʧʝʨʝʭʚʘʪʳʚʘʝʪʩʷ 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʤ ʤʦʜʫʣʝʤ ʠ 

ʧʝʨʝʜʘʝʪʩʷ ʥʘ ʩʝʪʝʚʦʡ ʫʨʦʚʝʥʴ 

ʠʥʪʝʨʬʝʡʩʘ Eth0. 

ʇʝʨʝʭʚʘʯʝʥʥʳʡ ʧʘʢʝʪ ʰʠʬʨʫʝʪʩʷ 

(ʠʥʢʘʧʩʫʣʠʨʫʝʪʩʷ ʚ ESP), IP-ʘʜʨʝʩ 

ʠʩʪʦʯʥʠʢʘ ʩʪʘʥʦʚʠʪʩʷ ʘʜʨʝʩ 

ʠʥʪʝʨʬʝʡʩʘ Eth0, ʘʜʨʝʩʦʤ 

ʥʘʟʥʘʯʝʥʠʷ ï IP-ʘʜʨʝʩ ʰʣʶʟʘ ʥʘ 

ʜʨʫʛʦʤ ʢʦʥʮʝ. ʇʦʩʣʝ ʵʪʦʛʦ ʧʘʢʝʪ 

ʦʪʧʨʘʚʣʷʝʪʩʷ ʚ ʢʘʥʘʣ ʩʚʷʟʠ.  

ʅʘ ʜʨʫʛʦʡ ʩʪʦʨʦʥʝ ʦʙʨʘʙʦʪʢʘ 

ʧʘʢʝʪʦʚ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ 

ʦʙʨʘʪʥʦʤ ʧʦʨʷʜʢʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʧʨʦʠʩʭʦʜʠʪ ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ L2 ʚ 

L3. 

ʊʝʭʥʦʣʦʛʠʷ ʰʠʬʨʦʚʘʥʠʷ ʥʘ ʢʘʥʘʣʴʥʦʤ ʫʨʦʚʥʝ (L2) 

II ʂʦʥʬʝʨʝʥʮʠʷ çIT-Security Conference 2016è 
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ɼʣ ̫ ʙʘʣʘʥʩʠʨʦʚʢʠ ʪʨʘʬʠʢʘ ʤʝʞʜʫ ʰʣʶʟʘʤʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʝʭʥʦʣʦʛʠʷ 

Etherchannel (ʧʨʦʪʦʢʦʣʳ LACP ʠʣʠ PAgP). 

ɹʘʣʘʥʩʠʨʦʚʢʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʩʝʩʩʠʦʥʥʦ. ɺ ʢʘʯʝʩʪʚʝ ʧʘʨʘʤʝʪʨʦʚ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠ/ʠʣʠ ʥʘʟʥʘʯʝʥʠʷ, MAC-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ  

ʠ/ʠʣʠ ʥʘʟʥʘʯʝʥʠʷ, ʢʦʤʙʠʥʘʮʠʶ IP ʠʣʠ MAC ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ ʠ ʥʘʟʥʘʯʝʥʠʷ.  

ʈʘʩʧʨʝʜʝʣʝʥʠʝ ʪʨʘʬʠʢʘ ʟʘʚʠʩʠʪ ʦʪ ʢʦʣʠʯʝʩʪʚʘ ʠʥʪʝʨʬʝʡʩʦʚ, ʦʙʲʝʜʠʥʝʥʥʳʭ ʚ 

ʘʛʨʝʛʠʨʦʚʘʥʥʳʡ ʢʘʥʘʣ, ʘ ʪʘʢʞʝ ʦʪ ʢʦʣʠʯʝʩʪʚʘ ʠʩʪʦʯʥʠʢʦʚ/ʧʦʣʫʯʘʪʝʣʝʡ 

ʪʨʘʬʠʢʘ. ʈʘʚʥʦʤʝʨʥʦʝ ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʥʘʛʨʫʟʢʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ 2, 4, 8 ʠʣʠ 16 ʠʥʪʝʨʬʝʡʩʦʚ. 

 

ɹʘʣʘʥʩʠʨʦʚʢʘ ʥʘ ʢʘʥʘʣʴʥʦʤ ʫʨʦʚʥʝ (L2) 

II ʂʦʥʬʝʨʝʥʮʠʷ çIT-Security Conference 2016è 
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Å ʊʨʘʬʠʢ, ʠʜʫʱʠʡ ʥʘ ʚʠʨʪʫʘʣʴʥʳʡ ʘʜʨʝʩ, ʦʙʨʘʙʘʪʳʚʘʝʪ MASTER 

Å ɺ ʩʣʫʯʘʝ ʚʳʭʦʜʘ ʠʟ ʩʪʨʦʷ ʛʣʘʚʥʦʛʦ ʰʣʶʟʘ, ʝʛʦ ʩʦʩʪʦʷʥʠʝ ʤʝʥʷʝʪʩʷ ʩ MASTER ʥʘ FAULT, 

ʩʦʩʪʦʷʥʠʝ ʚʪʦʨʦʩʪʝʧʝʥʥʦʛʦ ʰʣʶʟʘ ʤʝʥʷʝʪʩʷ ʩ BACKUP ʥʘ MASTER 

Å ɺʪʦʨʦʩʪʝʧʝʥʥʳʡ ʰʣʶʟ ʧʨʦʜʦʣʞʘʝʪ ʟʘʥʠʤʘʪʴʩʷ ʦʙʨʘʙʦʪʢʦʡ ʪʨʘʬʠʢʘ 

Å ʆʙʥʘʨʫʞʝʥʠʝ ʥʝʜʦʩʪʫʧʥʦʩʪʠ ʰʣʶʟʘ, ʥʘʭʦʜʷʱʝʛʦʩʷ ʚ ʩʦʩʪʦʷʥʠʠ MASTER ʧʨʦʠʩʭʦʜʠʪ 

ʙʣʘʛʦʜʘʨʷ ʦʙʤʝʥʫ ʩʣʫʞʝʙʥʳʤʠ ʧʘʢʝʪʘʤʠ ʧʨʦʪʦʢʦʣʘ VRRP 

Å ʇʨʠ ʚʦʟʚʨʘʱʝʥʠʠ ʚ ʩʪʨʦʡ ʛʣʘʚʥʦʛʦ ʰʣʶʟʘ, ʪʨʘʬʠʢ ʩʥʦʚʘ ʙʫʜʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʥʘ ʥʝʤ 

Å ʉʮʝʥʘʨʠʡ ʦʪʨʘʙʘʪʳʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʦʪʢʘʟʦʚ:  

Áʦʪʢʣʶʯʝʥʠʝ ʧʠʪʘʥʠʷ;  

Áʚʳʭʦʜ ʠʟ ʩʪʨʦʷ ʘʧʧʘʨʘʪʥʦʡ ʧʣʘʪʬʦʨʤʳ;  

Áʦʪʢʘʟ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ; 

Áʦʪʢʘʟ ʧʦʨʪʘ ʥʘ ʢʦʤʤʫʪʘʮʠʦʥʥʦʤ ʦʙʦʨʫʜʦʚʘʥʠʠ;  

Áʦʪʢʘʟ ʜʝʤʦʥʘ ʦʪʚʝʯʘʶʱʝʛʦ ʟʘ ʰʠʬʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ 


