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MOHUTOPUHT

MoHuTOopuHr wnto3a 6esonacHocTn Bel VPN Gate-V 4.1 ocyllecTBnsieTcss No nNpoTokony obmeHa
SNMP.

SNMP-MeHeXep UMEET BO3MOXHOCTb TOMbKO 3anpallnBaTb COAEPKUMOe 0a3bl JaHHbIX areHTa.
Hactpoiika SNMP-areHTa ans Bbigayn ctatucTuki n 6asa gaHHbix MIB, koTOpyto OH nogaepXuBaer,
onucaHa B pasgene «Bblgaya cTaTUCTUKNY.

SNMP-areHT moxeT nocbinate SNMP-meHexepy coobLleHne 0 BO3HMKLLEM COObITMM B BUAE Tpan-
coobueHunsa. Hactporika SNMP-areHTa ons nocbinky Tpan-coobLEeHNA U CMIUCOK 3TUX COOOLLEHWI
onucaHbl B pasgene «Tpan-coobLeHns».

B kauyectBe SNMP-meHemkepa ans wnt3a 6esonacHocTn Bel VPN Gate-V 4.1 moxeT ObiTb
MCMosb30BaHa:

e OecnnatHas ytunuta NET-SNMP  (http://www.net-snmp.org/) , KoTopas sBRseTcs
npoctenwmnm SNMP-meHemxepom. Mpu pabote ¢ SNMP-areHTOM HY>XHO yKasblBaTb BEPCUIO
SNMP —v 1 unu —v 2c.
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Bbigaya cTaTUCTUKK

SNMP-mMeHemxep UHALMUPYET 3anpoc, KOTopblr nockinaet SNMP-areHTy Ans nonyyYyeHus 3HayeHun
OOHOW UNWN HecKomnbkux nepemeHHbIX. SNMP-areHT, oTBeyasd Ha 3anpoc, Bo3BpallaeT 3HayYeHus
3anpallvBaembIX NepemMeHHbIX.

Hactponka SNMP-areHTa anf Bblgaum CTaTUCTUKM

Cisco-like koHdurypauus

B wuHTepdpence komaHgHoW CTpoku Ansa HacTporkum SNMP-areHTa no Bbigade uHdopmauuu no
npoTtokony SNMP ncnonb3yloTca KoMaHabl:

snmp-server community — 3agaeTt CTPOKy, KOoTopas urpaeT porib naporns npu ayTeHTudmkaumm
coobuweHnn SNMP 1 paspewwaer SNMP-mMeHemkepy YTeHME CTaTUCTUKM U3 6asbl ynpasreHus
SNMP-areHTa

snmp-server location — cogepxuT nHdopmaumio o usmyeckom pacnonoxeHnn SNMP-areHTa
snmp-server contact — ykasblBaeTcs NuLo, OTBETCTBEHHOE 3a paboTy SNMP-areHTa.

OTn koMaHabl No4POOHO onucaHbl B fokyMeHTe «LLnto3 6e3onacHocTy BupTyaneHbii Bel VPN Gate-
V 4.1. Cisco-like komaHgpbl» (Console_command_reference.pdf).

LSP (native) koHcburypaums

B koHdurypaunoHHom danne 3agaHue HacTpoek SNMP-areHTa ocyLlecTBnsieTcs cmpykmypou
SNMPPollSettings. B aton cTpykType ykasbiBaeTcs IP-agpec u nopT, Ha KOTOPbIA MOXHO Monyyatb
3anpocbl 0T SNMP-meHeaxepa, CTPOKY, UrpatoLLyto porib Naponsi Npu ayTeHTMdnKaLumMm coobLeHni,
pasmelleHne SNMP-areHTa U KOHTaKTHOe NuLo.

MogpobHo cTpykTypa SNMPPoIISettings onucaHa B gokymeHnTe «LLnto3 6e3onacHOCTM BUPTyanbHbIv
Bel VPN Gate-V 4.1. CosgaHue koHdurypaumoHHoro anna» (LSP_reference_guide.pdf).

basa gaHHbix MIB, nogaepxnBaemas SNMP-areHToM, pasgeneHa Ha rpynnel. B npuBeaeHHOM HUxe
Tabnuue (

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 4


file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate/Console_command_reference.pdf
file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate/LSP_reference_guide.pdf

Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

Tabnuua 1) nepevncrnieHbl NepeMEHHbIE N3 CTaHOAPTHOW rpynnbl System, rnobanbHOW CTaTUCTUKK
IKE n IPsec n gpyrve, kotopble MOryT ObiTb 3anpoLueHbl SNMP-meHeaxepom.

Mpv npuHyauTenbHoM nepesanycke cepsuca IKE-ctatucTmka copackiBaeTcs
. N HauyMHaeT cunuTaTbCs co cTapTa AreHTa. IPsec-ctatmMcTvKa cuMTaeTcsl co
Note cTapTa KoMMbloTepa W Npu MNPUHYOAUTENBHOM nNepesanycke cepBuca He
cbpacbiBaeTcs.

B IKE-cTatucTuke npu nogcyeTe Tpaduka y4UTbIBAETCA TOMBKO KONMYECTBO
6anT B ISAKMP-nakeTe. Y Cisco xe B IKE-CTaTUCTUKE yUnTbIBAOTCA AaHHbIE
n3 IP-3aronoeka, UDP-3aronoska u Ethernet-zaronoska nakeTta.
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Tabnuua 1
OID
Ha3BaHue Tun -
- (vaeHTudumkaTop = 3HavyeHue nepemMeHHOM MIB
nepemMeHHOU nepemMeHHOU
ob6bekTa)

CtaTucTuKa Nno ctaHOapTHOM

rpynne System

n CI'IeLIVI(*)VI‘-IHbIM KOHCTAHTHbIM 3HA4Y€eHUAM

sysDescr 1.3.6.1.2.1.1.1.0 DisplayString | TekcToBoe onucaHue ceTeBoro RFC1213-
obbekTa. MIB
Ctpoka Buga "S-Terra Gate
4.1.<build>"
sysObjectID 1.3.6.1.2.1.1.2.0 OID NaoenTtudmkatop ompmbl- RFC1213-
npoussoguTens (BHyTpu nogaepesa MIB
1.3.6.1.4.12):
1.3.6.1.4.1.9.1.576(cisco2811 u3
CISCO-PRODUCTS-MIB)
sysUpTime 1.3.6.1.2.1.1.3.0 TimeTicks The time (in hundredths of a second) RFC1213-
since the network management portion | MIB
of the system was last re-initialized.
Bpems B cOTbIX JONSAX CEKYHAbI C
MOMEHTa NocrneaHew 3arpy3ku CUCTEMBbI
sysContact 1.3.6.1.2.1.1.4.0 DisplayString | IMsi KOHTaKTHOW NepCoHbI 1 Cnocob RFC1213-
KOHTaKTa. MIB
sysName 1.3.6.1.2.1.1.5.0 DisplayString | MNonHoe umsi gomeHa RFC1213-
<hosthame>.<domain-name> MIB
sysLocation 1.3.6.1.2.1.1.6.0 DisplayString | ®unsmyeckoe MecTononoXxeHne areHTa RFC1213-
MIB
sysServices 1.3.6.1.2.1.1.7.0 int32 3HauyeHune, KOTOpoe XxapakTepusyeT RFC1213-
CepBUChI, NMpefocTaBgemMble Y3roM. MIB
3710 3HayYeHne ecTb Cymma HOMepOoB
ypoBHen mogenun OSI| B 3aBUCMMOTM OT
TOrO, Kakme cepBUCHI MOOAEPKUBAIOTCS:
0x01 (dbusnueckuin), 0x02 (kaHanNbHbIN),
0x04 (ceTteBow), 0x08 (Touka-To4Ka),
0x40 (npuknagHown). Hanpumep, ecnu
nogaepxusaetcs |IP yposeHb
(MapLpyTnsauusi) u TPaHCMOPTHbIN
YPOBEHb (TOYKa-TOYKA), TO 3HAYEHNE
sysServices ectb cymma 4 1 8.
78 (c2611XM)
chassisType 1.3.6.1.4.1.9.3.6.1. | int32 413 (c2811) OLD-
0 CISCO-
CHASSIS-
MIB
cipSecMibLevel | 1.3.6.1.4.1.9.9.171 | int32 The level of the IPsec MIB CISCO-
1.1.1.0 1 IPSEC-
FLOW-
MONITOR-
MIB
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HasBaHue
nepemMeHHOM

OoID
(vaeHTudumkaTop
ob6bekTa)

Tun
nepemMeHHOMn

3HavyeHue nepemMeHHOM

MIB

snmpSetSerialN
o]

1.3.6.1.6.3.1.1.6.1.
0

int32

<An advisory lock used to allow several
cooperating SNMPv2 entities, all acting
in a manager role, to coordinate their
use of the SNMPv2 set operation.

Mcnonb3yeTcs Kak 3HadeHue, KoTopoe
orpaHnymsaeT ceepxy Cisco-specific
3HayeHus. PakTu4eckun aBnaeTcs
HedopManbHbIM 0603HaYeHneM KoHUa
MIB-a. CnyxuT onsa npegoTepalleHns
BO3MOXHbIX KOMMM3ui npu otpaboTtke
GET-NEXT onepauui.

0

SNMPv2-
MIB

ciscolmageStrin
g

1.3.6.1.4.1.9.9.25.
1.1.1.2<i>

DisplayString

<The string of this entry.> (onucaxue
Tabnumupbl — <A table provides content
information describing the executing
I0S image.>).

BblgatoTcsa gaHHble Ans arexHTa:

1: "CW_BEGIN$-csp-vpn$"

2: "CW_IMAGES$C2800NM-CSP-VPN$"
3: "CW_FAMILY$C2800NM$"

4.
"CW_FEATURESIP|FIREWALL|PLUS]3
DES|VPN|SSH|IPSEC$"

5: "CW_VERSION$12.4(13a)$"
6: "CW_MEDIA$RAMS"

7: "CW_SYSDESCR$S-Terra
{Gate|Server|Client}
<major>.<minor>.<build>, Emulation of:
Cisco 10S Software, 2800 Software
(C2800NM-ADVIPSERVICESK9-M),
Version 12.4(13a), RELEASE
SOFTWARE (fc1)$"

8: "CW_MAGICS$$"
9: "CW_ENDS$-csp-vpn$"

CISCO-
IMAGE-
MIB

dotldBaseBridg
eAddress

1.3.6.1.2.1.17.1.1.
0

MacAddress

Mcnonb3syeTcs npu B3aMMOAENCTBUM C
ycTtporcteamm Cisco.

00 00 00 00 00 00

BRIDGE-
MIB

dotldBaseNum
Ports

1.3.6.1.2.1.17.1.2.
0

int32

The number of ports controlled by this
bridging entity. icnonb3ayetcsa npwu
B3aMMOJEeNCTBUM C YCTPONUCTBaAMU
Cisco.

0

BRIDGE-
MIB

Bel VPN Gate-V 4.1
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Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

Ha3BaHue Ol Tun -
- (vaeHTudumkaTop = 3HavyeHue nepemMeHHOM MIB
nepemMeHHOWM nepemMeHHOM
ob6bekTa)
dotldBaseType | 1.3.6.1.2.1.17.1.3. | int32{ Mcnonb3syeTcs npu B3aMMOAENCTBUM C BRIDGE-
0 unknown (1) , | yctponctsamu Cisco. MIB
transparent-
only (2) srt (4)
sourceroute-
only (3), srt
4}
Fob6anbHas IKE-ctatucTtuka
cikeGlobalActiv | 1.3.6.1.4.1.9.9.171 | uint32 <The number of currently active IPsec CISCO-
eTunnels 1.2.1.1.0 Phase-1 IKE Tunnels> IPSEC-
Bce cylecTByIoLIME Ha AaHHbIN FLOW-
MOMEHT akTuBHble ISAKMP SA. mIOBNITOR_
cikeGlobalPrevi | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of previously active CISCO-
ousTunnels 1.2.1.2.0 IPsec Phase-1 IKE Tunnels> IPSEC-
Konnuectso ISAKMP SA ¢ MoMeHTa FLOW-
MONITOR-
ctapTta AreHTa, KoTopble 6binu MIB
C03[aHbl, HO yXe He SBNSTCS
adKTUBHbIMMU, nnbo yoaneHbl.
cikeGlobalinOct | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of octets received by | CISCO-
ets .1.2.1.3.0 all currently and previously active IPsec | IPSEC-
Phase-1 IKE Tunnels> FLOW-
y MONITOR-
KonunyecTtBo 6anT, NpyHATLIX B TEYeHne MIB
Bcex IKE-ceccuin ¢ MOMeHTa cTapTa
AreHTa.
cikeGloballnPkt | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets received CISCO-
s .1.2.1.4.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
Konunuectso ISAKMP-nakeTos, MI%NITOR_
NPUHATLIX B TedyeHne Bcex IKE-ceccuii ¢
MOMeHTa cTapTa AreHra.
cikeGlobalinDro | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets which CISCO-
pPkts .1.2.1.5.0 were dropped during receive processing | IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
KonnyectBo ISAKMP-nakeToB, MIB
OTBEprHyThixX B Te4eHne scex IKE-
Ceccui ¢ MOMeHTa cTapTa AreHTa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
Exchgs 1.2.1.7.0 exchanges received by all currently and | IPSEC-
previously active IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
KonnyecTBo ycnewwHbix Quick Modes B MIB
KayecTBe pecrnoHaepa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
Exchglnvalids .1.2.1.8.0 exchanges which were received and IPSEC-
Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 8




Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

Ha3BaHue Ol Tun -
- (vaeHTudumkaTop = 3HavyeHue nepemMeHHOM MIB
nepemMeHHOWM nepemMeHHOM
ob6bekTa)
found to be invalid by all currently and FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
O6wwee konuyecteo IKE-ceccuin no
co3aanuto IPsec coegmHeHun,
WHULMNPOBAHHLIX NapTHEPaMK, He
COCTOSIBLUMXCS MO NPUYMHE OLLNOKM
obmeHa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
ExchgRejects 1.2.1.9.0 exchanges which were received and IPSEC-
rejected by all currently and previously FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
O6uee konnyectso IKE-ceccuit no MIB
co3aanuto IPsec coegmHeHun,
WHULMMPOBAHHbIX NapTHEpPaMM,
KOTOpble He COCTOSINIUCH MO NpUYMHE
paccornacoBaHusi NONUTMK
©esonacHocTu.
cikeGlobalOutO | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of octets sent by all CISCO-
ctets 1.2.1.11.0 currently and previously active and IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
y MONITOR-
KonunyecTtBo 6awT, BbICNaHHbIX B MIB
TedeHue Bcex IKE-ceccuin ¢ MoMeHTa
crtapTa AreHra.
cikeGlobalOutP | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets sent by all | CISCO-
kts 1.2.1.12.0 currently and previously active and IPSEC-
IPsec Phase-1 Tunnels> FLOW-
Konunuectso ISAKMP-nakeTos, mIOBNITOR_
BbICMaHHbIX B TeyeHune Bcex IKE-ceccun
C MOMeHTa cTapTa AreHra.
cikeGlobalOutDr | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets which CISCO-
opPkts .1.2.1.13.0 were dropped during send processing IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
Konuyecteo ISAKMP-nakeToB B MIB
TeyeHne Bcex IKE-ceccum ¢ MoMeHTa
ctapTta AreHTa, KoTopble 6binn roToBbl K
OTCbIfIKE, HO MO KaKNM-TO MpUYMHaM He
ObINn oTOCNaHbI.
cikeGlobalOutP | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchgs 1.2.1.15.0 exchanges which were sent by all IPSEC-
currently and previously active IPsec FLOW-
Phase-1 IKE Tunnels> MONITOR-
KonnyecTBo ycnewwHbix Quick Modes B MIB
KayecTBe nHuuuartopa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchglnvalids | .1.2.1.16.0 exchanges which were sent and found IPSEC-
to be invalid by all currently and FLOW-
Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 9
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Ha3BaHue Ol Tun -
NepeMeHHON (vaeHTudumkaTop nepeMeHHO 3HavyeHue nepemMeHHOM MIB
ob6bekTa)
previously active IPsec Phase-1 MONITOR-
Tunnels> MIB
ObLee KONMYECTBO MHULMMPOBAHHLIX
IKE-ceccuii no co3gaHuio IPsec
COefMHEHMWN, He COCTOSIBLUMXCSA NO
npu4mHe oLwmnbkn obmMeHa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-2 CISCO-
2ExchgRejects | .1.2.1.17.0 exchanges which were sent and IPSEC-
rejected by all currently and previously FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
MIB
ObLee KONMYEeCTBO MHULMMPOBAHHbLIX
IKE-ceccuin no co3ganuio IPsec
COefMHEHWIN, He COCTOSIBLUMXCSH NO
npuynHe paccorfiacoBaHns NonuTUK
©esonacHocTu.
cikeGloballnitTu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-1 CISCO-
nnels .1.2.1.19.0 IKE Tunnels which were locally IPSEC-
initiated> FLOW-
KonuuecTso cosgaHHbix ISAKMP SA B mIOBNITOR_
KayecTBe nHuumatopa (T.e. no
WHMLMaTVBE NOKarnbHOW CTOPOHbI).
cikeGloballnitTu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-1 CISCO-
nnelFails .1.2.1.20.0 IKE Tunnels which were locally initiated | IPSEC-
and failed to activate> FLOW-
y MONITOR-
KonnyecTtBo MHMLMUPOBAHHbLIX CECCUM MIB
no co3gaHnio ISAKMP SA,
3aBEPLUMBLLMXCH Heyaa4ven.
cikeGlobalResp | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of IPsec Phase-1 CISCO-
TunnelFails .1.2.1.21.0 IKE Tunnels which were remotely IPSEC-
initiated and failed to activate> FLOW-
y MONITOR-
KonunyecTtBo ceccuii no co3gaHunio MIB
ISAKMP SA, MHUUMMPOBaHHbIX
napTHépamu, KOTopble 3aBepLUNINCh
Heygayen.
cikeGlobalAuthF | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of authentications CISCO-
ails .1.2.1.23.0 which ended in failure by all current and | IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
y MONITOR-
KonunyecTtBo HeygayHbIX ceccui no MIB
cosgaHuio ISAKMP SA, B KOTOpbIX He
npoLuna ayTeHTuduKkauus.
cikeGlobalDecry | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of decryptions which | CISCO-
ptFails 1.2.1.24.0 ended in failure by all current and IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
O6uee konnyecTso IKE-ceccuit, He M%NITOR_
COCTOSIBLUMXCS MO NPUYMHE OLINOKM
paclumdpoBaHms NakeTa.
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Ha3BaHue Ol Tun -
- (vaeHTudumkaTop = 3HavyeHue nepemMeHHOM MIB
nepemMeHHOWM nepemMeHHOM
ob6bekTa)
cikeGlobalHash | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of hash validations CISCO-
ValidFails 1.2.1.25.0 which ended in failure by all current and | IPSEC-
previous IPsec Phase-1 IKE Tunnels> FLOW-
y MONITOR-
KonunyecTBo HeygayHbIX onepaumn no MIB
NPOBEpPKE 3HAYEHUsT X3LL-PYHKLUM BO
Bcex IKE ceccusax.
cikeGlobalNoSa | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of non-existent CISCO-
Fails .1.2.1.26.0 Security Association in failures which IPSEC-
occurred during processing of all FLOW-
current and previous IPsec Phase-1 IKE | MONITOR-
Tunnels> MIB
Obuee konnyecTBo IKE-ceccuin, He
COCTOSIBLUMXCS! MO NPUYMHE OTCYTCTBUS
ISAKMP coegnHeHust.
FobanbHas IPsec-ctatuctuka
cipSecGlobalAct | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of currently active CISCO-
iveTunnels .1.3.1.1.0 IPsec Phase-2 Tunnels> IPSEC-
KonnuecTBo CyLLeCTBYIOLWMX Ha FLOW-
9 . MONITOR-
[aHHbIN MOMEHT IPsec coeanHeHUN. MIB
Mepuron 0OHOBNEHUSA BCEX NEPEMEHHbIX
aToro pasgena (FTnobanbHas IPsec-
craTtuctuka) — 1 cekyHga. Moatomy,
nocne M3MeHeHus 3HadeHus
nepemMeHHol B TeveHne 1 cekyHabl Ha
KOMMbIOTEPE MOXET Bbl4aBaTbCH
ycTapeBLUuee 3Ha4yeHue.
cipSecGlobalPr | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of previously active CISCO-
eviousTunnels 1.3.1.2.0 IPsec Phase-2 Tunnels> IPSEC-
FLOW-
Konnyectso IPsec SA ¢ MomeHTa MONITOR-
ctapTta AreHTa, KoTopble 6binu MIB
€03[aHbl, HO yXe He ABNATCS
aKkTMBHbIMK, NGO yaaneHs...
cipSecGlobalin | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of octets received by | CISCO-
Octets .1.3.1.3.0 all current and previous IPsec Phase-2 | IPSEC-
Tunnels. FLOW-
This value is accumulated BEFORE MONITOR-
determining whether or not the packet MIB
should be decompressed. See also
cipSecGloballnOctWraps for the
number of times this counter has
wrapped>
KonuuecTtBo 0aiT, NPUHATLIX Nog
3awmnTon Bcex IPsec SA ¢ MoMeHTa
cTapTa AreHTa.
cipSecGloballn | 1.3.6.1.4.1.9.9.171 | uint32 <The number of times the global octets | CISCO-
OctWraps .1.3.1.5.0 received counter IPSEC-
(cipSecGloballnOctets) has wrapped> FLOW-
Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 1




Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

Ha3BaHue Ol Tun -
- (vaeHTudumkaTop = 3HavyeHue nepemMeHHOM MIB
nepemMeHHOWM nepemMeHHOM
ob6bekTa)
KonuyecTtBo nepenonHeHuni cueTymnka MONITOR-
cipSecGloballnOctets. MIB
cipSecGloballn | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets received CISCO-
Pkts .1.3.1.9.0 by all current and previous IPsec IPSEC-
Phase-2 Tunnels> FLOW-
MONITOR-
KonunyecTtBo nakeToB, NPUHATLIX MO, MIB
3awuTon Bcex IPsec SA ¢ momeHTa
crtapta AreHra.
cipSecGlobalin | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets dropped CISCO-
Drops .1.3.1.10.0 during receive processing by all current | IPSEC-
and previous IPsec Phase-2 Tunnels. FLOW-
This count does NOT include packets MONITOR-
dropped due to Anti-Replay MIB
processing>
O6Luee KonMYecTBO BCEX BXOAALLMX
NakeToB, OTBEPrHyTbIX JTOKal1bHbIM
YCTPOWCTBOM, MpU 3a4eNCTBOBaHUM
IPsec coeauHeHuns (Kpome
NpourHopupoBaHHbIX No Anti-Replay).
cipSecGlobalin | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets dropped CISCO-
ReplayDrops .1.3.1.11.0 during receive processing due to Anti- IPSEC-
Replay processing by all current and FLOW-
previous IPsec Phase-2 Tunnels> MONITOR-
MIB
OO0LLee KONNMYeCcTBO BCEX BXOASALLMX
NakeToB, OTBEPrHYTbIX NOKaNbHbIM
YCTPOWCTBOM MOCPEACTBOM MexaHu3ma
Anti-Replay, npu 3agencTesoBaHmm
IPsec coeguHeHus.
cipSecGlobalin | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of inbound CISCO-
AuthFails .1.3.1.13.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB
O6LLee KoNMYECTBO BCEX HeyAaYHbIX
BXOOALWMX ayTeHTudnkaumn no IPsec
COeMHEHMAM.
cipSecGlobalin | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of inbound CISCO-
Decrypts .1.3.1.14.0 decryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
T.o Xe camoe 3HayeHue, 4YTo U MIB
cipSecGloballnPkts.
OO6LLee KonMM4ecTBO BXOAALLNX
NnakeToB, KOTOpbIe ObInn
paclumdpoBaHbl Bcemu IPsec
CcoeMHEHMAMMU.
Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 12




Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

Ha3BaHue Ol Tun -
- (vaeHTudumkaTop = 3HavyeHue nepemMeHHOM MIB
nepemMeHHoOM nepemMeHHOM
ob6bekTa)
cipSecGloballn | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of inbound CISCO-
DecryptFails .1.3.1.15.0 decryption's which ended in failure by IPSEC-
all current and previous IPsec Phase-2 | FLOW-
Tunnels> MONITOR-
MIB
OO6Lee KONNMYECTBO BXOAALLMX
nakeToB, KOTopble Bbinn Heyaa4yHo
pacwmndpoBaHbl IPsec coeanHeHuamu.
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of octets sent by all CISCO-
tOctets .1.3.1.16.0 current and pre-vious IPsec Phase-2 IPSEC-
Tunnels. This value is accumulated FLOW-
AFTER determining whether or not the | MONITOR-
packet should be compressed. See also | MIB
cipSecGlobalOutOctWraps for the
number of times this counter has
wrapped>
KonuyectBo 6anT, oTOCNaHHbIX Moz,
3awmnTon Bcex IPsec SA ¢ MOMeHTa
crtapTa AreHra.
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The number of times the global octets | CISCO-
tOctWraps .1.3.1.18.0 sent counter (cipSecGlobalOutOctets) IPSEC-
has wrapped> FLOW-
KonunyecTtBo nepenonHeHni cueTymka MONITOR-
cipSecGlobalOutOctets. MIB
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets sent by all | CISCO-
tPkts .1.3.1.22.0 current and previous IPsec Phase-2 IPSEC-
Tunnels> FLOW-
MONITOR-
KonnyecTtBo nakeToB, OTOCNaHHbIX NoA MIB
3awmnTon Becex IPsec SA ¢ MOMeHTa
crtapta AreHTta
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of packets dropped CISCO-
tDrops .1.3.1.23.0 during send processing by all current IPSEC-
and previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
ObLee KONUMYECTBO BCEX UCXOQALLMX MIB
NakeToB, OTBEPrHYTbIX NOKaNbHbIM
YCTPOWCTBOM, NpW 3a1eNCTBOBaHUA
IPsec coeguHeHus.
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of outbound CISCO-
tAuthFails .1.3.1.25.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB
OOLwee KONMYECTBO BCEX HEYAAYHbIX
ucxogsawmx ayteHTudmkauuim no IPsec
COeMHEHMAM.
cipSecGlobalOu | 1.3.6.1.4.1.9.9.171 | uint32 <The total number of outbound CISCO-
tEncrypts .1.3.1.26.0 encryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> FLOW-
MONITOR-
MIB
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Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

HasBaHue
nepemMeHHOM

OoID
(vaeHTudumkaTop
ob6bekTa)

Tun

nepemMeHHOMn

3HavyeHue nepemMeHHOM

MIB

Toxxe camoe 3Ha4YeHune, YTo n
cipSecGlobalOutPkts.

O0LLee KonM4yecTBO NCXOOALLNX
nakeToB, KOTopble Obinn 3awndpoBaHbl
Bcemu |IPsec coegmHeHmnamn.

cipSecGlobalOu
tEncryptFails

1.3.6.1.4.1.9.9.171
1.3.1.27.0

uint32

<The total number of outbound
encryption's which ended in failure by
all current and previous IPsec Phase-2
Tunnels>

ObLee KONMYECTBO MCXOASALLNX
nakeToB, KOTopble Obinn Heyaa4yHo
3awmncppoBaHbl IPsec coegnHeHnamm.

CISCO-
IPSEC-
FLOW-
MONITOR-
MIB

cipSecGlobalNo
SaFails

1.3.6.1.4.1.9.9.171
.1.3.1.29.0

uint32

<The total number of non-existent
Security Assocication in failures which
occurred during processing of all
current and previous IPsec Phase-2
Tunnels>

OObLee konNnM4ecTBo 0OOMEHOB, He
COCTOSIBLUMXCS MO NPUYMHE OTCYTCTBUS
IPsec coeanHeHus.

CISCO-
IPSEC-
FLOW-
MONITOR-
MIB

Crar

UCTUKA NO CeTeBbIM UHTepdencam

ifPhysAddress

1.3.6.1.2.1.2.2.1.6.
<ifindex>

Octet string

<The interface's address at the protocol
layer immediately “below' the network
layer in the protocol stack. For
interfaces which do not have such an
address (e.g., a serial line), this object
should contain an octet string of zero
length.>

MAC-agpec gaHHOro nHrepdgenca.

WHaekc ans gaHHoro aHaveHus
Oepetca u3 ipAdEntlfindex.<ip>

RFC1213-
MIB

iflndex

1.3.6.1.2.1.2.2.1.1.
<ifindex>

int32

<A unique value for each interface. Its
value ranges between 1 and the value
of ifNumber. The value for each
interface must remain constant at least
from one re-initialization of the entity's
network management system to the
next re-initialization>

ifindex — nHoekc nHTepdelica,
3HaYeHWe NEXNT B auanasoHe mexay 1
n ifNumber (ifNumber - uncno ceTeBbix
nHTEpdercos).

RFC1213-
MIB

ipAdENntAddr

1.3.6.1.2.1.4.20.1.
1.<ip>

IpAddress

<The IP address to which this entry's
addressing information pertains.>

CobcTBeHHO cam <ip> (coBnagaeT ¢
WHOEKCOM 3HA4YeHus).

IP-MIB

Bel VPN Gate-V 4.1
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Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

HasBaHue
nepemMeHHOM

OoID
(vaeHTudumkaTop
ob6bekTa)

Tun
nepemMeHHOMn

3HavyeHue nepemMeHHOM

MIB

ipAdEntNetMas
k

1.3.6.1.2.1.4.20.1.
3.<ip>

IpAddress

<The subnet mask associated with the
IP address of this entry. The value of
the mask is an IP address with all the
network bits set to 1 and all the hosts
bits set to 0.>

Macka agpeca.

IP-MIB

ipAdEnNtIfindex

1.3.6.1.2.1.4.20.1.
2.<ip>

int32

<The index value which uniquely
identifies the interface to which this
entry is applicable. The interface
identified by a particular value of this
index is the same interface as identified
by the same value of RFC 1573's
ifindex.>

WHpekcom nepemeHHon sisnsetcs IP-
agpec ycTponcrtea. 3HavyeHnem —
nHAeKCc HTepderica (B Tabnuue
ifTable), koTopbI COAEPXUT AAHHBIN
agpec.

Mepuron 0OHOBNEHUSA BCEX NEPEMEHHbIX
aToro pasgena (Cratuctuka no
ceTeBbIM uHTepdencam) — 5 cekyHa,.
lMoaTomy, nocrne n3aMeHeHUs 3HaYeHns
nepemMeHHon B TedeHne 5 cekyHa Ha
KOMMbIOTEPE MOXET Bbl4aBaTbCH
ycTapeBLUuee 3Ha4yeHue.

IP-MIB

CPU (3arpy3ka npoueccopa), Memory - ctraTucTmka

cpmCPUTotal5s
ec

1.3.6.1.4.1.9.9.109
111131

uint32
(1..100)

<The overall CPU busy percentage in
the last 5 second period. This object
obsoletes the busyPer object from the
OLD-CISCO-SYSTEM-MIB. This object
is deprecated by cpmCPUTotal5secRev
which has the changed range of value
(0..100).>

3arpyska npoueccopa 3a nocrnegHve 5
CeKkyHA (B npoueHTax).

CISCO-

PROCESS

-MIB

cpmCPUTotal5s
ecRev

1.3.6.1.4.1.9.9.109
1.1.1.16.1

uint32
(0..100)

<The overall CPU busy percentage in
the last 5 second period. This object
deprecates the object
cpmCPUTotal5sec and increases the
value range to (0..100). This object is
deprecated by
cpmCPUTotalMoninterval>

3arpyska npoueccopa 3a nocnegHve 5
cekyHg. OTnnyaetcs ot
cpmCPUTotal5sec gonyctumbiMu
npeagenamm.

CISCO-

PROCESS

-MIB

Bel VPN Gate-V 4.1
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Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

HasBaHue
nepemMeHHOM

OoID
(vaeHTudumkaTop
ob6bekTa)

Tun
nepemMeHHOMn

3HavyeHue nepemMeHHOM

MIB

cpmCPUTotall
min

1.3.6.1.4.1.9.9.109
111141

uint32
(2..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
obsoletes the avgBusy1 object from the
OLD-CISCO-SYSTEM-MIB. This object
is deprecated by cpomCPUTotallminRev
which has the changed range of value
(0..100).>

3arpyska npoueccopa 3a nocrnegHio
MUHYTY. OTnu4aeTcs oT
cpmCPUTotallminRev gonyctumsivMm
npegenamu.

CISCO-
PROCESS
-MIB

cpmCPUTotall
minRev

1.3.6.1.4.1.9.9.109
111171

uint32
(0..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
deprecates the object
cpmCPUTotallmin and increases the
value range to (0..100).>

3arpyska npoueccopa 3a nocrnegHo
MUHYTY. OTnuyaeTcs ot
cpmCPUTotallmin gonyctrmbiMm
npegenamu.

CISCO-
PROCESS
-MIB

cpmCPUTotal5
min

1.3.6.1.4.1.9.9.109
111151

uint32
(1..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the avgBusy5 object from
the OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotal5minRev which has the
changed range of value (0..100).>

CpegHsas 3arpyska npoweccopa 3a
nocrnegHve 5 MnHyT (B NpoueHTax).

CISCO-
PROCESS
-MIB

cpmCPUTotal5
minRev

1.3.6.1.4.1.9.9.109
1.1.1.181

uint32
(0..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the object
cpmCPUTotal5min and increases the
value range to (0..100).>

3arpyska npoueccopa 3a nocnegHue 5
MuHyT. OTnnyaetcs ot
cpmCPUTotal5min gonyctnmbeimu
npegenamMm.

CISCO-
PROCESS
-MIB

busyPer

1.3.6.1.4.1.9.2.15
6.0

int32
(0..100)

<CPU busy percentage in the last 5
second period. Not the last 5 realtime
seconds but the last 5 second period in
the scheduler.>

3arpyaka npoveccopa 3a nocrnegHve 5
CcekyHa. AHanornyHo
cpmCPUTotal5secRev, 3a
WCKITHOYEHNEM TUMa NepeMeHHON.
MprmeyaHune: gaHHOe NoBedeHNe
otnun4yaetcs ot Cisco I0OS — Tam
yKasaHHble 3Ha4YeHnss MoryT
pasnu4yatbcsi. 3HadeHne, BbidaBaemMoe

OLD-
CISCO-
CPU-MIB
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Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

HasBaHue ollp Tun -
- (vaeHTudumkaTop = 3HavyeHue nepemMeHHOM MIB
nepemMeHHoOM nepemMeHHoOW
obbekTa)

areHTom, 3aBucut ot OC 1 HeMHoro
oTNnMyaeTcs No cMbicny oT ob6omx
3HayeHun Cisco 10S.

ciscoMemoryPo | 1.3.6.1.4.1.9.9.48. | uint32 <Indicates the number of bytes from the | CISCO-

olUsed 11151 memory pool that are currently in use MEMORY-
by applications on the managed POOL-MIB
device.>
PaccmaTpuBaeTcs kak Tabnuua u3s
OLHOro anemeHTa (¢ nHgekcom 1),
KoTopasi 3agaeT obLLee KONNMYeCTBO
ncnonb3yemMon manyeckon NamsTu.

ciscoMemoryPo | 1.3.6.1.4.1.9.9.48. | uint32 <Indicates the number of bytes from the | CISCO-

olFree 1.116.1 memory pool that are currently unused | MEMORY-
on the managed device. POOL-MIB

Note that the sum of
ciscoMemoryPoolUsed and
ciscoMemoryPoolFree is the total
amount of memory in the pool>

O6uee konn4yecTBo ceBoboaHOM
dmanyeckon namaTu.
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Bel VPN Gate-V 4.1. PykoBoacTBO agMuHUcTpaTtopa. MOHMTOPUHT

Tpan-coobLweHus

SNMP-areHT nockinaeT Tpan-coobLeHns o npounsowweamnx cobbituax SNMP-mMeHenxepy.

Hactponka SNMP-areHTa gnsa otnpasneHus Tpanos

Cisco-like koHdurypauus
B cisco-like koHGUrypauum onst oTCbINKK Tpanos 3a4aloTCa KOMaHabl:
snmp-server enable traps — onsa BkntoyeHnsa otcblinku SNMP-Tpanos
snmp-server host — onsa 3agaHus napameTpos nonydvatens SNMP-Tpanos
snmp-server trap-source — 4ns ykasaHusi uHTepderica, ¢ kotoporo noceinatotcs SNMP-Tparnbl.

OTK KOMaHAbl NoApPOo6HO onucaHbl B AokyMeHTe «LLnto3 6esonacHocTn BupTyanbHbii Bel VPN Gate-
V 4.1. Cisco-like komaHgpbl» (Console_command_reference.pdf).

LSP (native) koHcburypaums

B koHdurypaumoHHom cbarine 3agaHume Hactpoek SNMP-areHTa gnsd nocbiikM Tpan -CcoobLueHuin
ocywiectenserca B cTpyktypax SNMPTrapSettings n TrapReceiver. B atux cTpykTypax
yKkasbiBaeTcsi |IP-agpec u nopT, Ha KOTOpbI OTChbinaTcs coobweHns SNMP-meHemxepy,
naeHtTudukatop u IP-agpec otnpasuTens Tpan-coobweHus, sepcus SNMP, B KoTopon cosgatoTcd
Tpan-coobLueHus.

Moapo6bHO 3TK CTPYKTYpPbI ONUCaHbl B AoKyMeHTe «LLnto3 6e3onacHocTn BupTyanbHein Bel VPN Gate-
V 4.1. CosgaHue koHdurypaumnoHHoro danna» (LSP_reference_guide.pdf).

B npuBegeHHon Hke Tabnuue (Tabnuua 2) nepeyvncrneHbl peanns3oBaHHbIe Tparbl U NEPEMEHHbIE,
KoTopble BbicbinatTca SNMP-meHeaxepy, n onvcaHue Tpana.

Tabnuuya 2
SNMPv1
HasBaHue Enterprise and Cnucok 3 -
= i HayeHue nepemMeHHOM MIB
Tpana Specific Type; nepemMeHHbIX
SNMPv2 OID
cikeSysFailure | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
71.2 —agpec local peer | processing for an IPsec Phase-1 IKE IPSEC-
Tunnel experiences an internal or FLOW-
system capacity error.> MONIT
3 cikePeerRemoteAd OR-MIB
dr — agpec remote
peer CuvrHanunsauus o BHyTpeHHel oLwmnbke
1.3.6.1.4.1.9.9.1 U ncyepnaHnun pecypcos npu

O0ba 3HavyeHus —

71.2.0.3 TabnnyHble.

obpabotke IKE.

cikeCertCrlFai | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-

71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a Certificate or a FLOW-
4 Certificate Revoke List (CRL) related MONIT
error.> OR-MIB
Owwubka, cBsizaHHasa ¢ cepTudmkaTamm
1.3.6.1.4.1.9.9.1 unu CRL.
71.2.0.4
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SNMPv1
HasBaHue Enterprise and Cnucok 3HaueHMe NePeMEHHOM MIB
Tpana Specific Type; nepeMeHHbIX
SNMPv2 OID
cikeProtocolF | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a protocol related FLOW-
error.> MONIT
5 Owubka, cesizaHHas ¢ obpaboTkomn OR-MIB
npotokona IKE:
1.3.6.1.4.1.9.9.1 Authentication error (B cutyauusix, He
71.2.0.5 nonagatowmx nog cikeCertCrlFailure)
cikeNoSa 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
71.2 cikePeerRemoteAd processing for an IPsec Phase-1 IKE IPSEC-
6 dr Tunnel experiences a non-existent FLOW-
security association error.> MONIT
%.13.26.0164.1.9.9.1 Mpuxos IKE-NakeTos Ha OR-MIB
B HecywecTBytowmi SA (Invalid cookie).
cipSecSetUpF | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 . setup for an IPsec Phase-2 Tunnel IPSEC-
cikePeerRemoteAd fail FLOW-
10 dr als.>
13.6.1.4.1.991 Mo TemM nnu nHbIM npnuynHam He gg-l?\I/II-II-B
7'1 2 0 10 D yganoce co3gatb IPsec SA (npu
B cyuwectytowem IKE SA).
[MpumeyaHwue: 3TOT Tpan oTcbinaeTcd
TOSbKO NPV NOSIBNEHNM OWNBKM BO
Bpems nposeneHuns IKE-ceccun n tem
napTHeEpOM, Ha KOTOPOM Cry4unach
owmnbka. Ecnu cosgaHne coegnHeHns
npekpaLyeHo no ApyruMm npuymHam —
OCTaHOBKa cepBuca, nepesarpyska LSP,
delete payload, nony4eHue
HOTMdMKaLUK O TOM, YTO NapTHep Mno
CBOEV MHMUMaTBE NpekpaTun
co3faHue coeanHeHus, timeout u gp., 170
nokarnbHOe YCTPOWCTBO Tpan He
oTcbinaet. B aTom coctont oTnnyune
Hawero areHTa oT 10S, rge Tpanbl
oTcbinarTcs ¢ 0bomx napTHEPOB Npu
nobor HeycneLHon ceccunm no
co3gaHuto IPsec coegmnHenus.
cipSecTunnel | 1.3.6.1.4.1.9.9.1 | cipSecTunLifeTime | <This notification is generated when an CISCO-
Start 71.2 . . IPsec Phase-2 Tunnel becomes active.> | IPSEC-
cipSecTunLifeSize FLOW-
7 3710 Tpan-coobLleHne NosBNAETCA npu
1.3.6.1.4.1.9.9.1 Iﬁgfew:::le yeneiurom cosparim [Psec SA. MS.TA'TB
71.2.0.7
cipSecTunnel | 1.3.6.1.4.1.9.9.1 | cipSecTunActiveTi | <This notification is generated when an | CISCO-
Stop 71.2 me IPsec Phase-2 Tunnel becomes IPSEC-
8 TabnuuHoe inactive.> FLOW-
3Ha4yeHve MONIT
1.3.6.1.4.1.9.9.1 OR-MIB
71.2.0.8
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SNMPv1
HasBaHue Enterprise and Cnucok 3HaYEHMe NeDeMEHHOI MIB
Tpana Specific Type; nepeMeHHbIX P
SNMPv2 OID
3710 Tpan-coobLleHne NosiBNAeTcs
nocne yganeHus IPsec SA (no pasHbim
npuynHam).
cipsTooMany | 1.3.6.1.4.1.9.10. | cipsMaxSAs — <This trap is generated when a new SA | CISCO-
SAs 62.2 MakcumMmarnbHoe is attempted to be setup while the CONFI
KonuyecTtBo IPsec number of currently active SAs equals G-MAN-
SAs. Ecniv He the maximum configurable. The MIB
7 cywiecTtsyeT variables are: cipsMaxSAs>
npeaena — 0. OTkas oT co3gaHua SA no npuyrHe
[OCTUrHYTOrO MakcMmarbHOro
é.23.2661.74.1.9.10. Konuyectsa SA, ykasaHHOro B
e nuvueHsnn. B nepemeHHoN
NponUcbIBaeTCsl MakcumarnbHoe
KonmyecTtBo SA 13 NULEeH3nn.
ciscoConfigM | 1.3.6.1.4.1.9.9.4 | ccmHistoryEventCo | <Notification of a configuration CISCO-
anEvent 3.2 mmandSource = { management event as recorded in CONFI
commandLine(l), ccmHistoryEventTable.> G-MAN-
. snmp(2) } Boerga MIB
ccmHistoryEventCo | ccmHistoryEventCommandSource=1
nfigSource = { .
Heckonbko BapnaHTOB:
136141994 | °raseld)
"""" commandSource(2) Mpw BbI3OBE ISp_mgr show:
3.2.0.1 :
, running(3), HistorvEventConfias -
startup(4), local(5), ccmHistoryEventConfigSource=
networkTftp(6), ccmHistoryEventConfigDestinatio
networkRcp(7) } n=2
[MpumeyaHue: aHanorM4Ho
ccmHistoryEventCo peakumm Cisco Ha komaHay show
nfigDestination = { run
erase(1), Mpw ycnewHon 3arpy3ske LSP:
commandSource(2) . ' _
, running(3), ccmHistoryEventConfigSource=2
startup(4), local(5), ccmHistoryEventConfigDestinatio
networkTftp(6), n=3
networkRcp(7
P(7)} [MpumeyaHue: aHanormM4Ho
peakuun Cisco Ha KoMaHgy
TaBRnuHbLIe configure terminal
3HaveHus. NHaekc [Ons craptoBon 3arpyakm LSP
— uenoe 4ncno, Hago 3agaTb
Ha4rHarouleecs ¢ ccmHistoryEventConfigSource =
eoMHULbI. 4
WHkpemeHTUpyeTca
NpU KaxK0i Mpu oTrpy3ke LSP (no pasHbim
nocblnke Tpana npu4MHam):
AaHHOoro Tmna. ccmHistoryEventConfigSource=1
ccmHistoryEventConfigDestinatio
n=3.
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