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Co3gaHue KoHUrypaumoHHoro anna

Co3sgaHune nokanbHon nonutukm 6esonacHoctn ang Bel VPN Gate-V BO3MOXHO OCyLLeCTBUTL NyTEM
HanucaHus KoHdurypaumoHHoro danna (B TEeKCTOBOM dpopMaTe) Ans Kaxgoro YCTpOMWCTBa.
CTpyKTypbl KOHMrypaumMoHHOro darna npegocTaBnsaoT Oonee LIMPOKME BO3MOXHOCTU ANs
co3gaHust rmbkov nonuTukn 6e3onacHOCTU, YeM BO3MOXHOCTM KOMaHAHOW CTPOKU WM rpadouyeckoro
UHTepdenca ynpasreHus.

CosgaHHyo NonNUTUKY B BUAE KOHDUIypauMoHHOro hanna HyXHO 3arpy3ntb koMaHgown Isp_mgr load.

Mocne 3arpy3ku kKoHUrypaumoHHoro arna, cisco-like koHpurypaumnst He UsMeHuTCS.
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Onucanue rpammatuku LSP

Onwucanune LSP npeactaBnsaeT cobon nocnenoBaTenbHOE ONucaHne CTPYKTYp AaHHbIX,
onpegensemblx TUNOM, UMEHEM, CIIMCKOM napaMeTpoB (nonemn) n nx aHavyeHnn. CUHTaKCcuC s3blka
onpeaensieT chopmat onMcaHus CTPYKTYp AaHHbIX, 6a30Bble TWMbl 3HAYEHWI MONen CTPYKTYP.
CuHTaKCcHYecKkme KOHCTPYKLMM NO3BOMSIOT OMUCLIBaTb MepapXudeckne CTPYKTYpbl AaHHbIX, YNCIO
YPOBHEN KOTOPbIX HE OrpaHNYeHo.

dopmanbHoe onucaHue cuHTakeuca LSP-asbika B Buae bBH® (bakyca—Haypa dopma) npusegeHo
Hwke. B BH® onucaHumn Ha3aBaHUsi HETEPMUHANbHBIX CUMBOJSOB 3aKIOYEHbI B YIT10Bble CKOOKU,
MMeHa TepMUHanoB HanucaHbl 6onbnMm GykBamu. Kpome Toro, NpocTble TepMUHanbl, KntoyYeBble
cnosa W pasgenuTtenu, sanucaHbl B 0OgMHapHbIX kaBblvkax. B BH®-onucaHnm ncnonbaytotca
cnepytowme Tepmunansl: WOEHT, CTPOKA, DOTDOT, LUENOE32, OATA, BPEMA, IP.

<cfg_data>::= <top_level _form> | <cfg_data> <top_level form>
<top_level form>::= <object_def> | <constant>
<constant>:;= “const’ <key_value>
<object_def>::= UOEHT NOEHT (" <key_value_or_template_list> *)°
| MOEHT “( <key_value_or_template_list> )"
<key_value_list>::= <key value> | <key_value> <key_value_list>
<key value_or_template_list>::= <key value_or_template_list>

|<key value_or_template> <key value or_template list>
<key value_or_template>::= key value | template

<key value>::= <l value> =" <r_value_list>
<r_value_list>::= <r_value> | <r_value_list>",” <r_value>
<r_value>::= UOEHT | MOEHT "< *>°
| MOAEHT "< <key value_or_template_list> ">"
| UAEHT [ <r_value_list> T
| *C <r_value_list>")" | *C )
| [ <r_value_list>"1 | [T
| MOEHT (" <key_value_or_template_list> ")
| CTPOKA
| LEJTOE32 | UENOE32 ".." LIEJTOE32
| LENTOE32 */* LIENTOE32 */° LIEJTOE32

| - LENOE32

[IP[IP . IP|IP "/ LIENOE32
| DATA

| BPEMSA

<l|_value>:= WOEHT | MOEHT ™*
<template>::= "+ UOEHT

TepMMHaﬂbele CUMBOJIbI

TepmuHanbHbii cumBon U [ E HObosHavaeT ngeHTudmkarop. MoeHtugpukatop coctomT us
naTuHckmx OykB, undp, cumeonoB ', ', '$' 1 - . OH JOMMKEH HauMHATBCS C NTAaTUHCKOW OyKBbI UIK
cvMBona ’_’. 3anpeLleHo UCMnornb3oBaHe NOEeHTU(UKATOPOB, COBMaAaloLWMX C KIHOYEBLIM CIOBOM
cons t. B kauecTBe Tvna CTPYKTYypbl 3anpeLyaeTcs ykasbliBaTb naeHTudgukatop NULL.
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Npmepbl NOEHTUDUKATOPOB:

Moscow- 16

_WWwW
IKECFGRequestAddress
IKERule

TepmuHanbHbin cumeon C T P O Ke#yxuT ans 0603HayYeHnss CTPOKN, COCTOSILLEN U3 NTHOBbIX

CMMBOJI0B, 3aKIMYEHHbIX B ABOMHbIE KaBblyku (..") . ECnun BHyTpM CTpoKM HEOBX0AMM CUMBOI
OBOVHOM KaBbIYKK, TO €ro crieqyeT AONOoMHUTL cneea cumeornom '\’ . [1ns ucnonb3oBaHus cumMmBona
'\’ (back-slash)B cTpoke, ero Hy>kHO cTaBuTb ABa pasa nogpsg (\ \ ° — gBonHon back-slash).
Honyctumo ykasbiBaTb 1 oauH back-slash, T.k. npy nepekogvpoBaHn BOCCTaHaBNUBaETCA ABOVHON
back-slash.

Mpumepbl 3anaHua 3HavyeHun Tnna CTPOKA:
Title = "Moon Gate LSP"
IntegrityAlg = "MD5 - H96- KPDK"
X509SubjectDN *= "C=RU,0=0rgName,OU=qga0,CN=snickers0"

TepmuHanbHbii cumBon L E /1 O E Sp@acTtasnset 32-6utHoe uenoe vncno 6e3 3Haka. Yucno
MOXET ObITb 3anNncaHo B AECATUYHOWN UMW LLECTHAALATEPUYHON CUCTEME cUMcneHns. Bo BTopom
cnyyae OHO AOMKHO HaunHaTbcsa uudpor 1 3akaHumBaTtbesa Gykson 'h’ unu 'H’. B
LeCTHaauaTEPUYHOM M OECATUYHOM NPeaCcTaBeHnn 3anmch Yncrna He MoxeT ObITb gnnHHee 10
CUMBOJI0B, BKMto4yas Gykay 'h'.

[Npumepbl 3agaHNSa YMCNOBLIX 3HAYEHUN NapaMeTPOB:

RetryTimeBase =4
BlacklogSessionsMax =16
LifetimeKilobytes =0 abcdh

TepmuHanbHbI cumBon IP o6o3HayaeT ceTeBon agpec YeTBepTon Bepcun IP-npotokona. IP-agpec
COCTOMT M3 YETBLIPEX YNCEN, pa3derneHHbIX TOUYKaMu, Fae Kaxaoe U3 Yicen npuHagnexuT ananasoHy
ot 0 go 255.

[Npumep 3apgaHua IP-agpeca:
PeerlPAddress =192.168.2.1

TepmuHanbHbin cumBon L AT A

Tun [, A T ApencraBnsercs Tpemsi LenbiMy Yncrnamm 6e3 3Haka, pasgeneHHbIMU cMMBOSIoM '/ ' —
yucno/mecsau/roq.

Mpumepbl 3agaHna fatbl:
StartOfValidity = 24/03/2004
EndOfValidity = 3/6/2004

TepmuHaneHbin cumBon B P E M A
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Tun B P E MgbeacraBnaerca AByMS YMcnamu, pasaeneHHbiM1M CUMBOOM *: °. Bpems
npeacrasngeTcd B 24-yacoBoMm dpopmaTe.

MpuMepbl 3a4aHNa BpEMEHMU:
23: 59 # BJL &Jdzzlsr f ts5dzdzts y!
1:1 # yofm desyd d tHAEZO B dkzlsO
09:2 # 2 dddzlsr HiMWissets kIO
01 : 02 # 2 dddzls'™ obtstetset dasyd

TepmuHanbHbIi cumBon DOTDOT obo3HavaeT aBe Touku nogpsa, 6e3 pasgenutenen "..".
VcnonbayeTcs Ans ykasaHus guanasoHa 3HaveHun.

KommeHTapuu

KOMMGHTapMM MOryT pasMellaTbCd B nobom MecTe TekcTa Mexay apyrmmm TepmMuHanamm m
ABNAKOTCA pasgenutenamMmun, skBMBaneHTHbIMM CUMBOJ1aM np06ena. BnoxeHus KOMMEeHTapueB
OAHOro TUna He gonycKarTCcA. I'Iop.p.epmMBa}omﬂ cnegywuine aea Bmga KOMMeEHTapueB:

BnoyHbin. HaunHaeTtcs ¢ cumBonos "(* " 1 3akaHunBaeTcs cumBonamu "*) " unum HauymHaeTcs
cumBonom {’ 1 3akaH4YMBaeTCs CUMBOIIOM '} .

CtpokoBbI. HaunHaeTcs ¢ cumBona '#’, 3akaHuMBaeTCsl CUMBOSIOM nepesoa kapeTkun <LF>.

nDI/IMeDbI 3adaHnd KOMMEHTapUEB.
20..30 # 1 dOf OLtsdz Yo j dz 20
Action *= (tunnel_IPsec_des_md5_action) (* BlzH jusf d @z j)

Paspenutenu

B kauecTtBe pasgenutenen B LSP-A3bike MOryT ObiTb MCNOSIb30BaHbI CriegyoLlme cCMMBOsbL: npoben,
Tabynauus, <LF> n <CR>. [lepexoqomM Ha HOBYKO CTPOKY cuntaeTcst cumBon <LF>.

Paspenutenu HeobxoamMmbl TONbKO AN OTAeneHus TepMmHanoBrR [ 1 v, A IRt 3 2,
KMOYeBOro crioBa const Apyr ot gpyra.

3HayeHuUs noneun CTPYKTyp

3HaueHust nonen cTpyktyp (r _value ) moryT 6bITb NpocToro (6a3oBoro) Tuna, Hanpumep, Lenoe
4MCNO, TEKCTOBASA CTPOKA, AMANa3oH LIEMbIX YACES, ONUCAHUEM WIN CCbINKON Ha onucaHue oobekTa,
CMUCKOM JtOBbIX NEPEYUCTIEHHBIX 3HAYEHWUIA UIN NMYCTLIM CTMIMCKOM.

EcTb ele ogvH BO3MOXHbIN TUN 3HadeHnsa — i to ts y j H Bpof@nypa onpegenserca nmeHem u
HabopOM MMEHOBAHHbIX NAPaMETPOB CO 3HAYEHUSIMM, 3aKIMOYEHHBIMW B YINOBbIE CKOOKM UK
WMEHEM U CMUCKOM HEMMEHOBAHHbIX NapamMeTpoB, 3aKMOYEHHbIX B KBagpaTHbIE CKOOKN.

[ns onncaHusa cnmckos MOryT UCNONb30BaTbCA Kpyrible Unn KBagpaTtHble CKOOKMN.

Mpumepsbl 3HayeHun (r_value):

20..30 # NuanasoH yncen 20-30.
0.0.0.0..255.255.255.255 # OnanasoH IP agpecos.

4.3.2. 0/24 # nopceTb ¢ 4.3.2.0 ¢ mackon 255.255.255.0.
"abed" # TekcToBas cTpoka.

structure  _ref # Ccblinka Ha cTpykTypy "structure_ref".

[ a,blll k,I,mM , a, ], 4 ,#BnokgHHble CNNCKMN U3 CCbINIOK HA CTPYKTYPbI
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#(a, b, k, I, m, x,y, c) numcen (4, 6) .
0 # lMycTon cnucox.
toesfM<an=10 E=24> # MNpouenypa "proc” c napameTpamm X uy.
Filter(SourcePort = 500) # O6bexkT Filter co 3Ha4eHnem nong "SourcePort"

# paBHbim 500.

OnpeneneHune o0bLEKTa

OnpegeneHune obbekTa (object _def ) coctout 13 Tnna obwekTa, MMeHM obbekTa u cnmncka noren
CO 3Ha4eHuaMu. MpeaBapUTENbLHOrO ONMCAHUSA TUMOB BHYTPU si3blka He CYLLECTBYET, OnMcaHue
ak3emnnsipa oobekTa U ecTb onpegenexHve Tuna. Hanuune HeobxogumbIX Nonen n cooTBeTCTBME
3Ha4YeHU TNy obbekTa onpeaensieTcsl Ha aTane ceMaHTM4eckoro pasbopa.

B npuBegeHHOM HWXe npumepe onncaH oobekT Tuna "Filter" ¢ umeHem "hostA", KOTOpbIN coaepXnuT
ogHo none ¢ umeHem "DestinationIP" co 3HavyeHnem npoctoro Tuna (IPv4-agpec) pasHbiM 23.4.5.6.

Mpumep:
Filter hostA (DestinationlP = 23.4.5.6)

Uma nons

Wwms nong (I _value ) aBnsetcs ngeHTMdukaTtopom. 3Ha4yeHNeM nons MoXeT BbITb e4MHCTBEHHOE
3HaYeHWe MIn CNUCOK 3HAYEHUI.

Mpumep:
fieldl =1,2,34
field 2=1
field 3=1

B onucaHum ogHoro o6bekTa He MOXET ObITb ABYX NOMEN C OANHAKOBLIMU MMEHAMMW, HO €CNU
3HaYeHNeM Mons SBNSETCS CMUCOK, AOMYCKaeTCs anbTepHaTUBHbIA cnocob 3aaaHus cnmcka —
NMOBTOPEHNE MMEHW MOJIsi HECKOMNbKO pas.

Mpumep:
field *=1
field *=2
field *=3,4

YTO SKBMBAIEHTHO
field =1,2,3,4

[nsa Toro ytobbl OTANYNTL NepeonpeaeneHme Nons oT CNucka, ucnone3yeTcs cumeon ™' nocne
naeHtTudukatopa. To ecTb Npy HanNn4YuM ™', NOBTOpHOE onucaHune nons OyaeT MHTEPNPETUPOBaHO
Kak JobaBneHne anemMeHToB B CMUCOK.

OT0 e npaBuno gencTeyeT Npu 4obaBneHMn 3Ha4eHu 13 WwabroHa.

CneymnanbHble KOHCTPYKUUU

[N ynpolleHns onMcaHns NOBTOPSIIOLLUXCSA MapaMeTpoB NpeayCcMOTPeHa BO3MOXKHOCTb
MCMob30BaHUS UMEHOBaHHbIX KOHCTaHT U LWABMoHOB.

B oTnuumne oT Apyrnx KOHCTPYKLMIA s3blka, KOTOPbIE NOABEPratloTCs CEMaHTUYECKOMY aHanumay,
KOHCTaHTbI U WAabMNoHbI NONHOCTBLIO 00pabaThbiBalOTCs Ha 3Tane CMHTaAKCUYeckoro pasdopa.
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OnucaHne Kaxxaon KOHCTaHTbl HA4YMHAaEeTCs C KNKYeBOro crioBa const |, 3a KOTOPbIM criegyeT nMa
KOHCTaHTbl 1 €e 3Ha4YeHune (I/IJ'II/I CMNCOK 3Ha'-IeHI/II7I). 3Ha4YeHNEM KOHCTaHTbl MOXET SABNATbCS nobas
KOHCTPYKUUA, KOTOpaA MOXeT ObITb 3Ha4YeHMEeM Mons CTPYKTYpPbI. Vicnonb3oBaHWe KOHCTaHThI
3aKr4aeTcAd B NoACTaHOBKE €€ UMEHU BMECTO 3Ha4YeHuA Nnond CTPYKTYypbl.

Mpumep:
const ¢ = 10
const structure = Filte r(SourcelP =1.1.1.1)

const c1=1.23

const c2=456

Onwucanune obbekToB 01 1 02

Filtero 1 ( DestinationPort* = c1,c2)
Filter 02 ( DestinationPort *= A)
9KBUBANEHTHO HMXKecneayoLeMy OnucaHmio:
Filter o 1 ( DestinationPort* = 1,2,3,4,5,6)
Filter 02 ( DestinationPort* = 10 )

LLlabnoH (template ) ABNsi€TCS KOHCTAHTOMW, €4MHCTBEHHOE 3HAYEHME KOTOPON ABNSETCS
CTPYKTYPOM TOro TMna, K KOTOpPon 3TOT WwabnoH 6yaeT npumeHeH. [ns ncnonb3oBaHus WwabnoHa,
BHYTPWU OMMUCaHUSI CTPYKTYpPbl HEOOXOAMMO HanMcaTb CUMBOM '+’ 1 UMSI KOHCTaHTbI 3@ HAM.
MoacTtaHoBka WabnoHa 3akn4aeTcsl B KONMPOBaHMM BCEX NMONEN U3 CTPYKTYPbl, KOTOpas ABNseTcs
3HaYEHNEM KOHCTaHTbI, B CTPYKTYPY, B KOTOPYIO LWAbnoH nogctaBnseTca.

Ecnu B cTpyKTYype, Kyaa NofcTaBnseTcs LWabnoH, NpucyTCTBYET Norne, onucaHHoe B LwabrnoHe, To
BO3MO>XHbI CriefytoLLme BapuaHThl:

1 B wWabnoHe n B CTPYKType None UMeeT NpuU3Hak Cnucka — *, Toraa 3HavyeHus 00beguHaTCs B
€OUHbIVA CNUCOK, NPUYEM NOPSAOK COCTABIEHMS CMUCKOB COOTBETCTBYET NOPSOKY
nepeyncrneHns nonen n WwabnoHoB B CTPYKTYpe

1 ecnu npusHak cnucka B 0O4HOM M3 ONUCaAHUI OTCYTCTBYeET, TO ByaeT owmnbka pasbopa.

Mpumep:
OnucaHune wabnoHa:

const icmp = Filter (ProtocollD *=1)
Mpumep ncnonb3oBaHus:
Filter h_pl (+ icmp DestinationlP =23.4.45)
Filter icmp_and_tcp ( +icmp ProtocollD* = 6)
OKBMBaNEHTHbIE OMUCaHWS:
Filter h_pl ( ProtocollD = 1 DestinationIP = 23.4.4.5)
Filter ping_and_tcp ( ProtocollD = 1,6)
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CTpykTypa KOH(pUrypaumm

Hwxe B Tabnuue npencrtaBlieH COCTaB CTPYKTYP AaHHbIX C YKa3aHMeM Ux nonewn.

VcnonbaytoTcs criegyrolimne 0603HauYeHus:

1 nuHuA HanpoTMB NoNA CTPYKTYpPbl YKa3biBaeT Ha OnncaHne CTPyKTypbl, I/ICI'IOJ'IbSyeMOIZ B
Ka4yeCTBe 3Ha4YeHns,

1 *>’ obo3HayaeT, YTO NONe COOQEPXKMUT CMNCOK NCMNOMb3YEMbIX CTPYKTYP;

1 “*>’ 0obo3Ha4aeT, YTO NOsie COLEPXKUT CMUCOK CMUCKOB UCMOSb3YEMbIX CTPYKTYP;

1 >KMPHbIM LWPUGTOM BblAENEHb! 06si3aTerNbHbIE NOMS CTPYKTYPbI.

[ns ynpoLueHust npocTble TUnbl (Y1crno, cTpoka, |IP-agpec v T7.4.) onyLeHb.

GlobalParameters

Title

Version

Type

PreservelPsecSA
AllowNestedIPsec
CRLHandlingMode
FirewallLogPacketsThreshold
FirewallLogTimeTHreshold
FirewallLogStatesMax

RoutingTable
Routes

FirewallParameters

TCPEstablishedTimeout
TCPFinTimeout
TCPSynSentTimeout
TCPSynRcvdTimeout
TCPClosedTimeout
TCPHalfOpenMax
TCPHalfOpenLow
TCPSessionRateMax
TCPSessionRatelLow
TCPSessionsMax
TCPStrictnessLevel

IKEParameters
DefaultPort
SendRetries
RetryTimeBase
RetryTimeMax
SessionTimeMax
InitiatorSessionsMax
ResponderSessionsMax
BlacklogSessionsMax
BlacklogSessionsMin
BlacklogSilentSessions
BlacklogRelaxTime
SALifetimeDelta
FragmentSize
LocalPort
NATTLocalPort

SNMPTrapSettings
Receivers

*> Route
Destination
Gateway
NetworklInterface

LDAPSettings
Server
Port
SearchBase
ConnectTimeout
ResponseTimeout
HoldConnectTimeout
DropConnectTimeout

SNMPPollSettings
LocallPAddress
Port
ReadCommunity
SysLocation
SysContact

*> TrapReceiver
IPAddress
Port
Community
Version
LocallPAddress

AAASettings
RadiusServer
Secret
NonlInteractivePassword
NoProxyARP
ResponseTimeout
Retries

Bel VPN Gate-V 4.1
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NetworkInterface
LogicalName

InputFilter-----------=------- +
OutputFilter----------------- +
InputClassification-------- +
OutputClassification-----+
IPsecPolicy +

S,
FilterChain < +

TunnelEntry <*

PeerlPAddress
LocallPAddress
DFHandling
ReRoute
Assemble

{AH|ESP}Proposal <**

Transform--+

+
|
\%
ESPTransform

LifetimeSeconds
LifetimeKilobytes
IntegrityAlg
CipherAlg

AuthMethod{DSS|RSA|GOST}Sign <*
LocallD-----+
RemotelD--+---> IdentityEntry
DoNotMapLocallDToCert
DoNotMapRemotelDToCert

SendCertMode
SendRequestMode
LocalCredential------------------- +
RemoteCredential------------- *o+
AcceptCredentialFrom------- *+
CertDescription < +-*

FingerprintMD5
FingerprintSHA1
SerialNumber
Issuer

Subject
Alternativelssuer
AlternativeSubject

FilterChain
Filters *>

AddressPool <*---------mn---- +----

IPsecAction <*
InputFilter
OutputFilter
NoPathMTUDiscovery
MTU
TunnelingParameters
ShuffleTunnelEntries
NoSmoothRekeying
GroupID
CryptoContextsPerlPSecSA
ReverseRoute
IKERule

ContainedProposals +->

AHTransform
LifetimeSeconds
LifetimeKilobytes
IntegrityAlg

AddressPool <*
IPAddresses
NoProxyARP
DNSServers — 4--------m-m-mememee-
DNSSuffixes  +-------m--m--mmmmme-

_______________________ +
I
*

\%
AuthMethodPreshared
SharedIKESecret

LocallD
RemotelD
I
V
IdentityEntry
DistinguishedName
IPv4Address
KeyID
EMail
FQDN

IKERule

Filter
ProtocollD
SourcelP
DestinationIP
SourcePort
DestinationPort
Action
ExtendedAction
Log
LogEventID
Label
PacketType
Schedule
I
\Y
Schedule
Periods-------- *>Period
Start
End
Action
IKEPeer|PFilter
IKELocallPFilter
DoNotUseDPD
DPDldleDuration
DPDResponseDuration
DPDRetries
IKECFGPool
IKECFGBIndToPeerAddress
AggrModePriority
MainModeAuthMethod
AggrModeAuthMethod
Priority
XAuthServerEnabled
AAAUserName
Transform

*

\Y

IKETransform
LifetimeSeconds
LifetimeKilobytes
LifetimeSessions
NoSmoothRekeying
RestrictAuthenticationTo
CipherAlg
HashAlg
GroupID
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3aronoBokK koHdurypauuu. CTpykTypa
GlobalParameters

3aronoBoK KOH(Urypauum npeacraenset coboi CTPYKTypY, ONMChIBaOLLYyo o6Lwue napameTpbl Ans
BCeW NonUTUKN. B KoHMrypaumm fomkHa GbiTe TOMbKO 0fHa CTPYKTYpa AaHHoro Tuna. Mims aToii
CTPYKTYpe He npucBavBaeTcs.

Umsa ct bl GlobalParameters
ATpubyTHI Title

Version

Type

CRLHandlingMode
AllowNestedIPsec
FirewallLogPacketsThreshold
FirewallLogTimeThreshold
FirewallLogStatesMax

PreservelPsecSA

Atpubyr Title

ATpunoyT Title npeaHasHaveH ANs KpaTKOro onnucaHuns KoHdpurypaumm (Mms KoHdurypaumm).
CuHTakcuc Title = CTPOKA

3HaueHue CTpOKa NPOU3BOILHOIO CoAepKaHusl

3HayeHune No ymonYaHu  MycTasi CTpoka

AtpubyT Version

ATpunOyT Version onpeaensietT Bepcuio cneumdukanmm KoHdurypawmu.
CuHTakcue Version = CTPOKA

3HaveHue cTpoka Buaa [0-9].[0-9]

3HayeHue no YMONIYaHUK  NMyCTaA CTPOKa.

ATpunoyt Type

ATpubyT Type cneundmumnpyeT TUN KOHPUIypaLmMmn, KOTOPbIN ONpeaensaeT AeNCTBUS LUNo3a
©e3onacHOCTV Npu ee akTMBU3aLUN.

CuHTaKeue Type = PERMANENT | TEMPORARY

3HayeHus PERMANENT — nocne ycnewHon akTMBu3aumnm KoHpurypauum oHa
coxpaHsietcsa B 6ase Npoaykra, ecnu oHa Gbina akTMBM3MpOBaHa 13
davina. MNpu cnegyowem 3anycke lNpogykra koHdwurypauusa yaet
aBTOMaTUYECKM aKTMBM3MPOBaHa 13 6asbl MpogykTa.
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TEMPORARY — nocne ycneLlHon akTuBmnsaLmm, KoHurypaums He
coxpaHsieTcsa B 6ase [Npoaykra u ncnonb3yeTcs TOMbKO B TEKYLLLEM CceaHce
paboTbl MNpoaykTa.

3HayeHue no ymonyatmwo PERMANENT.

Atpunoyt CRLHandlingMode

Atpnbyt CRLHandlingMode onpegenseT pexum o6paboTku cnmvcka 0TO3BaHHbIX CEPTUIUKATOB

(CRL).
CuHTakcuc CRLHandlingMode = DISABLE | OPTIONAL | BEST_EFFORT | ENABLE
3HayeHus DISABLE — npu npoBepke ceptudumkata CRL He obpabaTtbiBaeTcs

OPTIONAL — npu npoBepke cepTudmkata CRL ncnonbsyeTcs Tonbko B
cnyyae, ecnv oH Obin NnpegycTaHoBneH B 6a3y MNMpoaykra unu nony4eH (1
obpaboTaH) B npouecce IKE obmeHa n siBnsieTcs 4eNCTBYOLLMM

BEST_EFFORT — npu nposepke ceptudumkata CRL ucnonb3syeTcs TONbKO
B TOM Cry4yae, ecrnv OH SiBNsAeTCa AEeNCTBYIOLWMM, eCrnn 3TO He Tak, To CRL
MOXeT ObITb MONy4eH nocpencTsom npotokona LDAP (wnto3
©esonacHocTu cmoTpuT agpec LDAP-cepBepa cHavyana B none CDP
cepTudmkata, a 3atem uweT cTpykTypy LDAPSettings). Ecnn CRL
nony41Tb He yaanocb — cepTudukaT npuHNMaeTcs.

ENABLE — npu npoBepke ceptudukarta obssateneH gencreytowmnin CRL,
ecnu 3T1o He TakK, To CRL MOXeT ObITb NONy4YeH NocpeacTBOM NpoTokona
LDAP. Ecnn CRL nonyuynTb He yaanocb — cepTudumkaTt He NpuHnUMaeTcs.

3Hayenue no ymonyaumww ENABLE.

Atpubyt AllowNestedIPsec

ATpnbyT AllowNestedIPsec no3sonseT ycTaHOBUTbL AONOMHUTENBHYH unbTpaumio ans IPsec

Tpaduka.
CuHTakcuc AllowNestedIPsec = TRUE | FALSE
3HayeHus TRUE — ecnu BxoasLwwmi nnm ncxogsawmn naket nognagaet nog |Psec-

npaeuno, Ans naketa NPUMEHSIETCS PEKYPCUBHBIN PeXMM Noucka npaeun
(HVXe nosicHAeTCS, Kak 3TO ckasblBaeTCcsa Ha 06paboTke BXOAALLErO U
ncxogsuiero Tpaduka).

Ecnn AllowNestedIPsec nmeet 3HadyeHne TRUE, To ncxogsawmm
nakeT Nocne MHKancynsauMmn nogBepraeTcs NOBTOPHOMY MOUCKY
npaBun IPsec, noka pesynbTaT nomcka He 6yaeT npocTbiM — PASS
unn DROP.

[Onsa sxogsawmx naketoB AllowNestedIPsec BkntovaeT
CUMMETPUYHLIE NPOBEPKU:

Mepen oekancynsuuen npovcxogut IPsec-counstpaums. Ecnv
HangeHo npaBuro unbTpauuu, K KOTOPOMY He MpuBA3aH
nocnegHvin NPUMEHEHHbIN K NakeTy SA, NakeT YHNYTOXaeTCs.

Ecnn obpabatbiBaeTca nokanbHbii  [Psec-naketr, TO OH
Jekancynupyetcs 1 nponcxogut IPsec-counbTpaums.

FALSE — BKnoYaeT ynpoLLeHHyo cxemy obpaboTkm NakeToB, KOTopas He
npegycmaTpuBaeT NOBTOPHOIO Novcka NpaBuvn 1 NnoTeHumansHo paboTaeT
ObIcTpee.

3HayeHue no ymonyaumww FALSE
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Atpunoyr FirewallLogPacketsThreshold

ATtpnbyt FirewallLogPacketsThreshold onpeaensieT konnyecTBo NakeToB, NPOLLEALLNX Yepes
coefuHeHne, Npu JOCTUXEHUN KOTOPOro (POPCUPYETCS BbIBOA CTATUCTUKU MO COEAMHEHUIO B (hain
nora. ins cbopa cTaTMCTUKN NO COegUHEHNI0 HeobXoaMMOo, YTOObI 3Ha4YeHne apTpubyTa
FirewallLogStatesMax He 6birno pasHo 0.

CuHTakcuc FirewallLogPacketsThreshold = LIENOE32
3HayveHus Llenoe uncno ns gnanasoHa 1..2147483647

3HayeHue no yMon4yaHuro Ecnu 3HayeHne He 3agaHO, MeXaHU3Mm npepbiBaHUA 060pa CTaTUCTUKKN NpU
npeBbllUEHNN 3ajaHHOIo KOJIn4eCTBa NakeToB BbIKIMHOYEH. T.e.
TEeopeTn4eCKn BO3MOXHa CUTyauuad, Korga CHeTyuK ana noacyeta nakeTon
6y,1:|,eT npesBblllEeH U HakonfieHne Ha4yHeTCcA CHoBa.

MpumeyvaHue BbiBOA HaKONNEHHOW CTaTUCTMKKN B (bain nora MoXeT NPON30NTU paHbLLe
yKa3aHHOro 3Ha4YeHusl, ecriv UICTEK HTepBarn BpeMeHu ansa cbopa
CTaTUCTWKW, 3adaHHbIN aTpubyTom FirewallLogTimeThreshold. Mocne
3TOro HaKoMnneHMe CTaTUCTMKN NO COEAMHEHUIO HA4YHETCS 3aHOBO.

AtpubyT FirewallLogTimeThreshold

ATpubyT FirewallLogTimeThreshold onpegensieT Bpemsa HakonneHnst CTaTUCTUKM NO TeKyLLeMy
coegunHeHuno. Mpn OCTUXKEHUN YCTAHOBMNEHHOMO 3HAYEHMS MPOUCXOAMT BbIBO, HAKOMMEHHOM
cTtatucTukm B dhamn nora. [Anga cbopa CTaTtuCcTMkL No COeAUHEHMIO HEODXOAUMO, YTOObLI 3HaYEeHne
apTpmbyTta FirewallLogStatesMax He 6bino pasHo 0.

CuHTakcuc FirewallLogTimeThreshold = LIENTOE32

3HayeHus Llenoe uncno ns gnanasoHa 1..2147483647

3Hayenue no ymonyanmw 300 cekyHp.

MpumeyaHue BbiBOA HaKoONMEHHOW CTaTUCTMKKN B chain fiora MoXeT NPON30NTU paHbLLe
yKa3aHHOTO 3Ha4eHus1, ecnu Byget 4OCTUIHYTO JOMYCTUMOE KOSIMYECTBO
nakeToB, 3agaHHoe aTpubytom FirewallLogPacketsThreshold. Mocne
3TOrO HAKOMIEHNEe CTAaTUCTMKM NO COEANHEHUIO HAYHETCS 3aHOBO.

AtpubyT FirewallLogStatesMax

MoacyeT konmyecTBa NakeToOB NPOLLEALINX Yepes Kaxaoe coeguHEHE NMPOUCXoanT B
accounmMpoBaHHOM OObeKTe CTAaTUCTUKN, 3adaBaeMbIiM KopTexeMm: SourcelP, SourcePort,
DestinationlP, DestinationPort, ProtocollD, LogEventID, Action.

ATpunbyT FirewallLogStatesMax 3agaeT MakcumarnbHOE KONM4eCTBO OOBHEKTOB CTAaTUCTUKK, B
KOTOpbIX HakannMBaeTcst HPOPMaLMs MO COEANHEHNSAM.

CuHTakcuc FirewallLogStatesMax = LIEJTOE32

3HayveHus Llenoe uncno ns gnanasoxa 0..10000. 3HayeHne 0 roBOpUT O TOM, YTO
HMKakas MHopMaLma HakannuBaTbCst He OyaeT, T.e. NakeTbl He
obpabatbiBatoTcs, a B hain fora Kaxayto MUHYTY BbIBOAMTCS
MHGOpPMaLMS O KONMMYECTBE NPONYLLEHHbLIX NaKeTOB.

3HayeHue no ymonyaumo  1500.
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ATpunoyT PreservelPsecSA

ATpubyT PreservelPsecSA nossonseT 3agatb coxpaHeHne IPsecSA npu nameHeHum

KOHMrypaLmoHHoro danna.
PreservelPsecSA = TRUE | FALSE

CuHTakcuc

3HayeHuns

3HayeHune no ymonyaHuio
MpumeyaHue

TRUE — IPsec SA coxpaHsieTcs npu Hannyum cnegyowmnx ycrosum B
MOMEHT U3MEHeHNs KoHurypauum (3arpyskm LSP):

cylecTByeT cnncok npasun puneTpauumn — FilterChain,
npuBa3aHHbIA Kk ToMy >xe Habopy Networkinterface, yto n
FilterChain, k koTopomy 6bin npuesa3saH IPsecAction, no koTopomy
OaHHbIM SA NOCTpoeH;

B aToMm FilterChain gns cenekropa SA Haxoautcs nogxoasuiee
npasuno naketHon counsTpaumm Filter ¢ ExtendedAction = ipsec.

Onsa IPsec SA, octaBlnxcs OT npeabiayLien KoHdurypauum, He
paboTtaeT 3abnaroBpeMeHHas CMeHa KIto4YeBoW MHGOpMaLm
(Smooth Rekeying) 1 He npoucxoauT yBedoMINeHne napTHepa o
paspbiBe coegmHeHus (oTcbinka Delete Payload). Delete Payload,
npucnaHHble oT NapTHepa, obpabaTbiBalOTCA KOPPEKTHO.

FALSE — Bce IPsec SA ygansaoTtca npuy niobbix USMEHEHUsAX B
KoHdurypauum cnegyrowimx cTpykTtyp: IPsecAction, IKERule, AAASettings,
dunbtpoB Networkinterface.IPsecPolicy, IKEParameters.LocalPort,
IKEParameters.NATTLocalPort, GlobalParameters.AllowNestedIPsec, a
TaKke CTPYKTYp, Ha KOTOpble NepevymcrneHHble CCbiNakTes.

FALSE.

IPsec SA, ocTtaBLumnecs ot cTtapom KoHdurypaumm, B TO UK UHOM Mepe
MOryT HapyLlaTb HOBYO NONUTUKY 6€30MacHOCTM Unu BbiTb
HepaboToCcnocobHbIMU N3-3a HECOOTBETCTBUSI HOBOW LSP.
AZLMVHUCTPATOP AOIMKEH YYMTbIBaTh JAHHYIO OCOGEHHOCTb U B
COMHUTENBHLIX cUTyaumsix copacbiBatb PreservelPsecSA B FALSE.
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Copyright © S-Terra Bel 2008 - 2016 14



Bel VPN Gate-V 4.1. PykoBoacTBO agMuHucTpaTopa. Co3gaHue KoHdurypaLumoHHoro canna

CtpykTtypa LDAPSettings

Ctpyktypa LDAPSettings 3agaeTt HacTporku npotokona LDAP, KOTopbI UCNONb3yeTcs Ans
nony4eHns cepTndnMKaToB 1M CMUCKOB OTO3BaHHbIX cepTudunkaTos (CRL). B koHdurypaumm moxet
NPUCYTCTBOBAaTb TOMNbKO OAHA CTPYKTYpa AAaHHOMO TUNa. STOW CTPYKTYpPE UMS He NprcBanBaeTCs.

B criyyae oTCyTCTBUS CTPYKTYpbI:
1 nony4eHue ceptudmkaTtoB nocpeacTsom npotokoria LDAP HeBO3MOXHO

1 ecnu atpubyt CRLHandlingMode ctpykTypbl GlobalParameters nmeet 3HadeHne ENABLE
unn BEST_EFFORT, To CRL moxeT 6bITb nonyyeH nocpeacTsomM npoTtokona LDAP Tonbko
npv Hanuyumn B cepTndmkaTe, AN KOTOPOro NPoM3BOAMTCSA NPOBEPKa NOAMUCH, pacLLUMPEHUs
CDP (CRL Distribution Point) c agpecom LDAP-cepBepa.

LDAP-Tpacuk gormkeH GbiTb y4TeH B NpaBunax ounbtpaumu, T.k. naketbl LDAP dmnbTpytoTes
HapaBHe C oCTarnbHbIM TPaUKOM.

UMa CTPYKTYpbI LDAPSettings
ATpubyThI Server
Port
SearchBase

ConnectTimeout
ResponseTimeout
HoldConnectTimeout

DropConnectTimeout

ATpubyT Server

ATpnbyT Server 3agaet agpec LDAP-cepBepa, K KOTOPOMY MPON3BOAUTCH 3anpoc Ha NOMCK
cepTudukaToB. YKa3aHHbIA B 9TOM aTpubyTe agpec He UCnornb3yeTcsl, ecrniv ceptudukar, ons
KOTOPOro NpoM3BOANTCA NpoBepka noanucu, coaepxut pacwmpenne CDP (CRL Distribution Point) ¢
agpecom LDAP-cepBepa.

CHavana genaetcs nonbiTka ycTaHoBUTL coeanHeHune no LDAP Bepcum 2. Ecnin aTa nonbiTka
3aBepluaeTcs ¢ owmnbkon LDAP_PROTOCOL_ERROR (Hanbonee BeposiTHas NpuynHa — He
nogaepXxmBaeTcsl Bepcus 2), To NOBTOPSIETCA MOMNbITKA YyCTaHOBUTL coeamnHeHune no LDAP Bepcum 3.

CuHTakcuc Server = IP
3HayeHus IP-agpec

3HayeHue no ymonyaumw LDAP-cepBep He yka3aH. [loBegeHue wno3a 6e30nacHOCTM aHanormyHo
crny4ato oTcyTCcTBUS CTPYKTypbl LDAPSettings B nonutuke.

Atpunoyrt Port

ATpubyT Port 3agaet nopt LDAP-cepBepa. Ecnv aTpmbyT Server He 3agaH Unu paclumpeHme
ceptndmkata CRL Distribution Point conepxut agpec LDAP-cepBepa, To AaHHbIA aTpnbyT

UrHopvpyeTcs.
CuHTakcuc Port = LIEJTOE32
3HayeHus Llenoe yncno ua gnanasoHa 1..65535

3HayeHue no ymonyaumio  389.
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ATpubyt SearchBase

ATpubyT SearchBase 3agaet nms (Distinguished Name, DN) kopHeBoro X.500-06bekTa, B
nogaepese KOTOPOro NpomnssoauTcs nouck ceptudpukaToB n CRL Ha LDAP-cepBepe. YkasaHHOe
UMS OONOSTHAET 3anpoc, Co3aHHbIN Ha OCHOBE UMeHU 13 ceptudmkata unm CRL, no3Bonsas
HaxoauTb cooTBeTCTBYOLWMI X.500-00EKT B Crny4vae, koraa NCXOOHOE UMS B 3anpoce siIBNsAeTcs
4YacTblo MMeHM 3Toro obbekTa. [nsi 3anpoca Ha ocHoBe URL gaHHOe MMsi He ncnonb3yeTcs.

CuHTakcuc SearchBase = CTPOKA

3HayveHus cTpokoBoe npeactasrieHne DN B cootBeTcTBUM ¢ RFC2253.
OTtHocuTtenbHble umeHa (Relative Distinguished Name, RDN)
yKa3blBalOTCA B NOPSAAKE OT OOBbEKTa K KOPHIO.

3HayeHue no YyMONYaHUKO  MOUCK Npoun3BoanTCA No MUMeHU, nony4eHHomMmy 13 CepTl/Id’.)l/IKaTa mnn CRL.

Atpubyt ConnectTimeout

ATpubyT ConnectTimeOut Nno3BonseT orpaHM4nTL Bpems (B cekyHaax) cosgaHust TCP-coeamHeHus
c LDAP-cepsepom.

CuHTakcuc ConnectTimeOut = LIEJTOE32
3HayeHue Llenoe uncno ns gnanasoHa 1..6000

3HayeHue No yMOn4YaHw  He yCTaHaBMMBaeTCs, YTO MPMBOAUT K TOMY, YTO BpeMs co3gaHusa TCP-
coegmHeHus ¢ LDAP-cepBepoM orpaHuymBaeTcs yctaHoBneHHbim ans OC
BpemeHeM co3aHusa TCP-coeguHeHus.

MpumeyaHue Ecnu B MomeHT obpalueHuns k LDAP-cepsepy yCTPOWCTBO, Ha KOTOPOM OH
YCTaHOBIEH, HEQOCTYNHO, TO nNpouecc co3gaHus TCP-coeguHeHns MOXeT
3aHUMaTb NpogomkuTensHoe Bpems (0o 3 MuHyT, 3asucut oT OC). Mo
3TON NpUYMHE MOryT HabnaaTbCs BHELUHME NPU3HAKN 3aBUCaHNS LLUM03a
©e30nacHOCTU, U 3TO MOXET CIYXXWUTb MPUYNHON HEYAAYHOW NOMbITKA
CO30aHNsi COeaQUHEHUS.

ATpubyt ResponseTimeout

Mownck nocpeacTBom npoTtokona LDAP MoXeT 3aHMMaTb JOCTAaTOYHO NPOAOIMKUTENbHOE BPEMS, OHO
3aBWCUT OT MHOIMMX PaKTOpPOB, B TOM Yucrie OT MaclTaba 3anpoca v XxapakTepucTuK kaHana
nepegayun gaHHbIX. [JaHHbI aTpubyT NO3BONSIET OrPaHNYNTL BPEMS (B CeKyHAaX), B TeYEHme
KoTOporo oxuaaertcsa oteeT oT LDAP-cepBepa Ha eaAnHMYHBIN 3anpoc.

CuHtakcuc ResponseTimeOut = LIEJTOE32

3HayeHue Llenoe uncno ns gnanasoHa 2..6000

3HayeHue no ymonyaumo 200

Atpubyt HoldConnectTimeout

ATpunbyT HoldConnectTimeout ycTaHaBnuBaeT Nepmnos BPEMEHU, B TEHYEHNE KOTOPOro OEPXKNUTCS
YCTaHOBJIEHHOE COEAMHEHUNE K CEPBEPY Ha Cny4vai, ecnun npuaeT K HEMY NMOBTOPHbIN 3anpoc.

CuHTakcuc HoldConnectTimeOut = LLENTOE32
3HauyeHue Llenoe yncno ua gnanasoHa 0..6000

Mpwn 3HaveHumn O nocne odbmeHa ¢ LDAP-cepBepoM coeanHEHME C HUM
Cpasy 3akpbiBaeTCs.

B BUOY Hann4ymna norpeliHoCcT B OQHY CeKyHOy He pekomMeHOyeTcA
BbICTaBNATb 3Ha4YeHue B 1 CeKyHAy, NOCKOJIbKY 3TO MOXET NpnBecTn B
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HEKOTOPbIX CltyYadaX K HeMeaJN1eHHOMY 3aKpbITUKO COeQMHEeHNA U K
I/I36bITO‘-IHOMy OTKPbITUKO HOBOIro coegnHeHus.

3HayeHue no ymonyawmw 60

Atpunoyt DropConnectTimeout

ATpubyT DropConnectTimeout ycTaHaBnNMBaeT Nepuos BPpEMEHU, Ha4YMHas C NepBOii HeyAa4yHo

NonbITKN CO34aHNA coeaunHEeHnA C LDAP-cepBepOM, B Teé4eHMne KOTOpOro HoBble NonbITKM CO34aHUA

COEOMHEHMUST C HUM UTHOPUPYIOTCS.
CuHTakcuc DropConnectTimeOut = LIEJTOE32
3HayeHue Llenoe uncno ns guanasoHa 0..6000

Mpu 3Ha4eHun O B criyyae Heyga4yHOW NOMbITKA YCTaHOBNEHNS
coeanHeHusa ¢ LDAP-cepBepoM HOBbIE MOMbITKA HE UTHOPUPYIOTCS.

B BMAOy Hannyma norpeliHoCTn B 0aHY CeKyHAQy He peKoMeHOyeTcA
BbICTaBNATb 3Ha4YeHue B 1 CeKyHAy, NOCKOJIbKY 3TO MOXEeT nNpmnuBecTn B
HEKOTOPbIX Ccliy4vaaXx K N30bITOYHBIM MOMbITKAM CcOo3aaHnA coegnHeHus.

3HayeHune no ymonyauuw 5.

Mpumep
MycTb cepTndmkat naptTHepa umeeT Subject =

ch=candy , ou=nomadic " .

Insa noncka takoro ceptudumkata Ha LDAP-cepsepe (Active Directory — PucyHok 1), Heobxogumo
yKkasaTb aTpubyTt SearchBase:

LDAPSettings (
Server =10.1.1.1

SearchBase="ou=scenario10,0u=QA,o0u=GINS,dc=gamsca,dc=ginsoftware,
dc=ru"

)

File Edit View LDIF Help

DiC=gamsca,DC=ginsoftware, DC=ru : Aftribute b .
@[] CN=Builtin “|objecteategory CM=Person, CN=Schema CH=Cod ™
& [ Cr=Computers en candy
@[] OU=Domain Controllers “|useraccountcontrol EEO4g
@ [ CH=ForeignSecurityPrincipals gi userprincipalnarme candy@gamsca.ginsofware.ru
® 9 0U=GINS dscnreprupagat?nndata 20030324103445.075

_ sldscorepropagationdata 200308232011 46.05
§ ] ou=0A : :
. sldscorepropagationdata 16010101000417.0£ fes]
@ [ Ol=scenatiol i i
% Acodepage 1]
1 OU=gate ‘|distinguishedname  Ch=candy,0lU=nomadic,0l=scei]
& ] CN=momt §§ whenchanged 20030824103445.0F
g ] oU=nomadic §§ whencreated 20030823200802.0Z
EI Ch=candy §§ pwvdlastset 127061428428272896
EI CM=mars Iuguncnunt. 1]
" Slaccountexpires Q2233720368547 75307
[ ch=moon Niastiogoft 0
@ [ Ch=revocked |objectguid ITLLOOKOBO=(~M
Status: -F;:eadﬁ,.r
PucyHok 1
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Ctpyktypa IKEParameters

CrpykTypa IKEParameters onucbeiBaeT rnobanbHble HacTpoku npoTokona IKE. B koHurypaumm
OOJMKHA ObITb TONMLKO OAHAa CTPYKTypa AaHHOro Tuna. 3ToW CTPYKTYpe MMs He NpucBanBaeTcs.

Uma cTpyKTYpbI IKEParameters

ATpubyTHI DefaultPort
LocalPort
NATTLocalPort

SendRetries
RetryTimeBase
RetryTimeMax
SessionTimeMax
InitiatorSessionsMax
ResponderSessionsMax
BlacklogSessionsMax
BlacklogSessionsMin
BlacklogSilentSessions
BlacklogRelaxTime
SALifetimeDelta
FragmentSize

Jloruky ncnonbdyemoro mexaHmama IKE-peTpaHcmuccuii cmoTpute B pasgene “ObpaboTka nakeTos
— peTpaHcmMmumccnmn” MNMpunoxeHus.

MapameTpbl ¢ npedunkcom Blacklog 3agatoT noBegeHne mexaHmama Tak HasbiBaeMoro “4epHoro
cnucka”. "YepHbin cnucok" npegHasHaveH ans 3awmtbl oT DoS-atak (Denial of Service —oTkas ot
obcnyxnBanus). "HepHbin cnucok” MuHUMKM3npyeT obpaboTtky IKE-nakeToB OT napTHEpOB,
HaxogsALWNXcs B "4epHOM cnucke".

Atpu6yt DefaultPort

ATpnbyT DefaultPort yctaHaBnveaeT nopT napTtHepa ansi npotokona IKE, kotopbin 6yaet
NCNosrib30BaH No ymornyaHuio. [laHHas HacTponka He MeHSieT NopT, KOTopbIn ucnoneb3yetcsa ana NAT

traversal.
CuHTakcuc DefaultPort = LLENTOE32
3HayeHus Llenoe uncno n3 gnanasona 1..65535

3HayeHue no ymonyawmio  500.

AtpubyT LocalPort
ATpubyT LocalPort yctaHaBnmMBaeT nokanbHbIN NOPT, UCNOMNb3yeMbli NpoTokonom IKE.
CuHTakcuc LocalPort = LIEJTOE32
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3HayeHus Llenoe umcno n3 ananasona 1..65535.
Ecnu yk3aHo 3HadeHue 0, BbibupaeTcs cBOOOAHbLIV NOPT MO anropuTmy,
peann3oBaHHOMY B OMePaLNOHHON CUCTEME.

3HayeHue no ymonyawmio  500.

Atpubyt NATTLocalPort

Atpnbyt NATTLocalPort yctaHaBnuBaeT nokanbeHbii nopT ans NAT Traversal, ucnonb3yembii
npotokonamu IKE n IPsec.

CuHTakcuc NATTLocalPort = LIEJTOE32

3HayveHus Llenoe uncno n3 gnanasoHa 1..65535.
Ecnu ykazaHo 3Ha4veHue 0, BbibupaeTcs cBOGOAHbIA NOPT MO anropuTmy,
peanu3oBaHHOMY B OnepaLuoHHON CUCTEME.

3HayeHue no ymonyanmwo  4500.

AtpubyTt SendRetries

ATpnbyT SendRetries ycTaHaBnMBaeT YMCNO NOMNbITOK Nockinikk IKE-nakeToB naptHepy. MHTepBan
Mexay NOBTOPHbLIMKU NOCkINKaMu Toro xe IKE-nakeTa ¢ kaxgow HOBOW NOMbITKOW yBENu4MBaeTcs
BABOE, HauyMHas Cco 3HavyeHust napameTpa RetryTimeBase, HO He MOXeT nNpeBbIWaTh 3Ha4YEeHUS
aTpubyTta RetryTimeMax.

CuHTakcuc SendRetries = LIEJIOE32

3HayeHus Llenoe uncno ns gnanasoxa 1..30

3HayeHune no ymonyaumw 5.

ATpubyt RetryTimeBase

ATpnbyT RetryTimeBase no3BossieT yCTaHOBUTbL HayarbHbI MHTEPBAN B CEKyHA4AX Mexay
MOBTOPHbIMM NOMbITKaMKW NocbInkv IKE-NakeToB napTHepy. Ecnn oTBET He Nony4YeH B Te4YeHNe
HayanbHOro MHTepBana, To 3anpoc NOCbINaeTcs NOBTOPHO U MHTEPBAN MeXay NOBTOPHbIMM
nonbiTKamMun yBeNnYnBaeTCs B ABa pasa. ATOT UHTEPBar YBENMUMBAETCA B ABa pa3a 4o Tex nop,
noka:

1 He GygeT nony4veH oTBeT

1 wvnun 3HavyeHue nHTepBarna RetryTimeBase He gocTturHeT 3HavyeHusa RetryTimeMax
(moBTOpHBIE MONBITKM ByAYT NpodomkaTbca ¢ nHTepeanom RetryTimeMax)

1 wvnKn KoNM4YecTBO NOMbITOK HE AOCTUTHET 3HavYeHus SendRetries.
CuHTakcuc RetryTimeBase = LIEJTOE32

3HayeHus Llenoe uncno ns gnanasoHa 1..5

3HayeHue no ymonyaumio 1.

AtpubyT RetryTimeMax

ATpnbyT RetryTimeMax no3sonsieT yCTaHOBUTb MakCUMaribHbI MHTEpBan B CEKyHAAxX Mexay
MOBTOPHbLIMM NOMNbITKaMu nocbisnikv IKE-nakeToB napTHepy. Ecnun BbicTaBneHHOe 3HaYeHue 3Toro
aTpmbyTa MeHbLUe, Yem RetryTimeBase, To npu 3arpy3ke KoHdurypauum atpnbyTty RetryTimeMax
npucBanBaeTcs 3HadYeHne RetryTimeBase.
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CuHTakcuc RetryTimeMax = LIENTOE32

3HaueHus Llenoe uncno u3 gnanasoHa 1..60

3HayeHue no ymonyanmo  30.

Atpubyt SessionTimeMax
ATpunbyT SessionTimeMax orpaHnyMBaeT BpeMs (B cekyHAax) Ha kaxayto ceccuto IKE.
CuHTakcuc SessionTimeMax = LIEJIOE32

3HayeHus Llenoe 4ucno 3 gnanasoxa 10..300

3HayeHune no ymonyaumw  60.

ATpubyT InitiatorSessionsMax

ATpubyT InitiatorSessionsMax ycTtaHaBnvMBaeT MakCMMaribHO JOMNYCTUMOE KONMYeCTBO

0O HOBpPEMEHHO UHMLMMpyembix IKE-ceccuin ans Bcex NapTHEPOB.

Ecnu npu goctmxkeHnm yCTaHOBMNEHHOMO Nopora fiokansHoe YCTPOMUCTBO TpebyeT nHnumnaumm
ovepenHon IKE-ceccun, To oHa OTKNagbiBaeTca B ovepeab oxupganusa. OtnoxeHHasa IKE-ceccus
MHULMNPYIOTCS 3aHOBO NpW 3aBepLUeHnmn paHee akTuBHou IKE-ceccuun. Pasmep ovepenmn oxugaHus
He OrpaHu4eH.

CuHTakcuc InitiatorSessionsMax = LIEJTOE32

3HayeHue yncno u3 auanasoHa 1-10000

3HayeHue no ymonyaum  30.

ATpubyT ResponderSessionsMax

ATpnbyT ResponderSessionsMax onpegensiet makcumasnbHO 4OMYyCTUMOE KONMYECTBO
OOHOBPEMEHHbIX 06MeHOB, NpoBoAUMbIX VPN-yCTpOMCTBOM CO BCEMM NapTHEPaMM B Ka4ecTBe
OTBETYMKA.

Ecnu nokanbHoe yCcTpONCTBO MMEET yKa3aHHOE KONMMYECTBO He3aBepLUeHHbIX IKE-o0bmeHoB B ponu
OTBETYMKa, TO Bce Bxoaswme ISAKMP-nakeTbl, TpebyroLme ycTaHOBNEHNS HOBbIX OOMEHOB,
UrHopupytoTca (0e3 onoBeLLeHNst NapTHepa).

CuHtakcuc ResponderSessionsMax = LIENTOE32
3HayeHus Llenoe uncno ns gnanasoHa 1-10000
3HayeHue nNo ymon4yaHuio 20.

Atpunoyt BlacklogSessionsMax

BlacklogSessionsMax ycTtaHaBnmBaeT.Ha4anbHOE YNCMO pa3peLleHHbIX 0OQHOBPeMeHHbIX IKE
06GMEeHOB, UHULMUPYEMbIX OaHUM napTHepom®. Mpu kaxkaom HeyaauyHoMm 3aBeplueHun IKE obmeHa,

!B naHHOM cryyae napTHep uaeHTMduLmMpyeTcsa no nape ip:port. MNoka napTHep He ayTeHTUULMPOBaH (T.e. C
TaKkMM NapTHEPOM Ha AaHHbIA MOMEHT HeT Hu ogHoro ISAKMP-coeamHeHnsa — SA), gonyctumoe Konmyectso IKE-
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4YMCNO pa3peLLeHHbIX OAHOBPeMeHHbIX |KE 06MeHOB Anst 4aHHOro NnapTHepa CHXaeTcs BOBOe C
OKPYIMEHNEM B MEHbLLYIO CTOPOHY, BNMOTb A0 3HAYEHUs], YCTaHaBIMBAaEMOro napameTpom
BlacklogSessionsMin.

MpumeyaHue KaK TOSbKO NapTHep 3aHOCUTCS B "4epHbI CNUCOK", AN HEro Tekyllee
3HayeHuMe paspeLleHHbIX 0AHOBPeEMEHHO NpoBoanMbIX IKE obmeHoB He
TONbKO HAYMHAET YMEHbLUATLCA B Ba pa3a Nocne Kaxxaoro HeycnewHoro
3aBepLUeHnst 0OMeHa, HO U YyBENMYMBATLCSA Ha eQUHMLY MO UCTEYEHUM
Kaxxgoro nHtepsana BpemeHu BlacklogRelaxTime (onucaHHoro ganee).

CuHTakcuc BlacklogSessionsMax = LIEJTOE32
3HayveHus Llenoe uucno u3 auanasoHa 0..2%2-1
Ecnun 3HayeHne paBHo 0, TO "4epHbIN CNUCOK" HEe UCMonb3yeTcs.

Ecnu 3HaueHue BlacklogSessionsMax 6onblue nnv paBHo
ResponderSessionsMax, To aTpndyTy BlacklogSessionsMax
npuceansaeTcs 3HavyeHne ResponderSessionsMax.

3HayeHune no ymonyaumw  16.

AtpubyT BlacklogSessionsMin

ATpnbyT BlacklogSessionsMin no3sonsaeT yCTaHOBUTb MUHUMAbHOE YMCIIO pa3peLLEHHbIX
oaHoBpeMeHHbIX |IKE 06MeHOoB, MHMLMUPYEMBIX HEQYTEHTUULIMPOBAHHBIM MAPTHEPOM.

CuHTakcuc BlacklogSessionsMin = LIEJTOE32

3HaveHus Llenoe uncno us guanasonHa 0..2%2-1

Ecnu 3HayeHune paBHo 0, TO Ans napTHepa, NoBeAeHMe KOTOPOro NpuBerno
K MOHVIKEHUIO YmMcria paspeLleHHbIX MHALMMPYEMbIX UM O4HOBPEMEHHbIX
IKE obmeHoB o 3HaueHus BlacklogSessionsMin, urHopupyetcs Becb IKE-
Tpaduk, a BCE MMELMECS C HAM HeQOCTpoeHHble IKE-ceccum
yHU4YTOXatTCs (cuTyaums “Access denied”).

Ecnn 3HaueHne paBHo, nnbo npesbiwaeT BlacklogSessionsMax, To uncno
paspeLLeHHbIX ogHoBpemeHHbIX IKE obmeHoB, MHMUmMmMpyembIx
HeayTeHTUMLMPOBAHHBLIM NAPTHEPOM, HE CHWXaeTcA (T.e. "JepHbIn
CNUCOK" OTKIMIOYeH) 2.

3HayeHue no ymonyauuio 0.

Atpunoyt BlacklogSilentSessions

ATpunbyT BlacklogSilentSessions no3BonseT yCTaHOBUTb YNCIO aKTUBHBIX OOMEHOB,
WHULMMPOBAHHbIX HeayTeHTUMUMPOBaAHHBIM NApTHEPOM, MO AOCTUXEHUM KoToporo VPN-
YCTPOWCTBO NnepectaeT MHOOPMMPOBATL NapTHeEPa O NPUYNHE HEYCNELLHOro 3aBepLueHnst
MHULMMpoBaHHoro M IKE-obmeHa.

0OMEHOB MOXET CHMXATbCS B 3aBUCMMOCTU OT TOrO, HACKOJTbKO ycneLwHo 3aBsepLiaroTcA IKE-06MeHbI € 3TUM

napTHepoM.

2 Mpw 3arpy3ke koH(Urypaumm c tsls € dzé \ j emepHEIg cnuckom» BCA cTaTUCTUYeckas MHGOpMaums 0
«MIOXMX» NapTHepax cbpacbiBaeTcs. Ecnu e «4epHblii cniucok» 9 Bz  JjTda yxe nmetoLLeincs HakonneHHoik
CTaTUCTUKE NPUMEHSIIOTCS HOBbIE MapaMeTpbl HACTPOEK «4YEPHOIO CrUCKay.
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CuHTakcuc BlacklogSilentSessions = LIEJTOE32
3HaueHus Llenoe uncrno u3 grnanasonHa 0..2%%-1

Ecnu ato 3Ha4eHue Gornblue, Yem BlacklogSessionsMax, To nHmumnatop He
orpaHNYMBaeTCH B Takmx ONnoBeLLeHUsX.

Ecnu 3HauyeHune paBHo 0 nnbo 1, To HeayTEHTUMLMPOBAHHbIN NapTHEP
HUKOT4a He OMOBELLAETCH O NPUYMHAX OLLIMOKM MHULMMPOBAHHOIO UM
obmeHa.

3HayeHue no ymonyauuw 4.

AtpubyT BlacklogRelaxTime

ATpunbyt BlacklogRelaxTime ycTaHaBnvBaeT MHTepBan BpeMeHu (B CekyHaax) penakcauum
"yepHoro cnucka".

1 3a ykasaHHbIN Nepuos BpeMEHM YNCINO paspeLleHHbIX oaHoBpeMeHHbIx IKE obmeHoB ans
Kakgoro napTHepa, Haxoasllerocs B "4epHoM cnucke", ygennymeaeTca Ha eguHuly. Mo
UCTEYEHUM CrieayIoLLEero Takoro Xe MHTepBarna BpeMeH!, TeKyLLNE 3HaYeHUs paspeLleHHbIX
ogHoBpeMeHHO nNpoBoAnMbIX IKE obMeHOB Ang kaxaoro napTHepa onsTb yBenuynMBaeTcs Ha
eguHuUy 1 T.4. OTOT MHTepBan BpeMEeHN OTCYNTLIBAETCH C MOMEHTa nocrneaHen 3arpysku
KOHurypauun.

1 Kak Tonbko Tekyllee 3HaYyeHue paspeLleHHbIX OQHOBPEMEHHO NPOBOAMMbIX napTHepom IKE
obmeHOB HaunHaeT npeBblwaTh 3HavyeHune BlacklogSessionsMax, Takon napTHep
NCKIoYaeTca U3 "4epHoro cnucka".

CuHTakcuc BlacklogRelaxTime = LIENTOE32

3HayeHus Llenoe uncno ns guanasoHa 0..2%2-1
0 — BeckoHe4vHoe BpeMs (napTHeEp nonagaeT B "4epHbIA CNMCOK"
HaBcerga).

3HayeHune no ymonyawmw 120

Mpumeyanue NOMMMO MEXaHu3Ma penakcaumm, NnapTHep Takke MOXeT ObITb UKMHOYEH

13 "4epHoro cnmucka" B CrieqyoLmx criyvasx:
npu nepesanycke cepsuca

npw 3arpyske KOHUrypauum ¢ OTKNKOYEHHbLIM "4epHbIM cnuckom" (¢
atpubytom BlacklogSessionsMax = 0)

npu nimumaumm IKE obmeHa co cTopoHbl fokansHoro VPN ycTponcTea ¢
uenbto ycTaHoBneHus ISAKMP (IPsec) coeguHeHus®

ecrnv napTHepy yaanock yctaHoButb ISAKMP (IPsec) coeguHeHue ¢
nokanbHbIM VPN yCTpoOnCcTBOM, U TEM CaMbiM NapTHep Obin ycneLwHo
ayTeHTUduUUMpoBaH.

3 B naHHOM cryvae cyutaeTcs, 4To nokansHoe VPN yCTpoicTBO NoTeHumuansHo 4oBepsSeT napTHepy, C KOTOPbIM
OHO XOYET YCTaHOBUTb COoeaUHEHME, N MHGOPMaLMS, HAKOMMEHHas B "4epHOM cnucke", Ans Takoro napTHepa
cbpacbiBaeTcs.
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Atpubyt SALifetimeDelta

ATpubyT SALifetimeDelta no3BonseT ycraHOBUTL Cry4vanHbI pa3bpoc Bo BpeMeHn xu3Hu IKE 1
IPsec SA. 3ToT aTpmMbyT pekoMeHOYyEeTCs UCMONb30BaThb B ClyYae MaccoBOro rnepecosgaHus SA.

CuHTakcuc

3HayeHuns

3HayeHune no ymonyaHuio

MpumeyvaHue

SALifetimeDelta = LIEJTOE32
Llenoe uncno ns gnanasoHa 0..50

3HayeHne — MakCMMarbHbIN MPOLIEHT, HA KOTOPbIA MOXET ObiTb
ymeHbLUeHo Bpems aenctens SA (LifetimeSeconds). PeansHoe 3HayeHune
onpeaensieTcs cnyvanHbiM obpasom oT 0 40 3TOro Makcumyma.

0 — oTKMNOYaeT MEXAHU3M CNYYaNHOro U3MeHeHNs1 BpeMeHU xun3Hn IKE un
IPsec SA.

Ons pecnoHaepa 3HadeHne SALifetimeDelta 6yaeT ucnonb3oBaHO TOMbKO
npuW yCroBuK, €CNu MHUUMaTop npeanaraeT 3HadeHue Gonbluee unm
paBHOe nokanbHomy napameTpy LifetimeSeconds.

Ecnn nokaneHoe 3HayeHne IKETransform.LifetimeSeconds pasHo 0, TO
ans naHHoro npasuna SALifetimeDelta He ucnonb3syetca.

ATpubyT FragmentSize

ATpubyT FragmentSize ynpasnsaeT pyHKUMOHaNbHOCTbI0 oparmeHTupoBaHus IKE-naketos. 31oT
aTpubyT pekomeHayeTCs UCMonb3oBaTh B Criydae MaccoBOro nepecosgaHusa SA.

CuHTakcuc

3HayeHus

3HayeHuUe No yMOn4aHuIo

FragmentSize = LLIETOE32
Llenoe uncno ns gnanasoxa 0..65535

3HauyeHne — MakcuMarsbHbIi pasmep pesynbTupyloLlero IP-naketa® B
bantax.

3HaueHue 0 oTknoyaeT PYHKLMOHANBHOCTL hparmeHTMpoBaHus IKE-
nakeToB. NapTHEp 0 noaaepxke dpparmeHTnpoBaHus IKE-nakeToB He
onoseLllaeTcs, otcbinaemble IKE-nakeTbl He hbparmeHTUpyLOTCS,
npuHMMaemble oparMeHTbl He cobupatoTcs.

HeHyneBoe 3agaHHOE 3HAaYEHNE MOXET KOPPEKTUPOBATLCS B BOMbLLYHO
CTOPOHY Takmm obpasom, YToObl MakcumManbHO BO3MOXHbIN ISAKMP-nakeT
AnvHon 64Kb mor BbiTk pasbuT Ha 255 dparmeHToB .

576.

4 CnepyeT y4uTbiBaTh, YTO ONEpaLMOHHasi CUCTEMa caMa yCTaHaBNMMBaET ANMHY ip-3arofioBka, YTo MOXeT
NPVBOANTb K PaKTUYECKOMY YMEHBLLEHUIO ANWHbI ip-nakeTa ¢ IKE-pparmeHToM Ha BenuunHy Ao 44 6ant
(MakcumanbHO JONyCTUMBbINA pasMep ip-3aronoBka — 64 6ainTta, Hambonee YacTo ucnone3eymbii — 20 6anT).

5 370 03HayaeT, YTo MUHUManbHas anuHa UDP-naketa ¢ IKE-pparmeHTom He MoXeT 6biTb MeHee 304 GaiiT.
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Ctpyktypa SNMPPoliSettings

CTpykTypa 3agaeTt HacTporkm aAns Bblaayn nigpopmMauum SNMP-areHTom no 3anpocy SNMP-
MeHexepa. B koHurypaumm gomkHa 6biTe TONBKO OfHa CTPYKTypa AaHHOro Tuna. OTOW CTPYKType
UMs He npuceBanBaeTCs.

Ums cT| bl SNMPPollSettings
ATpunbyThI LocallPAddress
Port

ReadCommunity
SysLocation

SysContact

AtpubyT LocallPAddress

ATpnbyT LocallPAddress 3agaét cnucok nokanbHbIX IPv4-agpec, Ha KOTOpble MOXHO Nofy4vaTtb
3anpocbl oT SNMP-meHenxepa. YkasaHue IP-agpeca 0.0.0.0 skBMBanNeHTHO yKa3aHUK KOHCTaHTbI

ANY.
CuHTakcuc LocallPAddress = IP | ANY
3HayeHus IP — cnncok nokanbeHbIX IP-agpecos

ANY — Bce nokanbHble |IP-agpeca

3HayeHune no ymonyaumw  ANY

Atpubyt Port

ATpnbyT Port 3agaét nopT, Ha KOTOPLIN MOXHO nonyyate SNMP-3anpochl.
CuHtakcuc Port = LIEJTOE32

3HayeHue Lenoe 4yncno 13 gunanasoHa 1..65535

3HayeHue no ymonyawuwo  161.

Atpubyt ReadCommunity

ATpubyT ReadCommunity nrpaet ponb naporns npu ayteHTndmkaumm coobwenni SNMP n
paspelwaetr SNMP-meHegkepy YTeHme cTaTucTukm u3 6a3bl ynpaeneHms SNMP-areHTa.

CuHTakcuc ReadCommunity = CTPOKA
3HaueHue NPOn3BOSIbHLIN hopmaTt

3HayeHue No yMONYaHWI  He CyLLLeCTBYET, aTpnbyT 06a3aTenbHbIN.
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ATpunoyT SysLocation

ATpubyT SysLocation cogepXxuT nHgopmaumo o umandeckom pacnonoxeHmm SNMP-areHTa.
CuHTakcuc SysLocation = CTPOKA

3HayeHue nponsBosbHbIV dopmat, Hanpumep "Building 3/Room 214"

3HayeHue no yMONnYaHuK  nycTtad CTpOKa.

Atpunoyt SysContact

ATpnbyT SysContact cogepXxuT MHPOPMaLMO O KOHTAKTHOM NULLE, OTBETCTBEHHOM 3a paboTy
SNMP-areHTa.

CuHTakcuc SysContact = CTPOKA
3HayeHue Npoun3BOsbHBIN hopmaT, Hanpumep e-mail, TenedoH n T.4.

3HayeHue no YMONYaHUK  NycCTad CTPOKa.
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Ctpyktypa SNMPTrapSettings

CTpyKTypa 3agaeT HacTpOMKW AN Bblgayy areHTOM COOGLLEHUI MeHeaXepy O BO3HUKLLNX
cobbITusAX B BUAe SNMP-TpanoB. B koHdurypauum gomkHa ObiTe TONbKO OfHa CTPYKTYpa AaHHOro
TNa. ATol CTPYKTYpe UMS1 He npucBavBaeTcs. [Mpy OTCYTCTBUM 3TON CTPYKTYpPbI, TPan-coobLleHns
He BbIChISIaloTCS.

Ums cT| bl SNMPTrapSettings
ATpunbyThI Receivers

ATpubyT Receivers
ATpubyT Receivers 3agaét cnucok nony4vatenen SNMP-TpanoB 1 JONONHUTENbHbIE HACTPOMKK.
CuHTakcuc Receivers* = TrapReceiver

3HayeHue no yMON4YaHul  He CyLlecTByeT, aTpnbyT 0b6a3aTenbHbIN.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 26



Bel VPN Gate-V 4.1. PykoBoacTBO agMuHucTpaTopa. Co3gaHue KoHdurypaLumoHHoro canna

CtpykTypa TrapReceiver

CrtpykTypa TrapReceiver onuceiBaeT ogHoro nonyyarens SNMP-Tpanos, koTopbii fobaBnsieTcs B
TeKyLMN cnucok nony4darenen SNMP-TpanoB, 1 AONOMNHUTENbHbIE HACTPOWKN AN1S Tpanos,
OTCbINNaeMbIX emy.

Ums cT| bl TrapReceiver

ATpubyTHI IPAddress
Port
Community
Version

LocallPAddress

AtpubyTt IPAddress

ATpubyT IPAddress onuckiBaeT IP-agpec nonyyatens SNMP-tpanos.
CuHTakcuc IPAddress = IP
3HayeHue IP-agpec

3HayeHue no yMON4YaHul  He CyLlecTByeT, aTpnbyT 0b6a3aTenbHbIN.

ATpubyT Port

ATpnbyT Port 3agaet UDP-nopT, Ha koTopbin SNMP-meHekepy 6yayT Bbicbinatecst Tpan-

cooOLLeHuns.
CuHTakcuc Port = LIEJTOE32
3HayeHue Lienoe 4ncno 13 gnanasoHa 1..65535.

3HayeHue no ymonyaHurw  162.

Atpubyt Community

ATpnbyT Community nrpaet ponb naeHTMdUKaTopa oTnpaBmTens Tpan-coobLeHus.
CuHTakcuc Community = CTPOKA

3HaveHue NPOn3BOSIbHLIN hopmaTt

3HayeHue No yMONYaHNI0  He CyLLeCTByeT, aTpnbyT 06a3aTenbHbIN.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 27



Bel VPN Gate-V 4.1. PykoBoacTBO agMuHucTpaTopa. Co3gaHue KoHdurypaLumoHHoro canna

ATpubyT Version
ATpubyT Version ykasbiBaeT Bepcuto SNMP, B KOTOpOI (hOpMUPYOTCA Tpan-coobLLEHMS.
CuHTakcuc Version =V1|V2C
3HayeHue V1 — SNMP Bepcuu 1
V2C — SNMP Bepcun 2¢

3HayeHue no ymonyaumw V1.

AtpubyT LocallPAddress

ATpubyT LocallPAddress 3apaet IP-agpec, ¢ koToporo 6yayT oTnpaBnsaTbCs Tpan-coobLLeHus.
MoxHo BMmecTo IP-agpeca ykasaTb MMs CETEBOrO MHTEpPENnca.

CuHTakcuc LocallPAddress = IP | CTPOKA

3HayeHue Nma ceTteBoro untepdgenca. Mma gomkHo coBnagatb € O4HUM U3 UMEH
NetworklInterface — Networkinterface.LogicalName. Ecnu ykaszaHHOMy
NetworkInterface cooTBeTCTBYET HECKONBKO CETEBLIX MHTEPKENCOB UMK
agpecos, To GyaeT ucnonb3osaH oauH agpec®

IP-agpec. Ecnu ykasaHo 3HaueHune 0.0.0.0, agpec 6yaet Bbibupats OC B
3aBUCMMOCTU OT afpeca HazHa4YeHus.

3Hayvenue no ymonyaumw  0.0.0.0.

5 MNepB.bIi aapec NepBoro NOAXoAsLLIEro MHTepdeica B COOTBETCTBUM C NMOPSIAKOM BbiAaun UHTEPdENCcoB 1
agpecoB 61MbnmnoTekon ni.
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CtpykTtypa RoutingTable

CtpykTtypa RoutingTable 3agaeT MmapLupyThl, KOTOpble f06aBNAIOTCS B CUCTEMHYIO Tabnumuy
MapLLpyTU3aLInWn.

Mpw oTrpy3ke KOHUrypaLum mMapLupyTbl U3 CUCTEMHON TabnuLbl MapLIpyTM3auum 6yayT yaaneHs.

Ecnu LSP cosgaeTtcsa aBTomatuyecku (Npu 3agaHmMm NoNUTUKK Yepes ¢s_console), To nucnonb3oeaTtb
cTpykTypy RoutingTable ans ynpasneHust MapLupytammn 3anpeLyeHo.

lMpegnonaraeTcs, 4TO Nonb3oBaTemNb He CO3AaeT U He yaansaeT MapLUpyThl C TEMU e agpecamm
HasHa4yeHus (Destination), 4To yka3aHbl B LSP. CoBnageHue mapLupyTa no agpecy HasHayeHus
(Destination) ¢ Tem, 4yTo gobaBnsieT noacucrema RRI, Takke MoxeT npnBecTu K oimbkam npu
Co34aHuy UNK yaaneHnm mapLLpyToB.

Ecnu npu go6aeneHnn maplupyTa B CUCTEMHYIO Tabnuvuy BO3HUKaeT owmbka, TeM He MeHee,
3arpyska LSP npogomkaertcsi, a COOTBETCTBYOLLEE NpeaynpexaeHne nepeaaeTcsa Yyepes cuctemy

NPOTOKONMPOBaHKS.
B KoHurypauum gonyckaeTtcsi TONbKO Of4MH 3K3eMMNSP 3TON CTPYKTYypbl. IMs 3TOW CTPYKTYpe He
nprucBanBaeTcs.

Ums cT| bl RoutingTable

ATpubyThI Routes

ATpubyT Routes
ATpnbyT Routes coaepxuT Cnncok 3anucen ansa gobaeneHus B Tabnuuy MapLipyTnsaumm.
CuHTakcuc Routes* = Route

3HayeHne No yMONMYaHMK  He CYLLLECTBYET, aTpubyT 06a3aTenbHbIN.
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CtpykTypa Route

CTpykTypa Route onucbiBaeT ofHy 3anvch (MapLipyT) B Tabnvue mapLupytusauum.

UMa CTPYKTYpbI Route
ATpunbyThI Destination
Gateway

NetworklInterface

AtpubyT Destination
ATpubyT Destination 3agaeT agpec HasHayeHus (nony4daTtens) nakera.
CuHTakcuc Destination = IP | IP/LIEJTOE32
3HayeHue IP-agpec
IP/LUENOE32 — IP-agpec ¢ Mmackon noaceTu

[nsa ykasaHua mapLupyTa, KoTopbi ByaeT Ucnonb3oBaTbCcs No
yMmonyaHuto, IP-agpec n Mmacka noaceTv A0SMKHbl UMEeTb 3HaYeHne
0.0.0.0/0.

MapLupyT No yMonyaHuio — MapLIpyT, No KOTOpoMy GydeT oTrnpaBneH
naket, ecnu IP-agpec HasHaYyeHUs1, ykasaHHbI B 3arornoBKe nakeTta, He
coBrnagaeT HW C OAHUM afpecoM HasHayYeHUs B Tabnvue MapLupyTm3aLmu.

3HayeHne No yMon4YaHmKw  OTCYTCTBYET, aTpubyT 06s13aTeNbHbIN.

Atpubyt Gateway

ATpnbyT Gateway 3agaet IP-agpec ycTponcTBa, Ha KOTOPbIN HYy>XHO nepeaaTtb NakeT Ans
NPOABWXKEHUS €r0 K nony4yatento naketa. ATpnbyt Gateway He MOXeT ObiTb yKasaH npu Hanu4um
aTpubyta NetworklInterface.

CuHtakcuc Gateway = IP
3HayeHue IP —agpec

3HayeHuMe no ymMon4aHmKw  MCMonb3yeTcs 3HaveHue u3 atpmbyta Networkinterface.

Atpubyt Networkinterface

ATpunbyT Networkinterface ykasbiBaeT nms BbIxogHOro nHtepdenca wito3sa 6esonacHoctu (13
danna ifaliases.cf), Ha KOTOpbIN HYXKHO NepegaTe NaKeT ANs NPOABWXKEHMWS €ro K nonyvarento
naketa. Vicnonb3oBaHus LLABITOHOB U CMMCKOB 3HAYeHWU ANns AaHHOro MHTepdberica B ifaliases.cf He
ponyckaetca. ATpubyT NetworkInterface He MoXeT ObITb yka3aH npu Hanuumm atpubyTta Gateway.

CuHTakcuc NetworklInterface = CTPOKA
3HaueHue nms MHTepdelica

3HaueHWe No yMONYaHUI0  WCMONb3yeTcs 3HadYeHre 3 atpubyta Gateway.
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Ctpyktypa AddressPool

CrtpykTtypa AddressPool 3agaet mHoxecTBO agpecoB IKECFG-nyna u cBa3aHHbIE C HAM CBOWCTBA.

Umsa ct bl AddressPool

ATpubyTHI IPAddresses
NoProxyARP
DNSServers
DNSSuffixes

AtpubyT IPAddresses

ATpunbyT IPAddresses 3afaeT MHOXXECTBO afpecoB B BMAE CNUCKA, COCTOSLLErO U3 OOQUHOYHBIX
afpecoB, AMana3oHoB aApecoB M noaceTen. Agpeca He OOMKHbI COBNagaTh MU nepecekaTbes
mMexay cobo.

CuHTakcuc IPAddresses* = IP, IP..IP, IP/LIENNOE32
3HayeHust IP-agpec
IP..IP — ananasoH IP-agpecos
IP/LUENOE32 — IP-agpec ¢ mackon noaceTu
3HayeHune no ymonyaHmw  aTtpubyT 0bs3aTENbHbIN.

Atpubyt NoProxyARP

ATpnbyT NoProxyARP 3agaeT pexum paboTbl ycTponcTea B ponn ProxyARP gns ykasaHHOro
MHOXEeCTBa afpecoB. PexuMm NpoKCUpoBaHWS MMEET CMbICI UCNOMNb30BaTh, KOraa ykasaHHbIn nyrn
apecoB ABMSETCS NOAMHOXECTBOM a4pPeCOB 3allULLLaeMon NoAceTy Wo3om 6esonacHoCcTU.

BbigaHHbivi no IKECFG BHelwHeMy yCcTponcTBY |IP-agpec AomkeH NpoKcupoBaTbCa ¢ MHTepdenca
3almuaemMon noaceTn, YTobbl NakeTbl OT YCTPOWUCTB 3TOM NOACETU, NpeaHa3HavYeHHble Ans
NCXOOHOro BHELLIHEro YCTPOMCTRBA, nonaganu Ha w3 6e30nacHoCTy ansa ux ganbHenwen
06paboTKM M NepechbINKN BHELLHEMY YCTPOWCTBY, AN 3TOr0 Takke COOTBETCTBYHOLMM 00pa3om
[orkHa 6bITb 3agaHa Tabnuua mapwpyTusaumm (cm. MNMpumep) .

[obaBneHne proxy-arp 3anmMcen He rapaHTUpyeT MapLLPyTU3aLMI0 NAakeToOB Ha CaMOM LUM03e
6esonacHocTu. [Ins aBTomaTnyeckoro AobaBneHns MapLUpyTOB, ProxXy-arp MOXHO MCMoNb30BaTh
COBMECTHO ¢ MexaHm3amom RRI (nogpobHee cMm. gokymMeHT «HacTpowika wno3ay, pasgen «Obwme
HaCTPOMKM LLM03ay).

Mpn yoaneHun SA, COOTBETCTBYIOLLME Proxy-arp 3anucy yoanstoTes.

CuHTakcuc NoProxyARP = FALSE | TRUE

3HayeHue FALSE — ang ykasaHHOro MHOXeCTBa afipecoB YCTPOWUCTBO BbICTyNnaeT B
ponu ProxyARP. Ecnu IP-agpec He nonagaeTt HY B 0O4HY M3 3alluaeMblX
nokanbHbIX NoACeTeNn, proxy-arp 3anucb He co3faeTcs, U 3TO He
cynTaeTcs oLIMOKON.

TRUE — agpeca He NpoKCUpPYIOTCS.
3HayeHue no ymonyaumww FALSE
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Mpumep

OnucaHn cnyyan, korga NoProxyARP 06513aH 6biTb BbicTaBneH B FALSE (B MHbIX cnydasx — 3To
Heobs3aTenbHO).

Tononorua ceTu:

------- 10.0.0.1/24 GW====== |SP router ===.. === nomadic

O6o3HayeHus:
-------- OTKpbITbIN Tpaduk
======== 3alLMLEeHHbIR Tpaduk
GW w03 6esonacHocTu
ISP router MapLupyTusaTop nposarvigepa
......... BCE NPOMEXYTOUYHbIE XOCTbI

nomadic BHELLUHWI Mosrib3oBaTeb.

Myn agpecoB BblaeneH N3 BHyTpeHHen cetu, Hanpumep, 10.0.0.240 — 10.0.0.247, ero Tak ke MOXHO
3apgatb B oopme 10.0.0.240/29. 3gech cneunansHO BbIOpaH gManasoH, KOTOpbI YKNaabiBaeTcs B
noacetb, YTobbl ygobHee 6bINo 3agaBaTh 3anvcb B Tabnuue maplipyTusaumm. Ho He cTouT nyTatsb -
agpeca 10.0.0.240 n 10.0.0.247 He BynyT aBNATLCS Criey,. agpecamm NoACeTy.

[nsa ykasaHHon Tononornm B LSP HeobxogmMmo ykasaTb:
AddressPool(
IPAddresses =10  .0.0.240/29
NoProxyARP = FALSE

)
Route(
Destination = 10.0.0.240/29
Gateway = ISP_router_IP_address
)

B pesynbTaTe nony4um:

1 GW oteetut Ha ARP-3anpoc Ethernet agpeca ans IP-agpeca 13 nyna ot xocTa n3
BHYTPEHHEN ceTu

1 TMocne nonagaHus nakeTa Ha BHYTpeHHUN nHtepdenc GW ¢ agpecom HasHayeHus 13 nyna,
naket OyaeTt nepeHanpaBrneH B COOTBETCTBMM C YKa3aHHOW 3annCbio B MapLUpyTHON Tabnuue
Ha BHeLWwHu nHTepderic GW, roe nepeq otnpaskor BO BHe OH ByaeT 3awmdpoBaH.

Heobxo4MMo NOMHUTb:

Henb3s ykasbiBaTe MapwpyTtusaumio ans 10.0.0.240/29 yepes BHewHU nHTepdenc GW, Tak kak
Bblgensemble agpeca 13 nyna oyayT npua3biBaTbea B ARP-Tabnuue K BHELWHeMY nHTepdency, u
GW He byget otBevaTtb Ha ARP-3anpochl Ansi Takux agpecoB C BHYTPEHHEro nHTepgenca. 31o
pacxogutcs ¢ npaktukon Cisco, rae B TakoM Crydae 3anucb AenaeTcs yepes uHrepderic.
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AtpubyTt DNSServers

ATpubyT DNSServers 3agaeT cnncok agpecoB cepeepoB DNS, nepegaBaembix Mo NpoTOKONy
IKECFG KknueHTy.

B cnyyae oTcyTCcTBMS AaHHOro atpmbyTa, agpeca cepBepoB KMUEHTY He nepenatoTcs.

CuHTakcuc DNSServers* = I[P

3HayeHus cnucok IP-agpecoB DNS cepsepos. [lonyckatoTcs ntobble 3Ha4eHns
agpecos, kpome Hyrnesoro (0.0.0.0).

3HayeHue no YMONYaHUKO  3Ha4YeHue no ymon4aHuio OTCyTCTBYeT.

AtpubyTt DNSSuffixes

ATtpnbyt DNSSuffixes 3agaeT cnucok cydpdumrkcoB DNS, nepeaaBaembix no npotokony IKECFG
KnneHTy. B cnyyae oTcyTcTBUA AaHHOro nong, cyddukcsl DNS knveHTy He nepegatoTcs.

[MpoBepka Ha KOPPEKTHOCTb 3Ha4YeHun npu 3arpyske LSP n npu otcbinke no npotokony IKECFG He

npoussoamnTcs’.
CuHTakcuc DNSSuffixes* = CTPOKA
3HayeHus cnuncok cydpdmkcos DNS

3HayeHue No YMONYaHUI0  3HAYeHWe Mo YMONYaHUIo OTCYTCTBYET.

Mpumep
AddressPool pool_dyn

(
IPAddresses = 192.168.2.240..192.168.2.247
DNSServers =192.168.10.10

DNSSuffixes = "s - terra"

7 KOppeKTHOCTb 3HA4YEHUI 3aBUCUT OT UX NPUMEHNMOCTUN Ha OﬂepaLlMOHHOVI cucteme KnneHrta, o 4em QOMmKeH
no3aboTuTbcs agMUHNCTPaTop LLinto3a 6e3onacHocCTL.
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CtpykTypa IPsecAction

CtpykTypa IPsecAction 3apaeT NpaBuIo Co34aHUs KOHTEKCTA COeAUHEHNS ANt TPOTOKOMNOB
cemeiicTea IPsec. B KoHMrypauum Takux CTpyKTyp MOXKET ObITb HECKOMbKO. TOW CTPYKTYpe MOXKET
GbITb NPUCBOEHO UMS.

UMa CTPYKTYpbI IPsecAction
ATpunbyThI TunnelingParameters

ShuffleTunnelEntries
CryptoContextsPerlPSecSA
GrouplID
ContainedProposals
IKERule
NoPathMTUDiscovery
MTU
NoSmoothRekeying
ReverseRoute
InputFilter
OutputFilter

Atpubyt TunnelingParameters

ATpnbyT TunnelingParameters onucbiBaeT napamMeTpbl BHELLHEro |P-3aronoBka nakera, KOTopbii
pobaensetcsa B TyHHeNbHOM pexunme IPsec. Ecnu B TunnelingParameters ykasaHo 6onee ogHoro
3r1eEMEHTAa, TO 3NEeMEHTbI UCTIONb3YIOTCS Kak anbTepHaTUBHbIE NapTHepbl. Ecnu He yaanock
YyCTaHOBUTb |IPSec-TyHHeNb ¢ NnapTHEPOM, TO NMPOU3BOAMTCS NOMbITKA YCTAHOBUTL TYHHENb CO
crnepyroLmMm NapTHEPOM B CMIUCKE, U Tak Aarnee 40 OKOHYaHWs criucka.

CuHtakcuc TunnelingParameters* = TunnelEntry

3HayeHne No YMONYaHUI  UCMOSIb3YETCH TPAHCTMOPTHBIN PEXUM.

Mpegynpexaenue: ecnun mexay naptHepammn obHapyxeH NAT, To co3gaBaTb COeaMHEHNE B
TPaHCMOPTHOM PeXUME Herb3s.

Atpubyt ShuffleTunnelEntries

AtpubyT ShuffleTunnelEntries 3agaet nopsaok npuMeHeHns cTpykTyp TunnelEntry B atpnbyTte
TunnelingParameters. ATpmubyT ShuffleTunnelEntries urHopmpyetcs, ecnu atpubyT
TunnelingParameters He 3agaH.

CuHTakcuc ShuffleTunnelEntries = TRUE | FALSE

3HaueHus TRUE — npwu 3arpyske KoHurypaumm TyHHenu B Criucke
TunnelingParameters nepemMelunBaoTCsa CriyqanHbiM obpa3om

FALSE — npu 3arpyske KoHurypaumm TyHHenn B Crimcke
TunnelingParameters NpyMeHSAOTCS B MOPSAKE NepeYnCrieHns

3HayeHue no ymonyaumww FALSE
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Atpunoyt CryptoContextsPerlPSecSA

ATpubyT CryptoContextsPerlPSecSA 3agaeT KonM4ecTBO OTKPbIBAEMBIX KPUMTOrpadnyeckmx
KOHTEKCTOB Ha ouH IPsec SA, cosgaHHbIn no aToMy npasuny IPsecAction. Hannyne HeckonbKknx
KpunTorpagouueckmx KOHTEKCTOB NO3BOMSET pacnapannennts 06paboTky naketoB ogHUM IPsec SA.

3HayeHune CryptoContextsPerlPSecSA, npesbiatoLee obLee YACIOo NPOLLEeCCOpHbIX Saeps Ha 1 1
Honee, BKMOYaeT ONTMMU3MPOBAHHBIN anropuTM CO34aHUs KpUnTorpapruyecknx KOHTEKCTOB.
OnTumMmnsauma 3aknoyvaeTcs B NPUBA3KE KPUNTO-KOHTEKCTOB K SApaM npoueccopa U MoxeT
CYLLECTBEHHO NOBbLILIATL NPOU3BOAUTENBHOCTL IPsec Ha MHoronpoueccopHbix® cuctemax. Ans
ofHonpoueccopHbIx cnuctem BolicTaBnAaTe CryptoContextsPerlPSecSA He nmeeT cmbicna.

CuHTakcuc CryptoContextsPerlPSecSA = LIEJTOE32
3HayveHus Llenoe uncno ns gnanasona 1..128.

3HayeHue no ymonyauuw  GepeTcsa U3 danna agent.ini (napameTp
DefaultCryptoContextsPerlPSecSA).

Atpubyt IKERule

ATpubyT IKERUIe aBNsieTCa CCbINKOW Ha NpaBuio Co3haHns KOHTeKCTa coeanHeHns ansa ISAKMP-
nHULmaTopa.

CuHTakcuc IKERule = IKERule
3HayeHue no yMon4yaHm  He cyLlecTByeT, aTpubyT ob6a3aTenbHbIN.

Atpubyt GrouplD

ATpnbyT GrouplD 3agaeT napaMeTpbl NOfy4YeHMs KNOYEBOro matepumana. icnonb3yeTtcst anroputm
Ounddu-Xennmara. MNapameTpbl 3agatoTes B BUae cnucka. Ecnu cnmvcok He nycT, To ans
MHMUMaTOpa CoeaUHEHMS KIToYEBON MaTepuan Bcerga 3agaétcs CornacHo NepBOMY KOMMOHEHTY
cnucka. [ins oTBeTYMKa NpUcnaHHoe NpeasioxkeHne nHnuumMaTopa cpaBHMBaETCS NocneaoBaTenbHO
CO BCEMM 3NIEMEHTaMM CBOETO Crncka.

CUHTaKcue GrouplD = MODP_768, MODP_1024, MODP_1536, BELTDH,NO_PFS
3HayveHus MODP_768 — rpynna 1 — gnuHa kno4a 768 6ut

MODP_1024 — rpynna 2 — gnuHa knto4ya 1024 6uta

MODP_1536 — rpynna 5 — anuHa knto4ya 1536 6ut

BELTDH — npoTtokon hopmmnpoBaHus obLLero knova Ha OCHoBe
ANANNTUYECKNX KpuBbIX cornacHo CTh 34.101.66-2014

NO_PFS — o6meH kntodamu Bo BTopon dase IKE He ucnonbayetcs/

8 [laHHOe 3Ha4yeHWe rapaHTUpyeT BKIYEeHWe ONTUMM3aLIMK, HO OHa BKITOYAETCA Takke HauMHas Co 3HaYeHus,
npeBbILatoLLLEro MakcuMarnbHbIi HOMep npoLeccopa, K KOTOPoOMy NpuBsidaHa HUTKa obpaboTyrka B ApaniBepe.
To ecTb ANs rapaHTUPOBaHHOTO BbIKMOYEHUS ONTUMM3ALIMN HEOOXOAMMO BbICTABUTL YMCIIO PABHOE KONUMYECTBY
HUTOK-06paboTUMKOB, 3agaBaeMoMy nNapameTpom gpavisepa "cpu_distribution”.

° MoapasymeBaeTcs MHOXXECTBO MPOLIECCOPOB, BUAMMbIX AMsl ONepaLyoHHON CUCTEMbI, HE3aBUCUMO OT
TononorMn cuctembl. ATo MoryT BbITb Nornyeckme npoueccopsl (TexHonornn hyperthreading n aHanornyHele),
NpoLecCcopHbIe SiApa, PacronoXeHHble Ha OAHOM KpucTarnse.
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3HaueHue no yMOn4aHuro

Kno4eBon maTepman sanmcTeyeTcs u3 nepson asbl IKE.

Atpubyt ContainedProposals

Kaxpgas n3 ctpyktyp AHProposal n ESPProposal cogepXvt cnucok BapMaHToB nNpeobpasoBaHuii
(transforms). CtpykTypbl AHProposal 1 ESPProposal moryT rpynnMpoBatbCsl, N03BOSISA
obpabatbiBaTh Tpaduk komObuHaumen npotokonos AH n ESP.

AT1pubyT ContainedProposals cogepxuT cnncok eanHnYHbIX cTpykTyp AHProposal n ESPProposal
Unun nx nap B nopsigke yooiBaHMs npuopuTeTa.

CuHTakcuc

3HayeHuns

3HayeHue No yMON4aHUI0

Mpumep

ContainedProposals *= Proposal
Proposal *= (AHProposal [ ,ESPProposal ]) | ESPProposal

Yncno anemeHTOB cnmcka HeorpaHmn4yeHo. Bce anemeHTbl crnvcka AoKHbI
ObITb pas3nn4HbIMA.

OQnvH aneMeHT crn1cKa CoaepXuT 4o ABYX Npeobpa3oBaHuii ¢
pasnu4HbLIMU NPOTOKONaMM.

Ecnun anemeHT cnucka cogepxut AHProposal n ESPProposal, To oHux
OOIMKHbI CriegoBaThb B YKkazaHHOM nopsigke.

MHuumaTtop coeamHeHns nocoinaeT napTHEPY BCe BapyaHThbl NapamMeTpoB
3alWnTbl COEANHEHMS, YKka3aHHble B aTpubyTe ContainedProposals, ¢
Lenblo Mx cornacoBaHnsi Bo Bpemsi BTopon dasbl IKE-ceccun.

OTBeTHas CTOpPOHa npucnaHHble npeanoXxeHna nHmynaTtopa coeguHeHusA
nocnefoBaTenibHO CPaBHMBAET C KaXdbIM 3N1IEMEHTOM CBOEro Crucka
npeanoxeHun n BolbmpaeT nepsoe cosnaswee. [1pn nepebope bonee
NPUOPUTETHBIM ABITAETCA CMNCOK Ha CTOPOHE OTBETHUKA.

MapameTpbl NpeobpasoBaHmii 1 KOMBUHaUKMA npoTokonos AH n ESP
onpeaensioT Ka4ecTBO 3aLLUTbl COEANHEHUS.

3anvcb (ahl, espl),( esp2),( ah3) os3HauvaeT, 4TO paccmaTpuBaroTCH
BapWaHTbl KOHTEKCTOB:
nunbo ceaska (ahl, espl), nubo proposal esp 2, nubo proposal ah3.

He CyLLecTBYeT, aTpnbyT 0b6a3aTenbHbIN.

ContainedProposals *=

(ipsec_ah_md5, ipsec_esp_des3),(ipsec_ah_md5, ipsec_esp_idea)
(* (AH(MD5) d ESP(DES3)ESptRgA)AH( MD5) d

ContainedProposals *=

(ipsec_ah_mdb5, ipsec_esp_des3),(ipsec_ah_md5)

(* (AH(MD5)

d ESP(DES3) d dzd AH(MDS5)*)

ESPProposal ipsec_esp_idea(

Transform *= ESPTransform(
CipherAlg = "IDEA - CBC")

)

AHProposal ipsec_ah_md5(

Transform *= AHTransform(
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IntegrityAlg* = "MD5 - H96- HMAC")
)
ESPProposal ipsec_esp_des3(
Transform *= ESPTransform(
CipherAlg ="DES3 - K168- CBC")

Atpunoyt NoPathMTUDiscovery

OToT aTpubyT OoTKMtoYaeT anroputMm "Path MTU Discovery" (BbisiBNeHME MakCMarnbHOro pasmepa
nakeTa, NPOXOASALLEro Ha BCEM MyTW OT OTNPaBUTENS K nonyyartento 6e3 cparmeHTaumn) onga IPsec
SA, co3gaBaeMblx Mo JaHHOMY npasuny.

CuHTakcuc NoPathMTUDiscovery = TRUE | FALSE

3HayeHust FALSE — npousBogutcst obpadoTka ICMP-coobLeHnnii Tuna destination
unreachable/fragmentation needed, npuxogawmx B oTBeT Ha IPsec-
nakeTbl. Ha 0CHoBe 3TMX coobLLEHMI BbIYMCISETCS 3 EKTMBHOE
3HayeHve MTU Tpacchl (MakcumarnbHbI pa3mep nakeTa, NPOXoasLni no
BCeMy kaHany 6e3 dpparmeHTaumn).

TRUE — ICMP-coo6LueHusi He obpabaTtbiBatoTcs, 3HaveHne MTU
BbIYMCMNSETCS TONbKO U3 fIoKanbHOM KOHUrypaumm.

3HayeHune no ymonyaumw FALSE

AtpubyTt MTU

OT10T aTpubyT 3agaeT 3HavyeHne MTU gns IPsec SA, cosgaBaembix No AaHHOMY NpaBuny.

3HauyeHne MTU ncnonb3yeTcst TONbLKO AN UCXOOALLMNX NMAKETOB M ANs nocnegHero SA,
NPUMEHEHHOTO K NakeTy (B crnyyae BrioxeHHoro IPsec 3HavyeHne MTU gnst BHyTpeHHero SA

UrHopupyeTtcs).
CuHTakcuc: MTU = LUENOE32
3HayeHus Llenoe uncno ns gnanasoHa 1..65535

3HayeHue no ymonyanmw 0, 370 03Ha4aeT, 4To MTU onpepgenseTcs aBTOMaTUYeCKN.

3HauyeHne MTU nHTEpnpeTnpyeTca cnegyowmm obpasom:

1 ecnu naket nogeepraeTca NnosTopHon MmapwpyTusauum (TunnelEntry.ReRoute = TRUE vnu
naket otnpasnsetcs ¢ IKECFG-nHTepdelica) u:

1 ecnu B nakete BbicTaBneH DF-6uT, To 3HayeHne MTU uHTepdperica He yunTbiBaeTcs, a
3HayeHue IPsecAction.MTU paccmaTtpmuaeTca Kak 3HadyeHne MTU mnHTepdeiica

1 ecnu B nakete DF-6uT cOpoweH, To IPsecAction.MTU He ncnonb3yeTcs

1 ecnu naket oTnpaBnsaeTca 6e3 NOBTOPHOW MapLUpyTU3auum, To BbIbpaeTca MMHMMAanbHoe 13
3HayeHun — MTU mnHTepdenca n MTU B IPsecAction.

Ecnn NoPathMTUDiscovery=FALSE, To yka3aHHoe IPsecAction.MTU MoxeT ObITb
CKOPPEKTMPOBAHO B MEHbLLYIO CTOPOHY Npw Bbl4mucneHnn MTU Tpaccel.

PekomengyeTca yctaHaBnmBaTth 3HadeHne MTU He meHee 670 Gawr.
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Atpubyt NoSmoothRekeying
Atpnbyt NoSmoothRekeying 3agaeT pexxum "MArkor" cMeHbl KINiYeBoro marepuvana.
CuHTakcuc NoSmoothRekeying = TRUE | FALSE

3HayeHus TRUE — 3abnaroBpemMeHHas cmeHa kntoyeBoro matepuana (rekeying) He
nposoauTcs. Mpu oTcyTCTBMU NoaxoasLero IPsec coeanHeHns, HOBbIN
IPsec SA cosfgaéTcs TonbKo Mo 3anpocy U3 sapa — Npu Hanuydnm
ucxopgsero IP-naketa, nnbo no nHMunaTnee napTHepa. B pesynbTtaTte, BO
BpeMs cosgaHus Hosoro IPsec SA IP-Tpaduk npuoctaHaBnvBaeTcs, a npu
WHTEHCUBHOM Tpadouke BO3MOXHA MOTEPS NAKeTOB.

FALSE — 3abnaroBpeMeHHO, He3a4051ro 40 OKOHYaHWst fencTeus IPsec
coefMHeHns, Ha ero ocHoBe (C TeMU e napameTpamun) nposogutcs IKE-
ceccus (Quick Mode) no cosgaHuio Hoeoro IPsec SA — rekeying. Rekeying
He NPoBOAUTCSH, €Crn 3a BPEMS CYLLLeCTBOBaHUA cTaporo SA nopg ero
3awuToi He GbiNo HUKakoro Tpadwka.

3HayeHune no ymonyaumw FALSE

AtpubyT ReverseRoute

ATpubyT ReverseRoute 3agaet dyHKUMoHanbHoCcTb Reverse Route Injection (RRI). MNocne
yCTaHOBI1€HUNA 3allneHHOro coeanHeHna ¢ yaaneHHbiM napTHepom, npu BKNIOYEHHOM MeXaHu3me
RRI B cuctemHyto Tabnuuy Maplipytmudaumm gobaensercs 3anvcb 06 o6paTHOM mMapLupyTe
(nogpobHee cMm. AOKyMEHT «HacTporika wnto3a», pasgen «Obume HaCTPONKM LUN03ay).

CuHTakcuc ReverseRoute = TRUE | FALSE
3HayeHus TRUE — RRI BkntoyeH
FALSE — RRI Bblknto4eH

3HayeHue no ymonyaumw FALSE

[lna TpaHCnopTHOro pexnma n ansa TyHHenbHoro pexmma HOST<->HOST, roe TyHHenbHbIn
destination coBnagaet ¢ destination n3 BHyTpeHHero 3aronoska, RRI gonyckaeTcs, HO cMbicria He
nUveeT.

dunbTpbl, K KOTOPLIM MPUBSA3aHO NPaBUIIO € BKMoYeHHbIM RRI, He JomKkHbI cogepxaTb MOPTOB,
NPOTOKONOB 1 Anana3oHoB agpecoB B destination-yactu. MNogpobHee orpaHNyYeHnsa onmucaHbl B
AoKkymeHTe_«HacTporika wnto3ay, pasgen «O6Lme HaCTPONKK LLM3ay.

Anroputm goGaBrieHMs MapLIPyTOB

Ecnu gna IPsecAction HacTpowika ReverseRoute BeicTaBneHa B FALSE, npu cosgaHum SA no atomy
IPsecAction, gononHUTENbHbLIX 4EACTBUN He NpeanpuHumaeTca. [lanee npeanonaraeTcs, 4YTo
ReverseRoute BbicTaBneH B TRUE.

Mocne noctpoeHus IPsec SA BbiumcnsieTcs Heobxogumbii MmapwpyT (RR). OcHoBaHneM sBNSOTCA
crnepyroLwme gaHHbIe:

1 cenektop SA (ID BTopon casbl IKE)

01na nposeaeHus rekeying-a Heo6xoaMMO, YTOGLI BPEMS XN3HM OBHOBNAEMOro coefuHeHNst Bbino
CYLLECTBEHHO GOrblLe BPEMEHW, KOTOPOE OTBOANUTCSA Ha npoBedeHue IKE-ceccuu.
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1 a;pec HasHaveHus TyHHenbHOro 3aronoska SA (tdst)

1 cucTemHas Tabnuua MapLpyTusaumm (6es yyeTa mapLUpyToB, A06aBNeHHbIX NOACUCTEMON
RRI).

BbluncneHue MapLupyTa:

1 1D napTHepa'! BTopoit dhasbl IKE npeoGpasytoTcs B agpec v Macky nogcetu. Ecniv ato
HeBO3MOXHO (ID aBnsieTcs NpoM3BOSbHLIM AMana3oHOM, UMEET MPOTOKOMbI U/UNn NopThl), TO
RR He cospaeTtcs. MNMonyyeHHble agpec u Macka byayT agpecoM HasHavyeHus Co3aaBaemMoro
MapLupyTa.

B cuctemHon Tabnuue NponsBoaMTCS NOUCK TYHHENbHOro agpeca SA.
Ecnu npaeun He HangeHo (“Destination Unreachable”), RR He nobaenseTcs.

Ecnu HaingeHo npaBunio NpsiMon MapLUpyTusauum Yepes UHTepgenc, BbIMUCAEHHbI MapLUpyT
OyneT Yepes gateway tdst.

1 Ecnu HangeHo npaBunio NnpsMon mapLupyTtusauum Yyepes gateway GW, BblMUCNEHHbIN
MapLupyT bygeT Yyepes gateway GW.

Ecnu MapLupyT ycnewwHo BeIMUCIEH, NPOBEPSIETCS CreayloLlee:

1 Takoi xxe mapLupyT 6bin paHee gobasneH nogcuctemont RRI gnst SA ¢ Tem xe tdst. B atom
cnyyae yBenu4ymMBaeTCsl CHETUMK CCbINOK, MapLipyT He aobaBnsaeTcs.

1 MapuwpyT ans SA c Takumum xe |D BTopor dasbl u tdst yxxe gobasneH, HO oTnnyaeTcs. B atom
cny4ae CyLecTBYOLWNA MapLLIpyT 06HOBNAETCS, yBENNYMBAETCA CHETUYMK CChINOK.

1 MapuwpyT ¢ Takumn xe napameTpamu yxe gobasneH, Ho ana SA ¢ gpyrum tdst. MappyT He
€030aeTCs, CHETYUK CChINOK HE YBENMYNBAETCS.

1 MapuwpyT, cootBeTcTBYIOWMIN ID napTHepa ecTb B cuctemHon Tabnuue, Ho nogcuctemon RRI
OH He gobaensncs. B aTom cnyyae mapLupyT He co3gaeTcs.

Mpu yoaneHun SA 13 sigpa, CHETYUK CChINTOK COOTBETCTBYLLENO MapLUpyTa yMeHbLUaeTCsi, Npu
0BHyneHun cyeTyMKa MapLUpyT yaanseTcs.

MpeaynpexagexHue HeJonyCTUMO BPYYHYIO U3MEHATb UIK YAanaTb npasunia MapLipyTtusauum,
KOTOpble aBTOMaTu4eckn opMmpyoTcsa Npy ncnonb3osaHum RRI.

Atpubyt InputFilter

ATpnbyT InputFilter 3agaeT gononHUTENbHbLIE Npasuna uneTpaummn, npucoegnHaemole k IPsec SA.
InputFilter npumeHsaeTca k BXogaLWMM NakeTam nocrie gekancynsiumm.

Ecnu IPsecAction ctpout 6onee ogHoro SA Ang kaXkgoro HanpasneHus, ounbTpaunst BCe paBHO
npon3BogmMTCs oauH pas. To ecTb, B komOuHaumm ESP+AH npasuna dunstpauum 6yayT
npumeHeHbl kK ESP SA.

B cniyyae BnoxeHHoro IPsec, korga K nakeTty npuMmeHsoTcs SA, co3gaBaemMble MO pasHbIM
IPsecAction, nakeT nponget Bce InputFilter ot kaxxgoro IPsecAction.

CuHTakcuc InputFilter = FilterChain

3HaueHue no YMONI4aHUK  OONOJNTHUTENbHAaA (*)VIJ'IpraLI,VIFI BXOAALLUMX NAaKeToB He NPoOn3BOOUTCA.

1 Mockonbky npoTokon B 1D BTopoii hasbl oanH Ans o6omx napTHepoB, a nopThl 6e3 ykasaHus npoTokona
CMbICIa He VIMEIOT, MPUCYTCTBUE NMOPTOB U NMPOTOKOSIOB C 060MX CTOPOH He AoNyCcKaeTcs.
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AtpunoyT OutputFilter

ATpubyT OutputFilter 3agaeT gononHUTENbHbIE NpPaBuna ounbTpaunum, NpUucoegmHsieMsle k IPsec
SA. OutputFilter npymeHsieTcs K UCXOAALLMM NakeTam A0 UHKancynsauum.

Ecnu IPsecAction ctpouT 6onee ogHoro SA ans kaxgoro HanpaeneHusl, unbTpaunsi Bce paBHO
Npoun3BoOAMTCH OauH pa3. To ecTb, B KOMOMHauun ESP+AH npasuna dpunbstpaumv 6yayT
npumMmeHeHbl K ESP SA.

B cnyyae BnoxeHHoro IPsec, korga k nakeTy npuMeHsitotcs SA, co3gaBaemMble Mo pasHbIM
IPsecAction, nakeT nponget Bce OutputFilter oT kaxxgoro IPsecAction.

CuHTakcuc OutputFilter = FilterChain

3HayeHue no YyMONYaHUK  OOMNOJIHUTEeNbHadA q)MJ'IpraLI,I/Iﬂ ncxogdawmnx nakeToBs He Npomn3BoOUTCA.
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Ctpyktypa TunnelEntry

Ctpyktypa TunnelEntry onucbiBaeT napameTpbl BHelLHero |P-3aronoska nakerta npu
Mcnonb3oBaHUK TYHHENbHOro pexuma IPsec.

Ums cT| bl TunnelEntry

ATpubyTHI PeerlPAddress
LocallPAddress
DFHandling
ReRoute
Assemble

Atpubyt PeerlPAddress

ATpnbyT PeerlPAddress onucbiBaeT TYHHENbHbIV agpec. ATOT agpec UCMonb3yeTcsa AN ABYX
Lenen — agpec nonyyaTtens Bo BHewwHeM |IP-3aronoeke n agpec IKE-napTHepa.

CuHTakcuc PeerlPAddress = IP

3HayeHMe No yMONMYaHMK  €CNK TYHHENbHbIN agpec UCNOoNb3yeTcsa Kak agpec nonyyarens Bo
BHewHeM IP-3aronoske, TO

ansa uexoasauwero naketa 6epetca agpec IKE naptHepa
€CNK TYHHENbHLIN agpec ucnonb3yeTcs kak agpec IKE napTtHepa, To:

Ans ucxoasuwero naketa 6epetcsa agpec us IP-nakeToB, BbI3BaBLUNX
co3faHne coeanHeHns

05 BXOASLLEro naketa npuHumaeTcs nobon agpec.

AtpubyTt LocallPAddress
ATpnbyT LocallPAddress onucbiBaeT TyHHENbHbIN agpec nokanbHoro VPN-ycTpoicTea.
CuHTakcuc LocallPAddress = IP

3HayeHune No ymonYaHMK  And UcxogsLero naketa — nobown 13 agpecoB ceTeBoro MHTepdenca, ¢
KOTOPOro oTnpaBfsieTcs nakeT.

AtpubyT DFHandling

AtpubyTt DFHandling 3agaet anroputm copmupoBanusa DF ( Don't Fragment) 6uta BHewwHero |P-
3arornoBska Ana TYHHenbHoro pexuma IPsec.

CuHTakcuc DFHandling = COPY | SET | CLEAR
3HayveHus COPY - konumpoBaTb DF 6GUT 13 BHYTPEHHErO 3arofoBKa BO BHELUHWM
3aronoBoOK

SET - Bcerga ycraHaBnvBaTtb DF 61T BHeLHEro 3arofoBka B 1

CLEAR - Bcerga cbpacbiBaTb DF 6uT BHeluHero 3aronoska B 0.

3HayeHue no ymonyaumo  COPY.
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ATpunoyTt ReRoute

ATpnbyT ReRoute ykasbiBaeT, 4To nakeT OyaeT noAaBepraTbCa NOBTOPHOW MapLupyTu3auun. MNpu
NCMONb30BaHMN MOBTOPHOW MapLUpyTM3aLumM MOXET NPOUCXOAUTb NOBTOpHasA obpaboTka nakeTa
IPsec-gpanBepom, LSP fomkHa co3gaBaTtbCs C y4eTOM 3T0ro. To ecTb, YTobbl IPsec-nakeTsl ¢
nokanbHOro agpeca npornyckanvcb Npy BTOpoM npoxoge. YkasbiBaTb ReRoute nmeet cmbicn ans
SA, 3ameHsOWMNX agpec HasHaveHus. Ecnu no xogy 06paboTkv nakeTa agpec HasHavyeHns He
nsmeHuncs, dnar ReRoute nrHopupyetcs.

CuHTakcuc ReRoute = TRUE | FALSE

3HayeHus TRUE — ucxogsawmn naket nocne uukna obpaboTku He oTnpaBnsieTcs B
OpaviBep ceTeBOro nHTepdeica, a Hanpaensaetcs B IP-gpaneep ons
MOBTOPHOW MapLUpyTu3aumun. Takow nakeT MOXeT NonacTb Ha NMOBTOPHYHO
06paboTky IPsec gpaviBepoM, Tak 4TO NpaBuna unbTpaunm SOMKHbI
YUUTbIBaTb ¥ NPOMNycKaTb Takve NakeThbl.

FALSE — yka3blBaeT, 4To nakeT He OyaeT noaBepratbCs NOBTOPHON
MapLupyTUsaumu.

3HayeHue no ymonyaumw FALSE

AtpubyT Assemble

ATpnbyT Assemble ykasbiBaeT, 4To naket 6yget cobpaH us IP-doparmeHTOB nepep 3aBopaynBaHUEM
B IPsec. B TpaHcnopTHOM pexume IPsec cbopka nakeToB nepen MHKancynsunen npomsBoamTcs

Bcerga.
CuHTakcuc Assemble = TRUE | FALSE
3HayveHus TRUE - o3Ha4vaeT, 4Tto nakeT 6yaet cobpaH us IP-dparmeHToB nepeq

3aBopaymnBaHueM B IPsec. PekomeHayeTcsa yctaHaBnmBaTb npu pabote no
3aULLLEHHOMY COEAMHEHNIO C NpeablaywmmMm Bepcuamm LLntosa
BesonacHocTw.

FALSE — yka3sblBaeT, 4TO NakeT He OyaeTt nogeepratbes cbopke

3HayeHue no ymonyaumw FALSE

Mpumep
IPsecAction CMAP1

(

TunnelingParameters *= TunnelEntry(
PeerlPAddress = 10.0.2.103
DFHandling=COPY

),

TunnelEntry(
PeerlPAddress = 10.0.2.104
DFHandling=COPY),
TunnelEntry(
PeerlPAddress = 10.0.2.101
DFHandling=COPY)
ContainedProposals *= ( AH_AH_tr)
IKERule = IKE_CMAP_1
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Ctpyktypbl AHProposal n ESPProposal

Crtpyktypa AHProposal 3agaet cnucok kpunTtorpacmyeckmx npeodpasoBaHmn (transforms)
npoTtokona AH B nopsiake yobiBaHWUsi NpuopuTeTa, KOTOPbIE AOoMycKatoTcsa Ans obpaboTkM Tpaduka.
Tpadurk — KONMYecTBO KUNOGanT faHHbIX, 06paboTaHHbIX 4aHHLIM KOHTEKCTOM.

Crtpyktypa ESPProposal onpegensieT cnucok npeobpasoBanuii (transforms) npotokona ESP B
nopsigke yoblBaHUS NpuopuTeTa, KOTopble AonycKaloTcsa Anst 06paboTkm cneundnumpoBaHHOro

Tpacduka.

Ums cT| bl AHProposal
ATpunbyThI Transform
Ums cT| bl ESPProposal
ATpunbyThI Transform
AtpubyT Transform

ATpubyT Transform 3agaeTt CIMCOK BO3MOXHbIX rpynn napameTpoB npoTtokona AH (ansa cTpykTypbl
AHProposal) unu ESP (ansa ctpyktypbl ESPProposal), Heobxoanmbix ans cosgaHusa SA,
pacnonoXeHHbIX B Nopsake yobiBaHWA UX npuopuTeTa.

CuHTakcuc Transform *= AHTransform  # ana ctpyktypbl AHProposal
Transform *= ESPTransform  # gna ctpyktypbl ESPProposal
HorxeH npucyTcTBoBaTh XOTA 6bl OANH TpaHCHOPM.

3HayeHne No yMONYaHMK  He CYyLLLEeCTBYeET, aTpubyT 0b6s3aTeNnbHbIN.
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Ctpyktypa AHTransform

CrtpykTtypa AHTransform 3agaet napameTpbl koHTekcTa (SA) AH.

HesiBHblE OrpaHuyeHus Ha KonuyecTBo o6paboTaHHOro Tpaduka B nakeTax, B b6aiTax unm Ha
KONMMYeCcTBO OLIMGOK NpU NpoBepKe LIeSIOCTHOCTY NakeToB MOTYT COAepXaThCs B peanunsaumm
KOHKPETHbIX KpuUnTorpacny4eckux anroputmos.

PeKomeH,qyech YKa3blBaTb Takoe BpeMA SA XN3HU B CeKyHOax, 4YTOObl B OCHOBHOM yaaneHue IPsec
SA npoucxoguno no BpemMeHun, a orpaHn4vyeHne Ha obbem TpachKa BbI6VIpaTb KaK OOMNOJTHUTENbHYIO

mepy.
Uma AHTransform
ATpunbyThI LifetimeSeconds

LifetimeKilobytes
IntegrityAlg

AtpubyT LifetimeSeconds

ATpnbyT LifetimeSeconds 3agaeT makcmanbHOe BpeMs CyLLecTBOBaHUA KoHTekcTa (SA) AH (B
cekyHaax).'?

CuHTakcuc LifetimeSeconds = LIEJTOE32
3HayeHue yucno us guanasona 0..23%2-1.

3Hayenue no ymonyanmi 28800 (8 yacos) 2.

AtpunoyT LifetimeKilobytes

ATpunbyT LifetimeKilobytes 3agaeT MmakcumanbHoe orpaHudeHme no Tpadurky Ha 4ENCTBUE KOHTEKCTa
B kunobanTax. Tpadumk — Konn4ecTBo Knnobant gaHHbIX, 06paboTaHHbIX 4aHHbIM KOHTEKCTOM.

CuHtakcuc LifetimeKilobytes = LIEJTOE32
3HaveHue yneno ns guanasoHa 0..2%2-1.

3HayeHume No ymMonYaHW  HeT orpaHuyeHunin Ha aencrtene SAM. (3amevaHue: konudecTso IPsec
nakeToB, 0bpaboTaHHbIX No ogHomy IPsec SA, Bcerga orpaHuymMBaeTcs
MakcuMarnbHbIM 3HaYeHneM sequence number — 232-1 nakeTtos. Mpw
NpeBbILLEHMN MaKCUMarbHOrO 3Ha4YeHNs sequence number Gyget

12 B cnyyae ucnonb3oBaHus cBsa3ok (AH+ESP) B kauecTBe anemMeHToB cnncka_ContainedProposals

CTpyKTYypbl IPsecAction , cooTBeTCTByHOLWME 3Ha4YeHnsa B AH- n ESP- TpaHcopMax ypaBHMBAKOTCA B MEHbLUYIO
CTOPOHY.

13 B 10S no ymonyaxuio 3600 (oguH Yac). MNpu 3TOM COOTBETCTBYIOLLME aTPMBYThl OTCLINATCA B ABHOM Buae, U,
bonee TOro, B NpeanoOXeHuUsix OT NapTHepa TpebyeTcsa oba3aTenbHOe Ux Hanmyme.

14 B 10S no ymonyaxuio npuHumaetcs 4,608,000 (10 megabits per second for one hour). Mpu aTom
COOTBETCTBYHOLLME aTpUbYThl OTCLINAKTCA B SIBHOM BUAeE, U, Gornee Toro, B NPeAnoXeHusiX OT napTHepa
TpebyeTcs 06s13aTenbHOE NX HanMuue.
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3anpoLueHa CMeHa KIoYen, Kak 3To AenaeTcs B Criyyae npeBblIeHNs
orpaHuyeHus B 6awTax.)

MpumeyaHue

Ecnu B atpnbyTe IntegrityAlg 3agaetca anroputm G2814789CPRO1-K256-MAC-255, To B aTOM
crny4ae MakcuMMarbHoe gonyctnmoe 3HadeHue LifetimeKilobytes — 4032 K6.

Mpun NpeBbIWEHNN yKa3aHHOIo 3Ha4YeHUs Ans CO34aHHOro SA, B XXypHar NpOTOKONMPOBaHNUS U Ha
KOHconb 6yaeT BbiaaHo coobLyeHune, 4To B co3gaHHoM IPsec SA orpaHuyeHune no Tpaduky He
COOTBETCTBYET JOMNYCTUMOMY OrpaHUYEHUIo A5 UCMOMb3YEeMOro Kpuntorpadu4eckoro anropmtMma:

"SA traffic limit exceeds limitations imposed by the cryptograghic
algorithm"

ATpubyT IntegrityAlg
ATpubyT IntegrityAlg 3agaet anroputM NpoBEPKU LIENTOCTHOCTY B pamMKax CO31aBaeMOro KOHTEKCTa.

Ecnu e cywecTtByeT Heo6X04MMOCTb 3a4aTh HECKOMNBbKO anropuTtMoB (MX KOMBUHAaLMIO) NpoBEPKK
LeNOCTHOCTK, TO UCNONb3YWTe anbTepHaTUBHLIN NOAXOA: B aTpubyTe Transform cTpykTypbl
AHProposal ykaxuTe cnucok cTpyktyp AHTransform, a B kaxxgown ctpyktype AHTransform 3agante
TONbKO OAWH anropuTM MPOBEPKU LENTOCTHOCTMW.

CuHTakcue IntegrityAlg = "STB1176199-H96-HMAC-250"|"STB34101CIPH-K256-
MAC-252"|"G2814789AV1-K256-MAC-251"|"MD5-H96-HMAC" |" SHA1-
H96-HMAC"

3HayeHue Bo3amoxHble 3Ha4YeHus:

"STB1176199-H96-HMAC-250" — HMAC CTB 1176.1-99 (96 6uT)

"STB34101CIPH-K256-MAC-252" — nmutosctaska no CTh 34.101.31 (64
ouT)

"G2814789AV1-K256-MAC-251" — nmutosctaeka no NOCT 28147 (64
ouT) "MD5-H96-HMAC" — HMAC MD5 (96 6uT)

"SHA1-H96-HMAC" — HMAC SHA-1 (96 6uT)

3HayeHune No yMONYaHMK  He CYLLLECTBYET, aTpubyT 0b6a3aTenbHbIN.
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Ctpyktypa ESPTransform

Crtpyktypa ESPTransform 3agaet napameTtpbl koHTEKCTa (SA) ESP.

HesiBHblE OrpaHuyeHus Ha KonuyecTBo o6paboTaHHOro Tpaduka B nakeTax, B b6aiTax unm Ha
KONMMYeCcTBO OLIMGOK NpU NpoBepKe LIeSIOCTHOCTY NakeToB MOTYT COAepXaThCs B peanusaumm
KOHKPETHbIX KpuUnTorpacny4eckux anroputmos.

PeKomeH,qyech YKa3blBaTb Takoe BpeMA SA XN3HU B CeKyHOax, 4YTOObl B OCHOBHOM yaaneHue IPsec
SA npoucxoguno no BpemMeHun, a orpaHn4vyeHne Ha obbem TpachKa BbI6VIpaTb KaK OONOJNTHUTENbHYHO

mepy.
Ums ESPTransform
ATpubyTHI LifetimeSeconds

LifetimeKilobytes
CipherAlg
IntegrityAlg

AtpubyT LifetimeSeconds

ATpunbyT LifetimeSeconds 3agaeT MakcMmanbHOe BpeMS CyLLLECTBOBAHUS KOHTEKCTA B CeKyHaax.!®
CuHTakcuc LifetimeSeconds = LIEJTOE32

3HayeHue Llenoe uncno u3 guanasona 1..2%-1.

3Hayenue no ymonyanmw 28800 (8 yacos) 6.

AtpunbyT LifetimeKilobytes

ATpnbyT LifetimeKilobytes 3agaeT MmakcumanbHoe orpaHu4eHme no Tpadurky Ha 4ENCTBUE KOHTEKCTa
B kunobanTax. Tpadumk — KonnyecTBo kKnnobanmt gaHHbIX, 06paboTaHHbIX 4aHHbIM KOHTEKCTOM.

CuHtakcuc LifetimeKilobytes = LIEJTOE32
3HaveHue Llenoe uncno u3 guanasona 1..2%-1.

3HayeHune No ymMonYaHW  HeT orpaHudeHunii Ha aenctene SAY. (3ameyvaHue: konudecTso IPsec
nakeToB, obpaboTaHHbIX No ogHomy IPsec SA, Bcerga orpaHuymMBaeTcs
MakcuMarbHbIM 3HavYeHneM sequence number — 232-1 nakeTtos. Mpw
NpeBbILLEHMN MaKCUMarbHOrO 3Ha4YeHNs sequence number Gyget
3anpoLleHa CMeHa KIYel, Kak 3TO AenaeTcsi B CriyyYae NpeBbILeHNs
orpaHuyenus B 6arrax.)

15 B cnyyae ucnonb3oBaHus cBsa3ok (AH+ESP) B kayecTBe anemeHToB cnncka_ContainedProposals
CTPyKTYypbl IPsecAction , cooTBeTcTByHOLLME 3Ha4YeHuss B AH- n ESP- TpaHchopmMax ypaBHMBAKOTCA B MEHbLLUYHO
CTOPOHY

16 B 10S no ymonyaHuio 3600 cekyHa. Mpu 3TOM COOTBETCTBYIOLLNE aTpUBYThl OTCHLINAKOTCSA B ABHOM BUAE, U,
bonee TOro, B NpeanoXeHNsix OT NapTHepa TpebyeTcs oba3aTenbHoe Ux Hanmume.

17 B 10S no ymonyaHuio npuHumaetcs 4,608,000 (10 megabits per second for one hour). Mpu aTom
COOTBETCTBYHOLLME aTpUbYThl OTCLINAKTCA B SIBHOM BUAeE, U, Gornee Toro, B NPeAnoXeHusiX OT napTHepa
TpebyeTcs 0bsi3aTenbHOE NX Hanmuue.
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MpumeyaHue

Ecnu ncnone3sytotca anroputmbl G2814789CPRO1-K256-CBC-254, G2814789CPRO1-K256-MAC-
65535 (atpubyThl CipherAlg, IntegrityAlg), To B 3TOM cnyvyae MakcumarnbHOe AOMYCTUMOE 3Ha4eHne
LifetimeKilobytes — 4032 K®6.

Mpun NpeBbIWEHNN yKa3aHHOIo 3Ha4YeHUs Ansi CO30aHHOrO SA, B XXypHarl NpPOTOKONMPOBaHNUS U Ha
KOHconb 6yaeT BbiaaHo coobLyeHune, 4To B co3gaHHoM IPsec SA orpaHuyeHue no Tpaduky He
COOTBETCTBYET JOMNYCTUMOMY OrpaHUYeHUIo ANS UCMOMb3yeMOro Kpuntorpaduyeckoro anroputma:

"SA traffic limit exceeds limitations imposed by the cryptograghic
algorithm"

AtpuoyT CipherAlg
ATtpunbyt CipherAlg 3agaeT anroputm WndpoBaHus Tpaduka B paMmkax co3gaBaeMoro KOHTEKCTa.

Ecnu xe cyuiectByeT He0OX0OMMOCTb 3a4aTb HECKOJSIBKO anropMTMOB LUncpoBaHus, TO
ncnonb3ynTe anbTepHaTUBHBIN noaxoa: B aTpmbyTe Transform cTpykTypbl ESPProposal ykaxute
cnuncok cTpykTyp ESPTransform, a B kaxxgon cTpyktype ESPTransform 3agavite Tonbko oguH
anropuT™ N poBaHus.

CuHTakcue CipherAlg = "NULL"|"G2814789AV1-K256-CBC-250"|"STB34101CIPH-
K256-CBC-252"|"DES-CBC"|"DES3-K168-CBC"|"AES-K128-CBC"|"AES-
K256-CBC"

3HayeHue Bo3amoxHble 3Ha4YeHus:

"NULL" — NULL (gaHHble He windpyoTes)

"G2814789AV1-K256-CBC-250" — wndpoBaHue 1 pacumdpoBaHme no
FOCT 28147 B pexxume CFB ¢ gnvHon kntova 256 6ut

"STB34101CIPH-K256-CBC-252" — wundpoBaHmne n pacungppoBaHue no
CTBE 34.101.31-2011 B pexume CFB ¢ anuHon kntoya 256 6ut.DES B
pexume CBC ¢ aBHbIM IV gnnHon 32 6uta

"DES-CBC" — DES B pexume CBC

"DES3-K168-CBC" — DES3 B pexume CBC

"AES-K128-CBC" — AES B pexxume CBC ¢ gnuHon kntova 128

"AES-K192-CBC" — AES B pexume CBC ¢ gnuHon kntova 192

"AES-K256-CBC" — AES B pexxume CBC ¢ gnunHon kntova 256
3HayeHue No yMONYaHMI  He CyLLleCTByeT, aTpnbyT 06a3aTenbHbIN.

ATpubyrT IntegrityAlg

ATpubyT IntegrityAlg 3agaeT anropMTm NPpOBEPKM LIENTOCTHOCTM NakeTa B paMKax co30aBaeMoro
KOHTEKCTa.

Ecnu xe cywecTByeT HeO6X0AMMOCTb 3a4aTb HECKOIBKO anropuTMOB NPOBEPKU LEMOCTHOCTU (UX
KOMOMHaumMI0), TO UCNONb3yMTe anbTepHaTMBHBIN Noaxon: B atpubyTte Transform cTpykTypbl
ESPProposal ykaxuTe cnmcok cTpyktyp ESPTransform, a B kaxxgon ctpyktype ESPTransform
3ajjaiTe TOMNbKO OOUH anropuTM MPOBEPKU LIENIOCTHOCTU MakeTa.

Ecnu CipherAlg nmeet 3HadeHme "NULL", IntegrityAlg yka3biBaTb 06a3aTenbHO.
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CunTakcmuc IntegrityAlg = "STB1176199-H96-HMAC-65530"|"G2814789AV1-K256-
MAC-65531"|"STB34101CIPH-K256-MAC-65532"|"MD5-H96-
HMAC"|"SHA1-H96-HMAC"

3HayeHue Bo3MoXHble 3Ha4YeHus:
"STB1176199-H96-HMAC-65530" — HMAC CTb 1176.1-99 (96 6uT)

"G2814789AV1-K256-MAC-65531" — nmutosctaska no CTE 34.101.31 (64
6uT)

"STB34101CIPH-K256-MAC-65532" — nmntosctaska no NOCT 28147 (64
6uT)

"MD5-H96-HMAC" — HMAC MD5 (96 6uT)
"SHA1-H96-HMAC" — HMAC SHA-1 (96 6uT)

3HayeHue no ymonuaHmi  ecnu B atpubyTe IntegrityAlg anropuTm He ykasaH, a B atpubyTte CipherAlg
anropuTM ykasaH, TO NpoBepKa LeNnoCcTHOCTM NakeTa He NPon3BoaUTCS.

Mpumep cTpykTypbl ESPProposal
ESPTransform esp_trf_01(
LifetimeSeconds = 28800
LifetimeKilobytes = 4608000
CipherAlg ="G2814789AV1 - K256- CBG 250"
IntegrityAlg = "STB1176199 - H96- HMAE65530"
)
ESPTransform esp_trf_02(
LifetimeSeconds = 28800
LifetimeKilobytes = 4608000
CipherAlg ="STB34101CIPH - K256- CBG 252"
IntegrityAlg = "G2814789AV1 - K256- MAG 65531"
)
ESPTransform esp_trf_03(
LifetimeSeconds = 28800
LifetimeKilobytes = 4608000
CipherAlg ="NULL"
IntegrityAlg = "STB34101CIPH - K256- MAG 65532"
)
ESPProposal ESP_1(
Transform *= esp_trf 01,esp_trf 02,esp_trf 03
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Ctpyktypa IKERule

CrtpykTypa IKERuUle onucbiBaeT npaBuIo co3aaHusl KOHTEKCTa coeguHeHns ans npotokona IKE.

Umsa ct bl IKERule

ATpubyTHI IKEPeerlIPFilter
IKELocallPFilter
DoNotUseCommitBit
DoNotUseDPD

DPDIdleDuration
DPDResponseDuration
DPDRetries
AggrModeAuthMethod
MainModeAuthMethod
AggrModePriority
Transform
IKECFGPool
IKECFGBindToPeerAddress
Priority
XAuthServerEnabled
AAAUserName

Atpubyt IKEPeerlPFilter

ATpnbyT IKEPeerlPFilter onucbiBaeT cnMcok gonyctumMblix |[P-agpecoB napTHepa, npy KOTOpbIX
NPUMEHSIETCA AaHHOEe NpaBuso.

ATpunbyT ucnonb3ayeTcs WIto3oM 6e30nNacHOCTH, BbICTYNaLWMM B ponn oTBeTymka IKE-ceccun, npu
npoeepke UDP-3aronoBka nepBoro (BXogsLero) nakeTa.

[nsa wnto3a 6e3onacHOCTK, BbICTyNaLEero B ponv niuumuatopa cosganus IKE-ceccum, atpnbyT

UrHopupyeTcsi.
CuHTakcuc IKEPeerlIPFilter* = IP, IP/LIEJTOE32
3HayeHue IP-agpec

IP/LUENOE32 — IP-agpec ¢ Mackor noaceTu
3HayeHue no yMmonyaHmi  JonyckaroTcs nobble IP-agpeca

AtpubyT IKELocallPFilter

ATpubyT IKELOcallPFilter onMcbiBaeT CNMCoK AOMyCTMMBIX JTOKanbHbIX |P-agpecoB, npy KOTOPbIX
NPUMeEHSIETCA AaHHOe NpaBuso.

ATpuOBYT ucnonb3yeTtcs LWNo3oM 6e30MacHOCTH, BbICTYNAaLWMM B pornv oTBeTYuka IKE-ceccun npu
npoBepke UDP-3aronoBka NepBoro (BXo4sLLero) nakeTa.
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Lnto3 B ponu nHnumaTtopa IKE-ceccun, mesa agpec noTeHuManbsHoro yganeHHoro napTHepa,
MOXET onpeaennuTb, C KaKoro agpeca Ha nokarnbHON CTOpoHe ByayT yxoauTb NakeTbl (MCNONb3ys
Tabnuuy mapLipyTusauum), U ecnu 3ToT agpec He nonagaeT nog YCnoBusi, OnucaHHble
IKELocallPFilter, To coeanHeHve He ycTaHaBnNnBaeTCs.

CuHTakcuc IKELocallPFilter* = IP, IP/LIEJTOE32
3HayeHus IP-agpec
IP/UENOE32 — IP-agpec ¢ Mackon noaceTu

3HayeHue no yMONYaHUK  OO0nyCKakTCA nobble nokanbHble IP-a,u,peca.

Atpubyt DoNotUseCommitBit

ATtpnbyTt DoNotUseCommitBit npumeHsieTcs Ansi COBMECTUMOCTU CO CTOPOHHUMY NPOAYKTaMMU,
KOTopble HekoppekTHO obpabaTtkiBatoT Commit-Bit B 3aronoeke ISAKMP nakeTa. B Takmx CTOPOHHUX
AreHTax gaHHbI napameTp AofmkeH 6biTh BbicTaBneH B TRUE (nogpo6Hee cm. RFC 2408).

CuHTakcuc DoNotUseCommitBit = TRUE | FALSE

3HayeHue TRUE — oTtkntoyaeT oTcbinky Commit-Bit B8 Quick Mode.
Mpn gaHHoM 3HayeHun pecnoHaep Quick Mode B 3aronoeke 2-ro ISAKMP
naketa Commit-Bit He BbiIcCTaBNAET U 4ONONHUTENbHbLIN 4-11 NakeT He
BbicbinaeT; nHnumaTop Quick Mode B 3aronoske 3-ro ISAKMP naketa
Commit-Bit He BbICTaBNsSI€T U AOMONHUTENbLHbIN 4-1 NAKET HE OXNOaeT.

FALSE — Commit-Bit ncnonb3yeTca onsa curHana CMHXpoHu3aumm obmeHa
KItoya

Atpubyt DoNotUseDPD

ATpnbyT DoNotUseDPD 3agaet pexum ncnonb3oBaHus npotokona DPD (Dead Peer Detection).
CuHTakcuc DoNotUseDPD = TRUE | FALSE
3HayeHue TRUE — He ucnosnb3oBatb npoTtokon DPD

FALSE - ncnonb3oBatb npotokon DPD

3HayeHue no ymonyauuiw FALSE.

AtpubyT DPDIdleDuration

ATtpunbyT DPDIdleDuration 3agaeT gonycTuMbin NEPUOA BpEMEHW OTCYTCTBUS BXOASALEro Tpaduka
OT NapTHepa, NO UCTEYEHUN KOTOPOrO, NPU HaNMYMKN ncxogsero Tpaduka, aktuesmupyetcsa DPD-
ceccus. Ecnn atpubyt DoNotUseDPD = TRUE, 1o atpubyt DPDIdleDuration urHopupyetcs.

CuHTakcuc DPDIdleDuration = LIEJTOE32
3HayeHue 1..32767

3HayeHue no ymonyawmio  60.
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Atpnoyt DPDResponseDuration

ATtpubyT DPDResponseDuration 3agaeTt Bpems oxugaHusa oTBeTa oT napTHepa Ha DPD 3anpoc B
cekyngax. Ecnu atpubyTt DoNotUseDPD = TRUE, To atpubyt DPDResponseDuration

UrHopupyeTcs.
CuHTakcuc DPDResponseDuration = LIEJTOE32
3HayeHue 1..300

3HayeHue no ymonyauuw 5.

AtpubyT DPDRetries

ATpnbyt DPDRetries 3agaeT 4ncno nonbITok nposect DPD obmeH. Ecnn Bce nonbITku
3aKOHYMINUCh Heyaayen, salmeHHoe coeauHeHne (IKE-koHTeKeT) cuntaeTtca "MepTBbIM”, U
npou3BoamMTCs NonbiTka co3gaTh ero 3aHoBo. Ecnn atpnbyt DoNotUseDPD = TRUE, 1o atpnbyT
DPDRetries urHopupyeTcs.

CuHTakcuc DPDRetries = LLENOE32

3HayeHue 1..10

3HayeHune no ymonyauuw 3.

Atpubyt AggrModeAuthMethod

ATpnbyT AggrModeAuthMethod cogepXut cnnMcok CTPYKTyp, onpeaensioLwmx cnocob 1 napameTpbl
ayTeHTudmKaummn B arpeccnBHom pexume IKE. B cnvucke He fomkHO ObiTb 3a4aHO ABYX OOUHAKOBbIX
MEeTOO0B ayTEHTUUKALMN.

MpumeyaHue: XoTa 6bl oguH n3 atpmdytos AggrModeAuthMethod nnn
MainModeAuthMethod gomxeH ObITb 3aaaH.

CuHTakcuc AggrModeAuthMethod* = AuthMethodDSSSign | AuthMethodRSASign |
FuthMethodGOSTSign | AuthMethodPreshared

3HayeHue AuthMethodDSSSign — ayteHTudmkaums DSA nognmckio

AuthMethodRSASIgn — ayTeHTudumkauma RSA nognmcbio

AuthMethodGOSTSign — ayTeHTUdukaLmsa npu NnoMoLLmM nognucu
anroputmom NOCT34.10

AuthMethodPreshared — ayTeHTUdMKaUmna npy noMoLum
npegonpeaeneHHoro Kntova.

3HayeHue no ymonyaumio  [pu otcytcTBun MainModeAuthMethod atpubyT siBnsetca
obs3aTenbHbIM.

Mpun Hannumm aTpmbyTta MainModeAuthMethod Aggressive Mode He
npoBoOaUTCS.

AtpubyT MainModeAuthMethod

ATpubyT MainModeAuthMethod cogepXuT cnncok CTpyKTyp, onpeaensowmux cnocob n napaMmeTpbl
ayTeHTudMKaLmMmn B ocCHOBHOM pexnme IKE. B cnncke He A4OMmMKHO ObITb 3a4aH0 ABYX O4MHAKOBbLIX
MEeTOA0B ayTEHTUUKALUN.

MpumeyaHue: XoTa 6bl oguH 13 atpmbytoB AggrModeAuthMethod vnm
MainModeAuthMethod gomxeH ObITb 3aaaH.
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CuHTakcuc MainModeAuthMethod* = AuthMethodDSSSign | AuthMethodRSASIgn |
FuthMethodGOSTSign | AuthMethodPreshared
3HayeHue AuthMethodDSSSign — ayteHTudmkauma DSA nognucsio

AuthMethodRSASIgn — ayTeHTudmkauma RSA noanuvcsio

AuthMethodGOSTSign — ayTeHTUmKaums npy NoMoLLm NoANUCK
anroputmom MOCT3410

AuthMethodPreshared — ayTeHTUdMKauns npy NOMOLLM
npegonpeaeneHHoro Knova.

3HayeHue no ymonyaumw  [pu otcytcTBum atpnbyta AggrModeAuthMethod aTpnbyT siensetcs
ob6s3aTenbHbIM.

Mpw Hannunm atpndyTta AggrModeAuthMethod Main Mode He
npoBOJUTCS.

Atpubyt AggrModePriority

AggrModePriority 3agaeT pexum ncnonb3osaHusa Aggressive Mode. ATpubyT ncnonb3yeTtcst TONbKo
AN nHMyuaTtopa B criyyvae, ecnuv 3agaHbl 3HaveHus MainModeAuthMethod n AggrModeAuthMethod
ogHoBpeMeHHO. ATpmBYT UrHOpUpyeTCs, ecnv 3agaH Tonbko oguH pexum (Main Mode nnu
Aggressive Mode)

CuHTakcuc AggrModePriority = TRUE | FALSE

3HayeHue TRUE — Aggressive Mode saBnseTca 6onee npuopuTeTHbIM, MHULMATOP
HauyunHaeT nepeyto ¢asy IKE B "arpeccmsHoM" pexunme.

FALSE — Main Mode siBnsieTcst 6onee npuopuTeTHbIM, TO MHULMATOP
HaumHaeT nepsyto a3y IKE B "ocHOBHOM" pexume.

3HayeHue no ymonyaumw  FALSE.

Atpubyt Transform

ATpnbyT Transform 3agaet cnmucok onycTMMbIX HabopoB KpunTorpadnyeckmx napaMmeTpoB Ans
ISAKMP SA. KonnyecTtBo 351EMEHTOB CrncKa HEe OrpaHunyero.

CuHTakcuc Transform* = IKETransform

3HayeHune No yMONYaHMK  He CYLLLECTBYET, aTpubyT 0b6a3aTenbHbIN.

Atpubyt IKECFGPool

AtpunbyT IKECFGPooOI 3agaeTt agpeca, koTopble 6yayT BblaaBaTbCa NapTHEpPaM Mo NPOTOKOMY
IKECFG.

Onsa ctpyktyp IKERUle ¢ pasnuyarowmmuca sHavennsmu nons IKECFGBindToPeerAddress
MCMOMb30BaHNE B CNNCKax oAguHaKkoBbix 00bekToB AddressPool He gonyckaeTtcs.

[nsa Bcex HecoBnagawwmux obvektoB AddressPool B nonax IKECFGPool ctpyktyp IKERule
agpecHble NPOCTPaHCTBA He OOMKHbI NepecekaThCs.

CuHTakcuc IKECFGPool* = AddressPool

3HayeHue no ymonyaumw  Apgpeca naptHepam no IKECFG He BbigatoTcd. Ha 3anpockl napTHépa o
Bblgave IKECFG-agpeca oTchinaercst oTkas 6e3 yganeHus
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HacTpanBaeMoro CoeiMHeHns, YTo NO3BONAET NapTHepy npoBecTu IKE
Quick Mode u noctpoutb IPsec SA 6e3 ncnonb3oeaHus IKECFG-agpeca.

MpumeyaHue

Ecnuv npegnonaraeTcsa ncnonb3oBath Ans asTopusauumn n ayteHtudmnkauum RADIUS-cepsep, To
ogHoBpemeHHo HacTpauBaTb IKECFG napameTpbl Ha otgensHom Bel VPN Gate v Ha RADIUS-
cepBepe KparHe HexenaTternbHO:

1. Ecnu 6yget 3agaH nokanbHbii IKECFG nyn (atpubyTt IKECFGPooI), To B crnydae nony4veHus
AaHHbIX aBTopusauum ot RADIUS-cepBepa, 6yayT 3agencTBoBaHbl AaHHbIE U3 NTOKarnbHOro
IKECFG nyna, a gaHHble ot RADIUS-cepBepa 6yayT MrHopmpoBaTbCs.

2. Ecnn RADIUS-cepBep Bbigan Framed-IP-Address (Framed-IP-Address — atpnbyt RADIUS-
cepsepa, cootBeTcTByOWMI IKECFG-agpecy, BoicbinaemomMy Bel VPN Gate napTHepy),
KoTopbI nonagaeT B oauH n3 AddressPool, 3ageiicteoBaHHbIX B LSP, To Bel VPN Gate
UrHopupyeT aBTopu3aLMoHHble AaHHble OT RADIUS-cepBepa 1 nbiTaeTcs yCTaHOBUTL
coeguHeHne ¢ napTHépom 6e3 IKECFG.

AtpubyTt IKECFGBindToPeerAddress

IKECFGBIindToPeerAddress 3agaeT ogvH M3 4BYX BapnaHTOB NnapaMeTpoB, no kotopbiM IKECFG-
cepBep NaeHTUOUUMPYET KITUEHTOB.

Mpu Boigave IKECFG agpeca yctaHaBnmMBaeTcs OAHO3HaYHOE COOTBETCTBUE BbiAAHHOTO ip-agpeca
N KINneHTa.

B cny4yae otcytcTtBus B npasune IKECFGPool, none nrHopupyetcs.
CuHTakcuc IKECFGBIindToPeerAddress = TRUE | FALSE
3HayeHue TRUE — KNUeHTbl naeHTudunumpytoTes no agpecy 1 nopty*® naptHepa.

FALSE — knueHTbl ngeHTMduumnpyroTes no naptTHépckomy ID nepson
dasbl IKE.

3HayeHune no ymonyaumw  FALSE.

ATpubyT Priority

ATpunbyT Priority 3agaeTt nopsgok Beibopa IKE-npaBuna oTBETYNKOM, €CNN MO NapamMmeTpam,
Np1CNaHHbIM NapTHEPOM, NOAXOOAT HECKOMNbKO npasun. 3 AByx Nogxoasawmx npaBus ¢ pasHbiMu
npuopuTeTamn BblbepeTcs To, Y KOTOPOro 3HadeHune Priority MeHbLue.

Mopsinok BbiGopa IKE-npaBunia 13 npaeBuil ¢ 0AUHAKOBLIM NMPUOPUTETOM HE ONpPEdEneH.
CuHTakcuc Priority = LLENNTOE32

18 metoTcs B BMAY agpec 1 NOpT NapTHepa, BUOVUMbIE reiTy, No KoTopbiM NocTpoeH ISAKMP SA. CrneayeT
YyYMTbIBaTb, YTO MpU Hanuunm mexay naptHepamu NAT-ycTponcTtea IKE-0OMeH MOXET HauMHaTbLCA C OAHON
napon agpec-nopT, a 3aBepLuatbes (¢ cozgaHmem ISAKMP SA) ¢ gpyron. IMeHHO koHeYHas napa agpec-nopt
ucnone3yetca ans naeHtudpmkaumm naptHépa B ISAKMP SA npu Beigadve IKECFG agpeca. lNpu ycTaHoBKe
3HayeHnst B TRUE cnegyet yuntbiBath, 4UTo NAPT-yCTpoOKCcTBa MOryT Ha3Ha4aTb pasHble ip-agpeca v nopThbl
KIMMEHTY, YTO B CBOKO O4epenb MOXET MPUBECTU K ObICTpOMY ncuyepnanuto nyna. B atom cnydae ansa ISAKMP u
IPSec SA pekomeHOyeTCs ycTaHaBNmMBaTh KOPOTKUE BpEMEHa XM3HW Anst ocBoboxaeHust IKECFG agpecos.
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3HayeHue Llenoe uncno u3 gnanasona 1. 2%2-1.

3HayeHue no ymonyanu  2%2-1.

Mpumep
IKERule IKE_CMAP1

(
Transform* = IKETransform_1
AggrModeAuthMethod *= auth_ca
MainModeAuthMethod *= auth_ca
DoAutopass =TRUE
DPDIdleDuration =30
DPDResponseDuration = 2
DPDRetries =5
IKELocallPFilter* = FilterEntry( IPAddress = 10.0.2.6)

Atpubyt XAuthServerEnabled

ATtpunbyT XAuthServerEnabled BkniovyaeT nogaepxky XAuth-cepsepa®.
CuHTakcuc XAuthServerEnabled = TRUE | FALSE

3HayeHue TRUE - Bel VPN Gate BricTynaet B ponu XAuth-cepsepa.
Insa panHoro IKE npasuna wnto3 TpebyeTt nogaepxky Metoga
ayTeHTudukaumm c nposegeHnem XAuth.
Mocne ycnewHoro noctpoeHust ISAKMP SA, Bel VPN Gate nHuuunpyet
XAuth-ceccnio.

FALSE —Bel VPN Gate pa6botaeT B 06bl4HOM pexume, XAuth-oGMeHbI He
npoBOaATCS.

3HayeHue no ymonyauuiw FALSE.

Atpubyt AAAUserName

ATpunbyT AAAUserName 3agaet cnocob nonyvyeHunss ngeHtudmkatTopa v napons nonb3oBartens Ans
ayTeHTMdukaumm naptHépa Ha RADIUS cepgepe.

CHHTaKcme AAAUserName = INTERACTIVE | IKE_ID | CERT_SUBJ_CN |
CERT_SUBJ_OU | CERT_ALTSUBJ_EMAIL | CERT_ALTSUBJ_DNS

19 B Bel VPN Gate 4.1 Bknto4YeHo orpaHnyeHve Ha ucnonb3osaHue XAuth ¢ Bel VPN Client. Ecnun Knuent
npuceinaet S-Terra VendorlID, To ansa ncnonb3oBaHusa XAuth ot Hero TpebyeTcst LONONHUTENBHBIV hnar —
npu3Hak nogaepxkn XAuth, saapesepsupoBaHHbi Ana 6yaywmux sepcun Knuenta. MpuHsTo, yto Bel VPN Client
[0 Bepcun, B YacTHOCTH, 4.1 BKNOYMTENBHO, B NonHon mepe XAuth He nogaepxuBaeT, n IKERule ¢
BbicTaBneHHbIM XAuthServerEnabled ans Takoro KnuenTa BbibpaHo He Oyger.
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3HaueHue

INTERACTIVE — gns 3anpoca B RADIUS cepBep MCNonb3yTca AaHHble,
3anonHeHHble NapTHEPOM B npouecce nposeaeHus XAuth-ceccuu.

TpebyeTcs Hannyne napameTtpa XAuthServerEnabled,
BblCTaBrieHHoro B 3HavyeHne TRUE.

Mocne ycnewHoro noctpoeHusi ISAKMP SA KnueHTy oTcbinaeTcs
XAuth-3anpoc Ha 3anonHeHue nonewn user u password , KOTopble
3atem nepepgatotca Ha RADIUS cepsep.

Mocne ycnewHon ayteHTndmkaumm Ha RADIUS cepsepe, KnueHty
otcbinaetca XAuth-coobuieHne 06 ycnelwHoM nposegeHun
[OOMOSNHUTENBHON ayTEHTUUKALIUN.

IKE_ID — anga 3anpoca B RADIUS cepBep 1crnonb3yoTes:

B kauecTBe ngeHtudurkatopa nonb3oBaTens — nofHoe neyaTHoe
sHaueHwve IKE-ugeHTudgumkatopa naptHépa ISAKMP coegunHeHna,
B kayecTBe naponsa — cogepXXnumoe XxpaHunuwia, 3agaHHoro
napameTpomM NonlinteractivePassword ctpyktypbl AAASettings.
Mpu Hannunm napameTpa XAuthServerEnabled, BoicTaBneHHOro B
3HayeHve TRUE, nocne ycnewHoro noctpoeHns ISAKMP SA
KnneHTy oTcbinaetcsa coobuieHne 06 ycrnewHon AoNofMHUTENbHOW
ayTeHTU(UKaumm 6e3 npeaBapuTenbHbIX 3anpocos?L,

CERT_SUBJ_CN — anga 3anpoca B RADIUS cepsep ncronb3yoTes:

B kavecTBe ngeHTumkatopa nonbL3oBaTens — NofIHOE nevYaTtHoe
3HayeHue nons CommonName (‘C N =£)éns onucanus (Subject)
cepTudmkata naptHépa ISAKMP coegmHeHuns, NCnonb30BaHHOIO
npv NpoBepke Noanucn??,

B kayecTBe napons — coaepXUMoe XxpaHunuiia, 3agaHHoro
napameTpom NonlinteractivePassword ctpyktypbl AAASettings.
Mpwn Hannuum napameTtpa XAuthServerEnabled, BbicTaBneHHOro B
3Ha4yeHne TRUE, nocne ycnewHoro noctpoeHus ISAKMP SA
KnuneHTy oTcbinaeTcsa coobueHne 06 ycnewHon oNoNHUTENBHON
ayTeHTUdUKauum 6e3 npeaBapuUTernbHbIX 3anpocoB?s,

CERT_SUBJ_OU — gnga 3anpoca B RADIUS cepBep 1cnosb3yoTca:

B kauecTBe naeHTMmrkaTopa nonb3oBartens — NosHoe nevyaTHoe
3Ha4veHue nonsa OrganizationUnit ( “O U Z)éuns onncanusi
(Subject)  ceptndmkata naptHépa ISAKMP coeguHeHus,
MCMonb30BaHHOIO NPW NpPoBepKe Noanucus,

B kayecTBe napons — coaepKUMoe XxpaHunuiia, 3agaHHoro
napameTpom NonlinteractivePassword ctpykTypbl AAASettings.
Mpwn Hannuum napameTpa XAuthServerEnabled, BbiIcTaBneHHOro B
3Ha4yeHne TRUE, nocne ycnewHoro noctpoeHus ISAKMP SA

20 3HaueHue coBnagaeT ¢ IKE identity napTHépa, nepefaBaeMoMy B NOr, a Takke B BbIBOAE YTUNUTLI Sa_mgr.

2NlaHHOe noBeaeHVe peanu3oBaHo Ansa paboTsl ¢ KnueHtamu, kotopble oxugatoT ot Meita XAuth-3anpoc

npexage 4em nposoantb Quick mode.

22 3HayeHue coBnagaeT co aHadeHveM nons CN onucaHusa 3ageiicTBOBaHHOIO cepTudmkaTta, nepegaBaeMomMy B
for, a Takke B BbiBoAe yTunuThl cert_mgr show ans ceptudgmkata KnveHTta.

23[laHHOe noBeaeHVe peanu3oBaHo Ansa paboTsl ¢ KnueHtamu, kotopble oxugatoT ot Meta XAuth-3anpoc

npexage 4Yem nposoantb Quick mode.

24 3HaveHune coBrnagaeT co 3Ha4vyeHneMm nons CN onncaHus 3agencTBoBaHHOIO CepTVI(bVIKaTa, nepegasaemMomMy B
nor, a Takke B BblBOAE YTUNUTHI cert_mgr show ans CepTVI(*)VIKaTa KnneHra.
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KnueHTy oTcbinaetcs cooblieHne o6 ycrnewHoi oNoNHUTENbHO
ayTeHTMdUKaLuM Ges npeaBapUTenbHbIX 3anpocos?.

CERT_ALTSUBJ_EMAIL — gns 3anpoca B RADIUS cepsep
NCnornb3ylTCs:

B kayecTBe ngeHtudurkatopa nonb3oBaTens — nofHoe neyaTHoe
3HadeHue nona EMail ( “E MA | ') =ué anbTepHaTMBHOro
onuncaHus (Alternative subject) cepTudmkata napTHépa
ISAKMP coeguHeHusi, UCnosib30BaHHOMO Npu NpoBEpKe MoAnmMcns,
B kayecTBe naponsa — CoagepXXnumoe XxpaHunuiia, 3agaHHoro
napameTpoM NonlinteractivePassword ctpyktypbl AAASettings.
Mpu Hannunm napameTpa XAuthServerEnabled, BoicTaBneHHoro B
3HayeHve TRUE, nocne ycnewHoro noctpoeHns ISAKMP SA
KnneHTy oTcbinaeTtcsa coobuieHne o6 ycnewwHon A0NoNMHUTENbHOM
ayTeHTU(UKaumm 6e3 npeaBapuTenbHbIX 3anpocos?’.

CERT_ALTSUBJ_DNS — gns 3anpoca B RADIUS cepsep Ucnonb3yTcs:

B kauecTBe ngeHtudurkatopa nonbL3oBarTens — NOMHoOe nevyaTHoe
3HaudeHue nons DNS (“D N S 3 é13 anbTepHaTUBHOIO ONmncaHns
(Alternative subject) ceptudukata naptHépa ISAKMP
COEAMHEHWSI, UCMONb30BaHHOTO NP NPOBEPKE NOANMCHS,

B kauecTBe napons — cogepxumoe XxpaHunuia, 3agaHHoro
napameTpom NonlinteractivePassword ctpyktypbl AAASettings.
Mpun Hannunm napameTpa XAuthServerEnabled, BbicTaBneHHoro B
3HayeHve TRUE, nocne ycnewHoro noctpoenns ISAKMP SA
KnuneHTy oTcbinaeTca coobuieHne 06 ycnewHon JONoNHUTENBHON
ayTeHTMUKaummn 6es npeaBapuTenbHbIX 3anpocos?.

3HayeHue no ymonyaumw  3anpoc B RADIUS cepsep He npoussoauTcs.
Mpwn Hannuum napameTpa XAuthServerEnabled, BbicTaBneHHOro B
3Ha4yeHne TRUE, nocne ycnewHoro noctpoeHus ISAKMP SA KnneHty
OTChbInaeTcs coobueHne 06 ycnewHom 4onoNHMTENbHOM ayTeHTUdmkaumm
6e3 npeasapuTenbHbIX 3anpocos®,

25[laHHOe noBefeHVe peanun3oBaHo Ansa paboTsl ¢ KnueHtamu, kotopble oxugatoT ot Meiita XAuth-3anpoc
npexage 4Yem nposoantb Quick mode.

26 3HaueHMe coBnagaeT co aHadeHveM nons CN onncaHusa 3ageiicTBOBaHHOIO cepTudmkaTta, nepegaBaeMomMy B
fior, a Takke B BblBoAe yTunuThl cert_mgr show ans ceptudgmkata KnveHTa.

2"[laHHOe noBeaeHVe peanun3oBaHo Ansa paboTsl ¢ KnueHtamu, kotopble oxugatoT ot Meta XAuth-3anpoc
npexage 4em nposoantb Quick mode.

28 3HaueHue coBnagaeT co aHadeHveM nons CN onucaHusa 3ageiicTBOBaHHOIO cepTudmkaTta, nepegaBaeMomMy B
for, a Takke B BbiBoAe yTunuThl cert_mgr show ans ceptudgmkata KnveHTta.

2°[laHHOe noBeaeHVe peanu3oBaHo Ansa paboTsl ¢ KnueHtamu, kotopble oxugatoT ot Meta XAuth-3anpoc
npexage 4Yem nposoantb Quick mode.

30laHHOe noBeaeHWe peanun3oBaHo AN paboTsl ¢ KnueHTamu, KoTopble oxuaatoT oT [eita XAuth-3anpoc
npexage 4em nposoantb Quick mode.
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CtpykTtypa AAASettings

Ctpyktypa AAASettings onucbiBaeT rnobanbHble HACTPOWMKM BHELLHEro cepBuca ayTeHTUdMKaLum,
aBTOPU3ALMK W aKKayHTMHra. B koHdurypauum aomkHa 6biTb TONbKO 04Ha CTPYKTYpa AaHHOro Tvna.
Mms aToli CTPYKType He npuceamnsaeTcs. MprumMep HacTPOVKM MOXHO MOCMOTPEThb B MpunoxeHun.

Ums cT| bl AAASettings
ATpunbyThI RadiusServer
Secret

NonlInteractiveUserPassword
NoProxyARP
Retries

ResponseTimeout

ATpubyT RadiusServer

ATtpubyT RadiusServer 3agaet agpec RADIUS-cepBepa, k koTopoMy npoussoguTcs 3anpocst. Ana
[octyna ucnonb3yeTcsa npotokon UDP, nopT 1645.

CuHTakcuc RadiusServer = IP
3HayeHue IP-agpec

3HayeHne No yMONMYaHMK  He CYyLLLEeCTBYET, aTpubyT 0bs3aTenbHbIN.

AtpubyTt Secret
ATpnbyT Secret 3agaeT naponb goctyna k RADIUS-cepsepy.
CuHTakcuc Secret = CTPOKA

3HayeHue ums npegonpeaeneHHoro (Preshared) kntova, xpaHsilerocst B 6ase
JaHHbIX AreHTta

3HayeHne No yMONYaHMK  He CYLLLECTBYET, aTpubyT 0b6a3aTenbHbIN.

Atpubyt NoninteractiveUserPassword

ATtpubyT NonlinteractiveUserPassword 3agaeTt eavHbIvi naponb Nonb3oBaTterns B criyvyae obpalleHums
k RADIUS-cepBepy anst MMEH Nonb3oBaTens, Nofy4YeHHbIX HEMHTEPAKTUBHBIM CMOCOOOM.

CuHTakcuc NonlInteractiveUserPassword = CTPOKA

3HayeHue No yMONYaHMI0  He CyLLeCcTByeT, aTpnbyT 06a3aTenbHbIN.

31 Mockonbky RADIUS npoTokon He 0TBeYaeT 4OCTaTOYHOMY YPOBHIO 6E30MacHOCTM, NONb3oBaTeNb cam AOSHKEH
obecneunTb HaxoXaeHNe JaHHOTO agpeca B Npeaenax JOBEepSieMOro 3allMLIEHHOIO NpoCTPaHCTBa.
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Atpubyt NoProxyARP

ATpunbyT NoProxyARP 3agaeT pexum paboTsbl ycTponcTea B ponun ProxyARP ans ykazaHHoro
MHOXecCTBa agpecoB. [lobaBneHue proxy-arp 3anucen He rapaHTMpyeT MapLIpyTM3auUmio NakeToB Ha
camom Lnto3e 6e3onacHoOCTU.

[nsa aBTomMaTmyeckoro o6GaBNEHUS MapLLPYTOB, Proxy-arp MOXHO UCMOMb30BaTb COBMECTHO C
mMexaHnsmom RRI.

Mpn yoaneHun SA, COOTBETCTBYIOLLME Proxy-arp 3anucy yoanstoTcs.

CuHTakcuc NoProxyARP = TRUE | FALSE

3HayeHue FALSE — ana IKECFG agpecoB, HasHa4yeHHbIX IKE-napTHépam RADIUS-
cepBepoM, B cucteMHyto ARP-Tabnvuy nobasnsioTca COOTBETCTBYHOLLNE
"proxy-arp" 3anucu. Ho ecnu IP-agpec He nonagaeT HX B OgHY U3
nokanbHO NOACOEOMHEHHbIX CETEN, Proxy-arp 3anucb He co3gaeTcs, U 3TO
He cuMTaeTcs OLINOKON.

TRUE — agpeca He npoKcupyroTCcs.
3HayeHue no ymonyaumw  FALSE.

ATpubyT Retries

ATpuByYT Retries ycTaHaBnmBaeT YMCO NONbITOK NOCkIfkK 3anpocos Ha RADIUS-cepsep.
CuHTakcuc Retries = LIEJTOE32

3HayeHue Llenoe uncno ns gnanasona 1..10

3HayeHune no ymonyauuw 4.

ATpubyt ResponseTimeout

ATpnbyTt ResponseTimeout ycTaHaBNMBaET UHTEPBAnN B CEKyHAAX MeXAy MOBTOPHbIMM MOMbITKAMM
nocbinkn 3anpocos Ha RADIUS-cepsep.

CuHTakcuc ResponseTimeout = LIEJTOE32
3HayeHue Llenoe uncno n3 gnanasona 1..65535

3HayeHue nNo ymonyaHui 3.
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Ctpykrypa IKETransform

CrtpykTypa IKETransform 3agaeT Habop napameTpoB, Heobxoaumbix Ans co3gaHns ISAKMP SA.

Nmsa cT] bl IKETransform
ATpunbyThI LifetimeSeconds

LifetimeKilobytes
LifetimeSessions
NoSmoothRekeying
CipherAlg

HashAlg

GrouplID

RestrictAuthenticationTo

AtpubyT LifetimeSeconds

ATpunbyT LifetimeSeconds 3agaeT Bpems cywectBoBaHus IKE-kOHTEKCTa (B cekyHaax).
CuHTakcuc LifetimeSeconds = LIEJTOE32

3HayeHue Llenoe uncno us guanasoHa 1..2%2-1%2

3HayeHne No yMONMYaHMK  HET OrpaHMYEHNIA Ha gencTBue SA.

Ina coBmectumoctn ¢ 10S-napTHepom (CiSCo) Hy>XHO BCceraa ykasblBaTb B CBOEM NPEAroXeHUn
aTpubyT LifetimeSeconds — BpeMsi XXn3HU B CEKyHAAX M BbICbIfaTh 3TO 3HavyeHue I0S-napTHepy. B
NPOTUBHOM criyyae, |OS ByaeT nbiTaTbCA NMOMECTUTb B NMPUHATOE NPEANIOXKEHNE HOBLIN aTpnbyT —
BpeMs XunsHu SA no BpemeHn, kotopoe |0S-om BygeT ycTtaHOBNEHO Anisi co3gaBaemoro SA. 910
SABNSAETCA HenpuemnemblmM s wto3a 6esonacHocTu u, byayym naptHepom 1I0S, oH npekpailaeT
yCTaHOBMEHWE COEANHEHUS.

Atpubyt LifetimeKilobytes

ATpunbyT LifetimeKilobytes 3agaeT makcMmarnbHoe orpaHnyeHre nNo Tpadumky Ha 4ENCTBME KOHTEKCTa
B kunobavirtax.

CuHTakcuc LifetimeKilobytes = LIEJTOE32
3HayeHue Llenoe uncrno 3 guanasoHa 1..2%%-1

3HayeHue No yMONYaHNI0  HET OrpaHnYeHnii Ha gencreune SA.

52 B |0S ponycTuMbl TOMbKO 3Ha4YeHus B AvanasoHe 60-86400.
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AtpuoyrT LifetimeSessions

ATpubyT LifetimeSessions 3agaet orpaHmdeHune no vmcny IPsec SA (dumicny ycnelwHbix Quick Mode
— QM), KOTOpble MOXHO caenaTtb C ucnornb3oBaHnemM ogHoro IKE-koHTekcTa. [JaHHbIN napameTp He
cornacyeTcs ¢ napTHepamu B Npouecce Co3aHnst COeANHEHUS, MOITOMY NPU YHUHTOXEHUN
ISAKMP SA no JOCTWXeHUN 9TOro orpaHu4eHus napTHepy Bceraa otcbinaetcs Delete payload.

CuHTakcuc LifetimeSessions = LLEJTOE32
3HaveHune Llenoe uucno u3 auanasoHa 1..2%2-1

3HayeHuWe No yMONYaHMK  HET orpaHMyYeHui Ha AercTBre SA no YUCNy Co3AaHHbIX Nog ero 3aLmMTon
IPsec SA.

Atpubyt NoSmoothRekeying
Atpnbyt NoSmoothRekeying 3agaeT pexxum "MArkori" CMeHb! KIYeBOro marepuvana.
CuHTakcuc NoSmoothRekeying = TRUE | FALSE

3HayeHue TRUE — 3abnaroBpemMeHHas cmeHa knioyeBoro matepuana (rekeying) He
nposogutcs. [Npu otcyTeTBum noaxogswero ISAKMP SA, HoBbin ISAKMP
SA co3gaéTtcs TOnbKO Mo 3anpocy 13 sapa Ha cosgaHue IPsec SA — npu
Hanuunm nexogsauwero IP-naketa, nMbo No nHuumaTuee naptHepa. B
pesynbTaTte npouecc co3gaHuna IPsec SA cyLecTBeHHO 3aepXXmBaeTcs.

FALSE — 3abnaroBpemMeHHO, He3a40mnro 40 OKoH4YaHua aenctems ISAKMP
SA, Ha ero ocHoBe (Mo TeM e npasunam 1 ¢ Temu xe ldentity)
nposoautcs IKE-ceccus no cospanHmio HoBoro ISAKMP SA — rekeying.
Rekeying He npoBoanTCs, ecnn 3a BpEMS CyLLLECTBOBaHUSA cTaporo SA
nog ero 3almTomn He BbINo HMKakoro Tpadgumka,

3HayeHue no ymonyaumw FALSE

AtpubyT CipherAlg
ATpnbyT CipherAlg 3agaet anroputm wundpoBaHns ana ISAKMP.
Yka3blBaeTCs TONbKO OOWH anropuTM LWMAPOBaHMS.

Ecnu xe cyuwectByeT HEO6X0OMMOCTb 3a4aTb HECKOSbKO anropuTMoB LUMAPOBaHUSA (X
KOMOUHaLMIO), TO UCNONb3yNTe anbTepHATUBHbLIN NOAX0A: B aTpubyTte Transform cTpykTypbl
IKERule ykaxute cnncok cTpyktyp IKETransform, a B kaxxgon ctpyktype IKETransform 3agante
TONbKO OAWH anropuTM WndposaHus (cm. Mpumep cTpykTypbl IKERUIE).

CuHTaKeme CipherAlg = "G2814789AV1-K256-CBC-65530"|"STB34101CIPH-K256-
CBC-65532"|"DES-CBC"|"DES3-K168-CBC"|'AES-K128-CBC"|"AES-
K192-CBC"|"AES-K256-CBC"

3HaveHue "G2814789AV1-K256-CBC-65530" — wundposBaHmne n paclumdgppoBaHme no
FOCT 28147 B pexume CFB ¢ gnvHon knto4va 256 6ut

"STB34101CIPH-K256-CBC-65532" — wingpoBaHune 1 pacundpoBaHmne
no CTb 34.101.31-2011 B pexxume CFB ¢ anvHomn krtoya 256 6ur.

33 [Ins npoBeaeHus rekeying Heo6x0aMMO, YTOGLI BpeMst N3HU OGHOBMSAEMOro COeANHEHNS BbINO CyLLIECTBEHHO
Gonblle BpemMeHu, KOTOpoe 0TBoAMTCS Ha npoeeaeHne IKE-ceccun.
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"DES-CBC" — DES B pexume CBC

"DES3-K168-CBC" — DES3 B pexume CBC

"AES-K128-CBC" — AES B pexume CBC ¢ anunHou kniova 128

"AES-K192-CBC" — AES B pexume CBC ¢ anunHou kniova 192

"AES-K256-CBC" — AES B pexxume CBC ¢ gnuHon kntoya 256
3HayeHue No yMOMYaHN  He CyLLLeCTBYeT, aTpubyT 06A3aTenbHbIN.

Atpubyt HashAlg

ATpubyT HashAlg 3agaet anroputM BbluMcrieHns xala ans ISAKMP34..
YkasblBaeTCsa TONbKO OOMH anroputM X3LLMPOBaHMS.

Ecnu xe cyuwiectByeT He0OX0AMMOCTb 3a4aTb HECKOSBKO anropMTMOB X3LLMPOBAHUS, TO
ncnonb3yinTe anbTepHaTUBHBIN noaxoa: B aTpmbyTe Transform cTpykTypbl IKERUle ykaxute cnmcok
cTpykTyp IKETransform, a B kaxxgon cTpyktype IKETransform 3againTe TONbLKO OAWH anroputm
xawmpoBaHus (cMm. Mpumep cTpykTypsl IKERUlE).

CuHTakeuc HashAlg = "STB1176199-65530"|"STB34101HASH-65532"

3HayeHue "STB1176199-65530" — CTh 1176.1-99
"STB34101HASH-65532" — CTb 34.101.31-2011 (pa3gen 6.9 —
XaLwmpoBaHue)

3HayeHue no yMON4YaHl  He CyLlecTByeT, aTpnbyT 0b6a3aTenbHbIN.

Atpubyt GrouplD

ATpnbyT GrouplD onucbiBaeT napameTp Ans BeipaboTkM KntodeBoro matepmana gnst ISAKMP.
WMcnonbayeTtca anroputm Anddun-Xennmaa.

Ecnu cywectByeT He06x0oMMOCTb 3a4aTh CMUCOK, TO UCNONb3YNTE anbTepPHATMBHbLIV MOAX0A: B
aTpubyte Transform cTpyktypbl IKERule ykaxunTte cnucok cTpyktyp IKETransform, a B kaxgown
cTpyktype IKETransform 3agante Tonbko oguH anemMeHT cnucka (cm. MNpumep ctpykTypbl IKERule —
MainMode).

Mpn ncnonb3oBaHum atpubyTta GrouplD ana Aggressive Mode nHMumMaTop MOXET NpeanoxuTb
Tonbko ogHy Oakley rpynny. OTo cBA3aHO C TeMm, 4YTO B Aggressive Mode BblYUCIIEHME KITHOYEBbIX
nap B COOTBETCTBUM C NPeAiaraemMbiM anroputMoM Npom3BOAUTCS cpasy, He [OXMOAsCh OTBETa OT
napTHepa.

CuHTakcuc GrouplD = VKO_1B|MODP_768|MODP_1024|MODP_1536|BELTDH
3HaveHue MODP_768 — ctaHgapTHas Oakley-rpynna c gnuHon kntoya 768 6ut —
rpynna 1

MODP_1024 — ctraHgapTHasa Oakley-rpynna ¢ anvHon kritoda 1024 6uta —
rpynna 2

34 Ecnu B npasune IKERule, ncnonbaytollem gaHHbiin IKETransform ykaszaH meToq ayTeHTUdMKaLmMm Tuna

AuthMethodGOSTSign, To anroputm BblMucrieHns xawa anga ISAKMP dzj

Bsy jIs

B ' 1$4D5 vmf SHIAIO dz

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016

61



Bel VPN Gate-V 4.1. PykoBoacTBO agMuHucTpaTopa. Co3gaHue KoHdurypaLumoHHoro canna

MODP_1536 — ctaHgapTHasa Oakley-rpynna ¢ anuHon krtoda 1536 out —
rpynna 5

BELTDH — npotokon doopmMupoBaHms obLLero Krova Ha OcCHoBe
ANNMNTUYECKMX KpmBbIX cornacHo CTE 34.101.66-2014

3HayeHuMe N0 yMONYaHWI  He CYLLIeCTBYeT, aTpubyT o6sA3aTenbHbIN.

MpumeyvaHue

Crout oTmeTuTb, YTO B Npasune IKE (IKERule) npegoctaBneHve napTHepy Bbibopa pasnuyHbIX
3N1EMEHTOB CMMCKa BO3MOXHO TOMNbKO B OCHOBHOM pexume IKE (MainMode). Ecnu npasuno IKE
npegycmaTpmBaeT arpeCcCuUBHbIN pexum (MpucyTcTByeT cTpykTypa AggrModeAuthMethod), To B
atom npasune IKERule Bo Bcex cTpykTypax IKETransform atpnbyTt GrouplD aomkeH UMeTb TOMbKO
O[HO 3Ha4eHue, N OHO JOMKHO BblTb OAMHAKOBBIM BO BCeX CTpykTypax IKETransform, T.e. gormkHa
ObITb Yka3aHa oHa 1 Ta Xe rpynna.

B page cnyyaeB 3TO NPUBOAUT K NoTepe rmokocTun KOH(*)I/IrypaLI.I/II/I 1, cnegoBaTtesibHo, K
NPpUMEHEeHU He peKoOMeHOYyeTCA.

AtpubyT RestrictAuthenticationTo

ATpunbyT RestrictAuthenticationTo onpegensieT, ¢ kKakuM TUNOM ayTeHTUUKALMU MOXET
ncnonb3oBaTbCA AaHHbIN TpaHcdopm. Ecnv He 3agaHo MeToAoB ayTeHTMdMKALMM NOAX0aaLLero
TMNa, COOTBETCTBYIOLLMX UCMOMNb3YEMOMY pexXMMy (main/aggressive), 4aHHbin TpaHcdopMm He ByaeT
ucnonb3oBaH. Ecnn ansa cnocoba ayteHTudmkauum B IKERule HeT noaxogsiero TpaHcdopma,
npousongeT owwmnbka pasbopa KoHpUrypauun.

CuHTakcuc RestrictAuthenticationTo = AuthMethodBELT Sign|AuthMethodPreshared

3HayeHue AuthMethodBELTSign — ans ayteHTUdMKaumm ncnonesyetcsa ceptudgukat
OTKpbITOro Knto4a B hopmare X.509

AuthMethodPreshared — gna ayteHTudmkaumm ncnonb3yeTtcs
npegonpeaeneHHbIn KoY

3HayeHue no yMOnYaHuw  orpaHun4eHune He yCTaHOBJIEHO.

Mpumep cTpykTypbl IKERUle n IKETransform

IKETransform ike_trf_01(
LifetimeSeconds = 28800
CipherAlg = "G2814789AV1 - K256- CBG 65530"
HashAlg ="STB1176199 - 65530"
GrouplD = BELTDH

)

IKETransform ike_trf_02(
LifetimeSeconds = 28800
CipherAlg = "STB34101CIPH - K256- CBG 65532"
HashAlg = "STB34101HASH - 65532"
GroupID = MODP_1536

)

IKETransform ike_trf_03(
LifetimeSeconds = 28800
CipherAlg = "STB34101CIPH - K256- CBG 65532"
HashAlg = "STB34101HASH - 65532"
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GrouplD =MODP_1024
)
IKETransform ike_trf_04(
LifetimeSeconds = 28800
CipherAlg = "G2814789AV1 - K256- CBG 65530"
HashAlg = "STB34101HASH - 65532"
GroupID = MODP_768
)
IKERule ike_rule(
DoNotUseDPD = FALSE
DPDIdleDuration = 60
DPDResponseDuration =5
DPDRetrie s=3
MainModeAuthMethod *= auth_method_01
Transform *= ike_trf_01,ike_trf _02,ike_trf 03,ike_trf 04
DoAutopass = TRUE

)
IdentityEntry auth_identity 01(

)

AuthMethodPreshared auth_method_01(
SharedIKESecret = "dfd"
LocallD = auth_identity 01

)
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Ctpyktypa AuthMethod{DSS|RSA|GOST}Sign

YKasaHHasa CTpyKTypa 3agaeT ayTEeHTUMOUKALMOHHYIO MHEOPMaLMIO MPU NCMNOrb30BaHWUN
ceptudmkatoB. AnroputMm (RSA, DSA, GOST), ykazaHHbIN B Ha3BaHWUM CTPYKTYpbI, SBNAETCS
Kpuntorpadm4eckum anropuTMom ayTeHTUdmKaLmm CTOPOH.

AuthMethodDSASIign — ayTeHTUmkaumsa npy noMoLLmn noanmncu, co3gaHHoM ¢ UCNoNb30BaHNEM
anroputma DSA.

AuthMethodRSASIgn — ayTeHTUmkaumsa npy NnoMoLLmM NoanmncKu, Co3gaHHoOM ¢ UCNONb30BaHNEM
anroputma RSA.

AuthMethodGOSTSign — ayTeHTUdUKaLMa NPy NOMOLLM NOANUCK, CO34aHHON C UCMOMb30BaHMEM
anroputma CTB 1176.2-99/ CTE 34.101.45-2013.

Uma cTpykTyp AuthMethodDSSSign
AuthMethodRSASIgn
AuthMethodGOSTSign
ATpunbyThI LocallD
RemotelD

LocalCredential
RemoteCredential
AcceptCredentialFrom
DoNotMapLocallDToCert
DoNotMapRemotelDToCert
SendRequestMode
SendCertMode

AtpubyT LocallD

ATpnbyT LocallD 3agaeT ngeHTndmkaumoHHyo nHpopmMaumio, nocbiniaeMyo napTHepY B NepBoi

dase IKE.
CuHrakcuc LocallD = IdentityEntry
3HayeHue B ctpykType ldentityEntry gonyckaeTtcs 3agaHme ogHOro 3HadeHusi OgHOMyY

13 ngeHtndukatopor Tuna IPv4Address , FOQDN EMail ,
DistinguishedName

Mpu 3agaHum 3HaveHuns ngeHTndukatopy DistinguishedName
ncnonb3oBaHue B CTpoke Subject 3apesepBupoBaHHoro cnosa TEMPLATE
HeJonyCcTUMO.

Mpu 3agaHum 3HaveHus ngeHTndukaTopy IPv 4Address ucnonb3oBaHue
OuanasoHa |IP-agpecoB HegonycTuMo.

Ecnu 3HayeHne 3agaHo 3ape3epBMpPOBaHHbIM CITIOBOM
USER_SPECIFIC_DATA, T0 B KayecTBe ungeHtudmkatopa dyger
MCMNOMb30BaHO COOTBETCTBYIOLLEE 3HAYEHNE U3 JTOKANbHOIO cepTudumkara.
Ecnu B cepTudmkate COOTBETCTBYHOLLLEE 3HAYEHNE OTCYTCTBYET, TO
ISAKMP-ceccus 6ygeTt npepBaHa.

3HayeHue no ymonyaumi  nepsbin IP-agpec ceTeBoro uHTepderica, ¢ KOTOPOro OTChiNakTCs
ISAKMP-nakeTbl napTHepy.
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AtpubyT RemotelD
ATpnbyT RemotelD 3aaaeT TpeboBaHus K MOEHTUDUKALMOHHOW MHGOPMaLMK napTHepa.
CuHTakcuc RemotelD = IdentityEntry

3HayeHue B cTpykType ldentityEntry gonyckaeTtcs 3agaHne HeCKOMNbKUX
naeHTudumkaTopos Tuna IPv 4Address , FQDN EMail ,
DistinguishedName

3HayeHue No yMONYaH  MpuHMMaeTcs nioGoi ID napTHepa.

AtpubyT LocalCredential
ATpubyT LocalCredential 3agaeTt Tpebyemble napameTpbl cepTudukaTa gaHHoro VPN-ycTponcTea.
CuHTakcuc LocalCredential = CertDescription

3HayeHue No ymonyaHuil  TpeGoBaHUs OTCYTCTBYIOT. Micnonb3ayeTcs nioGoi nokanbHbI cepTudmkar.

Atpubyt RemoteCredential

ATpnbyT RemoteCredential 3agaet Tpebyemblie napameTpbl cepTudmkaTa napTHepa no
B3aMMOAENCTBUIO.

CuHTakcuc RemoteCredential* = CertDescription

3HayeHune no ymonyaHmw  TpeboBaHMSA OTCYTCTBYIOT, AOMNycKaeTcs nobon cepTudumkar.

Atpubyt AcceptCredentialFrom

ATpnbyT AcceptCredentialFrom 3agaeTt Tpebyemblie napameTpbl CA cepTudumkara,
YyAOCTOBEPSAIOLLErO NOASIMHHOCTL CepTUdUKaTa napTHepa.

CuHtakcuc AcceptCredentialFrom* = CertDescription

3HayeHune no ymon4aHmw  Mcnonb3yeTcs nobon n3 Tex CA, KOTOPOMY Mbl 4OBEPSIEM.

AtpubyT DoNotMapLocallDToCert

AtpunbyT DoNotMapLocallDToCert 3agaeT pexvm MCNoNb30BaHUS FTOKanbHOro naeHTMdgukaTopa
npv NOMCKE NTOKanbHOro ceptudukaTta.

CuHTakcuc DoNotMapLocallDToCert = TRUE | FALSE

3HaveHue TRUE - npu noucke nokarbHOro ceptudmkara UCrnonb3yrTcs onnucaHns
cepTndmKaToB, ykasaHHble B atpnbyTte LocalCredential. 3HaueHne
aTpubyTa LocallD nrHopupyeTtcs

FALSE — npu noncke nokarnbHOro ceptugukara Ucrnorb3yeTcs Cnucok
CertDescription. Kaxgbii arnieMeHT 3Toro cnucka aBnsieTcs oobegmHeHeMm
nonew atpmbyTtos LocallD un LocalCredential. O6beguHeHue ctpoutcd no
crnegyowmm npasunam:

ecnu LocallD 3agaH 3ape3epBMpOBaHHbLIM CITOBOM
USER_SPECIFIC_DATA 1o ucnonbayetcs CertDescription B Tom
BWAe, Kak oH 3agaH B LocalCredential
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Ecnn 3HaueHune LocallD He npoTtuBopeunT LocalCredential, oHo
SABMSIETCA AONONMHUTENBbHbLIM KPUTEPMEM MOUCKa cepTudukaTa.

Ecnn 3HaueHune LocallD npotnsopeunt LocalCredential,
coeguHeHne He NOCTPOUTCS.

3HayeHue no ymonyaumw FALSE

AtpubyTt DoNotMapRemotelDToCert

Atpnbyt DoNotMapRemotelDToCert 3agaeTt pexvum ncnonb3oBaHusa naeHTudukaTopa naptTHepa
npu noucke ero ceptudmkara.

CuHTakcuc DoNotMapRemotelDToCert = TRUE | FALSE

3HayeHue TRUE — npu noucke ceptudprkata napTHepa UCnonb3ytoTca onncaHus
cepTndmkaToB, ykasaHHble B aTpnbyte RemoteCredential, 3HaueHne
aTpubyta RemotelD urHopumpyeTtcs.

FALSE — npu noucke ceptudmkata napTHepa Mcnornb3yeTcsi CnCcok
CertDescription. Kaxablii areMeHT 3Toro crnucka siBnsietcst oobegmHeHnem
npucnaHHoro naeHtTudukatopa naptHepa u CertDescription ns atpubyrta
RemoteCredential. lNMpaBuna obbeanHeHnsa coBnagatoT C paHee
onuncaHHbIMK Npasunamm B atpnbyte DoNotMapLocallDToCert.

3HayeHue no ymonyaumw FALSE.

Atpubyt SendRequestMode

ATpnbyT SendRequestMode onpeaenseT NorMky OTChINKK 3anpoca cepTudmkara napTHepa.
CuHTakcuc SendRequestMode = AUTO | NEVER | ALWAYS

3HayeHue AUTO — 3anpoc BbICbINIaeTCs, ecrniv ceptTudukaTt napTHepa He OOCTYMneH
NOKanbHO UMM HEe MOXET BbITb OAHO3HAYHO ONPeaEerneHo, Kakum
cepTndmKaToM BOCMONb3yeTcs napTHep.

NEVER - 3anpoc He BbicbinaeTcs.
ALWAYS — 3anpoc BbICbliniaeTcs Bceraa

3HayeHue no ymonyawuww AUTO

Atpubyt SendCertMode

ATpunbyT SendCertMode onpegensieT NOrvky OTCbIfIKM NTOKabHOIo cepTuduka B NpoLecce nepeomn
dasbl IKE Ha 3anpoc napTHepa. B cBoem 3anpoce napTHep MOXeT ykasaTb, kakomy CA
cepTudukaty oH gosepsieT. Ecriv Takon cepTudukaT He HandeH, TO OH He OTCbINaeTCcA.

CuHTakcuc SendCertMode = AUTO | NEVER | ALWAYS| CHAIN

3HauyeHue AUTO — aBTOMaTMYECKN ONpeaensieTcs, korga Heobxoauma oTchinka
nokaneHOro cepTudukaTa napTHepy:

€Cnv NapTHep He npucnan 3anpoca, To CePTUdMKAT HE OTCbINaeTcs

€Cnv NapTHep npucnan 3anpoc 1 COOTBETCTBYIOLLMI cepTudumkaTt
ObIn HavigeH, To NapTHepPY BbickbiaeTca Nnbo cepTudukaTt, Nubo
HanaeHHasa uenodka ceptTugukaTon
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€CInu NapTHep npucnan 3anpoc U 3ToT 3anpoc He Gbin
YAOBMNETBOPEH, TO CEPTUPUKAT HEe BbiChbINaeTcs.

NEVER - cepTudukat He BbICbinaeTcs
ALWAYS —cepTucukaT BbICbinaeTcs Bcerga

CHAIN — cepTudukart BbICbinaeTcs Bceraa, Npu4eM B COCTaBe C LIENOYKON
noseputernbHbix CA:

MmeeTca BBUAY LenoYvka cepTudumkaToB, MOCTPOEHHAs OT
nokaneHoro ceptucukata oo CA, KOTopbIN YA0BNETBOPSET
onvcaHuio, NpucnaHHoOMy napTHepom B 3anpoce. B obliem cnyyae
aT10 CA, yooBneTBOPSIOLLNIA 3anpocy napTHepa, NPOn3BOoSibHOE
KONMYecTBO NpoMexyTo4vHbIX CA 1 nokanbHbIM cepTudukar.

3HayeHune no ymonyaumw AUTO

Mpumep

AuthMethodGOSTSign auth _ca

(

) LocallD = IdentityEntry( DistinguishedName* = USER_SPECIFIC_DATA
RemotelD = Identity_id2
AcceptCredentialFrom*= ca
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

)
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Ctpyktypa AuthMethodPreshared

CrpykTtypa AuthMethodPreshared 3agaet ayTeHTUdUKALMOHHYO MHOPMAaLMIO MPU NCMOMb30BaHWMM
npeponpegeneHHolx (Preshared) kntoven.

UMa CTPYKTYpbI AuthMethodPreshared
ATpunbyThI LocallD
RemotelD

SharedIKESecret

AtpubyT LocallD

ATpunbyT LocallD 3agaeT naeHTugmkaLuoHHyo nHopmauuo gaHHoro VPN-ycTpoicTBa.
CuHTakcuc LocallD = IdentityEntry

3HayeHue B ctpykType ldentityEntry gonyckaeTtcs 3agaHue ToNbKo O4HOMo
ngeHTudumkaTopa ¢ OgHUM 3Ha4YEHUEM.

Mpu 3agaHum 3HaveHns atpubyTy IPv 4Address ncnonb3oBaHue
AuanasoHa |IP-agpecoB HegonycTMmo.

Mcnonb3oBaHue 3apesepsupoBaHHoro cnosa USER_SPECIFIC_DATA He
ponyckaeTcsi.

3HayeHue no ymonyaHuw  nokanbHbIv IP-agpec u3 IKE-nakeTa.

AtpubyTt RemotelD
ATpnbyT RemotelD 3agaeTt TpeboBaHus K naeHTU(UKaALNMOHHON MHCpOpMaLMN NapTHepa.
CuHtakcuc RemotelD = IdentityEntry

3HayeHue B cTpykType ldentityEntry gonyckaeTtcs 3agaHne HeCKOMNbKUX
NOEHTUUKATOPOB PasHbIX TUMOB.

3HayeHune no ymonyaHmw  npuHumaeTcs nbon ID napTHepa.

Atpubyt SharedlKESecret

ATpunbyT SharedIKESecret onpenensieT ccbinky Ha npegonpeneneHHbI CEKPETHBIN KITHOY.

B aTtpubyTe ykasbiBaeTcs umsa npegonpegeneHHoro (Preshared) kntova, xpaHumoro B 6ase
MpogykTa 1 MMNOPTMPOBAHHOIO yTUnMTOM key _mgr import

CuHTakcuc SharedIKESecret = CTPOKA
3HauyeHue ums npegonpegenenHoro (Preshared) kntova

3HayeHue No yMONYaHNI0  He CyLLLeCTBYET, aTpnbyT 06a3aTenbHbIN.
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Ctpyktypa IdentityEntry

CrtpykTypa ldentityEntry onucbiBaeT naeHTUOUKALNOHHYO MHdopMaumio. BapuaHTel 3agaHus aTomn
CTPYKTYpbI NpUBEAEHbI B onucaHusx cTpyktyp AuthMethodPreshared  un
AuthMethod { DSY RSA GOST Sign .

Umsa ct bl IdentityEntry
ATpunbyThI IPv4Address — IPv4 agpec

FQDN — FQDN xocTa

EMail — EMail nonb3oBatens

DistinguishedName — DN B hopmaTte X509Subject
KeyID — ngeHtudumkatop kntoya

Ecnu cTpykTypa IdentityEntry ncnonb3ayeTtcs onpefesieHHbIM METOAOM ayTeHTUUKaLWUK, TO
aTpubyThbl, HE COOTBETCTBYHOLLME AAHHOMY METOAY, UTHOPMPYHOTCS. ATpMOYThI, UCTONb3yeMble As
onpefeneHHbIX METOA0B ayTEHTUDUKALNK:

AuthMethodPreshared
1 IPv4Address

1 KeylD
AuthMethod{DSS|RSA|GOST}Sign
1 IPv4Address
1 FQDN
1 EMail
1 DistinguishedName
Atpubyt IPv4Address

ATpnbyT IPv4Address 3agaeT onucaHue naeHtudukatopa no ykasaHHbim IP-agpecam.
CuHTakcuc ans gaHHoro VPN ycTpowcTBa:
IPv4Address = IP | USER_SPECIFIC_DATA
Ans napTHepa:
IPv4Address *= IP | IP..IP | IP/LUEJIOE32 | USER_SPECIFIC_DATA
3HauyeHus ansa naHHoro VPN ycTpoicTea:
IP — oguH IP-agpec
Ans napTHepa:
IP — cnucok IP-agpecos
IP..IP — cnucok ananasoHoB |IP-agpecos
IP/LUENTOE32 — cnucok noaceten ¢ IP-agpecom n mackon

Ecnn 3agaHo 3HavyeHne USER SPECIFIC _DATA 10 6epeTcs nepBbin 1P-
agpec u3 pacwmpenust Subject Alternative Name nokansHoro
cepTudukara, ucrnonbsyemoro ang nognucu. Ecnn IP-agpec B
cepTudmkaTe OTCYTCTBYET, TO COEAMHEHME HE CO30AETCS.

Ecnn 3agaHbl AgnanasoHsbl IP-agpecoB nnbo nogceTn, To 3TO O3HAYaeT,
4yTO NpuHMMaeTca nbon Identity Tuna IP-agpec, ecnu 3HadveHune P,
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npvcnaHHoe nNapTHepoM B TakoM ldentity, nonagaeT B yKasaHHbIN
AnanasoH, nmbo noaceThb.

3HaueHue no YMONYaHUK  UCNONb3YyKOTCA Apyrue anM6yTbI.

AtpuoyT FQDN

AtpnbyTt FQDN (Fully Qualified Domain Name — nonHoCTbo onpeaeneHHoe JOMEHHOe MMSl) 3agaeT
onuncaHue naeHTudurkaropa xocta no ykasaHHbim DNS nveHam.

CuHTakcuc FQDN* = CTPOKA | USER_SPECIFIC_DATA
3HayeHus cTpoku Buaa "host.domain”.

ecnu 3agaHo 3HaveHne USER_SPECIFIC_DATA, To npu
npoBepke/oTcbinke ldentity ncnonesyetcs none DNS paclumpeHnst Subject
Alternative Name cooTBeTCTBYOLLEro ceptudurkara, ucnonb3yemoro
COOTBETCTBEHHO ANS Nposepku/opmMmpoBaHns NoOANUCH.

3HayeHue No YMONYaHUI0  WCTONb3YHOTCS Apyrue aTpubyThl.

AtpubyT EMail

ATpubyT EMail 3agaet onucaHue ngeHTudukaTopa no ykasaHHbim Email-agpecam.
CuHTakcuc EMail* = CTPOKA | USER_SPECIFIC_DATA

3HayeHust cTpoku Buaa "user@host.domain”. LlabnoHbl He gonyckarTcs.

ecnu 3agaHo 3HaveHne USER_SPECIFIC_DATA, To npu
nposepke/oTcbinke ldentity ncnonesyetcst none EMail paclwmpeHnus
Subject Alternative Name cepTtudunkara, Ucrnonb3yemMoro COoTBETCTBEHHO
Ans npoepkn/bopMnpoBaHnNs MOAMMUCH.

3HayeHne No yMoNYaHW  UCMOSb3YTCs Apyrie aTpubyTol.

AtpubyT DistinguishedName

ATpunbyT DistinguishedName 3agaeT onncanne nageHtudukatopa no ykasaHHbim DN (yHuKanbHoe
nms B popmarte X509Subject.).

CuHtakcuc DistinguishedName* = CertDescrition | USER_SPECIFIC_DATA

3HayveHus B Kaxxgowm cTpykType CertDescription gonyckaeTcs CNonb30BaHNE TOMbKO
nons Subject

ecnu 3agaHo 3HadeHne USER_SPECIFIC_DATA, To npu
npoBepke/oTcbinke ldentity ncnonb3yeTcst NonHoe onvcaHvne pasgena
Subject Name cepTtudmkara, NCNorb3yemMmoro CoOoTBETCTBEHHO A1
npoBepkun/bopMUpoBaH1sS NOAMMUCH.

3HaueHWe N0 YMONMYaHWI0  WCMONb3YHTCS Apyrve aTpubyThl

AtpubyT KeylD
ATpubyT KeylD 3agaet onncanme Identity no ykasaHHbIM ngeHtudmkatopam Preshared kntoven
CuHTakcuc KeylD* = CTPOKA

3HayeHue CTPOKM, cofepxallime WecTHaauaTepnyHoe npeacraBneHme
WMOEHTUOUNKATOPOB KITHOYEN.

Onsa AuthMethodPreshared
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pekoMeHayeTcs Npyu cocTaBneHny naeHTudukaTopa Krnoyva Ucnosib3oBaThb
LecTHaguaTepuyHoe nNpeacTaBieHne TONbKO NeYaTHbIX CUMBOSIOB 6e3
npobena: MIMeHHO Takoe orpaHuyeHne cyLecTByeT nNpu doOpMUPOBaHUN
KoHdurypaumm 10S.

3HaueHue no YMONYaHUK  UCNOJNb3YyKOTCA Apyrue anl/I6yTbI.

Mpumep
AuthMethodPreshared auth_key (

RemotelD = IdentityEntry(
IPv 4Address *=192.168.13.117, 192.168.13.118

)
SharedIKESecret =" cskey "
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Ctpyktypa CertDescription

Ctpyktypa CertDescription ncnonb3yeTcs Ansa 3agaHus cCo6CTBEHHOro aeHTUdMKaTopa u
naeHTUdUKaTopa napTHepa, AN 3agaHus XapaKkTepucTUK NoKanbHOro U ceptudukarta napTHepa.

Ons 3agaHna CTPOKU B aTpmbyTax aTon cTpyKTypbl cMoTpute cpopmat DN B pasgene "®opmar
3agaHus DistinguishedName B LSP" B [NpunoxeHun.

Ums cT| bl CertDescription

ATpunbyThI Subject
AlternativeSubject
Issuer

Alternativelssuer
FingerprintMD5
FingerprintSHA1

SerialNumber

Atpubyt Subject
ATpnbyT Subject 3agaeT 3HaveHme/WwabnoH nonsa Subject cepTudmkarta.
CuHTakcuc Subject* = TEMPLATE | COMPLETE, CTPOKA

3HayeHue TEMPLATE — cbnar, npu KOTOPOM yKa3aHHasi CTpoka npeacTaBnsaeT cobon
He3akoH4YeHHoe 3Ha4yeHune nonga Subject ceptudpmkaTa.lpm noucke m
cpaBHeHun, none Subject cepTudmkaTa OMMKHO COAEPXaTb yKa3aHHYH
CTPOKY

COMPLETE — cnar, npn KOTOPOM YKa3aHHasi CTpoKa NpeAcTaBnsieT
cobon 3aKkoH4YeHHOe 3HadeHue nonst Subject ceptudmkaTta. MNMpu nouncke m
cpaBHeHun none Subject cepTudukaTa gOMKHO COBNaaaTth C yKkasaHHbIM
MHOXECTBOM aTpMByTOB M UX 3HaYEHMAMM (C TOYHOCTBIO A0 Nopsiaka
yKasaHus B cepTudmkarte) B CTPOKE.

Mpegynpexaexne DN B cTpoke AormkeH ObITb 3a4aH TOYHO TaK e, Kak OH 3afaH B
cepTudukarte: HeobXoaAMMO CTPOro cobnaaTh KONIMYECTBO NPOGENOB U
perncTp CUMBOJSIOB.

3HayeHuWe No yMONMYaHMK  €CfK 3adaHa CTpoka, Ho onyuwieH dnar TEMPLATE wnn COMPLETE , To
no ymonyaHuto oH paseH COMPLETE;

€CNnK He 3afaHa CTpoka, To nore Subject cepTndmkaTa npuHMMaeT nobble
3HaYeHus.

Mpumep:
JonycTumble BapyaHThbl:
Subject* = TEMPLATE, "ou=eng"
Subject* = "ou=eng", TEMPLATE
Subject* = COMPLETE, "c=RU,o0=co.,ou=eng,cn=engineer"
Subject* = "c=RU, o=co, ou=eng, cn=engineer"
Hepnonyctumble BapyaHThbl:
Subject *= TEMPLATE, "ou=eng", COMPLETE

Subject *= "ou=eng", "ou=ga"
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AtpunoyT AlternativeSubject

ATpunbyT AlternativeSubject 3apgaet wabnoH Alternative Subject Extension ceptudukara.
CuHTakcuc AlternativeSubject = CTPOKA

3HayeHue no ymonyaHu  ntoboe 3HayveHne Alternative Subject Extension ceptudukara.

ATpunoyT Issuer
ATpuOYT Issuer 3agaeT 3HayeHme/lwabnoH nons Issuer ceptudumkara.
CuHTakcuc Issuer* = TEMPLATE | COMPLETE, CTPOKA

3HayeHue TEMPLATE — chnar, npy KOTOPOM yKa3aHHas CTpoka npeacrasnsieT cobom
He3aKoH4YeHHoe 3HayeHue nong Issuer ceptudumkara. MNpu noncke un
cpaBHeHWUW, norne Issuer cepTudurkaTa AOMKHO cogepxaTtb ykazaHHYo
CTPOKY.

COMPLETE — dnar, npy KOTOPOM yKa3aHHas CTpoka npeacrasnset
coboli 3akoH4YeHHOe 3Ha4YeHue nons Issuer ceptudmkara. MNMpu noncke
cpaBHeHWUW, none Issuer cepTudumkata AOMKHO CoBnaaaTh C ykasaHHbIM
MHOXECTBOM aTpMByTOB M UX 3HAYEHMAMMU (C TOYHOCTBIO 40 NOpSaKa
yKasaHus B cepTudmkaTe) B CTpOKe.

Mpegynpexnenune DN B cTpoke aormkeH 6bITb 3aa4aH TOYHO Takke, Kak OH 3a4aH B
cepTudukarte: HeobxoaMmo CTporo cobnoaaTe KONMYECTBO Npobenos n
perncTp cMmMBOIIOB.

3HayeHne No yMONMYaHMK  €CnK 3adaHa CTpoka, Ho onyuwieH donar TEMPLATE wnun COMPLETE , To
no ymosn4yanuto oH paseH COMPLETE;

€Cnu He 3adaHa CTpoka, To nore Issuer cepTudmkarta npuHUMaeT nobble
3HaYeHus.

Atpubyt Alternativelssuer
ATpnbyT Alternativelssuer 3agaet wabnoH Alternative Issuer Extension ceptudukara.
CuHTakcuc Alternativelssuer = CTPOKA

3HayeHune no ymonyaHuw  ntoboe 3HadeHne Alternative Issuer Extension ceptudukara.

AtpubyT FingerprintMD5

ATpunbyT FingerprintMD5 3agaeT 3Ha4eHue xew-gyHKumMmn anroputma MD5 no 6uHapHomy
npencTaBneHno cepTudukara.

CuHTakcuc FingerprintMD5 = CTPOKA

3HayeHue LecTHaguaTepuyHas 3anuncb 3Ha4YeHUs XaLW-PyHKLMKU, ANUHA CTPOKK
[OOIKHa ObITb paBHa 32 cumBoOaMm.

3HayeHue no ymonyaum  Noboe 3HaYeHne X3aLw-PyHKLNN.
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AtpubyT FingerprintSHA1

ATpunbyT FingerprintSHA1 3agaeT 3HayeHune xew-yHkummn anroputma SHA1 no GuHapHomMy
npeacraBneHuio ceptudunkaTa.

CuHTakcuc FingerprintSHA1 = CTPOKA

3HayeHue LWecTHaguaTepuyHas 3anncb 3HaYeHUs XaL-PyHKLUK, ANNHA CTPOKK
AormxkHa ObITb paBHa 40 cumBonam.

3HayeHue no ymonyaHmi  noboe 3HaveHne XLU-PYHKUMN.

AtpubyT SerialNumber

ATpubyT SerialNumber 3agaeT 3Ha4yeHne cepunHOro HoMepa cepTudukara.
CuHTakcuc SerialNumber = CTPOKA

3HayeHune LUeCTHagLaTepuyHas 3annucb CEPUNHOro Homepa.

3HayeHune no ymonyaHuo noboe 3HayeHne CEepUIHOro Homepa.

Mpumep
RemdeCredential* = CertDescription(

Issuer* = COMPLETE, "CN=S - Terra CenterCA, O=S - Terra, L=Moscow, C=RU"
Subject* = TEMPLATE, "CN=S - Terra, OU=QA"

AlternativeSubject = "EMAIL=inform@s - terra.com, DNS=tester.s -
terra.com, IP =10.10.10.10"

SerialNumber = "567A99991E1F"
)
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Ctpykrypa FirewallParameters

CrpykTypa FirewallParameters onvceiBaeT rnobanbHble napameTpbl MEXCETEBOMO akpaHa. B
KOHpUrypaLumm gomkHa GbiTb TONbKO ofHa CTPYKTypa AAaHHOMo TUna. ToW CTPYKTYpe UMS He

npuceanBaeTCA.

UMa CTPYKTYpbI
ATpunbyThI

FirewallParameters

TCPSynSentTimeout
TCPSynRcvdTimeout
TCPFinTimeout
TCPClosedTimeout
TCPEstablishedTimeout
TCPHalfOpenMax
TCPHalfOpenLow
TCPSessionRateMax
TCPSessionRateLow
TCPSessionsMax
TCPStrictnessLevel

Atpubytbl TCPSynSentTimeout, TCPSynRcvdTimeout,
TCPFinTimeout, TCPClosedTimeout, TCPEstablishedTimeout

ATpuBYTbI yCTaHaBNMBaOT BPEMSI XKM3HU 3anvcy O coeanHeHnn. MexceTeBor akpaH onpeaenseT

cocTosiHne TCP-coeguHeHNs ANst KaX4oro U3 napTHEPOB U, B 3aBUCUMOCTU OT 3TOrO, BbiCTaBNSET
BPEMSI XXM3HU 3anucK O coeanHeHun. B Tabnivue npyvBeaeHbl CTaHaapTHbIE Ha3BaHWSA NS
cocTosiHui TCP 1 cooTBETCTBYIOLLNE NapaMeTpbl, 3adatoLme BPEMS KU3HMW.

CuHTakcuc

3HayeHus

3Ha4yeHune no ymon4yaHumo

AtpnbyTt = LUEJIOE32
Llenoe uncno ns gnanasoxa 1..65535

CcM. Tabnuuy.

MapameTtp B drv_mgr

3HaueHue no

CocTtosiHue MapameTtp LSP (Tonbko gnA YMOJYaHUo
npocMoTpa) (cek.)
CLOSED, LISTEN TCPClosedTimeout fw_tcp_closed_ttl 30
SYNSENT TCPSynSentTimeout fw_tcp_synsent_ttl 30
SYNRCVD TCPSynRcvdTimeout fw_tcp_synrcvd_ttl 30
ESTAB TCPEstablishedTimeout | fw_tcp_estab_ttl 3600

FINWAIT-1, FINWAIT-2,
CLOSING, TIMEWAIT,
LASTACK, CLOSED

TCPFinTimeout fw_tcp_fin_ttl 5

3HaueHne TCPEstablishedTimeout moxeT 6bITb NepeonpeaeneHo ans KOHKPETHOro npasuna

dunbTpaumm (cm. Filter.ExtendedAction)
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Atpunoyt TCPHalfOpenMax

ATtpubyT TCPHalfOpenMax 3agaeT MakcumanbHoe pa3peLleHHOe KONTMYECTBO O4HOBPEMEHHO
CYLLEeCTBYIOLLMX MONYOTKPbITbIX CEaHCOB, MO AOCTUXEHUM KoToporo L3 6e3onacHOCTU HaYMHaeT
nx yoaneHwue.

Mpu npeBbilLeHNM JaHHOro Npeaerna HoBble coeanHeHns ByayT co3naBaTbCs TONbKO 3a CYET
YHUUTOXEHUS NONYyOTKPbITbIX CEaHCOB, CO3aHHbIX paHee. Takum obpa3om, nocre NpesbILLeHNS
TCPHalfOpenMax nonyoTKpbITble ceaHcbl OyaeT yaansaTbCs, noka UX KONMYecTBO He AOCTUTHET
3Ha4yeHusi, 3agaHHoro atpnbytom TCPHalfOpenLow. [Janee BHOBb 4ONYCKAETCs yBENUYeHe
Konun4yecTsa NonyoTKPbITbIX CEaHCOB.

CuHTakcuc TCPHalfOpenMax = LIEJTOE32

3HayeHus Llenoe 4ucno 13 gnanasoHa 0..1000000

3HaveHue no ymonyaumw 500

Atpubyt TCPHalfOpenLow

ATtpnbyTt TCPHalfOpenLow 3agaeT KOnM4ecTBO OLHOBPEMEHHO CYLLECTBYHOLLMX NOMYOTKPbITHIX
CeaHCcoB, KOTOPOE cYMTaeTCcs HopMarbHbIM. B cnyyae npesbilleHns MakcMManbsHOro Yy1ucna
MOMNyoTKPbITLIX CEaHCOB, 3afaHHbIX atpubyTom TCPHalfOpenMax, nonyoTkpbITble ceaHckl byayT
YHUYTOXAaTbCA OO 3aaHHOro npeaena.

CuHTakcuc TCPHalfOpenLow = LIEJTOE32

3HayeHus Llenoe uncno ns gnanasoxa 0..1000000

3HayeHune no ymonyaumw 400

AtpubyTt TCPSessionRateMax

ATpnbyT TCPSessionRateMax 3agaeT BEpXHIO rpaHuLy Ha KONIMYECTBO HOBbIX KOHTEKCTOB
coevHeHWN, co3gaBaeMbix 3a MUHYTY. Ecnn yacToTa nosiBNeHMs HOBbIX KOHTEKCTOB COEAUHEHNI
pocturHet TCPSessionRateMax, To LLnto3 6e3onacHOCTM HAa4YHET X yganeHue 4o Tex nop, noka
YyacToTa NOSIBIIEHUS HOBbIX KOHTEKCTOB COEANHEHUIA HE YMEHBLUUTCS 40 BEMWUYMHBI, 3a4aHHON
aTpubytom TCPSessionRatelLow.

CuHrakcuc TCPSessionRateMax = LIEJTOE32
3HaveHus Llenoe uncrno s guanasoHa 0..2%2-1

3HayeHue no ymonyaHmo 500 HOBLIX KOHTEKCTOB COEAUHEHUIA B MUHYTY.

Atpubyt TCPSessionRateLow

ATpunbyT TCPSessionRateLow 3agaeT HDKHIOW rpaHnLy Ha KONMYECTBO HOBbIX KOHTEKCTOB
COeOMHEHMN, co3daBaeMbiX 32 MUHYTY, MO JOCTWXKeHUN koTopoW, N3 6esonacHocTn npekpallaeTt
nX yoarneHue.

CuHTakcuc TCPSessionRateLow = LIEJTIOE32
3HaveHus Llenoe uncro u3 guanasoHa 0..2%2-1

3HayeHue no ymonyaumo 400 HOBbIX KOHTEKCTOB COEAMHEHWI B MUHYTY.

Atpunoyt TCPSessionsMax

ATpunbyT TCPSessionsMax 3agaeT makcMManbHoe paspeLleHHoe konudectso TCP-coeanHeHnn.
Mpwn npeBbiweHnn gaHHoro npegena Hoeele TCP-coeanHeHns OyayT oTBepraTbCs.

CuHTakcuc TCPSessionsMax = LJENTOE32

3HaueHus Llenoe yncno ua gnanasoHa 0..1000000
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3HayeHue nNo yMon4yaHmio

65536.

Atpunoyt TCPStrictnessLevel

ATpubyT TCPStrictnessLevel ncnonbayetca ansa 3agaHus ypoBHS "KeCTKOCTU" K pas3nnyHbIM
cuUTyauusim, koTopble BocnpuHumatotes firewall kak olwumboYHble.

TCPStrictnessLevel = LIEJTOE32

Llenoe umcno ns guanasoHa 0..6

3HayeHue no ymonyauuwo 3.

CuHTakcuc

3HayeHus

B cnep,yrou.l,eﬁ Tabnuue npmeeneHbl OCHOBHbIE OTNUYNA B NoBeAEHUN NMPU Pa3fiMyHbIX 3HA4YEeHUAX

TCPStrictnessLevel. NokaszaHa 3aBUCUMOCTb BbINOITHEHUS TAKUX ENCTBUIN Kak «YHUUITOXEHWNE
nakeTa» n «0TKka3 B USMEHEHUUN COCTOSIHUSA COeMHEHUA» OT YPOBHS, 3aaaHHoro TCPStrictnessLevel
n pesynbTarta aHanusa 3aronoska TCP nakerta.

3Ha4yeHue YHuYTOXEHME nakeTa OTKa3 B M13BMEHEeHUU COCTOSAHUA
coeauHeHus®®
0 MakeTbl He yHUYTOXatoTCA firewall Mpwn HekoppekTHOM TCP 3aronoBke
(NnpoBepsieTcs COOTBETCTBME ANUHBI NakeTa,
TCP 3aronoska, checksum)
1 Mpu HekoppekTHOM TCP 3aronoske Mpun HekoppekTHOM TCP 3aronoske
2 Mpwn HekoppekTHOM TCP 3aronoske Mpwn HekoppekTHOM TCP 3aronoBke vnu npu
sequence, HeCOOTBETCTBYHOLLEM COCTOSHUIO
napTHepa
3 Mpwn HekoppekTHOM TCP 3aronoeke Mpwn HekoppekTHOM TCP 3aronoBke, Unv npu
sequence, HeCOOTBETCTBYHLLEM COCTOSIHUIO
napTHepa, Unu Npv HeCOOTBETCTBUM hnaros
3arofioBKka COCTOSHMIO NapTHepa
4 Mpwn HekoppekTHOM TCP 3aronoeke Mpwn HekoppekTHOM TCP 3aronoBke, Unv npum
WK1 NpM HECOOTBETCTBMM (haros sequence, HECOOTBETCTBYHOLLEM COCTOSIHUIO
3aronoBKa COCTOSIHMIO NMapTHepa napTHepa, Unu NpyM HeCOOTBETCTBUM (hnaros
3arofioBka COCTOSAHMIO NapTHepa
5 Mpwn HekoppekTHOM TCP 3aronoeke, Mpwn HekoppekTHOM TCP 3aronoeke, Unv npu
WU NpK HECOOTBETCTBMM (hrnaros sequence, HECOOTBETCTBYHOLLEM COCTOSTHUIO
3aronoBka COCTOSHMIO MapTHepa, unn | napTHepa, Uy Npu HeCooTBETCTBUM (briaros
npu sequence, HECOOTBETCTBYIOLLIEMY | 3arofioBKa COCTOAHMIO NapTHepa
COCTOSIHMIO NapTHepa
6 Mpn HekoppekTHOM TCP 3aronoske, Mpn HekoppekTHOM TCP 3aronoske, unu npu
W NpU HECOOTBETCTBMM (hrnaros sequence, HECOOTBETCTBYHOLLEM COCTOSIHUIO
3arofioBKka COCTOSIHMIO MapTHEpPa, unn | mapTHepa, Uiy Npu HECOOTBETCTBUM (briaroB
npu sequence, HECOOTBETCTBYIOLLLEMY | 3arofioBKa COCTOSHMIO MapTHepa, uiv npu
COCTOSIHMIO NapTHepa, Ui npu nony4eHun nepebIM naketoMm He SYN, unu npu
npueme SYN ans yctaHoOBUBLLErOCH npueme SYN ansa ycraHoBmBLLErOCA
coefMHeHns coefVHeHns

35 Hanpwmep, He MPOJIOHIMpyeTca CylecTtBoBaHMe 3anncm o cCoeanHeHnn.
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Ctpyktypa Networkinterface

CrtpykTypa NetworklInterface onuceiBaeT nornyecknin ceTeBo MHTEPMENC, KOTOPLIA MOXET
COOTBETCTBOBATb HECKOSbKMM CETEBLIM MHTEPeNcam cucteMbl. B CTpykType onuckiBaloTcA
OENCTBUS, KOTOPbIE AOIMKHbI ObITb BbINMOMHEHbLI C NAKETOM, MPU €ro NPOXOXAEHUN Yepes ToT
UHTepdenc.

Ctpykrype Networkinterface nms He npuceamBaeTca. B koHdUrypauum gonyckaeTcs onncaHue
HECKOITbKMX 3K3EMMIISIPOB JAHHOW CTPYKTYpPbI, KOTopble ByayT OTnMyaTbCcsa 3Ha4YeHneM nons

LogicalName.
UMa CTPYKTYpbI NetworklInterface
ATpunbyThI LogicalName

InputFilter
OutputFilter
InputClassification
OutputClassification
IPsecPolicy

Atpubyt LogicalName

ATpnbyT LogicalName 3agaeT nornyeckoe nmsa nHtepdenca. 1o nmsi ykasaHo Kak anvac B ¢hanine
etc/ifaliases.cf, onuckiBatoem cuctemHble uHTepdencel. Ecnu anvac He cOOTBETCTBYET KakUM-
nnbo ceTeBbIM UHTEpPhencam Ha MOMEHT 3arpy3ku LSP, To ByaeT BblgaHo npeaynpexgeHve.

CuHTakcuc LogicalName = CTPOKA
3HayeHue nornyeckoe nms nHTepdenca

nEn

3HayeHune no ymonyanmw  3HadeHue "default" B panine ifaliases.cf onpegenserca kak
WMHTEpNpeTupyeTcs Kak "octanbHble ceTeBble MHTepdenchI”.

, UTO

Atpubyt InputFilter

ATpnbyT InputFilter 3agaeT npaBuna kak stateless (nakeTHow), Tak u stateful (koHTEKCTHON)
GunbTpaunm Ansg BXOAAWMX NakeToB Yepe3 AaHHbIN nHTepdenc. MNakeT, He nonasLIMiA HX NO4 O4HO
13 3agaHHbIX NpaBun punbTpauuun, yaoansetcs. Ecnu domnbTpbl Ha MHTepderice He 3agaHbl, TO
nponyckaeTca nobon naker.

CuHtakcuc InputFilter = FilterChain

3HayeHue no yMON4YaHMK  BXoAdALlMe nakeTbl He C*)VIJ'IprytOTCFI.

Atpunoyt OutputFilter

ATpubyT OutputFilter 3agaeT npaBuna kak stateless (mnaketHown), Tak u stateful (KOHTEKCTHOW)
dunbTpauun ons NCXOASALLNX NakeToB Yepes AaHHbIN nHTepdenc. MNakeT, He nonaBLWUn HX Nog,
OHO M3 3aJaHHbIX NpaBun uneTpauuu, yaoansetcs. Ecnu omunbTpel Ha MHTepdence He 3afaHsl,
TO NponyckaeTcs Niobon NakeT.

CuHTakcuc OutputFilter = FilterChain

3HaueHue no YMONI4aHUK  Ucxogdulne nakeTbl He (*)VIJ'IpryIOTCFI.

Atpunoyrt InputClassification
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ATtpubyT InputClassification 3agaeTt npaBuna knaccudpukaumm 1 BelcTaBneHnsa 3HaveHnst nonsa TOS
B IP-3aronoBke BXOAsALMX NAKeTOB Yepes AaHHbIM MHTepderic. Knaccudurkaumsa n mapkmposaHme
Npon3BoaMTCSA Ha OTKPbITbIX MakeTax, To ecTb nocne IPsec aekancynauun. Bxogawmin nakeT, He
nonasLUMA HY Mo, OQHO U3 3aflaHHbIX NpaBum, He KnaccuduumpyeTcs 1 NpornyckaeTcs B
Hen3MeHHOM BUe.

CuHTakcuc InputClassification = FilterChain

3HayeHue no yMon4yaHuro KJ'IaCCI/Id)I/IKaLI,I/IH M MapKknpoBaHMe NakeToB HE NPOU3IBOOUTCA.

Atpubyt OutputClassification

ATtpnbyt OutputClassification 3agaeT npaBuna knaccugurkalumm 1 BbICTaBNeHNst 3HAa4YEHNS MoNs
TOS B IP-3aronoBke UCXOAALUX NAKETOB Yepes AaHHbINn nHTepdenc. Knaccudurkaums un
MapKnpoBaHMe Npou3BOAUTCS HA OTKPbITbIX NakeTax, To ecTb A0 IPsec uHkancynauum. B cnyyae
TYHHENMpPOBaHus 3HaveHue nona TOS konupyeTcs M3 BHYTPEHHero |P-3aronoBka BO BHELLHWIA.
Vcxopsawmin nakeTt, He nonaBLLMIA HU MO OQHO M3 3a4aHHbIX NPaBuIl, He KnaccuduumpyeTcs u
nponyckaeTcsi B HEU3MEHHOM BUAeE.

CuHTakcuc OutputClassification = FilterChain

3HayeHue no yMonyaHu  knaccudukaums n MapkupoBaHMe NakeToB HE NMPON3BOAMUTCS.

AtpubyT IPsecPolicy

ATpnbyT IPsecPolicy 3agaeTt npaBuna 3awmTbl NakeToB ¢ noMoLbto IPsec. B counbtpax
OMNMCbIBAETCS UCXOQALLMIN TpaduK, HO OUNbTPaLMsS NPOU3BOAUTCH CUMMETPUYHO AN BXOOALLEro U
ncxogsuwero Tpadumka. To ectb Npyn 06paboTke BxoasLwero Tpadumka Ha ceTeBoM MHTepderice
SourcelP, SourcePort cpaBHMBaeTCa ¢ COOTBETCTBYHOLLMMM NOMSIMK 3arofioBKOB nakeTa destination
IP address, destination UDP port, destination TCP port, a DestinationlP n DestinationPort
CpaBHUBAIOTCS C NOMsIMK 3aronoBKOB nakeTa source IP address, source UDP port, source TCP port.
Mpn 06paboTke ncxoaswero Tpaduka Ha cCeTeBOM MHTepderice NoHATUA source u destination B
KOHMrypawmm COOTBETCTBYIOT MOHATUSAM source u destination B nakeTe.

CuHtakcuc IPsecPolicy = FilterChain

3HayeHune no ymonyaumw  |Psec He NpuMeHsieTcs.
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Ctpyktypa FilterChain

CrpykTypa FilterChain 3agaeT cnncok npaeun NakeTHOM M KOHTEKCTHOW ounbTpaumm («Lenovka»
npaewun). OTON CTPYKTYpPE MOXET ObITb MPUCBOEHO UMSI.

Nmsa cT] bl FilterChain
ATpunbyThI Filters
ATpuoyr Filters

ATpunbyT Filters 3agaeT cnucok npasun punbTpaLum ¢ ycrousamu cpabaTtbiBaHUsI KaXgoro
npasuna. MNopsaok 06paboTku kaxkaoro npasuna COOTBETCTBYET NOPSAAKY NepeyncreHunst unbTpos
B LSP 3a uncknoveHnem cutyaumi, korga ucnonb3ytotes nepexodb! (cMm. atpubyT Action napametp
STRING).

CuHTakcuc Filters *= Filter

Mpumep
FilterChain IPsecPolicy:DMAP (

Filters = Filter (
ProtocollD = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL_UNICAST, LOCAL_MISDIRECTED

),
Filter (
SourcelP = 192.168.2.0/24
DestinationIP = 192.168.2.240/29
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:DMAP:1:dmap:1 >
LogEventID = "IPsec:Protect: DMAP:1:dmap:1:client"
)
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Ctpyktypa Filter

CrtpykTypa Filter 3agaeT npaBuio NakeTHON N KOHTEKCTHOW chmnnbTpaumu.
Ums cT| bl Filter

ATpunbyThI SourcelP
DestinationlP
ProtocollD
SourcePort
DestinationPort
PacketType
Action
ExtendedAction
LogEventID
Schedule
Log
Label

AtpubyT SourcelP

ATpunbyT SourcelP 3agaeT BO3MOXHble 3HauyeHus nons Source Address B IPv4-3aronoske nakeTta®®.

CuHTakcuc SourcelP *= AddressPool , IP, IP/LEJIOE32
3HayeHue AddressPool — mHoxecTBO agpecos IKECFG nyna
IP-agpec

IP/LUIENTOE32 — IP-agpec ¢ mackon

3HayeHune no ymonyaHmw  gonyckaetca noboe 3HadeHne nonsa Source Address B IPv4-3aronoBke
nakeTta.

AtpubyT DestinationlP

ATpnbyT DestinationIP 3agaeT Bo3aMoxHble 3Ha4yeHus nonsi Destination Address B IPv4-3aronoBske

naketa®’.
CuHTakcuc SourcelP *= AddressPool | IP | IP..IP | IP/UENTOE32
3HayeHue AddressPool — mHoxecTBO agpecos IKECFG nyna

IP-agpec
IP..IP — gpnanasoH IP-agpecos
IP/LUENOE32 — IP-agpec ¢ Mmackon

3HayeHue no ymonyaHm  gonyckaetcs noboe 3HayeHme nons Destination Address B IPv4-
3arofloBke naketa.

36 [Ins uenoyku punbTpoB IPsec npaeun ucnonb3yeTtca ocobasn uHTepnpetaums. Cm. onuncaHue IPsecPolicy.

37 [ins uenoyku punbTpoB IPsec npaeun ucnonb3yeTcs ocobasn nHtepnpetaums. Cm. onncaHue IPsecPolicy.
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ATtpubyT ProtocollD
ATpunbyT ProtocollD 3agaeT Bo3mMoxHble 3HaveHus nons Protocol B IPv4-3aronoske.
CuHTakcuc ProtocollD *= LIENOE32 | LLEJIOE32..L1IEJTOE32
3HayeHune uenoe 4ucno n3 gmanasoHa 0..255.

3HaveHune 0 o3Ha4aeT BCe ceTeBble NPOTOKObI.

3HayeHue no ymonyaHui  ntoboe 3Ha4veHue nonsi Protocol B IPv4-3aronoske.

ATpunoyT SourcePort

ATpunbyT SourcePort onucbiBaeT CNMCOK MAEHTUUKATOPOB NOPTOB ANS YKa3aHHbIX NPOTOKOMOB
o6bekTa®®. Ecnu 3HaueHne ProtocollD He TCP 1 He UDP, To AaHHbIN unbTp He coBnageT, MoMCK
dvnbTpoB npogormxutcs. Ecnu B ProtocolID 3agaHbl 06a npotokona — TCP n UDP, To ykasaHHble
NopThbl JOMYCKATCS B COMETaHUM C NMoObIM U3 ABYX MPOTOKOSOB.

CuHTakcuc SourcePort *= LUEJIOE32 | LLEJTOE32..LUEJTOE32
3HayeHue uenoe 4ncno u3 ananasoHa 0..65535.
3HadveHune 0 o3HavaeT Bce NOpThbl A58 YKa3aHHbIX NPOTOKOOB.

3HayeHue no ymonyaHmw  gonyckaeTcs noboe 3HayeHme nonsa Source Port 8 UDP nu6o TCP
3aronoBke nakera.

AtpubyT DestinationPort

ATpnbyT DestinationPort onncbiBaeT CNMCOK MAEHTUAMKATOPOB NOPTOB AS1S YKa3aHHbIX MPOTOKOSOB
obbekTa®. Ecnun 3HaveHue ProtocollD He TCP 1 He UDP, To AaHHbIN (unbTPp He coBnageT, Nouck
GunbTpoB npogomkmtcsa. Ecnn B ProtocollD 3agaHbl 06a npotokona — TCP 1 UDP, To ykasaHHbIe
NopThbl 4OMYCKAKTCS B COMETAHUM C NMOObIM U3 ABYX MPOTOKOSOB.

CuHTakcuc DestinationPort *= LIEJTOE32 | LUEJTIOE32..LIEJTOE32
3HayeHue uenoe 4ncno u3 ananasoHa 0..65535.
3Ha4veHune 0 o3Ha4aeT Bce NOPThbl A4S yKasdaHHbIX MPOTOKOJOB.

3HayeHune no ymonyanmw  gonyckaetca noboe 3HadveHne nonsa Destination Port 8 UDP nnuéo TCP
3arofioBke.

Atpubyt PacketType

ATpnbyT PacketType 3agaeT Cnncok TUMOB NAKeToB, AN KOTOPbIX 4aHHOE MPaBuno MOXET

cpaboratb.
CuHTakcuc PacketType *= LIEJTOE32
3HaveHue TRANSIT — TpaH3UTHbIE NakeTbl, KOTOpble He NpeaHa3HaveHbl s

OaHHOro Xxocta n He co3gaHbl AaHHBLIM XOCTOM.

LOCAL_BROADCAST - broadcast B nokaneHow nogcetu (T.e. 6e3 yyeta
yHMBepcanbHbIx broadcast 255.255.255.255, 0.0.0.0). JaHHOe 3HaveHue
MCMoMb3yeTcs TONbKO Ans BXOASALLMX NaKeToB.

38 Ins uenoykun punbTpoB IPsec npaeun ucnonb3yeTcs ocobasn uHTepnpetaums. Cm. onucaHue IPsecPolicy.

39 Ins uenoykun punbTpoB IPsec npaeun ucrnonb3yeTtcs ocobasn nHTepnpetaums. Cm. onncaHue IPsecPolicy.
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3HayeHune no ymonyaHuio

AtpubyT Action

LOCAL_UNICAST — 06bl4Hble NaKeTbl, MPUHSATLIE/OTNPABNEHHBIE XOCTOM,
Ha KOTOpoMm 3arpyxeHa LSP.

LOCAL_MISDICRECTED — nakeTbl, IpUHATbIE/OTNPaBMNEHHbIE C
nHTepcperica, Ha KOTOPOM agpec nonyyarens/oTnpaBUTENS He
3aperncTpupoBaH.

nobon TMN NakeToB.

ATpuGYT Action 3afaeT feiicTBME, KOTOPOE AOIMKHO ObITh MPUMEHEHO K MAKeTY, NPy BbINOMHEHUN
yCroBwuin cpabaTbiBaHus NpaBuna.

CuHTakcuc

3HayeHue

3HayeHne no ymonyaHuio

Action = PASS | DROP | STRING

PASS - npekpaliaeTcsa nouck npasun punbTpaumnm, BLINOSTHAETCS
nenicteue, onucaHHoe B ExtendedAction . Ecnn ExtendedAction
OTCYTCTBYET, NaKkeT NponyckaeTcs Ans AanbHenwen oopaboTku.

DROP — npekpaluaeTcsa nouck npasun ounbTpaumm, He BbINOMHSeTCH
gencreue, onucaHHoe B ExtendedAction |, makeT yHuU4YTOXaeTcs.

STRING — B kaBblYKax yKa3blBaeTCs CTpoYka U B criydae cpabatbiBaHus
OaHHOro npasuria JOSMKeH NPOAOIXUTBLCS NMOUCK NpaBui, Ha4YMHas C TOoro,
y KOTOpPOro 3HayeHune atpubyta Label coBnapaet ¢ ykazaHHOWM 30ecb
cTpouykon. [Npasuno dunbTpauum, Ha KOTOPbIN MPOUCXOAUT Nepexoa,
OOJIMKHO NPUCYTCTBOBATL B TOM Xe cnincke npasun (FilterChain) un
pacnonaratbCs B CnMcke nocrie punbTpa, oTkyga NpoucxoguT nepexoa.

PASS.

Atpubyt ExtendedAction

ATpnbyT ExtendedAction 3agaeTt gononHUTENbHbIE YCNOBUSA ANs cpabaTbiBaHUA NpaBuna u/unm
OOMNONHUTENbHbIE OENCTBUS, KOTOPbIE AOIMKHbI ObiTb MPUMEHEHbBI NPY BbINOMHEHWUW YCIOBUIA
cpabatbiBaHMsA npaBunia. YcnoBus (4EUCTBMS) 3a4al0TCs B BUAE CUHTAKCUYECKOW KOHCTPYKLMK
"npouenypa". To ecTb ykasbiBaeTCA MMSA U UMEHOBaHHbIE NapameTpbl B YIIOBbIX CKOOKaX.

CuHTakcuc

3HayeHue

ExtendedAction = npoueaypa
ExtendedAction = inspect_tcp <...>
ExtendedAction = inspect_ftp <...>
ExtendedAction = tcp_flags <...>
ExtendedAction = classify_mark <...>
ExtendedAction = ipsec <...>
ExtendedAction = bit_check <...>

inspect_tcp — otcnexuBaet coctosiHne TCP-coeanHenus, genaet
HEeKOTOpble NPOBEPKM HA KOPPEKTHOCTb 3arofioBKa, MEHSIET BPEMS XKMU3HM
3anncu 0 COeaANHEHUN B COOTBETCTBUM C TEKYLLIMM COCTOSTHUEM
coeavHeHus1. [ins nponycka naketoB B 06e CTOPOHbI, Ao6aBnsoTcs
OOMONHUTENbHbIE NpaBuna MUbTPaLmMM BO BXOASLLYIO U UCXOASLLYHO
LienoYky npaeun MHTepdelica, Ha kKoTopoM cpaboTana npoueaypa tcp.
JononHutenbHble NpaBuna yaansTcs BMECTE C 3aMNnUCbio O COEAUHEHUN.

Ona coBmectumoctn ¢ IOS CBAC Ha ocTanbHble UHTepdEeNChI, rae
NPUCYTCTBYIOT LienoYkn ounbTpauum, 4o0aBnsioTCA npasuna ans
nponycka nakeToB MO JaHHOMY coefuHeHuto. Mpu aTom obHoBNEHME
3anuncu NPoONCXoauT TONbKO Npu 0bpaboTke nakeTa Ha TOM UHTepdeNnce,
roe cosgarncsi KOHTeKCT.
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inspect_ftp — 4ONONHUTENBHO OTCNEXMBAET HEKOTOPbIE KOMaHabl FTP,
cos3faeT npasuna ansa npornycka coeanHeHus ans aaHHelx FTP,
onpegenseT n 6GrnokMpyeT HEKOTOPbIE NOAO3PUTENbHBIE KOMaHAPb,
KOTOpble MOryT BNATbCS aTakon Ha FTP cepsep.

MapameTp bl speatatcpivmspect_ftp

Nmsa Tun 3HayeHuns Mo ymonyaHuio
napametpa
flags cnucok 3HayeHnn | AUDIT, BKITIOYEHbI NpeaynpexaeHus, OTKNIYeH ayanT
LIENTOE32 NOALERT
timeout LIENOE32 bepeTca u3
FirewallParameters.TCPEstablishedTimeout

AUDIT — chopMupoBaTh COOBLLEHMS NPU 3aKPLITUM COCTOSHUA CO CTAaTUCTUYECKON MHAopMaLIMEN.

NOALERT - He dpopMmpoBaTh CO0BLLEHMSA O NOTEHUMANbHbIX aTakax (MonbiTkax B3roMa).

timeout — BpeMA XpaHeHnda I/IH(*)OpMaLI.I/IH O HeakKTMBHOM coeiMUHEHUN, STOT NapaMeTp
nepeonpenenaeT BpemMa XnU3Hn yCtaHOBMUBLLErocda coequHeHua.

tcp_flags — pononHuTtensHas dpuneTpaumsa naketoB no dnaram TCP-
3aronoBka, 6e3 coxpaHeHus Kakon-nmbo nHopmaumm 0 CoeauHeEHUN.
Mpasuno, B koTopom npucyTtcTeyeT tcp_flags, cuntaetca nogxogsawmm,
Tonbko ecnv npotokon TCP n onarm TCP-3aronoBka naketa
COOTBETCTBYIOT 3afaHHbIM NapameTpam.

MapameTpb agna tcp_fl ags

Mmsa napameTtpa Tun 3HaueHus Mo ymonyaHuto

set CMUCOK 3HA4YEHUN SYN, FIN, ACK, PSH, RST, URG HeT TpebGoBaHui
LIENOE32

clear CMUCOK 3HA4YEHUN SYN, FIN, ACK, PSH, RST, URG HeT TpebGoBaHui
LIENOE32

any_set CMUCOK 3HA4YEeHUN SYN, FIN, ACK, PSH, RST, URG HeT TpeboBaHui
LIENOE32

any_clear CMUCOK 3HA4YEHUN SYN, FIN, ACK, PSH, RST, URG HeT TpeboBaHui
LIENOE32

set — conaru, KoTopble 06513aTeNbHO AOMKHbI ObITb BbICTABIEHDI.

clear — donaru, KoTopble JOMKHbI ObITb COPOLLIEHbI.

any_set — o601 13 ykasaHHbIX (oriaroB MOXeT ObITb BLICTABIIEH AN COBMNageHusl.

any_clear — nto6own 13 ykasaHHbIX dhniaroB MOXeT ObITb COpOLLEH ANs coBNageHus.

dnarn 3agaloTcs KOHCTaHTaMu, 3Ha4YEeHNe KOTOPbIX COOTBETCTBYET KOAMPOBaHUIO B 3aronoBke TCP.
Ecnu donaru 3agaHbl cnnckom, 3HaveHnss oobeamHaTCa onepaumen "norndeckoe nnu". MoxHo
3agaTb HECKONbKO hraroB cpa3y oOgHWM 4mcrioM. Hanpvmep, crnegyrowme 3anMcy SKBMBasrieHTHbI:

14h

ACK RST
4,10 h
4,4,4,16
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®naru, BbicTaBneHHble B TCP-3aronoBke nakeTa, OMKHbI COBMaaaTh ¢ donaramu, 3agaHHbIM1 Mo
set, clear n ogHoMmy 13 any_set unu any_clear.

classify_mark — npoBepsieT n/unu BoictaBnsiet TOS-6anT B IP-nakeTax.

MapameTpb agna classify_ _mark

Wmsa napameTtpa Tun 3HayeHuns Mo ymonyaHuio
tos_set LIENTOE32 0-255 0
tos_set_mask LIENTOE32 0-255 0, 3HauyeHne TOS-b6ariTa He MeHsieTCA
tos_match CMUCOK 3Ha4YEeHUN 0-255 ©ant TOS He BNUSIET Ha CoBMNaaeHus!
LIEJTOE32 duneTpa
tos_match_mask | LIEJIOE32 0-255 Macka AomkHa ObITb OTNIMYHA OT Hyrs,
ecrnu cnmcok tos_match He nyct

tos_set, tos_set_mask — ecnu macka He Hyneeasi, To B TOS-6aviTe 3aronoka naketa oyayT
BbICTaBrEHbl OBUTLI, COOTBETCTBYIOLLNE tOS_Set.

tos_match, tos_match_mask — 3agatoT gononHUTEnNbHbLIE OrpaHMYEHUs Ha coBnageHne punbTpa.
OunbTp OyaeT cumTaThCsl NOAXOASLLMM TOMBKO B TOM Criyvae, ecnv O4HO M3 3HaveHun tos_match
coBnageT co 3HayeHnem TOS-6ariTa naketa B GuTax, orpaHM4eHHbIx tos_match_mask.

ipsec — ykasblBaeT, YTO NakeT JOIKeH BbiTb 06paboTaH C MOMOLLbIO

IPsec.
MapameTpb Ana ipsec
Mmsa napameTtpa Twun 3HaueHus Mo ymonyaHuto
sa CMMCOK obsasarensHoe
IPsecAction none
fallback_action LIENTOE32 REQUEST_SA,PASS,DROP | REQUEST_SA
sa_requests_max LIENTOE32 8
packets_waiting_max | LLEJTOE32 8

sa — crnucok IPsec-npaewusi, KoTopble MOryT ObiTb UCMOMb30BaHbl A1 co3aaHust SA, MPUKPEneHHbIX
K 4aHHoMy npaeuny. MHMumnaTop Becerga ucnorb3yeT nepeoe IpsecAction.

fallback_action — gencrsue, BbinonHsemoe B cny4vae otcytcTeuda SA. o ymonyanmio —
REQUEST_SA.

REQUEST_SA — nocbinatb 3anpoc B AEMOH, CTaBUTb NakeT B odepeib
PASS — nponyckaTb naket 6e3 IPsec-06paboTku
DROP — yHu4yTOXaTb NakerT.

Bxopgswme nakeTsl, nonagarowimne Ha gencreue ¢ onarom REQUEST_SA, Takke 6yayT
YHUYTOXEHBI.

sa_requests_max — MakcumaribHOe KONIMYECTBO HEOTBEYEHHbIX 3anNpocoB Ha co3gaHne SA bundle,
OTNpaBMEeHHbIX B E€MOH MO JaHHOMY MpaBuny.

EcTb 1 06LLee orpaHnyYeHne Ha KONMYECTBO 3anpoCoB — 3HAYEHME MOXHO 3aaaTh Yepes drv_mgr —
napameTp ipsec_breq_max (3HaveHune no ymonyanmio — 1000). TekyLlee KonnM4ecTBO 3anpocoB
OOCTynHO Yepes drv_mgr — napameTp ipsec_breq_count.
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packets_waiting_max — pa3mep odepeau B nakeTax, oxuagaroLmx npuxoqa SA bundle.

bit_check — 3agaeT gononHUTenbHy UNbTPaLMIO No NOLIM 3HAYUMbIM
nonsm IP-3aronoBka nakeTta v nonsim AaHHbiX. [ons 3agatTcs B BUuae
AnanasoHa 6uToB.

Mapame T p bbit Lheak

Mms napameTpa Tun 3HadeHus Mo ymonyaHuio

origin IP_HDR — cmelleHune cuntaetcs oT IP_HDR
Havyana naketa (Hadana IP-3aronoska)
unu IP_DATA — cmellieHVe cyuTaeTcs
HaumHasi ¢ NepBoro G6awvita AaHHbIX
nocre |P-3aronoska.

bit-range AnanasoH 6uToB
operation EQUAL (paBHo), LESS (meHbLLe), EQUAL
GREATER (6onbLue)
value HeoTpuuaTenbHO
€ yucno

origin — Ha4YanbHoe cmeleHne ansa bit-range.

bit-range — guanasoH 6uTOB, KOTOPbLIE NpoBepseTcs. 3agaeTtcsa B hopmarte bit_offset1..bit_offset2,
roe bit_offset — HeoTpuuaTenbHblE CMeLLLEHNST B NakeTe OTHOCUTENBHO origin B Gutax.
Honyckaetcs, 4yTobbI bit_offset1 u bit_offset2 coBnaganu, Ho BTopoe cmelleHne fOormkHO ObiTb He
MeHbLUE nepBoro. [Juana3oH AOMKeH 3akpbiBaTb He 6onee 32 6uT, cnegoBaTenbHO, pasHuua
bit_offset2-bit_offset1 He gormkHa 6bITb GonbLue 31.

operation — onepaums cpaBHeHusi. Onepaums BbINOMHAETCS Hag 3HAYEHUEM, U3BIEYEHHbIM U3
nakeTa no agpecy bit-range 1 3HavyeHnem value. [laHHble NakeTa MHTEPNPETUPYIOTCS Kak
HeoTpuuaTenbHoe yncno, bit_offset1 aenaetca ctapwwmm 6utom umcna, bit_offset2 — mnaginm
BuTom umcna.

value — 3HayeHue, ¢ KOTOPbIM CpaBHMUBAIKOTCA AaHHbIE NakeTa.

Ecnu onncaHo Heckonbko onepawumii CpaBHEHUS, TO OHM BbINOSHATCA nocrnegoBatensHo. Ecnv Ha
KaKoOM-TO M3 onepauuii yCrioB1S He COBMarnu, NakeT cCYATAETCS HENOAXOASALMM Nog, YCroBus
bit_check. Tak, ecrnn Heobxoanmo, MOXHO NpoBepuUTL ANVHY IP-nakeTta, a NoTom NpomM3BoauTb
CpaBHeHWe gaHHbIX 3a npegenamu |IP-3aronoska.

bit_check Bnuset nmeHHo Ha coBnageHne unbTpa, a He NPUBOAUT K KAKMM-TO AOMOSTHUTENbHbBIM
OencTeusiM, ecriv coBnageHne obHapyxeHo. Takum obpasom, nons Action, Log MHTepnpeTupyroTcs
nocne nposepku bit_check.

Ecnu cmelenme bit_offset2 Boixogut 3a npegensl naketa, nakeT 6ygeT YHUUYTOXEH.

MakeTbl, nogBepraemble nposepke bit_check, He npoxogaT cbopky (IP reassembly). Ho ecnn BaxHo,
4yTOObI NakeT He Obin cobpaH o BbinonHeHusa bit_check, Heobxoamnmo nomewats OUNbLTPLI C
bit_check BHauano uenoykn punbTpoB — Apyrme punbTpbl MOryT Bbi3biBaTb COOPKY NakeToB
(Hanpumep, punbTpaumsa no TCP vnn UDP noptam). Kpome Toro, gencreus inspect_tcp unm
inspect_ftp moryT npmBecTu kK cbopke naketa, Aaxe ecnv punbTpbl C ITUMU OENCTBUSIMU CTOAT B
LLenoyke noaxe, 4yem bit_check.

MNpumep

B nepeom npaBune 3agaHo, He NPoMyckaTb NaKeThbl, Y KOTOPbIX ANMHA 3arofnoBka nakeTa bonblue 5
— 4 6uToBoe none (4..7) Header length nmeet 3Ha4eHune GonbLue 5.

Bo BTOpOM npaBune ykasaHo: yHUYTOXaTb NakeTbl NpoTokona 17, y KOTopbIX HOMEpP nopTta
"Destionation Port" cBbiwe 300, a 3Ha4yeHune "Destination IP" 7.7.7.212.

Filter (
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ExtendedAction = bit_check[[4..7, GREATER, 5]]

Action = DROP

LogEventID = "\"options in IP header\

), Filter (
ProtocollD = 17

ExtendedAction = bit_check [[128..159, 070707D4h],[IP_DATA,16..31,LESS,300]]
LogEventID = "\"special packet\

Action = DROP

[donyctumble 3HauyeHus ExtendedAction ana pasHbix npumMmeHeHun FilterChain npuBeaeHbl B

HUXecneayoLwen Tabnuue.

inspect_tcp | tcp_flags | classify | bit_check ipsec
inspect_ftp mark
NetworklInterface.InputFilter + + + + -
NetworklInterface.OutputFilter
IPsecAction.InputFilter - + + + -
IPsecAction.OutputFilter
NetworklInterface.InputClassification - + + + -
NetworklInterface.OutputClassification
NetworklInterface.lPsecPolicy - - - — +

Ecnun ExtendedAction He cooTBeTCcTBYET NpuMeHeHuto FilterChain, BelgaeTcs owmnbka pasbopa

KOHGMrypawmm.

3HayeHune no ymonyaumw  OTCYTCTBYIOT cneuunanbHble 4ENCTBUSA Had NakeToM.

Atpubyt LogEventiD

ATpnbyT LogEventID 3agaeTt ngeHtudukaTop, KOTOpbI NnepegaeTcsi B cOobLeHns ayauTta,
CBSI3aHHbIE C JaHHbIM punbTpoM. [pu Hanuuumn LogEventID coobeHns o nognagaHim naketa nog

vNbTP OTNPaBNAIOTCA B XXypHan ayauTa.
LogEventID = CTPOKA

dakTnyeckn LogEventID moxHO cumTaTh MMeHeM purnbTpa, HO

CuHTakcue

3HayeHue

TpeboBaHWs Ha YHWUKaNbHOCTL OTCYTCTBYHOT.

3HayeHue no yMmonyaHmio

ATpunoyT Schedule

HenmMeHOoBaHHOe NnpaBuro.

ATpubyT Schedule 3agaeT BpeMeHHbIE AMana3oHbl, B KOTOpble AaHHbI UNbTP akTuBeH. B apyroe
BpeMs oUrnbTp HE aKTUBEH U HE y4uTbIBAETCA Npy hunbTpaLumn NakeTos.
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HeaktnBaums punetpa ExtendedAction = inspect_* NpMBOAMWT K NpeKpaLLEHNIO OTCIEXMBaHUS
COeINHEHMIN NO JAaHHOMY NPaBUy U YHUYTOXEHUIO AUHAMUYECKU CO3AaHHbIX (OUIbTPOB.

Henb3s ykasbiBaTb BpEMEHHbIE AMana3oHbl AN PUNbLTPOB, NPUBA3aHHBLIX K
NetworklInterface.IPsecPolicy.

CuHTakcuc Schedule = Schedule

3HayeHue No YMONYaHUI0  HET OrpaHUYeHWit No BpeMeHn OeicTBus dunbTpa.

ATpubyT Log

ATpuGYT Log BKItOYaET/BbIKIIOYAET reHepaLmio AaHHbIX ayauTta no gaHHomy dunbtpy. Ecnin

reHepauunda aaHHbIX ayguTa BKIlOYEeHa U nakeT noanagaetT nog (*)I/IJ'Ipr, TO B XYypHan ayanta 6y/:|.eT

nepeaaHo 06 3ToM coobLLeHwe.
CuHTakcuc Log = TRUE | FALSE
3HayeHue TRUE — BkntoyaeT reHepauuio AaHHbIX ayanuTta no gaHHoMy ounbTpy

FALSE — BbIkntoYaeT ayauTt no gaHHomy punbTpy.

3HayeHune no ymonyaumw FALSE.

AtpubyT Label

ATpubyT Label 3agaet meTKy, KOTOpas npu coBnageHun co CTpokon B atpubyTe Action apyroro

npaewuna, roBOPUT O TOM, YTO C JaHHOIO NpaBwuia MOXHO NPOOOIMKUTL NMOUCK NpaBus (CM. aTpubyT

Action napameTp STRING).
CuHTakcuc Label = CTPOKA

3HayeHune no ymonyaumw MeTka OTCyTCTBYET.
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Ctpyktypa Schedule

CrtpykTypa Schedule onucbiBaeT rpadynk akTMBHOCTU MpaBusT.

CprKTypa MOXET ObITb MMEHOBaHa, YTO NO3BONSIET AeNaTb CCbINKN U3 HECKOIbKUX npasun Ha oguH

rpadgouk.
Nmsa cT] bl Schedule
ATpunbyThI Periods

ATpubyT Periods

ATpM6yT Periods 3apgaeT cnuncok BpeMeEHHbIX UHTepBalloB. Ecnu TeKyliee BpemMd nonagaeT B
3aaHHbIN MHTEepBarn, To npaBuio, And KOToporo 3agaH nHTepsar, B OaHHbIA MOMEHT cuMTaeTcs
aKTUBHbIM.

Ecnu B cnvcke ecTb NepecekaloLmecs nHTepaarsb! C NPoTMBOpeYaLLnMn AenCTBUSMU
(Period . Action ), To ncnonb3yeTcs UHTEpBar, KOTOPbIN paHbLLE B CMIUCKE.

CuHTakcuc Periods *= Period

3HayeHue No yMONYaHNK  OrPaHMYEHNE NO BPEMEHU HE NPUMEHSIETCS.
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Ctpyktypa Period

CrtpykTypa Period onucbiBaeT BPEMEHHOW Anana3oH — Nepuogmuyeckuin nnn abcomnoTHbIN.

Ecnu atpubyTsl Start unu End cogepxut abcontotHyto aaty (tvn OATA npeacraBnseTcs Tpems
uenbiMm Yncnamm 6e3 3Haka, pasgeneHHbIMM cumBosnoMm '/’ — ynucno/mecsu/ron), To MHTepBan
cuntaeTcs abComnoTHBLIM, MHa4e OH Nnepuogmdeckuin. [ins abcontoTHLIX MHTEPBANoB AOMyCcKaeTcs
TONbKO yKa3aHne abcontoTHOM gaThl U BpeMeHU. bykBeHHble 0603Ha4YeHNs gHen Hegenu n MecsiLes
3anpeLleHsbl.

BpeMFl COOTBETCTBYET J10KallbHOMY BpeMeEHU, B COOTBETCTBUUN C HaCTpOVIKaMVI OﬂepaLlMOHHOVI
CUCTEMbI.

MHTepBaJ‘IbI OTCNEXMBAKTCA C MakCUMarbHbIM Ono3gaHnem B 1 MWHYTY, HO B Clny4vyae Kpa|7|He|71
3arpy>XeHHocTun OoC (T.e. HEBO3MOXXHOCTU BbINONTHEHUA I'IpMJ'IO)KeHMﬁ B Te4yeHne grnnTeribHoro
BpeMeHI/I), oTcnexunBaHue Fpaq)MKOB MOXeT 3a4epXnBatbCa oonee 1 MWHYTbI.

Nmsa cT] bl Period

ATpunbyThI Start
End
Action

AtpubyT Start

ATpnbyT Start 3agaeT Ha4ano BpEMEHHOro nHTepeana.

CuHTakcuc Start *= LIEJTOE32, JATA, BPEMA
3HayeHue SUNDAY, MONDAY, TUESDAY, WEDNESDAY, THURSDAY, FRIDAY,
SATURDAY,

JANUARY, FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER,

paTta, Bpems, geHb mecsaua (1..31), END_OF_MONTH (nocnegHuin oeHb
Mecsaua (ons penusa 14101 310 3Ha4YeHne HeLOCTYMHO)).

[Mepuoamnyeckmne nHTepBanbl

[ns nepnognyecknx nHTepBanoB aTpubyT Start asnserca ob6a3aTernbHbIM
1 onpeaensowmM ons ykasaHus BPEMEHHOIO MHTepBana.

OencTteyeT crneayoLwmii NOpAAOK:

ecnu B Start ykazaH mecsu, TO NepuoguyHoCTb rof,

ecnu B Start ykaszaH fieHb Mecsua, NepuoanyHoCTb — Mecsl,
ecnu B Start ykazaH AeHb Hegenu, NepuoanYHOCTbL — Heaens,
ecnu B Start ykazaHo TONbKO BpeMsi, nepuos — AeHb.

3Ha4veHue, ykasaHHoe B Start, MOxeT ObITb GonbLUe 3HAaYEHWs, YKa3aHHOro
B End. lNpu atom uHTepBan nHeeptTupyetcs — End nepeHocuTcs Ha
criefyoLmin rofl, MecsiL, HeQemnto UNn AeHb B 3aBUCMMOCTH OT
NeprvoanYHOCTW.

[JonyckaeTca ykasaHWe HECKONbKUX 3HAaYEHWIN, Hanpuvep, Mecsua n gHs
Mecsua. Ho genaTb 9TO HaoO C OCTOPOXHOCTLIO. Ecnun, Hanpumep,
YyKa3aHHOTO Yncna B MecsiLe HeT, To nepuog OyaeT nponyLueH.

[eHb Hegenv Henb3s ykas3biBaTb BMECTE C MECALEM UMM YUCIIOM
ogHoBpemeHHO. OcTanbHble KOMBUHaLMKN OOMYCKAKTCS.
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3HayeHue no yMOn4aHuro

Atpubyt End

[elcTByIOT cnegytoLime npasuna ONoNHEHNS:
Ecnu Bpems He ykasaHo, To 6epetcsa Hadvano gHsa (00:00).
Ecnu mecsL yka3aH, HO He yka3aHo 4ucro, To 6epeTcst nepBoe Yncno.

anst abCconoTHbIX MHTEpBAaroB — Ha4valrio neToncH4ncrneHuna.
Ons nepmnoan4yeckmnx nHTepsaros none obsi3aTenksHoO.

ATpuGyT End 3agaeT KoHeL, BpEMEHHOTo HTepBana.

CuHTakcuc

3HayeHue

End* = LLENOE32, JATA, BPEMA

SUNDAY, MONDAY, TUESDAY, WEDNESDAY, THURSDAY, FRIDAY,
SATURDAY,

JANUARY, FEBRUARY, MARCH, APRIL, MAY, JUNE, JULY, AUGUST,
SEPTEMBER, OCTOBER, NOVEMBER, DECEMBER,

gara, Bpems, aeHb mecsua (1..31), END_OF_MONTH (nocrnegHui aeHb
mMecsaua (ansa penusa 14101 310 3HaYeHWe HeOOCTYMNHO)).

Ecnu ykasaHo Bpems, TO BKMOYaeTcs nocneaHsas MyHyTa. Tak
npekpawlieHne nHtepsana ana End = 14:20 6ynet He paHee 14:21.

AOCOoMTHbIE MHTEPBASbI

Ecnn He ykasaHa gaTta, a TonbKo Bpemsi, To Aata and End npuHnmaetcsa
paBHoM fate gns Start.

[Nepuogunyeckne nHTepBanbl

HencTByloT cneayoLime npaeuna AONOMHEHNS:

€Cnun BpeMsi He ykasaHo, To bepeTcs KoHel, aHs (23:59),

€CInn MecsL He yKasaH, HO yKka3aH B Start — nep1o okaH4YmBaeTcs B
MecsL, C UMeHeM, yKa3aHHbIM B Start,

€Ccnun aeHb Mecsaua He ykasaH, a B Start ykasaH geHb mecsiua unm mecsiu, —
nepmoa okaH4YMBaeTCsa B NocneaHun aeHb mecsiua (B penuse 14101 Hago
SIBHO yKka3sblBaTb uncno B End, ecnu B Start ykaszaH mecsil, unun 4mcno),
€CNnK He yKasaH OeHb Headenu, HO AeHb Heaenu ecTb B Start, nepuog
oKaH4MBaeTCca B ieHb Hedenu, ykasaHHbli B Start©,

[encTtByloT cneayoLimne orpaHNYeHns:

O€eHb Hefenu Hemnb3s ykasblBaTb BMECTE C MECALLEM UITN YMCITOM
OLHOBPEMEHHO,

Henb3s yKka3biBaTb AeHb Mecdua bonblue 28, ecnu Mecsiy He 3afaH ABHO
nnu mecsau, — despanb®,

Henb3s yKasbiBaTb BENMYMHbI BorbLuero nopsigka, 4em B Start — 1.e. ecnm
B Start He yka3aH mecsu, To B End Henb3s ykasaTb Mecsd,

40 Ecnn End ykasbiBaeT Ha 6onee paHHee BpeMs AHs, Yem Start, To MHTepsan 6yaeT AnuTLCSA 0
COOTBETCTBYHOLLErO AHS CrieayroLLen Hegenw.

41 NonyctumMo ykasbiBaTb 29 dpeBpans, kak oTaenbHbIi AeHb — Start n End o6a ykasbisaioT Ha 29 despans. B
3TOM cny4vae nepuog byaeT akTMBeH oovH AeHb 3a 4 roga.
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3HayeHue No yMonuyaHul  Ans abConTHLIX MHTEPBANoB, oTcyTcTBUE End cuntaeTcs oTcyTCcTBUEM
orpaHuyeHus no Bpemenu. MNpuyem ecnu End otcyTeTtByeT, Start
06513aTeNbHO AOMKEH ObITb YKa3aH.
[ns nepvoguyecknx MHTepBanoB oTcyTcTBMe End MHTepnpeTupyeTcs kak
KoHeL, AHs1, ecnu Start He cofepXuT ykasaHue MecsiLa u/unu yucna.
Ecnu B Start ykasaH Mecsiy u/vnu uncno, End BbicTaBnsieTcsl Ha KoHel
mecsua.

MprMepbl a6CONOTHLIX UHTEPBANOB:

Period a (Start = 23/12/2009 End = 8/9/2016, 22:30)
Period b (End = 08/09/ 2007, 2:30)

Period c (Start = 2:00, 5 /6/15)

Npumepbl NepMoanNYECKNX MHTEPBAIIOB:

Period a (Start = 2, JANUARY End = 10) # CO BTOPOro no gecAaToe sHBapsa Kaxgoro roga
Period b (Start = 12:00 End = 14:00) # kaxxabl OeHb ¢ 12 0o ABYX OHSA
Period ¢ (Start = 10, 10:00 End = 14:00) # ¢ 10 yncna kaxgoro mecsiua ao 14 yacos

#nocnegHero OHA Mecsaua
Period d (Start = MONDAY End = FRIDAY, 17:00) # c noHegenbHuka 0o 17:00 naTHULBI KaXxgyto

#Hepenwo
Period e (Start = APRIL, 1, 15:00 End = APRIL, 1, 14:00) # Becb rog kpome 1 yaca 1
#anpens
Period f (Start = MONDAY, 18:30 End = 17:30) # c noHegenbHuka 18:30 no
cnegyowmn #noHegensHUK
17:30

AtpubyT Action
ATpnbyT Action 3agaeT akTMBHOCTb NpaBuna B ykasaHHbI nepuog.
CuHTakcuc Action = ENABLE | DISABLE

3HayeHue ENABLE — BpeMeHHOI MHTepBarn cyMTaeTcs MHTEpPBariomMm akTMBHOCTU ONs
npaeuna ounbTpaunm;

DISABLE — B yka3aHHbIi BpEMEHHOW MHTEpBas NpaBuIio HEAKTUBHO U He
YYUTbIBAETCS Npu hunbTpauumn NakeTos.

3HayeHue no ymonyaumo ENABLE.
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[punoxeHue

®opmar 3apaHua DistinguishedName (GeneralNames) B LSP

TekcToBO€ npeactaBneHne DN

TekcTtoBoe npefctaBneHune DistinguishedName (GeneralNames), ganee npocTto MMeHU, 3aaeTcs B
cootBeTCcTBUN ¢ RFC2253:

distinguishedName = [name]; may be empty string
name name - component *("," name - component)
name- component = attributeTypeAndValue *("+" attribute TypeAndValue)

attributeTypeAndValue = attributeType "=" attributeValue

attributeType = (ALPHA 1*keychar) / oid
keychar = ALPHA / DIGIT /" -

oid = 1*DIGIT *("." 1*DIGIT)
attributeValue = string
string = *( stringchar / pair )
[ "#" hexstring
/ QUOTATION *( quotechar / pair ) QUOTATION; only from v2
guotechar = <any character except " \ " or QUOTATION >

SpeCial = "," / =" / " / "<"/ nsn / g / n;u

pair="  \"(special /" \ "/ QUOTATION / hexpair )
stringchar =<any character except one of special, " \ " or QUOTATION>

hexstring = 1*hexpair

hexpair = hexchar hexchar

hexchar = DIGIT / "A"/"B"/"C"/"D" [ "E" | "F"
/[ra" bt /et tdt et 1
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ALPHA = <any ASCII alphabetic character>;(decimal 65 -90and 97 -122)
DIGIT = <any ASCII decimal digit> ;(decimal 48 - 57)

QUOTATION = <the ASCII double quotation mark character " decimal
34>

[ononHeHua u otctynneHus ot RFC2253

MmetoTcsa cnegytowme gononHeHns n otctynneHuns ot RFC2253:

1 cumBon /" daBnseTcs pasgenurenemM KOMMOHEHT UMEHMU, T.e. AOMYCTUM CreayoLLunia

CUHTAKCUC:

name = name - component *("/" name - component)

1 A4ns Toro, YTobbl MCMONBb30BaTh 3TOT CMMBOJ KaK 3Ha4aLL M, ero HeoOXo0ANMO
NPO3CKENNNTb.

1 pacnosHaloTcs criegylolme cokpalleHus Tunoe atpubyTtoe (attributeType)

DistinguishedName:

X.500 Attribute Type CokpaweHue
countryName C
stateName ST
localityName L
organizationName O
organizationalUnitName ou
commonName CN

title T
surname SN
givenName GN
initials |
streetAddress STREET
nameQualifier NQ
generationQualifier GQ
userid uiD
domainComponent DC

f perucTp, B KOTOPOM 3aMMCaHO COKPALLEHWNE, HE MMEET 3HaYEeHUs.

1 CrtpokoBoe 3agaHne GeneralNames cBegeHo K CUMHTakcucy, onncaHHomy B RFC2253.

PacnosHatoTcsa cnegyrowme cokpalleHmst Tunos atpnbytos nmeHn GeneralNames:

Tun atpubyTa CokpaweHue
otherName OTHERNAME
rfc822Name EMAIL
dNSName DNS
directoryName DN
uniformResourceldentifier URI

iPAddress IP

registeredID RID

{ perucTp, B KOTOPOM 3aMMCaHO COKpallleHNe, He MMeeT 3HaYEeHs!

1 3apaHve atpubytoBx 4 00 Addr ess d e dsdPpokodoy MpeaaTasneHnm He

nogaepXxXmBaeTcA.
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A

1 CornacHo RFC2253 cumBonbl 6 " (@aBblvkn) n 6\ 6(back-slash) sensaoTtca cnyxebHbimu.
CornacHo onvcanuto TepmuHansHoro cumsornia CTPOKA, npu 3agaHum noboro
CTPOKOBOro 3Ha4yeHns B LSP ykasaHHble CMMBOIbI TaK e MCMOoNb3YITCS Kak CriyebHble.
Moatomy:

1 kaxpas oTaenbHO CTosILas KaBblyka B CTPOKOBOM MpeacTaBlieHun JoIMKHaA ObiTh
JononHeHa cnesa cumBosriom '\’ B LSP

1 kaxpgoe couyeTaHue '\ B CTPOKOBOM NpeacTaBneHn OMKHO ObiTb AOMNONHEHO
cnesa '\\' B LSP.

Mpumepbl

Umsa B cepTtudukare Crpokosoe B LSP

npeAacTaBneHue
O=Sergey, Danila and O=Sergey \ , Danila Subject="O=Sergey \,
company and company Danila and company"
0=JSC "Horns and hoofs" 0=JSC \ "Horns and Subject="0=JSC \\\ "Horns
hoofs \ " and hoofs \\\™

CN=Device#4 CN="Device#4" Subject="CN=\ "Device#4 \™

ObpaboTka nakeToB — peTpaHCMUCCUm

Mcnonb3yembin MmexaHuam IKE-peTpaHCMNCCUIN HAaXO4MTCSA B 06LLEN KOHLENLMN, COrNacHO KOTOPOWN
MHULMATOP, MCXOOA U3 Hann4uns COBCTBEHHbIX PECYPCOB, NPOSIBNSAET HACTOMYNMBOCTL U JoOMBaeTCs
Yero-To OT OTBETYMKA, a OTBETUMK, BO NEPBbIX, HE AOBEPAET MHMLMATOPY HACKONbKO 3TO BO3MOXHO,
BO-BTOPbIX, MO-MaKCUMyMy BepexeT COBCTBEHHbIE pecypChbl.

MHnumatop, B 60NbLUMHCTBE CNyYaeB, SIBMSASCb akTMBHOW CTOPOHOW, MOCHINIAeT ouepenHon naket
IKE-obmeHa v 3aTeM nepenocbinaeT ero (B COOTBETCTBMM C HACTPOMKAMUN PETPAHCMUCCUIA —
aTpubyTbl SendRetries, RetryTimeBase n RetryTimeMax) 4o Tex nop, noka He NosyyYnT OTBETHLIN
nakeT OT OTBETYMKA.

Taknm obpa3om, MHULMATOP BbINOSTHAET paboTy 3a ABOUX:

1 ecnu ucxodsiLmin oT nHMUMaTopa NakeT He AoLen 40 OTBeTYMKA, TO OTBETUUK M0 HE
obpaboTaeT 1, COOTBETCTBEHHO, HMKAK HE OTBETUT MHMUMaTopy. Ho nexogsawmm naket
MHULMATOPOM MOXeT BbITb NnepenocnaH (BO3MOXHO, C N-OM NOMbITKN), OTBETYMK €r0 MOSTy4uT,
obpaboTaeT 1 OTOLNET OTBET

1 ecnu xe npobnema BO3HUKNA Ha 0OpaTHOM NyTK (T.e. NAKeT OT OTBETYMKA NOTEPSSICA HA MYyTH
K MHUUmMaTopy), To 4Nns MHuumMaTopa aTa cuTyauns 4ETEKTUPYETCS TOYHO Tak Xe, Kak 1 nepsas
— TO eCTb MHULMATOP OTBETHOIO NaKeTa »aarl, HO 3a OTBeAEHHbIN timeout Tak 1 He
poxganca. Toraa nHMUMaToOp NepenockifniaeT CBOW NOCNeaHNA NCXOAALLNA NaKeT, OTBETYMK
CHOBa €ro MnosyyaeT, pacno3HaeT ero Kak CoBnagatoLwmMn ¢ NocrneaHM NakeTom ot
MHULMaTopa, T.e. peTpaHCMUCCUIO, U B OTBET NepenochifiaeT CBON NOCNeaHWI NakeT.

CobbITHa aAna nepenocbInKu:

1 Ans CTOPOHbI, BLIMOHSIOLLEN aKTUBHYIO POSib B PETPaHCMMUCCUSAX, COObITUEM At
nepernocbIfiki CBOErO NMOCHeAHEero nakeTa siBfsieTcsi TanMep M OTCyTCTBME OTBETA OT
napTHepa

{ [Ans NacCMBHON CTOPOHbLI COBLITUEM AS NEPEnOChINKU CBOErO MOCMEAHEro nakeTa aBnseTcs
MosyyYeHne PeTPaHCMMUCCHUM OT NapTHepa.

B cueHapusix IKE, B kKoTopbix 0TBETYMK 0OpabaTtbiBaeT nocnegHun naket (Aggressive Mode n Quick
Mode 6e3 nogaepxku Commit Bit), OTBETYMK CTAHOBUTCHA aKTUBHOM CTOPOHOW MpU OXXMAaHUN
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nocnegHero naketa obmeHa. B aTux cny4dasax MHMUmMaTop yXe He MOXeT BbINMOJIHATb akKTUBHYH POJib,
TakK Kak OH B 1060M Clny4ae no cueHapuio He nony4vaet OTBETHbLIN NakeT.

Mpumep Hactpoukn RADIUS-knueHTa

AAASettings  (

RadiusServer = 10.0.8.187 # no default!
Secret = <secret_name_in_keydb> # no default!
NonlinteractiveUserPassword = <passwd_na me_in_keydb> # password

for non - interactive xauth
SendAccounting = TRUE
ResponseTimeout = 3 # in seconds

Retries = 4

IKECFGPool = pool_1 # use local IKECFG server.

XAuthServerEnabled = [FALSE] | TRUE # demand IKE XAuth
authentication type

AAAUserName = { [<KNONE>] | # no XAuth: common; XAuth: send
SET(OK)

INTERACTIVE | # no XAuth: <not allowed>; XAuth:
request user/password

# Below: us e NonlnteractivePassword to access RADIUS - server;
XAuth: just send SET(OK|FAIL)
IKE_ID | # use printable IKE Identity
as user
CERT_SUBJ CN | # use generic CN field from

partner's certificate

CERT_SUBJ OU | # use generic OU field from
partner's certificate

CERT_ALTSUBJ_EMAIL | # use generic EMail field
from partner's certificate

CERT_ALTSUBJ_DNS} # use generic DNS field from
partner's cer tificate

)
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