
2016 

ʋʊɺɽʈɾɼɽʅʆ 

BY.ʈʊʅʂ.00004-04.1 34 01-7-ʃʋ 

 

 

 

ʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ  

çʐʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʠʨʪʫʘʣʴʥʳʡ 

Bel VPN Gate-V 4.1è 

ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

Cisco-like ʢʦʤʘʥʜʳ 

BY.ʈʊʅʂ.00004-04.1 34 01-7 

 

ʃʠʩʪʦʚ 227 

 

 

 

 

 

 

 

 

ʇ
ʦ
ʜ
ʧ
.
 
ʠ
 

ʜ
ʘ
ʪ
ʘ

 

 

ʀ
ʥ
ʚ
.
 
ˉ
 

ʜ
ʫ
ʙ
ʣ
.

 

 

ɺ
ʟ
ʘ
ʤ
.
 
ʠ
ʥ
ʜ
.
 

ˉ
 

 

ʇ
ʦ
ʜ
ʧ
.
 
ʠ
 

ʜ
ʘ
ʪ
ʘ

 

 

ʀ
ʥ
ʜ
.
 
ˉ
 

ʧ
ʦ
ʜ
ʣ
.

 

 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     2 

ʉʦʜʝʨʞʘʥʠʝ 
Cisco-like ʢʦʤʘʥʜʳ ................................................................................................... 7 

ʂʦʥʩʦʣʴ ʚʚʦʜʘ ʢʦʤʘʥʜ, ʨʦʜʩʪʚʝʥʥʳʭ Cisco Systems ........................................... 7 

ɿʘʧʫʩʢ ʢʦʥʩʦʣʠ 8 

ʋʜʘʣʝʥʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦ SSH 13 

ʀʥʪʝʨʬʝʡʩ ʧʦʣʴʟʦʚʘʪʝʣʷ 14 

ʉʧʝʮʠʘʣʴʥʳʝ ʢʦʤʘʥʜʳ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ 16 

ʆʩʦʙʝʥʥʦʩʪʠ ʚʚʦʜʘ ʯʠʩʣʦʚʳʭ ʟʥʘʯʝʥʠʡ 18 

ʂʦʤʘʥʜʳ, ʨʦʜʩʪʚʝʥʥʳʝ Cisco Systems 19 

ʂʦʤʘʥʜʳ ʚʭʦʜʘ ʚ ʨʝʞʠʤʳ ʥʘʩʪʨʦʝʢ .................................................................... 20 

configure terminal 20 

enable 21 

ʂʦʤʘʥʜʳ ʚʳʭʦʜʘ ʠʟ ʨʝʞʠʤʦʚ ʥʘʩʪʨʦʝʢ .............................................................. 22 

end 22 

exit (EXEC) 23 

exit (global) 24 

disable 25 

ʂʦʤʘʥʜʳ ʚʳʚʦʜʘ ʠʥʬʦʨʤʘʮʠʠ (ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʢʦʤʘʥʜʳ) ........................... 26 

show version 26 

show privilege 28 

show version bel 29 

show load-message 30 

show running-config 31 

show terminal 33 

show ip route 34 

show crypto isakmp policy 37 

show substitution gui 37 

ʂʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ ʪʝʨʤʠʥʘʣʘ........................................................................... 39 

terminal width 39 

terminal length 40 

ʂʦʤʘʥʜʳ ʚʳʟʦʚʘ ʩʠʩʪʝʤʥʳʭ ʢʦʤʘʥʜ ʠ ʩʠʩʪʝʤʥʳʝ ʢʦʤʘʥʜʳ ............................. 41 

run 41 

ping 43 

ʂʦʤʘʥʜʳ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʘʟʥʘʯʝʥʠʷ ʧʘʨʦʣʝʡ, ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ44 

enable password 44 

enable secret 46 

username password 48 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     3 

username secret 51 

username privilege 54 

ʂʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ............................................... 55 

logging 55 

logging facility 57 

logging trap 59 

logging on 61 

ʂʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ SNMP-ʩʝʨʚʝʨʘ ................................................................... 62 

snmp-server community 62 

snmp-server location 64 

snmp-server contact 65 

snmp-server host 66 

snmp-server enable traps 67 

snmp-server trap-source 68 

ʂʦʤʘʥʜʳ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʤʝʥʠ ʭʦʩʪʘ ʠ ʠʤʝʥʠ ʜʦʤʝʥʘ ................................... 69 

hostname 69 

ip domain name 70 

ʂʦʤʘʥʜʳ ʜʣʷ ʨʘʙʦʪʳ ʩ ʪʘʙʣʠʮʝʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ............................................ 71 

ip route 71 

ʂʦʤʘʥʜʳ ʜʣʷ ʨʘʙʦʪʳ ʩ ʩʝʨʪʠʬʠʢʘʪʘʤʠ ............................................................. 74 

crypto pki trustpoint 74 

crl query 76 

revocation-check 77 

crypto pki certificate chain 79 

certificate 81 

crypto identity 83 

dn 84 

fqdn 85 

ʂʦʤʘʥʜʳ ʜʣʷ ʨʘʙʦʪʳ ʩ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʤ ʢʣʶʯʦʤ ......................................... 86 

crypto isakmp key 86 

ip host 89 

ʂʦʤʘʥʜʳ ʩʦʟʜʘʥʠʷ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ .................................... 91 

ip access-list 91 

permit (standard) 93 

permit (extended) 97 

deny (standard) 105 

deny (extended) 106 

ip access-list resequence 107 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     4 

access-list (standard) 108 

access-list (extended) 109 

ʂʦʤʘʥʜʳ ʩʦʟʜʘʥʠʷ IKE ʧʦʣʠʪʠʢʠ ...................................................................... 110 

crypto isakmp policy 110 

authentication (IKE policy) 112 

encryption (IKE policy) 114 

hash (IKE policy) 115 

group (IKE policy) 116 

lifetime (IKE policy) 117 

crypto isakmp peer 118 

set aggressive-mode client-endpoint 119 

set aggressive-mode password 120 

crypto isakmp identity 121 

crypto isakmp keepalive 122 

crypto isakmp fragmentation 123 

ʂʦʤʘʥʜʳ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʝ ʚʨʝʤʷ ʞʠʟʥʠ SA ................................................. 124 

crypto ipsec security-association lifetime 124 

ʂʦʤʘʥʜʳ ʬʦʨʤʠʨʦʚʘʥʠʷ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ IPsec ................................ 126 

crypto ipsec transform-set 126 

mode (IPsec) 129 

ʂʦʤʘʥʜʳ ʜʣʷ ʨʘʙʦʪʳ ʩ IKECFG ʧʫʣʦʤ ............................................................. 130 

ip local pool 130 

crypto isakmp client configuration address-pool local 132 

crypto map client configuration address 133 

crypto dynamic-map client configuration address 135 

ʂʦʤʘʥʜʳ ʩʦʟʜʘʥʠʷ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ ..................... 137 

crypto map (global IPsec) 137 

match address (crypto map) 141 

set ip access-group 142 

set peer (crypto map) 143 

set pfs (crypto map) 144 

set pool (crypto map) 145 

set identity (crypto map) 147 

set security-association lifetime (crypto map) 148 

set transform-set (crypto map) 150 

set dns (crypto map) 151 

set domain (crypto map) 153 

set client authentication list (crypto map) 154 

set client username (crypto map) 155 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     5 

reverse-route (crypto map) 156 

crypto dynamic-map 157 

ʂʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ ʢʦʥʪʝʢʩʪʥʦʡ ʬʠʣʴʪʨʘʮʠʠ ................................................. 160 

ip port-map 160 

ip inspect name 165 

ip inspect alert-off 167 

ip inspect audit-trail 168 

ip inspect tcp synwait-time 169 

ip inspect tcp finwait-time 170 

ip inspect tcp idle-time 171 

ip inspect max-incomplete high 172 

ip inspect max-incomplete low 173 

ip inspect one-minute high 174 

ip inspect one-minute low 175 

ʂʦʤʘʥʜʳ QoS ..................................................................................................... 176 

class-map 176 

match access-group 178 

match any 179 

match dscp 180 

match precedence 182 

policy-map 183 

class 184 

ʂʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ ...................................................... 187 

interface 187 

shutdown (interface) 189 

ip address (interface) 191 

ip access-group (interface) 194 

crypto map (interface) 195 

ip inspect 196 

service-policy 198 

crypto ipsec df-bit (interface) 199 

mtu (interface) 200 

crypto ipsec df-bit (global) 201 

ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ ʧʘʨʘʤʝʪʨʘʤʠ ʣʦʛʠʨʦʚʘʥʠʷ ʩʦʦʙʱʝʥʠʡ Firewall .......... 202 

ip access-list logging interval 202 

ip access-list log-update threshold 203 

ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʷʤʠ ................................................................ 204 

clear crypto sa 204 

clear crypto isakmp 205 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     6 

clear crypto session 206 

ʂʦʤʘʥʜʳ ʨʘʙʦʪʳ ʩ ʢʦʥʬʠʛʫʨʘʮʠʝʡ ................................................................... 207 

clear running-config 207 

copy running-config file 209 

configure replace file 211 

ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ ʨʘʩʧʠʩʘʥʠʝʤ .................................................................. 216 

time-range 216 

absolute 218 

periodic 219 

ʂʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ RADIUS-ʢʣʠʝʥʪʘ ............................................................... 221 

aaa new-model 221 

radius-server host 221 

radius-server key 222 

radius-server retransmit 222 

radius-server timeout 223 

aaa authentication login 223 

ʀʛʥʦʨʠʨʫʝʤʳʝ ʢʦʤʘʥʜʳ .................................................................................... 226 

 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     7 

Cisco-like ʣʧʥʙʦʝʴ 

ʃʧʦʪʧʤʵ ʛʛʧʝʙ ʣʧʥʙʦʝ, ʩʧʝʪʫʛʞʦʦʴʮ Cisco Systems 

ʂʦʥʩʦʣʴ (Command Line Interface) ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʚʚʦʜʘ ʢʦʤʘʥʜ, ʘʥʘʣʦʛʠʯʥʳʭ ʢʦʤʘʥʜʘʤ 
Cisco IOS (ʜʘʣʝʝ ï cisco-like ʢʦʤʘʥʜʳ). ʀʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ Bel VPN GateïV 
ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʦʣʝʝ ʛʠʙʢʫʶ, ʯʝʤ ʵʪʦ ʤʦʞʝʪ 
ʩʜʝʣʘʪʴ Router MC. 

ɼʣʷ ʨʘʙʦʪʳ ʢʦʥʩʦʣʠ ʥʝʦʙʭʦʜʠʤʳ ʬʘʡʣʳ: 

ɺ ʜʠʨʝʢʪʦʨʠʠ / opt / VPNagent / bin : 

¶ cs_console  ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ; 

¶ cmd.xml -  XML-ʙʘʟʘ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʢʦʤʘʥʜ; 

¶ cs_conv.ini ï ʨʝʩʫʨʩʥʳʡ ʬʘʡʣ ʥʘʩʪʨʦʝʢ ʢʦʥʩʦʣʠ ʠ ʢʦʥʚʝʨʪʦʨʘ (ʤʦʞʝʪ 

ʨʝʜʘʢʪʠʨʦʚʘʪʴʩʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ); 

¶ cs_cons_reg.ini  ï ʨʝʩʫʨʩʥʳʡ ʬʘʡʣ ʚʥʫʪʨʝʥʥʠʭ ʥʘʩʪʨʦʝʢ ʢʦʥʩʦʣʠ ʠ ʢʦʥʚʝʨʪʦʨʘ 

(ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʨʝʜʘʢʪʠʨʫʝʪʩʷ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʥʩʦʣʠ). 

ɺ ʜʠʨʝʢʪʦʨʠʠ / opt / VPNagent / lib : 

¶ libs_csconfig.so  ï ʙʠʙʣʠʦʪʝʢʘ ʦʙʨʘʙʦʪʯʠʢʘ ʢʦʥʬʠʛʫʨʘʮʠʠ; 

¶ libs_csconverter.so  ï ʙʠʙʣʠʦʪʝʢʘ ʢʦʥʚʝʨʪʦʨʘ. 

 

ʂʦʥʩʦʣʴ ʨʘʟʜʝʣʷʝʪʩʷ ʥʘ ʪʨʠ ʦʩʥʦʚʥʳʭ ʤʦʜʫʣʷ: 

ʂʦʤʘʥʜʥʳʡ ʠʥʪʝʨʧʨʝʪʘʪʦʨ ï ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʨʠʝʤ ʠ ʩʠʥʪʘʢʩʠʯʝʩʢʠʡ ʨʘʟʙʦʨ ʢʦʤʘʥʜ. 

ʆʙʨʘʙʦʪʯʠʢ ʢʦʥʬʠʛʫʨʘʮʠʠ ï ʬʦʨʤʠʨʫʝʪ ʠ ʦʙʨʘʙʘʪʳʚʘʝʪ ʚʥʫʪʨʝʥʥʶʶ ʤʦʜʝʣʴ Cisco-like 
ʢʦʥʬʠʛʫʨʘʮʠʠ. ʇʝʨʝʜʘʝʪ ʩʬʦʨʤʠʨʦʚʘʥʥʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʜʣʷ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ ʚ Native-
ʢʦʥʬʠʛʫʨʘʮʠʶ. 

ʂʦʥʚʝʨʪʦʨ ï ʧʨʝʦʙʨʘʟʫʝʪ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʶ ʚ ʬʦʨʤʘʪ Native-ʢʦʥʬʠʛʫʨʘʮʠʠ. 
ʇʦʜʨʦʙʥʦ ʢʦʥʚʝʨʪʦʨ ʦʧʠʩʘʥ ʚ ʜʦʢʫʤʝʥʪʝ çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ Bel VPN Gate-V 4.1. 
ʇʨʠʣʦʞʝʥʠʝè ʚ ʨʘʟʜʝʣʝ çʂʦʥʚʝʨʪʦʨè. 
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ʀʙʨʬʪʣ ʣʧʦʪʧʤʡ 

CLI ʢʦʥʩʦʣʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʫʩʢʘʝʪʩʷ ʧʨʠ ʚʭʦʜʝ ʚ ʩʠʩʪʝʤʫ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ñcsconsò (ʜʣʷ ʥʝʛʦ 
ʧʨʦʛʨʘʤʤʘ cs_console ʧʨʦʧʠʩʘʥʘ ʢʘʢ default shell). ʂʨʦʤʝ ʪʦʛʦ, ʧʦʣʴʟʦʚʘʪʝʣʠ, ʦʙʣʘʜʘʶʱʠʝ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʤʠ ʧʨʠʚʠʣʝʛʠʷʤʠ (ʥʘʧʨʠʤʝʨ, ñrootò), ʤʦʛʫʪ ʟʘʧʫʩʢʘʪʴ ʢʦʥʩʦʣʴ 
ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʠʟ shell ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ɿʘʧʫʩʢ 
ʧʨʦʠʟʚʦʜʠʪʩʷ ʚʳʟʦʚʦʤ ʢʦʤʘʥʜʳ cs_console, ʥʘʭʦʜʷʱʝʡʩʷ ʚ ʢʘʪʘʣʦʛʝ /opt/VPNagent/bin/. 

ʇʨʠʤʝʯʘʥʠʝ: ɼʣʷ ʨʘʙʦʪʳ ʢʦʥʩʦʣʠ ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʧʫʱʝʥ ʩʝʨʚʠʩ vpnsvc. ʅʝ 
ʦʩʪʘʥʘʚʣʠʚʘʡʪʝ ʩʝʨʚʠʩʳ vpngate ʧʨʠ ʨʘʙʦʪʘʶʱʝʡ ʢʦʥʩʦʣʠ, ʠʥʘʯʝ ʦʥʘ ʦʢʘʞʝʪʩʷ 
ʥʝʨʘʙʦʪʦʩʧʦʩʦʙʥʦʡ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ: 

¶ nolog  ï ʩʦʦʙʱʝʥʠʷ ʦ ʩʦʩʪʦʷʥʠʠ ʢʦʤʘʥʜʳ ʚʳʚʦʜʷʪʩʷ ʚ stdout  ʠ ʥʝ ʚʳʚʦʜʷʪʩʷ ʚ ʣʦʛ (ʧʦ 

ʫʤʦʣʯʘʥʠʶ ï ʚʳʚʦʜʷʪʩʷ ʚ ʣʦʛ). 

ʆʜʥʠʤ ʠʟ ʧʝʨʚʳʭ ʜʝʡʩʪʚʠʡ ʧʨʠ ʨʘʙʦʪʝ ʩ cs_console ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ 
ʣʦʛʠʨʦʚʘʥʠʷ, ʢʘʢ ʠ ʜʣʷ ʩʝʨʚʠʩʘ vpnsvc (ʪʝ ʞʝ ʩʘʤʳʝ, ʯʪʦ ʜʝʤʦʥʩʪʨʠʨʫʶʪʩʷ ʠ ʚʳʩʪʘʚʣʷʶʪʩʷ ʩ 
ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ log_mgr ʩʤ. ʜʦʢʫʤʝʥʪ çʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʢʦʤʘʥʜʳè). 

ʇʨʠ ʟʘʧʫʩʢʝ ʜʣʷ ʧʨʦʮʝʩʩʘ cs_console ʚʳʩʪʘʚʣʷʝʪʩʷ ʟʥʘʯʝʥʠʝ ʧʝʨʝʤʝʥʥʦʡ ʦʢʨʫʞʝʥʠʷ PATH: 

/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin . 

ʀʟʤʝʥʠʪʴ ʟʥʘʯʝʥʠʝ ʧʝʨʝʤʝʥʥʦʡ ʦʢʨʫʞʝʥʠʷ PATH ʤʦʞʥʦ ʚ ʬʘʡʣʝ cs _conv . ini  (ʩʝʢʮʠ ̫[env]), 

ʢʦʪʦʨʳʡ ʨʘʩʧʦʣʦʞʝʥ ʚ ʢʘʪʘʣʦʛʝ / opt / VPNagent / bin . ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʩʤʦʪʨʠʪʝ ʚ 

ʜʦʢʫʤʝʥʪʝ çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ Bel VPN Gate-V 4.1. ʇʨʠʣʦʞʝʥʠʝè ʚ ʨʘʟʜʝʣʝ çʋʧʨʘʚʣʝʥʠʝ 
ʢʦʥʚʝʨʪʦʨʦʤ ʩ ʧʦʤʦʱʴʶ INI-ʬʘʡʣʘè. 

 

ʉʠʥʭʨʦʥʠʟʘʮʠʷ 

ʇʨʠ ʩʪʘʨʪʝ ʢʦʥʩʦʣʠ ʧʨʦʠʩʭʦʜʠʪ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʦʧʠʩʘʥʠʷ CA-ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʙʘʟʝ ʣʦʢʘʣʴʥʳʭ 

ʥʘʩʪʨʦʝʢ ʠ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ (ʢʦʤʘʥʜʘ trustpoint ): 

1. ɽʩʣʠ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʝʨʪʠʬʠʢʘʪ, ʢʦʪʦʨʳʡ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʙʘʟʝ 

ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ (ʥʘʧʨʠʤʝʨ, ʩʝʨʪʠʬʠʢʘʪ, ʫʜʘʣʝʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ cert_mgr 

remove), ʪʦ ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪʩʷ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʩ 

ʚʳʜʘʯʝʡ ʩʦʦʙʱʝʥʠʷ ʚ ʣʦʛ. ɽʩʣʠ ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʙʳʣ ʧʦʩʣʝʜʥʠʤ ʚ trustpoint , ʵʪʦʪ 

trustpoint  ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪʩʷ. 

2. ɽʩʣʠ ʚ ʙʘʟʝ ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʝʨʪʠʬʠʢʘʪ, ʢʦʪʦʨʳʡ ʦʪʩʫʪʩʪʚʫʝʪ ʚ Cisco-
like ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʦ ʵʪʦʪ ʩʝʨʪʠʬʠʢʘʪ ʜʦʙʘʚʣʷʝʪʩʷ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʶ ʢʦʤʘʥʜʦʡ 

truspoint  ʩ ʠʤʝʥʝʤ s- terra_technological_trustpoint . ɽʩʣʠ ʵʪʦʪ trustpoint  

ʦʪʩʫʪʩʪʚʫʝʪ, ʦʥ ʩʦʟʜʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ.  

ʊʘʢʞʝ ʧʨʠ ʩʪʘʨʪʝ ʢʦʥʩʦʣʠ ʧʨʦʠʩʭʦʜʠʪ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʦʧʠʩʘʥʠʷ preshared ʢʣʶʯʝʡ ʚ ʙʘʟʝ 
ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʠ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ: 

1. ɽʩʣʠ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʠʩʫʪʩʪʚʫʝʪ ʢʣʶʯ, ʢʦʪʦʨʳʡ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʙʘʟʝ 

ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ (ʥʘʧʨʠʤʝʨ, ʢʣʶʯ, ʫʜʘʣʝʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ key_mgr 

remove), ʪʦ ʵʪʦʪ ʢʣʶʯ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʫʜʘʣʷʝʪʩʷ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʩ ʚʳʜʘʯʝʡ 

ʩʦʦʙʱʝʥʠʷ ʚ ʣʦʛ. 

2. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ, ʫʢʘʟʘʥʥʦʛʦ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ, ʧʦʤʝʥʷʣʦʩʴ ʚ ʙʘʟʝ 
ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ, ʪʦ ʟʥʘʯʝʥʠʝ ʢʣʶʯʘ ʪʘʢʞʝ ʤʝʥʷʝʪʩʷ ʠ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ.  

 

ʇʨʠ ʟʘʧʫʩʢʝ ʫʪʠʣʠʪʳ cs_console ʚʦʟʤʦʞʥʳ ʦʰʠʙʢʠ, ʢʦʪʦʨʳʝ ʚʳʜʘʶʪʩʷ ʥʘ ʢʦʥʩʦʣʴ: 

ʊʘʙʣʠʮʘ 1 

ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ ʇʦʷʩʥʝʥʠʝ 

file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate-V/Готовые/Util_reference.pdf
file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate-V/Готовые/CSP_VPN_Appendix.pdf
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ERROR: failed to read cs_conv.ini[: 
<reason>] 

ʛʜʝ <reason> (ʝʩʣʠ ʧʨʠʩʫʪʩʪʚʫʝʪ) ʦʜʠʥ 
ʠʟ: 

product was damaged or not installed 

file has invalid format 
 

integrity check failed 

ʅʝ ʫʜʘʣʦʩʴ ʧʨʦʯʠʪʘʪʴ ʬʘʡʣ ʥʘʩʪʨʦʝʢ cs_conv.ini 
 

ɺʦʟʤʦʞʥʘʷ ʧʨʠʯʠʥʘ: 
 

ʧʨʦʜʫʢʪ ʧʦʚʨʝʞʜʝʥ ʠʣʠ ʥʝʢʦʨʨʝʢʪʥʦ ʫʩʪʘʥʦʚʣʝʥ 

ʬʘʡʣ ʠʤʝʝʪ ʥʝʧʨʘʚʠʣʴʥʳʡ ʬʦʨʤʘʪ (ʚʝʨʦʷʪʥʦ 
ʜʦʧʫʱʝʥʘ ʦʰʠʙʢʘ ʧʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ) 

ʥʝ ʧʨʦʡʜʝʥʘ ʧʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ (ʦʜʥʘ ʠʟ 
ʚʦʟʤʦʞʥʳʭ ʧʨʠʯʠʥ ï ʬʘʡʣ ʙʳʣ ʦʪʨʝʜʘʢʪʠʨʦʚʘʥ, ʧʨʠ 
ʵʪʦʤ ʥʝ ʙʳʣ ʩʜʝʣʘʥ ʚʳʟʦʚ integr_mgr calc -f 
/opt/VPNagent/etc/cs_conv.ini) 

ERROR: vpnsvc daemon is not running, 
cs_console will exit now! 

Press ENTER to continue    

ʆʰʠʙʢʘ: ʩʝʨʚʠʩ vpnsvc ʥʝ ʟʘʧʫʱʝʥ. cs_console 
ʩʝʡʯʘʩ ʟʘʚʝʨʰʠʪ ʨʘʙʦʪʫ. 

ɼʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʥʘʞʤʠʪʝ ENTERé 

(ʩʦʦʙʱʝʥʠʝ ʚʦʟʥʠʢʘʝʪ, ʝʩʣʠ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ 
cs_console ʙʳʣ ʦʩʪʘʥʦʚʣʝʥ ʩʝʨʚʠʩ vpnsvc) 

ERROR: Could not initialize module 
manager. 

Press ENTER to exit    

ʆʰʠʙʢʘ: ʥʝ ʫʜʘʣʦʩʴ ʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ module 
manager. 

ɼʣʷ ʚʳʭʦʜʘ ʥʘʞʤʠʪʝ ENTERé 

(ʩʢʦʨʝʝ ʚʩʝʛʦ, ʦʙʦʟʥʘʯʘʝʪ, ʯʪʦ ʇʨʦʜʫʢʪ ʥʝʧʨʘʚʠʣʴʥʦ 
ʫʩʪʘʥʦʚʣʝʥ ʠʣʠ ʠʩʧʦʨʯʝʥ) 

ERROR: Could not establish connection 
with daemon. 

Press ENTER to exit    

ʆʰʠʙʢʘ: ʥʝ ʫʜʘʣʦʩʴ ʫʩʪʘʥʦʚʠʪʴ ʩʚʷʟʴ ʩ ʩʝʨʚʠʩʦʤ. 

ɼʣʷ ʚʳʭʦʜʘ ʥʘʞʤʠʪʝ ENTERé 

(ʥʘʠʙʦʣʝʝ ʚʝʨʦʷʪʥʘʷ ʧʨʠʯʠʥʘ ï ʧʦʧʳʪʢʘ ʟʘʧʫʩʢʘ 
cs_console ʧʨʠ ʦʩʪʘʥʦʚʣʝʥʥʦʤ ʩʝʨʚʠʩʝ) 

ERROR: Could not initialize resources. 

Press ENTER to exit    

ʆʰʠʙʢʘ: ʥʝ ʫʜʘʣʦʩʴ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ ʨʝʩʫʨʩʳ.  

ɼʣʷ ʚʳʭʦʜʘ ʥʘʞʤʠʪʝ ENTERé 

(ʩʢʦʨʝʝ ʚʩʝʛʦ, ʦʙʦʟʥʘʯʘʝʪ, ʯʪʦ ʇʨʦʜʫʢʪ ʥʝʧʨʘʚʠʣʴʥʦ 
ʫʩʪʘʥʦʚʣʝʥ ʠʣʠ ʠʩʧʦʨʯʝʥ) 

ERROR: Could not initialize interfaces. 

Press ENTER to exit    

ʆʰʠʙʢʘ: ʥʝ ʫʜʘʣʦʩʴ ʧʨʦʠʥʠʮʠʘʣʠʟʠʨʦʚʘʪʴ 
ʠʥʪʝʨʬʝʡʩʳ. 

ɼʣʷ ʚʳʭʦʜʘ ʥʘʞʤʠʪʝ ENTERé 

ERROR: Invalid XML file. 

Press ENTER to exit... 

ʆʰʠʙʢʘ: ʥʝʚʝʨʥʳʡ ʬʦʨʤʘʪ XML-ʬʘʡʣʘ. 

ɼʣʷ ʚʳʭʦʜʘ ʥʘʞʤʠʪʝ ENTERé 

ERROR: Unable to get super-user 
privileges. 

Press ENTER to exit... 

ʆʰʠʙʢʘ: ʥʝʚʦʟʤʦʞʥʦ ʧʦʣʫʯʘʪʴ ʧʨʘʚʘ 
ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʣʷ ʚʳʭʦʜʘ ʥʘʞʤʠʪʝ ENTERé 

ERROR: Internal error. 

Press ENTER to exit... 

ʆʰʠʙʢʘ: ʚʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ.  

ɼʣʷ ʚʳʭʦʜʘ ʥʘʞʤʠʪʝ ENTERé 

Password required, but none set ɼʣʷ ʚʭʦʜʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʪʨʝʙʫʝʪʩʷ 
ʧʘʨʦʣʴ, ʥʦ ʦʥ ʥʝ ʟʘʜʘʥ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ. 
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ɿʘʛʨʫʟʢʘ ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ɽʩʣʠ ʧʨʠ ʟʘʛʨʫʟʢʝ ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʢʘʢʦʡ-ʪʦ ʠʟ ʢʦʤʘʥʜ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ: 

¶ ɽʩʣʠ ʜʣʷ ʜʘʥʥʦʡ ʦʰʠʙʢʠ ʜʦʩʪʫʧʥʦ ʩʧʝʮʠʬʠʯʝʩʢʦʝ ʩʦʦʙʱʝʥʠʝ (ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʙʳʪʴ 
ʚʳʚʝʜʝʥʦ ʚ ʩʣʫʯʘʝ ʧʦʜʦʙʥʦʡ ʦʰʠʙʢʠ ʧʨʠ ʨʫʯʥʦʤ ʚʚʦʜʝ ʢʦʤʘʥʜʳ), ʪʦ ʵʪʦ ʩʦʦʙʱʝʥʠʝ 
ʚʳʜʘʝʪʩʷ ʥʘ ʢʦʥʩʦʣʴ. 

¶ ʅʘ ʢʦʥʩʦʣʴ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

Warning: Command "<cmd>" processing failed  

¶ ɺ ʣʦʛ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

Command "<command_line>", processed with status FAIL  

¶ ʂʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ. 

 

ʇʨʠ ʩʪʘʨʪʝ cs_console ʯʠʪʘʝʪʩʷ ʬʘʡʣ / etc / ifaliases . cf . 

cs_console ʚʦʩʧʨʠʥʠʤʘʝʪ ʘʣʠʘʩʳ ʠʥʪʝʨʬʝʡʩʦʚ (ʧʘʨʘʤʝʪʨ ñnameò) ʩʣʝʜʫʶʱʠʭ ʬʦʨʤʘʪʦʚ: 

¶ FastEthernet<n>/<m > 

¶ GigabitEthernet<n>/<m > 

¶ TenGigabitEthernet<n>/<m>  

¶ Async<n>  

ʛʜʝ <n> ʠ <m> ï ʧʨʦʠʟʚʦʣʴʥʳʝ ʥʝʦʪʨʠʮʘʪʝʣʴʥʳʝ ʯʠʩʣʘ. ʇʨʦʙʝʣʳ ʚ ʜʘʥʥʳʭ ʬʦʨʤʘʪʘʭ ʥʝ 

ʜʦʧʫʩʢʘʶʪʩʷ.  

ʀʥʪʝʨʬʝʡʩ ʩ ʘʣʠʘʩʦʤ ñdefault ò ʠʛʥʦʨʠʨʫʝʪʩʷ ʙʝʟ ʚʳʜʘʯʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ. 

ɽʩʣʠ ʧʨʠʩʫʪʩʪʚʫʶʪ ʠʥʪʝʨʬʝʡʩʳ ʩ ʘʣʠʘʩʘʤʠ, ʥʝ ʧʦʧʘʜʘʶʱʠʤʠ ʚ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʝ 
ʬʦʨʤʘʪʳ, ʦʥʠ ʠʛʥʦʨʠʨʫʶʪʩʷ ʩ ʚʳʜʘʯʝʡ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʥʘ ʢʦʥʩʦʣʴ: 

Warning: Interface(s) <interface_list> ignored due to incompatible nam e 

format  

ʛʜʝ <interface _list > ï ʩʧʠʩʦʢ ʘʣʠʘʩʦʚ ʠʥʪʝʨʬʝʡʩʦʚ, ʢʦʪʦʨʳʝ ʧʨʦʠʛʥʦʨʠʨʦʚʘʥʳ 

cs_console. 

ɼʣʷ ʨʘʙʦʪʳ cs_console ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʧʨʠʩʫʪʩʪʚʦʚʘʣ ʭʦʪʷ ʙʳ ʦʜʠʥ ʠʥʪʝʨʬʝʡʩ ʩ 
ʧʦʜʭʦʜʷʱʠʤ ʘʣʠʘʩʦʤ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ cs_console ʟʘʚʝʨʰʠʪ ʨʘʙʦʪʫ ʩ ʚʳʜʘʯʝʡ ʩʦʦʙʱʝʥʠʷ 
ʦʙ ʦʰʠʙʢʝ: 

ERROR: At least one interface with compatible name must be present in 

file "/etc/ifaliases.cf" . 

ʇʨʠʩʫʪʩʪʚʫʶʱʠʝ ʥʘ ʤʦʤʝʥʪ ʩʪʘʨʪʘ ʢʦʥʩʦʣʠ ʬʠʟʠʯʝʩʢʠʝ ʩʝʪʝʚʳʝ ʠʥʪʝʨʬʝʡʩʳ 
ʨʘʩʧʨʝʜʝʣʷʶʪʩʷ ʧʦ ʟʘʯʠʪʘʥʥʳʤ ʣʦʛʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʘʤ. 

ɽʩʣʠ ʧʘʨʘʣʣʝʣʴʥʦ ʩ ʟʘʧʫʱʝʥʥʦʡ cs_console ʙʳʣʠ ʧʨʦʠʟʚʝʜʝʥʳ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʧʨʠʚʝʣʠ ʢ 
ʧʦʷʚʣʝʥʠʶ ʠʣʠ ʠʩʯʝʟʥʦʚʝʥʠʶ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʪʦ ʚʦʟʤʦʞʥʘ ʨʘʩʩʠʥʭʨʦʥʠʟʘʮʠʷ ʤʝʞʜʫ 
ʨʝʘʣʴʥʳʤ ʩʦʩʪʦʷʥʠʝʤ ʩʠʩʪʝʤʳ ʠ ʝʛʦ ʦʪʦʙʨʘʞʝʥʠʝʤ ʚ cs_console. ʇʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʪʘʢʠʭ 
ʩʠʪʫʘʮʠʡ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʡʪʠ ʠ ʩʥʦʚʘ ʚʦʡʪʠ ʚ cs_console. 

 

ʇʨʠ ʩʪʘʨʪʝ cs_console ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʨʦʚʝʨʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʧʝʨʘʮʠʦʥʥʦʡ 
ʩʠʩʪʝʤʳ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʢʘʟʘʥʥʳʭ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ. ɺʦʟʤʦʞʥʳʝ ʩʠʪʫʘʮʠʠ ʠ 
ʜʝʡʩʪʚʠʷ, ʚʳʧʦʣʥʷʝʤʳʝ cs_console ʦʧʠʩʘʥʳ ʚ ʊʘʙʣʠʮʘ 2. 
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ʊʘʙʣʠʮʘ 2 

ʇʨʠʩʫʪʩʪʚʠʝ 
ʧʦʣʴʟʦʚʘʪʝʣ
ʷ ʚ Cisco-like 
ʢʦʥʬʠʛʫʨʘʮʠ

ʠ 

ʇʨʠʩʫʪʩʪʚʠʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʚ ʩʠʩʪʝʤʝ 

ʉʦʚʧʘʜʝʥʠʝ 
ʧʘʨʦʣʷ ʚ 
Cisco-like 

ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʠ ʚ ʩʠʩʪʝʤʝ 

ʋʢʘʟʘʥʠʝ 
cs_console ʚ 
ʢʘʯʝʩʪʚʝ shell 

ʫ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 

ɼʝʡʩʪʚʠʝ cs_console 

+ + + + ʅʠʯʝʛʦ ʥʝ ʜʝʣʘʝʪʩʷ 

+ +  * ʉʤʝʥʘ ʧʘʨʦʣ ̫ʚ ʩʠʩʪʝʤʝ 
(Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʷ 
ʠʤʝʝʪ ʧʨʠʦʨʠʪʝʪ) 

+ + *  ʉʤʝʥʘ shell ʥʘ cs_console 

+  N/A N/A ʉʦʟʜʘʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 
(ʘʥʘʣʦʛʠʯʥʦ ʨʫʯʥʦʤʫ ʚʚʦʜʫ 
ʢʦʤʘʥʜʳ) 

 + N/A + ʊʦʣʴʢʦ ʧʨʠ ʩʦʙʣʶʜʝʥʠʠ 
ʩʣʝʜʫʶʱʠʭ ʫʩʣʦʚʠʡ: 

ʘ) ʌʦʨʤʘʪ ʠʤʝʥʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʜʦʧʫʩʪʠʤʦʤʫ 

ʚ ʢʦʤʘʥʜʝ username . 

ʙ) ʋ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʫʩʪʘʥʦʚʣʝʥ ʥʝʧʫʩʪʦʡ 
ʧʘʨʦʣʴ. 

ɼʦʙʘʚʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ 
Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʶ. 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ 
ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʧʘʨʦʣ,̫ 
ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʛʦ ʚ 
ʩʠʩʪʝʤʝ. ɺʳʩʪʘʚʣʝʥʠʝ ʜʣʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʤʠʥʠʤʘʣʴʥʦʛʦ ʫʨʦʚʥ ̫
ʧʨʠʚʠʣʝʛʠʡ (0). 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʚ ʵʪʦʤ 
ʩʣʫʯʘʝ ʥʘ ʢʦʥʩʦʣʴ ʚʳʜʘʝʪʩʷ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ 
ʩʣʝʜʫʶʱʝʛʦ ʚʠʜʘ: 

% Warning: User(s) <user-
list> were automatically 
added to configuration. Zero 
privilege level was assigned 
to them. 

ʛʜʝ <user-list> ï ʩʧʠʩʦʢ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ 
ʜʦʙʘʚʣʝʥʥʳʭ ʚ Cisco-like 
ʢʦʥʬʠʛʫʨʘʮʠʶ. 

 + N/A  ʅʠʯʝʛʦ ʥʝ ʜʝʣʘʝʪʩʷ 

ʇʨʠʤʝʯʘʥʠʷ: 
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ɿʚʝʟʜʦʯʢʘ (*) ʦʙʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʣʷ ʜʘʥʥʦʡ ʩʪʨʦʢʠ ʫʩʣʦʚʠʝ ʥʝ ʚʘʞʥʦ. 

N/A ʦʙʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʣʷ ʜʘʥʥʦʡ ʩʪʨʦʢʠ ʫʩʣʦʚʠʝ ʥʝʧʨʠʤʝʥʠʤʦ. 

ɽʩʣʠ ʥʘ ʩʪʘʨʪʝ ʚʳʧʦʣʥʷʝʪʩʷ ʢʘʢʦʝ-ʣʠʙʦ ʜʝʡʩʪʚʠʝ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʦʤ 
ʜʝʡʩʪʚʠʠ ʚʳʜʘʝʪʩʷ ʚ ʣʦʛ. 

ɽʩʣʠ ʧʨʠ ʧʦʧʳʪʢʝ ʩʤʝʥʠʪʴ shell ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʠʟʦʰʣʘ ʢʘʢʘʷ-ʪʦ ʦʰʠʙʢʘ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ 
ʜʦʙʘʚʣʷʝʪʩʷ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʶ. ʅʘ ʢʦʥʩʦʣʴ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

% User  "< username >" shell  change  failed .  

ɽʩʣʠ ʧʨʠ ʜʨʫʛʠʭ ʜʝʡʩʪʚʠʷ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʪʘʢʞʝ ʥʝ ʜʦʙʘʚʣʷʝʪʩʷ ʚ Cisco-like 
ʢʦʥʬʠʛʫʨʘʮʠʶ. ʅʘ ʢʦʥʩʦʣʴ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ, ʘʥʘʣʦʛʠʯʥʦʝ ʩʦʦʙʱʝʥʠʶ, 
ʚʳʜʘʚʘʝʤʦʤʫ ʚ ʧʦʜʦʙʥʦʡ ʩʠʪʫʘʮʠʠ ʧʨʠ ʧʦʧʳʪʢʝ ʨʫʯʥʦʛʦ ʜʦʙʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ.     



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     13 

ʌʝʙʤʞʦʦʙ yʦʙʪʫʩʧʢʣʙ ʨʧ SSH 

ʉʦʟʜʘʥʠʝ ʣʦʢʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʰʣʶʟʘ Bel VPN Gate-V ʤʦʞʥʦ ʦʩʫʱʝʩʪʚʠʪʴ 
ʫʜʘʣʝʥʥʦ ʧʨʠ ʧʦʤʦʱʠ ʢʦʥʩʦʣʠ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH1 ʠʣʠ SSH2.  

ʅʘʩʪʨʦʡʢʫ ʰʣʶʟʘ ʧʨʦʚʦʜʠʪʝ ʧʦʜ ʟʘʱʠʪʦʡ IPsec. ɼʣʷ ʵʪʦʡ ʮʝʣʠ ʧʦʩʣʝ ʠʥʩʪʘʣʣʷʮʠʠ Bel VPN 
Gate ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʛʨʫʟʠʪʴ ʥʘʯʘʣʴʥʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʪ ʚ ʜʘʣʴʥʝʡʰʝʤ 
ʩʦʟʜʘʪʴ ʟʘʱʠʱʝʥʥʳʡ ʢʘʥʘʣ ʜʣʷ ʫʜʘʣʝʥʥʦʡ ʥʘʩʪʨʦʡʢʠ ʰʣʶʟʘ. ʉʦʟʜʘʥʠʝ ʥʘʯʘʣʴʥʦʡ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʠʩʘʥʦ ʚ ʨʘʟʜʝʣʝ çʇʦʩʪʨʦʝʥʠʝ VPN ʪʫʥʥʝʣʷ ʤʝʞʜʫ ʰʣʶʟʦʤ Bel VPN Gate 4.1 
ʠ ʨʘʙʦʯʠʤ ʤʝʩʪʦʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʣʷ ʫʜʘʣʝʥʥʦʡ ʥʘʩʪʨʦʡʢʠ ʰʣʶʟʘè ʜʦʢʫʤʝʥʪʘ çʅʘʩʪʨʦʡʢʘ 
ʰʣʶʟʘè. 

 

file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate-V/Готовые/Settings_gate.pdf
file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate-V/Готовые/Settings_gate.pdf
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ʁʦʫʞʩʭʞʢʪ ʨʧʤʵʠʧʛʙʫʞʤʸ 

cs_console ʷʚʣʷʝʪʩʷ ʪʝʨʤʠʥʘʣʴʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ. ʉʫʱʝʩʪʚʫʝʪ ʩʠʪʫʘʮʠʠ, ʚ ʢʦʪʦʨʳʭ ʚʘʞʥʦʝ 
ʟʥʘʯʝʥʠʝ ʠʤʝʝʪ ʦʧʨʝʜʝʣʝʥʠʝ ʧʨʘʚʠʣʴʥʳʭ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʘ. ʇʨʠʤʝʨʳ ʪʘʢʠʭ ʩʠʪʫʘʮʠʡ: 

¶ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʜʣʠʥʥʳʭ ʩʪʨʦʢ (ʢʦʪʦʨʳʝ ʥʝ ʧʦʣʥʦʩʪʴʶ ʧʦʤʝʱʘʶʪʩʷ ʚ ʦʢʥʝ ʪʝʨʤʠʥʘʣʘ); 

¶ ʧʘʫʟʳ ʧʨʠ ʚʳʚʦʜʝ ʜʣʠʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦ ʢʦʤʘʥʜʝ show running - config ; 

¶ ʚr ʟʦʚ ʚʥʝʰʥʠʭ ʪʝʨʤʠʥʘʣʴʥʳʭ ʧʨʦʛʨʘʤʤ (ʥʘʧʨʠʤʝʨ, vi, less, top ʠ ʪ.ʧ.) ʩ ʧʦʤʦʱʴʶ 

ʢʦʤʘʥʜʳ run . 

ʇʨʠ ʩʪʘʨʪʝ cs_console ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʧʨʦʙʣʝʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ 
ʥʝʢʦʨʨʝʢʪʥʳʤ ʦʧʨʝʜʝʣʝʥʠʝʤ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʘ. ʊʘʢʠʝ ʧʨʦʙʣʝʤʳ ʚʦʟʥʠʢʘʶʪ, ʝʩʣʠ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʠʩʪʝʤʥʘʷ ʢʦʥʩʦʣʴ, ʧʦʜʢʣʶʯʝʥʥʘʷ ʧʦ COM-ʧʦʨʪʫ. 

ɼʘʣʝʝ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʳ ʜʘʥʥʳʝ ʧʨʦʙʣʝʤʳ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʭ ʨʝʰʝʥʠʶ. 

 

ʇʨʠ ʩʪʘʨʪʝ cs_console ʧʨʦʠʩʭʦʜʠʪ ʦʧʨʝʜʝʣʝʥʠʝ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʘ (ʰʠʨʠʥʘ ʠ ʜʣʠʥʘ): 

1. ʉʥʘʯʘʣʘ ʜʝʣʘʝʪʩʷ ʧʦʧʳʪʢʘ ʧʨʦʯʠʪʘʪʴ ʨʘʟʤʝʨʳ ʪʝʨʤʠʥʘʣʘ ʠʟ ʧʝʨʝʤʝʥʥʳʭ ʦʢʨʫʞʝʥʠʷ: 

ʠhʨʠʥʘ ʪʝʨʤʠʥʘʣʘ: 

COLUMNS 

ʜʣʠʥʘ ʪʝʨʤʠʥʘʣʘ: 

LIN ES 

2. ʕʪʠ ʧʝʨʝʤʝʥʥʳʝ ʦʢʨʫʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʧʝʨʝʦʧʨʝʜʝʣʝʥʳ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʧʨʠ ʟʘʧʫʩʢʝ 
cs_console, ʥʘʧʨʠʤʝʨ: 

COLUMNS=80 LINES=24 /opt/VPNagent/bin/cs_console  

ʊʦʣʴʢʦ ʚ ʩʣʫʯʘʝ ʨʝʘʣʴʥʦʡ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʢʦʛʜʘ ʩʠʩʪʝʤʘ ʥʝ ʤʦʞʝʪ ʢʦʨʨʝʢʪʥʦ ʦʧʨʝʜʝʣʠʪʴ 
ʨʝʘʣʴʥʳʝ ʨʘʟʤʝʨʳ ʪʝʨʤʠʥʘʣʘ, ʩʣʝʜʫʝʪ ʧʝʨʝʦʧʨʝʜʝʣʷʪʴ ʧʝʨʝʤʝʥʥʳʝ ʦʢʨʫʞʝʥʠʷ. ɽʩʣʠ 
ʚʳʩʪʘʚʠʪʴ ʥʝʢʦʨʨʝʢʪʥʳʝ ʟʥʘʯʝʥʠʷ, ʪʦ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʩʙʦʷʤ ʚ ʨʘʙʦʪʝ cs_console ʠ 
ʠʥʳʭ ʪʝʨʤʠʥʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

3. ɽʩʣʠ ʨʘʟʤʝʨʳ ʪʝʨʤʠʥʘʣʘ ʚ ʧʝʨʝʤʝʥʥʳʭ ʦʢʨʫʞʝʥʠʷ ʥʝ ʚʳʩʪʘʚʣʷʣʠʩʴ, ʪʦ ʜʝʣʘʝʪʩʷ 

ʧʦʧʳʪʢʘ ʧʨʦʯʠʪʘʪʴ ʧʘʨʘʤʝʪʨʳ ʪʝʨʤʠʥʘʣʘ ʩ ʧʦʤʦʱʴʶ ʩʠʩʪʝʤʥʦʛʦ ʚʳʟʦʚʘ (ioctl ). 

4. ɽʩʣʠ ʩʠʩʪʝʤʥʳʡ ʚʳʟʦʚ ʚʝʨʥʫʣ ʦʰʠʙʢʫ ʠʣʠ ʚʳʜʘʣ ʟʥʘʯʝʥʠʷ ʰʠʨʠʥʳ ʠ ʜʣʠʥʳ, ʨʘʚʥʳʝ 0 
(ʪʘʢʦʝ ʧʨʦʠʩʭʦʜʠʪ, ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʠʩʪʝʤʥʘʷ ʢʦʥʩʦʣʴ, ʧʦʜʢʣʶʯʝʥʥʘʷ ʧʦ COM-

ʧʦʨʪʫ), ʪʦ ʜʝʣʘʝʪʩʷ ʧʦʧʳʪʢʘ ʧʨʦʯʠʪʘʪʴ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʪʝʨʤʠʥʘʣʘ òcoò (ʰʠʨʠʥʘ) ʠ òli ò 

(ʜʣʠʥʘ) ʩ ʧʦʤʦʱʴʶ ʩʠʩʪʝʤʥʦʛʦ ʚʳʟʦʚʘ tgetnum . 

ʉʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʚ ʧʦʜʦʙʥʦʡ ʩʠʪʫʘʮʠʠ ʨʘʟʥʳʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʚʝʜʫʪ ʩʝʙʷ 
ʧʦ-ʨʘʟʥʦʤʫ: ʦʜʥʠ ʚʳʩʪʘʚʣʷʶʪ ʥʝʢʦʪʦʨʳʝ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʢʘʢ ʧʨʘʚʠʣʦ, ʧʦ 
ʦʧʠʩʘʥʠʶ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʪʝʨʤʠʥʘʣʘ), ʘ ʜʨʫʛʠʝ ï ʤʦʛʫʪ ʚʦʦʙʱʝ ʥʝ ʚʳʩʪʘʚʣʷʪʴ ʜʘʥʥʳʝ 
ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ. 

5. ɽʩʣʠ ʰʠʨʠʥʫ ʠ ʜʣʠʥʫ ʪʝʨʤʠʥʘʣʘ ʧʦʣʫʯʠʪʴ ʥʝ ʫʜʘʣʦʩʴ ʥʠ ʦʜʥʠʤ ʠʟ ʫʢʘʟʘʥʥʳʭ ʚʳʰʝ 
ʩʧʦʩʦʙʦʚ, ʪʦ ʚʳʩʪʘʚʣʷʶʪʩʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ: ʰʠʨʠʥʘ ï 511, ʜʣʠʥʘ ï 0. 

ʇʨʠʤʝʯʘʥʠʝ: ʜʘʥʥʦʝ ʧʦʚʝʜʝʥʠʝ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʧʦʚʝʜʝʥʠʷ Cisco IOS: ʪʘʤ, ʚ ʧʦʜʦʙʥʦʡ 
ʩʠʪʫʘʮʠʠ ʚʳʩʪʘʚʣʷʶʪʩʷ ʟʥʘʯʝʥʠʷ: ʰʠʨʠʥʘ ï 80, ʜʣʠʥʘ ï 24. 

 

ʈʝʟʫʣʴʪʘʪ ʦʧʨʝʜʝʣʝʥʠʷ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʘ (ʝʩʣʠ ʥʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʝʨʝʤʝʥʥʳʝ ʦʢʨʫʞʝʥʠʷ 
COLUMNS / LINES) ʤʦʞʝʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ: 

¶ ʪʠʧʘ ʧʦʜʢʣʶʯʝʥʠʷ ʪʝʨʤʠʥʘʣʘ (COM-ʧʦʨʪ, SSH ʠ ʪ.ʧ.); 

¶ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʥʘ ʢʦʪʦʨʦʡ ʫʩʪʘʥʦʚʣʝʥ Bel VPN Gate; 

¶ ʢʣʠʝʥʪʩʢʦʛʦ ʪʝʨʤʠʥʘʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʢʦʥʩʦʣʠ. 
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ʇʨʦʚʝʨʠʪʴ ʨʘʟʤʝʨʳ ʪʝʨʤʠʥʘʣʘ ʚ ʟʘʧʫʱʝʥʥʦʡ ʢʦʥʩʦʣʠ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ show 

terminal . 

ɽʩʣʠ cs_console ʫʞʝ ʩʪʘʨʪʦʚʘʣʘ, ʘ ʚ ʥʝʡ ʟʘʜʘʥʳ ʥʝʢʦʨʨʝʢʪʥʳʝ ʨʘʟʤʝʨʳ ʪʝʨʤʠʥʘʣʘ, ʪʦ ʠʭ 

ʤʦʞʥʦ ʠʩʧʨʘʚʠʪʴ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ terminal  width  / terminal  length .  

 

ɺʦʟʤʦʞʥʘ ʨʝʘʢʮʠʷ cs_console ʥʘ ʠʟʤʝʥʝʥʠʝ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʘ, ʝʩʣʠ ʜʣʷ ʵʪʦʛʦ ʩʫʱʝʩʪʚʫʝʪ 
ʪʝʭʥʠʯʝʩʢʘʷ ʚʦʟʤʦʞʥʦʩʪʴ: 

ɼʘʥʥʫʶ ʨʝʘʢʮʠʶ ʤʦʞʥʦ ʥʘʙʣʶʜʘʪʴ, ʥʘʧʨʠʤʝʨ, ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: ʥʘʯʘʪʴ ʚʚʦʜʠʪʴ ʦʯʝʥʴ 
ʜʣʠʥʥʫʶ ʩʪʨʦʢʫ, ʠʥʠʮʠʠʨʫʶʱʫʶ ʛʦʨʠʟʦʥʪʘʣʴʥʳʡ ʩʢʨʦʣʣʠʥʛ; ʠ ʧʦʩʣʝ ʵʪʦʛʦ ʠʟʤʝʥʠʪʴ 
ʰʠʨʠʥʫ ʪʝʨʤʠʥʘʣʴʥʦʛʦ ʦʢʥʘ. 

ʈʝʘʢʮʠʷ ʥʘ ʠʟʤʝʥʝʥʠʝ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʘ: ʧʝʨʝʨʠʩʦʚʢʘ ʩʪʨʦʢʠ ʧʨʦʠʩʭʦʜʠʪ ʪʦʣʴʢʦ ʧʦʩʣʝ 
ʚʚʦʜʘ ʩʣʝʜʫʶʱʝʛʦ ʩʠʤʚʦʣʘ ʠʣʠ ʥʘʞʘʪʠʷ ʫʧʨʘʚʣʷʶʱʝʡ ʢʣʘʚʠʰʠ. 

ʅʘʣʠʯʠʝ ʠʣʠ ʦʪʩʫʪʩʪʚʠʝ ʨʝʘʢʮʠʠ ʥʘ ʠʟʤʝʥʝʥʠʝ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʘ ʪʘʢʞʝ ʟʘʚʠʩʠʪ ʦʪ 
ʨʘʟʥʳʭ ʬʘʢʪʦʨʦʚ: 

ʪʠʧʘ ʧʦʜʢʣʶʯʝʥʠʷ ʪʝʨʤʠʥʘʣʘ (COM-ʧʦʨʪ, SSH ʠ ʪ.ʧ.); 

ʢʣʠʝʥʪʩʢʦʛʦ ʪʝʨʤʠʥʘʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʢʦʥʩʦʣʠ. 

ʂʘʢ ʧʨʘʚʠʣʦ, ʨʝʘʢʮʠʷ ʥʘ ʠʟʤʝʥʝʥʠʝ ʨʘʟʤʝʨʦʚ ʦʢʥʘ: 

ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʩʣʫʯʘʝ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦ SSH (ʧʨʠ ʫʩʣʦʚʠʠ, ʯʪʦ ʢʣʠʝʥʪʩʢʦʝ ʧʨʠʣʦʞʝʥʠʝ 
ʢʦʨʨʝʢʪʥʦ ʦʙʨʘʙʘʪʳʚʘʝʪ ʠʟʤʝʥʝʥʠʝ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʴʥʦʛʦ ʦʢʥʘ ʠ ʦʧʦʚʝʱʘʝʪ SSH-
ʩʝʨʚʝʨ ʦ ʥʝʤ); 

ʦʪʩʫʪʩʪʚʫʝʪ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʠʩʪʝʤʥʦʡ ʢʦʥʩʦʣʠ ʧʦ COM-ʧʦʨʪʫ. 

ɽʩʣʠ ʨʘʟʤʝʨʳ ʪʝʨʤʠʥʘʣʘ ʧʝʨʝʦʧʨʝʜʝʣʝʥʳ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ terminal  width , 

terminal  length , ʪʦ ʨʝʘʢʮʠʷ ʥʘ ʠʟʤʝʥʝʥʠʝ ʨʘʟʤʝʨʦʚ ʪʝʨʤʠʥʘʣʘ ʦʪʩʫʪʩʪʚʫʝʪ (ʟʥʘʯʝʥʠʷ, 

ʟʘʜʘʥʥʳʝ ʚ ʵʪʠʭ ʢʦʤʘʥʜʘʭ, ʩʯʠʪʘʶʪʩʷ ʙʦʣʝʝ ʧʨʠʦʨʠʪʝʪʥʳʤʠ). 
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ʊʨʞʯʡʙʤʵʦʴʞ ʣʧʥʙʦʝʴ ʩʞʝʙʣʫʡʩʧʛʙʦʡʸ 

Cisco-like ʢʦʥʩʦʣʴ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʧʝʮʠʘʣʴʥʳʝ ʢʦʤʘʥʜʳ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 
ʉʠʤʚʦʣʳ ʜʣʷ ʚʳʟʦʚʘ ʵʪʠʭ ʢʦʤʘʥʜ ʠ ʜʝʡʩʪʚʠʷ ʧʝʨʝʯʠʩʣʝʥʳ ʚ ʪʘʙʣʠʮʝ. 

ʊʘʙʣʠʮʘ 3 

ʉʠʤʚʦʣ ʅʘʟʚʘʥʠʝ ɼʝʡʩʪʚʠʝ 

ʂʦʤʘʥʜʳ ʧʝʨʝʤʝʱʝʥʠʷ ʢʫʨʩʦʨʘ 

Ctrl - A, Home  Beginning of line ʇʝʨʝʤʝʱʘʝʪ ʢʫʨʩʦʨ ʥʘ ʥʘʯʘʣʦ ʩʪʨʦʢʠ. 
ʇʨʠʤʝʯʘʥʠʝ: ʢʥʦʧʢʘ Home ʨʘʙʦʪʘʝʪ ʥʝ ʚʦ ʚʩʝʭ 
ʩʦʯʝʪʘʥʠʷʭ ʪʠʧʘ ʪʝʨʤʠʥʘʣʘ ʠ ʠʩʧʦʣʴʟʫʝʤʦʛʦ 
ʢʣʠʝʥʪʩʢʦʛʦ ʪʝʨʤʠʥʘʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 

Ctrl - B, <-  Back character ʇʝʨʝʤʝʱʘʝʪ ʢʫʨʩʦʨ ʥʘ ʦʜʥʫ ʧʦʟʠʮʠʶ ʚʣʝʚʦ. 

Ctrl - E, End  End of line ʇʝʨʝʤʝʱʘʝʪ ʢʫʨʩʦʨ ʚ ʢʦʥʝʮ ʩʪʨʦʢʠ.     
ʇʨʠʤʝʯʘʥʠʝ: ʢʥʦʧʢʘ End ʨʘʙʦʪʘʝʪ ʥʝ ʚʦ ʚʩʝʭ 
ʩʦʯʝʪʘʥʠʷʭ ʪʠʧʘ ʪʝʨʤʠʥʘʣʘ ʠ ʠʩʧʦʣʴʟʫʝʤʦʛʦ 
ʢʣʠʝʥʪʩʢʦʛʦ ʪʝʨʤʠʥʘʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 

Ctrl - F, - > Forward character ʇʝʨʝʤʝʱʘʝʪ ʢʫʨʩʦʨ ʥʘ ʦʜʥʫ ʧʦʟʠʮʠʶ ʚʧʨʘʚʦ. 

Esc B  Back word ʇʝʨʝʤʝʱʘʝʪ ʢʫʨʩʦʨ ʥʘ ʦʜʥʦ ʩʣʦʚʦ ʥʘʟʘʜ. 

Esc F  Forward word ʇʝʨʝʤʝʱʘʝʪ ʢʫʨʩʦʨ ʥʘ ʦʜʥʦ ʩʣʦʚʦ ʚʧʝʨʝʜ. 

ɺʳʟʦʚ ʧʦʜʩʢʘʟʢʠ 

Ctrl - I, Tab  Auto complete ɼʦʧʦʣʥʷʝʪ ʢʦʤʘʥʜʫ, ʝʩʣʠ ʥʘʯʘʣʦ ʩʪʨʦʢʠ 
ʦʜʥʦʟʥʘʯʥʦ ʦʧʨʝʜʝʣʷʝʪ ʚʦʟʤʦʞʥʦʝ ʧʨʦʜʦʣʞʝʥʠʝ. 

? List possible 
commands 

ɽʩʣʠ ? ʚʚʝʜʝʥ ʙʝʟ ʧʨʦʙʝʣʘ - ʨʘʩʧʝʯʘʪʳʚʘʝʪ 
ʢʦʤʘʥʜʳ, ʥʘʯʠʥʘʶʱʠʝʩʷ ʪʘʢ ʞʝ ʢʘʢ ʠ ʚʚʝʜʝʥʥʘʷ 
ʩʪʨʦʢʘ. 

ɽʩʣʠ ? ʚʚʝʜʝʥ ʧʦʩʣʝ ʧʨʦʙʝʣʘ ï ʨʘʩʧʝʯʘʪʳʚʘʝʪ ʚʩʝ 
ʚʦʟʤʦʞʥʳʝ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ  ʚʚʦʜʘ ʢʦʤʘʥʜʳ. 

ʂʦʤʘʥʜʳ ʨʘʙʦʪʳ ʩ ʠʩʪʦʨʠʝʡ 

Ctrl - P, ŷ Previous  ɺʳʟʳʚʘʝʪ ʥʘ ʵʢʨʘʥ ʧʨʝʜʳʜʫʱʠʝ ʢʦʤʘʥʜʳ, ʥʘʯʠʥʘʷ 
ʩ ʧʦʩʣʝʜʥʝʡ ʚʚʝʜʝʥʥʦʡ. ʇʦʚʪʦʨʥʳʡ ʚʚʦʜ ʩʠʤʚʦʣʘ 
ʚʳʟʳʚʘʝʪ ʙʦʣʝʝ ʩʪʘʨʳʝ ʢʦʤʘʥʜʳ. 

Ctrl - N, Ź Next  ɺʳʟʳʚʘʝʪ ʥʘ ʵʢʨʘʥ ʙʦʣʝʝ ʩʚʝʞʠʝ ʢʦʤʘʥʜʳ ʧʦʩʣʝ 
ʚʳʟʦʚʘ ʙʦʣʝʝ ʩʪʘʨʳʭ ʢʦʤʘʥʜʦʡ Ctrl-P ʠʣʠ ŷ. 

ʂʦʤʘʥʜʳ ʫʜʘʣʝʥʠʷ 

Ctrl - H, 

Delete, 

Backspace  

Delete to the left ʋʜʘʣʷʝʪ ʩʠʤʚʦʣ ʩʣʝʚʘ ʦʪ ʢʫʨʩʦʨʘ. 

Ctrl - D Delete ʋʜʘʣʷʝʪ ʩʠʤʚʦʣ ʥʘʜ ʢʫʨʩʦʨʦʤ. 

Ctrl - K Delete line forward ʋʜʘʣʷʝʪ ʚʩʝ ʩʠʤʚʦʣʳ ʦʪ ʢʫʨʩʦʨʘ ʜʦ ʢʦʥʮʘ ʩʪʨʦʢʠ. 
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Ctrl - U, Ctrl - X Delete line backword ʋʜʘʣʷʝʪ ʚʩʝ ʩʠʤʚʦʣʳ ʦʪ ʢʫʨʩʦʨʘ ʜʦ ʥʘʯʘʣʘ ʩʪʨʦʢʠ. 

Ctrl - W Delete previous word ʋʜʘʣʷʝʪ ʩʠʤʚʦʣʳ ʦʪ ʢʫʨʩʦʨʘ ʜʦ ʥʘʯʘʣʘ ʩʣʦʚʘ. 

ESC D Delete next word ʋʜʘʣʷʝʪ ʩʠʤʚʦʣʳ ʦʪ ʢʫʨʩʦʨʘ ʜʦ ʢʦʥʮʘ ʩʣʦʚʘ. 

ʇʨʝʦʙʨʘʟʦʚʘʥʠʝ ʙʫʢʚ 

ESC C Capitalize word ʇʨʝʦʙʨʘʟʦʚʘʪʴ ʙʫʢʚʳ ʦʪ ʢʫʨʩʦʨʘ ʜʦ ʢʦʥʮʘ ʩʣʦʚʘ: 
ʥʘʯʘʪʴ ʩ ʧʨʦʧʠʩʥʦʡ ʙʫʢʚʳ, ʦʩʪʘʣʴʥʳʝ ʩʪʨʦʯʥʳʝ. 

ESC U Make word uppercase ʉʜʝʣʘʪʴ ʚʩʝ ʙʫʢʚʳ ʦʪ ʢʫʨʩʦʨʘ ʜʦ ʢʦʥʮʘ ʩʣʦʚʘ 
ʧʨʦʧʠʩʥʳʤʠ. 

ESC L Make word lowercase ʉʜʝʣʘʪʴ ʚʩʝ ʙʫʢʚʳ ʦʪ ʢʫʨʩʦʨʘ ʜʦ ʢʦʥʮʘ ʩʣʦʚʘ 
ʩʪʨʦʯʥʳʤʠ. 

ʇʝʨʝʩʪʘʥʦʚʢʘ ʩʠʤʚʦʣʦʚ 

Ctrl - T Transpose ʄʝʥʷʝʪ ʤʝʩʪʘʤʠ ʩʠʤʚʦʣ ʩʣʝʚʘ ʦʪ ʢʫʨʩʦʨʘ ʠ 
ʩʠʤʚʦʣ ʥʘʜ ʢʫʨʩʦʨʦʤ. 

ɺʚʦʜ ʥʝʧʝʯʘʪʥʳʭ ʩʠʤʚʦʣʦʚ 

Ctrl - V,  

ESC Q 

Ignore editing ʉʣʝʜʫʶʱʠʡ ʚʚʝʜʝʥʥʳʡ ʩʠʤʚʦʣ ʙʫʜʝʪ ʚʦʩʧʨʠʥʷʪ 
ʥʝ ʢʘʢ ʢʦʤʘʥʜʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ, ʘ ʢʘʢ ʯʘʩʪʴ 
ʚʚʦʜʠʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʢʦʤʘʥʜʳ. 

ɿʘʚʝʨʰʝʥʠʝ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Ctrl - J ,  

Ctrl - M, 

Enter  

Execute ɺʚʦʜ ʢʦʤʘʥʜʳ. 

ʇʦʚʪʦʨʥʳʡ ʧʦʢʘʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

Ctrl - L, 

Ctrl - R 

Redisplay Line ʇʦʚʪʦʨʥʦ ʧʦʢʘʟʘʪʴ prompt ʠ ʩʦʜʝʨʞʠʤʦʝ 
ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 
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ʇʪʧʚʞʦʦʧʪʫʡ ʛʛʧʝʙ ʰʡʪʤʧʛʴʮ ʠʦʙʰʞʦʡʢ 

ɿʥʘʯʝʥʠʝ, ʩʦʩʪʦʷʱʝʝ ʪʦʣʴʢʦ ʠʟ ʜʝʩʷʪʠʯʥʳʭ ʮʠʬʨ ʠ ʥʝ ʥʘʯʠʥʘʶʱʝʝʩʷ ʩ ʥʫʣʷ, ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ 
ʜʝʩʷʪʠʯʥʦʝ ʯʠʩʣʦ.   

ɿʥʘʯʝʥʠʝ, ʥʘʯʠʥʘʶʱʝʝʩʷ ʩ ʩʠʤʚʦʣʦʚ 0x ʠʣʠ 0X ʠ, ʜʘʣʝʝ, ʩʦʩʪʦʷʱʝʝ ʪʦʣʴʢʦ ʠʟ 
ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʳʭ ʮʠʬʨ (0-9, A-F, a-f), ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʝ ʯʠʩʣʦ. 

ɿʥʘʯʝʥʠʝ, ʥʘʯʠʥʘʶʱʝʝʩʷ ʩ ʥʫʣʷ, ʠ, ʜʘʣʝʝ, ʩʦʩʪʦʷʱʝʝ ʪʦʣʴʢʦ ʠʟ ʚʦʩʴʤʝʨʠʯʥʳʭ ʮʠʬʨ (0-7), 
ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʚʦʩʴʤʝʨʠʯʥʦʝ ʯʠʩʣʦ. 

ɼʦʧʫʩʢʘʶʪʩʷ ʩʧʝʮʠʘʣʴʥʳʝ ʟʥʘʯʝʥʠʷ: 

08 ʠʣʠ 0é08 ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʯʠʩʣʦ 8, 

09 ʠʣʠ 0é09 ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʯʠʩʣʦ 9, 

ʛʜʝ 0é0 ï ʧʨʦʠʟʚʦʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʠʜʫʱʠʭ ʧʦʜʨʷʜ ʥʫʣʝʡ. ɺ Cisco IOS ʠʩʧʦʣʴʟʫʝʪʩʷ ʙʦʣʝʝ 
ʰʠʨʦʢʦʝ ʧʨʘʚʠʣʦ ʚʚʦʜʘ: ʯʠʩʣʦ, ʥʘʯʠʥʘʶʱʝʝʩʷ ʩ ʥʫʣʷ ʠ ʩʦʜʝʨʞʘʱʝʝ ʚ ʩʝʙʝ ʮʠʬʨʳ 8 ʠ/ʠʣʠ 9, 
ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʜʝʩʷʪʠʯʥʦʝ. ɺ cs_console ʟʥʘʯʝʥʠʷ ʪʘʢʦʛʦ ʨʦʜʘ, ʥʘʧʨʠʤʝʨ 087, 099, ʢʨʦʤʝ 
ʩʧʝʮʠʘʣʴʥʦ ʦʪʤʝʯʝʥʥʳʭ 08, 0é08, 09, 0é09, ʥʝ ʜʦʧʫʩʢʘʶʪʩʷ.  

ʅʝʢʦʪʦʨʳʝ ʧʨʠʤʝʨʳ ʪʨʘʢʪʦʚʢʠ ʚʚʝʜʝʥʥʳʭ ʯʠʩʣʦʚʳʭ ʟʥʘʯʝʥʠʡ ʧʨʠʚʝʜʝʥʳ ʚ ʪʘʙʣʠʮʝ. 

ɺʚʦʜʠʤʦʝ ʟʥʘʯʝʥʠʝ ʈʝʟʫʣʴʪʘʪ (ʚ ʜʝʩʷʪʠʯʥʦʤ ʚʠʜʝ) 

0 0 

1 1 

129 129 

0XAB 171 

0x1f 31 

010 8 

077 63 

08 8 

09 9 
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ʃʧʥʙʦʝʴ, ʩʧʝʪʫʛʞʦʦʴʞ Cisco Systems 

ʅʠʞʝ ʧʨʠʚʝʜʝʥʦ ʦʧʠʩʘʥʠʝ ʢʦʤʘʥʜ, ʙʘʟʠʨʫʶʱʠʭʩʷ ʥʘ ʘʥʘʣʦʛʠʯʥʳʭ ʢʦʤʘʥʜʘʭ ʦʪ Cisco IOS. 

ʈʘʙʦʪʘʶʪ ʪʦʣʴʢʦ ʪʝ ʢʦʤʘʥʜʳ, ʢʦʪʦʨʳʝ ʦʧʠʩʘʥʳ ʚ ʵʪʦʡ ʛʣʘʚʝ, ʦʩʪʘʣʴʥʳʝ ʢʦʤʘʥʜʳ Cisco IOS 
ʠʛʥʦʨʠʨʫʶʪʩʷ. 

ʄʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ ʚʚʦʜʠʤʦʡ ʢʦʤʘʥʜʳ ï 512 ʩʠʤʚʦʣʦʚ ʠ ʥʝ ʟʘʚʠʩʠʪ ʦʪ ʥʘʩʪʨʦʝʢ ʪʝʨʤʠʥʘʣʘ. 
ʇʨʠ ʜʦʩʪʠʞʝʥʠʠ ʜʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ ʜʘʣʴʥʝʡʰʠʡ ʚʚʦʜ ʢʦʤʘʥʜʳ ʙʣʦʢʠʨʫʝʪʩʷ (ʚʦʟʦʙʥʦʚʣʷʝʪʩʷ, 
ʝʩʣʠ ʫʜʘʣʠʪʴ ʢʘʢʠʝ-ʣʠʙʦ ʠʟ ʚʚʝʜʝʥʥʳʭ ʨʘʥʝʝ ʩʠʤʚʦʣʦʚ).  

ɼʝʡʩʪʚʠʝ cisco-like ʢʦʤʘʥʜ ʥʘʯʠʥʘʝʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʚʳʭʦʜʘ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ 
ʢʦʥʩʦʣʠ. ʇʦʜʨʦʙʥʝʝ ʩʤ. ʨʘʟʜʝʣ çʂʦʥʚʝʨʪʦʨ VPN ʧʦʣʠʪʠʢʠè ʚ ʦʪʜʝʣʴʥʦʤ ʜʦʢʫʤʝʥʪʝ 
çʇʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ Bel VPN Gate-V 4.1. ʇʨʠʣʦʞʝʥʠʝè. 

ɽʩʣʠ ʧʨʠ ʟʘʧʠʩʠ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ ʙʘʟʫ ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ, ʥʘ 
ʢʦʥʩʦʣʴ ʚʳʜʘʝʪʩʷ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʦʦʙʱʝʥʠʡ, ʧʨʠʚʝʜʝʥʥʳʭ ʚ ʊʘʙʣʠʮʘ 4. 

ɼʘʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ ʦ ʩʝʨʴʝʟʥʦʡ ʧʨʦʙʣʝʤʝ ʚ ʨʘʙʦʪʝ cs_console. ʇʨʠ ʠʭ 
ʧʦʷʚʣʝʥʠʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʢʦʥʩʦʣʴ (ʚʦʟʤʦʞʥʘ ʧʦʪʝʨ ̫ʜʘʥʥʳʭ). ʇʨʠ ʩʪʘʙʠʣʴʥʦʤ 
ʧʦʷʚʣʝʥʠʠ ʜʘʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʨʘʪʠʪʴʩʷ ʚ ʩʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ʊʘʙʣʠʮʘ 4 

ʉʦʦʙʱʝʥʠʝ ʇʦʷʩʥʝʥʠʝ 

% Configuration save failed: memory allocation 
error 

ʅʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ: 
ʦʰʠʙʢʘ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʧʘʤʷʪʠ 

% Configuration save failed: input/output error ʅʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ: 
ʦʰʠʙʢʘ ʚʚʦʜʘ/ʚʳʚʦʜʘ 

% Configuration save failed ʅʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ: 
ʥʝʠʟʚʝʩʪʥʘʷ ʦʰʠʙʢʘ 

 

 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ: ʧʨʠ ʟʘʧʫʱʝʥʥʦʡ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʢʦʥʩʦʣʠ ï cs _console , ʧʝʨʝʜ 

ʦʩʪʘʥʦʚʢʦʡ ʩʝʨʚʠʩʘ vpngate  ʥʝʦʙʭʦʜʠʤʦ ʚʳʡʪʠ ʠʟ ʢʦʥʩʦʣʠ, ʠʥʘʯʝ ʢʦʥʩʦʣʴ ʦʢʘʞʝʪʩʷ 

ʥʝʨʘʙʦʪʦʩʧʦʩʦʙʥʦʡ ʧʨʠ ʚʳʢʣʶʯʝʥʥʦʤ ʩʝʨʚʠʩʝ. 

 

 

file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate-V/Готовые/CSP_VPN_Appendix.pdf
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ʃʧʥʙʦʝʴ ʛʮʧʝʙ ʛ ʩʞʟʡʥʴ ʦʙʪʫʩʧʞʣ 

ʉʫʱʝʩʪʚʫʝʪ ʪʨʠ ʨʝʞʠʤʘ ʥʘʩʪʨʦʝʢ, ʚ ʢʦʪʦʨʳʭ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʪʦʣʴʢʦ ʦʧʨʝʜʝʣʝʥʥʳʝ 
ʢʦʤʘʥʜʳ: 

¶ ʉʪʘʥʜʘʨʪʥʳʡ ʨʝʞʠʤ (EXEC) ï ʚʳʧʦʣʥʷʶʪʩʷ ʚ ʦʩʥʦʚʥʦʤ ʢʦʤʘʥʜʳ, ʧʦʟʚʦʣʷʶʱʠʝ 
ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʤʦʜʝʣʠ ʘʧʧʘʨʘʪʥʦʡ ʧʣʘʪʬʦʨʤʳ, ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 
ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʚʝʨʩʠʠ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʧʨʦʜʫʢʪʘ, ʘ ʪʘʢʞʝ ʫʨʦʚʥʝ ʧʨʠʚʠʣʝʛʠʡ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. 

¶ ʇʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ (privileged EXEC) ï ʨʘʩʰʠʨʝʥ ʩʧʠʩʦʢ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 
ʢʦʤʘʥʜ, ʜʦʩʪʫʧʥʳ ʢʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ ʪʝʨʤʠʥʘʣʘ, ʩʠʩʪʝʤʥʳʝ ʢʦʤʘʥʜʳ, ʢʦʤʘʥʜʳ 
ʫʧʨʘʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʷʤʠ ʠ ʨʘʩʧʠʩʘʥʠʝʤ, ʢʦʤʘʥʜʳ ʨʘʙʦʪʳ ʩ ʢʦʥʬʠʛʫʨʘʮʠʝʡ. 

¶ ɻʣʦʙʘʣʴʥʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ ï ʚʳʧʦʣʥʷʶʪʩʷ ʢʦʤʘʥʜʳ, ʟʘʜʘʁɦʠʝ ʧʦʣʠʪʠʢʫ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. 

 

configure terminal 

ɼʣ ̫ʚʭʦʜʘ ʚ ʛʣʦʙʘʣʴʥʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ ʩʠʩʪʝʤʳ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ configure  

terminal  ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤ ʨʝʞʠʤʝ. 

 

ʉʠʥʪʘʢʩʠʩ configure  terminal  

ʕʪʘ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠʣʠ ʢʣʶʯʝʡ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʚʭʦʜʘ ʚ ʛʣʦʙʘʣʴʥʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʉʣʝʜʫʝʪ 
ʧʦʤʥʠʪʴ, ʯʪʦ ʢʦʤʘʥʜʳ ʚ ʵʪʦʤ ʨʝʞʠʤʝ ʙʫʜʫʪ ʟʘʧʠʩʘʥʳ ʚ ʬʘʡʣ ʜʝʡʩʪʚʫʶʱʝʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʩʨʘʟʫ ʧʦʩʣʝ ʚʚʦʜʘ (ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʣʶʯʝʡ Enter ʠʣʠ Carriage Return). 

ʇʦʩʣʝ ʚʚʦʜʘ ʢʦʤʘʥʜʳ configure  ʩʠʩʪʝʤʥʘʷ ʩʪʨʦʢʘ ʠʟʤʝʥʠʪʩʷ ʩ <Router - name># ʥʘ 

<Router - name>( config )# , ʯʪʦ ʧʦʢʘʟʳʚʘʝʪ ʧʝʨʝʭʦʜ ʚ ʛʣʦʙʘʣʴʥʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. 

ɼʣʷ ʚʳʭʦʜʘ ʠʟ ʛʣʦʙʘʣʴʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʠ ʚʦʟʚʨʘʪʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ 

EXEC ʨʝʞʠʤ ʩʣʝʜʫʝʪ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ end  ʠʣʠ exit . 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʚʠʜʝʪʴ ʩʜʝʣʘʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show 

running - config  ʚ EXEC ʨʝʞʠʤʝ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʧʝʨʝʭʦʜʘ ʚ ʛʣʦʙʘʣʴʥʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ: 

Router#configure terminal  

Enter configuration commands, one per line.  

Router ( config )#  
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enable 

ɼʣʷ ʚʭʦʜʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ EXEC ʠʣʠ ʜʣʷ ʥʝʢʦʪʦʨʳʭ ʜʨʫʛʠʭ ʥʘʩʪʨʦʝʢ ʫʨʦʚʥʷ 

ʟʘʱʠʪʳ ʩʠʩʪʝʤʥʳʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ enable . 

 

ʉʠʥʪʘʢʩʠʩ enable   

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɺʭʦʜ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ EXEC ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʝ 
ʢʦʤʘʥʜʳ. ʇʦʩʢʦʣʴʢʫ ʤʥʦʛʠʝ ʠʟ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʭ ʢʦʤʘʥʜ ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʦʧʝʨʘʮʠʦʥʥʳʝ 
ʧʘʨʘʤʝʪʨʳ, ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ 
ʥʝʧʨʘʚʦʤʦʯʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ. ɽʩʣʠ ʩʠʩʪʝʤʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʫʩʪʘʥʦʚʠʣ ʧʘʨʦʣʴ ʢʦʤʘʥʜʦʡ 

ʛʣʦʙʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ enable  password  ʠʣʠ enable  secret , ʵʪʦʪ ʧʘʨʦʣʴ ʙʫʜʝʪ ʫ ɺʘʩ 

ʟʘʧʨʦʰʝʥ ʜʦ ʪʦʛʦ, ʢʘʢ ɺʘʤ ʙʫʜʝʪ ʨʘʟʨʝʰʝʥ ʜʦʧʫʩʢ ʢ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʨʝʞʠʤʫ EXEC. 
ʇʘʨʦʣʴ ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. 

ɽʩʣʠ ʜʣʷ ʚʭʦʜʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ EXEC ʧʘʨʦʣʴ ʥʝ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ, ʪʦ ʚ ʢʦʥʩʦʣʴ 
ʤʦʞʥʦ ʙʫʜʝʪ ʟʘʡʪʠ ʪʦʣʴʢʦ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʚʝʜʝʥʥʦʤ ʥʠʞʝ ʧʨʠʤʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʭʦʜʠʪ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ, ʚʚʦʜʷ 

ʢʦʤʘʥʜʫ enable  ʠ ʧʨʝʜʲʷʚʣʷʷ ʧʘʨʦʣʴ. ʇʨʠ ʚʚʦʜʝ ʧʘʨʦʣʴ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ. ʇʦʩʣʝ ʵʪʦʛʦ 

ʢʦʤʘʥʜʦʡ disable ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʳʭʦʜʠʪ ʠʟ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ ʚ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ 
ʨʝʞʠʤ: 

Router> enable  

Password: <letmein>  

Router# disable  

Router > 
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ʃʧʥʙʦʝʴ ʛʴʮʧʝʙ ʡʠ ʩʞʟʡʥʧʛ ʦʙʪʫʩʧʞʣ 

end 

ɼʣʷ ʟʘʚʝʨʰʝʥʠʷ ʩʝʩʩʠʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʠ ʚʦʟʚʨʘʪʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ 

EXEC ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ end  ʚ ʛʣʦʙʘʣʴʥʦʤ ʨʝʞʠʤʝ. 

 

ʉʠʥʪʘʢʩʠʩ end  

ʕʪʘ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠʣʠ ʢʣʶʯʝʡ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ end  ʧʦʟʚʦʣʷʝʪ ʚʝʨʥʫʪʴʩʷ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ EXEC ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚ 

ʢʘʢʦʤ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʚʳ ʥʘʭʦʜʠʪʝʩʴ. 

ʇʨʠ ʚʳʭʦʜʝ ʠʟ ʛʣʦʙʘʣʴʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʠʩʭʦʜʠʪ 
ʧʦʧʳʪʢʘ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʠ ʚʩʝ ʩʜʝʣʘʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʚʩʪʫʧʘʶʪ ʚ ʩʠʣʫ. ʇʨʠ 
ʵʪʦʤ ʧʨʦʠʩʭʦʜʠʪ ʫʜʘʣʝʥʠʝ ʚʩʝʭ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʨʘʥʝʝ ʩʦʝʜʠʥʝʥʠʡ (IPsec ʠ ISAKMP SA). 

ʕʪʘ ʢʦʤʘʥʜʘ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʨʘʟʣʠʯʥʳʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʨʝʞʠʤʘʭ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ, ʢʦʛʜʘ ʚʳ ʟʘʢʦʥʯʠʣʠ ʦʧʝʨʘʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʠ ʞʝʣʘʝʪʝ ʚʦʟʚʨʘʪʠʪʴʩʷ 
ʚ ʨʝʞʠʤ EXEC ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʰʘʛʦʚ ʧʦ ʚʝʨʠʬʠʢʘʮʠʠ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʊʦʣʴʢʦ ʧʦʩʣʝ ʚʳʭʦʜʘ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʠʩʭʦʜʠʪ 
ʧʦʧʳʪʢʘ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʠ ʚʩʪʫʧʘʶʪ ʚ ʜʝʡʩʪʚʠʝ ʠʟʤʝʥʝʥʠʷ, 
ʧʨʦʠʟʚʝʜʝʥʥʳʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

ʇʨʠʤʝʨ  

ɺ ʧʨʠʚʝʜʝʥʥʦʤ ʧʨʠʤʝʨʝ ʢʦʤʘʥʜʘ end  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʭʦʜʘ ʠʟ ʨʝʞʠʤʘ ʥʘʩʪʨʦʡʢʠ Router. 

Router# configure terminal  

Router(c onfig)# interface fastethernet 0/1  

Router(config - if)# exit  

Router(config)# end  

Router # 
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exit (EXEC) 

ɼʣʷ ʟʘʚʝʨʰʝʥʠʷ ʩʝʩʩʠʠ ʨʘʙʦʪʳ ʩ ʇʨʦʜʫʢʪʦʤ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ exit  ʚ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤ 

ʨʝʞʠʤʝ EXEC . 

 

ʉʠʥʪʘʢʩʠʩ exit  

ʕʪʘ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠʣʠ ʢʣʶʯʝʡ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ exit  ʚ EXEC ʨʝʞʠʤʝ ʜʣʷ ʟʘʢʨʳʪʠʷ ʩʝʩʩʠʠ ʨʘʙʦʪʳ ʩ ʇʨʦʜʫʢʪʦʤ. 

 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʚʝʜʝʥʥʦʤ ʧʨʠʤʝʨʝ ʢʦʤʘʥʜʘ exit  ( global )  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʭʦʜʘ ʠʟ ʛʣʦʙʘʣʴʥʦʛʦ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ EXEC, ʟʘʪʝʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ 

disable  ʜʣʷ ʧʝʨʝʭʦʜʘ ʚ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʨʝʞʠʤ EXEC ʠ ʚ ʢʦʥʮʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ 

exit  ( EXEC)  ʜʣʷ ʚʳʭʦʜʘ ʠʟ ʘʢʪʠʚʥʦʡ ʩʝʩʩʠʠ. 

 

Router(config)# exit  

Router# disable  

Router> exit  
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exit (global) 

ɼʣʷ ʚʳʭʦʜʘ ʠʟ ʣʶʙʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʩ ʧʝʨʝʭʦʜʦʤ ʚ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʨʝʞʠʤ 

ʠʝʨʘʨʭʠʠ ʠʥʪʝʨʬʝʡʩʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ exit  ʚ ʣʶʙʦʡ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʡ ʤʦʜʝ. 

 

ʉʠʥʪʘʢʩʠʩ exit  

ʕʪʘ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠʣʠ ʢʣʶʯʝʡ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ɺʩʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʨʝʞʠʤʳ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ exit  ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʧʝʨʝʭʦʜʘ ʠʟ ʪʝʢʫʱʝʛʦ 

ʢʦʤʘʥʜʥʦʛʦ ʨʝʞʠʤʘ ʚ ʨʝʞʠʤ ʙʦʣʝʝ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ʠʝʨʘʨʭʠʠ. 

ʅʘʧʨʠʤʝʨ, ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʤʘʥʜʳ exit  ʠʟ ʛʣʦʙʘʣʴʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʙʫʜʝʪ 

ʧʨʦʠʟʚʝʜʝʥ ʧʝʨʝʭʦʜ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ EXEC. ɸʥʘʣʦʛʠʯʥʦ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʝʨʝʭʦʜ ʠʟ 

ʨʝʞʠʤʦʚ ʟʘʜʘʥʥʳʭ ʢʦʤʘʥʜʘʤʠ interface , ip  access - list  extended , crypto  map ʚ 

ʛʣʦʙʘʣʴʥʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ.  

ʇʨʠ ʚʳʭʦʜʝ ʠʟ ʛʣʦʙʘʣʴʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʚʩʝ ʩʜʝʣʘʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʚʩʪʫʧʘʶʪ ʚ 
ʩʠʣʫ. ʇʨʠ ʵʪʦʤ ʧʨʦʠʩʭʦʜʠʪ ʫʜʘʣʝʥʠʝ ʚʩʝʭ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʨʘʥʝʝ ʩʦʝʜʠʥʝʥʠʡ (IPsec ʠ ISAKMP 
SA). 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʊʦʣʴʢʦ ʧʦʩʣʝ ʚʳʭʦʜʘ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʚʩʪʫʧʘʶʪ ʚ ʜʝʡʩʪʚʠʝ ʠʟʤʝʥʝʥʠʷ, 
ʧʨʦʠʟʚʝʜʝʥʥʳʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ.  

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʧʝʨʝʭʦʜ ʠʟ ʨʝʞʠʤʘ ʥʘʩʪʨʦʡʢʠ interface  ʚ 

ʛʣʦʙʘʣʴʥʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ: 

Router(config - if)# exit  

Router(c onfig)#  
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disable 

ʂʦʤʘʥʜʘ disable  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʭʦʜʘ ʠʟ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ EXEC ʠ ʧʝʨʝʭʦʜʘ 

ʚ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʨʝʞʠʤ EXEC. 

 

ʉʠʥʪʘʢʩʠʩ disable  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɺʳʭʦʜ ʚ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ EXEC ʨʝʞʠʤ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ disable  ʤʦʞʥʦ ʦʩʫʱʝʩʪʚʠʪʴ ʧʝʨʝʭʦʜ ʚ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʨʝʞʠʤ EXEC. 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʚʳʭʦʜ ʠʟ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ ʚ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ EXEC ʨʝʞʠʤ: 

Router> enable  

Password: <letme in>  

Router# disable  

Router > 
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ʃʧʥʙʦʝʴ ʛʴʛʧʝʙ ʡʦʭʧʩʥʙʯʡʡ (ʡʦʭʧʩʥʙʯʡʧʦʦʴʞ 
ʣʧʥʙʦʝʴ) 

show version 

ʂʦʤʘʥʜʘ show version  ʨʝʘʣʠʟʦʚʘʥʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʩ Cisco VMS. ɽʝ ʚʳʚʦʜ 

ʵʤʫʣʠʨʫʝʪ ʩʦʦʙʱʝʥʠʷ Cisco IOS ʦ ʤʦʜʝʣʠ ʘʧʧʘʨʘʪʥʦʡ ʧʣʘʪʬʦʨʤʳ ʠ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 
ʦʙʝʩʧʝʯʝʥʠʷ. 

 

ʉʠʥʪʘʢʩʠʩ show version  [| include  {line_to_include}]  

include  ʤʦʜʠʬʠʢʘʪʦʨ ʬʠʣʴʪʨʘʮʠʠ ʚʳʚʦʜʘ 

line _to _include  ʚʳʚʦʜʠʤʘʷ ʩʪʨʦʢʘ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴ ʵʪʦʪ ʘʨʛʫʤʝʥʪ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  EXEC, privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʘʧʧʘʨʘʪʥʦʡ ʠ 
ʧʨʦʛʨʘʤʤʥʦʡ ʧʣʘʪʬʦʨʤ. 

ɼʣʷ ʚʳʚʦʜʘ ʩʪʨʦʢ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʫʢʘʟʘʥʥʳʡ ʘʨʛʫʤʝʥʪ line _to _include , ʠʩʧʦʣʴʟʫʡʪʝ 

ʢʦʤʘʥʜʫ ʚ ʩʣʝʜʫʶʱʝʤ ʚʠʜʝ: 

show version |  include {line_to_include}  

ʛʜʝ |  -  ʦʙʷʟʘʪʝʣʴʥʳʡ ʩʠʤʚʦʣ, ʘ ʥʝ ʟʥʘʢ çʠʣʠè. ʇʦʩʣʝ ʩʠʤʚʦʣʘ |  ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʝʥ 

ʩʣʝʜʦʚʘʪʴ ʧʨʦʙʝʣ, ʠʥʘʯʝ ʢʦʤʘʥʜʘ ʙʫʜʝʪ ʦʰʠʙʦʯʥʦʡ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʇʝʨʚʘʷ ʩʪʨʦʢʘ ʚʳʚʦʜʘ ʦʪʩʫʪʩʪʚʫʝʪ ʫ Cisco. ɼʚʝ ʧʦʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ 

ʚʳʚʦʜʝ ʢʦʤʘʥʜʳ show run  ʚ Cisco IOS, ʥʦ ʚʳʚʦʜʷʪʩʷ ʠ ʜʨʫʛʠʝ ʩʪʨʦʢʠ. 

¶ ɺ ʢʦʤʘʥʜʝ show version  ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʦʜʠʬʠʢʘʪʦʨʳ, ʢʨʦʤʝ ʬʠʣʴʪʨʘʮʠʠ ʚʳʚʦʜʘ 

include , ʥʝ ʜʦʧʫʩʢʘʶʪʩʷ, ʚ ʦʪʣʠʯʠʝ ʦʪ Cisco IOS. 

¶ ʇʨʦʚʝʨʷʝʪʩʷ ʧʨʷʤʦʝ ʚʭʦʞʜʝʥʠʝ line_to_include  ʚ ʚʳʚʦʜʠʤʦʡ ʩʪʨʦʢʝ. ɺ Cisco IOS 

ʧʨʦʚʝʨʷʝʪʩʷ regular expression. 

 

ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʘʧʧʘʨʘʪʥʦʡ ʠ ʧʨʦʛʨʘʤʤʥʦʡ ʧʣʘʪʬʦʨʤ ʠʟ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ do show vers ion . 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʚʳʚʦʜʠʪʩʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʢʦʤʘʥʜʳ show version  ʧʨʠ ʥʘʣʠʯʠʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʡ ʣʠʮʝʥʟʠʠ ʥʘ ʧʨʦʜʫʢʪ: 

Router#show version  

 

Bel VPN  GATE1000 build 4. 1. xxxx . Emulates:  

Cisco IOS Software, 2800 Software (C2800NM - ADVIPSERVICESK9- M), Version 

12.4(13a), RELEASE SOFTWARE (fc1)  
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Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.  

 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʡ ʣʠʮʝʥʟʠʠ ʚʳʚʦʜ ʢʦʤʘʥʜʳ show version  ʩʣʝʜʫʶʱʠʡ: 

Bel VPN  GATE build 4. 1.xxxx ( no valid license). Emulates:  

Cisco IOS Software, 2800 Software (C2800NM - ADVIPSERVICESK9- M), Version 

12.4(13a), RELEASE SOFTWARE (fc1)  

Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.  
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show privilege 

ʂʦʤʘʥʜʘ show privilege  ʦʪʦʙʨʘʞʘʝʪ ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 

ʉʠʥʪʘʢʩʠʩ show privilege  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ EXEC, privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ show privilege  ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ.  

ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ show privilege  ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʪʨʦʢʘ: 

Current  privilege  level  is  <n>,  

ʛʜʝ <n> ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. 

 

ʇʨʠʤʝʯʘʥʠʝ: ʇʨʠ ʚʭʦʜʝ ʚ cs_console ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʠʩʫʪʩʪʚʫʶʱʝʛʦ ʚ Cisco-like 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʠʤʝʶʱʝʛʦ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʦʪʣʠʯʥʳʡ ʦʪ ʤʘʢʩʠʤʘʣʴʥʦʛʦ (15), ʚ ʢʘʯʝʩʪʚʝ 
ʪʝʢʫʱʝʛʦ ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ ʚʳʩʪʘʚʣʷʝʪʩʷ ʟʥʘʯʝʥʠʝ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʣʷ ʵʪʦʛʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷ. ʕʪʦʪ ʫʨʦʚʝʥʴ ʙʫʜʝʪ ʩʦʭʨʘʥʷʪʴʩʷ, ʧʦʢʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʙʫʜʝʪ ʥʘʭʦʜʠʪʴʩʷ ʚ EXEC-
ʨʝʞʠʤʝ ʢʦʥʩʦʣʠ. 

ɺ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤ ʨʝʞʠʤʝ ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʚʩʝʛʜʘ 15. ʇʨʠ ʚʳʭʦʜʝ ʠʟ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ ʚ EXEC ʨʝʞʠʤ ʧʦ ʢʦʤʘʥʜʝ disable , ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ 

ʧʨʠʚʠʣʝʛʠʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʚ ʟʥʘʯʝʥʠʝ 1. 

 

 

ʂʦʤʘʥʜʘ do show privilege  ʧʦʟʚʦʣʷʝʪ ʫʚʠʜʝʪʴ ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʠʟ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ. 
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show version bel 

ɼʣʷ ʚʳʚʦʜʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ Bel VPN Gate, ʪʠʧʝ ʠ ʥʦʤʝʨʝ 

ʩʙʦʨʢʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show version  bel . 

 

ʉʠʥʪʘʢʩʠʩ show version  bel  

ʕʪʘ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠʣʠ ʢʣʶʯʝʡ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  EXEC, privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʇʨʦʜʫʢʪʝ Bel VPN Gate. 
ɸʥʘʣʦʛʠʯʥʦʡ ʢʦʤʘʥʜʳ ʚ Cisco IOS ʥʝ ʩʫʱʝʩʪʚʫʝʪ. 

ɽʩʣʠ ʚ ʧʨʦʜʫʢʪʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʧʨʘʚʠʣʴʥʘʷ ʣʠʮʝʥʟʠʷ, ʪʦ ʧʦ ʢʦʤʘʥʜʝ ʚʳʜʘʝʪʩʷ ʩʣʝʜʫʶʱʘʷ 
ʠʥʬʦʨʤʘʮʠʷ: 

BelVPN <product ðtype> build 4.1.xxxx , 

 

ʛʜʝ <product ðtype > ï ʪʠʧ ʧʨʦʜʫʢʪʘ ʠʟ ʣʠʮʝʥʟʠʠ (GATE100, ,,,). 

ɽʩʣʠ ʚ ʧʨʦʜʫʢʪʝ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʣʠʮʝʥʟʠʷ, ʪʦ ʧʦ ʢʦʤʘʥʜʝ ʚʳʜʘʝʪʩʷ ʩʣʝʜʫʶʱʠʡ ʪʝʢʩʪ: 

Bel VPN GATE  build 4. 1.xxxx (no valid license) . 

ɼʣʷ ʢʦʤʘʥʜʳ show version  bel  ʦʪʩʫʪʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʬʠʣʴʪʨʘʮʠʠ ʚʳʚʦʜʘ 

(ʤʦʜʠʬʠʢʘʪʦʨ include). 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʂʦʤʘʥʜʘ show version  bel  ʦʪʩʫʪʩʪʚʫʝʪ ʫ Cisco. 

 

ɼʣʷ ʚʳʚʦʜʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ Bel VPN Gate, ʪʠʧʝ ʠ ʥʦʤʝʨʝ 
ʩʙʦʨʢʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ do show version  bel . 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʚʳʚʦʜʠʪʩʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʢʦʤʘʥʜʳ sh ow version  bel : 

Router> show version bel  

Bel VPN Gate  1000 build 4. 1.7539  
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show load-message 

ɼʣʷ ʚʳʚʦʜʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʙʦʪʝ ʢʦʥʚʝʨʪʦʨʘ ʠʣʠ ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʦʙʱʝʥʠʡ ʧʨʠ ʟʘʛʨʫʟʢʝ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show load - message .  

 

ʉʠʥʪʘʢʩʠʩ show load - message  

ʕʪʘ ʢʦʤʘʥʜʘ ʥʝ ʠʤʝʝʪ ʘʨʛʫʤʝʥʪʦʚ ʠʣʠ ʢʣʶʯʝʡ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʥʬʦʨʤʘʮʠʷ, ʚʳʜʘʚʘʝʤʘʷ ʧʦ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ, ʤʝʥʷʝʪʩʷ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ʇʨʠ ʟʘʛʨʫʟʢʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʟ ʙʘʟʳ ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʧʨʠ ʩʪʘʨʪʝ cs_console. 

¶ ʇʨʠ ʟʘʛʨʫʟʢʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʟ ʬʘʡʣʘ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ configure  replace  

ɺ ʫʢʘʟʘʥʥʳʭ ʜʚʫʭ ʩʣʫʯʘʷʭ ʢʦʤʘʥʜʘ ʜʫʙʣʠʨʫʝʪ ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ ʫʞʝ ʚʳʚʦʜʠʣʠʩʴ ʥʘ 
ʢʦʥʩʦʣʴ ʧʨʠ ʟʘʛʨʫʟʢʝ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʦ ʧʨʠ ʙʦʣʴʰʦʤ ʦʙʲʝʤʝ ʚʳʚʦʜʠʤʦʡ 
ʠʥʬʦʨʤʘʮʠʠ). 

¶ ʇʨʠ ʚʳʭʦʜʝ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʧʨʠ ʵʪʦʤ ʙʳʣ ʚʳʟʚʘʥ 
ʢʦʥʚʝʨʪʦʨ VPN ʧʦʣʠʪʠʢʠ. 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʥʘʩʪʨʦʡʢʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʙʳʣʘ ʥʝʫʩʧʝʰʥʦʡ (ʟʘʚʝʨʰʠʣʦʩʴ ʩ ʦʰʠʙʢʦʡ), 

ʢʦʤʘʥʜʘ show load - message  ʚʳʜʘʩʪ ʜʝʪʘʣʠʟʠʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ɽʩʣʠ ʥʘʩʪʨʦʡʢʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʟʘʚʝʨʰʠʣʦʩʴ ʫʩʧʝʰʥʦ, ʥʦ ʩ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷʤʠ ï ʢʦʤʘʥʜʘ 
ʧʦʢʘʞʝʪ ʚʩʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʚʳʜʘʥʳ ʢʦʥʚʝʨʪʦʨʦʤ. 

ɽʩʣʠ ʥʘʩʪʨʦʡʢʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʟʘʚʝʨʰʠʣʦʩʴ ʙʝʟ ʦʰʠʙʦʢ ʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ï ʢʦʤʘʥʜʘ ʥʝ 
ʚʳʜʘʩʪ ʥʠʯʝʛʦ. 

ɺʩʝ ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʞʝʪ ʚʳʜʘʪʴ ʢʦʤʘʥʜʘ, ʪʘʢʞʝ ʚʳʜʘʶʪʩʷ ʢʦʥʚʝʨʪʦʨʦʤ ʚ ʣʦʛ ʚʦ 
ʚʨʝʤʷ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʂʦʤʘʥʜʘ show load - message  ʦʪʩʫʪʩʪʚʫʝʪ ʫ Cisco. 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʚʳʚʦʜʠʪʩʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʢʦʤʘʥʜʳ show load - message :  

Router#show load - message  

Crypto map(s) "cmap 10" contain transform sets with different 

encapsulation modes.  

Tunnel mode is used.  
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show running-config 

ʂʦʤʘʥʜʘ show running - config  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʟʘʛʨʫʞʝʥʥʦʡ 

ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

ʉʠʥʪʘʢʩʠʩ show running - config  [ |  include  {line_to_include}]  

|  include {line_to_include}   ʤʦʜʠʬʠʢʘʪʦʨ ʬʠʣʴʪʨʘʮʠʠ ʚʳʚʦʜʘ. 

ɸʣʴʪʝʨʥʘʪʠʚʥʳʡ ʩʠʥʪʘʢʩʠʩ write terminal  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ privileged EXEC  

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʧʦʣʥʦʛʦ ʪʝʢʩʪʘ ʟʘʛʨʫʞʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show 

running - config .  

ɼʣʷ ʚʳʚʦʜʘ ʩʪʨʦʢ ʪʝʢʩʪʘ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʫʢʘʟʘʥʥʳʡ ʘʨʛʫʤʝʥʪ 

line _to _include , ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʚ ʩʣʝʜʫʶʱʝʤ ʚʠʜʝ: 

show running - config |  include {line_to_include}  

ʛʜʝ | -  ʦʙʷʟʘʪʝʣʴʥʳʡ ʩʠʤʚʦʣ, ʘ ʥʝ ʟʥʘʢ çʠʣʠè. ʇʦʩʣʝ ʩʠʤʚʦʣʘ | ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʝʥ 

ʩʣʝʜʦʚʘʪʴ ʧʨʦʙʝʣ, ʠʥʘʯʝ ʢʦʤʘʥʜʘ ʙʫʜʝʪ ʦʰʠʙʦʯʥʦʡ. 

ɺ ʢʦʤʘʥʜʝ write  terminal  ʤʦʜʠʬʠʢʘʪʦʨ ʬʠʣʴʪʨʘʮʠʠ ʚʳʚʦʜʘ ʟʘʜʘʚʘʪʴ ʥʝʣʴʟʷ. 

 

ʇʨʠ ʚʳʚʦʜʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʘʭ (ʢʦʤʘʥʜʘ ñinterfaceò) ʚʦʟʤʦʞʝʥ ʚʳʚʦʜ 
ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʪʨʦʢʠ ʚ ʬʦʨʤʘʪʝ ʢʦʤʤʝʥʪʘʨʠʷ, ʩʠʛʥʘʣʠʟʠʨʫʶʱʝʡ ʦʙ 
ʦʜʥʦʡ ʠʟ ʥʝʩʪʘʥʜʘʨʪʥʳʭ ʩʠʪʫʘʮʠʡ: 

¶ ɼʘʥʥʳʡ ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʥʠ ʦʜʥʦʤʫ ʬʠʟʠʯʝʩʢʦʤʫ: 

interface <interface_name> 

! Warning: no physical interface found (pattern "<pattern>") 

ʟʜʝʩʴ ʠ ʜʘʣʝʝ:  

<interface_name> ï ʘʣʠʘʩ ʠʥʪʝʨʬʝʡʩʘ;  

<pattern> ï ʰʘʙʣʦʥ ʜʣʷ ʠʤʝʥʠ ʠʥʪʝʨʬʝʡʩʘ ʚ ʩʠʩʪʝʤʝ.  

¶ ɺʩʝ ʬʠʟʠʯʝʩʢʠʝ ʠʥʪʝʨʬʝʡʩʳ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʘʥʥʦʤʫ ʠʥʪʝʨʬʝʡʩʫ, ʥʝ ʢʦʥʪʨʦʣʠʨʫʶʪʩʷ 
IPsec ʜʨʘʡʚʝʨʦʤ: 

interface <interface_name> 

! Warning: the IPsec driver is not present on the interface (pattern "<pattern>") 

ʉʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʧʨʠ ʥʘʣʠʯʠʠ ʪʘʢʦʛʦ ʩʦʦʙʱʝʥʠʷ ʥʘ ʫʢʘʟʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʥʝ ʙʫʜʝʪ 
ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʦʙʨʘʙʦʪʢʘ ʪʨʘʬʠʢʘ (IPsec, Firewall, QoS). 

ɽʩʣʠ <pattern> ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʜʚʫʤ ʠ ʙʦʣʝʝ ʬʠʟʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʘʤ, ʠ ʭʦʪʷ ʙʳ ʦʜʠʥ ʠʟ 
ʥʠʭ ʢʦʥʪʨʦʣʠʨʫʝʪʩʷ IPsec ʜʨʘʡʚʝʨʦʤ, ʜʘʥʥʦʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʥʝ ʚʳʜʘʝʪʩʷ. 

ɺ ʆʉ Linux ʜʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʥʝ ʜʦʣʞʥʦ ʚʦʟʥʠʢʘʪʴ ï ʝʛʦ ʧʦʷʚʣʝʥʠʝ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦʙ 
ʦʰʠʙʦʯʥʦʡ ʩʠʪʫʘʮʠʠ. 

¶ ʆʰʠʙʢʘ ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ IPsec ʜʨʘʡʚʝʨʫ: 

interface <interface_name> 

! ERROR: Can't connect to the IPsec driver 
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ʇʦʷʚʣʝʥʠʝ ʵʪʦʛʦ ʩʦʦʙʱʝʥʠʡ ʦʙ ʦʰʠʙʢʝ ʚ ʚʳʚʦʜʝ show running - config , 

ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ ʥʝʰʪʘʪʥʦʡ ʨʘʙʦʪʝ ʧʨʦʜʫʢʪʘ. 

ʇʨʠʤʝʯʘʥʠʝ: ʫʢʘʟʘʥʥʳʝ ʚ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʩʦʦʙʱʝʥʠʷ ʩʧʝʮʠʬʠʯʥʳ ʜʣʷ cs_console ʠ ʥʝ 
ʠʤʝʶʪ ʘʥʘʣʦʛʦʚ ʚ Cisco IOS. 

 

ʇʦ ʢʦʤʘʥʜʝ show running-config ʧʦʢʘʟʳʚʘʶʪʩʷ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ, 
ʘʢʪʫʘʣʴʥʳʝ ʚ ʜʘʥʥʳʡ ʢʦʥʢʨʝʪʥʳʡ ʤʦʤʝʥʪ ʜʣʷ ʩʝʨʚʠʩʘ vpnsvc. ʇʨʠ ʵʪʦʤ ʚʦʟʤʦʞʥʘ 
ʨʘʩʩʠʥʭʨʦʥʠʟʘʮʠʷ ʚ ʩʣʝʜʫʶʱʝʡ ʩʠʪʫʘʮʠʠ: 

¶ ʇʘʨʘʣʣʝʣʴʥʦ, ʩ ʫʞʝ ʟʘʧʫʱʝʥʥʦʡ cs_console, ʙʳʣʘ ʚʳʟʚʘʥʘ ʫʪʠʣʠʪʘ log_mgr ʜʣʷ 
ʠʟʤʝʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ 

¶ ʜʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʙʫʜʫʪ ʚʳʩʪʘʚʣʝʥʳ ʜʣʷ ʩʝʨʚʠʩʘ vpnsvc, ʥʦ ʥʝ ʜʣʷ cs_console 

¶ ʦʜʥʘʢʦ ʧʦ ʢʦʤʘʥʜʝ show running-config ʙʫʜʫʪ ʧʦʢʘʟʘʥʳ ʠʤʝʥʥʦ ʥʦʚʳʝ ʥʘʩʪʨʦʡʢʠ 
(ʚʳʩʪʘʚʣʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ log_mgr). 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʧʦʜʦʙʥʳʭ ʩʠʪʫʘʮʠʡ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʥʝ ʟʘʧʫʩʢʘʪʴ ʧʘʨʘʣʣʝʣʴʥʦ 
cs_console ʠ ʫʪʠʣʠʪʫ log_mgr ʩ ʢʦʤʘʥʜʘʤʠ set ʠ set-syslog.    

ʇʨʠ ʚʳʚʦʜʝ ʢʦʤʘʥʜ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʧʦ ʢʦʤʘʥʜʝ show running-config 
ʚʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ ʦ ʩʝʨʴʝʟʥʳʭ ʧʨʦʙʣʝʤʘʭ ʩ 
cs_console (ʥʘʧʨʠʤʝʨ, ʧʨʦʧʘʜʘʥʠʝ ʩʚʷʟʠ ʩ ʩʝʨʚʠʩʦʤ vpnsvc): 

¶ ɺʤʝʩʪʦ ʢʦʤʘʥʜʳ logging trap 

! Error: Can't get the logging level value ï ʥʝ ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ ʫʨʦʚʝʥʴ ʣʦʛʘ. 

! Error: Unknown logging level value: <n> ï ʧʦʣʫʯʝʥʦ ʥʝʢʦʨʨʝʢʪʥʦʝ ʟʥʘʯʝʥʠʝ ʫʨʦʚʥʷ ʣʦʛʘ 

¶ ɺʤʝʩʪʦ ʢʦʤʘʥʜ logging on / logging facility / logging host 

! Error: Can't get the syslog parameters ï ʥʝ ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ ʧʘʨʘʤʝʪʨʳ syslog 

¶ ɺʤʝʩʪʦ ʢʦʤʘʥʜʳ logging facility 

! Error: Unknown logging facility value: <m> ï ʇʦʣʫʯʝʥʦ ʥʝʢʦʨʨʝʢʪʥʦʝ ʟʥʘʯʝʥʠʝ facility  

ʇʨʠ ʧʦʣʫʯʝʥʠʠ ʵʪʠʭ ʩʦʦʙʱʝʥʠʡ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʝʨʚʘʪʴ ʨʘʙʦʪʫ ʩ cs_console ʠ ʟʘʧʫʩʪʠʪʴ ʝʝ 
ʟʘʥʦʚʦ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɺ ʢʦʤʘʥʜʝ show running - config  ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʦʜʠʬʠʢʘʪʦʨʳ, ʢʨʦʤʝ ʬʠʣʴʪʨʘʮʠʠ 

ʚʳʚʦʜʘ include, ʥʝ ʜʦʧʫʩʢʘʶʪʩʷ, ʚ ʦʪʣʠʯʠʝ ʦʪ Cisco IOS. 

¶ ʇʨʦʚʝʨʷʝʪʩʷ ʧʨʷʤʦʝ ʚʭʦʞʜʝʥʠʝ line_to_include  ʚ ʚʳʚʦʜʠʤʦʡ ʩʪʨʦʢʝ. ɺ Cisco IOS 

ʧʨʦʚʝʨʷʝʪʩʷ regular expression. 

 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʪʝʢʩʪʘ ʟʘʛʨʫʞʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ 
ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ do show running - config .  

ʇʨʠʤʝʨ 

Router# show running - config  

Building configuration...  

interface FastEthernet0/0  

 ip address 10.0.21.100 255.255.0.0  

 crypto map fat  

interface FastEthernet0/1  

 ip  address 192.168.15.10 255.255.255.0  

end  
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show terminal 

ʂʦʤʘʥʜʘ show terminal  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʥʘʩʪʨʦʝʢ ʪʝʨʤʠʥʘʣʘ. 

 

ʉʠʥʪʘʢʩʠʩ show terminal  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ privileged EXEC 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʤʘʥʜʳ show terminal  ʚʳʚʦʜʠʪʩʷ ʪʦʣʴʢʦ ʦʜʥʘ ʩʪʨʦʢʘ: 

Length: <length> lines, Width: <width> columns  

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚ Cisco IOS ʚʳʜʘʝʪ ʙʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ. 

 

 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     34 

show ip route 

ʂʦʤʘʥʜʘ show ip  route  ʚʳʚʦʜʠʪ ʩʦʜʝʨʞʠʤʦʝ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

 

ʉʠʥʪʘʢʩʠʩ show ip route  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʪʝʢʫʱʝʛʦ ʩʦʩʪʦʷʥʠʷ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʢʘʟʳʚʘʝʪ ʪʦʣʴʢʦ ʤʘʨʰʨʫʪʳ connected (ñCò) ʠ ʩʪʘʪʠʯʝʩʢʠʡ (ñSò). ʄʘʨʰʨʫʪʳ, 
ʟʘʜʘʥʥʳʝ ʧʦ ʧʨʦʪʦʢʦʣʘʤ RIP ʠʣʠ OSPF, ʙʫʜʫʪ ʧʦʢʘʟʘʥʳ ʢʘʢ ʩʪʘʪʠʯʝʩʢʠʝ. 

ʈʘʟʜʝʣ ñCodesò (ʚʳʚʦʜ ʣʝʛʝʥʜʳ) ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʠ ʜʨʫʛʠʭ, ʨʝʘʣʴʥʦ ʥʝʠʩʧʦʣʴʟʫʝʤʳʭ ʪʠʧʦʚ 
ʤʘʨʰʨʫʪʦʚ. ʕʪʦʪ ʚʳʚʦʜ ʩʜʝʣʘʥ ʘʥʘʣʦʛʠʯʥʳʤ Cisco IOS ʜʣʷ ʧʦʜʜʝʨʞʘʥʠʷ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʩ 
ʧʨʦʜʫʢʪʘʤʠ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʫʧʨʘʚʣʝʥʠʷ Cisco (ʥʘʧʨʠʤʝʨ, Cisco MARS).   

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʤʘʥʜʳ ʥʝ ʧʦʢʘʟʳʚʘʶʪʩʷ ʤʘʨʰʨʫʪʳ: 

¶ ʝʩʣʠ ʚ ʩʠʩʪʝʤʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʤʘʨʰʨʫʪ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʢʦʪʦʨʳʡ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ 
ʧʨʦʜʫʢʪʝ, ʪʦ ʵʪʦʪ ʤʘʨʰʨʫʪ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ. 

 

ʇʨʠʤʝʨ ʚʳʚʦʜʘ ʢʦʤʘʥʜʳ 

Codes: C -  connected, S -  static, R -  RIP, M -  mobile, B -  BGP 

       D -  EIGRP, EX -  EIGRP external, O -  OSPF, IA -  OSPF inter area  

       N1 -  OSPF NSSA external type 1, N2 -  OSPF NSSA external type 2  

       E1 -  OSPF external type 1, E2 -  OSPF external type 2  

       i -  IS - IS, su -  IS - IS summary, L1 -  IS - IS level - 1, L2 -  IS - IS 

level - 2 

       ia -  IS - IS inter area, * -  candidate default, U -  per - user static 

route  

       o -  ODR, P -  periodic downloaded static route  

 

Gateway of last resort is 10.1.1.1 to network 0.0.0.0  

 

     1.0.0.0/32 is subnetted, 4 subnets  

S       1.2.3.4 [1/0] via 10.2.2. 2 

                [1/0] via 10.3.3.3  

                is directly connected, FastEthernet0/0  

S       1.2.3.5 is directly connected, FastEthernet0/0  

S       1.2.3.6 [1/0] via 10.2.2.2  

S       1.2.3.7 [1/0] via 10.2.2.2  

     174.0.0.0/16 is variably subnetted , 3 subnets, 2 masks  

S       174.0.0.0/24 [1/0] via 10.3.3.3  

S       174.0.1.0/24 [1/0] via 10.3.3.3  

S       174.0.0.0/19 [1/0] via 10.3.3.3  

C    192.168.111.0/24 is directly connected, FastEthernet1/0  

S    181.111.0.0/16 [1/0] via 10.3.3.3  
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                    is directly connected, FastEthernet0/0  

     10.0.0.0/16 is subnetted, 1 subnets  

C       10.0.0.0 is directly connected, FastEthernet0/0  

S    172.0.0.0/8 [1/0] via  10.3.3.3  

S*   0.0.0.0/0 [1/0] via  10.1.1.1  

 

ʇʨʘʚʠʣʘ ʬʦʨʤʠʨʦʚʘʥʠʷ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ (ʘʥʘʣʦʛʠʯʥʳ Cisco IOS, ʟʘ 
ʠʩʢʣʶʯʝʥʠʝʤ ʩʣʫʯʘʝʚ, ʦʪʤʝʯʝʥʥʳʭ ʩʧʝʮʠʘʣʴʥʦ): 

1. ɺ ʢʘʯʝʩʪʚʝ çʰʣʶʟʘ ʧʦʩʣʝʜʥʝʡ ʥʘʜʝʞʜʳè (ʪʝʨʤʠʥ ʟʘʠʤʩʪʚʦʚʘʥ ʠʟ ʜʦʢʫʤʝʥʪʘʮʠʠ Cisco 
IOS ï ʰʣʶʟ ʧʦ ʫʤʦʣʯʘʥʠʶ) ʙʝʨʝʪʩʷ ʤʘʨʰʨʫʪ ʜʦ ʧʦʜʩʝʪʠ 0.0.0.0/0: 

¶ ɽʩʣʠ ʪʘʢʦʡ ʤʘʨʰʨʫʪ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʧʠʰʝʪʩʷ ʬʨʘʟʘ: Gateway of last resort is not set. 

¶ ʄʘʨʰʨʫʪ ʧʦʜʩʝʪʠ ʚʠʜʘ 0.0.0.0/x, ʛʜʝ x > 0, ʟʘ çʰʣʶʟ ʧʦʩʣʝʜʥʝʡ ʥʘʜʝʞʜʳè ʥʝ 
ʧʨʠʟʥʘʝʪʩʷ. 

¶ ʃʦʛʠʢʘ ʚʳʙʦʨʘ çʰʣʶʟʘ ʧʦʩʣʝʜʥʝʡ ʥʘʜʝʞʜʳè ʘʥʘʣʦʛʠʯʥʘ Cisco IOS ʩ ʪʝʤ ʦʪʣʠʯʠʝʤ, 
ʯʪʦ ʚ Cisco IOS ʩʫʱʝʩʪʚʫʶʪ ʠ ʜʨʫʛʠʝ ʩʧʦʩʦʙʳ ʟʘʜʘʥʠʷ ï ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ ip 
defaultīgateway ʠ ip defaultīnetwork. 

¶ ɽʩʣʠ ʤʘʨʰʨʫʪ ʜʦ ʧʦʜʩʝʪʠ 0.0.0.0/0 ʟʘʜʘʥ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʪʦ ʚʳʜʘʝʪʩʷ ʬʨʘʟʘ: 
Gateway of last resort is 0.0.0.0 to network 0.0.0.0. 

¶ ɽʩʣʠ ʩʫʱʝʩʪʚʫʶʪ ʥʝʩʢʦʣʴʢʦ ʤʘʨʰʨʫʪʦʚ ʜʦ ʧʦʜʩʝʪʠ 0.0.0.0/0, ʪʦ ʚ ʢʘʯʝʩʪʚʝ çʰʣʶʟʘ 
ʧʦʩʣʝʜʥʝʡ ʥʘʜʝʞʜʳè ʚʳʙʠʨʘʝʪʩʷ ʧʝʨʚʳʡ ʠʟ ʥʠʭ. 

¶ ɿʘʧʠʩʴ ʚ ʪʘʙʣʠʮʝ ʤʘʨʰʨʫʪʘ çʰʣʶʟ ʧʦʩʣʝʜʥʝʡ ʥʘʜʝʞʜʳè ʧʦʤʝʯʘʝʪʩʷ ʟʚʝʟʜʦʯʢʦʡ. 

2. ʌʦʨʤʠʨʦʚʘʥʠʝ ʟʘʧʠʩʠ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ: 

¶ ʊʠʧ ʟʘʧʠʩʠ ʬʦʨʤʠʨʫʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

¶ ʝʩʣʠ ʤʘʨʰʨʫʪ ʧʨʦʧʠʩʘʥ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ, ʧʨʠʯʝʤ ʧʦʜʩʝʪʴ ʩʬʦʨʤʠʨʦʚʘʥʘ 
ʘʜʨʝʩʦʤ ʥʘ ʠʥʪʝʨʬʝʡʩʝ (ʘ ʥʝ ʩʧʝʮʠʘʣʴʥʦʡ ʢʦʤʘʥʜʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ), ʪʦ 
ʧʠʰʝʪʩʷ ʪʠʧ ñCò; 

¶ ʚʦ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʩʣʫʯʘʷʭ, ʚʢʣʶʯʘʷ ʤʘʨʰʨʫʪ, ʷʚʥʦ ʧʨʦʧʠʩʘʥʥʳʡ ʯʝʨʝʟ 
ʠʥʪʝʨʬʝʡʩ, ʧʠʰʝʪʩʷ ʪʠʧ ñSò. 

¶ ɸʜʨʝʩ ʦʯʝʨʝʜʥʦʡ ʧʦʜʩʝʪʠ ʩʦʦʪʥʦʩʠʪʩʷ ʩ ʢʣʘʩʩʘʤʠ ʩʝʪʝʡ ñAò, ñBò ʠ ñCò: 

¶ ʄʘʨʰʨʫʪʳ ʧʠʰʫʪʩʷ ʚ ʚʠʜʝ ʦʪʜʝʣʴʥʳʭ ʟʘʧʠʩʝʡ (ʥʝ ʛʨʫʧʧʠʨʫʶʪʩʷ) ʚ ʩʣʫʯʘʷʭ: 

¶ ʧʦʜʩʝʪʠ, ʙʦʣʝʝ ʰʠʨʦʢʠʝ, ʯʝʤ ʧʨʝʜʧʦʣʘʛʘʝʤʳʡ ʠʭ ʢʣʘʩʩ (ʥʘʧʨʠʤʝʨ, 
172.0.0.0/8); 

¶ ʘʜʨʝʩʘ ʚʠʜʘ 0.0.0.0/x; 

¶ ʘʜʨʝʩʘ, ʥʝ ʧʨʠʥʘʜʣʝʞʘʱʠʝ ʢ ʢʣʘʩʩʘʤ ñAò, ñBò ʠʣʠ ñCò. 

¶ ʇʦʜʩʝʪʠ, ʙʦʣʝʝ ʫʟʢʠʝ, ʯʝʤ ʧʨʝʜʧʦʣʘʛʘʝʤʳʡ ʠʭ ʢʣʘʩʩ (ʥʘʧʨʠʤʝʨ, 10.0.0.0/16), 

ʦʙʷʟʘʪʝʣʴʥʦ ʧʦʤʝʯʘʶʪʩʷ ʢʘʢ ñSubnetted ò ʠ, ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʛʨʫʧʧʠʨʫʶʪʩʷ 

ʥʝʩʢʦʣʴʢʦ ʧʦʜʩʝʪʝʡ ʚʤʝʩʪʝ. 

¶ ʇʦʜʩʝʪʠ, ʩʦʚʧʘʜʘʶʱʠʝ ʩ ʢʣʘʩʩʦʤ (ʥʘʧʨʠʤʝʨ, 192.168.111.0/24), ʚʢʣʶʯʘʶʪʩʷ ʚ 

ʛʨʫʧʧʫ ñSubnetted ò, ʝʩʣʠ ʚ ʥʝʡ ʧʨʠʩʫʪʩʪʚʫʶʪ ʙʦʣʝʝ ʫʟʢʠʝ ʧʦʜʩʝʪʠ. ɽʩʣʠ ʙʦʣʝʝ 

ʫʟʢʠʭ ʧʦʜʩʝʪʝʡ ʥʝʪ, ʧʦʜʩʝʪʠ, ʩʦʚʧʘʜʘʶʱʠʝ ʩ ʢʣʘʩʩʦʤ, ʧʠʰʫʪʩʷ ʚ ʚʠʜʝ 
ʦʪʜʝʣʴʥʦʡ ʟʘʧʠʩʠ. 

3. ɻʨʫʧʧʠʨʦʚʘʥʠʝ ʟʘʧʠʩʝʡ ʚ ʩʣʫʯʘʝ ʩʦʚʧʘʜʝʥʠʷ ʤʘʩʦʢ ʧʦʜʩʝʪʝʡ:  

¶ ɺʥʘʯʘʣʝ ʧʠʰʝʪʩʷ ʩʪʨʦʢʘ ʚʠʜʘ: 

class - ip/mask - postfix is subnetted, N subnets  

ʛʜʝ  
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class - ip  IP-ʘʜʨʝʩ ʩ ʥʘʣʦʞʝʥʥʦʡ ʥʘ ʥʝʛʦ ʤʘʩʢʦʡ ʢʣʘʩʩʦʚʦʡ ʧʦʜʩʝʪʠ (ʥʝ 

ʧʫʪʘʪʴ ʩ ʦʙʱʝʡ ʜʣʷ ʜʘʥʥʳʭ ʧʦʜʩʝʪʝʡ ʤʘʩʢʦʡ!!!) 

mask- postfix  ʦʙʱʘʷ ʜʣʷ ʜʘʥʥʳʭ ʧʦʜʩʝʪʝʡ ʤʘʩʢʘ 

N ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʩʝʪʝʡ ʚ ʜʘʥʥʦʡ ʛʨʫʧʧʝ.  

 

ʅʘʧʨʠʤʝʨ, ʜʣʷ ʟʘʧʠʩʝʡ ʚʠʜʘ 1.2.x.0/24  ʙʫʜʝʪ ʥʘʧʠʩʘʥʦ: 

1.0.0.0/24 is subnetted, <N> subnets  

¶ ɺ ʟʘʧʠʩʷʭ, ʧʨʠʥʘʜʣʝʞʘʱʠʭ ʢ ʵʪʦʡ ʛʨʫʧʧʝ, ʧʠʰʫʪʩʷ ʪʦʣʴʢʦ IP-ʘʜʨʝʩʘ ʙʝʟ ʤʘʩʦʢ. 

4. ɻʨʫʧʧʠʨʦʚʘʥʠʝ ʟʘʧʠʩʝʡ ʚ ʩʣʫʯʘʝ ʨʘʟʥʳʭ ʤʘʩʦʢ ʧʦʜʩʝʪʝʡ: 

¶ ɺʥʘʯʘʣʝ ʧʠʰʝʪʩʷ ʩʪʨʦʢʘ ʚʠʜʘ: 

class - ip/class - mask- postfix is variably subnetted, N subnets, M 

masks 

ʛʜʝ 

class - ip  IP-ʘʜʨʝʩ ʩ ʥʘʣʦʞʝʥʥʦʡ ʥʘ ʥʝʛʦ ʤʘʩʢʦʡ ʢʣʘʩʩʦʚʦʡ ʧʦʜʩʝʪʠ 

class - mask- postfix     ʢʣʘʩʩʦʚʘʷ ʤʘʩʢʘ 

N ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʩʝʪʝʡ ʚ ʜʘʥʥʦʡ ʛʨʫʧʧʝ 

M ʢʦʣʠʯʝʩʪʚʦ ʤʘʩʦʢ ʧʦʜʩʝʪʝʡ ʚ ʜʘʥʥʦʡ ʛʨʫʧʧʝ.  

ʇʨʠʤʝʨ: 

174.0.0.0/16 is variably subnetted, 3 subnets, 2 masks  

¶ ɺ ʟʘʧʠʩʷʭ, ʧʨʠʥʘʜʣʝʞʘʱʠʭ ʢ ʵʪʦʡ ʛʨʫʧʧʝ, ʧʠʰʫʪʩʷ IP-ʘʜʨʝʩʘ ʩ ʤʘʩʢʘʤʠ. 

5. ɻʨʫʧʧʠʨʦʚʘʥʠʝ ʟʘʧʠʩʝʡ ʚ ʩʣʫʯʘʝ ʦʜʠʥʘʢʦʚʳʭ ʘʜʨʝʩʦʚ: 

¶ ʇʝʨʚʘʷ ʩʪʨʦʢʘ ʧʠʰʝʪʩʷ ʧʦʣʥʦʩʪʴʶ, ʚʢʣʶʯʘʷ ʪʠʧ ʟʘʧʠʩʠ, ʘʜʨʝʩʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ 
ʫʢʘʟʘʥʠʝ ʯʝʨʝʟ gateway ʠʣʠ ʠʥʪʝʨʬʝʡʩ ʧʠʰʝʪʩʷ ʤʘʨʰʨʫʪ. 

¶ ɺʦ ʚʪʦʨʦʡ ʠ ʧʦʩʣʝʜʫʶʱʠʭ ʩʪʨʦʢʘʭ ï ʪʠʧ ʟʘʧʠʩʠ ʠ ʘʜʨʝʩʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʧʫʩʢʘʶʪʩʷ. 

¶ ɽʩʣʠ ʜʣʷ ʜʘʥʥʦʛʦ ʘʜʨʝʩʘ ʧʨʠʩʫʪʩʪʚʫʶʪ ʤʘʨʰʨʫʪʳ ʢʘʢ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩʳ, ʪʘʢ ʠ 
gateways, ʪʦ ʩʥʘʯʘʣʘ ʧʠʰʫʪʩʷ ʤʘʨʰʨʫʪʳ ʯʝʨʝʟ gateways, ʘ ʧʦʪʦʤ ï ʯʝʨʝʟ 
ʠʥʪʝʨʬʝʡʩʳ. 

6. ɼʣʷ ʟʘʧʠʩʝʡ ʪʠʧʘ ñSò ʚ ʢʚʘʜʨʘʪʥʳʭ ʩʢʦʙʢʘʭ ʧʠʰʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩ ʤʝʪʨʠʢʦʡ 
ʤʘʨʰʨʫʪʘ, ʚ ʚʠʜʝ: 

[metric/0]  

¶ ʝʩʣʠ ʩʠʩʪʝʤʥʘʷ ʤʝʪʨʠʢʘ ʤʘʨʰʨʫʪʘ ʨʘʚʥʘ 0, ʪʦ ʚʳʜʘʝʪʩʷ 1; 

¶ ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ï ʚʳʜʘʝʪʩʷ ʟʥʘʯʝʥʠʝ ʩʠʩʪʝʤʥʦʡ ʤʝʪʨʠʢʠ. 

ɼʣʷ ʤʘʨʰʨʫʪʦʚ, ʟʘʜʘʥʥʳʭ ʚ ʢʦʥʩʦʣʠ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ ip  route , ʚʩʝʛʜʘ ʚʳʜʘʝʪʩʷ 

ʤʝʪʨʠʢʘ ʚ ʚʠʜʝ [1/0] . ʊʘʢʦʝ ʧʦʚʝʜʝʥʠʝ ʘʥʘʣʦʛʠʯʥʦ Cisco IOS, ʧʨʠ ʫʩʣʦʚʠʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʧʘʨʘʤʝʪʨʘ administrative  distance  ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʇʨʠʩʫʪʩʪʚʫʝʪ ʪʦʣʴʢʦ ʫʢʘʟʘʥʥʳʡ ʚʘʨʠʘʥʪ ʢʦʤʘʥʜʳ, ʚ ʦʪʣʠʯʠʝ ʦʪ Cisco IOS, ʛʜʝ ʤʦʛʫʪ 
ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ. 

¶ ʇʦʢʘʟʳʚʘʝʪ ʪʦʣʴʢʦ connected (ñCò) ʠ ʩʪʘʪʠʯʝʩʢʠʡ (ñSò) ʤʘʨʰʨʫʪʳ. 

¶ ʇʘʨʘʤʝʪʨ, ʩʚʷʟʘʥʥʳʡ ʩ ʤʝʪʨʠʢʦʡ ʤʘʨʰʨʫʪʘ ʠʤʝʝʪ ʚʠʜ [metric/0] , ʘ ʚ Cisco IOS ï 

[administrative - distance/metric] . 
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show crypto isakmp policy 

ʂʦʤʘʥʜʘ show crypto  isakmp  policy  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ISAKMP 

ʧʦʣʠʪʠʢʠ. 

 

ʉʠʥʪʘʢʩʠʩ show crypto  isakmp  policy  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʪʝʢʩʪʘ ʧʦʣʠʪʠʢʠ ISAKMP. 

ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʣʠʪʠʢʠ ISAKMP ʚʳʚʦʜʠʪʩʷ ʩʣʝʜʫʶʱʝʝ: 

Global  IKE  policy .  

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʇʨʠ ʚʳʚʦʜʝ ISAKMP ʧʦʣʠʪʠʢʠ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ Default protection suite ʚ ʩʠʣʫ ʦʪʩʫʪʩʪʚʠʷ. 

 

ʇʨʠʤʝʨ 

ʇʨʠʤʝʨ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʧʦʣʠʪʠʢʠ ISAKMP: 

Global IKE policy  

Protection suite of priority 1  

        encryption  algorithm:   STB 34.101.31 - 2011 (6.4)  

        hash algorithm:         STB 34.101.31 - 2011 (6.9)  

        authentication method:  Pre - Shared Key  

        Oakley group:           STB 34.101.66 - 2013  

        lifetime:               86400 seconds, no volume limit  

Protection suite of priority 2  

        encryption algorithm:   STB 34.101.31 - 2011 (6.4)  

        hash algorithm:         STB 34.101.31 - 2011 (6.9)  

        authentication method:  STB 34.101.45 Signature  

        Oakley group:           STB 34.101.66 - 2013  

        lifetime:               86400 seconds, no volume limit  

Protection suite of priority 3  

        encryption algorithm:   GOST 28147 - 89 

        hash algorithm:         STB 1176.1  

        authentication method:  STB 1176.2 Signature  

        Diffie - Hellman group:   #5 (1536 bit)  

        lifetime:               86400 seconds, no volume limit  
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show substitution gui 

ʂʦʤʘʥʜʘ show substitution  gui  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʩʧʠʩʢʘ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʘʣʛʦʨʠʪʤʦʚ ʚ Cisco-like ʢʦʤʘʥʜʘʭ ʩ ʠʤʝʥʘʤʠ ʚ ʩʪʠʣʝ GUI. 

 

ʉʠʥʪʘʢʩʠʩ show substitution  gui  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ ʚ ʦʩʥʦʚʥʦʤ ʷʚʣʷʝʪʩʷ ʩʣʫʞʝʙʥʦʡ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʘʙʦʪʳ ʩ Web-based 
ʛʨʘʬʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʦʤ ʫʧʨʘʚʣʝʥʠʷ (GUI). 

ʌʦʨʤʘʪ ʩʪʨʦʢʠ ʚʳʚʦʜʘ: <Algorithm _type > < Cisco _like _algorithm _name> 

"< GUI_like _algorithm _name>" [ CombinedAlg ] [ default ]  

<Algorithm _type > ï ʦʜʥʦ ʠʟ ʟʥʘʯʝʥʠʡ: 

¶ ike-auth 

¶ ike-hash 

¶ ike-cipher (ʧʨʠʤʝʯʘʥʠʝ: ʦʪʥʦʩʠʪʩʷ ʢʘʢ ʢ CipherAlg, ʪʘʢ ʠ ʢ CombinedAlg) 

¶ ike-group 

¶ ah-integrity 

¶ esp-integrity 

¶ esp-cipher (ʧʨʠʤʝʯʘʥʠʝ: ʦʪʥʦʩʠʪʩʷ ʢʘʢ ʢ CipherAlg, ʪʘʢ ʠ ʢ CombinedAlg) 

¶ pfs-group  

<GUI_like _algorithm _name> ï ʠʤʷ ʤʝʪʦʜʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʘʣʛʦʨʠʪʤʘ ʠʣʠ ʛʨʫʧʧʳ ʚ ʩʪʠʣʝ 

GUI. ɿʘʢʣʶʯʘʝʪʩʷ ʚ ʜʚʦʡʥʳʝ ʢʘʚʳʯʢʠ. 

ʅʘʧʨʠʤʝʨ: ñPRE SHAREò, ñSHA1ò, ñGOSTò, ñESP 3DESò, ñAH MD5 HMACò ʠ ʪ.ʧ. 

ɺʥʫʪʨʠ ʠʤʝʥʠ ʥʝ ʜʦʧʫʩʢʘʶʪʩʷ ʜʚʦʡʥʳʝ ʢʘʚʳʯʢʠ.  

ʉʣʦʚʦ default  ʦʙʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʘʥʥʳʡ ʘʣʛʦʨʠʪʤ ʠʣʠ ʛʨʫʧʧʘ ʷʚʣʷʶʪʩʷ ʟʥʘʯʝʥʠʝʤ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʧʨʠ ʩʦʟʜʘʥʠʠ ʚ GUI ʥʦʚʦʡ ISAKMP Policy ʠʣʠ IPsec Transform Set. 

ʉʣʦʚʦ CombinedAlg  (ʜʦʧʫʩʪʠʤʦ ʜʣʷ ike-cipher ʠ esp-cipher) ʦʙʦʟʥʘʯʘʝʪ ʪʠʧ CombinedAlg.  

ɺ ʩʣʫʯʘʝ esp-cipher ʜʣʷ GUI ʨʘʙʦʪʘ ʩ ʥʠʤ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʦʙʳʯʥʦʛʦ esp-cipher ʪʝʤ, ʯʪʦ 
ʜʘʥʥʳʡ ʘʣʛʦʨʠʪʤ ʥʝʣʴʟʷ ʩʦʯʝʪʘʪʴ ʩ esp-integrity. 

ɺ ʩʣʫʯʘʝ ike-cipher ʜʣʷ GUI ʩʧʝʮʠʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʦʪʩʫʪʩʪʚʫʶʪ. 

ɺ GUI ʜʦʣʞʥʘ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʦʪʜʝʣʴʥʘʷ ʧʨʦʚʝʨʢʘ ʥʘ ʠʤʷ esp-null (ʪʠʧ esp-cipher): ʜʘʥʥʳʡ 
ʘʣʛʦʨʠʪʤ ʤʦʞʥʦ ʚʳʩʪʘʚʣʷʪʴ ʪʦʣʴʢʦ ʚʤʝʩʪʝ ʩ esp-integrity. ɼʨʫʛʠʭ ʟʘʚʷʟʦʢ ʥʘ ʠʤʝʥʘ ʘʣʛʦʨʠʪʤʦʚ 
ʥʝʪ. 

<Cisco _like _algorithm _name> ï ʠʤʷ ʘʣʛʦʨʠʪʤʘ ʠʣʠ ʛʨʫʧʧʳ ʚ ʩʠʥʪʘʢʩʠʩʝ Cisco-like ʢʦʤʘʥʜ. 

ɺʥʫʪʨʠ ʠʤʝʥʠ ʥʝ ʜʦʧʫʩʢʘʶʪʩʷ ʧʨʦʙʝʣʳ ʠʣʠ ʪʘʙʫʣʷʮʠʠ.  

ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ ʦʧʠʩʘʪʴ ʢʦʤʘʥʜʫ, ʩʦʩʪʦʷʱʫʶ ʠʟ ʜʚʫʭ ʩʣʦʚ (ʥʘʧʨʠʤʝʨ ñaes 192ò), ʚʤʝʩʪʦ 
ʧʨʦʙʝʣʘ ʧʠʰʝʪʩʷ ʟʥʘʢ ʧʦʜʯʝʨʢʠʚʘʥʠʷ. ʅʘʧʨʠʤʝʨ: ñaes_192ò.   
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ʃʧʥʙʦʝʴ ʦʙʪʫʩʧʢʣʡ ʫʞʩʥʡʦʙʤʙ 

terminal width 

ʂʦʤʘʥʜʘ terminal  width  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʯʠʩʣʦ ʩʠʤʚʦʣʴʥʳʭ ʩʪʦʣʙʮʦʚ ʵʢʨʘʥʘ ʪʝʨʤʠʥʘʣʘ ʚ 

ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. ɺʣʠʷʝʪ ʥʘ ʩʢʨʦʣʣʠʥʛ ʜʣʠʥʥʳʭ ʢʦʤʘʥʜ. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʰʠʨʠʥʳ ʪʝʨʤʠʥʘʣʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ terminal  no width . 

 

ʉʠʥʪʘʢʩʠʩ terminal  width  { characters }  

characters   ʢʦʣʠʯʝʩʪʚʦ ʩʠʤʚʦʣʴʥʳʭ ʩʪʦʣʙʮʦʚ ʪʝʨʤʠʥʘʣʘ ï ʦʪ 0 ʜʦ 512. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  privileged EXEC 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʘʚʠʩʠʪ ʦʪ ʨʝʞʠʤʘ ʨʘʙʦʪʳ:  

 ʝʩʣʠ ʚ ʪʝʨʤʠʥʘʣʴʥʦʡ ʩʝʩʩʠʠ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʰʠʨʠʥʫ 
ʪʝʨʤʠʥʘʣʘ, ʪʦ ʚʳʩʪʘʚʣʷʝʪʩʷ ʧʦʣʫʯʝʥʥʘʷ ʰʠʨʠʥʘ 
ʪʝʨʤʠʥʘʣʘ 

 ʝʩʣʠ ʥʝ ʫʜʘʝʪʩʷ ʧʦʣʫʯʠʪʴ ʰʠʨʠʥʫ ʪʝʨʤʠʥʘʣʘ, ʪʦ 
ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ 511. 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʦʪʨʝʙʥʦʩʪʷʤ. 

ʈʘʟʤʝʨʳ ʪʝʨʤʠʥʘʣʘ, ʚʳʩʪʘʚʣʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ terminal  width  / terminal  

length , ʷʚʣʷʶʪʩʷ ʙʦʣʝʝ ʧʨʠʦʨʠʪʝʪʥʳʤʠ, ʯʝʤ ʨʘʟʤʝʨʳ, ʧʦʣʫʯʝʥʥʳʝ ʠʥʳʤ ʩʧʦʩʦʙʦʤ: 

ʝʩʣʠ ʟʘʜʘʥʳ ʜʘʥʥʳʝ ʢʦʤʘʥʜʳ, ʪʦ ʦʥʠ ʦʪʢʣʶʯʘʶʪ ʨʝʘʢʮʠʶ ʥʘ ʠʟʤʝʥʝʥʠʝ ʨʘʟʤʝʨʦʚ 
ʪʝʨʤʠʥʘʣʴʥʦʛʦ ʦʢʥʘ (ʩʤ. ʨʘʟʜʝʣ ñʀʥʪʝʨʬʝʡʩ ʧʦʣʴʟʦʚʘʪʝʣʷò).  

ʂʦʤʘʥʜʳ terminal  width  ʠ terminal  length  ʪʘʢʞʝ ʚʳʩʪʘʚʣʷʶʪ ʨʘʟʤʝʨ ʪʝʨʤʠʥʘʣʘ ʜʣʷ 

ʧʨʦʛʨʘʤʤ, ʟʘʧʫʩʢʘʝʤʳʭ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ run . ɽʩʣʠ ʚʳʩʪʘʚʣʝʥʳ ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʨʘʟʤʝʨʳ, 

ʪʦ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʨʦʙʣʝʤʘʤ ʚ ʨʘʙʦʪʝ ʪʝʨʤʠʥʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɿʥʘʯʝʥʠʝ ʰʠʨʠʥʳ ʪʝʨʤʠʥʘʣʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ Cisco IOS ʨʘʚʥʦ 80. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʯʠʩʣʘ ʩʠʤʚʦʣʴʥʳʭ ʩʪʦʣʙʮʦʚ ʵʢʨʘʥʘ ʪʝʨʤʠʥʘʣʘ ʚ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ ʠʟ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ do terminal  width . 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʚʳʩʪʘʚʣʷʝʪ ʰʠʨʠʥʫ ʪʝʨʤʠʥʘʣʘ 130 ʩʠʤʚʦʣʴʥʳʭ ʩʪʦʣʙʮʦʚ. 

Router #terminal  width  130  
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terminal length 

ʂʦʤʘʥʜʘ terminal  length  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʯʠʩʣʦ ʩʪʨʦʢ ʵʢʨʘʥʘ ʪʝʨʤʠʥʘʣʘ ʚ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. 

ɺʣʠʷʝʪ ʥʘ ʧʘʫʟʳ ʧʨʠ ʜʣʠʥʥʦʤ ʚʳʚʦʜʝ (ʥʘʧʨʠʤʝʨ, ʢʦʤʘʥʜʳ show running - config ). 

ɺʳʩʪʘʚʠʪʴ ʯʠʩʣʦ ʩʪʨʦʢ ʪʝʨʤʠʥʘʣʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʤʦʞʥʦ ʢʦʤʘʥʜʦʡ terminal  no length . 

 

ʉʠʥʪʘʢʩʠʩ terminal length  { screen - length }  

screen - length  ʢʦʣʠʯʝʩʪʚʦ ʩʠʤʚʦʣʴʥʳʭ ʩʪʨʦʢ ʪʝʨʤʠʥʘʣʘ ï ʦʪ 0 ʜʦ 512. ɿʥʘʯʝʥʠʝ 0 

ʠʤʝʝʪ ʩʧʝʮʠʘʣʴʥʳʡ ʩʤʳʩʣ ï ʦʪʩʫʪʩʪʚʫʶʪ ʧʘʫʟʳ ʧʨʠ ʜʣʠʥʥʦʤ ʚʳʚʦʜʝ 
ʥʘ ʵʢʨʘʥ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  privileged EXEC 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʘʚʠʩʠʪ ʦʪ ʨʝʞʠʤʘ ʨʘʙʦʪʳ:  

 ʝʩʣʠ ʚ ʪʝʨʤʠʥʘʣʴʥʦʡ ʩʝʩʩʠʠ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ 
ʢʦʣʠʯʝʩʪʚʦ ʩʪʨʦʢ ʪʝʨʤʠʥʘʣʘ, ʪʦ ʚʳʩʪʘʚʣʷʝʪʩʷ 
ʧʦʣʫʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʪʨʦʢ ʪʝʨʤʠʥʘʣʘ, 

 ʝʩʣʠ ʥʝ ʧʦʣʫʯʘʝʪʩʷ ʧʦʣʫʯʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʩʪʨʦʢ 
ʪʝʨʤʠʥʘʣʘ, ʪʦ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ 0. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʠʟʤʝʥʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʦʪʦʙʨʘʞʘʝʤʳʭ ʩʪʨʦʢ ʧʨʠ ʚʳʚʦʜʝ ʠʣʠ 
ʟʘʧʨʝʪʠʪʴ ʚʳʜʘʯʫ ʠʥʬʦʨʤʘʮʠʠ ʧʦʵʢʨʘʥʥʦ ʧʨʠ ʤʥʦʛʦʵʢʨʘʥʥʦʤ ʚʳʚʦʜʝ. 

ʈʘʟʤʝʨʳ ʪʝʨʤʠʥʘʣʘ, ʚʳʩʪʘʚʣʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ terminal  width  / terminal  

length , ʷʚʣʷʶʪʩʷ ʙʦʣʝʝ ʧʨʠʦʨʠʪʝʪʥʳʤʠ, ʯʝʤ ʨʘʟʤʝʨʳ, ʧʦʣʫʯʝʥʥʳʝ ʠʥʳʤ ʩʧʦʩʦʙʦʤ: 

ʝʩʣʠ ʟʘʜʘʥʳ ʜʘʥʥʳʝ ʢʦʤʘʥʜʳ, ʪʦ ʦʥʠ ʦʪʢʣʶʯʘʶʪ ʨʝʘʢʮʠʶ ʥʘ ʠʟʤʝʥʝʥʠʝ ʨʘʟʤʝʨʦʚ 
ʪʝʨʤʠʥʘʣʴʥʦʛʦ ʦʢʥʘ (ʩʤ. ʨʘʟʜʝʣ ñʀʥʪʝʨʬʝʡʩ ʧʦʣʴʟʦʚʘʪʝʣʷò).  

ʂʦʤʘʥʜʳ terminal  width  ʠ terminal  length  ʪʘʢʞʝ ʚʳʩʪʘʚʣʷʶʪ ʨʘʟʤʝʨ ʪʝʨʤʠʥʘʣʘ ʜʣʷ 

ʧʨʦʛʨʘʤʤ, ʟʘʧʫʩʢʘʝʤʳʭ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ run . ɽʩʣʠ ʚʳʩʪʘʚʣʝʥʳ ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʨʘʟʤʝʨʳ, 

ʪʦ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʨʦʙʣʝʤʘʤ ʚ ʨʘʙʦʪʝ ʪʝʨʤʠʥʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɿʥʘʯʝʥʠʝ ʜʣʠʥʳ ʪʝʨʤʠʥʘʣʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ Cisco IOS ʨʘʚʥʦ 24. 

 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʯʠʩʣʘ ʩʪʨʦʢ ʵʢʨʘʥʘ ʪʝʨʤʠʥʘʣʘ ʚ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 

ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ do terminal  length . 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʚʳʩʪʘʚʣʷʝʪ ʜʣʠʥʫ ʪʝʨʤʠʥʘʣʘ 0, ʟʘʧʨʝʱʘʷ ʧʘʫʟʳ ʧʨʠ 
ʤʥʦʛʦʵʢʨʘʥʥʦʤ ʚʳʚʦʜʝ. 

Router #terminal  length  0 
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ʃʧʥʙʦʝʴ ʛʴʠʧʛʙ ʪʡʪʫʞʥʦʴʮ ʣʧʥʙʦʝ ʡ ʪʡʪʫʞʥʦʴʞ 
ʣʧʥʙʦʝʴ 

run 

ʂʦʤʘʥʜʘ run  ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʷʪʴ ʢʦʤʘʥʜʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠʟ CLI.  

 

ʉʠʥʪʘʢʩʠʩ run  { command}  

command  ʢʦʤʘʥʜʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʥʳʤ 

ʠʥʪʝʨʧʨʝʪʘʪʦʨʦʤ. ɼʣʷ ʰʣʶʟʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʥʳʡ ʠʥʪʝʨʧʨʝʪʘʪʦʨ 

sh, ʢʦʪʦʨʳʡ ʟʘʧʫʩʢʘʝʪʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ ʇʨʦʜʫʢʪʘ ʧʦʜ ʪʝʤ ʞʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʧʦʜ ʢʦʪʦʨʳʤ ʟʘʧʫʱʝʥʘ ʢʦʥʩʦʣʴ.  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ 

. 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʘ ʪʘʢʞʝ ʜʣʷ 
ʟʘʧʫʩʢʘ ʫʪʠʣʠʪ ʇʨʦʜʫʢʪʘ, ʦʧʠʩʘʥʥʳʭ ʚ ʜʦʢʫʤʝʥʪʝ çʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʢʦʤʘʥʜʳè. ɺʳʚʦʜ 
ʢʦʤʘʥʜʳ ʧʝʨʝʜʘʝʪʩʷ ʥʘ ʵʢʨʘʥ ʙʝʟ ʠʟʤʝʥʝʥʠʷ. 

ʇʨʝʨʚʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʚʥʝʰʥʝʛʦ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʥʦ ʢʦʤʙʠʥʘʮʠʝʡ ʢʣʘʚʠʰ  
Ctrl - Shift - 6. ɽʩʣʠ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ ʧʨʠʯʠʥʘʤ ʚʥʝʰʥʷʷ ʧʨʦʛʨʘʤʤʘ ʥʝ ʦʪʨʝʘʛʠʨʦʚʘʣʘ ʥʘ 

ʧʨʝʨʳʚʘʥʠʝ, ʤʦʞʥʦ ʥʘʞʘʪʴ CTRL- | . ʕʪʘ ʢʦʤʘʥʜʘ ʧʦʩʳʣʘʝʪ SIGKILL ï ʥʝʧʝʨʝʭʚʘʪʳʚʘʝʤʳʡ 

ʩʠʛʥʘʣ, ʧʦ ʢʦʪʦʨʦʤʫ ʚʳʧʦʣʥʝʥʠʝ ʚʥʝʰʥʝʡ ʧʨʦʛʨʘʤʤʳ ʧʨʝʢʨʘʱʘʝʪʩʷ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʂʦʤʘʥʜʘ run  ʦʪʩʫʪʩʪʚʫʝʪ ʫ Cisco. 

 

ʂʦʤʘʥʜʘ do run  ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʷʪʴ ʢʦʤʘʥʜʳ ʢʦʤʘʥʜʥʦʛʦ ʠʥʪʝʨʧʨʝʪʘʪʦʨʘ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʳ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ. 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʚʳʚʦʜʠʪʩʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʢʦʤʘʥʜʳ run  / sbin / ifconfig  

Router#run /sbin/ifconfig  

 

eth0      L ink encap:Ethernet  HWaddr 00:0E:0C:6F:0F:E6  

          inet addr:192.168.16.2  Bcast:192.168.16.255  

Mask:255.255.255.0  

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1  

          RX packets:34 errors:0 dropped:0 overruns:0 frame:0  

          TX packets:39 errors:0 dropped:0 overruns:0 carrier:0  
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          collisions:0 txqueuelen:1000  

          RX bytes:2226 (2.1 KiB)  TX bytes:2539 (2.4 KiB)  

          Base address:0xcc00 Memory:c0100000 - c0120000  

 

eth1      Link encap:Ethernet  HWaddr 98:00:54:76:10:33  

          inet addr:192.168.17.133  Bcast:192.168.17.255  

Mask:255.255.255.0  

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1  

          RX packets:1239 errors:0 dropped:0 overruns:0 frame:0  

          TX packets:134 errors:0 dr opped:0 overruns:0 carrier:0  

          collisions:0 txqueuelen:1000  

          RX bytes:131023 (127.9 KiB)  TX bytes:11978 (11.6 KiB)  

          Base address:0xc800 Memory:c0120000 - c0140000  

 

lo        Link encap:Local Loopback  

          inet addr:127.0.0.1  Mask:255.0.0.0  

          UP LOOPBACK RUNNING  MTU:16436  Metric:1  

          RX packets:27 errors:0 dropped:0 overruns:0 frame:0  

          TX packets:27 errors:0 dropped:0 overruns:0 carrier:0  

          collisions:0 txqueuelen:0  

          RX bytes:2323 (2.2  KiB)  TX bytes:2323 (2.2 KiB)  
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ping 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʩʠʩʪʝʤʥʦʡ ʢʦʤʘʥʜʳ Ping  ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ping . 

 

ʉʠʥʪʘʢʩʠʩ ping  { ip - address | hostname }  

ip - address  IPïʘʜʨʝʩ ʭʦʩʪʘ, ʥʘ ʢʦʪʦʨʳʡ ʧʦʩʳʣʘʝʪʩʷ ping. 

hostname  ʠʤʷ ʭʦʩʪʘ, ʥʘ ʢʦʪʦʨʳʡ ʧʦʩʳʣʘʝʪʩʷ ping. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ privileged EXEC 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʋʪʠʣʠʪʘ ping  ʚʳʟʳʚʘʝʪʩʷ ʠʟ ʩʦʩʪʘʚʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʌʦʨʤʘʪ ʚʳʚʦʜʘ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʟʘʚʠʩʠʪ ʦʪ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʇʨʝʨʚʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʚʥʝʰʥʝʛʦ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʥʦ ʢʦʤʙʠʥʘʮʠʝʡ ʢʣʘʚʠʰ  
Ctrl - Shift - 6. ɽʩʣʠ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ ʧʨʠʯʠʥʘʤ ʚʥʝʰʥʷʷ ʧʨʦʛʨʘʤʤʘ ʥʝ ʦʪʨʝʘʛʠʨʦʚʘʣʘ ʥʘ 

ʧʨʝʨʳʚʘʥʠʝ, ʤʦʞʥʦ ʥʘʞʘʪʴ CTRL- | . ʕʪʘ ʢʦʤʘʥʜʘ ʧʦʩʳʣʘʝʪ SIGKILL ï ʥʝʧʝʨʝʭʚʘʪʳʚʘʝʤʳʡ 

ʩʠʛʥʘʣ, ʧʦ ʢʦʪʦʨʦʤʫ ʚʳʧʦʣʥʝʥʠʝ ʚʥʝʰʥʝʡ ʧʨʦʛʨʘʤʤʳ ʧʨʝʢʨʘʱʘʝʪʩʷ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʌʦʨʤʘʪ ʚʳʚʦʜʘ ʢʦʤʘʥʜʳ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʬʦʨʤʘʪʘ ʚʳʚʦʜʘ ʢʦʤʘʥʜʳ Cisco. 

 

ʂʦʤʘʥʜʘ do ping  ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ping  ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ. 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʚʳʚʦʜʠʪʩʷ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʢʦʤʘʥʜʳ ping  

Router#ping 10.0.10.1  

Ping 10.0.10.1: 100 data bytes  

108 bytes from 10.0.10.1: bytes=100 time=0 ms  

108 bytes from 10.0.10.1: bytes=100 time=0 ms  

108 bytes from 10.0.10.1: bytes=100 time=0 ms  

108 bytes from 10.0.10.1: bytes=100 time=0 ms  

108 bytes from 10.0.10.1: bytes=100 time=0 ms  

----- 10.0.10.1 PING Statistisc ----------------  

5 Packets transmitted, 5 packets received, 0% packets loss  

round trip <ms>   min/avg/max = 0/0/0  
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ʃʧʥʙʦʝʴ ʪʧʠʝʙʦʡʸ ʨʧʤʵʠʧʛʙʫʞʤʞʢ, ʦʙʠʦʙʰʞʦʡʸ 
ʨʙʩʧʤʞʢ, ʬʩʧʛʦʸ ʨʩʡʛʡʤʞʜʡʢ 

enable password 

ʂʦʤʘʥʜʘ enable  password  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʣʦʢʘʣʴʥʦʛʦ ʧʘʨʦʣʷ ʜʦʩʪʫʧʘ ʚ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʢʦʥʩʦʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʩʝʭ ʫʨʦʚʥʝʡ ʧʨʠʚʠʣʝʛʠʡ. ɼʣʷ ʩʥʷʪʠʷ 

ʟʘʱʠʪʳ ʧʘʨʦʣʝʤ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ  enable password  {password} 

 no enable password  {password}  

password  ʟʥʘʯʝʥʠʝ ʧʘʨʦʣʷ.  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦ ʢʦʤʘʥʜʝ enable  password  ʧʘʨʦʣʴ ʟʘʜʘʝʪʩʷ ʠ ʭʨʘʥʠʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ. ɽʩʣʠ 

ʧʦʩʤʦʪʨʝʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ ʢʦʤʘʥʜʦʡ show running - config , ʪʦ ʚ ʢʦʤʘʥʜʝ enable  

pass word  ʧʘʨʦʣʴ ʙʫʜʝʪ ʚʳʚʝʜʝʥ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ. 

ʇʦ ʩʨʘʚʥʝʥʠʶ ʩ Cisco ʬʦʨʤʘʪ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʩʦʢʨʘʱʝʥ, ʪʘʤ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʜʘʪʴ 

ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʧʘʨʦʣʴ ʢʦʤʘʥʜʦʡ enable  password  7 < encrypted - password >, ʚ ʢʦʪʦʨʦʡ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʢʦʪʦʨʳʡ ʦʙʨʘʪʠʤʳʡ ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ, ʧʦ ʢʦʪʦʨʦʤʫ ʤʦʞʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ 
ʠʩʭʦʜʥʳʡ ʧʘʨʦʣʴ. ʇʦʵʪʦʤʫ Cisco ʥʝ ʨʝʢʦʤʝʥʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʢʦʤʘʥʜʫ, ʯʪʦ ʨʘʚʥʦʩʠʣʴʥʦ 
ʟʘʜʘʥʠʶ ʦʪʢʨʳʪʦʛʦ ʧʘʨʦʣʷ.  

ʏʪʦʙʳ ʟʘʰʠʬʨʦʚʘʪʴ ʚʚʦʜʠʤʳʡ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʧʘʨʦʣʴ, ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ enab le  

secret  0 password . 

 

ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʪʘʢʞʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ level  ʚ ʢʦʤʘʥʜʘʭ enable  password  ʠ 

enable  secret . 

ɺ cs _console  ʢʦʤʘʥʜʳ enable  password  ʠ enable  secret  ʷʚʣʷʶʪʩʷ 

ʚʟʘʠʤʦʟʘʤʝʥʷʝʤʳʤʠ, ʪ.ʝ.ʚʚʦʜ ʢʦʤʘʥʜʳ ʦʙʦʟʥʘʯʘʝʪ ʟʘʤʝʥʫ ʧʘʨʦʣʷ ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, 

ʢʘʢ ʦʥ ʙʳʣ ʟʘʜʘʥ ʨʘʥʝʝ. ʀʥʘʯʝ ʛʦʚʦʨʷ, ʚʚʦʜ ʢʦʤʘʥʜʳ enable  secret  ʦʪʤʝʥʷʝʪ ʢʦʤʘʥʜʫ 

enable  password  ʠ ʥʘʦʙʦʨʦʪ.  

ɺ ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʧʦʩʣʝ ʠʥʩʪʘʣʣʷʮʠʠ ʇʨʦʜʫʢʪʘ) ʧʨʠʩʫʪʩʪʚʫʝʪ ʢʦʤʘʥʜʘ: 

enable  password  csp  

ʅʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʤʝʥʠʪʴ ʵʪʦʪ ʧʘʨʦʣʴ ʥʘ ʜʨʫʛʦʡ ï ʣʫʯʰʝ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ 

enable  secret . 

ɽʩʣʠ ʟʘʜʘʪʴ ʦʜʥʫ ʠʟ ʜʚʫʭ ʢʦʤʘʥʜ (ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʇʨʦʜʫʢʪʘ ʦʥʠ ʵʢʚʠʚʘʣʝʥʪʥʳ ʜʨʫʛ ʜʨʫʛʫ): 

no enable password  

no e nable secret  

ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʭʦʜ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʦʪʢʣʶʯʘʝʪʩʷ: 
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¶ ɺ ɻʪʦʤ ʩʣʫʯʘʝ ʟʘʧʨʝʱʘʝʪʩʷ ʚʭʦʜ ʚ ʢʦʥʩʦʣʴ ʥʝʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ 
(ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ, ʦʪʣʠʯʥʳʡ ʦʪ 15). ʇʨʠ ʧʦʧʳʪʢʝ ʚʦʡʪʠ ʚ ʢʦʥʩʦʣʴ, ʙʫʜʝʪ ʚʳʜʘʥʦ 
ʩʦʦʙʱʝʥʠʝ: "Password required, but none set" (ʩʦʦʙʱʝʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ ʩʦʦʙʱʝʥʠʶ 
Cisco). ʇʦʩʣʝ ʵʪʦʛʦ ʧʨʦʛʨʘʤʤʘ ʟʘʚʝʨʰʠʪ ʨʘʙʦʪʫ. 

¶ ʉʣʝʜʫʝʪ ʩʦʙʣʶʜʘʪʴ ʦʩʪʦʨʦʞʥʦʩʪʴ: ʝʩʣʠ ʫʜʘʣʠʪʴ ʚʩʝʭ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ (ʩ ʫʨʦʚʥʝʤ 15) ʠ ʦʪʢʣʶʯʠʪʴ ʧʘʨʦʣʴ ʥʘ ʚʭʦʜ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ, 
ʪʦ ʟʘʡʪʠ ʚ ʢʦʥʩʦʣʴ ʙʦʣʴʰʝ ʥʝ ʫʜʘʩʪʩʷ. 

¶ ɽʩʣʠ ʧʨʠ ʦʪʢʣʶʯʝʥʥʦʤ ʧʘʨʦʣʝ ʥʘ ʚʭʦʜ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʟʘʡʪʠ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʟʘʪʝʤ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ disable  ʚʳʡʪʠ ʠʟ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ, ʘ ʧʦʪʦʤ ʟʘʜʘʪʴ ʢʦʤʘʥʜʫ enable  ï ʙʫʜʝʪ ʚʳʜʘʥʦ 

ʩʦʦʙɦʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: "% Error in authentication." (ʩʦʦʙʱʝʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ ʩʦʦʙʱʝʥʠʶ 
Cisco). ɺʦʡʪʠ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʚ ʨʘʤʢʘʭ ʜʘʥʥʦʡ ʩʝʩʩʠʠ ʫʞʝ ʥʝ ʫʜʘʩʪʩʷ. 

¶ ʇʦ ʢʦʤʘʥʜʝ show running - config  ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʙʫʜʫʪ ʧʦʢʘʟʳʚʘʪʴʩʷ ʢʦʤʘʥʜʳ 

enable password  ʠ enab le secret . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚʘʨʠʘʥʪ ʟʘʧʠʩʠ ʢʦʤʘʥʜʳ:  

enable  password  0 < pwd> !!! ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ!!! 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʪʝʢʩʪ ʢʦʤʘʥʜʳ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʧʘʨʦʣʷ "qwerty": 

Router <config>#enable password qwerty  

Router<config>#exit  

 

 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     46 

enable secret  

ʂʦʤʘʥʜʘ enable  secret  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʣʦʢʘʣʴʥʦʛʦ ʧʘʨʦʣʷ ʜʦʩʪʫʧʘ ʚ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʢʦʥʩʦʣʠ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʠ ʭʨʘʥʝʥʠʠ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ 
ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʩʝʭ ʫʨʦʚʥʝʡ ʧʨʠʚʠʣʝʛʠʡ. ɼʣʷ ʩʥʷʪʠʷ ʟʘʱʠʪʳ ʧʘʨʦʣʝʤ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ 

ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ  enable  secret  {0|5} { password }  

 no enable  secret  {0|5} { password }  

password  ʟʥʘʯʝʥʠʝ ʧʘʨʦʣʷ  

0 ʧʨʠ ʵʪʦʤ ʟʥʘʯʝʥʠʠ ʧʘʨʦʣʴ ʚʚʦʜʠʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʠ 

ʟʘʰʠʬʨʦʚʳʚʘʝʪʩʷ ʚʥʫʪʨʠ 

5 ʧʨʠ ʵʪʦʤ ʟʥʘʯʝʥʠʠ ʩʯʠʪʘʝʪʩʷ, ʯʪʦ ʚʚʦʜʠʤʳʡ ʧʘʨʦʣʴ ʷʚʣʷʝʪʩʷ 

ʨʝʟʫʣʴʪʘʪʦʤ ʬʫʥʢʮʠʠ ʭʵʠhʨʦʚʘʥʠʷ, ʠ ʩʦʭʨʘʥʷʝʪʩʷ ʙʝʟ ʠʟʤʝʥʝʥʠʷ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʨʠ ʟʥʘʯʝʥʠʠ { 0}  ʧʘʨʦʣʴ ʚʚʦʜʠʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ, ʘ ʟʘʪʝʤ ʚʳʯʠʩʣʷʝʪʩʷ ʬʫʥʢʮʠʷ 

ʭʵʰʠʨʦʚʘʥʠʷ ʧʘʨʦʣʷ. ɽʩʣʠ ʧʦʩʤʦʪʨʝʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ ʢʦʤʘʥʜʦʡ show running - config , ʪʦ 

ʢʦʤʘʥʜʘ  

enable  secret  0 { password }  

ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʝʥʘ ʩ ʧʘʨʦʣʝʤ, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʬʫʥʢʮʠʠ ʭʵʰʠʨʦʚʘʥʠ,̫ ʚ ʚʠʜʝ: 

enable  secret  5 { password _encrypted }.  

ʇʨʠ ʟʥʘʯʝʥʠʠ { 5}  ʩʯʠʪʘʝʪʩʷ, ʯʪʦ ʚʚʝʜʝʥʥʳʡ ʧʘʨʦʣʴ ʷʚʣʷʝʪʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʬʫʥʢʮʠʠ 

ʭʵʰʠʨʦʚʘʥʠʷ ʧʘʨʦʣʷ ʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʦʭʨʘʥʷʝʪʩʷ ʙʝʟ ʠʟʤʝʥʝʥʠʷ ʚ ʪʦʤ ʚʠʜʝ, ʚ ʢʘʢʦʤ ʠ ʙʳʣ 
ʚʚʝʜʝʥ ʚ ʢʦʤʘʥʜʝ: 

enable  secret  5 { password _encrypted }  

ʂʦʤʘʥʜʘ ʤʦʞʝʪ ʙʳʪʴ ʟʘʜʘʥʘ ʠ ʚ ʜʨʫʛʦʤ ʚʠʜʝ: 

enable  secret  { password }  

password  ʟʥʘʯʝʥʠʝ ʧʘʨʦʣʷ, ʢʦʪʦʨʦʝ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʨʘʚʥʦ 0 ʠʣʠ 5, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 

ʜʘʥʥʳʡ ʩʠʥʪʘʢʩʠʩ ʥʝʜʦʧʫʩʪʠʤ. 

 

ɽʩʣʠ ʟʘʜʘʪʴ ʦʜʥʫ ʠʟ ʜʚʫʭ ʢʦʤʘʥʜ (ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʇʨʦʜʫʢʪʘ ʦʥʠ ʵʢʚʠʚʘʣʝʥʪʥʳ ʜʨʫʛ ʜʨʫʛʫ): 

no enable password  

no enable secret  

ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʭʦʜ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʦʪʢʣʶʯʘʝʪʩʷ: 

¶ ɺ ɻʪʦʤ ʩʣʫʯʘʝ ʟʘʧʨʝʱʘʝʪʩʷ ʚʭʦʜ ʚ ʢʦʥʩʦʣʴ ʥʝʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ 
(ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ, ʦʪʣʠʯʥʳʡ ʦʪ 15). ʇʨʠ ʧʦʧʳʪʢʝ ʚʦʡʪʠ ʚ ʢʦʥʩʦʣʴ, ʙʫʜʝʪ ʚʳʜʘʥʦ 
ʩʦʦʙʱʝʥʠʝ: "Password required, but none set" (ʩʦʦʙʱʝʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ ʩʦʦʙʱʝʥʠʶ 
Cisco). ʇʦʩʣʝ ʵʪʦʛʦ ʧʨʦʛʨʘʤʤʘ ʟʘʚʝʨʰʠʪ ʨʘʙʦʪʫ. 
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¶ ʉʣʝʜʫʝʪ ʩʦʙʣʶʜʘʪʴ ʦʩʪʦʨʦʞʥʦʩʪʴ: ʝʩʣʠ ʫʜʘʣʠʪʴ ʚʩʝʭ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ (ʩ ʫʨʦʚʥʝʤ 15) ʠ ʦʪʢʣʶʯʠʪʴ ʧʘʨʦʣʴ ʥʘ ʚʭʦʜ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ, 
ʪʦ ʟʘʡʪʠ ʚ ʢʦʥʩʦʣʴ ʙʦʣʴʰʝ ʥʝ ʫʜʘʩʪʩʷ. 

¶ ɽʩʣʠ ʧʨʠ ʦʪʢʣʶʯʝʥʥʦʤ ʧʘʨʦʣʝ ʥʘ ʚʭʦʜ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʟʘʡʪʠ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʟʘʪʝʤ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ disable  ʚʳʡʪʠ ʠʟ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ, ʘ ʧʦʪʦʤ ʟʘʜʘʪʴ ʢʦʤʘʥʜʫ enable  ï ʙʫʜʝʪ ʚʳʜʘʥʦ 

ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: "% Error in authentication." (ʩʦʦʙʱʝʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ ʩʦʦʙʱʝʥʠʶ 
Cisco). ɺʦʡʪʠ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʚ ʨʘʤʢʘʭ ʜʘʥʥʦʡ ʩʝʩʩʠʠ ʫʞʝ ʥʝ ʫʜʘʩʪʩʷ. 

¶ ʇʦ ʢʦʤʘʥʜʝ show running - config  ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝ ʙʫʜʫʪ ʧʦʢʘʟʳʚʘʪʴʩʷ ʢʦʤʘʥʜʳ 

enable password  ʠ enable secret . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʌʦʨʤʘʪ ʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʧʘʨʦʣʷ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʬʦʨʤʘʪʘ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ ʚ IOS.  

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʧʘʨʦʣʷ "qwerty" ʜʣʷ 
ʭʨʘʥʝʥʠʷ ʝʝ ʚʥʫʪʨʠ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ: 

Router<config>#enable secre t  0 qwerty  

Router<config>#exit  

 

ɺ ʢʦʥʬʠʛʫʨʘʮʠʠ ʵʪʘ ʢʦʤʘʥʜʘ ʙʫʜʝʪ ʭʨʘʥʠʪʴʩʷ ʚ ʚʠʜʝ: 

enable  secret  5 2 Fe034RYzgb7xbt 2pYxcpA == 
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username password 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʟʤʝʥʝʥʠʷ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʘʨʦʣʷ, ʫʨʦʚʥʷ 

ʧʨʠʚʠʣʝʛʠʡ ʠʣʠ ʫʜʘʣʝʥʠʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ username  

password . ɺ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʘʨʦʣʴ ʙʫʜʝʪ ʭʨʘʥʠʪʴʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ. ɼʣʷ ʫʜʘʣʝʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʦʩʪʘʪʦʯʥʦ ʫʢʘʟʘʪʴ no username  { name} . 

 

ʉʠʥʪʘʢʩʠʩ username  {name}  [ privilege  level]  password  [ 0] {pwd}  

 no username  {name}  

name  ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʀʤʷ ʜʦʣʞʥʦ ʥʘʯʠʥʘʪʴʩʷ ʩ ʙʫʢʚʳ ʣʘʪʠʥʩʢʦʛʦ 

ʘʣʬʘʚʠʪʘ (ʩʪʨʦʯʥʦʡ ʠʣʠ ʧʨʦʧʠʩʥʦʡ). ɼʘʣʝʝ ʤʦʛʫʪ ʠʜʪʠ ʙʫʢʚʳ 

ʣʘʪʠʥʩʢʦʛʦ ʘʣʬʘʚʠʪʘ (ʩʪʨʦʯʥʳʝ ʠʣʠ ʧʨʦʧʠʩʥʳʝ), ʮʠʬʨʳ, _   

(ʧʦʜʯʝʨʢʠʚʘʥʠʝ) ʠ -  (ʜʝʬʠʩ). ʀʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʠ ʥʝ 

ʧʨʝʚʳʰʘʪʴ 8 ʩʠʤʚʦʣʦʚ.  

l evel  ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ, ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 0 ï 15. ɿʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ï 1. 

0 ʥʝʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ, ʫʢʘʟʳʚʘʶʱʠʡ ʥʘ ʪʦ, ʯʪʦ ʧʘʨʦʣʴ ʭʨʘʥʠʪʩʷ ʚ 

ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. ʆʥ ʦʙʷʟʘʪʝʣʝʥ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʧʘʨʦʣʴ 
ʪʦʞʝ ç0è:  

 username  { name} [ privilege  level ] password  0 0 .  

 ʇʨʠ ʚʳʚʦʜʝ ʧʦ show running - config  ʥʦʣʴ ʧʦʢʘʟʳʚʘʝʪʩʷ ʚʩʝʛʜʘ. 

pwd ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʦʧʫʩʢʘʶʪʩʷ ʣʘʪʠʥʩʢʠʝ ʙʫʢʚʳ, ʮʠʬʨʳ ʠ 

ʩʧʝʮʩʠʤʚʦʣʳ. ʅʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʙʝʣʳ ʠ ʥʝʣʘʪʠʥʩʢʠʝ ʩʠʤʚʦʣʳ.  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʦʙʘʚʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʟʤʝʥʝʥʠʝ ʝʛʦ ʧʘʨʘʤʝʪʨʦʚ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʟʤʝʥʝʥʠʷ ʧʘʨʦʣʷ ʠʣʠ 
ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 

 

ɺ ʆʉ Linux ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʦʟʜʘʝʪʩʷ ʩ home ʚ ʜʠʨʝʢʪʦʨʠʠ 

/ var / bel vpn / users /< name> (<name> ï ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ). 

ɼʠʨʝʢʪʦʨʠʷ ʩʦʟʜʘʝʪʩʷ ʩ ʘʪʨʠʙʫʪʘʤʠ 750 ( drwxr - x--- ) . 

ɺ ʢʘʯʝʩʪʚʝ shell  ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʩʪʘʚʣʷʝʪʩʷ 

/ opt / VPNagent / bin / cs _console . 

 

ʆʛʨʘʥʠʯʝʥʠʷ ʥʘ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʷʚʣʷʶʪʩʷ ʙʦʣʝʝ ʩʪʨʦʛʠʤʠ, ʯʝʤ ʚ Cisco IOS. ʕʪʦ ʩʚʷʟʘʥʦ ʩ 
ʦʩʦʙʝʥʥʦʩʪʷʤʠ ʠʩʧʦʣʴʟʫʝʤʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

ʂʦʤʘʥʜʘ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʦʩʧʨʠʥʠʤʘʝʪʩʷ ʢʘʢ ʢʦʤʘʥʜʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ (ʥʘʧʨʠʤʝʨ, 
ʩʤʝʥʠʪʴ ʧʘʨʦʣʴ, privilege ʠ ʪ.ʧ.), ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʫʞʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʚ 
ʩʠʩʪʝʤʝ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʠʟʤʝʥʝʥʠʠ ʧʘʨʦʣʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ, 
ʜʦʙʘʚʣʷʶʪʩʷ ʠʣʠ ʠʟʤʝʥʷʶʪʩʷ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ.  

ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ ʫʢʘʟʘʥʥʳʤ ʚ ʢʦʤʘʥʜʝ ʠʤʝʥʝʤ ʫʞʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʆʉ, ʥʦ ʥʝ ʧʨʝʜʩʪʘʚʣʝʥ 
ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʦ ʜʘʣʝʝ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʣʠ cs_console ʚ 
ʢʘʯʝʩʪʚʝ shell ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ: 
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¶ ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ shell ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʩʪʘʚʣʝʥʘ cs_console, ʪʦ ʜʘʥʥʳʡ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʣʷʝʪʩʷ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʶ.  

ʇʨʠ ʵʪʦʤ ʥʘ ʢʦʥʩʦʣʴ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

Warning: User "<username>" already exists in the system. It was reused.   

ʇʦʣʴʟʦʚʘʪʝʣʶ ʚʳʜʘʝʪʩʷ ʧʘʨʦʣʴ, ʟʘʜʘʥʥʳʡ ʚ ʢʦʤʘʥʜʝ username. ɽʩʣʠ ʧʨʝʜʳʜʫʱʠʡ 
ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʝ ʦʪʣʠʯʘʣʩʷ ʦʪ ʥʦʚʦʛʦ, ʦʥ ʙʫʜʝʪ ʧʦʪʝʨʷʥ. 

¶ ɽʩʣʠ ʫ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʩʪʘʚʣʝʥ ʜʨʫʛʦʡ shell, ʢʦʤʘʥʜʘ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ. 

 

ʇʦʣʴʟʦʚʘʪʝʣʶ ʤʦʞʝʪ ʙʳʪʴ ʥʘʟʥʘʯʝʥ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʠʟ ʜʠʘʧʘʟʦʥʘ 0 ï 15. ʕʪʦʪ ʜʠʘʧʘʟʦʥ 
ʨʘʟʜʝʣʝʥ ʥʘ ʜʚʘ ʢʣʘʩʩʘ: ʚ ʧʝʨʚʦʤ ï ʧʷʪʥʘʜʮʘʪʳʡ ʫʨʦʚʝʥʴ, ʘ ʚʦ ʚʪʦʨʦʤ ï ʩ 0 ʧʦ 14 ʫʨʦʚʥʠ. 
ʇʦʣʴʟʦʚʘʪʝʣʠ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ ʦʪ 0 ʜʦ 14 ʠʤʝʶʪ ʦʜʠʥʘʢʦʚʳʝ ʧʨʘʚʘ.  

ʇʦʣʴʟʦʚʘʪʝʣʴ ʩ ʧʷʪʥʘʜʮʘʪʳʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ ʚ ʠʥʪʝʨʬʝʡʩʝ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʩʨʘʟʫ 
ʧʦʣʫʯʘʝʪ ʜʦʩʪʫʧ ʢ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʨʝʞʠʤʫ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʢʦʥʩʦʣʠ. ʇʦʣʴʟʦʚʘʪʝʣʝʡ 
ʩ ʧʷʪʥʘʜʮʘʪʳʤ ʫʨʦʚʥʝʤ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ.  

ʇʦʣʴʟʦʚʘʪʝʣʴ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ ʦʪ 0 ʧʦ 14 ʠʤʝʝʪ ʧʨʘʚʦ ʜʦʩʪʫʧʘ ʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤʫ 
ʨʝʞʠʤʫ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʢʦʥʩʦʣʠ. ɸ ʝʩʣʠ ʵʪʦʪ ʧʦʣʴʟʦʚʘʪʝʣʴ ʟʥʘʝʪ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ 
ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʨʝʞʠʤʫ, ʪʦ ʦʥ ʤʦʞʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

ɽʩʣʠ ʥʝ ʫʢʘʟʘʥ ʚ ʢʦʤʘʥʜʝ ʧʘʨʘʤʝʪʨ [ privilege  level ] , ʪʦ ʙʫʜʝʪ ʩʦʟʜʘʥ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ 1 

(ʧʝʨʚʳʤ) ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ. 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʙʫʜʝʪ ʧʦʢʘʟʘʥʘ ʢʦʤʘʥʜʘ username  

password  ʚ ʪʦʤ ʚʠʜʝ, ʚ ʢʘʢʦʤ ʦʥʘ ʙʳʣʘ ʚʚʝʜʝʥʘ. ɹʫʜʴʪʝ ʦʩʪʦʨʦʞʥʳ, ʧʘʨʦʣʴ ʭʨʘʥʠʪʩʷ ʠ 

ʧʦʢʘʟʳʚʘʝʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ.  

ɺ cs _console  ʢʦʤʘʥʜʳ username  password  ʠ username  secret  ʷʚʣʷʶʪʩʷ 

ʚʟʘʠʤʦʟʘʤʝʥʷʝʤʳʤʠ ï ʚʚʦʜ ʣʶʙʦʡ ʠʟ ʵʪʠʭ ʢʦʤʘʥʜ ʜʣʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʦʙʦʟʥʘʯʘʝʪ ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢ ʦʥ ʙʳʣ ʟʘʜʘʥ ʨʘʥʝʝ. 

ʋʜʘʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʋʜʘʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʤʝʥʝʤ name ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʤʘʥʜʦʡ  

no username  { name}  

 

ɼʦʧʫʩʪʠʤʦ ʫʢʘʟʳʚʘʪʴ ʙʦʣʝʝ ʜʣʠʥʥʫʶ ʢʦʤʘʥʜʫ, ʥʘʧʨʠʤʝʨ, no usernam e { name} privilege  

10 password  { pwd}. ʆʜʥʘʢʦ, ʥʠʢʘʢʦʡ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʵʪʦʤ ʥʝʪ. 

ɽʩʣʠ ʠʤʝʝʪʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 15, ʪʦ ʫʜʘʣʪ̫ʴ ʪʘʢʦʛʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ. 

ʋʜʘʣʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʟ-ʧʦʜ ʢʦʪʦʨʦʛʦ ʟʘʧʫʱʝʥʘ cs _console , ʪʝʭʥʠʯʝʩʢʠ ʚʦʟʤʦʞʥʦ, ʥʦ 

ʜʘʥʥʦʝ ʜʝʡʩʪʚʠʝ ʢʘʪʝʛʦʨʠʯʝʩʢʠ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ. 

ɽʩʣʠ ʫʜʘʣʷʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʟ ʩʠʩʪʝʤʳ, ʠʟ-ʧʦʜ ʢʦʪʦʨʦʛʦ ʥʝ ʟʘʧʫʱʝʥʘ cs _console :  

¶ ʇʦʣʴʟʦʚʘʪʝʣʴ ʫʩʧʝʰʥʦ ʫʜʘʣʝʥ ʠʟ ʩʠʩʪʝʤʳ: ʢʦʤʘʥʜʘ ʟʘʚʝʨʰʘʝʪʩʷ ʫʩʧʝʰʥʦ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴ 
ʫʜʘʣʷʝʪʩʷ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʝ ʥʝ ʩʫʱʝʩʪʚʫʝʪ: ʢʦʤʘʥʜʘ ʪʘʢʞʝ ʟʘʚʝʨʰʘʝʪʩʷ ʫʩʧʝʰʥʦ ʠ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʫʜʘʣʷʝʪʩʷ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ ʋʜʘʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʧʨʦʰʣʦ (ʧʦʣʴʟʦʚʘʪʝʣʴ ʚ ʩʠʩʪʝʤʝ ʦʩʪʘʣʩʷ): ʪʦ ʢʦʤʘʥʜʘ 
ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʫʜʘʣʷʝʪʩʷ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ.  

 

ɺʳʜʘʚʘʝʤʳʝ ʩʦʦʙʱʝʥʠʷ 

ʇʨʠ ʧʦʧʳʪʢʝ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʩʣʝʜʫʶʱʠʝ ʦʰʠʙʢʠ: 
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ʅʝʧʨʘʚʠʣʴʥʳʡ ʩʠʥʪʘʢʩʠʩ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʜʦʧʫʩʪʠʤʳʭ ʩʠʤʚʦʣʦʚ):  
% User "<username>" was not created. Username is is invalid.   

ɼʣʠʥʘ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʝʚʳʰʘʝʪ 8 ʩʠʤʚʦʣʦʚ: % User "<username>" was not created. 
Username is too long (8-chars limit exceeded).  

ʇʦʣʴʟʦʚʘʪʝʣʴ ʩ ʪʘʢʠʤ ʠʤʝʥʝʤ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ ʚ ʩʠʩʪʝʤʝ: % User addition failed. User 
"<username>" already exists in the system.  

ʇʨʦʠʟʦʰʣʘ ʩʠʩʪʝʤʥʘʷ ʦʰʠʙʢʘ (ʚʦʟʤʦʞʥʦ ʥʘʨʫʰʝʥʘ ʩʠʩʪʝʤʥʘʷ ʧʦʣʠʪʠʢʘ ʚ ʦʪʥʦʰʝʥʠʠ 
ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʧʘʨʦʣʷ; ʥʘʧʨʠʤʝʨ ʩʣʠʰʢʦʤ ʢʦʨʦʪʢʠʡ ʧʘʨʦʣʴ): % User addition 
failed: System error. Possibly the password or the user name violates some system policy (e.g. 
the password is too short). 

ʂʨʦʤʝ ʫʢʘʟʘʥʥʦʡ, ʚʦʟʤʦʞʥʳ ʠ ʜʨʫʛʠʝ ʧʨʠʯʠʥʳ ʧʦʷʚʣʝʥʠʷ ʜʘʥʥʦʡ ʦʰʠʙʢʠ, ʥʘʧʨʠʤʝʨ 
ʠʩʯʝʨʧʘʥʠʝ ʨʝʩʫʨʩʦʚ. ʊʘʢʘʷ ʦʰʠʙʢʘ ʤʦʞʝʪ ʚʦʟʥʠʢʥʫʪʴ ʧʨʠ ʧʦʧʳʪʢʝ ʩʦʟʜʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ 
ʠʤʝʥʝʤ, ʩʦʚʧʘʜʘʶʱʠʤ ʩ ʠʤʝʥʝʤ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (ʩʧʠʩʦʢ ʛʨʫʧʧ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʚ 
ʬʘʡʣʝ /etc/group).  

ʇʨʠ ʧʦʧʳʪʢʝ ʩʤʝʥʳ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʝʪ ʚʦʟʥʠʢʘʪʴ ʦʰʠʙʢʘ: % User password 
change failed. Possibly the password violates some system policy (e.g. it's too short).  

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʅʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʚʩʝʚʦʟʤʦʞʥʳʝ ʚʘʨʠʘʥʪʳ ʟʘʜʘʥʠʷ username ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ nopassword ; 

¶ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʰʠʬʨʦʚʘʥʠʝ ʧʘʨʦʣʷ ï ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʢʦʤʘʥʜʘ username 

{name} password 7 {encrypted - password} . 

¶ ʀʤʝʝʪʩʷ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʜʣʠʥʫ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

¶ ɺ cs_console  ʢʦʤʘʥʜʳ username password  ʠ username secret  ʷʚʣʷʶʪʩʷ 

ʚʟʘʠʤʦʟʘʤʝʥʷʝʤʳʤʠ ï ʚʚʦʜ ʣʶʙʦʡ ʠʟ ʵʪʠʭ ʢʦʤʘʥʜ ʜʣʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʦʙʦʟʥʘʯʘʝʪ ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢ ʦʥ ʙʳʣ ʟʘʜʘʥ ʨʘʥʝʝ. ɺ Cisco: 

ʝʩʣʠ ʧʘʨʦʣʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʜʘʥ ʢʦʤʘʥʜʦʡ username password  (ʧʘʨʦʣʴ ʭʨʘʥʠʪʩʷ 

ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ), ʪʦ ʧʘʨʦʣʴ ʥʝʣʴʟʷ ʧʦʪʦʤ ʠʟʤʝʥʠʪʴ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ username 

secret  (ʧʘʨʦʣʴ ʭʨʘʥʠʪʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ), ʠ ʥʘʦʙʦʨʦʪ ï ʝʩʣʠ ʧʘʨʦʣʴ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʜʘʥ ʢʦʤʘʥʜʦʡ username secret , ʪʦ ʧʦʪʦʤ ʠʟʤʝʥʠʪʴ ʝʛʦ ʢʦʤʘʥʜʦʡ 

username password  ʥʝʣʴʟʷ. ɺ ʦʙʦʠʭ ʩʣʫʯʘʷʭ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ.  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʟʤʝʥʝʥʠʷ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʤʝʥʝʤ " cscons " : 

Router(config)#username cscons password security  

Router ( config )# end  
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username secret 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʟʤʝʥʝʥʠʷ ʧʘʨʦʣʷ, ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ ʠʣʠ ʫʜʘʣʝʥʠʷ 

ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʠʤʝʥʷʡʪʝ ʢʦʤʘʥʜʫ username  secret . ɺ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʧʘʨʦʣʴ ʙʫʜʝʪ ʭʨʘʥʠʪʴʩʷ ʣʠʙʦ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ, ʣʠʙʦ ʚ ʪʦʤ ʚʠʜʝ, ʚ ʢʘʢʦʤ ʦʥ ʙʳʣ ʚʚʝʜʝʥ 
ʚ ʢʦʤʘʥʜʝ. 

 

ʉʠʥʪʘʢʩʠʩ username  {name}  [ privilege  level] secret  { 0| 5} {pwd}  

 no username {name}  

name ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʀʤʷ ʜʦʣʞʥʦ ʥʘʯʠʥʘʪʴʩʷ ʩ ʙʫʢʚʳ ʣʘʪʠʥʩʢʦʛʦ 

ʘʣʬʘʚʠʪʘ (ʩʪʨʦʯʥʦʡ ʠʣʠ ʧʨʦʧʠʩʥʦʡ). ɼʘʣʝʝ ʤʦʛʫʪ ʠʜʪʠ ʙʫʢʚʳ 

ʣʘʪʠʥʩʢʦʛʦ ʘʣʬʘʚʠʪʘ (ʩʪʨʦʯʥʳʝ ʠʣʠ ʧʨʦʧʠʩʥʳʝ), ʮʠʬʨʳ, _ 

(ʧʦʜʯʝʨʢʠʚʘʥʠʝ) ʠ -  (ʜʝʬʠʩ). ʀʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʠ ʥʝ 

ʧʨʝʚʳʰʘʪʴ 8 ʩʠʤʚʦʣʦʚ.  

level  ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ, ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 0 ï 15. ɿʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ï 1. 

pwd  ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʦʧʫʩʢʘʶʪʩʷ ʣʘʪʠʥʩʢʠʝ ʙʫʢʚʳ, ʮʠʬʨʳ ʠ 

ʩʧʝʮʩʠʤʚʦʣʳ. ʅʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʙʝʣʳ ʠ ʥʝʣʘʪʠʥʩʢʠʝ ʩʠʤʚʦʣʳ.  

0 ʧʨʠ ʵʪʦʤ ʟʥʘʯʝʥʠʠ ʧʘʨʦʣʴ ʚʚʦʜʠʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʠ 

ʟʘʰʠʬʨʦʚʳʚʘʝʪʩʷ ʚʥʫʪʨʠ 

5 ʧʨʠ ʵʪʦʤ ʟʥʘʯʝʥʠʠ ʧʘʨʦʣʴ ʚʚʦʜʠʪʩʷ ʠ ʩʯʠʪʘʝʪʩʷ, ʯʪʦ ʦʥ ʷʚʣʷʝʪʩʷ 

ʨʝʟʫʣʴʪʘʪʦʤ ʬʫʥʢʮʠʠ ʭʵʰʠʨʦʚʘʥʠʷ, ʠ ʩʦʭʨʘʥʷʝʪʩʷ ʙʝʟ ʠʟʤʝʥʝʥʠʷ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʦʙʘʚʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʟʤʝʥʝʥʠʝ ʝʛʦ ʧʘʨʘʤʝʪʨʦʚ 

ʆʛʨʘʥʠʯʝʥʠʷ ʥʘ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʷʚʣʷʶʪʩʷ ʙʦʣʝʝ ʩʪʨʦʛʠʤʠ, ʯʝʤ ʚ Cisco IOS. ʕʪʦ ʩʚʷʟʘʥʦ ʩ 
ʦʩʦʙʝʥʥʦʩʪʷʤʠ ʠʩʧʦʣʴʟʫʝʤʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

 

 

ɺ ʆʉ Linux ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʦʟʜʘʝʪʩʷ ʩ home ʚ ʜʠʨʝʢʪʦʨʠʠ 

/ var / bel vpn / users /< name> (<name> ï ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ). 

ɼʠʨʝʢʪʦʨʠʷ ʩʦʟʜʘʝʪʩʷ ʩ ʘʪʨʠʙʫʪʘʤʠ 750 ( drwxr - x--- ).  

ɺ ʢʘʯʝʩʪʚʝ shell  ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʩʪʘʚʣʷʝʪʩʷ 

/ opt / VPNagent / bin / cs _console . 

 

ʂʦʤʘʥʜʘ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʦʩʧʨʠʥʠʤʘʝʪʩʷ ʢʘʢ ʢʦʤʘʥʜʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ (ʥʘʧʨʠʤʝʨ, 
ʩʤʝʥʠʪʴ ʧʘʨʦʣʴ, privilege ʠ ʪ.ʧ.), ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʫʞʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʥʘ 
ʤʘʰʠʥʝ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʠʟʤʝʥʝʥʠʠ ʧʘʨʦʣʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ, 
ʜʦʙʘʚʣʷʶʪʩʷ ʠʣʠ ʠʟʤʝʥʷʶʪʩʷ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ.  

ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ ʫʢʘʟʘʥʥʳʤ ʚ ʢʦʤʘʥʜʝ ʠʤʝʥʝʤ ʫʞʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʆʉ, ʥʦ ʥʝ ʧʨʝʜʩʪʘʚʣʝʥ 
ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʦ ʜʘʣʝʝ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʣʠ cs_console ʚ 
ʢʘʯʝʩʪʚʝ shell ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ: 
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¶ ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ shell ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʩʪʘʚʣʝʥʘ cs_console, ʪʦ ʜʘʥʥʳʡ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʣʷʝʪʩʷ ʚ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʶ.  

ʇʨʠ ʵʪʦʤ ʥʘ ʢʦʥʩʦʣʴ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

Warning: User "<username>" already exists in the system. It was reused.   

ʇʦʣʴʟʦʚʘʪʝʣʶ ʚʳʜʘʝʪʩʷ ʧʘʨʦʣʴ, ʟʘʜʘʥʥʳʡ ʚ ʢʦʤʘʥʜʝ username. ɽʩʣʠ ʧʨʝʜʳʜʫʱʠʡ 
ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʝ ʦʪʣʠʯʘʣʩʷ ʦʪ ʥʦʚʦʛʦ, ʦʥ ʙʫʜʝʪ ʧʦʪʝʨʷʥ. 

¶ ɽʩʣʠ ʫ ʜʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʩʪʘʚʣʝʥ ʜʨʫʛʦʡ shell, ʢʦʤʘʥʜʘ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ. 

 

ʇʨʠ ʟʥʘʯʝʥʠʠ {0}  ʧʘʨʦʣʴ ʚʚʦʜʠʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ, ʘ ʟʘʪʝʤ ʚʳʯʠʩʣʷʝʪʩʷ ʠ ʭʨʘʥʠʪʩʷ 

ʬʫʥʢʮʠʷ ʭʵʰʠʨʦʚʘʥʠʷ ʧʘʨʦʣʷ. ɽʩʣʠ ʧʦʩʤʦʪʨʝʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ ʢʦʤʘʥʜʦʡ show running -

config , ʪʦ ʢʦʤʘʥʜʘ  

username  { name} [ privilege  level ] secret  0 { pwd}  

ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʚʠʜʝ 

username  { name} [ privilege  level ] secret  5 { pwd_encrypted }.  

ʇʨʠ ʟʥʘʯʝʥʠʠ {5}  ʩʯʠʪʘʝʪʩʷ, ʯʪʦ ʚʚʝʜʝʥʥʳʡ ʧʘʨʦʣʴ ʷʚʣʷʝʪʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʬʫʥʢʮʠʠ 

ʭʵʰʠʨʦʚʘʥʠʷ ʧʘʨʦʣʷ ʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʦʭʨʘʥʷʝʪʩʷ ʙʝʟ ʠʟʤʝʥʝʥʠʷ ʚ ʪʦʤ ʚʠʜʝ, ʚ ʢʘʢʦʤ ʠ ʙʳʣ 
ʚʚʝʜʝʥ ʚ ʢʦʤʘʥʜʝ: 

username {name} [privilege level] secret 5 {pwd_encrypted}  

ʇʦʣʴʟʦʚʘʪʝʣʶ ʤʦʞʝʪ ʙʳʪʴ ʥʘʟʥʘʯʝʥ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʠʟ ʜʠʘʧʘʟʦʥʘ 0 ï 15. ʕʪʦʪ ʜʠʘʧʘʟʦʥ 
ʨʘʟʜʝʣʝʥ ʥʘ ʜʚʘ ʢʣʘʩʩʘ: ʚ ʧʝʨʚʦʤ ï ʧʷʪʥʘʜʮʘʪʳʡ ʫʨʦʚʝʥʴ, ʘ ʚʦ ʚʪʦʨʦʤ ï ʩ 0 ʧʦ 14 ʫʨʦʚʥʠ. 
ʇʦʣʴʟʦʚʘʪʝʣʠ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ ʦʪ 0 ʜʦ 14 ʠʤʝʶʪ ʦʜʠʥʘʢʦʚʳʝ ʧʨʘʚʘ.  

ʇʦʣʴʟʦʚʘʪʝʣʴ ʩ ʧʷʪʥʘʜʮʘʪʳʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ ʩʨʘʟʫ ʧʦʣʫʯʘʝʪ ʜʦʩʪʫʧ ʢ 
ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʨʝʞʠʤʫ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʢʦʥʩʦʣʠ. ʇʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʧʷʪʥʘʜʮʘʪʳʤ 
ʫʨʦʚʥʝʤ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ.  

ʇʦʣʴʟʦʚʘʪʝʣʴ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ ʦʪ 0 ʧʦ 14 ʠʤʝʝʪ ʧʨʘʚʦ ʜʦʩʪʫʧʘ ʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤʫ 
ʨʝʞʠʤʫ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʡ ʢʦʥʩʦʣʠ. ɸ ʝʩʣʠ ʵʪʦʪ ʧʦʣʴʟʦʚʘʪʝʣʴ ʟʥʘʝʪ ʧʘʨʦʣʴ ʜʦʩʪʫʧʘ ʢ 
ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʨʝʞʠʤʫ, ʪʦ ʦʥ ʤʦʞʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʦ ʧʦʣʴʟʦʚʘʪʝʣʴ 
ʩ ʪʘʢʠʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ ʥʝ ʠʤʝʝʪ ʧʨʘʚʦ ʜʦʩʪʫʧʘ ʢ ʛʨʘʬʠʯʝʩʢʦʤʫ ʠʥʪʝʨʬʝʡʩʫ. 

ɽʩʣʠ ʥʝ ʫʢʘʟʘʥ ʚ ʢʦʤʘʥʜʝ ʧʘʨʘʤʝʪʨ [ privilege  level ] , ʪʦ ʙʫʜʝʪ ʩʦʟʜʘʥ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ 1 

(ʧʝʨʚʳʤ) ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ. 

ʋʜʘʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʋʜʘʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʤʝʥʝʤ name ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʤʘʥʜʦʡ  

no username  { name}  

ɽʩʣʠ ʠʤʝʝʪʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 15, ʪʦ ʫʜʘʣʠʪʴ ʪʘʢʦʛʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ. 

ʋʜʘʣʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʟ-ʧʦʜ ʢʦʪʦʨʦʛʦ ʟʘʧʫʱʝʥʘ cs _console , ʪʝʭʥʠʯʝʩʢʠ ʚʦʟʤʦʞʥʦ, ʥʦ 

ʜʘʥʥʦʝ ʜʝʡʩʪʚʠʝ ʢʘʪʝʛʦʨʠʯʝʩʢʠ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ. 

ɽʩʣʠ ʫʜʘʣʷʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʟ ʩʠʩʪʝʤʳ, ʠʟ-ʧʦʜ ʢʦʪʦʨʦʛʦ ʥʝ ʟʘʧʫʱʝʥʘ cs _console :  

¶ ʇʦʣʴʟʦʚʘʪʝʣʴ ʫʩʧʝʰʥʦ ʫʜʘʣʝʥ ʠʟ ʩʠʩʪʝʤʳ: ʢʦʤʘʥʜʘ ʟʘʚʝʨʰʘʝʪʩʷ ʫʩʧʝʰʥʦ ʠ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʫʜʘʣʷʝʪʩʷ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʝ ʥʝ ʩʫʱʝʩʪʚʫʝʪ: ʢʦʤʘʥʜʘ ʪʘʢʞʝ ʟʘʚʝʨʰʘʝʪʩʷ ʫʩʧʝʰʥʦ, ʠ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʫʜʘʣʷʝʪʩʷ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ ʋʜʘʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʧʨʦʰʣʦ (ʧʦʣʴʟʦʚʘʪʝʣʴ ʚ ʩʠʩʪʝʤʝ ʦʩʪʘʣʩʷ): ʪʦ ʢʦʤʘʥʜʘ 
ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʫʜʘʣʷʝʪʩʷ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ.  

ɺ cs _console  ʢʦʤʘʥʜʳ username  password  ʠ username  secret  ʷʚʣʷʶʪʩʷ 

ʚʟʘʠʤʦʟʘʤʝʥʷʝʤʳʤʠ ï ʚʚʦʜ ʣʶʙʦʡ ʠʟ ʵʪʠʭ ʢʦʤʘʥʜ ʜʣʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʦʙʦʟʥʘʯʘʝʪ ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢ ʦʥ ʙʳʣ ʟʘʜʘʥ ʨʘʥʝʝ. 
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ɺʳʜʘʚʘʝʤʳʝ ʩʦʦʙʱʝʥʠʷ 

ʇʨʠ ʧʦʧʳʪʢʝ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʩʣʝʜʫʶʱʠʝ ʦʰʠʙʢʠ: 

ʅʝʧʨʘʚʠʣʴʥʳʡ ʩʠʥʪʘʢʩʠʩ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʜʦʧʫʩʪʠʤʳʭ ʩʠʤʚʦʣʦʚ):  
% User "<username>" was not created. Username is is invalid.   

ɼʣʠʥʘ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʝʚʳʰʘʝʪ 8 ʩʠʤʚʦʣʦʚ: % User "<username>" was not created. 
Username is too long (8-chars limit exceeded).  

ʇʦʣʴʟʦʚʘʪʝʣʴ ʩ ʪʘʢʠʤ ʠʤʝʥʝʤ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ ʚ ʩʠʩʪʝʤʝ: % User addition failed. User 
"<username>" already exists in the system.  

ʇʨʦʠʟʦʰʣʘ ʩʠʩʪʝʤʥʘʷ ʦʰʠʙʢʘ (ʚʦʟʤʦʞʥʦ ʥʘʨʫʰʝʥʘ ʩʠʩʪʝʤʥʘʷ ʧʦʣʠʪʠʢʘ ʚ ʦʪʥʦʰʝʥʠʠ 
ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʧʘʨʦʣʷ; ʥʘʧʨʠʤʝʨ ʩʣʠʰʢʦʤ ʢʦʨʦʪʢʠʡ ʧʘʨʦʣʴ): % User addition 
failed: System error. Possibly the password or the user name violates some system policy (e.g. 
the password is too short).   

ʇʨʠ ʧʦʧʳʪʢʝ ʩʤʝʥʳ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʦʞʝʪ ʚʦʟʥʠʢʘʪʴ ʦʰʠʙʢʘ: % User password 
change failed. Possibly the password violates some system policy (e.g. it's too short).  

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʅʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʠʥʳʝ ʚʩʝʚʦʟʤʦʞʥʳʝ ʚʘʨʠʘʥʪʳ ʟʘʜʘʥʠʷ ʢʦʤʘʥʜʳ username, ʥʝ 
ʫʢʘʟʘʥʥʳʝ ʟʜʝʩʴ. 

¶ ʀʤʝʝʪʩʷ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʜʣʠʥʫ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

¶ ɺ cs_console  ʢʦʤʘʥʜʳ username password  ʠ username secret  ʷʚʣʷʶʪʩʷ 

ʚʟʘʠʤʦʟʘʤʝʥʷʝʤʳʤʠ ï ʚʚʦʜ ʣʶʙʦʡ ʠʟ ʵʪʠʭ ʢʦʤʘʥʜ ʜʣʷ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ 
ʦʙʦʟʥʘʯʘʝʪ ʠʟʤʝʥʝʥʠʝ ʧʘʨʦʣʷ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢ ʦʥ ʙʳʣ ʟʘʜʘʥ ʨʘʥʝʝ. ɺ Cisco: 

ʝʩʣʠ ʧʘʨʦʣʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʜʘʥ ʢʦʤʘʥʜʦʡ username password  (ʧʘʨʦʣʴ ʭʨʘʥʠʪʩʷ 

ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ), ʪʦ ʧʘʨʦʣʴ ʥʝʣʴʟʷ ʧʦʪʦʤ ʠʟʤʝʥʠʪʴ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ username 

secret  (ʧʘʨʦʣʴ ʭʨʘʥʠʪʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ), ʠ ʥʘʦʙʦʨʦʪ ï ʝʩʣʠ ʧʘʨʦʣʴ ʜʣʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʜʘʥ ʢʦʤʘʥʜʦʡ username secret , ʪʦ ʧʦʪʦʤ ʠʟʤʝʥʠʪʴ ʝʛʦ ʢʦʤʘʥʜʦʡ 

username password  ʥʝʣʴʟʷ. ɺ ʦʙʦʠʭ ʩʣʫʯʘʷʭ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ.  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʤʝʥʝʤ " admin "  ʠ ʧʘʨʦʣʝʤ " security " , 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʟʘʰʠʬʨʦʚʘʥ, ʠ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 15: 

Router#configure terminal  

Enter configuration commands, one per line.  

Route r(config)#username admin privilege 15 secret 0 security  

Router(config)# exit  
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username privilege 

ɼʣ ̫ʠʟʤʝʥʝʥʠʷ ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ 

username privilege . 

 

ʉʠʥʪʘʢʩʠʩ username  {name}  [ privilege  level]  

name  ʠʤ ̫ʧʦʣʴʟʦʚʘʪʝʣʷ. ʀʤʷ ʜʦʣʞʥʦ ʥʘʯʠʥʘʪʴʩʷ ʩ ʙʫʢʚʳ ʣʘʪʠʥʩʢʦʛʦ 

ʘʣʬʘʚʠʪʘ (ʩʪʨʦʯʥʦʡ ʠʣʠ ʧʨʦʧʠʩʥʦʡ). ɼʘʣʝʝ ʤʦʛʫʪ ʠʜʪʠ ʙʫʢʚʳ 

ʣʘʪʠʥʩʢʦʛʦ ʘʣʬʘʚʠʪʘ (ʩʪʨʦʯʥʳʝ ʠʣʠ ʧʨʦʧʠʩʥʳʝ), ʮʠʬʨʳ, _  

(ʧʦʜʯʝʨʢʠʚʘʥʠʝ) ʠ -  (ʜʝʬʠʩ). ʀʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʠ ʥʝ 

ʧʨʝʚʳʰʘʪʴ 8 ʩʠʤʚʦʣʦʚ.  

level  ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ, ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 0 ï 15. ɿʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ï 1. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʤʝʥʷʝʪ ʫʨʦʚʝʥɹ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʨʠʩʫʪʩʪʚʫʶʱʝʛʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

ɽʩʣʠ ʧʦʧʳʪʘʪʴʩʷ ʚʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʪʩʫʪʩʪʚʫʶʱʝʛʦ ʚ Cisco-like 
ʢʦʥʬʠʛʫʨʘʮʠʠ, ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

% User  "< name>" not  found  

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɺ Cisco IOS ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʦʥ ʙʫʜʝʪ ʩʦʟʜʘʥ ʩ ʫʢʘʟʘʥʥʳʤ ʫʨʦʚʥʝʤ 
ʧʨʠʚʠʣʝʛʠʡ. 
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ʃʧʥʙʦʝʴ ʦʙʪʫʩʧʢʣʡ ʨʩʧʫʧʣʧʤʡʩʧʛʙʦʡʸ ʪʧʚʴʫʡʢ 

ʅʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʯʠʪʘʶʪʩʷ ʧʨʠ ʩʪʘʨʪʝ cs_console ʠʟ ʩʝʨʚʠʩʘ vpnsvc. 

ɽʩʣʠ ʤʝʞʜʫ ʜʚʫʤʷ ʟʘʧʫʩʢʘʤʠ cs_console ʥʘʩʪʨʦʡʢʠ ʤʝʥʷʣʠʩʴ ʩ ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ log_mgr 
(log_mgr ʦʧʠʩʘʥʘ ʚ ʜʦʢʫʤʝʥʪʝ çʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʢʦʤʘʥʜʳè), ʙʫʜʫʪ ʦʪʦʙʨʘʞʝʥʳ ʥʦʚʳʝ 
ʥʘʩʪʨʦʡʢʠ, ʚʳʩʪʘʚʣʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʵʪʦʡ ʫʪʠʣʠʪʳ. 

ʇʨʠ ʚʚʦʜʝ ʢʦʤʘʥʜ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ, ʠʟʤʝʥʝʥʠʷ ʚ ʥʘʩʪʨʦʡʢʘʭ ʧʨʦʪʦʢʦʣʘ 
ʩʦʙʳʪʠʡ ʢʦʥʩʦʣʠ ʚʩʪʫʧʘʶʪ ʚ ʩʠʣʫ ʥʝʤʝʜʣʝʥʥʦ. ʊʘʢʞʝ ʥʝʤʝʜʣʝʥʥʦ ʚʩʪʫʧʘʶʪ ʚ ʜʝʡʩʪʚʠʝ 
ʘʥʘʣʦʛʠʯʥʳʝ ʠʟʤʝʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʠ ʜʣʷ ʩʝʨʚʠʩʘ vpnsvc. 

ʅʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʥʝ ʚʣʠʷʶʪ ʥʘ Native-ʢʦʥʬʠʛʫʨʘʮʠʶ. 

ʂʦʤʘʥʜʳ logging on, logging facility ʠ logging host ʠʤʝʶʪ ʚʥʫʪʨʝʥʥʠʝ ʟʘʚʠʩʠʤʦʩʪʠ. ʇʨʠ ʚʚʦʜʝ 
ʣʶʙʦʡ ʠʟ ʪʨʝʭ ʢʦʤʘʥʜ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʯʠʪʘʶʪʩʷ ʪʝʢʫʱʠʝ ʥʘʩʪʨʦʡʢʠ syslog ʜʣʷ ʩʝʨʚʠʩʘ vpnsvc (ʚʢʣʶʯʝʥʦ/ʚʳʢʣʶʯʝʥʦ, facility, 
ʘʜʨʝʩ ʧʦʣʫʯʘʪʝʣʷ syslog); 

¶ ʚ ʥʘʩʪʨʦʡʢʘʭ ʤʝʥʷʝʪʩʷ ʦʜʠʥ ʠʟ ʧʘʨʘʤʝʪʨʦʚ (ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʢʦʤʘʥʜʳ); 

¶ ʜʘʣʝʝ ʥʘʩʪʨʦʡʢʠ ʚʳʩʪʘʚʣʷʶʪʩʷ ʜʣʷ cs_console ʠ ʜʣʷ vpnsvc.  

ɽʩʣʠ ʧʨʦʠʟʦʰʣʘ ʨʘʩʩʠʥʭʨʦʥʠʟʘʮʠʷ ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʧʘʨʘʣʣʝʣʴʥʦ ʩ ʫʞʝ ʟʘʧʫʱʝʥʥʦʡ cs_console 
ʙʳʣʘ ʚʳʟʚʘʥʘ ʫʪʠʣʠʪʘ log_mgr ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ, ʪʦ ʚʳʟʦʚ 
ʣʶʙʦʡ ʠʟ ʵʪʠʭ ʢʦʤʘʥʜ ʚʦʩʩʪʘʥʦʚʠʪ ʵʪʫ ʩʠʥʭʨʦʥʠʟʘʮʠʶ. ʇʨʠ ʵʪʦʤ ʦʩʪʘʣʴʥʳʝ ʜʚʘ ʧʘʨʘʤʝʪʨʘ 
(ʥʝ ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ) ʙʫʜʫʪ ʚʳʩʪʘʚʣʝʥʳ ʜʣʷ cs_console ʚ ʟʥʘʯʝʥʠʝ, ʧʦʣʫʯʝʥʥʦʝ 
ʠʟ ʩʝʨʚʠʩʘ vpnsvc. 

logging  

ʂʦʤʘʥʜʘ logging  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʜʘʥʠʷ IP-ʘʜʨʝʩʘ ʭʦʩʪʘ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʫʪ ʧʦʩʳʣʘʪʴʩʷ 

ʩʦʦʙʱʝʥʠʷ ʦ ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʭ ʩʦʙʳʪʠʷʭ. ʉʦʦʙʱʝʥʠʷ ʤʦʞʥʦ ʧʦʩʳʣʘʪʴ ʪʦʣʴʢʦ ʥʘ ʦʜʠʥ ʘʜʨʝʩ. 

No-ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ logging  {ip - address}  

 no logging  {ip - address}  

ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʚʘʨʠʘʥʪ ʢʦʤʘʥʜʳ: 

 logging  host  { ip - address }  

ip - address  IPïʘʜʨʝʩ ʭʦʩʪʘ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʥʘʧʨʘʚʣʝʥ ʣʦʛ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  logging  127.0.0.1  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ logging  ʟʘʜʘʝʪ ʘʜʨʝʩ ʭʦʩʪʘ, ʥʘ ʢʦʪʦʨʳʡ ʙʫʜʫʪ ʥʘʧʨʘʚʣʷʪʴʩʷ ʩʦʦʙʱʝʥʠʷ ʦ 

ʧʨʦʠʩʭʦʜʷʱʠʭ ʩʦʙʳʪʠʷʭ ʥʘ ʰʣʶʟʝ. ɼʣʷ ʦʪʩʳʣʢʠ ʩʦʦʙʱʝʥʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʧʨʦʪʦʢʦʣ 

Syslog ʠ ʧʦʣʫʯʘʪʝʣʴ ʩʦʦʙʱʝʥʠʡ ʤʦʞʝʪ ʙʳʪʴ ʪʦʣʴʢʦ ʦʜʠʥ. ʇʨʠ ʚʚʦʜʝ ʢʦʤʘʥʜʳ logging , 

ʠʟʤʝʥʝʥʠʷ ʚ ʥʘʩʪʨʦʡʢʘʭ ʧʨʦʪʦʢʦʣʘ ʩʦʙʳʪʠʡ ʢʦʥʩʦʣʠ ʚʩʪʫʧʘʶʪ ʚ ʩʠʣʫ ʥʝʤʝʜʣʝʥʥʦ.  

ʇʨʠ ʩʪʘʨʪʝ ʢʦʥʩʦʣʠ ʧʦʣʫʯʘʪʝʣʴ ʧʨʦʪʦʢʦʣʘ ʩʦʦʙʱʝʥʠʡ ʟʘʧʠʩʘʥ ʚ ʬʘʡʣ syslog . ini . ʇʦʩʣʝ 

ʟʘʯʠʪʳʚʘʥʠʷ ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚʳʩʪʘʚʣʷʝʪʩʷ ʧʦʣʫʯʘʪʝʣʴ ʧʨʦʪʦʢʦʣʘ ʩʦʦʙʱʝʥʠʡ, 

file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate-V/Готовые/Util_reference.pdf
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ʦʧʠʩʘʥʥʳʡ ʚ cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ. ɽʩʣʠ ʚ cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʢʦʤʘʥʜʳ 
ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʦʪʩʫʪʩʪʚʫʶʪ, ʪʦ ʚʳʩʪʘʚʣʷʶʪʩʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʊʘʢʞʝ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʳʩʪʘʚʣʷʝʪʩʷ ʠ ʧʨʠ ʟʘʜʘʥʠʠ ʦʜʥʦʡ ʠʟ ʢʦʤʘʥʜ: 

no logging {ip - address}  

log ging 127.0.0.1  

ɿʘʜʘʥʥʘʷ ʢʦʤʘʥʜʘ no logging  { ip - address } ʘʥʘʣʦʛʠʯʥʘ ʢʦʤʘʥʜʝ logging  127.0.0.1 . 

ɸʨʛʫʤʝʥʪ ip - address  ʚ ʢʦʤʘʥʜʝ no logging  ʜʦʣʞʝʥ ʩʦʚʧʘʜʘʪʴ ʩ IP-ʘʜʨʝʩʦʤ ʭʦʩʪʘ ʫʞʝ 

ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʠʥʘʯʝ ʢʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʩ ʜʠʘʛʥʦʩʪʠʢʦʡ 

 % No such  logging  host .  

ɽʩʣʠ ʟʘʜʘʥʘ ʢʦʤʘʥʜʘ logging  127.0.0.1 , ʪʦ ʦʥʘ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʦ ʢʦʤʘʥʜʝ show 

running - config . 

ʂʦʤʘʥʜʘ no logging  ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ.  

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ hostname  ʚ ʢʘʯʝʩʪʚʝ ʘʨʛʫʤʝʥʪʘ. 

¶ ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʟʘʜʘʥʠʝ ʩʧʠʩʢʘ SYSLOG-ʩʝʨʚʝʨʦʚ, ʨʘʟʨʝʰʝʥ ʪʦʣʴʢʦ ʦʜʠʥ ʘʜʨʝʩ. 

ʇʦʚʪʦʨʥʦ ʟʘʜʘʥʥʘʷ ʢʦʤʘʥʜʘ logging  ʟʘʤʝʥʷʝʪ ʧʨʝʜʳʜʫʱʠʡ ʘʜʨʝʩ. ɿʘʜʘʥʥʳʡ ʘʜʨʝʩ 

ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʬʘʡʣʝ syslog.ini .  

 

ʉʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʜʘʥʥʦʡ ʢʦʤʘʥʜ ,r ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ ʦ ʩʝʨʴʝʟʥʳʭ 
ʧʨʦʙʣʝʤʘʭ ʩ cs_console (ʥʘʧʨʠʤʝʨ, ʧʨʦʧʘʜʘʥʠʝ ʩʚʷʟʠ ʩ ʩʝʨʚʠʩʦʤ vpnsvc) ʧʨʠʚʝʜʝʥʳ ʚ 
ʥʠʞʝʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ. ʇʨʠ ʠʭ ʧʦʣʫʯʝʥʠʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʝʨʚʘʪʴ ʨʘʙʦʪʫ ʩ cs_console ʠ 
ʟʘʧʫʩʪʠʪʴ ʝʝ ʟʘʥʦʚʦ. 

ʉʦʦʙʱʝʥʠʝ ʇʦʷʩʥʝʥʠʝ 

% Can't set logging host for 
cs_console 

ʅʝ ʫʜʘʣʦʩʴ ʚʳʩʪʘʚʠʪʴ ʧʦʣʫʯʘʪʝʣʷ ʣʦʛʘ ʜʣʷ cs_console. 

% Can't set logging host ʅʝ ʫʜʘʣʦʩʴ ʚʳʩʪʘʚʠʪʴ ʧʦʣʫʯʘʪʝʣʷ ʣʦʛʘ ʚ ʩʝʨʚʠʩʝ 
vpnsvc. 

% Can't set logging host: can't get the 
syslog parameters 

ʅʝ ʫʜʘʣʦʩʴ ʚʳʩʪʘʚʠʪʴ ʧʦʣʫʯʘʪʝʣʷ ʣʦʛʘ: ʥʝʚʦʟʤʦʞʥʦ 
ʧʦʣʫʯʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʣʦʛʠʨʦʚʘʥʠʷ. 

 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ, ʚ ʢʦʪʦʨʦʤ ʩʦʦʙʱʝʥʠʷ ʦ ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʭ ʩʦʙʳʪʠʷʭ ʦʪʧʨʘʚʣʷʶʪʩʷ ʥʘ 
ʘʜʨʝʩ 10.10.1.101:  

Router ( config )# logging  10.10.1.10 1 
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logging facility 

ɼʣʷ ʟʘʜʘʥʠʷ ʢʘʥʘʣʘ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ logging  facilicy . 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʡ ʠʩʪʦʯʥʠʢ ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʩʦʟʜʘʚʘʪʴ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ. No-ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ logging  facilit y  { name}  

 no logging  facility  

 

name  ʠʤʷ ʢʘʥʘʣʘ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ, ʚʦʟʤʦʞʥʳʝ ʚʘʨʠʘʥʪʳ: 

 auth, cron, daemon, kern, local0, local1, local2, 

local3, local4, local5, local6, local7, lpr, mail, 

news, sys10, sys11, sys12, sys13, sys14, sys9, 

syslog, user,  uucp  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  logging facility local7  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ logging  facility  ʟʘʜʘʝʪ ʧʨʦʮʝʩʩ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʳʜʘʚʘʪʴ ʩʦʦʙʱʝʥʠʷ ʦʙ 

ʦʰʠʙʢʘʭ. ɿʘʜʘʥʥʦʝ ʟʥʘʯʝʥʠʝ logging  facility  ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʬʘʡʣʝ syslog . ini . 

ʇʨʠ ʩʪʘʨʪʝ ʢʦʥʩʦʣʠ ʠʩʪʦʯʥʠʢ ʩʦʦʙʱʝʥʠʡ ʟʘʧʠʩʘʥ ʚ ʬʘʡʣ syslog . ini . ʇʦʩʣʝ ʩʯʠʪʳʚʘʥʠʷ 

ʥʘʯʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʚʳʩʪʘʚʣʷʝʪʩʷ ʠʩʪʦʯʥʠʢ ʩʦʦʙʱʝʥʠʡ, ʦʧʠʩʘʥʥʳʡ ʚ cisco-like 
ʢʦʥʬʠʛʫʨʘʮʠʠ. ɽʩʣʠ ʚ cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʪʘʢʦʝ ʦʧʠʩʘʥʠʝ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʚʳʩʪʘʚʣʷʝʪʩʷ 
ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʊʘʢʞʝ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʳʩʪʘʚʣʷʝʪʩʷ ʠ ʧʨʠ ʟʘʜʘʥʠʠ ʦʜʥʦʡ ʠʟ ʢʦʤʘʥʜ: 

no logging facility  

logging facility local7  

ʂʦʤʘʥʜʘ no logging facility  ʘʥʘʣʦʛʠʯʥʘ ʢʦʤʘʥʜʝ logging facility local7 . 

ɽʩʣʠ ʟʘʜʘʥʘ ʢʦʤʘʥʜʘ logging  facility  local 7, ʪʦ ʦʥʘ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʦ ʢʦʤʘʥʜʝ 

show running - config . 

 

ɺʦʟʤʦʞʥʳʝ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʤʘʥʜʳ logging facilicy ʧʨʠʚʝʜʝʥʳ ʚ 
ʪʘʙʣʠʮʝ. ʉʦʦʙʱʝʥʠʷ ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ ʦ ʩʝʨʴʝʟʥʳʭ ʧʨʦʙʣʝʤʘʭ ʩ cs_console (ʥʘʧʨʠʤʝʨ, 
ʧʨʦʧʘʜʘʥʠʝ ʩʚʷʟʠ ʩ ʩʝʨʚʠʩʦʤ vpnsvc). ʇʨʠ ʠʭ ʧʦʣʫʯʝʥʠʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʝʨʚʘʪʴ ʨʘʙʦʪʫ ʩ 
cs_console ʠ ʟʘʧʫʩʪʠʪʴ ʝʝ ʟʘʥʦʚʦ. 

ʉʦʦʙʱʝʥʠʝ ʇʦʷʩʥʝʥʠʝ 

% Internal error: unknown facility 
name 

ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ: ʥʝʠʟʚʝʩʪʥʦʝ ʠʤʷ facility. 

ʇʨʠʤʝʯʘʥʠʝ: ʜʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʤʦʞʝʪ 
ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʧʦʚʨʝʞʜʝʥʠʠ ʨʝʩʫʨʩʥʳʭ ʬʘʡʣʦʚ 
cs_console. 

% Can't set syslog facility for 
cs_console 

ʅʝ ʫʜʘʣʦʩʴ ʚʳʩʪʘʚʠʪʴ facility ʜʣʷ cs_console. 
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% Can't set syslog facility logging ʅʝ ʫʜʘʣʦʩʴ ʚʳʩʪʘʚʠʪʴ facility ʚ ʩʝʨʚʠʩʝ vpnsvc. 

% Can't set syslog facility: can't get 
the syslog parameters 

ʅʝ ʫʜʘʣʦʩʴ ʚʳʩʪʘʚʠʪʴ facility: ʥʝʚʦʟʤʦʞʥʦ ʧʦʣʫʯʠʪʴ 
ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʣʦʛʠʨʦʚʘʥʠʷ. 

 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʜʘʥʠʷ ʢʘʥʘʣʘ ʣʦʛʘ local1: 

Router(config)#logging facili ty local1  
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logging trap 

ɼʣʷ ʟʘʜʘʥʠʷ ʫʨʦʚʥʷ ʜʝʪʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ logging  

trap . ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʡ ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʭ 

ʩʦʙʳʪʠʡ. No-ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ logging trap  {severity}  

 no logging trap  

severity  ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʩʦʙʳʪʠʡ, ʚʦʟʤʦʞʥʳʝ ʚʘʨʠʘʥʪʳ: 

 alerts, critical, debugging, emergencies, errors, 

informational, notifications, warnings  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ logging trap informational  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ logging  trap  { severity } ʟʘʜʘʝʪ ʥʝʦʙʭʦʜʠʤʳʡ ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ 

ʧʨʦʪʦʢʦʣʠʨʫʝʤʳʭ ʩʦʙʳʪʠʡ. ɽʩʣʠ ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ 
ʚʳʩʪʘʚʣʷʝʪʩʷ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʊʘʢʞʝ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʳʩʪʘʚʣʷʝʪʩʷ ʠ ʧʨʠ ʟʘʜʘʥʠʠ ʦʜʥʦʡ ʠʟ ʢʦʤʘʥʜ: 

no logging trap  

logging trap informational  

 

ʂʦʤʘʥʜʘ no logging trap ʘʥʘʣʦʛʠʯʥʘ ʢʦʤʘʥʜʝ logging trap informational . 

ʂʦʤʘʥʜʘ logging  trap  ï ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ !!! 

ɽʩʣʠ ʟʘʜʘʥʘ ʢʦʤʘʥʜʘ logging  trap  informational , ʪʦ ʦʥʘ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʦ ʢʦʤʘʥʜʝ 

show running - config . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʟʘʜʘʚʘʪʴ ʫʨʦʚʝʥʴ ʚ ʚʠʜʝ ʯʠʩʣʘ, ʥʘʧʨʠʤʝʨ: 

logging trap 5 !!! ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ!!!   

¶ ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʩʦʢʨʘʱʝʥʥʳʡ ʚʘʨʠʘʥʪ ʚʳʩʪʘʚʣʝʥʠʷ ʫʨʦʚʥʷ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ 

informational  (ʧʦ ʫʤʦʣʯʘʥʠʶ): 

logging trap  !!! ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ!!!   

¶ ɺ Cisco IOS ʢʦʤʘʥʜʘ no logging trap ʦʪʢʣʶʯʘʝʪ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʝ ʩʦʙʳʪʠʡ ʧʦ 

ʧʨʦʪʦʢʦʣʫ syslog. 
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ɺʦʟʤʦʞʥʳʝ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʤʘʥʜʳ logging trap ʧʨʠʚʝʜʝʥʳ ʚ 
ʥʠʞʝʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ. ʉʦʦʙʱʝʥʠʷ ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ ʦ ʩʝʨʴʝʟʥʳʭ ʧʨʦʙʣʝʤʘʭ ʩ cs_console 
(ʥʘʧʨʠʤʝʨ, ʧʨʦʧʘʜʘʥʠʝ ʩʚʷʟʠ ʩ ʩʝʨʚʠʩʦʤ vpnsvc). ʇʨʠ ʠʭ ʧʦʣʫʯʝʥʠʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʝʨʚʘʪʴ 
ʨʘʙʦʪʫ ʩ cs_console ʠ ʟʘʧʫʩʪʠʪʴ ʝʝ ʟʘʥʦʚʦ.  

ʊʘʙʣʠʮʘ 5 

ʉʦʦʙʱʝʥʠʝ ʇʦʷʩʥʝʥʠʝ 

% Internal error: unknown logging level 
name 

ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ: ʥʝʠʟʚʝʩʪʥʦʝ ʠʤʷ severity. 

ʇʨʠʤʝʯʘʥʠʝ: ʜʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʤʦʞʝʪ 
ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʧʦʚʨʝʞʜʝʥʠʠ ʨʝʩʫʨʩʥʳʭ 
ʬʘʡʣʦʚ cs_console. 

% Can't set logging level for cs_console ʅʝ ʫʜʘʣʦʩʴ ʚʳʩʪʘʚʠʪʴ ʫʨʦʚʝʥʴ ʣʦʛʘ ʜʣʷ cs_console. 

% Can't set logging level ʅʝ ʫʜʘʣʦʩʴ ʚʳʩʪʘʚʠʪʴ ʫʨʦʚʝʥʴ ʣʦʛʘ ʚ ʩʝʨʚʠʩʝ 
vpnsv.c 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʜʘʥʠʷ ʫʨʦʚʥʷ ʣʦʛʘ critical : 

Router(config)#logging trap critical  
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logging on 

ʂʦʤʘʥʜʘ logging  on ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. No-ʬʦʨʤʘ 

ʢʦʤʘʥʜʳ ʦʪʢʣʶʯʘʝʪ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʝ. 

 

ʉʠʥʪʘʢʩʠʩ logging  on  

 no logging  on  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  logging  on 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

  

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ logging  on  ʚʢʣʶʯʘʝʪ ʧʝʨʝʜʘʯʫ ʩʦʦʙʱʝʥʠʡ ʦ ʩʦʙʳʪʠʷʭ ʚ ʬʘʡʣ ʧʨʦʪʦʢʦʣʘ.  

ɽʩʣʠ ʦʪʢʣʶʯʠʪʴ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʢʦʤʘʥʜʦʡ no logging  on, ʪʦ ʥʝʤʝʜʣʝʥʥʦ 

ʧʦʩʣʝ ʚʚʦʜʘ ʢʦʤʘʥʜʳ ʦʪʢʣʶʯʘʝʪʩʷ ʣʦʛʠʨʦʚʘʥʠʝ ʚ cs_console ʠ ʚ ʩʝʨʚʠʩʝ vpnsvc. 

ɺʩʝ ʢʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ (logging trap, logging facility ʠ logging host), 

ʚʚʝʜʝʥʥʳʝ ʧʦʩʣʝ ʢʦʤʘʥʜʳ no logging  on, ʚʩʪʫʧʷʪ ʚ ʜʝʡʩʪʚʠʝ ʪʦʣʴʢʦ ʧʦʩʣʝ ʢʦʤʘʥʜʳ 

logging  on . 

ʂʦʤʘʥʜʘ logging  on  ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʦ ʢʦʤʘʥʜʝ show running - config . 

ʂʦʤʘʥʜʘ no logging  on  ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʦ ʢʦʤʘʥʜʝ show running - config . 

 

ɺʦʟʤʦʞʥʳʝ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ ʧʨʠʚʝʜʝʥʳ ʚ ʥʠʞʝʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ. ʕʪʠ ʩʦʦʙʱʝʥʠʷ 
ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ ʦ ʩʝʨʴʝʟʥʳʭ ʧʨʦʙʣʝʤʘʭ ʩ cs_console (ʥʘʧʨʠʤʝʨ, ʧʨʦʧʘʜʘʥʠʝ ʩʚʷʟʠ ʩ 
ʩʝʨʚʠʩʦʤ vpnsvc). ʇʨʠ ʠʭ ʧʦʣʫʯʝʥʠʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʝʨʚʘʪʴ ʨʘʙʦʪʫ ʩ cs_console ʠ ʟʘʧʫʩʪʠʪʴ 
ʝʝ ʟʘʥʦʚʦ. 

ʊʘʙʣʠʮʘ 6 

ʉʦʦʙʱʝʥʠʝ ʇʦʷʩʥʝʥʠʝ 

% Can't enable or disable logging for 
cs_console 

ʅʝ ʫʜʘʣʦʩʴ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʣʦʛʠʨʦʚʘʥʠʝ 
ʜʣʷ cs_console. 

% Can't enable or disable logging ʅʝ ʫʜʘʣʦʩʴ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʣʦʛʠʨʦʚʘʥʠʝ 
ʚ ʩʝʨʚʠʩʝ vpnsvc. 

% Can't enable or disable logging: can't get 
the syslog parameters 

ʅʝ ʫʜʘʣʦʩʴ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ 
ʣʦʛʠʨʦʚʘʥʠʝ: ʥʝʚʦʟʤʦʞʥʦ ʧʦʣʫʯʠʪʴ 
ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʣʦʛʠʨʦʚʘʥʠʷ. 
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ʃʧʥʙʦʝʴ ʦʙʪʫʩʧʢʣʡ SNMP-ʪʞʩʛʞʩʙ 

ʉʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʘʥʜ ʥʘʩʪʨʦʡʢʠ SNMP-ʩʝʨʚʝʨʘ, ʧʨʠ ʟʘʛʨʫʟʢʝ 
ʢʦʥʚʝʨʪʠʨʦʚʘʥʥʦʡ Native-ʢʦʥʬʠʛʫʨʘʮʠʠ ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ ʧʨʦʙʣʝʤʳ (ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ), 
ʧʨʠʚʦʜʷʱʠʝ ʢ ʥʝʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʚʚʝʜʝʥʥʳʭ ʥʘʩʪʨʦʝʢ SNMP. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʠ ʚʳʭʦʜʝ 

ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ ʧʨʦʚʝʨʠʪʴ ʥʘʣʠʯʠʝ ʜʘʥʥʳʭ ʧʨʦʙʣʝʤ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ show 

load - message  ʠʣʠ ʯʪʝʥʠʷ ʩʦʦʙʱʝʥʠʠʡ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. 

snmp-server community 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ SNMP-ʩʝʨʚʝʨʘ, ʢʦʪʦʨʳʡ ʧʦʜʜʝʨʞʠʚʘʝʪ ʙʘʟʫ ʜʘʥʥʳʭ MIB ʠ ʚʳʜʘʝʪ ʩʪʘʪʠʩʪʠʢʫ 
ʧʦ ʟʘʧʨʦʩʫ SNMP-ʤʝʥʝʜʞʝʨʘ, ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʳ snmp- server .  ɺ ʢʦʤʘʥʜʝ snmp- server  

community  ʟʘʜʘʝʪʩʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨ (ʧʘʨʦʣʴ), ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʟʘʧʨʦʩʦʚ ʦʪ SNMP-ʤʝʥʝʜʞʝʨʘ ʠ ʨʘʟʨʝʰʘʝʪ ʝʤʫ ʯʪʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ʠʟ ʙʘʟʳ ʫʧʨʘʚʣʝʥʠʷ SNMP-
ʩʝʨʚʝʨʘ. 

No ï ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʦʪʢʣʶʯʘʝʪ ʨʘʥʝʝ ʚʚʝʜʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠ ʦʪʢʣʶʯʘʝʪ 

ʧʦʣʫʯʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ʧʦ SNMP. 

 

ʉʠʥʪʘʢʩʠʩ snmp- server community  {string}  [ ro ]  

 no snmp - server community  [string]  

string   ʩʪʨʦʢʘ, ʠʛʨʘʶʱʘʷ ʨʦʣʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʩʦʦʙʱʝʥʠʡ ʜʣʷ SNMP 

ʩʝʨʚʝʨʘ. ɼʦʧʫʩʢʘʶʪʩʷ ʣʘʪʠʥʩʢʠʝ ʙʫʢʚʳ, ʮʠʬʨʳ, ʟʥʘʢʠ !"#$%&'()*+,-
./;:>=<@[\]^_`{|}~. ʇʨʦʙʝʣʳ ʥʝ ʜʦʧʫʩʢʘʶʪʩʷ. 

ro  ʩʧʝʮʠʬʠʢʘʪʦʨ, ʫʢʘʟʳʚʘʶʱʠʡ ʥʘ ʪʦ, ʯʪʦ SNMP-ʩʝʨʚʝʨ ʨʘʟʨʝʰʘʝʪ 

ʪʦʣʴʢʦ ʯʪʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ. ʅʝʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ, ʧʦ ʫʤʦʣʯʘʥʠʶ 
ʨʘʟʨʝʰʘʝʪʩʷ ʪʦʣʴʢʦ ʯʪʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ 

 

ʈʝʞʠʤr ʢʦʤʘʥʜʳ Global configuration  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ snmp- server  community  ʟʘʜʘʝʪ ʟʥʘʯʝʥʠʝ community string, ʚʳʧʦʣʥʷʶʱʝʝ ʨʦʣʴ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʦʪʧʨʘʚʠʪʝʣʷ, ʚ ʥʘʩʪʨʦʡʢʘʭ SNMP ʩʝʨʚʝʨʘ.  

ɼʦʧʫʩʢʘʝʪʩʷ ʪʦʣʴʢʦ ʦʜʥʘ ʪʘʢʘʷ ʢʦʤʘʥʜʘ, ʪʘʢ ʢʘʢ ʤʦʞʥʦ ʟʘʜʘʪʴ ʪʦʣʴʢʦ ʦʜʥʦ ʟʥʘʯʝʥʠʝ 
community. ʇʦʚʪʦʨʥʳʡ ʟʘʧʫʩʢ ʵʪʦʡ ʢʦʤʘʥʜʳ ʤʝʥʷʝʪ ʟʥʘʯʝʥʠʝ ʩʪʨʦʢʠ community.  

ɽʩʣʠ ʚ ʟʘʧʨʦʩʝ ʦʪ SNMP-ʤʝʥʝʜʞʝʨʘ ʩʪʨʦʢʘ community ʦʪʣʠʯʘʝʪʩʷ ʦʪ community, ʧʨʦʧʠʩʘʥʥʦʡ 

ʥʘ ʰʣʶʟʝ ʢʦʤʘʥʜʦʡ snmp- server  community , ʪʦ ʩʪʘʪʠʩʪʠʢʘ ʥʝ ʦʪʩʳʣʘʝʪʩʷ. 

No-ʬʦʨʤʘ ʵʪʦʡ ʢʦʤʘʥʜʳ ʦʪʢʣʶʯʘʝʪ ʧʦʣʫʯʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ʧʦ SNMP. 

ʆʪʢʣʶʯʠʪʴ ʧʦʣʫʯʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ʧʦ SNMP ʤʦʞʥʦ ʠ ʢʦʤʘʥʜʦʡ no snmp- server . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɺ cs_console ʨʘʟʨʝʰʘʝʪʩʷ ʟʘʜʘʚʘʪʴ ʪʦʣʴʢʦ ʦʜʥʦ ʟʥʘʯʝʥʠʝ community. 

¶ ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʩʧʝʮʠʬʠʢʘʪʦʨ RW, ʢʦʪʦʨʳʡ ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʯʪʝʥʠʷ ʠ ʟʘʧʠʩʠ 
ʩʪʘʪʠʩʪʠʢʠ. 
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¶ ʅʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ views (ʬʠʣʴʪʨʘʮʠʷ ʧʦ ʦʪʜʝʣʴʥʳʤ ʚʝʪʢʘʤ MIB) ʠ ACLs (ʬʠʣʴʪʨʘʮʠʷ 
ʧʦ ʘʜʨʝʩʘʤ SNMP managers). 

¶ ʅʝ ʩʫʱʝʩʪʚʫʝʪ ʥʠʢʘʢʠʭ ʚʟʘʠʤʦʩʚʷʟʝʡ ʤʝʞʜʫ ʢʦʤʘʥʜʦʡ snmp- server community  ʠ 

snmp- server host (ʚ Cisco ʩʫʱʝʩʪʚʫʝʪ ʥʝʷʚʥʦʝ ʧʨʦʧʠʩʳʚʘʥʠʝ SNMP-polling 

community ʧʨʠ ʚʚʦʜʝ ʢʦʤʘʥʜʳ snmp-server host). 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʜʘʥʠʷ commutity string: 

Router(config)#snmp - server community public  
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snmp-server location 

ɼʣʷ ʟʘʜʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʨʘʟʤʝʱʝʥʠʠ SNMP-ʩʝʨʚʝʨʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ snmp- server  

location . No ï ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʦʪʢʣʶʯʘʝʪ ʨʘʥʝʝ ʚʚʝʜʝʥʥʦʝ ʟʥʘʯʝʥʠʝ. 

 

ʉʠʥʪʘʢʩʠʩ snmp- server  location  { string }  

 no snmp - server location  {string}  

string   ʩʪʨʦʢʘ, ʚ ʢʦʪʦʨʦʡ ʜʦʧʫʩʢʘʶʪʩʷ ʣʘʪʠʥʩʢʠʝ ʙʫʢʚʳ, ʮʠʬʨʳ, ʟʥʘʢʠ 

!ò#$%&ô()*+,-./;:>=<@[\]^_` {|}~ ʠ ʧʨʦʙʝʣʳ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ snmp- server  location  ʟʘʜʘʝʪ ʟʥʘʯʝʥʠʝ system location ʚ ʥʘʩʪʨʦʡʢʘʭ SNMP 

ʩʝʨʚʝʨʘ.  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʜʘʥʠʷ system location string: 

Router(config)#snmp - server location Building 1, room 3  
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snmp-server contact 

ɼʣʷ ʟʘʜʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʥʪʘʢʪʥʦʤ ʣʠʮʝ, ʦʪʚʝʪʩʪʚʝʥʥʦʤ ʟʘ ʨʘʙʦʪʫ ʫʩʪʨʦʡʩʪʚʘ, 

ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ snmp- server  contact . No ï ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʦʪʢʣʶʯʘʝʪ ʨʘʥʝʝ 

ʚʚʝʜʝʥʥʦʝ ʟʥʘʯʝʥʠʝ. 

 

ʉʠʥʪʘʢʩʠʩ snmp- server  contact  { text }  

 no snmp - server contact {text}  

text  ʩʪʨʦʢʘ ʩ ʢʦʥʪʘʢʪʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʚ ʢʦʪʦʨʦʡ ʜʦʧʫʩʢʘʶʪʩʷ ʣʘʪʠʥʩʢʠʝ 

ʙʫʢʚʳ, ʮʠʬʨʳ, ʟʥʘʢʠ !ò#$%&ô()*+,-./;:>=<@[\]^ _`{|}~ ʠ ʧʨʦʙʝʣʳ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ snmp- server  contact  ʟʘʜʘʝʪ ʟʥʘʯʝʥʠʝ system contact ʚ ʥʘʩʪʨʦʡʢʘʭ SNMP 

ʩʝʨʚʝʨʘ.  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʜʘʥʠʷ contact string: 

Router(config)#snmp - server contact Dial system operator  
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snmp-server host 

ɼʣʷ ʟʘʜʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʫʯʘʪʝʣʷ SNMP-ʪʨʘʧʦʚ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ snmp- server  host . 

No ï ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʫʩʪʨʘʥʷʝʪ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʣʫʯʘʪʝʣʷ SNMP-ʪʨʘʧʦʚ. 

 

ʉʠʥʪʘʢʩʠʩ snmp- server  host  { host - addr } [ traps ] [ version  { 1| 2c }] 

{ comminity - string } [ udp - port  { port }]  

 no snmp - server host  {host - addr} [ traps ] [version { 1| 2c }] 

{comminity - string}  [udp - port  {port }] 

host - addr  IP-ʘʜʨʝʩ ʧʦʣʫʯʘʪʝʣʷ ʪʨʘʧʦʚ 

1|2 c  ʚʝʨʩʠʷ SNMP, ʚ ʢʦʪʦʨʦʡ ʬʦʨʤʠʨʫʶʪʩʷ ʪʨʘʧʳ  

(ʧʦ ʫʤʦʣʯʘʥʠʶ ï 1) 

community - string  ʩʪʨʦʢʘ, ʠʛʨʘʶʱʘʷ ʨʦʣʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʦʪʧʨʘʚʠʪʝʣʷ, ʧʨʦʧʠʩʳʚʘʝʤʘʷ 

ʚ ʪʨʘʧʝ, ʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ. ʅʝ ʠʤʝʝʪ ʥʠʢʘʢʦʡ ʩʚʷʟʠ ʩ snmp-
server community, ʤʦʞʝʪ ʩʦʚʧʘʜʘʪʴ ʠʣʠ ʦʪʣʠʯʘʪʴʩʷ. 

port  UDP-ʧʦʨʪ ʧʦʣʫʯʘʪʝʣʷ, ʥʘ ʢʦʪʦʨʳʡ ʦʪʧʨʘʚʣʷʶʪʩʷ SNMP-ʪʨʘʧʳ (ʧʦ 

ʫʤʦʣʯʘʥʠʶ ï 162). 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʪʨʘʧʳ ʥʝ ʦʪʩʳʣʘʶʪʩʷ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʊʘʢʠʭ ʢʦʤʘʥʜ ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ, ʟʘʜʘʶʱʠʭ ʩʧʠʩʦʢ ʧʦʣʫʯʘʪʝʣʝʡ ʪʨʘʧʦʚ.  

ɼʣʷ ʦʪʩʳʣʢʠ ʪʨʘʧʦʚ ʜʦʣʞʥʘ ʙʳʪʴ ʫʢʘʟʘʥʘ ʭʦʪʷ ʙʳ ʦʜʥʘ ʢʦʤʘʥʜʘ snmp- server  host  ʠ 

ʢʦʤʘʥʜʘ snmp- server  enable  traps .  

ɺʳʙʠʨʘʪʴ ʦʪʜʝʣʴʥʳʝ ʪʨʘʧʳ ʚ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʇʨʦʜʫʢʪʘ ʥʝʣʴʟʷ. 

ɺ ʢʦʤʘʥʜʝ no snmp- server  host  ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʳ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ { host - addr }  ʠ 

{ comminity - string }. ʆʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʤʦʞʥʦ ʥʝ ʫʢʘʟʳʚʘʪʴ. 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ ʚʩʪʨʝʯʘʝʪʩʷ ʧʘʨʘ { host - addr }  ʠ { comminity - string }, ʢʦʪʦʨʳʝ ʙʳʣʠ 

ʚʚʝʜʝʥʳ ʨʘʥʝʝ, ʪʦ ʵʪʘ ʢʦʤʘʥʜʘ ʟʘʤʝʥʷʝʪʩʷ ʥʘ ʥʦʚʫʶ ʚʚʝʜʝʥʥʫʶ ʢʦʤʘʥʜʫ (ʚ ʥʝʡ ʤʦʛʫʪ 
ʧʦʤʝʥʷʪʴʩʷ ʚʝʨʩʠʷ ʠ ʧʦʨʪ). ʊʘʢʦʝ ʧʦʚʝʜʝʥʠʝ ʘʥʘʣʦʛʠʯʥʦ Cisco IOS 12.2 (ʫʩʪʘʨʝʚʰʠʡ), ʥʦ 
ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʣʦʛʠʢʠ Cisco IOS 12.4, ʪʘʤ ʝʱʝ ʫʯʠʪʳʚʘʝʪʩʷ ʠ ʧʦʨʪ. 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʜʘʥʠʷ ʧʦʣʫʯʘʪʝʣʷ SNMP-ʪʨʘʧʦʚ: 

Router(config)#snmp - server host 10. 10. 1. 101  version 2c netsecur udp -

port 162  
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snmp-server enable traps 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʦʪʩʳʣʢʠ SNMP-ʪʨʘʧʦʚ. No ïʬʦʨʤʘ ʵʪʦʡ ʢʦʤʘʥʜʳ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʦʪʩʳʣʢʠ ʪʨʘʧʦʚ. 

 

ʉʠʥʪʘʢʩʠʩ snmp- server enable traps  

 no snmp - server enable traps  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʪʨʘʧʳ ʥʝ ʦʪʩʳʣʘʶʪʩʷ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ɹʝʟ ʫʢʘʟʘʥʠʷ ʢʦʤʘʥʜʳ snmp- server  enable  traps  ʪʨʘʧʳ ʦʪʩʳʣʘʪʴʩʷ ʥʝ ʙʫʜʫʪ. ɼʣʷ 

ʦʪʩʳʣʢʠ ʪʨʘʧʘ ʪʨʝʙʫʝʪʩʷ ʢʦʤʘʥʜʘ snmp- server  enable  traps  ʠ ʭʦʪʷ ʙʳ ʦʜʥʘ ʢʦʤʘʥʜʘ 

snmp- server  host . 

 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʚʢʣʶʯʝʥʠʷ ʦʪʩʳʣʢʠ SNMP-ʪʨʘʧʦʚ: 

Router(config)#snmp - server enable traps  
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snmp-server trap-source 

ʕʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʠʥʪʝʨʬʝʡʩʘ, ʩ ʢʦʪʦʨʦʛʦ ʧʦʩʳʣʘʶʪʩʷ SNMP-ʪʨʘʧʳ. 

ɼʣʷ ʫʩʪʨʘʥʝʥʠʷ ʠʩʪʦʯʥʠʢʘ ʪʨʘʧʘ ʠʩʧʦʣʴʟʫʝʪʩʷ no  ïʬʦʨʤʘ ʵʪʦʡ ʢʦʤʘʥʜʳ. 

 

ʉʠʥʪʘʢʩʠʩ snmp- server  trap - source  { interface }  

 no snmp - server trap - source  

interface  ʠʤʷ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ ʟʘʜʘʥʦ, ʪʦ ʘʜʨʝʩ ʚʳʙʠʨʘʝʪʩʷ ʆʉ ʚ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɺ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʦʜʥʘ ʢʦʤʘʥʜʘ snmp- server  trap - source . 

ɽʩʣʠ ʫʢʘʟʘʥʘ ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ, ʪʦ ʚ ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ-ʠʩʪʦʯʥʠʢʘ ʚʩʝʭ SNMP traps 
ʧʨʦʧʠʩʳʚʘʝʪʩʷ ʧʝʨʚʳʡ ʘʜʨʝʩ ʫʢʘʟʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ (primary-ʘʜʨʝʩ). 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʫʢʘʟʘʥʠʷ ʠʤʝʥʠ ʠʥʪʝʨʬʝʡʩʘ, ʩ ʢʦʪʦʨʦʛʦ ʦʪʩʳʣʘʶʪʩʷ SNMP-ʪʨʘʧʳ: 

Router(config)#snmp - server trap - source fastethernet 0/1  
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ʃʧʥʙʦʝʴ ʝʤʸ ʦʙʠʦʙʰʞʦʡʸ ʡʥʞʦʡ ʮʧʪʫʙ ʡ ʡʥʞʦʡ 
ʝʧʥʞʦʙ 

hostname 

ʂʦʤʘʥʜʘ hostname  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʠʤʝʥʠ ʭʦʩʪʘ. 

 

ʉʠʥʪʘʢʩʠʩ hostname  name  

name  ʥʦʚʦʝ ʠʤʷ ʭʦʩʪʘ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʦʚʣʝʥʦ ʠʤʷ sterragate 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʦʧʠʩʳʚʘʝʪ ʠʤʷ ʭʦʩʪʘ ʢʘʢ ʚ cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʘʢ ʠ ʚ ʩʠʩʪʝʤʝ. ʀʤʷ 
ʭʦʩʪʘ ʠʟʤʝʥʠʪʩʷ ʥʝʤʝʜʣʝʥʥʦ. 

ʇʨʠ ʥʘʟʥʘʯʝʥʠʠ ʠʣʠ ʠʟʤʝʥʝʥʠʠ ʠʤʝʥʠ ʭʦʩʪʘ ʩʣʝʜʫʝʪ ʧʨʠʜʝʨʞʠʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʭ ʧʨʘʚʠʣ:  

¶ ʠʤʷ ʭʦʩʪʘ ï ʧʦʣʥʦʝ ʜʦʤʝʥʥʦʝ ʠʤʷ, ʚʢʣʶʯʘʷ ʜʦʤʝʥ ʧʝʨʚʦʛʦ ʫʨʦʚʥʷ; 

¶ ʠʤʷ ʭʦʩʪʘ ʩʦʩʪʦʠʪ ʠʟ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʩʣʦʚ, ʨʘʟʜʝʣʝʥʥʳʭ ʪʦʯʢʦʡ; 

¶ ʢʘʞʜʦʝ ʩʣʦʚʦ ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʦ ʥʘʯʠʥʘʪʴʩʷ ʩ ʙʫʢʚʳ ʣʘʪʠʥʩʢʦʛʦ ʘʣʬʘʚʠʪʘ ʠ ʤʦʞʝʪ 
ʩʦʩʪʦʷʪʴ ʠʟ ʙʫʢʚ ʣʘʪʠʥʩʢʦʛʦ ʘʣʬʘʚʠʪʘ (ʢʘʢ ʩʪʨʦʯʥʳʭ, ʪʘʢ ʠ ʧʨʦʧʠʩʥʳʭ), ʮʠʬʨ ʠ ʟʥʘʢʘ "-" 
(ʜʝʬʠʩ). 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʟʤʝʥʝʥʠʷ ʠʤʝʥʠ ʭʦʩʪʘ ʥʘ "juke-box": 

Router(config)# hostname juke - box  

 

 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     70 

ip domain name 

ʂʦʤʘʥʜʘ ip  domain  name ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʠʤʝʥʠ ʜʦʤʝʥʘ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʜʦʧʦʣʥʝʥʠʷ ʥʝʧʦʣʥʳʭ ʠʤʝʥ ʭʦʩʪʦʚ (ʠʤʝʥ, ʩʦʩʪʦʷʱʠʭ ʪʦʣʴʢʦ ʠʟ ʠʤʝʥʠ 

ʭʦʩʪʘ). ɼʣʷ ʙʣʦʢʠʨʦʚʘʥʠʷ ʵʪʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠʩʧʦʣʴʟʫʡʪʝ ʪʫ ʞʝ ʢʦʤʘʥʜʫ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ ip domain name name 

 no ip domain name  name 

name ʠʤʷ ʜʦʤʝʥʘ, ʢʦʪʦʨʦʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʥʝʧʦʣʥʦʛʦ ʠʤʝʥʠ ʭʦʩʪʘ. ʇʦʣʥʦʝ ʠʤʷ 
ʬʦʨʤʠʨʫʝʪʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ʜʦʙʘʚʣʝʥʠʷ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ ʯʝʨʝʟ ʪʦʯʢʫ 
ʚ ʢʦʥʝʮ ʥʝʧʦʣʥʦʛʦ ʠʤʝʥʠ ʭʦʩʪʘ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ Enabled 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʩʝ 
ʠʤʝʥʘ ʭʦʩʪʦʚ, ʢʦʪʦʨʳʝ ʥʝ ʩʦʜʝʨʞʘʪ ʦʪʜʝʣʝʥʥʦʛʦ ʪʦʯʢʦʡ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ, ʙʫʜʫʪ ʜʦʧʦʣʥʝʥʳ 
ʜʦʤʝʥʥʳʤ ʠʤʝʥʝʤ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ ʧʦ ʫʤʦʣʯʘʥʠʶ example.com: 

Router(config)#ip domain name example.com  
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ʃʧʥʙʦʝʴ ʝʤʸ ʩʙʚʧʫʴ ʪ ʫʙʚʤʡʯʞʢ ʥʙʩʱʩʬʫʡʠʙʯʡʡ 

ip route 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʟʘʧʠʩʠ ʚ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ip  route . ɼʣʷ 

ʫʜʘʣʝʥʠʷ ʤʘʨʰʨʫʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ no-ʬʦʨʤʘ ʢʦʤʘʥʜʳ. 

 

ʉʠʥʪʘʢʩʠʩ ip  route  prefix  mask { gw- ip - addr  | interface - name} 

[ distance ]  [ permanent ]  

 no ip route prefix mask { gw - ip - addr | interface - name } 

[distance]  [permanent]  

 no ip  route  prefix  mask 

prefix  ʩʪʘʨʰʘʷ ʦʙʱʘʷ ʯʘʩʪʴ IP-ʘʜʨʝʩʦʚ, ʜʦ ʢʦʪʦʨʦʡ ʧʨʦʧʠʩʳʚʘʝʪʩʷ ʤʘʨʰʨʫʪ. 

ɼʣʷ ʟʘʜʘʥʠʷ ʤʘʨʰʨʫʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ, 
IP-ʘʜʨʝʩ ʜʦʣʞʝʥ ʙʳʪʴ ʨʘʚʝʥ 0.0.0.0 

mask ʤʘʩʢʘ ʭʦʩʪʘ ʠʣʠ ʧʦʜʩʝʪʠ, ʜʦ ʢʦʪʦʨʦʡ ʧʨʦʧʠʩʳʚʘʝʪʩʷ ʤʘʨʰʨʫʪ. ɼʣʷ 

ʟʘʜʘʥʠʷ ʤʘʨʰʨʫʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ, 
ʤʘʩʢʘ ʧʦʜʩʝʪʠ ʜʦʣʞʥʘ ʙʳʪʴ ʨʘʚʥʘ 0.0.0.0 

gw- ip - addr   IP-ʘʜʨʝʩ ʰʣʶʟʘ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʧʨʦʧʠʩʳʚʘʝʪʩʷ ʤʘʨʰʨʫʪ 

interface - name ʠʤ ̫ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. ʉʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ ʜʦʣʞʝʥ ʪʦʯʥʦ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʢʦʥʢʨʝʪʥʦʤʫ ʩʠʩʪʝʤʥʦʤʫ ʠʥʪʝʨʬʝʡʩʫ. 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ, ʟʘʜʘʥʥʳʭ ʚ ʬʘʡʣʝ ifaliases.cf ʩ 
ʧʦʤʦʱʴʶ ʧʝʨʝʯʠʩʣʝʥʠʡ ʠʣʠ ʰʘʙʣʦʥʦʚ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ 

distance  ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʘʷ ʜʠʩʪʘʥʮʠʷ (ʤʝʪʨʠʢʘ) ʠʤʝʝʪ ʨʘʟʥʳʡ ʩʤʳʩʣ ʚ ʨʘʟʥʳʭ 

ʆʉ ʠ ʚ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ ʙʫʜʝʪ ʧʨʦʠʛʥʦʨʠʨʦʚʘʥʘ. ʇʦʵʪʦʤʫ, 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʝ ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

permanent  ʦʙʦʟʥʘʯʝʥʠʝ ʧʦʩʪʦʷʥʥʦʛʦ ʤʘʨʰʨʫʪʘ. ʇʘʨʘʤʝʪʨ ʟʘʧʦʤʠʥʘʝʪʩʷ ʠ 

ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʦ show running-config, ʦʜʥʘʢʦ ʨʝʘʣʴʥʦ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ. 
ʇʨʠʩʫʪʩʪʚʫʝʪ ʜʣʷ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʩ ʧʨʦʜʫʢʪʘʤʠ ʫʧʨʘʚʣʝʥʠʷ Cisco. 

 

ʅʝʜʦʧʫʩʪʠʤʦ ʫʢʘʟʳʚʘʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʨʬʝʡʩʘ ʠ IP-ʘʜʨʝʩ ʰʣʶʟʘ, ʯʝʨʝʟ 
ʢʦʪʦʨʳʡ ʧʨʦʧʠʩʳʚʘʝʪʩʷ ʤʘʨʰʨʫʪ. 

ʄʘʨʰʨʫʪ ʧʦ ʫʤʦʣʯʘʥʠʶ ï ʤʘʨʰʨʫʪ, ʧʦ ʢʦʪʦʨʦʤʫ ʙʫʜʝʪ ʦʪʧʨʘʚʣʝʥ ʧʘʢʝʪ, ʝʩʣʠ IP-ʘʜʨʝʩ 
ʥʘʟʥʘʯʝʥʠʷ, ʫʢʘʟʘʥʥʳʡ ʚ ʟʘʛʦʣʦʚʢʝ ʧʘʢʝʪʘ, ʥʝ ʩʦʚʧʘʜʘʝʪ ʥʠ ʩ ʦʜʥʠʤ ʘʜʨʝʩʦʤ ʥʘʟʥʘʯʝʥʠʷ ʚ 
ʪʘʙʣʠʮʝ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʦʪʩʫʪʩʪʚʫʝʪ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʟʘʧʠʩʠ ʚ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ʈʝʘʣʴʥʦʝ 
ʜʦʙʘʚʣʝʥʠʝ ʤʘʨʰʨʫʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʨʠ ʧʨʦʛʨʫʟʢʝ ʩʢʦʥʚʝʨʪʠʨʦʚʘʥʥʦʡ Native-
ʢʦʥʬʠʛʫʨʘʮʠʠ.  

ʇʦʚʪʦʨʥʦʝ ʜʦʙʘʚʣʝʥʠʝ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʤʘʨʰʨʫʪʘ ʥʝ ʩʯʠʪʘʝʪʩʷ ʦʰʠʙʢʦʡ (ʧʦʚʝʜʝʥʠʝ, 
ʘʥʘʣʦʛʠʯʥʦʝ Cisco IOS). 
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ʀʩʧʦʣʴʟʫʝʤʳʝ ʆʉ ʥʘʣʘʛʘʶʪ ʪʨʝʙʦʚʘʥʠʝ, ʯʪʦʙʳ ʰʣʶʟ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʧʨʦʧʠʩʳʚʘʝʪʩʷ 
ʤʘʨʰʨʫʪ, ʙʳʣ ʜʦʩʪʫʧʝʥ ʩ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʫʩʪʨʦʡʩʪʚʘ. 

ʇʘʨʘʤʝʪʨ distance  ʠʛʥʦʨʠʨʫʝʪʩʷ. ʇʨʠ ʜʦʙʘʚʣʝʥʠʠ ʤʘʨʰʨʫʪʘ ʚʳʩʪʘʚʣʷʝʪʩʷ ʩʠʩʪʝʤʥʘʷ 

ʤʝʪʨʠʢʘ, ʘʥʘʣʦʛʠʯʥʘʷ ʪʦʡ, ʢʦʪʦʨʘʷ ʚʳʩʪʘʚʣʷʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠ ʜʦʙʘʚʣʝʥʠʠ ʤʘʨʰʨʫʪʘ ʩ 

ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ ʆʉ route  add. ʅʦ ʧʦ ʢʦʤʘʥʜʝ show ip  route  ʜʣʷ ʜʘʥʥʦʛʦ ʤʘʨʰʨʫʪʘ 

ʙʫʜʝʪ ʧʦʢʘʟʘʥʦ ʟʥʘʯʝʥʠʝ dista nce, ʨʘʚʥʦʝ 1.  

 

ʋʜʘʣʝʥʠʝ 

ʂʦʤʘʥʜʘ ʤʦʞʝʪ ʙʳʪʴ ʚʚʝʜʝʥʘ ʪʦʣʴʢʦ ʩ ʢʦʥʩʦʣʠ 

ʋʜʘʣʝʥʠʝ ʝʜʠʥʠʯʥʦʛʦ ʤʘʨʰʨʫʪʘ: 

no ip  route  prefix  mask { gw- ip - addr  | interface - name } [ distance ]  

[ permanent ]  

ʇʘʨʘʤʝʪʨ rdistance  ʠ permanent  ʠʛʥʦʨʠʨʫʪʁʩʷ. ʆʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʜʦʣʞʥʳ ʪʦʯʥʦ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʧʘʨʘʤʝʪʨʘʤ, ʢʦʪʦʨʳʝ ʚʳʜʘʶʪʩʷ ʧʦ show running-config. 

 

ʋʜʘʣʝʥʠʝ ʤʘʨʰʨʫʪʦʚ ʧʦ ʘʜʨʝʩʥʦʡ ʠʥʬʦʨʤʘʮʠʠ: 

no ip  route  prefix  mask 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɺ ʢʦʤʘʥʜʝ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʧʠʩʳʚʘʪʴ ʤʘʨʰʨʫʪ ʯʝʨʝʟ ʰʣʶʟ, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʜʦʩʪʫʧʥʳʤ 
ʩ ʩʝʪʝʚʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

¶ ɺ ʢʦʥʩʦʣʠ ʧʘʨʘʤʝʪʨʦʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʤʝʪʨʠʢʦʡ ʷʚʣʷʝʪʩʷ distance , ʘ ʚ Cisco IOS ï 

ʧʘʨʘʤʝʪʨ administrative distance .  

¶ ʇʘʨʘʤʝʪʨ distance  ʠʛʥʦʨʠʨʫʝʪʩʷ. 

¶ ʆʪʩʫʪʩʪʚʫʝʪ ʢʦʤʘʥʜʘ clear ip route  ʜʣʷ ʫʜʘʣʝʥʠʷ ʤʘʨʰʨʫʪʘ ʠʟ ʩʠʩʪʝʤʥʦʡ ʪʘʙʣʠʮʳ 

ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

 

ʇʨʠʤʝʨ  

Router(config)#ip route 10.10.10.1 255.255.255.255 10.2.2.1  

 

ɺʦʟʤʦʞʥʳʝ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ ʧʨʠʚʝʜʝʥʳ ʚ ʪʘʙʣʠʮʝ. 

ʊʘʙʣʠʮʘ 7 

ʉʦʦʙʱʝʥʠʝ ʇʦʷʩʥʝʥʠʝ 

%No matching route to 
delete 

ɺ ʢʦʤʘʥʜʝ no ip route ʟʘʜʘʥ ʤʘʨʰʨʫʪ, ʦʪʩʫʪʩʪʚʫʶʱʠʡ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ʉʦʦʙʱʝʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ Cisco IOS. 

%Inconsistent address and 
mask 

ʆʜʠʥ ʠʟ ʜʚʫʭ ʩʣʫʯʘʝʚ: 

ɿʘʜʘʥ ʥʝʢʦʨʨʝʢʪʥʳʡ ʧʘʨʘʤʝʪʨ <mask> (ʥʘʧʨʠʤʝʨ, 255.0.255.0). 

ɿʥʘʯʝʥʠʷ <prefix> ʠ <mask> ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʨʫʛ ʜʨʫʛʫ 
(ʥʘʧʨʠʤʝʨ, 192.168.10.10 255.255.255.0). 

ʉʦʦʙʱʝʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ Cisco IOS. 

ʅʠʞʝ ʚ ʜʘʥʥʦʡ ʪʘʙʣʠʮʝ ʧʨʠʚʝʜʝʥʳ ʩʦʦʙʱʝʥʠʷ, ʩʧʝʮʠʬʠʯʥʳʝ 
ʜʣʷ cs_console. 
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% The network interface 
must exactly correspond to 
a system network interface 

ʇʦʧʳʪʢʘ ʧʨʦʧʠʩʘʪʴ ʤʘʨʰʨʫʪ ʯʝʨʝʟ ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ, 
ʟʘʜʘʥʥʳʡ ʚ ʬʘʡʣʝ ifaliases.cf ʩ ʧʦʤʦʱʴʶ ʰʘʙʣʦʥʘ ʠʣʠ ʩʧʠʩʢʘ 
ʟʥʘʯʝʥʠʡ. 
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ʃʧʥʙʦʝʴ ʝʤʸ ʩʙʚʧʫʴ ʪ ʪʞʩʫʡʭʡʣʙʫʙʥʡ 

crypto pki trustpoint  

ʂʦʤʘʥʜʘ crypto  pki  trustpoint  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʲʷʚʣʝʥʠʷ ʠʤʝʥʠ ʉɸ (ʉertificate 

Authority ï ʉʝʨʪʠʬʠʢʘʮʠʦʥʥʳʡ ʎʝʥʪʨ), ʘ ʪʘʢʞʝ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ca trustpoint configuration 
ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʫʯʝʥʠʷ ʩʧʠʩʢʘ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ (CRL). ɼʣʷ ʫʜʘʣʝʥʠʷ 
ʚʩʝʭ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʠ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʉɸ, ʠʩʧʦʣʴʟʫʡʪʝ ʪʫ ʞʝ ʢʦʤʘʥʜʫ ʩ 

ʧʨʝʬʠʢʩʦʤ no . 

ɼʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʉɸ ʠ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ, ʘ ʪʘʢʞʝ ʩʧʠʩʢʘ ʦʪʦʟʚʘʥʥʳʭ 
ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʫʪʠʣʠʪʘ cert_mgr import.  

 

ʉʠʥʪʘʢʩʠʩ crypto pki trustpoint  name 

 no crypto pki trustpoint  name 

name  ʠʤʷ ʉɸ. ɽʩʣʠ ʥʫʞʥʦ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʫʞʝ ʦʙʲʷʚʣʝʥʥʦʛʦ ʉɸ, 

ʚʚʝʜʠʪʝ ʠʤʷ, ʢʦʪʦʨʦʝ ʵʪʦʤʫ ʉɸ ʙʳʣʦ ʥʘʟʥʘʯʝʥʦ ʨʘʥʝʝ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  Global configuration. ɺʳʧʦʣʥʝʥʠʝ ʵʪʦʡ ʢʦʤʘʥʜʳ 
ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʭʦʜ ʚ ʨʝʞʠʤ ca trustpoint configuration. 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ crypto  pki  trustpoint  ʟʘʤʝʱʘʝʪ ʢʦʤʘʥʜʫ ʚ ʩʪʘʨʦʤ ʬʦʨʤʘʪʝ crypto  ca  

trustpoint , ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʚ Cisco IOS ʚʝʨʩʠʠ 12.2 ʠ Bel VPN Gate 3.0.1  

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʦʙʲʷʚʣʝʥʠʷ ʠʤʝʥʠ ʢʦʨʥʝʚʦʛʦ ʉɸ, ʢʦʪʦʨʳʡ ʠʤʝʝʪ 
ʩʘʤʦʧʦʜʧʠʩʘʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ. ɺʳʧʦʣʥʝʥʠʝ ʵʪʦʡ ʢʦʤʘʥʜʳ ʪʘʢʞʝ ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʭʦʜ ʚ ʨʝʞʠʤ 
ca trustpoint configuration, ʚ ʢʦʪʦʨʦʤ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ: 

crl  query  ï ʩʣʫʞʠʪ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʫʯʝʥʠʷ CRL; 

revocation - check  ï ʫʢʘʟʳʚʘʝʪ ʨʝʞʠʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ CRL; 

exit ï ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʳʭʦʜ ʠʟ ʨʝʞʠʤʘ ca trustpoint configuration. 

 

ʅʘʩʪʨʦʡʢʠ ʧʦʣʫʯʝʥʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ CRL ʙʝʨʫʪʩʷ ʠʟ ʧʝʨʚʦʛʦ ʧʦ ʩʯʝʪʫ trustpoint. ʀʟ 
ʦʩʪʘʣʴʥʳʭ trustpoint ʥʘʩʪʨʦʡʢʠ ʠʛʥʦʨʠʨʫʶʪʩʷ. 

 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʉɸ trustpoint ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ no crypto  pk i  trustpoint  name. ʇʦʩʣʝ 

ʵʪʦʛʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

% Removing an enrolled trustpoint will destroy all certificates 

 received from the related Certificate Authority. 

Are you sure you want to do this? [yes/no]: 

ɽʩʣʠ ʚʚʝʩʪʠ ñyesò (ʤʦʞʥʦ ʩʦʢʨʘʪʠʪʴ ʜʦ ʦʜʥʦʡ ʙʫʢʚʳ ñyò), ʪʦ trustpoint ʫʜʘʣʠʪʩʷ ʠʟ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. ɽʩʣʠ ʧʨʠ ʵʪʦʤ ʩʫʱʝʩʪʚʫʶʪ CA-ʩʝʨʪʠʬʠʢʘʪʳ, ʢʦʪʦʨʳʝ ʧʨʠʚʷʟʘʥʳ ʢ ʜʘʥʥʦʤʫ 
trustpoint, ʦʥʠ ʫʜʘʣʷʶʪʩʷ ʢʘʢ ʠʟ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʘʢ ʠ ʠʟ ʙʘʟʳ ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ 
ʧʨʦʜʫʢʪʘ. 

ɽʩʣʠ ʚʚʝʩʪʠ ñnoò (ʤʦʞʥʦ ʩʦʢʨʘʪʠʪʴ ʜʦ ʦʜʥʦʡ ʙʫʢʚʳ ñnò), ʪʦ ʜʝʡʩʪʚʠʝ ʢʦʤʘʥʜʳ ʦʪʤʝʥʷʝʪʩʷ. 
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ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʇʦʜʢʦʤʘʥʜʘ enrollment ʠʛʥʦʨʠʨʫʝʪʩʷ, ʧʨʦʠʟʚʦʜʠʪʩʷ ʪʦʣʴʢʦ ʟʘʜʘʥʠʝ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ 
ʧʦʤʦʱʴʶ cert_mgr import.  

¶ ʏʠʪʘʶʪʩʷ ʪʦʣʴʢʦ CA-ʩʝʨʪʠʬʠʢʘʪʳ, ʣʦʢʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ (ʩʝʨʪʠʬʠʢʘʪʳ ʫʩʪʨʦʡʩʪʚ) 
ʠʛʥʦʨʠʨʫʶʪʩʷ. ʃʦʢʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʤʦʛʫʪ ʙʳʪʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʇʨʦʜʫʢʪʝ ʪʦʣʴʢʦ 
ʫʪʠʣʠʪʦʡ cert_mgr import. 

¶ ɼʦʙʘʚʣʝʥʠʝ ʦʜʥʦʛʦ trustpoint ʠ ʧʝʨʝʯʠʩʣʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ trustpoints ʬʘʢʪʠʯʝʩʢʠ ʥʝ 
ʦʪʣʠʯʘʝʪʩʷ ʜʨʫʛ ʦʪ ʜʨʫʛʘ ʠ ʚʩʝʛʜʘ ʧʨʠʚʦʜʠʪ ʢ ʧʝʨʝʯʠʩʣʝʥʠʶ CA-ʩʝʨʪʠʬʠʢʘʪʦʚ: 

¶ ʝʜʠʥʩʪʚʝʥʥʦʝ ʦʪʣʠʯʠʝ ï ʘʜʨʝʩ LDAP-ʩʝʨʚʝʨʘ ʠ ʥʘʩʪʨʦʡʢʠ ʨʝʞʠʤʘ ʧʦʣʫʯʝʥʠʷ CRL 
ʚʩʝʛʜʘ ʙʝʨʫʪʩʷ ʠʟ ʧʝʨʚʦʛʦ ʧʦ ʩʯʝʪʫ trustpoint ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʦʩʪʘʣʴʥʳʝ ï 
ʠʛʥʦʨʠʨʫʶʪʩʷ.   

 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ crypto  pki  trustpoint . ʆʙʲʷʚʣʷʝʪʩʷ ʉɸ 

ʩ ʠʤʝʥʝʤ "ka" ʠ ʫʢʘʟʳʚʘʝʪʩʷ, ʯʪʦ ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʝʨʪʠʬʠʢʘʪʘ ʜʝʡʩʪʚʫʶʱʠʡ CRL ʠʩʧʦʣʴʟʫʝʪʩʷ, 
ʝʩʣʠ ʦʥ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ ʠʣʠ ʧʦʣʫʯʝʥ ʚ ʧʨʦʮʝʩʩʝ IKE ʦʙʤʝʥʘ. ɽʩʣʠ ʵʪʦ ʥʝ ʪʘʢ, 
ʪʦ ʧʦʧʳʪʢʘ ʧʦʣʫʯʠʪʴ CRL ʧʦ ʧʨʦʪʦʢʦʣʫ LDAP ʥʝ ʧʨʝʜʧʨʠʥʠʤʘʝʪʩʷ ʠ ʩʝʨʪʠʬʠʢʘʪ ʧʨʠʥʠʤʘʝʪʩʷ: 

Router(config)#crypto pki trustpoint ka  

Router(ca - trustpoint)#revocation - check none  
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crl query 

ʂʦʤʘʥʜʘ crl  query  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʷʚʥʦʛʦ ʫʢʘʟʘʥʠʷ ʘʜʨʝʩʘ LDAP-ʩʝʨʚʝʨʘ, ʩ ʢʦʪʦʨʦʛʦ 

ʤʦʞʥʦ ʟʘʧʨʦʩʠʪʴ CRL (Certificate Revocation List), ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʉɸ ʩʝʨʪʠʬʠʢʘʪʳ, 
ʩʝʨʪʠʬʠʢʘʪ ʧʘʨʪʥʝʨʘ. CRL ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ, ʜʝʡʩʪʚʠʝ ʢʦʪʦʨʳʭ 
ʧʨʝʢʨʘʱʝʥʦ ʧʦ ʪʦʡ ʠʣʠ ʠʥʦʡ ʧʨʠʯʠʥʝ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ CRL ʟʘʱʠʱʘʝʪ ʦʪ ʧʨʠʥʷʪʠʷ ʦʪ 
ʧʘʨʪʥʝʨʦʚ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ. 

ʇʝʨʝʜ ʦʙʨʘʱʝʥʠʝʤ ʢ LDAP-ʩʝʨʚʝʨʫ ʰʣʶʟ ʩʥʘʯʘʣʘ ʩʤʦʪʨʠʪ ʧʦʣʝ CDP ʩʝʨʪʠʬʠʢʘʪʘ, ʝʩʣʠ ʚ 
ʵʪʦʤ ʧʦʣʝ ʧʨʦʧʠʩʘʥʥʳʡ ʧʫʪʴ ʢ LDAP-ʩʝʨʚʝʨʫ ʷʚʣʷʝʪʩʷ ʥʝʧʦʣʥʳʤ, ʪʦ ʜʦʙʘʚʣʷʶʪʩʷ ʜʘʥʥʳʝ (IP-

ʘʜʨʝʩ ʠ ʧʦʨʪ) ʠʟ ʢʦʤʘʥʜʳ crl  query . ɽʩʣʠ CDP ʩʦʜʝʨʞʠʪ ʧʦʣʥʳʡ ʧʫʪʴ, crl  query  ʥʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ. ɽʩʣʠ ʚ ʩʝʨʪʠʬʠʢʘʪʝ ʥʝʪ ʧʦʣʷ CDP, ʪʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʵʪʘ ʢʦʤʘʥʜʘ.  

ɼʣʷ ʚʦʟʚʨʘʪʘ ʚ ʨʝʞʠʤ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʢʦʛʜʘ ʟʘʧʨʦʩ CRL ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʘʜʨʝʩʫ, 

ʫʢʘʟʘʥʥʦʤʫ ʚ ʧʦʣʝ ʩʝʨʪʠʬʠʢʘʪʘ CDP (CRL Distribution Point)) ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ crl  query  

ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crl query  ldap://ip - addr[:port]  

 no crl query ldap://ip - addr[:port]  

ip - addr  IP-ʘʜʨʝʩ LDAP-ʩʝʨʚʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʉɸ ʧʫʙʣʠʢʫʝʪ CRLs ʠ ʢʫʜʘ 

ʩʣʝʜʫʝʪ ʦʪʧʨʘʚʣʷʪʴ ʟʘʧʨʦʩʳ ʥʘ CRL.  

port  ʧʦʨʪ, ʥʝʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ, ʧʦ ʫʤʦʣʯʘʥʠʶ 389. 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ɽʩʣʠ ʘʜʨʝʩ LDAP ʩʝʨʚʝʨʘ ʷʚʥʦ ʥʝ ʟʘʜʘʥ, ʪʦ ʟʘʧʨʦʩʳ ʥʘ 
CRL ʙʫʜʫʪ ʦʪʧʨʘʚʣʷʪʴʩʷ ʥʘ ʘʜʨʝʩ, ʫʢʘʟʘʥʥʳʡ ʚ ʧʦʣʝ CDP 
ʩʝʨʪʠʬʠʢʘʪʘ. ɽʩʣʠ ʧʦʨʪ ʥʝ ʟʘʜʘʥ, ʪʦ ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ 
389. 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ʩa trustpoint configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ crl  query , ʝʩʣʠ ʩʝʨʪʠʬʠʢʘʪʳ ʥʝ ʩʦʜʝʨʞʘʪ ʪʦʯʥʦʛʦ ʫʢʘʟʘʥʠʷ ʤʝʩʪʘ, 

ʦʪʢʫʜʘ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥ CRL. ʇʨʠ ʟʘʜʘʥʠʠ LDAP ʩʝʨʚʝʨʘ ʠʩʧʦʣʴʟʫʡʪʝ ʪʦʣʴʢʦ IP-ʘʜʨʝʩ ʠ 
ʚʦʟʤʦʞʥʦ ʧʦʨʪ. 

ʉʥʘʯʘʣʘ ʜʝʣʘʝʪʩʷ ʧʦʧʳʪʢʘ ʫʩʪʘʥʦʚʠʪʴ ʩʦʝʜʠʥʝʥʠʝ ʧʦ LDAP ʚʝʨʩʠʠ 2. ɽʩʣʠ ʵʪʘ ʧʦʧʳʪʢʘ 
ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ LDAP_PROTOCOL_ERROR (ʥʘʠʙʦʣʝʝ ʚʝʨʦʷʪʥʘʷ ʧʨʠʯʠʥʘ ï ʥʝ 
ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚʝʨʩʠʷ 2), ʪʦ ʧʦʚʪʦʨʷʝʪʩʷ ʧʦʧʳʪʢʘ ʫʩʪʘʥʦʚʠʪʴ ʩʦʝʜʠʥʝʥʠʝ ʧʦ LDAP ʚʝʨʩʠʠ 3. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʅʘ url ʜʣʷ LDAP ʩʝʨʚʝʨʘ ʥʘʣʦʞʝʥʦ ʦʛʨʘʥʠʯʝʥʠʝ ï ʜʦʧʫʩʢʘʝʪʩʷ ʟʘʜʘʥʠʝ ʪʦʣʴʢʦ IP-

ʘʜʨʝʩʘ ʠ, ʚʦʟʤʦʞʥʦ, ʧʦʨʪʘ. ɽʩʣʠ ʟʘʜʘʥʦ DNS-name, ʪʦ ʜʘʥʥʳʡ url  ʠʛʥʦʨʠʨʫʝʪʩʷ. 

¶ ɼʦʙʘʚʣʝʥʠʝ ʦʜʥʦʛʦ trustpoint ʠ ʧʝʨʝʯʠʩʣʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ trustpoints ʬʘʢʪʠʯʝʩʢʠ ʥʝ 
ʦʪʣʠʯʘʝʪʩʷ ʜʨʫʛ ʦʪ ʜʨʫʛʘ ʠ ʚʩʝʛʜʘ ʧʨʠʚʦʜʠʪ ʢ ʧʝʨʝʯʠʩʣʝʥʠʶ CA-ʩʝʨʪʠʬʠʢʘʪʦʚ: 

¶ ʝʜʠʥʩʪʚʝʥʥʦʝ ʦʪʣʠʯʠʝ ï ʘʜʨʝʩ LDAP-ʩʝʨʚʝʨʘ ʠ ʥʘʩʪʨʦʡʢʠ ʨʝʞʠʤʘ ʧʦʣʫʯʝʥʠʷ CRL 
ʚʩʝʛʜʘ ʙʝʨʫʪʩʷ ʠʟ ʧʝʨʚʦʛʦ ʧʦ ʩʯʝʪʫ trustpoint ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʦʩʪʘʣʴʥʳʝ ï 
ʠʛʥʦʨʠʨʫʶʪʩʷ.   

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ crl  query . ʆʙʲʷʚʣʷʝʪʩʷ ʉɸ ʩ ʠʤʝʥʝʤ "bar" 

ʠ ʫʢʘʟʳʚʘʝʪʩʷ ʘʜʨʝʩ, ʧʦ ʢʦʪʦʨʦʤʫ ʩʣʝʜʫʝʪ ʠʩʢʘʪʴ CRL: 

Router(config)#crypto pki trustpoint bar  

Router(ca - trustpoint)#crl query ldap://10.10.10.10  
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revocation-check 

ʂʦʤʘʥʜʘ re vocation - check  ʟʘʜʘʝʪ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʦʧʫʩʪʠʤʳʭ ʚʘʨʠʘʥʪʦʚ ʧʨʦʚʝʨʢʠ 

ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʝʨʘ. ɺ ʢʦʤʘʥʜʝ ʫʢʘʟʳʚʘʶʪʩʷ ʨʘʟʥʳʝ ʨʝʞʠʤʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ CRL. 

ɼʣʷ ʚʦʟʚʨʘʪʘ ʚ ʨʝʞʠʤ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʡʪʝ ʪʫ ʞʝ ʢʦʤʘʥʜʫ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ revocation - check meth od1 [method2]  

 no revocation - check  

method 1 ʧʘʨʘʤʝʪʨ, ʧʨʠʥʠʤʘʶʱʠʡ ʦʜʥʦ ʠʟ ʜʚʫʭ ʟʥʘʯʝʥʠʡ: 

 crl  ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʝʨʪʠʬʠʢʘʪʘ ʦʙʷʟʘʪʝʣʝʥ ʜʝʡʩʪʚʫʶʱʠʡ CRL. 

ɽʩʣʠ ʜʝʡʩʪʚʫʶʱʠʡ CRL ʥʝ ʥʘʡʜʝʥ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ ʠ ʝʛʦ ʥʝ 
ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ ʧʦ ʧʨʦʪʦʢʦʣʫ LDAP, ʪʦ ʩʝʨʪʠʬʠʢʘʪ ʥʝ 
ʧʨʠʥʠʤʘʝʪʩʷ 

 none  ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʝʨʪʠʬʠʢʘʪʘ ʜʝʡʩʪʚʫʶʱʠʡ CRL ʠʩʧʦʣʴʟʫʝʪʩʷ, 

ʝʩʣʠ ʦʥ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ ʠʣʠ ʧʦʣʫʯʝʥ ʚ 
ʧʨʦʮʝʩʩʝ IKE ʦʙʤʝʥʘ. ɽʩʣʠ ʵʪʦ ʥʝ ʪʘʢ, ʪʦ ʧʦʧʳʪʢʘ ʧʦʣʫʯʠʪʴ 
CRL ʧʦ ʧʨʦʪʦʢʦʣʫ LDAP ʥʝ ʧʨʝʜʧʨʠʥʠʤʘʝʪʩʷ ʠ ʩʝʨʪʠʬʠʢʘʪ 
ʧʨʠʥʠʤʘʝʪʩʷ. 

metho d2 ʧʘʨʘʤʝʪʨ ʥʝʦʙʷʟʘʪʝʣʴʥʳʡ, ʠʤʝʝʪ ʦʜʥʦ ʟʥʘʯʝʥʠʝ: 

 none  ʝʩʣʠ ʜʝʡʩʪʚʫʶʱʠʡ CRL ʥʝ ʥʘʡʜʝʥ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ ʠ ʝʛʦ ʥʝ 

ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ ʧʦ ʧʨʦʪʦʢʦʣʫ LDAP, ʪʦ ʩʝʨʪʠʬʠʢʘʪ 

ʧʨʠʥʠʤʘʝʪʩʷ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʪʦʛʜʘ, ʢʦʛʜʘ method 1= 

crl . 

ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʦʧʫʩʪʠʤʳʭ ʚʘʨʠʘʥʪʦʚ ʧʨʦʚʝʨʢʠ ʩʝʨʪʠʬʠʢʘʪʘ ʦʧʠʩʘʥʘ ʚ ʈʝʢʦʤʝʥʜʘʮʠʷʭ 
ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ. 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ revocation - check  crl . 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʙʫʜʝʪ ʧʦʢʘʟʘʥʘ 

ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ, ʜʘʞʝ ʝʩʣʠ ʦʥʘ ʥʝ ʚʚʦʜʠʣʘʩʴ ʚ ʷʚʥʦʤ 
ʚʠʜʝ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ca trustpoint configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ɼʣʷ ʢʦʤʘʥʜʳ revocation - check  crl  ʦʙʷʟʘʪʝʣʝʥ ʜʝʡʩʪʚʫʶʱʠʡ CRL ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ, ʥʦ 

ʝʩʣʠ ʵʪʦ ʥʝ ʪʘʢ, ʪʦ CRL ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥ ʧʦ ʧʨʦʪʦʢʦʣʫ LDAP. ɽʩʣʠ CRL ʧʦʣʫʯʠʪʴ ʧʦ LDAP 
ʥʝ ʫʜʘʣʦʩʴ, ʪʦ ʩʝʨʪʠʬʠʢʘʪ ʧʘʨʪʥʝʨʘ ʥʝ ʧʨʠʥʠʤʘʝʪʩʷ. ʕʪʦʪ ʨʝʞʠʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

ʇʦ ʢʦʤʘʥʜʝ revocation - check  none  ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʝʨʘ ʙʫʜʝʪ 

ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʧʳʪʢʘ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ CRL ʠʟ ʙʘʟʳ ʧʨʦʜʫʢʪʘ ʠʣʠ CRL, ʧʦʣʫʯʝʥʥʳʤ ʚ 
ʧʨʦʮʝʩʩʝ IKE ʦʙʤʝʥʘ, ʥʦ ʥʝ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʧʳʪʢʘ ʧʦʣʫʯʠʪʴ ʝʛʦ ʧʦ LDAP. ɽʩʣʠ 
ʜʝʡʩʪʚʫʶʱʠʡ CRL ʥʝ ʥʘʡʜʝʥ, ʪʦ ʩʝʨʪʠʬʠʢʘʪ ʧʘʨʪʥʝʨʘ ʧʨʠʥʠʤʘʝʪʩʷ. 

ʂʦʤʘʥʜʘ revocation - check  none  ʟʘʤʝʱʘʝʪ ʚ ʩʪʘʨʦʤ ʬʦʨʤʘʪʝ ʢʦʤʘʥʜʫ crl  optional , 

ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʚ Cisco IOS ʚʝʨʩʠʠ 12.2 ʠ Bel VPN Gate 3.0.1.  

ʇʨʠ ʧʨʦʚʝʨʢʝ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦ ʢʦʤʘʥʜʝ revocation - check  crl  none  ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʜʝʡʩʪʚʫʶʱʠʡ CRL ʠʟ ʙʘʟʳ ʧʨʦʜʫʢʪʘ, ʥʦ ʝʩʣʠ ʵʪʦ ʥʝ ʪʘʢ, ʪʦ CRL ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥ ʧʦ 
ʧʨʦʪʦʢʦʣʫ LDAP. ɽʩʣʠ CRL ʧʦʣʫʯʠʪʴ ʧʦ LDAP ʥʝ ʫʜʘʣʦʩʴ, ʪʦ ʩʝʨʪʠʬʠʢʘʪ ʧʘʨʪʥʝʨʘ 
ʧʨʠʥʠʤʘʝʪʩʷ.  

ʂʦʤʘʥʜʘ revocation - check  crl  none  ʟʘʤʝʱʘʝʪ ʚ ʩʪʘʨʦʤ ʬʦʨʤʘʪʝ ʢʦʤʘʥʜʫ crl  best -

effort , ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʚ Cisco IOS ʚʝʨʩʠʠ 12.2 ʠ Bel VPN Gate 3.0.1.  
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ɼʣʷ ʧʦʣʫʯʝʥʠʷ CRL ʧʦ ʧʨʦʪʦʢʦʣʫ LDAP ʟʘʧʨʦʩʳ ʦʪʧʨʘʚʣʷʶʪʩʷ ʥʘ ʘʜʨʝʩ LDAP ʩʝʨʚʝʨʘ, 

ʫʢʘʟʘʥʥʳʡ ʚ ʢʦʤʘʥʜʝ crl  query , ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʥʘ ʘʜʨʝʩ, ʫʢʘʟʘʥʥʳʡ ʚ ʧʦʣʝ 

ʩʝʨʪʠʬʠʢʘʪʘ CDP.  

ʇʦ ʢʦʤʘʥʜʘʤ revocation - check  none  ʠ revocation - check  crl  none  ʝʜʠʥʩʪʚʝʥʥʳʤʠ 

ʫʩʣʦʚʠʷʤʠ ʧʨʠʥʷʪʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʝʨʘ ʙʫʜʫʪ ʥʝʠʩʪʝʢʰʠʡ ʩʨʦʢ ʝʛʦ ʜʝʡʩʪʚʠʷ, ʠ ʯʪʦ ʝʛʦ 
ʠʟʜʘʣ CA, ʢʦʪʦʨʳʡ ʦʙʲʷʚʣʝʥ ʢʘʢ trusted CA. 

ɽʩʣʠ ʟʘʜʘʥʦ ʥʝʩʢʦʣʴʢʦ trustpoints , ʚ ʢʦʪʦʨʳʭ ʟʘʜʘʥʘ ʢʦʤʘʥʜʘ revocation - check , ʪʦ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʢʦʤʘʥʜʘ ʠʟ ʧʝʨʚʦʛʦ ʧʦ ʩʯʝʪʫ trustpoint ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʆʩʪʘʣʴʥʳʝ 

ʢʦʤʘʥʜʳ revocation - check  ʠʛʥʦʨʠʨʫʶʪʩʷ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʅʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʝʞʠʤ ocsp . 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ. ʆʙʲʷʚʣʷʝʪʩʷ ʉɸ ʩ ʠʤʝʥʝʤ "bar" ʠ 
ʫʢʘʟʳʚʘʝʪʩʷ ʘʜʨʝʩ LDAP ʩʝʨʚʝʨʘ, ʧʦ ʢʦʪʦʨʦʤʫ ʩʣʝʜʫʝʪ ʧʦʣʫʯʠʪʴ CRL ʜʣʷ ʧʨʦʚʝʨʢʠ 
ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʝʨʘ: 

Router(config)#crypto pki trustpoint bar  

Router(ca - trustpoint)#crl query ldap://10.10.10.10  

Router(ca - trustpoint)#revocation - check crl none  

Router(ca - tr ustpoint)#exit  
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crypto pki certificate chain  

ʂʦʤʘʥʜʘ crypto  pki  certificate  chain  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ 

ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʉɸ.  

 

ʉʠʥʪʘʢʩʠʩ crypto pki certificate chain  name 

name  ʠʤʷ ʉɸ (ʠʩʧʦʣʴʟʫʡʪʝ ʪʦʞʝ ʠʤʷ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʦʙʲʷʚʣʝʥʦ ʢʦʤʘʥʜʦʡ 

crypto  pki  trustpoint ) . 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ crypto  pki  certificate  chain  ʟʘʤʝʱʘʝʪ ʚ ʩʪʘʨʦʤ ʬʦʨʤʘʪʝ ʢʦʤʘʥʜʫ crypto  

ca  certificate  chain ,  ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʚ Cisco IOS ʚʝʨʩʠʠ 12.2 ʠ Bel VPN Gate 

3.0.1.  

ʅʘ ʤʦʤʝʥʪ ʚʚʦʜʘ ʢʦʤʘʥʜʳ crypto  pki  certificate  chain  ʠʤʷ ʉɸ ʜʦʣʞʥʦ ʙʳʪʴ ʫʞʝ 

ʦʙʲʷʚʣʝʥʦ ʢʦʤʘʥʜʦʡ crypto  pki  trustpoint . ɽʩʣʠ ʠʤʷ ʥʝ ʟʘʜʘʥʦ, ʪʦ ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: ñ% CA trustpoint for cert chain not knownò. 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʮʝʧʦʯʢʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩ ʧʦʤʦʱʴʶ 

ʢʦʤʘʥʜʳ certificate . ɺ ʧʨʝʜʝʣʘʭ ʦʜʥʦʛʦ truspoint ʜʦʧʫʩʢʘʶʪʩʷ ʣʶʙʳʝ ʉɸ ʩʝʨʪʠʬʠʢʘʪʳ, ʥʝ 

ʪʦʣʴʢʦ ʠʟ ʦʜʥʦʡ ʮʝʧʦʯʢʠ. ʅʘʭʦʜʷʩʴ ʚ ʵʪʦʤ ʨʝʞʠʤʝ, ʤʦʞʥʦ ʫʜʘʣʷʪʴ ʩʝʨʪʠʬʠʢʘʪʳ. 

 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʮʝʧʦʯʢʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʢʦʤʘʥʜʘʤʠ 

no crypto pki certificate chain name  

ʠʣʠ 

no crypto ca certific ate chain name  

ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ, ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: % Remove the trustpoint to remove the cert 

chain. 

ʋʜʘʣʝʥʠʝ ʉɸ ʩʝʨʪʠʬʠʢʘʪʘ ʠʟ ʮʝʧʦʯʢʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ certificate . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɺ Cisco ʧʦ show run ʚ ʢʦʤʘʥʜʝ crypto pki certificate chain  ʧʦʢʘʟʳʚʘʶʪʩʷ CA 

ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʣʦʢʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ. ɺ Cisco ʯʝʨʝʟ ʵʪʫ ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʠ 
ʫʜʘʣʠʪʴ ʉɸ ʠ ʣʦʢʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ, ʘ ʚʚʝʩʪʠ ʤʦʞʥʦ ʪʦʣʴʢʦ CA ʩʝʨʪʠʬʠʢʘʪʳ, 
ʣʦʢʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʚʚʝʩʪʠ ʥʝʣʴʟʷ (ʦʥʠ ʙʫʜʫʪ ʥʝʨʘʙʦʪʦʩʧʦʩʦʙʥʳ 
ʙʝʟ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ). ɺ ʇʨʦʜʫʢʪʝ ʚ cs_console ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ 
ʜʣʷ ʨʘʙʦʪʳ ʩ CA ʩʝʨʪʠʬʠʢʘʪʘʤʠ. 

¶ ɺ Cisco ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʦʣʴʢʦ RSA-ʩʝʨʪʠʬʠʢʘʪʳ. ɺ ʇʨʦʜʫʢʪʝ ʧʦʜ ʦʙʦʟʥʘʯʝʥʠʝʤ RSA 
ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ RSA, ʉʊɹ ʠ DSA-ʩʝʨʪʠʬʠʢʘʪʳ. ʅʦ ʜʦʣʞʥʦ ʩʦʙʣʶʜʘʪʴʩʷ ʩʪʨʦʛʦʝ 
ʩʦʦʪʚʝʪʩʪʚʠʝ: RSA CA ʩʝʨʪʠʬʠʢʘʪ ʧʦʜʧʠʩʳʚʘʝʪ ʪʦʣʴʢʦ RSA-ʩʝʨʪʠʬʠʢʘʪʳ, ʉʊɹ CA 
ʩʝʨʪʠʬʠʢʘʪ ʧʦʜʧʠʩʳʚʘʝʪ ʪʦʣʴʢʦ ʉʊɹ ʩʝʨʪʠʬʠʢʘʪʳ, DSA CA ʩʝʨʪʠʬʠʢʘʪ ʧʦʜʧʠʩʳʚʘʝʪ 
ʪʦʣʴʢʦ DSA-ʩʝʨʪʠʬʠʢʘʪʳ. 
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¶ ʉʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝ ʟʘʜʘʝʪʩʷ ʪʦʯʥʳʭ ʢʨʠʪʝʨʠʝʚ ʚʳʙʦʨʘ 
ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ (ʚ ʪʝʨʤʠʥʘʭ Native LSP ʟʘʜʘʝʪʩʷ USER_SPECIFIC_DATA). ɺ 
ʩʚʷʟʠ ʩ ʵʪʠʤ ʚʦʟʤʦʞʥʳ ʩʠʪʫʘʮʠʠ, ʧʨʠ ʢʦʪʦʨʳʭ ʥʝ ʫʩʪʘʥʦʚʠʪʩʷ ʩʦʝʜʠʥʝʥʠʝ, ʝʩʣʠ 
ʧʨʠʩʫʪʩʪʚʫʶʪ ʙʦʣʴʰʝ ʦʜʥʦʛʦ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ, ʧʦʜʧʠʩʘʥʥʦʛʦ ʨʘʟʥʳʤʠ CA.  

ʇʨʠʤʝʨ ʧʦʜʦʙʥʦʡ ʩʠʪʫʘʮʠʠ: ʫ ʧʘʨʪʥʝʨʘ ʥʝ ʧʨʦʧʠʩʘʥʘ ʧʦʩʳʣʢʘ Certificate Request, ʠ 
ʧʘʨʪʥʝʨ ʦʞʠʜʘʝʪ ʦʪ ʣʦʢʘʣʴʥʦʛʦ ʰʣʶʟʘ ʢʦʥʢʨʝʪʥʳʡ ʩʝʨʪʠʬʠʢʘʪ (ʢʦʪʦʨʳʡ ʜʝʡʩʪʚʠʪʝʣʴʥʦ 
ʧʨʠʩʫʪʩʪʚʫʝʪ), ʥʦ ʰʣʶʟ ʧʦ ʩʚʦʠʤ ʢʨʠʪʝʨʠʷʤ ʚʳʙʠʨʘʝʪ ʜʨʫʛʦʡ ʩʝʨʪʠʬʠʢʘʪ, ʢʦʪʦʨʳʡ ʥʝ 
ʧʦʜʭʦʜʠʪ ʧʘʨʪʥʝʨʫ. 

ʂʘʢ ʧʨʘʚʠʣʦ, ʪʘʢʠʭ ʧʨʦʙʣʝʤ ʥʝ ʚʦʟʥʠʢʘʝʪ, ʝʩʣʠ ʩʦʙʣʶʜʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʋ ʦʙʦʠʭ ʧʘʨʪʥʝʨʦʚ ʧʨʦʧʠʩʘʥʘ ʦʪʩʳʣʢʘ Certificate  Request . ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʢʦʥʚʝʨʪʝʨ ʠʤʝʥʥʦ ʪʘʢ ʠ ʜʝʣʘʝʪ. Cisco ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʧʦʩʪʫʧʘʝʪ ʪʘʢʞʝ. 

¶ ʅʝ ʠʩʧʦʣʴʟʫʝʪʩʷ Aggressive  Mode ʧʨʠ ʨʘʙʦʪʝ ʩ ʩʝʨʪʠʬʠʢʘʪʘʤʠ 

(ʵʢʟʦʪʠʯʝʩʢʠʡ ʩʣʫʯʘʡ). 

¶ ʋ ʧʘʨʪʥʝʨʘ ʜʦʣʞʥʳ ʙʳʪʴ ʷʚʥʦ ʫʢʘʟʘʥʳ CA-ʩʝʨʪʠʬʠʢʘʪʳ, ʢʦʪʦʨʳʤʠ ʤʦʞʝʪ ʙʳʪʴ 
ʧʦʜʧʠʩʘʥ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ. ɺ Native LSP ï ʘʪʨʠʙʫʪ 

AcceptCredentialFrom  (cs_converter ʚʧʠʩʳʚʘʝʪ ʚʩʝ CA-ʩʝʨʪʠʬʠʢʘʪʳ, 

ʣʝʞʘʱʠʝ ʚ ʙʘʟʝ). ɺ Cisco ï ʜʦʣʞʝʥ ʙʳʪʴ ʧʨʦʧʠʩʘʥ ʧʦʜʭʦʜʷʱʠʡ trustpoint. 

 

ʇʨʠʤʝʨ 

ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ crypto  pki  certificate  chain  ʧʨʠʚʝʜʝʥ ʢ ʢʦʤʘʥʜʝ 

certificate . 

 

 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     81 

certificate 

ʂʦʤʘʥʜʘ certificate  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪʦʚ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ certificate chain configuration. ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʦʚ 

ʠʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ certificate  certificate - serial - number  

 no certificate  certificate - serial - number  

certificate - serial - number  ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʉɸ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ 

ʧʨʝʜʩʪʘʚʣʝʥʠʠ 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Certificate chain configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʋʢʘʟʘʥʥʳʡ ʚ ʢʦʤʘʥʜʝ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʉɸ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ 
ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʤʦʞʝʪ ʙʳʪʴ ʣʶʙʳʤ, ʪʘʢ ʢʘʢ ʚ ʜʘʥʥʦʤ ʨʝʣʠʟʝ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ.  

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʉɸ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʙʘʟʫ ʧʨʦʜʫʢʪʘ ʠʣʠ ʫʜʘʣʝʥʠʷ ʉɸ 
ʩʝʨʪʠʬʠʢʘʪʘ.  

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʧʦʩʣʝ ʚʚʦʜʘ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʩʝʨʪʠʬʠʢʘʪʘ ʠ ʥʘʞʘʪʠʷ Enter 
ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʝʨʝʭʦʜ ʚ ʨʝʞʠʤ config-pubkey, ʚ ʢʦʪʦʨʦʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪ ʚ 
ʚʠʜʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʳʭ ʯʠʩʝʣ. ɼʣʷ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ ʬʘʡʣʘ ʩ ʉɸ 
ʩʝʨʪʠʬʠʢʘʪʦʤ ʠʟ ʙʠʥʘʨʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʝ, ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʣʶʙʳʤʠ ʩʚʦʙʦʜʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʤʠ ʫʪʠʣʠʪʘʤʠ. ɿʘʤʝʪʠʤ, ʯʪʦ ʜʣʠʥʘ ʩʪʨʦʢʠ ʩ ʪʝʣʦʤ 
ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʜʦʣʞʥʘ ʫʜʦʚʣʝʪʚʦʨʷʪʴ ʫʩʣʦʚʠʷʤ: 

¶ ʤʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ ʚʚʦʜʠʤʦʡ ʩʪʨʦʢʠ ï 512 ʩʠʤʚʦʣʦʚ. ɼʦʧʫʩʢʘʝʪʩʷ ʧʘʨʳ 
ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʳʭ ʯʠʩʝʣ ʨʘʟʙʠʚʘʪʴ ʤʝʞʜʫ ʩʦʙʦʡ ʧʨʦʙʝʣʘʤʠ ʠ ʧʝʨʝʚʦʜʘʤʠ ʩʪʨʦʢʠ; 

¶ ʢʦʣʠʯʝʩʪʚʦ ʩʠʤʚʦʣʦʚ ʚ ʩʪʨʦʢʝ ʜʦʣʞʥʦ ʙʳʪʴ ʯʝʪʥʳʤ, ʯʪʦʙʳ ʥʝ ʨʘʟʙʠʚʘʪʴ 
ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʝ ʯʠʩʣʦ. 

ʇʨʝʢʨʘʱʝʥʠʝ ʚʚʦʜʘ ʩʝʨʪʠʬʠʢʘʪʘ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʢʦʤʘʥʜʦʡ quit . 

ɿʘʤʝʪʠʤ, ʯʪʦ ʚ Bel VPN Gate 3.0.1 ʜʦʧʫʩʢʘʣʦʩʴ ʚʚʝʜʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʚʠʜʝ ʦʜʥʦʡ ʩʪʨʦʢʠ. 
ʊʝʧʝʨʴ ʵʪʦ ʥʝʚʦʟʤʦʞʥʦ, ʪʘʢ ʢʘʢ ʧʦʷʚʠʣʦʩʴ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʜʣʠʥʫ ʩʪʨʦʢʠ ʚʚʦʜʘ ï 512 
ʩʠʤʚʦʣʦʚ, ʨʝʘʣʴʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʚ ʵʪʫ ʜʣʠʥʫ ʥʝ ʧʦʤʝʱʘʶʪʩʷ. 

 

ɿʘʤʝʯʘʥʠʝ: 

ʇʦʣʴʟʦʚʘʪʴʩʷ ʢʦʤʘʥʜʦʡ certificate  ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪʘ ʥʝʫʜʦʙʥʦ. ʅʘʠʙʦʣʝʝ 

ʫʜʦʙʥʳʤ ʩʧʦʩʦʙʦʤ ʨʝʛʠʩʪʨʘʮʠʠ ʉɸ ʩʝʨʪʠʬʠʢʘʪʘ ʚ ʙʘʟʝ ʧʨʦʜʫʢʪʘ ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
ʫʪʠʣʠʪʳ cert_mgr import. ʇʦʩʣʝ ʨʝʛʠʩʪʨʘʮʠʠ ʧʨʠ ʩʣʝʜʫʶʱʝʤ ʩʪʘʨʪʝ cs_console ʉɸ ʩʝʨʪʠʬʠʢʘʪ 
ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʚ cisco-like ʢʦʥʬʠʛʫʨʘʮʠʶ (ʣʦʛʠʢʘ ʧʦ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ CA-
ʩʝʨʪʠʬʠʢʘʪʘ ʚ cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʙʘʟʝ ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʦʧʠʩʘʥʘ ʚ ʧʫʥʢʪʝ 
ñʉʠʥʭʨʦʥʠʟʘʮʠʷò ʚ ʨʘʟʜʝʣʝ òɿʘʧʫʩʢ ʢʦʥʩʦʣʠò). 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʩ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ 012: 

 

Router# configure terminal  

Router(config)# crypto pki certificate chain myca  
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Router(config - cert - chain)# ce rtificate 012  

Router(config - pubkey)# 30820337308202E4A0030201020210337F  

AE6C6B85536F834A8D8E5358333F4F3090A06062A850302020405003038310B30279  

060355040613025255310D300B060311400055040A130447494E53310B3009060355  

3240B13025141310D300B060355040313F9  

Router(con fig - pubkey)#quit  

Router(config - cert - chain)# exit  

Router ( config )#  
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crypto identity 

ʂʦʤʘʥʜʘ crypto  identity  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʧʠʩʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ, ʢʦʪʦʨʦʤʫ 

ʜʦʣʞʝʥ ʫʜʦʚʣʝʪʚʦʨʷʪʴ ʩʝʨʪʠʬʠʢʘʪ ʧʘʨʪʥʝʨʘ (ʧʘʨʪʥʝʨʦʚ). ʉʧʠʩʦʢ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʤʦʞʝʪ 

ʩʦʩʪʦʷʪʴ ʠʟ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʪʠʧʘ dn  ʠ fqdn  ʠ ʧʨʠʚʷʟʳʚʘʪʴʩʷ ʢ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ. 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto identity  name 

 no crypto identity  name 

name ʠʤʷ ʩʧʠʩʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʩʫʱʝʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration.  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʣʝ ʚʚʦʜʘ ʢʦʤʘʥʜʳ crypto  identity  name ʚʚʝʜʠʪʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʪʠʧʘ dn  ʠ fqdn .  

ʀʜʝʥʪʠʬʠʢʘʪʦʨ dn ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʟʘʢʦʥʯʝʥʥʦʝ ʣʠʙʦ ʥʝʟʘʢʦʥʯʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʣʷ 

Subject ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʝʨʘ. ʀʜʝʥʪʠʬʠʢʘʪʦʨ fqdn  ʠʤʝʝʪ ʬʦʨʤʘʪ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ. ʅʠʞʝ 

ʜʘʥʦ ʦʧʠʩʘʥʠʝ ʢʦʤʘʥʜ dn  ʠ fqdn . 

 

 

ʇʨʠʤʝʨ 

Router(config)#crypto identity myident  

Router(config - crypto - identity)#dn c=ru,o=s - terra  

Router(config - crypto - identity)#fqdn s - terra.com  

Router(config - crypto - identity)#exit  

 

Router (config)#crypto map mymap 10 ipsec - isakmp  

Router(config - crypto - map)# set identity myident  
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dn 

ʂʦʤʘʥʜʘ dn ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʜʘʥʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʪʠʧʘ dn, ʢʦʪʦʨʦʤʫ ʜʦʣʞʝʥ 

ʫʜʦʚʣʝʪʚʦʨʷʪʴ ʩʝʨʪʠʬʠʢʘʪ ʧʘʨʪʥʝʨʘ. ɼʣʷ ʟʘʜʘʥʠʷ ʵʪʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦʣʝ 
Subject ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʝʨʘ. ɼʣʷ ʫʜʘʣʝʥʠʷ ʜʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʵʪʘ ʞʝ 

ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ dn  name_attr1=string1[,name_attr2=string2]  

 no dn name_attr1=string1[,name_attr2=string2]  

name_attr 1 ʩʦʢʨʘʱʝʥʥʦʝ ʥʘʠʤʝʥʦʚʘʥʠʝ ʘʪʨʠʙʫʪʦʚ ʧʦʣʷ Subject 

string 1 ʟʥʘʯʝʥʠʝ ʘʪʨʠʙʫʪʦʚ ʠʟ ʧʦʣʷ Subject 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʩʫʱʝʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto identity configuration  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʨʠ ʧʦʠʩʢʝ ʠ ʩʨʘʚʥʝʥʠʠ c ʩʝʨʪʠʬʠʢʘʪʦʤ ʧʘʨʪʥʝʨʘ ʧʦʣʝ Subject ʵʪʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ ʜʦʣʞʥʦ 

ʩʦʜʝʨʞʘʪʴ ʫʢʘʟʘʥʥʦʝ ʤʥʦʞʝʩʪʚʦ ʘʪʨʠʙʫʪʦʚ ʠ ʠʭ ʟʥʘʯʝʥʠʡ ʚ ʢʦʤʘʥʜʝ dn . 

 

ʇʨʠʤʝʨ 

Router(config)#crypto identity myident  

Router(config - crypto - identity)#dn c=ru,o=s - terra,ou=test  

Router(config - crypto - id entity)#exit  

 

Router(config)#crypto map mymap 10 ipsec - isakmp  

Router(config - crypto - map)# set identity myident  
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fqdn 

ʂʦʤʘʥʜʘ fqdn  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʜʘʥʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʪʠʧʘ fqdn , ʷʚʣʷʶʱʝʛʦʩʷ ʠʤʝʥʝʤ 

ʭʦʩʪʘ ʧʘʨʪʥʝʨʘ. ɼʣʷ ʫʜʘʣʝʥʠʷ ʜʘʥʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʵʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ 

ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ fqdn  name_domain  

 no fqdn name_domain  

name_domain  ʜʦʤʝʥʥʦʝ ʠʤʷ ʭʦʩʪʘ ʧʘʨʪʥʝʨʘ, ʢʦʪʦʨʳʡ ʫʜʦʚʣʝʪʚʦʨʷʝʪ ʫʩʣʦʚʠʷʤ:  

 ʩʦʩʪʦʠʪ ʠʟ ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʩʣʦʚ, ʨʘʟʜʝʣʝʥʥʳʭ ʪʦʯʢʦʡ 

 ʢʘʞʜʦʝ ʩʣʦʚʦ ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʦ ʥʘʯʠʥʘʪʴʩʷ ʩ ʙʫʢʚʳ 
ʣʘʪʠʥʩʢʦʛʦ ʘʣʬʘʚʠʪʘ  

 ʤʦʞʝʪ ʩʦʩʪʦʷʪʴ ʠʟ ʙʫʢʚ ʣʘʪʠʥʩʢʦʛʦ ʘʣʬʘʚʠʪʘ (ʢʘʢ ʩʪʨʦʯʥʳʭ, ʪʘʢ 
ʠ ʧʨʦʧʠʩʥʳʭ), ʮʠʬʨ ʠ ʟʥʘʢʘ "ï" (ʜʝʬʠʩ). 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʩʫʱʝʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto identity configuration.  

 

ʇʨʠʤʝʨ 

Router(config)#crypto identity myident  

Router(config - crypto - identity)#fqdn s - terra.com  

Router(config - crypto - identity)#exit  

Router(config)#crypto map mymap 10 ipsec - isakmp  

Router(config - crypto - map)# set identity myident  
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ʃʧʥʙʦʝʴ ʝʤʸ ʩʙʚʧʫʴ ʪ ʨʩʞʝʧʨʩʞʝʞʤʞʦʦʴʥ ʣʤʷʰʧʥ 

crypto isakmp key 

ʂʦʤʘʥʜʘ crypto  isakmp  key  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʜʣʷ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʧʘʨʪʥʝʨʦʤ. ʋʜʘʣʠʪʴ ʩʦʟʜʘʥʥʳʡ ʨʘʥʝʝ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʡ 

ʢʣʶʯ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto isakmp key  [0] keystring  {address  peer - address 

[mas k]|  hostname  hostname} [ no- xauth ]  

 no crypto crypto isakmp key  [0] keystring  {address  peer -

address [mask]|  hostname  hostname} [ no- xauth ]  

 

address  ʠʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, ʝʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʫʜʘʣʝʥʥʦʛʦ ʧʘʨʪʥʝʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʝʛʦ IP-ʘʜʨʝʩ 

hostname  ʠʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, ʝʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʫʜʘʣʝʥʥʦʛʦ ʧʘʨʪʥʝʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʠʤʷ ʝʛʦ ʭʦʩʪʘ 

0 ʥʝ ʰʠʬʨʦʚʘʪʴ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯ. ʅʝʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ, 

ʧʦʪʦʤʫ ʯʪʦ ʦʥ ʠʛʥʦʨʠʨʫʝʪʩʷ. ʂʣʶʯ ʚʩʝʛʜʘ ʥʝ ʰʠʬʨʫʝʪʩʷ. ɺʚʝʜʝʥ ʜʣʷ 
ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʘʢʦʡ ʞʝ ʢʦʤʘʥʜʝ ʚ Cisco IOS. 

keystring  ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʡ ʩʦʙʦʡ ʩʪʨʦʢʫ 

ʧʨʦʠʟʚʦʣʴʥʦʡ ʢʦʤʙʠʥʘʮʠʠ ʮʠʬʨʦ-ʙʫʢʚʝʥʥʳʭ ʩʠʤʚʦʣʦʚ. ʕʪʦʪ ʢʣʶʯ 
ʜʦʣʞʝʥ ʙʳʪʴ ʠʜʝʥʪʠʯʝʥ ʫ ʦʙʦʠʭ ʧʘʨʪʥʝʨʦʚ ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ 
ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ. 

peer - address  IP-ʘʜʨʝʩ ʫʜʘʣʝʥʥʦʛʦ ʧʘʨʪʥʝʨʘ.  

mask ʤʘʩʢʘ ʧʦʜʩʝʪʠ, ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʠʪ ʢʦʤʧʴʶʪʝʨ ʫʜʘʣʝʥʥʦʛʦ 

ʧʘʨʪʥʝʨʘ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʘʨʘʤʝʪʨʘ address . 

ʅʝʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ. ʆʪʩʫʪʩʪʚʠʝ ʧʘʨʘʤʝʪʨʘ ʚʩʝʛʜʘ 
ʵʢʚʠʚʘʣʝʥʪʥʦ 255.255.255.255. 

hostname  ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ ʫʜʘʣʝʥʥʦʛʦ ʧʘʨʪʥʝʨʘ. ʀʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʟʘʜʘʥʦ ʚ 

ʩʚʷʟʢʝ ʩ ʠʤʝʥʝʤ ʜʦʤʝʥʘ, ʢʦʪʦʨʦʤʫ ʦʥ ʧʨʠʥʘʜʣʝʞʠʪ. ʅʘʧʨʠʤʝʨ ï 
host.subnet.com. 

no- xauth  ʨʘʩʰʠʨʝʥʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE  ʥʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ. ʅʝʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ, ʧʦʪʦʤʫ ʯʪʦ ʨʘʩʰʠʨʝʥʥʘʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʥʠʢʦʛʜʘ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ. ʉʦʦʪʚʝʪʩʪʚʫʝʪ ʪʘʢʦʤʫ ʞʝ 
ʧʘʨʘʤʝʪʨʫ ʚ Cisco IOS. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʝʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʕʪʘ 
ʧʨʦʮʝʜʫʨʘ ʜʦʣʞʥʘ ʙʳʪʴ ʚʳʧʦʣʥʝʥʘ ʜʣʷ ʦʙʦʠʭ ʧʘʨʪʥʝʨʦʚ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʢʣʶʯʘ ʦʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʦʙʘʚʣʷʝʪʩʷ ʚ ʙʘʟʫ ʰʣʶʟʘ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʘʨʘʤʝʪʨʘ address  ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʘʨʛʫʤʝʥʪ mask, ʦʧʠʩʳʚʘʶʱʠʡ 

ʧʦʜʩʝʪʴ, ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʠʪ ʢʦʤʧʴʶʪʝʨ ʧʘʨʪʥʝʨʘ. ɽʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʨʛʫʤʝʥʪ mask, ʪʦ 
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ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ ʢʣʶʯʠ ʧʝʨʝʩʪʘʶʪ ʙʳʪʴ ʧʨʠʥʘʜʣʝʞʥʦʩʪʴʶ ʪʦʣʴʢʦ ʦʧʠʩʘʥʥʳʭ ʜʚʫʭ 

ʧʘʨʪʥʝʨʦʚ. ɽʩʣʠ ʫʢʘʟʳʚʘʝʪʩʷ ʘʨʛʫʤʝʥʪ mask, ʪʦ ʚ ʢʘʯʝʩʪʚʝ IP ʘʜʨʝʩʘ, ʜʦʣʞʝʥ ʙʳʪʴ ʫʢʘʟʘʥ 

ʘʜʨʝʩ ʩʝʪʠ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʘʨʘʤʝʪʨʘ hostname  ʫʜʘʣʝʥʥʳʡ ʧʘʨʪʥʝʨ ʙʫʜʝʪ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 

ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʣʶʙʦʛʦ ʠʟ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ ʩʚʦʝʛʦ 
ʢʦʤʧʴʶʪʝʨʘ. 

ʇʘʨʘʤʝʪʨ [0]  ʚ ʢʦʤʘʥʜʝ ʚʩʝʛʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ. ʇʨʝʜʦʧʨʝʜʝʣʥʥʳʡ ʢʣʶʯ ʥʠʢʦʛʜʘ ʥʝ 

ʰʠʬʨʫʝʪʩʷ. ʇʘʨʘʤʝʪʨ ʚʚʝʜʝʥ ʜʣʷ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʩ CSM. ʇʦ show running - config  

ʚʳʩʪʘʚʣʝʥʥʳʡ ʧʘʨʘʤʝʪʨ [0]  ʚ ʢʦʤʘʥʜʝ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ. 

ʅʘʣʠʯʠʝ ʠʣʠ ʦʪʩʫʪʩʪʚʠʝ ʧʘʨʘʤʝʪʨʘ [ no- xauth ]  ʥʝ ʦʢʘʟʳʚʘʝʪ ʚʣʠʷʥʠʷ ʥʘ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ 

ʢʦʥʬʠʛʫʨʘʮʠʠ. ʕʪʦʪ ʧʘʨʘʤʝʪʨ ʚʚʝʜʝʥ ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʘʢʦʤʫ ʞʝ ʧʘʨʘʤʝʪʨʫ ʚ Cisco IOS. 

ɽʩʣʠ ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʫʢʘʟʘʥ ʚ ʢʦʤʘʥʜʝ, ʪʦ ʧʦ ʢʦʤʘʥʜʝ show running - config  ʦʥ 

ʧʦʢʘʟʳʚʘʝʪʩʷ. 

ʅʝ ʨʘʟʨʝʰʘʝʪʩʷ ʚʚʦʜʠʪʴ ʥʝʢʦʨʨʝʢʪʥʫʶ ʤʘʩʢʫ, ʥʘʧʨʠʤʝʨ 255.0.255.0. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʚʦʜʠʪʩʷ 
ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

Invalid  address - mask pair    

ɽʩʣʠ ʟʘʜʘʥʘ ʤʘʩʢʘ, ʥʝ ʨʘʟʨʝʰʘʝʪʩʷ ʚʚʦʜʠʪʴ ʘʜʨʝʩ, ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʤʘʩʢʝ. ʅʘʧʨʠʤʝʨ ï 
192.168.1.0 255.255.0.0. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʚʦʜʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

Inva lid  address - mask pair    

ʅʝʣʴʟʷ ʧʦʚʪʦʨʥʦ ʚʚʦʜʠʪʴ ʢʦʤʘʥʜʫ ʩ ʘʜʨʝʩʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʫʞʝ ʧʨʠʩʫʪʩʪʚʫʶʱʝʡ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʚʦʜʠʪʩʷ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʦʦʙʱʝʥʠʡ ʦʙ ʦʰʠʙʢʝ: 

A pre - shared key for address mask <peer - address> <mask> already exists!  

A pre - shared key for for host <hostname> already exists.  

ɼʣʷ ʩʤʝʥʳ ʢʣʶʯʘ ʩʣʝʜʫʝʪ ʩʥʘʯʘʣʘ ʫʜʘʣʠʪʴ ʩʪʘʨʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʘ ʧʦʪʦʤ ʚʚʝʩʪʠ ʥʦʚʫʶ. 

 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʢʣʶʯʘ ʚʳʧʦʣʥʷʝʪʩʷ ʢʦʤʘʥʜʦʡ: 

no crypto isakmp key [0] keystring  {address <peer - address>  [<mask>] | 

hostname <hostname>} [no - xauth]  

ɸʜʨʝʩʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʷʚʣʷʝʪʩʷ ʝʜʠʥʩʪʚʝʥʥʦʡ ʟʥʘʯʘʱʝʡ ʚ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ: keystring , ʘ 

ʪʘʢʞʝ ʥʘʣʠʯʠʝ ʠʣʠ ʦʪʩʫʪʩʪʚʠʝ no- xauth  ʠʛʥʦʨʠʨʫʝʪʩʷ. 

ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʩ ʘʜʨʝʩʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʦʪʩʫʪʩʪʚʫʶʱʝʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʙʫʜʝʪ ʚʳʜʘʥʦ 
ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʦʦʙʱʝʥʠʡ ʦʙ ʦʰʠʙʢʝ: 

ISAKMP: no key for address <peer-address> 

ISAKMP: no key for hostname <hostname>. 

 

ʇʨʠ ʚʳʚʦʜʝ ʪʝʢʫʱʝʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦ show running - config  ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʦʨʪʠʨʦʚʢʘ 

ʢʦʤʘʥʜ ʧʦ ʩʣʝʜʫʶʱʠʤ ʧʨʘʚʠʣʘʤ: 

¶ ʧʝʨʚʳʤʠ ʧʠʰʫʪʩʷ ʢʦʤʘʥʜʳ ñaddress ò ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʭʦʩʪʦʚ (ʧʘʨʘʤʝʪʨ mask 

ʦʪʩʫʪʩʪʚʫʝʪ ʠʣʠ ʨʘʚʝʥ 255.255.255.255) 

¶ ʜʘʣʝʝ ʧʠʰʫʪʩʷ ʢʦʤʘʥʜʳ ñaddress ò ʜʣʷ ʧʦʜʩʝʪʝʡ, ʧʨʠ ʵʪʦʤ ʦʥʠ ʩʦʨʪʠʨʫʶʪʩʷ ʦʪ ʫʟʢʠʭ 

ʧʦʜʩʝʪʝʡ ʢ ʰʠʨʦʢʠʤ 

¶ ʚ ʢʦʥʮʝ ʧʠʰʫʪʩʷ ʢʦʤʘʥʜʳ ñhostname ò. 

ʉʦʨʪʠʨʦʚʢʘ ʘʜʨʝʩʦʚ ʜʣʷ ʧʦʜʩʝʪʝʡ ʩ ʦʜʠʥʘʢʦʚʳʤʠ ʤʘʩʢʘʤʠ, ʘ ʪʘʢʞʝ ʩʦʨʪʠʨʦʚʢʘ ʧʦ hostname  

ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ (ʩʦʭʨʘʥʷʝʪʩʷ ʧʦʨʷʜʦʢ ʚʚʦʜʘ ʢʦʤʘʥʜ).      

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 
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¶ ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʰʠʬʨʦʚʘʥʠʝ ʢʣʶʯʘ (ñ6ò). 

¶ ʅʘʣʠʯʠʝ ʠʣʠ ʦʪʩʫʪʩʪʚʠʝ ʧʘʨʘʤʝʪʨʘ [no - xauth]  ʥʝ ʚʣʠʷʝʪ ʥʘ ʨʝʟʫʣʴʪʘʪ ʨʘʙʦʪʳ 

ʢʦʤʘʥʜʳ, ʚ ʦʪʣʠʯʠʝ ʦʪ Cisco IOS ï ʪʘʤ ʨʝʟʫʣʴʪʘʪ ʟʘʚʠʩʠʪ ʦʪ ʵʪʦʛʦ ʧʘʨʘʤʝʪʨʘ. 

¶ ɺ Cisco IOS ʤʦʞʥʦ ʚʚʝʩʪʠ ʘʜʨʝʩ, ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʤʘʩʢʝ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʧʘʨʪʥʝʨʘ ʩ 
ʘʜʨʝʩʦʤ 192.168.1.22. 

Router(config)#crypto isakmp identity address  

Router(config)#crypto isakmp key sharedkeystring address 192.168.1.22  
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ip host 

ʂʦʤʘʥʜʘ ip  host  ʩʚʷʟʳʚʘʝʪ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʡ ʢʣʶʯ, ʠʜʝʥʪʠʬʠʮʠʨʫʝʤʳʡ ʧʦ ʠʤʝʥʠ ʭʦʩʪʘ 

ʧʘʨʪʥʝʨʘ, ʩ ʝʛʦ IP-ʘʜʨʝʩʦʤ (IP-ʘʜʨʝʩʘʤʠ). ɼʣʷ ʫʜʘʣʝʥʠʷ ʪʘʢʦʡ ʩʚʷʟʠ ʠʩʧʦʣʴʟʫʝʪʩʷ no-ʬʦʨʤʘ 

ʢʦʤʘʥʜʳ. 

 

ʉʠʥʪʘʢʩʠʩ ip  host  hostname  [ additional ] address  

 no ip host  hostname [ additional ] [address]  

hostname  ʠʤʷ ʭʦʩʪʘ ʧʘʨʪʥʝʨʘ. ʉʠʥʪʘʢʩʠʩ ʧʘʨʘʤʝʪʨʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʨʘʚʠʣʘʤ 

ʟʘʜʘʥʠʷ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ (ʦʧʠʩʘʥʦ ʚ ʢʦʤʘʥʜʝ hostname ) 

additional  ʠʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʜʣʷ ʟʘʜʘʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ IPïʘʜʨʝʩʦʚ 

ʜʣʷ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʩʦʦʪʚʝʪʩʪʚʠʷ 

address  IP-ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʠʤʝʥʠ ʭʦʩʪʘ ʧʘʨʪʥʝʨʘ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʪʦʣʴʢʦ ʜʣʷ ʟʘʜʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʤʝʞʜʫ ʠʤʝʥʝʤ ʭʦʩʪʘ ʧʘʨʪʥʝʨʘ ʠ 
ʝʛʦ IP-ʘʜʨʝʩʦʤ. ʉʦʟʜʘʥʠʝ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ ʠ ʧʨʠʚʷʟʢʘ ʝʛʦ ʢ ʠʤʝʥʠ ʭʦʩʪʘ ʧʘʨʪʥʝʨʘ 

ʠʣʠ ʢ ʝʛʦ IP-ʘʜʨʝʩʫ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ crypto  isakmp  key . 

ɽʩʣʠ ʚʚʝʩʪʠ ʧʘʨʘʤʝʪʨ hostname , ʢʦʪʦʨʳʡ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ (ʥʝʟʘʚʠʩʠʤʦ ʦʪ IP-

ʘʜʨʝʩʘ), ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

No such  hostname  

ɿʘʜʘʥʠʝ ʢʦʤʘʥʜʳ ʙʝʟ ʤʦʜʠʬʠʢʘʪʦʨʘ additional  ʧʨʠʚʦʜʠʪ ʢ ʫʜʘʣʝʥʠʶ ʚʩʝʭ ʩʫʱʝʩʪʚʫʶʱʠʭ 

ʩʦʦʪʚʝʪʩʪʚʠʡ ʜʣʷ ʜʘʥʥʦʛʦ hostname (ʝʩʣʠ ʦʥʠ ʙʳʣʠ) ʠ ʟʘʤʝʥʷʝʪ ʠʭ ʥʘ ʥʦʚʦʝ. 

ɿʘʜʘʥʠʝ ʢʦʤʘʥʜʳ ʩ ʤʦʜʠʬʠʢʘʪʦʨʦʤ additional  ʧʨʠʚʦʜʠʪ ʢ ʜʦʙʘʚʣʝʥʠʶ ʥʦʚʦʛʦ ʘʜʨʝʩʘ ʢ 

ʩʧʠʩʢʫ ʘʜʨʝʩʦʚ ʜʣʷ ʜʘʥʥʦʛʦ hostname , ʥʦ: 

¶ ʝʩʣʠ ʜʣʷ ʜʘʥʥʦʛʦ hostname ʫʞʝ ʟʘʜʘʥʦ ʩʦʦʪʚʝʪʩʪʚʠʝ ʫʢʘʟʘʥʥʦʤʫ ʘʜʨʝʩʫ, ʪʦ ʢʦʤʘʥʜʘ 
ʠʛʥʦʨʠʨʫʝʪʩʷ; 

¶ ʝʩʣʠ ʜʣʷ ʜʘʥʥʦʛʦ hostname ʥʝ ʟʘʜʘʥʳ ʩʦʦʪʚʝʪʩʪʚʠʷ ʘʜʨʝʩʘʤ, ʪʦ ʥʘʣʠʯʠʝ ʠʣʠ 
ʦʪʩʫʪʩʪʚʠʝ ʤʦʜʠʬʠʢʘʪʦʨʘ additional ʧʨʠʚʦʜʠʪ ʢ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʨʝʟʫʣʴʪʘʪʫ ï 
ʜʦʙʘʚʣʝʥʠʶ ʘʜʨʝʩʘ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʜʘʚʘʪʴ ʦʜʠʥ IP-ʘʜʨʝʩ ʧʘʨʪʥʝʨʘ. ʇʨʠ ʟʘʜʘʥʠʠ ʥʝʩʢʦʣʴʢʠʭ IP-ʘʜʨʝʩʦʚ 
ʩʫʱʝʩʪʚʫʶʪ ʦʩʦʙʝʥʥʦʩʪʠ: 

¶ ʚ ʦʜʥʦʡ ʢʦʤʘʥʜʝ ʤʦʞʥʦ ʟʘʜʘʚʘʪʴ ʪʦʣʴʢʦ ʦʜʠʥ IP-ʘʜʨʝʩ; 

¶ ʧʨʠ ʚʳʚʦʜʝ ʧʦ ʢʦʤʘʥʜʝ show running - config  ʚʩʝʛʜʘ ʚʳʜʘʝʪʩʷ ʧʦ ʦʜʥʦʤʫ IP-ʘʜʨʝʩʫ 

ʥʘ ʢʦʤʘʥʜʫ ip host . ɼʣʷ ʚʪʦʨʦʛʦ ʠ ʧʦʩʣʝʜʫʶʱʝʛʦ ʘʜʨʝʩʦʚ ʚ ʩʧʠʩʢʝ ʜʣʷ ʜʘʥʥʦʛʦ 

hostname  ʚ ʢʦʤʘʥʜʝ ip host ʜʦʙʘʚʣʷʝʪʩʷ ʩʣʦʚʦ additional . 

 

ʇʨʠʤʝʨ: 

ɿʘʜʘʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʘʥʜ ʩ ʦʜʥʠʤ ʠʤʝʥʝʤ ʭʦʩʪʘ: 

ip host test - host1 192.168.1.1  

ip host test - host1 additional 192.168.1.2  
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ɺʳʚʦʜ ʧʦ ʢʦʤʘʥʜʝ show running - config : 

ip host test - host1 192.168.1.1  

ip host test - host1 additional 192.168.1.2  

 

 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʩʦʦʪʚʝʪʩʪʚʠʷ ʤʝʞʜʫ hostnam e ʠ IP-ʘʜʨʝʩʦʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʢʦʤʘʥʜʦʡ: 

no ip host hostname [additional] [address]  

 

ʇʨʠ ʫʢʘʟʘʥʠʠ ʧʘʨʘʤʝʪʨʘ address  ʫʜʘʣʷʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʠʝ ʤʝʞʜʫ hostname  ʠ ʫʢʘʟʘʥʥʳʤ 

ʘʜʨʝʩʦʤ. ɼʦʧʫʩʪʠʤʦ ʫʢʘʟʳʚʘʪʴ ʪʦʣʴʢʦ ʦʜʠʥ ʘʜʨʝʩ. 

ɹʝʟ ʫʢʘʟʘʥʠʷ ʧʘʨʘʤʝʪʨʘ address  ʫʜʘʣʷʶʪʩʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʤʝʞʜʫ hostname  ʠ ʚʩʝʤʠ 

ʘʜʨʝʩʘʤʠ. 

ʇʨʠ ʵʪʦʤ ʧʘʨʘʤʝʪʨ additional  ʤʦʞʥʦ ʥʝ ʟʘʜʘʚʘʪʴ ï ʦʥ ʠʛʥʦʨʠʨʫʝʪʩʷ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɿʘʜʘʝʪ ʪʦʣʴʢʦ ʧʨʠʚʷʟʢʫ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ, ʠʜʝʥʪʠʬʠʮʠʨʫʝʤʦʛʦ ʧʦ hostname,  ʢ 

IP-ʘʜʨʝʩʫ ʧʘʨʪʥʝʨʘ, ʘ ʚ Cisco IOS ï ʧʨʠʚʷʟʢʘ hostname ʢ IP-ʘʜʨʝʩʘʤ ʜʣʷ ʚʩʝʭ ʩʝʪʝʚʳʭ 

ʩʝʨʚʠʩʦʚ. 

¶ ɽʩʣʠ ʧʘʨʘʤʝʪʨ hostname  ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʨʘʚʠʣʘʤ ʟʘʜʘʥʠʷ ʜʦʤʝʥʥʦʛʦ ʠʤʝʥʠ, ʪʦ 

ʚʳʜʘʝʪʩʷ ʪʦʣʴʢʦ ʦʜʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: %IP: Bad hostname format, ʘ ʚ Cisco IOS ï 
ʥʝʩʢʦʣʴʢʦ ʩʦʦʙʱʝʥʠʡ: 

% Hostname must be 2 - 63 characters of length, alphanumeric only  

%IP: Bad hostname format  

¶ ɺ ʦʜʥʦʡ ʢʦʤʘʥʜʝ ʢʘʢ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʘʢ ʠ ʧʨʠ ʫʜʘʣʝʥʠʠ ʤʦʞʥʦ 
ʟʘʜʘʚʘʪʴ ʪʦʣʴʢʦ ʦʜʠʥ IP-ʘʜʨʝʩ, ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ, ʢʘʢ ʚ Cisco IOS, ʟʘʜʘʚʘʪʴ ʥʝʣʴʟʷ. 

¶ ʇʦ ʢʦʤʘʥʜʝ show running - config ʚ ʢʘʞʜʦʡ ʢʦʤʘʥʜʝ ip host ʚʳʜʘʝʪʩʷ ʪʦʣʴʢʦ ʧʦ 

ʦʜʥʦʤʫ IP-ʘʜʨʝʩʫ, ʘ ʚ Cisco IOS ï ʜʦ 8 ʘʜʨʝʩʦʚ. 

¶ ʇʨʠ ʫʜʘʣʝʥʠʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʜʦʧʫʩʪʠʤʦ ʫʢʘʟʳʚʘʪʴ ʪʦʣʴʢʦ ʦʜʠʥ ʘʜʨʝʩ, ʘ ʚ Cisco IOS ï 
ʩʧʠʩʦʢ ʘʜʨʝʩʦʚ. 

 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʜʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʠʤʝʥʠ ʭʦʩʪʘ test ʜʚʫʤ IP-ʘʜʨʝʩʘʤ: 

Router(config)#ip host test 10.10.10.1  

Router(config)#ip h ost test additional 10.10.10.2  
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ʃʧʥʙʦʝʴ ʪʧʠʝʙʦʡʸ ʡ ʩʞʝʙʣʫʡʩʧʛʙʦʡʸ ʪʨʡʪʣʧʛ 
ʝʧʪʫʬʨʙ 

ip access-list 

ʂʦʤʘʥʜʘ ip  access - list  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʤʝʥʦʚʘʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. 

ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ʤʦʛʫʪ ʙʳʪʴ ʩʪʘʥʜʘʨʪʥʳʤʠ ʠ ʨʘʩʰʠʨʝʥʥʳʤʠ.  

ɺʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜʳ ip  access - list  ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʭʦʜ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ, ʚ 

ʢʦʪʦʨʦʤ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ deny  ʠ permit  ʩʣʝʜʫʝʪ ʦʧʨʝʜʝʣʠʪʴ ʫʩʣʦʚʠʷ ʜʦʩʪʫʧʘ. 

 

ʉʠʥʪʘʢʩʠʩ ip access - list  {standard  | extended } name 

 no ip access - list  {standard  | extended } name 

standard  ʋʢʘʟʳʚʘʝʪ ʩʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ . 

extended  ʋʢʘʟʳʚʘʝʪ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ . 

name ʀʤʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɺʦʟʤʦʞʥʳʝ ʚʘʨʠʘʥʪʳ ʠʤʝʥʠ ʩʧʠʩʢʘ: 

 ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʦʚ <1-99> ʠ <1300-1999> ʜʣʷ ʩʪʘʥʜʘʨʪʥʳʭ 
ʩʧʠʩʢʦʚ 

 ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʦʚ <100-199> ʠ <2000-2699> ʜʣʷ 
ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ 

 ʩʣʦʚʦ, ʢʦʪʦʨʦʝ ʥʝ ʜʦʣʞʥʦ ʥʘʯʠʥʘʪʴʩʷ ʩ ʮʠʬʨʳ, ʠ ʥʝ ʩʦʜʝʨʞʠʪ 
ʧʨʦʙʝʣʦʚ ʠ ʢʘʚʳʯʝʢ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration.  

 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʦʧʮʠʠ standard  ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚʭʦʜ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʩʪʘʥʜʘʨʪʥʳʭ 

ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ (config-std-nacl). 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʦʧʮʠʠ extended  ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚʭʦʜ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʨʘʩʰʠʨʝʥʥʳʭ 

ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ (config-ext-nacl). 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ ip  access - lis t  ʩ ʦʧʮʠʝʡ standard  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ (config-std-nacl). ʉʪʘʥʜʘʨʪʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ 
ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʧʘʢʝʪʦʚ ʪʦʣʴʢʦ ʧʦ IP-ʘʜʨʝʩʫ ʦʪʧʨʘʚʠʪʝʣʷ (ʠʩʪʦʯʥʠʢʘ) ʧʘʢʝʪʦʚ. 

ʂʦʤʘʥʜʘ ip  access - list  ʩ ʦʧʮʠʝʡ extended  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ (config-ext-nacl). ʈʘʩʰʠʨʝʥʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ 
ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʙʦʣʝʝ ʛʠʙʢʦʡ ʬʠʣʴʪʨʘʮʠʠ ʧʘʢʝʪʦʚ ï ʧʦ IP-ʘʜʨʝʩʫ ʦʪʧʨʘʚʠʪʝʣʷ ʧʘʢʝʪʘ, IP-
ʘʜʨʝʩʫ ʧʦʣʫʯʘʪʝʣʷ ʧʘʢʝʪʘ, ʧʦ ʪʠʧʫ ʧʨʦʪʦʢʦʣʘ, ʧʦʨʪʫ ʦʪʧʨʘʚʠʪʝʣʷ ʧʘʢʝʪʘ ʠ ʧʦʨʪʫ ʧʦʣʫʯʘʪʝʣʷ.  

ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ip access-list extended ʩ ʠʤʝʥʝʤ, ʩ ʢʦʪʦʨʳʤ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ standard 
ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ (ʘʥʘʣʦʛʠʯʥʦ Cisco IOS): 

Access-list type conflicts with prior definition 

% A named standard IP access list with this name already exists   
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ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ip  access - list  standard  ʩ ʠʤʝʥʝʤ, ʩ ʢʦʪʦʨʳʤ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ 

extended ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ (ʘʥʘʣʦʛʠʯʥʦ Cisco IOS): 

Access-list type conflicts with prior definition 

% A named extended IP access list with this name already exists   

ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʟʘʧʠʩʝʡ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ permit  ʠ deny. ɺ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ ʚ ʢʘʢʦʤ ʨʝʞʠʤʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ, ʚʦʟʤʦʞʥʦʩʪʠ ʢʦʤʘʥʜ 

permit  ʠ deny  ʙʫʜʫʪ ʨʘʟʣʠʯʘʪʴʩʷ. 

ʉʦʟʜʘʥʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ʬʠʣʴʪʨʫʶʱʠʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʧʨʠʚʷʟʳʚʘʪʁʩʷ ʢ ʩʝʪʝʚʦʤʫ ʠʥʪʝʨʬʝʡʩʫ (ʢʦʤʘʥʜʘ ip 

access - group  ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʠʥʪʝʨʬʝʡʩʘ); 

¶ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʧʨʠʚʷʟʳʚʘʶʪʩʷ ʢ ʩʪʘʪʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ ʠ ʜʠʥʘʤʠʯʝʩʢʦʡ 

ʢʨʠʧʪʦʢʘʨʪʝ ʜʣʷ ʫʢʘʟʘʥʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʪʨʘʬʠʢʘ (ʢʦʤʘʥʜʘ match address  ʧʨʠ 

ʥʘʩʪʨʦʡʢʝ crypto map); 

¶ ʩʪʘʥʜʘʨʪʥʳʝ ʥʫʤʝʨʦʚʘʥʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʩʝʨʚʠʩʦʚ 

(ʧʨʦʪʦʢʦʣʦʚ) (ʢʦʤʘʥʜʘ ip port - map); 

¶ ʟʘʜʘʚʘʪʴ ʢʨʠʪʝʨʠʡ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʨʘʬʠʢʘ ʜʘʥʥʦʤʫ ʢʣʘʩʩʫ (ʢʦʤʘʥʜʘ match access -

group  ʧʨʠ ʥʘʩʪʨʦʡʢʝ class-map). 

ʋʜʘʣʝʥʠʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʮʝʣʠʢʦʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ  

no ip access - list {standard|extended} name  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʩ ʠʤʝʥʝʤ E105:  

Router(config)#ip acc ess - list extended E105  

Router(config - ext - nacl)#deny udp host 10.1.1.2 range 500 500 host 

10.2.2.2 range 500 500  

Router(config - ext - nacl)#deny udp host 10.1.1.2 range 500 500 host 

10.3.3.2 range 500 500  

Router(config - ext - nacl)#deny udp host 10.1.1.2 range 5 00 500 host 

4.4.4.4 range 500 500  

Router(config - ext - nacl)#permit ip 10.11.11.0 0.0.0.255 10.4.4.0 

0.0.0.255  
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permit (standard) 

ʂʦʤʘʥʜʘ permit  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʪʨʘʬʠʢʘ, ʧʨʠʭʦʜʷʱʝʛʦ ʦʪ ʫʢʘʟʘʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ (source). ɼʣʷ 
ʦʪʤʝʥʳ ʨʘʟʨʝʰʘʶʱʝʡ ʟʘʧʠʩʠ ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ 

ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ permit  source [source - wildcard]  [log]  

 no permit  source [source - wildcard]  [log]  

source  ʕʪʦʪ ʧʘʨʘʤʝʪʨ ʦʧʠʩʳʚʘʝʪ ʦʪʧʨʘʚʠʪʝʣʷ (ʠʩʪʦʯʥʠʢ) ʧʘʢʝʪʘ. ɺʦʟʤʦʞʥʳ 

ʪʨʠ ʚʘʨʠʘʥʪʘ ʦʧʠʩʘʥʠʷ ʠʩʪʦʯʥʠʢʘ: 

 ʷʚʥʦʝ ʫʢʘʟʘʥʠʝ IP-ʘʜʨʝʩʘ ʚ ʬʦʨʤʘʪʝ ʯʝʪʳʨʝʭ ʜʝʩʷʪʠʯʥʳʭ 
ʟʥʘʯʝʥʠʡ, ʨʘʟʜʝʣʝʥʥʳʭ ʪʦʯʢʘʤʠ 

 ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ any, ʦʙʦʟʥʘʯʘʶʱʝʛʦ ʧʘʨʫ 

ʟʥʘʯʝʥʠʡ 0.0.0.0 255.255.255.255 ʜʣʷ ʧʘʨʘʤʝʪʨʦʚ source ʠ 

source-wildcard.  

 ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ host ʧʝʨʝʜ ʟʥʘʯʝʥʠʝʤ source , 

ʯʪʦ ʧʨʝʜʧʦʣʘʛʘʝʪ ʟʥʘʯʝʥʠʝ 0.0.0.0 ʜʣʷ ʧʘʨʘʤʝʪʨʘ source-
wildcard. 

source - wildcard  ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʧʠʩʢʘʭ ʜʦʩʪʫʧʘ ʠ ʧʨʘʚʠʣʘʭ IPsec ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʦʧʨʝʜʝʣʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʣʠ ʧʘʢʝʪ ʢʘʢʦʡ-ʣʠʙʦ ʟʘʧʠʩʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ.  

 source - wildcard  ʵʪʦ ʠʥʚʝʨʪʠʨʦʚʘʥʥʘʷ ʤʘʩʢʘ ʧʦʜʩʝʪʠ, ʢʦʪʦʨʘ ̫

ʫʢʘʟʳʚʘʝʪ ʢʘʢʘʷ ʯʘʩʪʴ IP-ʘʜʨʝʩʘ ʧʘʢʝʪʘ ʜʦʣʞʥʘ ʩʦʚʧʘʜʘʪʴ ʩ IP-

ʘʜʨʝʩʦʤ ʚ ʟʘʧʠʩʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. source - wildcard  ʩʦʜʝʨʞʠʪ 32 

ʙʠʪʘ, ʪʘʢʦʝ ʞʝ ʢʦʣʠʯʝʩʪʚʦ ʙʠʪʦʚ ʠ ʚ IP-ʘʜʨʝʩʝ. ɽʩʣʠ ʚ source -

wildcard  ʢʘʢʦʡ-ʣʠʙʦ ʙʠʪ ʨʘʚʝʥ 0, ʪʦ ʪʦʪ ʞʝ ʩʘʤʳʡ ʙʠʪ ʚ IP-ʘʜʨʝʩʝ 

ʧʘʢʝʪʘ ʜʦʣʞʝʥ ʪʦʯʥʦ ʩʦʚʧʘʜʘʪʴ ʧʦ ʟʥʘʯʝʥʠʶ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ 

ʙʠʪʦʤ ʚ IP-ʘʜʨʝʩʝ ʟʘʧʠʩʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʚ source - wi ldcard  

ʢʘʢʦʡ-ʣʠʙʦ ʙʠʪ ʨʘʚʝʥ 1, ʪʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʙʠʪ ʚ IP-ʘʜʨʝʩʝ ʧʘʢʝʪʘ 
ʧʨʦʚʝʨʷʪʴ ʥʝ ʥʫʞʥʦ, ʦʥ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʟʥʘʯʝʥʠʝ ʣʠʙʦ 0 ʣʠʙʦ 1, ʪ.ʝ. 

ʦʥ ʷʚʣʷʝʪʩʷ ʥʝʩʫʱʝʩʪʚʝʥʥʳʤ ʙʠʪʦʤ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ source -

wildcard  ʨʘʚʥʘ 0.0.0.0, ʪʦ ʚʩʝ ʟʥʘʯʝʥʠʷ ʙʠʪʦʚ ʚ IP-ʘʜʨʝʩʝ ʧʘʢʝʪʘ 

ʜʦʣʞʥʳ ʪʦʯʥʦ ʩʦʚʧʘʜʘʪʴ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʙʠʪʘʤʠ ʚ IP-ʘʜʨʝʩʝ 

ʟʘʧʠʩʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ʇʨʠ source - wildcard  ʨʘʚʥʦʡ 0.0.255.255 

ʟʥʘʯʝʥʠʷ ʧʝʨʚʳʭ 16 ʙʠʪʦʚ ʚ IP-ʘʜʨʝʩʝ ʧʘʢʝʪʘ ʜʦʣʞʥʳ ʪʦʯʥʦ 
ʩʦʚʧʘʜʘʪʴ ʩʦ ʟʥʘʯʝʥʠʷʤʠ ʵʪʠʭ ʞʝ ʙʠʪʦʚ ʚ IP-ʘʜʨʝʩʝ ʟʘʧʠʩʠ ʩʧʠʩʢʘ 

ʜʦʩʪʫʧʘ. ɺʘʞʥʦ, ʯʪʦʙʳ ʚ source - wildcard  ʚ ʜʚʦʠʯʥʦʤ 

ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʥʝ ʯʝʨʝʜʦʚʘʣʠʩʴ 0 ʠ 1. ʅʘʧʨʠʤʝʨ, ʤʦʞʥʦ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʥʚʝʨʪʠʨʦʚʘʥʥʫʶ ʤʘʩʢʫ 0.0.31.255, ʢʦʪʦʨʫ  ʁʤʦʞʥʦ 
ʟʘʧʠʩʘʪʴ ʚ ʜʚʦʠʯʥʦʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʢʘʢ 
00000000.00000000.00011111.11111111 ʠ ʥʝʣʴʟʷ 0.0.255.0 
(00000000.00000000.11111111.00000000). ʋʩʪʘʥʦʚʢʘ ʟʥʘʯʝʥʠʷ 
ʠʥʚʝʨʪʠʨʦʚʘʥʥʦʡ ʤʘʩʢʠ 255.255.255.255 ʜʣʷ ʣʶʙʦʛʦ IP-ʘʜʨʝʩʘ ʙʫʜʝʪ 

ʠʥʪʝʨʧʨʝʪʠʨʦʚʘʪʴʩʷ, ʢʘʢ ʫʩʪʘʥʦʚʢʘ ʟʥʘʯʝʥʠʷ source ʨʘʚʥʦʛʦ any  IP-

ʘʜʨʝʩ. 

ʇʦʵʪʦʤʫ, ʚʦʟʤʦʞʥʳ ʪʨʠ ʚʘʨʠʘʥʪʘ ʦʧʠʩʘʥʠʷ source - wildcard : 

 ʷʚʥʦʝ ʫʢʘʟʘʥʠʝ ʠʥʚʝʨʪʠʨʦʚʘʥʥʦʡ ʤʘʩʢʠ ʧʦʜʩʝʪʠ ʚ ʬʦʨʤʘʪʝ 
ʯʝʪʳʨʝʭ ʜʝʩʷʪʠʯʥʳʭ ʟʥʘʯʝʥʠʡ, ʨʘʟʜʝʣʝʥʥʳʭ ʪʦʯʢʘʤʠ 

 255.255.255.255 , ʯʪʦ ʦʟʥʘʯʘʝʪ ʜʣʷ source  ʟʥʘʯʝʥʠʝ 

0.0. 0.0 , ʪ.ʝ. ʠʩʪʦʯʥʠʢ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ any. ʅʠʢʘʢʠʝ ʙʠʪʳ ʚ IP-

ʘʜʨʝʩʝ ʧʘʢʝʪʘ ʩʨʘʚʥʠʚʘʪʴ ʩ ʟʘʧʠʩʷʤʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʥʝ ʥʫʞʥʦ 

 0.0.0.0 , ʯʪʦ ʦʟʥʘʯʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ host 

ʧʝʨʝʜ ʟʥʘʯʝʥʠʝʤ source . ɺ IP-ʘʜʨʝʩʝ ʧʦʩʪʫʧʠʚʰʝʛʦ ʧʘʢʝʪʘ 
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ʥʫʞʥʦ ʩʨʘʚʥʠʚʘʪʴ ʚʩʝ ʙʠʪʳ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʙʠʪʘʤʠ ʚ 
ʘʜʨʝʩʝ ʟʘʧʠʩʝʡ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 

log  ʌʣʘʛ log  ʟʘʜʘʝʪ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʘ. ɺ Syslog ʚʳʜʘʶʪʩʷ ʩʦʦʙʱʝʥʠʷ ʦ 

ʧʘʢʝʪʘʭ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʫʩʣʦʚʠʷʤ ʜʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɺ 
ʩʦʦʙʱʝʥʠʠ ʫʢʘʟʘʥ ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ, ʨʘʟʨʝʰʝʥʦ ʠʣʠ ʟʘʧʨʝʱʝʥʦ 
ʧʨʦʭʦʞʜʝʥʠʝ ʧʘʢʝʪʘ, ʘʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ. 
ʉʦʦʙʱʝʥʠʝ ʬʦʨʤʠʨʫʝʪʩʷ ʜʣʷ ʧʝʨʚʦʛʦ ʩʦʚʧʘʚʰʝʛʦ ʧʘʢʝʪʘ, ʘ ʟʘʪʝʤ ʩ 
ʧʝʨʠʦʜʠʯʥʦʩʪʴʶ ʚ 5 ʤʠʥʫʪ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦ ʢʦʣʠʯʝʩʪʚʝ 
ʧʨʦʧʫʱʝʥʥʳʭ ʠʣʠ ʟʘʧʨʝʱʝʥʥʳʭ ʧʘʢʝʪʦʚ ʟʘ ʵʪʦʪ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ config-std-nacl (ʨʝʞʠʤ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʳʭ 
ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ) 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ permit  ʚ ʨʝʞʠʤʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʨʘʟʨʝʰʝʥʠʷ ʪʨʘʬʠʢʘ, ʠʩʭʦʜʷʱʝʛʦ ʦʪ ʫʢʘʟʘʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ. 

ʅʫʤʝʨʘʮʠʷ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ 

ʇʝʨʝʜ ʢʦʤʘʥʜʦʡ permit ʠʣʠ deny ʜʦʧʫʩʢʘʝʪʩʷ ʚʚʦʜʠʪʴ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ, 
ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʫʧʨʦʱʝʥʠʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʟʘʧʠʩʝʡ, ʥʘʧʨʠʤʝʨ,  

ip access - list standard acl1  

 10 permit 10.1.1.1  

 20 deny  10.2.1.0 0.0.0.255  

 30 permit  any  

 

ɺ ʨʝʞʠʤʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʟʘʧʠʩʴ ʩ ʫʢʘʟʘʥʥʳʤ ʥʦʤʝʨʦʤ ʙʫʜʝʪ ʚʩʪʘʚʣʝʥʘ ʥʘ 
ʥʫʞʥʫʶ ʧʦʟʠʮʠʶ, ʥʘʧʨʠʤʝʨ, 

15 permit  10.1.1.1 0.0.255.255  

ɽʩʣʠ ʟʘʧʠʩʴ ʩ ʪʘʢʠʤ ʥʦʤʝʨʦʤ ʩʫʱʝʩʪʚʫʝʪ, ʪʦ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: % Duplicate 
sequence number. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʥʦʤʝʨ 10, ʘ ʩʣʝʜʫʶʱʠʝ ʥʦʤʝʨʘ ʚ ʩʧʠʩʢʝ 
ʩʣʝʜʫʶʪ ʩ ʧʨʠʨʘʱʝʥʠʝʤ 10. ʄʘʢʩʠʤʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 2147483647. ɽʩʣʠ 
ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʧʨʝʚʳʩʠʣ ʤʘʢʩʠʤʘʣʴʥʳʡ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ 
ʦʰʠʙʢʝ: % Exceeded maximum sequence number. 

ʇʨʠ ʚʳʭʦʜʝ ʠʟ ʢʦʥʩʦʣʠ ʥʫʤʝʨʘʮʠʷ ʟʘʧʠʩʝʡ ʪʝʨʷʝʪʩʷ.ʇʨʠ ʩʣʝʜʫʶʱʝʤ ʩʪʘʨʪʝ ʢʦʥʩʦʣʠ ʟʘʧʠʩʠ 
ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʚ ʧʦʨʷʜʢʝ ʚʦʟʨʘʩʪʘʥʠʷ ʥʦʤʝʨʦʚ ʚ ʨʝʞʠʤʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʇʨʦʩʤʦʪʨ ʧʦ ʢʦʤʘʥʜʝ show running-config 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʥʫʤʝʨʦʚʘʥʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʧʦʢʘʟʳʚʘʶʪʩʷ ʚ ʚʠʜʝ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʢʦʤʘʥʜ access - list  ʟʘ ʦʜʥʠʤ ʠʩʢʣʶʯʝʥʠʝʤ: 

ʝʩʣʠ ʧʦʩʣʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʥʫʤʝʨʦʚʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʦʥ ʩʪʘʥʦʚʠʪʩʷ ʧʫʩʪʳʤ (ʚ ʥʝʤ 
ʥʝʪ ʟʘʧʠʩʝʡ ʚʠʜʘ permit ʠʣʠ deny (no permit, no deny)), ʪʦ ʦʥ ʙʫʜʝʪ ʧʦʢʘʟʘʥ ʚ ʚʠʜʝ: 

ip access - list {standard|extended} name  

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʚʳʚʦʜʠʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʚ ʢʦʪʦʨʦʡ ʩʣʦʚʦ host  ʤʦʞʝʪ 

ʦʪʩʫʪʩʪʚʦʚʘʪʴ. 

ʊʘʢ ʢʘʢ ʧʦ ʢʦʤʘʥʜʝ show running - config  ʨʘʥʝʝ ʚʚʝʜʝʥʥʳʝ ʥʦʤʝʨʘ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ ʥʝ 

ʧʦʢʘʟʳʚʘʶʪʩʷ, ʪʦ ʧʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ, ʯʪʦʙʳ ʚʥʝʩʪʠ ʟʘʧʠʩʴ ʥʘ ʥʫʞʥʫʶ ʧʦʟʠʮʠʶ, ʤʦʞʥʦ ʝʱʝ 
ʨʘʟ ʫʧʦʨʷʜʦʯʠʪʴ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʩ ʟʘʜʘʥʥʳʤ ʥʘʯʘʣʴʥʳʤ ʥʦʤʝʨʦʤ ʠ ʧʨʠʨʘʱʝʥʠʝʤ. ɼʣʷ ʵʪʦʛʦ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ: ip  access - list  resequence . 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     95 

ɺ ʩʪʘʥʜʘʨʪʥʳʭ ʩʧʠʩʢʘʭ ʜʦʩʪʫʧʘ ʧʨʠ ʧʦʩʣʝʜʫʶʱʝʤ ʚʚʦʜʝ ʥʘʣʠʯʠʝ ʠʣʠ ʦʪʩʫʪʩʪʚʠʝ 

ʤʦʜʠʬʠʢʘʪʦʨʘ log  ʚ ʟʘʧʠʩʠ ʥʝ ʫʯʠʪʳʚʘʝʪʩʷ ʧʨʠ ʩʨʘʚʥʝʥʠʠ ʟʘʧʠʩʝʡ: 

ʇʨʠʤʝʨ: 

ip access - list standard st - acl - 1 

 permit  10.20.30.40  

 permit  10.20.30.40 log  

ip access - list standard st - acl - 2 

 permit  10.20.30.40 log  

 permit  10.20.30.40  

ʇʦ show running - config  ʙʫʜʝʪ ʚʳʜʘʥʦ: 

ip ac cess - list standard st - acl - 1 

 permit  10.20.30.40  

ip access - list standard st - acl - 2 

 permit   10.20.30.40 log  

 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ: 

¶ ʢʦʤʘʥʜʦʡ no <ʧʦʣʥʘʷ ʟʘʧʠʩʴ>, ʥʘʧʨʠʤʝʨ:  
no permit host 10.1.1.1  

¶ ʠʣʠ ʧʦ ʥʦʤʝʨʫ ʟʘʧʠʩʠ, ʥʘʧʨʠʤʝʨ: no 15 . 

 

ʇʨʠʤʝʨ ʫʜʘʣʝʥʠʷ ʟʘʧʠʩʠ ʩ ʤʦʜʠʬʠʢʘʪʦʨʦʤ log :  

ip access - list standard st - acl - 1 

 permit  10.20.30.40  

 permit  10.20.30.41 log  

!  

 no permit  10.20.30.40 log  

 no permit   10.20.30.41  

ɺ ʨʝʟʫʣʴʪʘʪʝ ʦʙʝ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ ʙʫʜʫʪ ʫʜʘʣʝʥʳ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɺ ʠʥʚʝʨʪʠʨʦʚʘʥʥʦʡ ʤʘʩʢʝ ʧʦʜʩʝʪʠ source - wildcard ʠ destination - wildcard 

ʜʦʣʞʥʘ ʙʳʪʴ ʥʝʧʨʝʨʳʚʥʘ ̫ʣʠʥʝʡʢʘ ʠʟ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʙʠʪʦʚ ʚ ʢʦʥʮʝ, ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ 
ʯʝʨʝʜʦʚʘʥʠʝ 0 ʠ 1. 

¶ ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ hostname ʚ ʢʘʯʝʩʪʚʝ source ʠ destination. 

¶ ʇʦʢʘʟʳʚʘʝʪʩʷ ʧʫʩʪʦʡ ʥʫʤʝʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ ʧʦ ʢʦʤʘʥʜʝ show running - config . 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʩʦʟʜʘʥʠʝ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʩ ʠʤʝʥʝʤ 
"a133", ʚ ʢʦʪʦʨʦʤ ʠʩʧʦʣʴʟʫʶʪʩʷ ʢʦʤʘʥʜʳ ʟʘʧʨʝʪʘ ʪʨʘʬʠʢʘ ʦʪ ʧʦʜʩʝʪʠ 192.168.110.0 ʠ ʭʦʩʪʘ 
10.10.1.101, ʠ ʨʘʟʨʝʰʝʥʠʝ ʪʨʘʬʠʢʘ ʦʪ ʣʶʙʦʛʦ ʜʨʫʛʦʛʦ ʠʩʪʦʯʥʠʢʘ. ɽʩʣʠ ʚʳʧʦʣʥʝʥʘ ʢʦʤʘʥʜʘ 
ʟʘʧʨʝʪʘ ʪʨʘʬʠʢʘ ʦʪ ʧʦʜʩʝʪʠ 192.168.110.0, ʪʦ ʧʨʦʚʝʨʢʘ ʩʣʝʜʫʶʱʠʭ ʧʨʘʚʠʣ ʫʞʝ ʥʝ 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     96 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ. ɽʩʣʠ ʜʘʥʥʦʝ ʧʨʘʚʠʣʦ ʥʝ ʚʳʧʦʣʥʝʥʦ, ʪʦ ʧʨʦʠʩʭʦʜʠʪ ʧʨʦʚʝʨʢʘ ʩʣʝʜʫʶʱʝʛʦ, 
ʝʩʣʠ ʦʥʦ ʚʳʧʦʣʥʝʥʦ, ʪʦ ʩʣʝʜʫʶʱʝʝ ʥʝ ʧʨʦʚʝʨʷʝʪʩʷ ʠ ʪ.ʜ. 

Router(config)#ip access - list standard a133  

Router(config - std - nacl)#deny 192. 168 . 110 . 0 0.0.0.255  

Router(config - std - nacl)#deny host 10.10.1.101  

Router(config - std - nacl)#permit any  

Router(config - std - nacl)#exit  
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permit (extended) 

ʂʦʤʘʥʜʘ permit  ( extended )  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ 

ʜʦʩʪʫʧʘ. ʕʪʘ ʢʦʤʘʥʜʘ ʨʘʟʨʝʰʘʝʪ ʧʨʦʭʦʞʜʝʥʠʝ ʪʨʘʬʠʢʘ ʤʝʞʜʫ ʫʢʘʟʘʥʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʠ 
ʧʦʣʫʯʘʪʝʣʝʤ. ɼʣʷ ʦʪʤʝʥʳ ʨʘʟʨʝʰʘʶʱʝʡ ʟʘʧʠʩʠ ʚ ʨʘʩʰʠʨʝʥʥʦʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ permit  protocol source source - wildcard [operator port 

[port]] destination destination - wildcard [operator port 

[port]]  [established] flag - name |  {match - any | match -

all} {+ | - }flag - name] [log | log - input]  [time - range  

time - range - name]  

 no permit  protocol source source - wildcard [operator 

port [port]] destination destination - wildcard [operator 

port [port]]  [established] flag - name |{match - any | 

match - all} {+ | - }flag - name] [log | log - input]  [time -

range  time - range - name]  

protocol  ʇʨʦʪʦʢʦʣ. ɿʘʜʘʝʪʩʷ ʚ ʚʠʜʝ ʥʦʤʝʨʘ ʧʨʦʪʦʢʦʣʘ. ʇʨʦʪʦʢʦʣʳ IP, TCP, 

UDP, AH, ESP, ICMP, EIGRP, GRE, IGMP,IPINIP, NOS,OSPF,PCP,PIM 
ʤʦʛʫʪ ʙʳʪʴ ʟʘʜʘʥʳ ʘʙʙʨʝʚʠʘʪʫʨʦʡ ip, tcp, udp, ahp, esp, icmp, eigrp, 
gre, igmp, ipinip, nos, ospf, pcp, pim. ʉʦʦʪʚʝʪʩʪʚʠʝ ʥʘʟʚʘʥʠʷ ʧʨʦʪʦʢʦʣʘ 

ʠ ʝʛʦ ʥʦʤʝʨʘ ʧʨʠʚʝʜʝʥʦ ʚ ʊʘʙʣʠʮʘ 8.  

source  ʕʪʦʪ ʧʘʨʘʤʝʪʨ ʦʧʠʩʳʚʘʝʪ ʦʪʧʨʘʚʠʪʝʣʷ ʧʘʢʝʪʘ. 

 ɺʦʟʤʦʞʥʳ ʪʨʠ ʚʘʨʠʘʥʪʘ ʦʧʠʩʘʥʠʷ: 

 ʷʚʥʦʝ ʫʢʘʟʘʥʠʝ IP-ʘʜʨʝʩʘ ʚ ʬʦʨʤʘʪʝ ʯʝʪʳʨʝʭ ʜʝʩʷʪʠʯʥʳʭ 
ʟʥʘʯʝʥʠʡ, ʨʘʟʜʝʣʝʥʥʳʭ ʪʦʯʢʘʤʠ 

 ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ any, ʦʙʦʟʥʘʯʘʶʱʝʛʦ ʧʘʨʫ 

ʟʥʘʯʝʥʠʡ 0.0.0.0 255.255.255.255 ʜʣʷ ʧʘʨʘʤʝʪʨʦʚ source  ʠ 

source - wildcard . 

 ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ host  ʧʝʨʝʜ ʟʥʘʯʝʥʠʝʤ source , 

ʯʪʦ ʧʨʝʜʧʦʣʘʛʘʝʪ ʟʥʘʯʝʥʠʝ 0.0.0.0 ʜʣʷ ʧʘʨʘʤʝʪʨʘ source -

wildcard . 

source - wildcard  ʠʥʚʝʨʪʠʨʦʚʘʥʥʘʷ ʤʘʩʢʘ ʧʦʜʩʝʪʠ ʦʪʧʨʘʚʠʪʝʣʷ (ʧʦʣʫʯʘʪʝʣʷ) ʧʘʢʝʪʘ. 

ʆʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ "Permit (standard)". ʀʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʧʠʩʢʘʭ ʜʦʩʪʫʧʘ 
ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ: ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʣʠ IP-ʘʜʨʝʩ ʚ ʟʘʛʦʣʦʚʢʝ 
ʧʘʢʝʪʘ IP-ʘʜʨʝʩʫ ʚ ʟʘʧʠʩʷʭ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

operator  ʆʧʠʩʳʚʘʝʪ ʫʩʣʦʚʠʝ ʩʨʘʚʥʝʥʠʷ, ʧʨʠʤʝʥʷʝʤʦʝ ʢ ʧʦʨʪʘʤ ʠʩʪʦʯʥʠʢʘ ʠ 

ʧʦʣʫʯʘʪʝʣʷ. ʀʩʧʦʣʴʟʫʶʪʩʷ ʦʧʝʨʘʪʦʨʳ eq  (equal, ʨʘʚʥʦ) ʠ range  

(ʜʠʘʧʘʟʦʥ). ʀʥʳʝ ʦʧʝʨʘʪʦʨʳ ʥʝ ʜʦʧʫʩʢʘʶʪʩʷ. ʅʝʦʙʷʟʘʪʝʣʴʥʳʡ 
ʧʘʨʘʤʝʪʨ. 

port  ʊʦʣʴʢʦ ʜʣʷ ʧʨʦʪʦʢʦʣʦʚ TCP ʠʣʠ UDP ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʧʦʨʪ ʠʣʠ 

ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ. ʎʝʣʦʝ ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ ʦʪ 0 ʜʦ 65535. 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʚ ʩʚʷʟʢʝ ʩ ʧʘʨʘʤʝʪʨʦʤ operator . ʇʨʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ operator =range  ʧʦʩʣʝ ʥʝʛʦ ʩʣʝʜʫʶʪ ʜʚʘ ʯʠʩʣʘ 

(ʣʝʞʘʱʠʭ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 0 ʜʦ 65535), ʦʧʨʝʜʝʣʷʶʱʠʝ ʛʨʘʥʠʮʳ 
ʜʠʘʧʘʟʦʥʘ ʧʦʨʪʦʚ. ʇʝʨʝʯʠʩʣʝʥʠʝ ʧʦʨʪʦʚ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ. 
ʅʝʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ. ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʠʤʝʥʘ ʧʦʨʪʦʚ 
ʧʨʦʪʦʢʦʣʦʚ TCP ʠ UDP ʧʨʠʚʝʜʝʥʳ ʚ ʊʘʙʣʠʮʘ 9 ʠ ʊʘʙʣʠʮʘ 10.  

ɿʘʤʝʯʘʥʠʝ 1: ɽʩʣʠ ʟʘʜʘʪʴ ʜʚʘ ʦʜʠʥʘʢʦʚʳʭ ʧʦʨʪʘ, ʥʘʧʨʠʤʝʨ, 

 permit udp any range non500-isakmp 4500 any, 

 ʪʦ ʵʪʦ ʙʫʜʝʪ ʵʢʚʠʚʘʣʝʥʪʥʦ ʦʧʝʨʘʪʦʨʫ eq. 
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ɿʘʤʝʯʘʥʠʝ 2: ɽʩʣʠ ʟʘʜʘʪʴ ʩʥʘʯʘʣʘ ʧʦʨʪ ʩ ʙʦʣʴʰʠʤ ʥʦʤʝʨʦʤ, ʪʦ ʧʦʨʪʳ ʚ ʜʠʘʧʘʟʦʥʝ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʤʝʥʷʶʪʩʷ ʤʝʩʪʘʤʠ. 

destination  ʕʪʦʪ ʧʘʨʘʤʝʪʨ ʦʧʠʩʳʚʘʝʪ ʧʦʣʫʯʘʪʝʣʷ ʧʘʢʝʪʘ. 

 ɺʦʟʤʦʞʥʳ ʪʨʠ ʚʘʨʠʘʥʪʘ ʦʧʠʩʘʥʠʷ: 

 ʷʚʥʦʝ ʫʢʘʟʘʥʠʝ IP-ʘʜʨʝʩʘ ʚ ʬʦʨʤʘʪʝ ʯʝʪʳʨʝʭ ʜʝʩʷʪʠʯʥʳʭ 
ʟʥʘʯʝʥʠʡ, ʨʘʟʜʝʣʝʥʥʳʭ ʪʦʯʢʘʤʠ 

 ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ any, ʦʙʦʟʥʘʯʘʶʱʝʛʦ ʧʘʨʫ 

ʟʥʘʯʝʥʠʡ 0.0.0.0 255.255.255.255 ʜʣʷ ʧʘʨʘʤʝʪʨʦʚ destination  

ʠ destination - wildcard  

 ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ host  ʧʝʨʝʜ ʟʥʘʯʝʥʠʝʤ 

destination , ʯʪʦ ʧʨʝʜʧʦʣʘʛʘʝʪ ʟʥʘʯʝʥʠʝ 0.0.0.0 ʜʣʷ 

ʧʘʨʘʤʝʪʨʘ destination - wildcard . 

destination - wildcard   ʠʥʚʝʨʪʠʨʦʚʘʥʥʘʷ ʤʘʩʢʘ ʧʦʜʩʝʪʠ ʧʦʣʫʯʘʪʝʣʷ ʧʘʢʝʪʘ. 

ɸʥʘʣʦʛʠʯʝʥ source -  wildcard , ʢʦʪʦʨʳʡ ʦʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ "Permit 

(standard)". 

ɿʘʤʝʯʘʥʠʝ 3: ɼʣʷ ʫʢʘʟʘʥʠʷ TCP-ʬʣʘʛʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʪʘʨʳʡ ʠʣʠ ʥʦʚʳʡ ʬʦʨʤʘʪ. 
ʉʪʘʨʳʡ ʬʦʨʤʘʪ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʥʫʤʝʨʦʚʘʥʥʳʭ ʠ ʠʤʝʥʦʚʘʥʥʳʭ 
ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʘʭ ʜʦʩʪʫʧʘ, ʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʢʦʤʙʠʥʘʮʠʶ 

ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ established  ʠ ʧʝʨʝʯʠʩʣʝʥʠʷ TCP-ʬʣʘʛʦʚ ï flag-

name. 

 ʅʦʚʳʡ ʬʦʨʤʘʪ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʚ ʠʤʝʥʦʚʘʥʥʳʭ ʨʘʩʰʠʨʝʥʥʳʭ 
ʩʧʠʩʢʘʭ ʜʦʩʪʫʧʘ, ʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʢʦʤʙʠʥʘʮʠʶ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ 

match - any | match - all  ʠ ʠ ʧʝʨʝʯʠʩʣʝʥʠʷ TCP-ʬʣʘʛʦʚ ï {+|-}flag-

name. 

established  ʊʦʣʴʢʦ ʜʣʷ ʧʨʦʪʦʢʦʣʘ TCP. ʉʦʩʪʦʷʥʠʝ ʩʦʝʜʠʥʝʥʠʷ. ɺʳʜʝʣʷʶʪʩʷ 

ʪʦʣʴʢʦ ʫʩʪʘʥʦʚʣʝʥʥʳʝ TCP-ʩʦʝʜʠʥʝʥʠʷ ʠ ʧʦ ʥʠʤ ʤʦʛʫʪ ʧʝʨʝʜʘʚʘʪʴʩʷ 
ʜʘʥʥʳʝ. 

flag - name ʀʤʝʥʘ TCP-ʬʣʘʛʦʚ ï fin , syn , rst , psh , ack , urg . ʇʦʨʷʜʦʢ ʬʣʘʛʦʚ 

ʧʨʠ ʚʚʦʜʝ ʥʝ ʚʘʞʝʥ. ʇʝʨʝʯʠʩʣʝʥʠʝ ʬʣʘʛʦʚ ʨʘʙʦʪʘʝʪ ʢʘʢ çʀʃʀè 

(ʘʥʘʣʦʛ match - any  ʚ ʥʦʚʦʤ ʬʦʨʤʘʪʝ). ʂʣʶʯʝʚʦʝ ʩʣʦʚʦ established  

ʵʢʚʠʚʘʣʝʥʪʥʦ ʬʣʘʛʘʤ rst  ack  ʠ ʥʝ ʤʦʞʝʪ ʩ ʥʠʤʠ ʩʦʯʝʪʘʪʴʩʷ 

(ʩʠʥʪʘʢʩʠʯʝʩʢʘʷ ʦʰʠʙʢʘ). 

ɿʘʤʝʯʘʥʠʝ 4: ɺ ʧʨʝʜʝʣʘʭ ʦʜʥʦʡ ʢʦʤʘʥʜʳ permit / deny  ʩʪʘʨʳʡ ʬʦʨʤʘʪ ʫʢʘʟʘʥʠʷ 

TCP-ʬʣʘʛʦʚ ʥʝ ʤʦʞʝʪ ʩʦʯʝʪʘʪʴʩʷ ʩ ʥʦʚʳʤ. 

match - any | match - all  ʊʦʣʴʢʦ ʜʣʷ ʧʨʦʪʦʢʦʣʘ TCP ʠ ʠʤʝʥʦʚʘʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. 

ʋʢʘʟʳʚʘʝʪ ʫʩʣʦʚʠʝ ʩʨʘʚʥʝʥʠʷ TCP-ʬʣʘʛʦʚ ʚ ʧʘʢʝʪʝ ʠ ʧʨʘʚʠʣʝ.  

 ʂʣʶʯʝʚʦʝ ʩʣʦʚʦ match - any  ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʦʣʞʥʦ ʚʳʧʦʣʥʷʪʴʩʷ ʦʜʥʦ 

ʠʟ ʫʢʘʟʘʥʥʳʭ ʜʘʣʝʝ ʫʩʣʦʚʠʡ ʧʦ TCP-ʬʣʘʛʘʤ. ʂʣʶʯʝʚʦʝ ʩʣʦʚʦ match -

all  ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʦʣʞʥʳ ʚʳʧʦʣʥʷʪʴʩʷ ʚʩʝ ʟʘʜʘʥʥʳʝ ʫʩʣʦʚʠʷ ʧʦ 

TCP-ʬʣʘʛʘʤ. 

 ɽʩʣʠ ʧʦʧʳʪʘʪʴʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ ʜʣʷ 
ʥʫʤʝʨʦʚʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ, ʪʦ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ 
ʦʰʠʙʢʝ: %match-all/match-any are allowed on named ACLs only 

{+| - } flag - name ʀʤʝʥʘ TCP-ʬʣʘʛʦʚ ï fin , syn , rst , psh , ack , urg . ʇʨʝʬʠʢʩ ñ+ò ʧʝʨʝʜ 

ʬʣʘʛʦʤ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʵʪʦʪ ʬʣʘʛ ʜʦʣʞʝʥ ʙʳʪʴ ʚʳʩʪʘʚʣʝʥ ʚ ʟʘʛʦʣʦʚʢʝ 
ʧʘʢʝʪʘ, ʘ ʧʨʝʬʠʢʩ ñïñ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʵʪʦʪ ʬʣʘʛ ʥʝ ʜʦʣʞʝʥ ʙʳʪʴ 
ʚʳʩʪʘʚʣʝʥ ʚ ʟʘʛʦʣʦʚʢʝ ʧʘʢʝʪʘ. ʇʦʨʷʜʦʢ ʬʣʘʛʦʚ ʧʨʠ ʚʚʦʜʝ ʥʝ ʚʘʞʝʥ. 

log | log - input  ʌʣʘʛ log  ʠʣʠ log - input  ʟʘʜʘʝʪ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʘ. ʆʙʘ ʬʣʘʛʘ ʟʘʜʘʶʪ 

ʦʜʥʫ ʠ ʪʫ ʞʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ (ʦʪʣʠʯʠʝ ʦʪ Cisco IOS). ɺ Syslog 
ʚʳʜʘʶʪʩʷ ʩʦʦʙʱʝʥʠʷ ʦ ʧʘʢʝʪʘʭ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʭ ʫʩʣʦʚʠʷʤ ʜʘʥʥʦʛʦ 
ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɺ ʩʦʦʙʱʝʥʠʠ ʫʢʘʟʘʥ ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ, 
ʨʘʟʨʝʰʝʥʦ ʠʣʠ ʟʘʧʨʝʱʝʥʦ ʧʨʦʭʦʞʜʝʥʠʝ ʧʘʢʝʪʘ, ʘʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ ʠ 
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ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ. ʉʦʦʙʱʝʥʠʝ ʬʦʨʤʠʨʫʝʪʩʷ ʜʣʷ ʧʝʨʚʦʛʦ 
ʩʦʚʧʘʚʰʝʛʦ ʧʘʢʝʪʘ, ʘ ʟʘʪʝʤ ʩ ʧʝʨʠʦʜʠʯʥʦʩʪʴʶ ʚ 5 ʤʠʥʫʪ ʚʳʜʘʝʪʩʷ 
ʩʦʦʙʱʝʥʠʝ ʦ ʢʦʣʠʯʝʩʪʚʝ ʧʨʦʧʫʱʝʥʥʳʭ ʠʣʠ ʟʘʧʨʝʱʝʥʥʳʭ ʧʘʢʝʪʦʚ ʟʘ 
ʵʪʦʪ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ. 

 ʌʣʘʛʠ ʣʦʛʠʨʦʚʘʥʠʷ ʤʦʛʫʪ ʩʤʝʰʠʚʘʪʴʩʷ ʩ ʜʨʫʛʠʤʠ ʬʣʘʛʘʤʠ, ʥʘʧʨʠʤʝʨ 

ʩ TCP-ʬʣʘʛʘʤʠ. ɼʚʘ ʬʣʘʛʘ ʣʦʛʠʨʦʚʘʥʠʷ log  ʠ log - input  ʥʝ ʤʦʛʫʪ 

ʧʨʠʤʝʥʷʪʴʩʷ ʚʤʝʩʪʝ ʚ ʦʜʥʦʡ ʢʦʤʘʥʜʝ permit / deny . 

time - range  time - range - name ʉʩʳʣʢʘ ʥʘ ʨʘʩʧʠʩʘʥʠʝ. ɺ ʨʘʩʧʠʩʘʥʠʠ ʫʢʘʟʳʚʘʝʪʩʷ 

ʜʠʘʧʘʟʦʥ ʚʨʝʤʝʥʠ, ʚ ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʜʘʥʥrʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ. 
ɺ ʜʨʫʛʦʡ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ ʜʘʥʥʳʡ ʬʠʣʴʪʨ ʜʝʡʩʪʚʦʚʘʪʴ ʥʝ ʙʫʜʝʪ. 

 ʉʩʳʣʢʘ ʥʘ ʨʘʩʧʠʩʘʥʠʝ ʤʦʞʝʪ ʩʤʝʰʠʚʘʪʴʩʷ ʩ ʜʨʫʛʠʤʠ 
ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ, ʥʘʧʨʠʤʝʨ ʩ TCP-ʬʣʘʛʘʤʠ. 

 ɼʦʧʫʩʢʘʝʪʩʷ ʩʩʳʣʢʘ ʥʘ ʨʘʩʧʠʩʘʥʠʝ, ʦʪʩʫʪʩʪʚʫʶʱʝʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʥʘ ʤʦʤʝʥʪ ʚʚʦʜʘ ʢʦʤʘʥʜʳ. ʆʜʥʘʢʦ ʥʘ ʤʦʤʝʥʪ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ 
ʨʘʩʧʠʩʘʥʠʝ ʜʦʣʞʥʦ ʩʫʱʝʩʪʚʦʚʘʪʴ, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 
ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ ʙʫʜʝʪ ʧʨʝʨʚʘʥʦ ʩ ʩʦʦʙʱʝʥʠʝʤ ʦʙ ʦʰʠʙʢʝ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ config-ext-nacl (ʨʝʞʠʤ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʨʘʩʰʠʨʝʥʥʳʭ 
ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ) 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʧʦʩʣʝ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʨʘʩʰʠʨʝʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 
ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʧʨʦʭʦʞʜʝʥʠʷ ʪʨʘʬʠʢʘ ʤʝʞʜʫ ʦʪʧʨʘʚʠʪʝʣʝʤ ʠ ʧʦʣʫʯʘʪʝʣʝʤ. 

 

ʅʫʤʝʨʘʮʠʷ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ 

ʇʝʨʝʜ ʢʦʤʘʥʜʦʡ permit ʠʣʠ deny ʜʦʧʫʩʢʘʝʪʩʷ ʚʚʦʜʠʪʴ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ, 
ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʫʧʨʦʱʝʥʠʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʟʘʧʠʩʝʡ, ʥʘʧʨʠʤʝʨ,  

ip access - list extended acl2  

 10 permit udp any any  

 20 permit tcp any any  

 30 deny udp host 10.1.1.1 eq snmp any  

 

ɺ ʨʝʞʠʤʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʟʘʧʠʩʴ ʩ ʫʢʘʟʘʥʥʳʤ ʥʦʤʝʨʦʤ ʙʫʜʝʪ ʚʩʪʘʚʣʝʥʘ ʥʘ 
ʥʫʞʥʫʶ ʧʦʟʠʮʠʶ, ʥʘʧʨʠʤʝʨ, 

15 permit  udp  10.1.1.1 0.0.255.255 host  10.2.2.2  

ɽʩʣʠ ʟʘʧʠʩʴ ʩ ʪʘʢʠʤ ʥʦʤʝʨʦʤ ʩʫʱʝʩʪʚʫʝʪ, ʪʦ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: % Duplicate 
sequence number. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʥʦʤʝʨ 10, ʘ ʩʣʝʜʫʶʱʠʝ ʥʦʤʝʨʘ ʚ ʩʧʠʩʢʝ 
ʩʣʝʜʫʶʪ ʩ ʧʨʠʨʘʱʝʥʠʝʤ 10. ʄʘʢʩʠʤʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 2147483647. ɽʩʣʠ 
ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʧʨʝʚʳʩʠʣ ʤʘʢʩʠʤʘʣʴʥʳʡ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ 
ʦʰʠʙʢʝ: % Exceeded maximum sequence number. 

ʇʨʠ ʚʳʭʦʜʝ ʠʟ ʢʦʥʩʦʣʠ ʥʫʤʝʨʘʮʠʷ ʟʘʧʠʩʝʡ ʪʝʨʷʝʪʩʷ. ʇʨʠ ʩʣʝʜʫʶʱʝʤ ʩʪʘʨʪʝ ʢʦʥʩʦʣʠ ʟʘʧʠʩʠ 
ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʚ ʧʦʨʷʜʢʝ ʚʦʟʨʘʩʪʘʥʠʷ ʥʦʤʝʨʦʚ ʚ ʨʝʞʠʤʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʇʨʦʩʤʦʪʨ ʧʦ ʢʦʤʘʥʜʝ show running-config 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʥʫʤʝʨʦʚʘʥʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʧʦʢʘʟʳʚʘʶʪʩʷ ʚ ʚʠʜʝ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʢʦʤʘʥʜ access - list  ʟʘ ʦʜʥʠʤ ʠʩʢʣʶʯʝʥʠʝʤ: 
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ʝʩʣʠ ʧʦʩʣʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʥʫʤʝʨʦʚʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʦʥ ʩʪʘʥʦʚʠʪʩʷ ʧʫʩʪʳʤ (ʚ ʥʝʤ 
ʥʝʪ ʟʘʧʠʩʝʡ ʚʠʜʘ permit ʠʣʠ deny (no permit, no deny)), ʪʦ ʦʥ ʙʫʜʝʪ ʧʦʢʘʟʘʥ ʚ ʚʠʜʝ: 

ip access - list {standard|extended} name  

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʚʳʚʦʜʠʪʩʷ ʢʦʥʬʠʛʫʨʘʮʠʷ, ʚ ʢʦʪʦʨʦʡ ʩʣʦʚʦ host  ʤʦʞʝʪ 

ʦʪʩʫʪʩʪʚʦʚʘʪʴ. 

ʊʘʢ ʢʘʢ ʧʦ ʢʦʤʘʥʜʝ show running - config  ʨʘʥʝʝ ʚʚʝʜʝʥʥʳʝ ʥʦʤʝʨʘ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ ʥʝ 

ʧʦʢʘʟʳʚʘʶʪʩʷ, ʪʦ ʧʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ, ʯʪʦʙʳ ʚʥʝʩʪʠ ʟʘʧʠʩʴ ʥʘ ʥʫʞʥʫʶ ʧʦʟʠʮʠʶ, ʤʦʞʥʦ ʝʱʝ 
ʨʘʟ ʫʧʦʨʷʜʦʯʠʪʴ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʩ ʟʘʜʘʥʥʳʤ ʥʘʯʘʣʴʥʳʤ ʥʦʤʝʨʦʤ ʠ ʧʨʠʨʘʱʝʥʠʝʤ. ɼʣʷ ʵʪʦʛʦ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ: ip  access - list  resequence . 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʬʣʘʛʠ fin , syn , rst , psh , ack , urg  ʙʫʜʫʪ ʫʢʘʟʘʥʳ ʚ ʵʪʦʤ 

ʧʦʨʷʜʢʝ. ɸ ʩʦʯʝʪʘʥʠʝ ʬʣʘʛʦʚ çrst  ackè ʚ ʢʦʤʘʥʜʝ ʙʫʜʝʪ ʟʘʤʝʥʝʥʦ ʥʘ established  ʧʨʠ 

ʚʳʚʦʜʝ. 

ʌʣʘʛʠ ʣʦʛʠʨʦʚʘʥʠʷ log , log - input  ʧʦʢʘʟʳʚʘʶʪʩʷ ʧʦʩʣʝ TCP-ʬʣʘʛʦʚ, ʘ ʨʘʩʧʠʩʘʥʠʝ (time -

range ) ï ʧʦʩʣʝ ʬʣʘʛʦʚ ʣʦʛʠʨʦʚʘʥʠʷ. 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ: 

¶ ʢʦʤʘʥʜʦʡ no <ʧʦʣʥʘʷ ʟʘʧʠʩʴ>, ʥʘʧʨʠʤʝʨ:  
no permit tcp host 10.1.1.1 eq telnet any  

¶ ʠʣʠ ʧʦ ʥʦʤʝʨʫ ʟʘʧʠʩʠ, ʥʘʧʨʠʤʝʨ: no 15 . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɺ ʠʥʚʝʨʪʠʨʦʚʘʥʥʦʡ ʤʘʩʢʝ ʧʦʜʩʝʪʠ source - wildcard ʠ destination - wildcard 

ʜʦʣʞʥʘ ʙʳʪʴ ʥʝʧʨʝʨʳʚʥʘʷ ʣʠʥʝʡʢʘ ʠʟ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʙʠʪʦʚ ʚ ʢʦʥʮʝ, ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ 
ʯʝʨʝʜʦʚʘʥʠʝ 0 ʠ 1. 

¶ ʆʪʩʫʪʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʜʘʚʘʪʴ ʦʪʜʝʣʴʥʳʝ ICMP-type ʠ ICMP-code, ʪʦʣʴʢʦ ICMP 
ʧʨʦʪʦʢʦʣ ʮʝʣʠʢʦʤ. 

¶ ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ hostname  ʚ ʢʘʯʝʩʪʚʝ source  ʠ destination . 

¶ ʅʝ ʜʦʧʫʩʢʘʶʪʩʷ ʦʧʝʨʘʪʦʨʳ ʢʨʦʤʝ eq  ʠ range . 

¶ ʇʫʩʪʦʡ ʥʫʤʝʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ ʧʦ ʢʦʤʘʥʜʝ show running - config  ʧʦʢʘʟʳʚʘʝʪʩʷ ʚ ʚʠʜʝ 

ip access - list name . ɺ Cisco IOS ʜʘʥʥʳʡ ʩʧʠʩʦʢ ʚʦʦʙʱʝ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ. 

 

ʀʤʷ ʠ ʥʦʤʝʨ ʧʨʦʪʦʢʦʣʘ 

ʊʘʙʣʠʮʘ 8 

ʀʤʷ ʧʨʦʪʦʢʦʣʘ ʆʧʠʩʘʥʠʝ ʧʨʦʪʦʢʦʣʘ 
ʅʦʤʝʨ 

ʧʨʦʪʦʢʦʣʘ 

ip Any Internet Protocol  

tcp Transmission Control Protocol 6 

udp User Datagram Protocol 17 

ahp Authentication Header Protocol 51 

icmp Internet Control Message Protocol 1 

esp Encapsulation Security Payload 50 
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eigrp Cisco's EIGRP routing protocol 88 

gre Cisco's GRE tunneling 47 

igmp Internet Gateway Message Protocol 2 

ipinip IP in IP tunneling 4 

nos KA9Q NOS compatible IP over IP tunneling 94 

ospf OSPF routing protocol 89 

pcp Payload Compression Protocol 108 

pim Protocol Independent Multicast 103 

 

ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʠʤʝʥʘ ʧʦʨʪʦʚ ʧʨʦʪʦʢʦʣʘ TCP 

ʊʘʙʣʠʮʘ 9 

ʀʤʷ ʧʨʦʪʦʢʦʣʘ ʆʧʠʩʘʥʠʝ ʧʨʦʪʦʢʦʣʘ ʅʦʤʝʨ ʧʦʨʪʘ 

bgp Border Gateway Protocol 179 

chargen Character generator 19 

cmd Remote commands (rcmd) 514 

daytime Daytime 13 

discard Discard 9 

domain Domain Name Service 53 

drip Dynamic Routing Information Protocol 3949 

echo Echo 7 

exec Exec (rsh) 512 

finger Finger 79 

ftp File Transfer Protocol 21 

ftp-data FTP data connections 20 

gopher Gopher 70 

hostname NIC hostname server 101 

ident Ident Protocol 113 

irc Internet Relay Chat 194 

klogin Kerberos login 543 

kshell Kerberos shell 544 
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login Login (rlogin) 513 

lpd Printer service 515 

nntp Network News Transport Protocol 119 

pim-auto-rp PIM Auto-RP 496 

pop2 Post Office Protocol v2 109 

pop3 Post Office Protocol v3 110 

smtp Simple Mail Transport Protocol 25 

sunrpc Sun Remote Procedure Call 111 

syslog Syslog 

ʇʨʠʤʝʯʘʥʠʝ: ʧʦ ʢʦʤʘʥʜʝ show running-config 
ʟʘʤʝʥʷʝʪʩʷ ʥʘ cmd (ʘʥʘʣʦʛʠʯʥʦ Cisco). 

514 

tacacs 

tacacs-ds 

TAC Access Control System 

ʇʨʠʤʝʯʘʥʠʝ: ʚʪʦʨʘʷ ʟʘʧʠʩʴ ʵʢʚʠʚʘʣʝʥʪʥʘ 
ʧʝʨʚʦʡ, ʥʦ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ ʚ ʧʦʜʩʢʘʟʢʝ 
(ʘʥʘʣʦʛʠʯʥʦ Cisco). 

49 

talk Talk 517 

telnet Telnet 23 

time Time 37 

uucp Unix-to-Unix Copy Program 540 

whois Nicname 43 

www World Wide Web (HTTP) 80 

 

ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʠʤʝʥʘ ʧʦʨʪʦʚ ʧʨʦʪʦʢʦʣʘ UDP 

ʊʘʙʣʠʮʘ 10 

ʀʤʷ ʧʨʦʪʦʢʦʣʘ ʆʧʠʩʘʥʠʝ ʧʨʦʪʦʢʦʣʘ ʅʦʤʝʨ ʧʦʨʪʘ 

biff Biff (mail notification, comsat) 512 

bootpc Bootstrap Protocol (BOOTP) client 68 

bootps Bootstrap Protocol (BOOTP) server 67 

discard Discard 9 

dnsix DNSIX security protocol auditing 195 

domain Domain Name Service (DNS) 53 

echo Echo 7 
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isakmp Internet Security Association and Key Management 
Protocol 

500 

mobile-ip Mobile IP registration 434 

nameserver IEN116 name service (obsolete) 42 

netbios-dgm NetBios datagram service 138 

netbios-ns NetBios name service 137 

netbios-ss NetBios session service 139 

non500-isakmp Internet Security Association and Key Management 
Protocol 

4500 

ntp Network Time Protocol 123 

pim-auto-rp PIM Auto-RP 496 

rip Routing Information Protocol (router, in.routed) 520 

snmp Simple Network Management Protocol 161 

snmptrap SNMP Traps 162 

sunrpc Sun Remote Procedure Call 111 

syslog Syslog 514 

tacacs 

tacacs-ds 

TAC Access Control System 

ʇʨʠʤʝʯʘʥʠʝ: ʚʪʦʨʘʷ ʟʘʧʠʩʴ ʵʢʚʠʚʘʣʝʥʪʥʘ 
ʧʝʨʚʦʡ, ʥʦ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ ʚ ʧʦʜʩʢʘʟʢʝ 
(ʘʥʘʣʦʛʠʯʥʦ Cisco). 

49 

talk Talk 517 

tftp Trivial File Transfer Protocol 69 

time Time 37 

who Who service (rwho) 513 

xdmcp X Display Manager Control Protocol 177 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʜʦʙʘʚʣʝʥʠʝ ʚ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʩ 
ʠʤʝʥʝʤ "a101" ʟʘʧʠʩʠ, ʨʘʟʨʝʰʘʶʱʝʡ ʪʨʘʬʠʢ ʤʝʞʜʫ ʭʦʩʪʘʤʠ 10.10.1.101 ʠ 10.11.1.101 ʧʦ 
ʧʨʦʪʦʢʦʣʫ udp: 

Router(config)#ip access - list extended a101  

Router(config - ext - nacl)#permit udp host 10.1 0.1.1 01 host 10. 11. 1. 101  

Router ( config - ext - nacl )# exit  

ʇʨʠʤʝʨʳ ʫʢʘʟʘʥʠʷ TCP-ʬʣʘʛʦʚ ʚ ʩʪʘʨʦʤ ʬʦʨʤʘʪʝ: 

permit tcp any any established  
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permit tcp host 10.10.1.101  host 10.11.1.101  established syn urg  

deny  tcp  any  any  psh  

 

ʇʨʠʤʝʨʳ ʫʢʘʟʘʥʠʷ TCP-ʬʣʘʛʦʚ ʚ ʥʦʚʦʤ ʬʦʨʤʘʪʝ: 

permit tcp any any match - any +rst +ack  

permit tcp host 10.10.1.101  host 10.11.1.101  match - all +syn ïfin  

permit tcp any any match - any - psh +urg  
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deny (standard) 

ʂʦʤʘʥʜʘ deny  ( standard )  ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ ʩʪʘʥʜʘʨʪʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. 

ʕʪʘ ʢʦʤʘʥʜʘ ʦʧʨʝʜʝʣʷʝʪ ʟʘʧʨʝʪ ʥʘ ʧʨʦʭʦʞʜʝʥʠʝ ʪʨʘʬʠʢʘ ʩ ʫʢʘʟʘʥʥʦʛʦ ʘʜʨʝʩʘ. ɼʣʷ ʫʜʘʣʝʥʠʷ 

ʟʘʧʨʝʱʘʶʱʝʡ ʟʘʧʠʩʠ ʠʟ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʡʪʝ ʪʫ ʞʝ ʢʦʤʘʥʜʫ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ deny  source [source - wildcard]  [log]  

 no deny  source [source - wildcard]  [log]  

ʇʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʳ ʘʥʘʣʦʛʠʯʥʳ ʧʘʨʘʤʝʪʨʘʤ ʢʦʤʘʥʜʳ "Permit (standard)". 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ config-std-nacl (ʨʝʞʠʤ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʳʭ 
ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ) 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ deny  ʚ ʨʝʞʠʤʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʟʘʧʨʝʪʘ ʪʨʘʬʠʢʘ, ʠʩʭʦʜʷʱʝʛʦ ʦʪ ʫʢʘʟʘʥʥʦʛʦ ʠʩʪʦʯʥʠʢʘ. 

ʉʤ. ʨʝʢʦʤʝʥʜʘʮʠʠ ʚ ʨʘʟʜʝʣʝ "Permit (standard)". 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʩʦʟʜʘʥʠʝ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʩ ʠʤʝʥʝʤ 
"a133", ʚ ʢʦʪʦʨʦʤ ʠʩʧʦʣʴʟʫʶʪʩʷ ʢʦʤʘʥʜʳ ʟʘʧʨʝʪʘ ʪʨʘʬʠʢʘ ʦʪ ʧʦʜʩʝʪʠ 192.5.34.0 ʠ ʨʘʟʨʝʰʝʥʠʝ 
ʪʨʘʬʠʢʘ ʦʪ ʧʦʜʩʝʪʝʡ 128.88.0.0 ʠ 36.0.0.0 

Router(config)#ip access - list standard a133  

Router(config - std - nacl)#deny 192.5.34.0  0.0.0.255  

Router(config - std - nacl)#permit 128.88.0.0  0.0.255.255  

Router(config - std - nacl)#permit 36.0.0.0  0.255.255.255  

Router(config - std - nacl)#exit  

Router(config)#  
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deny (extended) 

ʂʦʤʘʥʜʘ deny  ( extended )  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ 

ʜʦʩʪʫʧʘ. ʕʪʘ ʢʦʤʘʥʜʘ ʟʘʧʨʝʱʘʝʪ ʧʨʦʭʦʞʜʝʥʠʝ ʪʨʘʬʠʢʘ ʤʝʞʜʫ ʫʢʘʟʘʥʥʳʤʠ ʠʩʪʦʯʥʠʢʘʤʠ ʠ 
ʧʦʣʫʯʘʪʝʣʷʤʠ. ɼʣʷ ʦʪʤʝʥʳ ʟʘʧʨʝʱʘʶʱʝʡ ʟʘʧʠʩʠ ʚ ʨʘʩʰʠʨʝʥʥʦʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ deny  protocol source source - wildcard [operator port 

[port]] destination destination - wildcard 

[operator[port]]  [established] flag - name |{match - any | 

match - all} {+ | - }flag - name] [log | log - input]  [time -

range time - range - name]  

 no deny  protocol source s ource - wildcard [operator port 

[port]] destination destination - wildcard 

[operator[port]]  [established] flag - name |{match - any | 

match - all} {+ | - }flag - name] [log | log - input]  [time -

range time - range - name]  

ʇʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʳ ʘʥʘʣʦʛʠʯʥʳ ʧʘʨʘʤʝʪʨʘʤ ʢʦʤʘʥʜʳ "Permit (extended)". 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ʩonfig-ext-nacl (ʨʝʞʠʤ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʨʘʩʰʠʨʝʥʥʳʭ 
ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ) 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʧʦʩʣʝ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʨʘʩʰʠʨʝʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 
ʜʣʷ ʟʘʧʨʝʪʘ ʧʨʦʭʦʞʜʝʥʠʷ ʪʨʘʬʠʢʘ ʤʝʞʜʫ ʫʢʘʟʘʥʥʳʤʠ ʠʩʪʦʯʥʠʢʦʤ ʠ ʧʦʣʫʯʘʪʝʣʝʤ. 

ʉʤ. ʨʝʢʦʤʝʥʜʘʮʠʠ ʚ ʨʘʟʜʝʣʝ "Permit (extended)" . 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥʥʳʡ ʥʠʞʝ ʧʨʠʤʝʨ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʜʦʙʘʚʣʝʥʠʝ ʚ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʩ 

ʠʤʝʥʝʤ "a101" ʟʘʧʠʩʠ, ʟʘʧʨʝʱʘʶʱʝʡ ʚʝʩʴ ʪʨʘʬʠʢ ʢ ʭʦʩʪʫ 10.11.1.101 : 

Router(config)#ip access - list extended a101  

Router(config - ext - nacl)#deny ip any host 10.11.1.101  
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ip access-list resequence 

ʂʦʤʘʥʜʘ ip access - list resequence ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʫʤʝʨʦʚʘʥʠʷ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ 

ʜʦʩʪʫʧʘ. No-ʬʦʨʤʘ ʵʪʦʡ ʢʦʤʘʥʜʳ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ. 

 

ʉʠʥʪʘʢʩʠʩ ip access - list resequence  name starting - sequence - number 

increment  

name ʠʤʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

starting-sequence-number  ʥʦʤʝʨ, ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʝʪʩʷ ʥʫʤʝʨʘʮʠʷ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ 
(1ï2147483647). ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ 
ʥʦʤʝʨ 10. 

increment  ʇʨʠʨʘʱʝʥʠʝ ʥʦʤʝʨʘ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠʨʘʱʝʥʠʝ 

ʨʘʚʥʦ 10.  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ɼʣʷ ʫʧʨʦʱʝʥʠʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʦʤʝʨʘ ʟʘʧʠʩʝʡ, 
ʢʦʪʦʨʳʝ ʟʘʜʘʶʪ ʧʦʨʷʜʦʢ ʩʣʝʜʦʚʘʥʠʷ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʥʦʤʝʨ 10, ʘ ʩʣʝʜʫʶʱʠʝ ʥʦʤʝʨʘ ʚ ʩʧʠʩʢʝ 
ʩʣʝʜʫʶʪ ʩ ʧʨʠʨʘʱʝʥʠʝʤ 10. ʄʘʢʩʠʤʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʟʘʧʠʩʠ ï 2147483647. ɽʩʣʠ 
ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʧʨʝʚʳʩʠʣ ʤʘʢʩʠʤʘʣʴʥʳʡ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ 
ʦʰʠʙʢʝ: % Exceeded maximum sequence number. 

ʅʫʤʝʨʘʮʠʶ ʟʘʧʠʩʝʡ ʤʦʞʥʦ ʟʘʜʘʚʘʪʴ ʷʚʥʳʤ ʦʙʨʘʟʦʤ ʧʝʨʝʜ ʢʦʤʘʥʜʦʡ permit  ʠʣʠ deny  ʚ 

ʨʝʞʠʤʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ (ʚ ʢʦʤʘʥʜʝ ip  access - list ). ʉʦʟʜʘʥʥʘʷ ʟʘʧʠʩʴ ʩ 

ʫʢʘʟʘʥʥʳʤ ʥʦʤʝʨʦʤ ʙʫʜʝʪ ʚʩʪʘʚʣʝʥʘ ʥʘ ʥʫʞʥʫʶ ʧʦʟʠʮʠʶ. ʅʘʧʨʠʤʝʨ, 

15 permit  udp  10.1.1.1 0.0.255.255 host  10.2.2.2  

ɽʩʣʠ ʟʘʧʠʩʴ ʩ ʪʘʢʠʤ ʥʦʤʝʨʦʤ ʩʫʱʝʩʪʚʫʝʪ, ʪʦ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: % Duplicate 
sequence number. 

ʇʨʠ ʚʳʭʦʜʝ ʠʟ ʢʦʥʩʦʣʠ ʥʫʤʝʨʘʮʠʷ ʟʘʧʠʩʝʡ ʪʝʨʷʝʪʩʷ. ʇʨʠ ʩʣʝʜʫʶʱʝʤ ʩʪʘʨʪʝ ʢʦʥʩʦʣʠ ʟʘʧʠʩʠ 
ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʚ ʧʦʨʷʜʢʝ ʚʦʟʨʘʩʪʘʥʠʷ ʥʦʤʝʨʦʚ ʚ ʨʝʞʠʤʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʊʘʢ ʢʘʢ ʧʦ ʢʦʤʘʥʜʝ show running - config  ʨʘʥʝʝ ʚʚʝʜʝʥʥʳʝ ʥʦʤʝʨʘ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ ʥʝ 

ʧʦʢʘʟʳʚʘʶʪʩʷ, ʪʦ ʧʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ, ʯʪʦʙʳ ʚʥʝʩʪʠ ʟʘʧʠʩʴ ʥʘ ʥʫʞʥʫʶ ʧʦʟʠʮʠʶ, ʤʦʞʥʦ ʝʱʝ 
ʨʘʟ ʫʧʦʨʷʜʦʯʠʪʴ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʩ ʟʘʜʘʥʥʳʤ ʥʘʯʘʣʴʥʳʤ ʥʦʤʝʨʦʤ ʠ ʧʨʠʨʘʱʝʥʠʝʤ, ʠʩʧʦʣʴʟʫʷ 

ʢʦʤʘʥʜʫ ip  access - list  resequence . 

 

ʇʨʠʤʝʨ 

ʇʨʠʤʝʨ ʥʫʤʝʨʘʮʠʠ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ acl 1, ʛʜʝ ʧʝʨʚʘʷ ʟʘʧʠʩʴ ʠʤʝʝʪ ʥʦʤʝʨ 100, ʘ 

ʧʦʩʣʝʜʫʶʱʠʝ 105, 110 ʠ ʪ.ʜ. 

ip access - list resequence acl1 100 5  
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access-list (standard) 

ʂʦʤʘʥʜʘ access - list  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʫʤʝʨʦʚʘʥʥʳʭ ʩʪʘʥʜʘʨʪʥʳʭ ʩʧʠʩʢʦʚ 

ʜʦʩʪʫʧʘ IP. No-ʬʦʨʤʘ ʵʪʦʡ ʢʦʤʘʥʜʳ ʦʪʤʝʥʷʝʪ ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ. 

 

ʉʠʥʪʘʢʩʠʩ access - list  number  permit  |  deny  source  [ source - wildcard ]  
[ log ]  

 no access - list  number  

number  ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP. ɼʣʷ ʟʘʜʘʥʠʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 

ʥʦʤʝʨ ʜʦʣʞʝʥ ʥʘʭʦʜʠʪʴʩʷ ʚ ʧʨʝʜʝʣʘʭ 1ï99 ʠʣʠ 1300ï1999. 

permit  ʨʘʟʨʝʰʘʝʪ ʧʨʦʭʦʞʜʝʥʠʝ ʧʘʢʝʪʘ. 

deny  ʟʘʧʨʝʱʘʝʪ ʧʨʦʭʦʞʜʝʥʠʝ ʧʘʢʝʪʘ. 

ɺʩʝ ʦʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʳ ʙʳʣʠ ʦʧʠʩʘʥʳ ʚ ʨʘʟʜʝʣʝ "Permit (standard)". 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration.  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ access - list  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʥʫʤʝʨʦʚʘʥʥʳʭ 

ʩʪʘʥʜʘʨʪʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. ʉʪʘʥʜʘʨʪʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ 
ʧʘʢʝʪʦʚ ʪʦʣʴʢʦ ʧʦ IP-ʘʜʨʝʩʫ ʦʪʧʨʘʚʠʪʝʣʷ (ʠʩʪʦʯʥʠʢʘ) ʧʘʢʝʪʦʚ. 

ʋʜʘʣʝʥʠʝ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʮʝʣʠʢʦʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ no access - list  number . 

ɺʩʝ ʦʩʪʘʣʴʥʳʝ ʟʘʧʠʩʠ ʚ ʵʪʦʡ ʢʦʤʘʥʜʝ ʠʛʥʦʨʠʨʫʶʪʩʷ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʩ ʥʦʤʝʨʦʤ 10, ʟʘʧʨʝʱʘʶʱʠʡ ʪʨʘʬʠʢ ʦʪ ʭʦʩʪʘ 
ʩ ʘʜʨʝʩʦʤ 10.1.1.2:  

Router(config)#access - list 10 deny host 10.1.1.2  
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access-list (extended) 

ʂʦʤʘʥʜʘ access - list  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʫʤʝʨʦʚʘʥʥʳʭ ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ 

ʜʦʩʪʫʧʘ IP. No-ʬʦʨʤʘ ʵʪʦʡ ʢʦʤʘʥʜʳ ʦʪʤʝʥʷʝʪ ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʡ ʩʧʠʩʦʢ ʩ ʵʪʠʤ ʥʦʤʝʨʦʤ. 

 

ʉʠʥʪʘʢʩʠʩ access - list  number permit  | deny  protocol source source -

wildcard  [operat or port[port]] destination destination -

wildcard  [operator port [port]]  [established] flag - name 

[log | log - input]  [time - range time - range - name]  

 no access - list number  

number  ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP. ɼʣʷ ʟʘʜʘʥʠʷ ʨʘʩʰʠʨʝʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 

ʥʦʤʝʨ ʜʦʣʞʝʥ ʥʘʭʦʜʠʪʴʩʷ ʚ ʧʨʝʜʝʣʘʭ 100ï199 ʠʣʠ 2000ï2699. 

ɺʩʝ ʦʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʳ ʙʳʣʠ ʦʧʠʩʘʥʳ ʚ ʨʘʟʜʝʣʝ "Permit (extended)". 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration.  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʂʦʤʘʥʜʘ access - list  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʥʫʤʝʨʦʚʘʥʥʳʭ 

ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. ʈʘʩʰʠʨʝʥʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʙʦʣʝʝ ʛʠʙʢʦʡ 
ʬʠʣʴʪʨʘʮʠʠ ʧʘʢʝʪʦʚ ï ʧʦ ʘʜʨʝʩʫ ʦʪʧʨʘʚʠʪʝʣʷ ʧʘʢʝʪʘ, ʘʜʨʝʩʫ ʧʦʣʫʯʘʪʝʣʷ ʧʘʢʝʪʘ, ʧʦ ʪʠʧʫ 
ʧʨʦʪʦʢʦʣʘ, ʧʦʨʪʫ ʦʪʧʨʘʚʠʪʝʣʷ ʧʘʢʝʪʘ ʠ ʧʦʨʪʫ ʧʦʣʫʯʘʪʝʣʷ.  
 

ʋʜʘʣʝʥʠʝ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʮʝʣʠʢʦʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ no access - list  number . 

ɺʩʝ ʦʩʪʘʣʴʥʳʝ ʟʘʧʠʩʠ ʚ ʵʪʦʡ ʢʦʤʘʥʜʝ ʠʛʥʦʨʠʨʫʶʪʩʷ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʟʘʜʘʪʴ ʢʦʤʘʥʜʫ no 

access - list  101 permit  ip  host  10.11.1.101  any, ʪʦ ʵʪʘ ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʚʝʩʴ ʩʧʠʩʦʢ 

ʧʦʜ ʥʦʤʝʨʦʤ 101. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʩ ʥʦʤʝʨʦʤ 100:  

Router(config)#access - list 100 deny tcp host 10.1.1.2 host 10.11.1.101  

eq 22  
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ʃʧʥʙʦʝʴ ʪʧʠʝʙʦʡʸ IKE ʨʧʤʡʫʡʣʡ 

crypto isakmp policy 

ʂʦʤʘʥʜʘ crypto  isakmp  policy  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ IKE ʧʦʣʠʪʠʢʠ, ʚ ʢʦʪʦʨʦʡ 

ʫʢʘʟʳʚʘʶʪʩʷ ʞʝʣʘʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʠ ʧʘʨʘʤʝʪʨʳ ʩʦʟʜʘʚʘʝʤʦʛʦ ʟʘʱʠʱʝʥʥʦʛʦ ʢʘʥʘʣʘ, ʢʦʪʦʨʳʝ 
ʙʫʜʫʪ ʧʨʝʜʣʦʞʝʥʳ ʧʘʨʪʥʝʨʫ ʜʣʷ ʩʦʛʣʘʩʦʚʘʥʠʷ. ʕʪʦʪ ʢʘʥʘʣ ʙʫʜʝʪ ʦʙʝʩʧʝʯʠʚʘʪʴ ʟʘʱʠʪʫ ʯʘʩʪʠ 
ʦʙʤʝʥʦʚ ʠʥʬʦʨʤʘʮʠʝʡ ʧʝʨʚʦʡ ʬʘʟʳ ʠ ʚʩʝ ʦʙʤʝʥʳ ʚʪʦʨʦʡ ʬʘʟʳ IKE. 

ʊʘʢʠʭ ʧʦʣʠʪʠʢ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʦ ʥʝʩʢʦʣʴʢʦ ʩ ʧʨʠʩʚʦʝʥʠʝʤ ʠʤ ʧʨʠʦʨʠʪʝʪʘ. 

ɺʳʧʦʣʥʝʥʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʭʦʜ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ISAKMP SA.  

ɼʣʷ ʫʜʘʣʝʥʠʷ IKE ʧʦʣʠʪʠʢʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto isakmp policy  {priority}  

 no crypto isakmp policy  

priority  ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ IKE ʧʦʣʠʪʠʢʠ. ɺ ʢʘʯʝʩʪʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ 

ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʮʝʣʦʝ ʯʠʩʣʦ ʦʪ 1 ʜʦ 10000. ʇʨʠ ʵʪʦʤ ʩʣʝʜʫʝʪ 
ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʯʝʤ ʙʦʣʴʰʝ ʯʠʩʣʦ, ʪʝʤ ʥʠʞʝ ʧʨʠʦʨʠʪʝʪ ʩʦʟʜʘʚʘʝʤʦʡ 
ʧʦʣʠʪʠʢʠ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ IKE ʧʦʣʠʪʠʢʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʘʨʘʤʝʪʨʳ, 
ʧʨʠʚʝʜʝʥʥʳʝ ʥʠʞʝ:  

 encryption = belt  ( ʉʊɹ 34.101.31 )  

 hash = belt  ( ʉʊɹ 34.101.31 )  

 authentication = belt - sig  

 group = belt  ( ʉʊɹ 34.101.66 )  

 lifetime = 86400  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʫʢʘʟʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʦ ʢʦʪʦʨʳʭ ʙʫʜʫʪ ʚʝʩʪʠʩʴ ʧʝʨʝʛʦʚʦʨʳ 
ʩ ʧʘʨʪʥʝʨʦʤ, ʜʣʷ ʩʦʟʜʘʥʠʷ ʘʩʩʦʮʠʘʮʠʠ ʟʘʱʠʪʳ ISAKMP (ISAKMP SA). 

ʂʦʤʘʥʜʘ crypto  isakmp  policy  ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʭʦʜ ʚ ʨʝʞʠʤ ISAKMP policy configuration. ɺ 

ʵʪʦʤ ʨʝʞʠʤʝ ʠ ʫʢʘʟʳʚʘʶʪʩʷ ʧʘʨʘʤʝʪʨʳ ISAKMP SA ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ: 

authentication (IKE policy)  

encryption (IKE policy )  

hash (IKE policy)  

group (IKE policy)  

lifetime  ( IKE  policy )  

 

ɽʩʣʠ ʚ ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ IKE ʧʦʣʠʪʠʢʠ ʢʘʢʦʡ-ʣʠʙʦ ʠʟ ʧʘʨʘʤʝʪʨʦʚ ʥʝ ʙʳʣ ʟʘʜʘʥ, ʪʦ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʝʛʦ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ.  
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ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʉʣʝʜʫʝʪ ʫʯʝʩʪʴ, ʯʪʦ ʝʩʣʠ ʟʘʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʢʦʤʘʥʜ crypto  isakmp  policy  ʩ ʨʘʟʥʳʤʠ 

ʤʝʪʦʜʘʤʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʨʘʟʣʠʯʥʳʤʠ ʘʣʛʦʨʠʪʤʘʤʠ ʰʠʬʨʦʚʘʥʠʷ ʠ ʭʵʰʠʨʦʚʘʥʠʷ, ʪʦ 
ʧʦʩʣʝ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ ʚ native-ʢʦʥʬʠʛʫʨʘʮʠʶ, ʧʦʩʣʝʜʥʷʷ ʙʫʜʝʪ 
ʩʦʜʝʨʞʘʪʴ ʚʝʩʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʚʝʩʴ ʩʧʠʩʦʢ ʘʣʛʦʨʠʪʤʦʚ. ɺ ʨʝʟʫʣʴʪʘʪʝ 
ʚʦʟʤʦʞʥʘ ʩʠʪʫʘʮʠʷ, ʧʨʠ ʢʦʪʦʨʦʡ ʧʘʨʪʥʝʨ ʧʨʝʜʣʦʞʠʪ ʚ IKE ʤʝʪʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʟ ʦʜʥʦʡ 

crypto  isakmp  policy , ʘ ʘʣʛʦʨʠʪʤʳ ï ʠʟ ʜʨʫʛʦʡ crypto  isa kmp policy . ɸ ʰʣʶʟ 

ʩʦʛʣʘʩʠʪʩʷ ʥʘ ʨʘʙʦʪʫ ʩ ʧʘʨʪʥʝʨʦʤ, ʩ ʢʦʪʦʨʳʤ ʫ ʥʝʛʦ ʧʘʨʘʤʝʪʨʳ ʥʠ ʚ ʦʜʥʦʡ crypto  

isakmp  policy  ʥʝ ʩʦʚʧʘʜʘʶʪ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ IKE ʧʦʣʠʪʠʢʠ, ʩʦʩʪʦʷʱʝʡ ʠʟ ʜʚʫʭ ʥʘʙʦʨʦʚ ʧʘʨʘʤʝʪʨʦʚ ʠ 
ʠʤʝʶʱʠʭ ʧʨʠʦʨʠʪʝʪʳ 15 ʠ 20: 

Router(conf ig)#crypto isakmp policy 15  

Router(config - isakmp)#hash md5  

Router(config - isakmp)#authentication rsa - sig  

Router(config - isakmp)#group 2  

Router(config - isakmp)#lifetime 5000  

Router(config - isakmp)#exit  

Router(config)#crypto isakmp policy 20  

Router(config - isakmp )#authentication pre - share  

Router(config - isakmp)#lifetime 10000  

Router(config - isakmp)#exit  
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authentication (IKE policy) 

ʂʦʤʘʥʜʘ authentication  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʤʝʪʦʜʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʪʦʨʦʥ. 

ɺʦʩʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʤʦʞʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʦʛʦ ʢʣʶʯʘ 
(Preshared Key) ʠʣʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʮʠʬʨʦʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʩʪʘʥʜʘʨʪʘ ʍ.509. 

ʉʠʥʪʘʢʩʠʩ authentication {belt - sig  | rsa - sig  | dss - sig  | sign  | pre -

share } 

 no authentication {belt - sig  | rsa - sig  | dss - sig  | sign  | pre -

share } 

belt - sig  ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʮʠʬʨʦʚʳʭ 

ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʧʦ ʘʣʛʦʨʠʪʤʫ ʉʊɹ 34.101.45 ʠʣʠ ʉʊɹ 1176.2 

rsa - sig  ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʮʠʬʨʦʚʳʭ 

ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʧʦ ʘʣʛʦʨʠʪʤʫ RSA 

dss - sig  ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʮʠʬʨʦʚʳʭ 

ʩʝʨʪʠʬʠʢʘʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʧʦ ʘʣʛʦʨʠʪʤʫ DSA 

sign  ʚʳʙʦʨ ʢʦʥʢʨʝʪʥʦʛʦ ʪʠʧʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (RSA, DSA ʠʣʠ BELT) 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʪʠʧʫ CA-ʩʝʨʪʠʬʠʢʘʪʘ, ʣʝʞʘʱʝʛʦ ʚ ʙʘʟʝ 

pre - share  ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʝʡ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ belt - sig  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ISAKMP policy configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʫʢʘʟʘʥʠʷ ʤʝʪʦʜʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʪʦʨʦʥ, ʢʦʪʦʨʘʷ ʧʨʦʠʩʭʦʜʠʪ ʚ 
ʧʝʨʚʦʡ ʬʘʟʝ IKE.  

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ISAKMP policy configuration.  

ʂʣʶʯʝʚʘʷ ʧʘʨʘ, ʢ ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʠʪ ʦʪʢʨʳʪʳʡ ʢʣʶʯ ʣʦʢʘʣʴʥʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ, ʤʦʞʝʪ ʙʳʪʴ 
ʩʦʟʜʘʥʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʣʛʦʨʠʪʤʘ RSA, DSA ʠʣʠ ʉʊɹ 34.101.45 / ʉʊɹ 1176.2. ʃʦʢʘʣʴʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʩ ʦʪʢʨʳʪʳʤ ʢʣʶʯʦʤ ʧʦ RSA ʘʣʛʦʨʠʪʤʫ ʜʦʣʞʝʥ ʙʳʪʴ ʧʦʜʧʠʩʘʥ ʉɸ ʩʝʨʪʠʬʠʢʘʪʦʤ ʩ 
ʦʪʢʨʳʪʳʤ ʢʣʶʯʦʤ, ʩʦʟʜʘʥʥʳʤ ʧʦ RSA ʘʣʛʦʨʠʪʤʫ. ʃʦʢʘʣʴʥʳʡ ʉʊɹ ʩʝʨʪʠʬʠʢʘʪ ʜʦʣʞʝʥ ʙʳʪʴ 
ʧʦʜʧʠʩʘʥ ʉɸ ʉʊɹ ʩʝʨʪʠʬʠʢʘʪʦʤ. ʃʦʢʘʣʴʥʳʡ DSA ʩʝʨʪʠʬʠʢʘʪ ï ʉɸ DSA ʩʝʨʪʠʬʠʢʘʪʦʤ.  

ɺ ʬʘʡʣʝ ʥʘʩʪʨʦʝʢ ʢʦʥʚʝʨʪʦʨʘ cs_conv.ini ʧʘʨʘʤʝʪʨʘʤ send _cert  ʠ send _request  

ʧʨʠʩʚʦʝʥʦ ʟʥʘʯʝʥʠʝ ALWAYS, ʠ ʧʦʵʪʦʤʫ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʪʥʝʨʫ ʚʩʝʛʜʘ ʙʫʜʝʪ ʦʪʩʳʣʘʪʴʩʷ 
ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʧʦ ʧʨʦʪʦʢʦʣʫ IKE ʠ ʟʘʧʨʘʰʠʚʘʪʴʩʷ ʩʝʨʪʠʬʠʢʘʪ ʧʘʨʪʥʝʨʘ. 

 

ʇʨʠʤʝʯʘʥʠʝ: ʧʨʠ ʧʦʩʪʨʦʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ Bel VPN Gate ʠ Cisco Router ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʩʝʨʪʠʬʠʢʘʪʘʭ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʠʤʝʥʷʪʴ ʤʝʪʦʜ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ sign . ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʠ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʠ, ʜʣʷ ʩʦʚʤʝʩʪʠʤʦʩʪʠ ʩ Cisco IOS, ʚ 

Native-ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʧʨʦʧʠʩʳʚʘʝʪʩʷ ʩʩʳʣʢʘ ʥʘ CA-ʩʝʨʪʠʬʠʢʘʪ, ʣʝʞʘʱʠʡ ʚ 
ʙʘʟʝ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʪʠʧ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ RSA encryption. 

ɺ Cisco IOS ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʘʫʪʝʥʠʬʠʢʘʮʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʮʠʬʨʦʚʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ, 
ʩʦʟʜʘʥʥʳʭ ʪʦʣʴʢʦ ʧʦ ʘʣʛʦʨʠʪʤʫ RSA.  
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ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʤʝʪʦʜʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʪʦʨʦʥ ʥʘ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ 
ʢʣʶʯʘʭ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE. ʆʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʧʦ 
ʫʤʦʣʯʘʥʠʶ: 

Router ( config )# crypto  isakmp  policy  10 

 Router(config - isakmp)#authentication pr e- share  

 Router(config - isakmp)#exit  
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encryption (IKE policy) 

ʂʦʤʘʥʜʘ encryption  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʩʦʦʙʱʝʥʠʡ, 

ʧʨʝʜʣʘʛʘʝʤʦʛʦ ʜʣʷ ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʘʨʪʥʝʨʫ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʩʦʟʜʘʥʠʷ 
ʟʘʱʠʱʝʥʥʦʛʦ ʢʘʥʘʣʘ. 

ɺʦʩʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ encryption  {gost  | belt | des  | 3des  | aes  | aes  128  | aes  192  | aes  

256 } 

 no encryption  

gost  ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɻʆʉʊ 

28147-89 

belt  ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ʉʊɹ 

34.101.31 

des  ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ 56bit DES 

3des  ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ 168-bit DES-CBC 

(3DES) 

aes | aes  128  ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ 128-bit AES. 

ɿʥʘʯʝʥʠʷ aes  ʠ aes  128  ï ʵʢʚʠʚʘʣʝʥʪʥʳ. 

aes  192  ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ 192-bit AES 

aes  256  ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ 256-bit AES 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  belt  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ISAKMP policy configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ  

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʟʘʱʠʪʳ ʦʙʤʝʥʦʚ IKE.  

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ISAKMP policy configuration. 

ʀʩʧʦʣʴʟʫʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʰʠʬʨʦʚʘʥʠʷ ʫʢʘʟʳʚʘʶʪʩʷ ʚ ʬʘʡʣʝ cs _conv . ini .  

No-ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʚʳʩʪʘʚʣʷʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʢʦʤʘʥʜʘ ʩʦʢʨʘʱʘʝʪʩʷ ʜʦ encr  ʠ ʧʦʢʘʟʳʚʘʝʪʩʷ ʚʩʝʛʜʘ, ʘ 

ʟʥʘʯʝʥʠʷ aes  ʠ aes  128  -  ʧʦʢʘʟʳʚʘʶʪʩʷ ʢʘʢ aes . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʢʘʟʳʚʘʝʪʩʷ ʚʩʝʛʜʘ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ 168-bit DES-CBC 
(3DES) ʚ ʨʘʤʢʘʭ ISAKMP SA. ʆʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ: 

Router ( config )# crypto  isakmp  policy  10 

 Router(config - isakmp)#encryption 3des  

 Router(config - isakmp)#exit  
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hash (IKE policy) 

ʂʦʤʘʥʜʘ hash  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʭʵʰ-ʘʣʛʦʨʠʪʤʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʢʦʥʪʨʦʣʷ 

ʮʝʣʦʩʪʥʦʩʪʠ ʩʦʦʙʱʝʥʠʡ ʚ ʨʘʤʢʘʭ ISAKMP SA.  

ɺʦʩʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ hash  { belt  |  stb 1176  | sha  | md5}  

 no hash { belt  |  stb1176  | sha  | md5}  

belt  ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʢʘʯʝʩʪʚʝ ʭʵʰ-ʘʣʛʦʨʠʪʤʘ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʘʣʛʦʨʠʪʤ ʉʊɹ 34.101.31-2011 (6.9) 

stb 1176  ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʢʘʯʝʩʪʚʝ ʭʵʰ-ʘʣʛʦʨʠʪʤʘ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʘʣʛʦʨʠʪʤ ʉʊɹ 1176.1-99 

sha  ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʢʘʯʝʩʪʚʝ ʭʵʰ-ʘʣʛʦʨʠʪʤʘ ʜʦʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʘʣʛʦʨʠʪʤ SHA (HMAC ʚʘʨʠʘʥʪ) 

md5 ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚ ʢʘʯʝʩʪʚʝ ʭʵʰ-ʘʣʛʦʨʠʪʤʘ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʘʣʛʦʨʠʪʤ MD5 (HMAC ʚʘʨʠʘʥʪ). 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ belt  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ISAKMP policy configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʭʵʰ-ʘʣʛʦʨʠʪʤʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ 
IKE ʠʣʠ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ 
ISAKMP policy configuration. ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʤʝʪʦʜʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʙʳʣʘ ʚʳʙʨʘʥʘ ʮʠʬʨʦʚʘʷ 
ʧʦʜʧʠʩʴ ʠ ʵʪʦ ʧʦʜʧʠʩʴ ʥʘ ʉʊɹ-ʘʣʛʦʨʠʪʤʘʭ, ʪʦ ʜʣʷ ʭʵʰʠʨʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʤʝʥʷʪʴ 
ʘʣʛʦʨʠʪʤ ʉʊɹ. 

ʀʩʧʦʣʴʟʫʝʤʳʝ ʭʵʰ-ʘʣʛʦʨʠʪʤʳ ʫʢʘʟʳʚʘʶʪʩʷ ʚ ʬʘʡʣʝ cs _conv . ini . No-ʬʦʨʤʘ ʢʦʤʘʥʜʳ 

ʚʳʩʪʘʚʣʷʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʢʦʤʘʥʜʘ ʧʦʢʘʟʳʚʘʝʪʩʷ ʚʩʝʛʜʘ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʢʘʟʳʚʘʝʪʩʷ ʚʩʝʛʜʘ, ʜʘʞʝ ʧʨʠ 

ʟʥʘʯʝʥʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ ʭʵʰ-ʘʣʛʦʨʠʪʤʘ ʘʣʛʦʨʠʪʤʘ MD5. ʆʩʪʘʣʴʥʳʝ 
ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ: 

Router ( config )# crypto  isakmp  policy  10 

 Router(config - isakmp)#hash md5  

 Router(config - isakmp)#exit  
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group (IKE policy) 

ʂʦʤʘʥʜʘ group  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʘʣʛʦʨʠʪʤʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ 

IKE ʜʣʷ ʚʳʨʘʙʦʪʢʠ ʢʣʶʯʝʚʦʛʦ ʤʘʪʝʨʠʘʣʘ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ. 

ɺʦʩʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ group  {belt  | 1 | 2 | 5} 

 no group  

belt ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ ʥʘ ʵʣʣʠʧʪʠʯʝʩʢʠʭ ʢʨʠʚʳʭ ʧʦ 
ʉʊɹ 34.101.66 (ʇʨʠʣʦʞʝʥʠʝ ɸ) 

1  ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ, ʜʣʠʥʘ ʢʣʶʯʘ 768 ʙʠʪ  

2  ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ, ʜʣʠʥʘ ʢʣʶʯʘ 1024 ʙʠʪ  

5 ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ, ʜʣʠʥʘ ʢʣʶʯʘ 1536 ʙʠʪ  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  belt  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ISAKMP policy  configuration  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʫʢʘʟʘʥʠʷ ʘʣʛʦʨʠʪʤʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʨʘʤʢʘʭ 
ʧʨʦʪʦʢʦʣʘ IKE ʜʣʷ ʚʳʨʘʙʦʪʢʠ ʦʙʱʝʛʦ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʠ ʩʝʩʩʠʦʥʥʳʭ ʢʣʶʯʝʡ. ɼʘʥʥʘʷ 

ʢʦʤʘʥʜʘ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ISAKMP policy  configuration . 

ʀʩʧʦʣʴʟʫʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʫʢʘʟʳʚʘʶʪʩʷ ʚ ʬʘʡʣʝ cs _conv . ini . 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʫʢʘʟʘʥʠʷ ʘʣʛʦʨʠʪʤʘ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ ʩ ʜʣʠʥʦʡ ʢʣʶʯʘ ʚ 1024 ʙʠʪʘ. 
ʆʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ: 

Router ( config )# crypto  isakmp  policy  10 

 Router(config - isakmp)#group 2  

 Router(config - isakmp)#exit  

 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     117 

lifetime (IKE policy) 

ʂʦʤʘʥʜʘ lifetime  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʚʨʝʤʝʥʠ ʞʠʟʥʠ IKE SA. ɺʦʩʩʪʘʥʦʚʠʪʴ 

ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ lifetime seconds  

 no lifetime  

seconds  ʚʨʝʤʷ ʞʠʟʥʠ IKE SA ʚ ʩʝʢʫʥʜʘʭ. ʈʘʟʨʝʰʝʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʮʝʣʦʝ 

ʯʠʩʣʦ ʠʟ ʜʠʘʧʘʟʦʥʘ ʦʪ 1 ʜʦ 4294967295. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  86400 (1 ʩʫʪʢʠ) 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ISAKMP policy  configuration  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʫʢʘʟʘʥʠʷ ʚʨʝʤʝʥʠ ʞʠʟʥʠ IKE SA ʠʣʠ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 
ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʆʪʩʫʪʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʩʪʘʥʦʚʠʪʴ ʥʝʦʛʨʘʥʠʯʝʥʥʦʝ ʚʨʝʤʷ ʞʠʟʥʠ 
IKE SA. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ISAKMP policy configuration. 

 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʆʛʨʘʥʠʯʝʥʠʷ ʧʦ ʚʨʝʤʝʥʠ ʞʠʟʥʠ ʠʤʝʶʪ ʙʦʣʴʰʠʡ ʜʠʘʧʘʟʦʥ, ʯʝʤ ʫ ʢʦʤʘʥʜʳ Cisco:  
60 ï 86400. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʫʩʪʘʥʦʚʢʠ ʚʨʝʤʝʥʠ ʞʠʟʥʠ IKE SA ʨʘʚʥʳʤ 1200 ʩʝʢʫʥʜ (20 ʤʠʥʫʪ). 
ʆʩʪʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ: 

Router ( config )# crypto  isakmp  policy  10 

 Router(config - isakmp)#lifetime 1200  

 Router(config - isakmp)#exit  
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crypto isakmp peer 

ʂʦʤʘʥʜʘ crypto  isakmp  peer  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʚʳʙʦʨʘ ʧʘʨʪʥʝʨʘ ʠ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ISAKMP 

peer configuration, ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ aggressive mode ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʦʙʤʝʥʦʚ ʚ ʨʘʤʢʘʭ IKE ʧʨʦʪʦʢʦʣʘ ʩ ʵʪʠʤ ʧʘʨʪʥʝʨʦʤ. ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ ʵʪʦʡ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto  isakmp  peer  {address  ip - address }  

 no crypto isakmp peer  {address  ip - address}  

ip - address  IP-ʘʜʨʝʩ ʧʘʨʪʥʝʨʘ 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʵʪʦʡ ʢʦʤʘʥʜʳ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ set  aggressive - mode client -

endpoint  ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ aggressive ʨʝʞʠʤʘ ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚʘʨʠʘʥʪ ʢʦʤʘʥʜʳ ʩ hostname : 

crypto isakmp peer {hostname ip - address}  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʘʜʨʝʩʘ ʧʘʨʪʥʝʨʘ, ʩ ʢʦʪʦʨʳʤ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ aggressive 
mode ʜʣʷ ʠʥʠʮʠʘʮʠʠ IKE ʦʙʤʝʥʦʚ: 

Router(config)#crypto isakmp peer address 10. 0. 10.1  
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set aggressive-mode client-endpoint 

ʂʦʤʘʥʜʘ set aggressive - mode client - endpoint ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ aggressive 

mode ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʦʙʤʝʥʦʚ ʚ ʨʘʤʢʘʭ IKE ʧʨʦʪʦʢʦʣʘ ʩ ʧʘʨʪʥʝʨʦʤ. ɼʣʷ 

ʫʜʘʣʝʥʠʷ ʵʪʦʛʦ ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set aggressive - mode client - endpoint {ipv4 - address ipv4 -

address  | fqdn  fqdn  | fqdn - user  fqdn - user } 

 no set aggressive - mode client - endpoint {ipv4 - address  

ipv4 - address  | fqdn  fqdn  | fqdn - user  fqdn - user } 

ipv4 - address  ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʠʮʠʘʪʦʨʘ ʩʦʝʜʠʥʝʥʠʷ ʪʠʧʘ IPV4-address (ʪ.ʝ. 

ʣʦʢʘʣʴʥʳʡ ID ʪʠʧʘ IP-address) 

fqdn  ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʠʮʠʘʪʦʨʘ ʪʠʧʘ FQDN (ʣʦʢʘʣʴʥʳʡ ID ʪʠʧʘ ʧʦʣʥʦʝ 

ʜʦʤʝʥʥʦʝ ʠʤʷ) 

fqdn - user  ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʠʮʠʘʪʦʨʘ ʪʠʧʘ E-mail. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ISAKMP peer configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ set  aggressive - mode client - endpoint  ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʪʦʣʴʢʦ ʚ 

ʨʝʞʠʤʝ ISAKMP peer configuration. ɼʣʷ ʚʭʦʜʘ ʚ ʵʪʦʪ ʨʝʞʠʤ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ 

crypto  isakmp  peer  address . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɺʢʣʶʯʝʥʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʦʟʥʘʯʘʝʪ ʚʢʣʶʯʝʥʠʝ aggressive mode  

(AggrModePriority=TRUE) ʜʣʷ ʜʘʥʥʦʛʦ ʧʘʨʪʥʝʨʘ. 

¶ ɸʨʛʫʤʝʥʪ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʠʛʥʦʨʠʨʫʝʪʩʷ (ʥʝ ʜʝʣʘʝʪʩʷ ʨʘʟʣʠʯʠʡ ʤʝʞʜʫ ʣʦʢʘʣʴʥʳʤʠ ID). 
ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʨʘʙʦʪʘʝʪ ʢʘʢ ʧʨʠʟʥʘʢ ʚʢʣʶʯʝʥʠʷ AggrModePriority. 

¶ ɽʩʣʠ ʜʣʷ ʢʦʤʘʥʜʳ crypto isakmp peer  ʦʪʩʫʪʩʪʚʫʝʪ ʢʦʤʘʥʜʘ set aggressive - mode 

client - endpoint , ʪʦ ʢʦʤʘʥʜʘ crypto isakmp peer ʠʛʥʦʨʠʨʫʝʪʩʷ. 

 

ʇʨʠʤʝʨ 

ɼʣʷ ʦʧʠʩʘʥʠʷ ʧʨʘʚʠʣʘ ʩʦʟʜʘʥʠʷ ʪʫʥʥʝʣʷ ʧʦ ʥʘʰʝʡ ʠʥʠʮʠʘʪʠʚʝ ʚ Aggressive mode ʩ ʫʯʝʪʦʤ 
ʪʦʛʦ, ʯʪʦ IP-ʘʜʨʝʩ ʧʘʨʪʥʝʨʘ 10.0.0.1, ʘ IP-ʘʜʨʝʩ ʣʦʢʘʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 10.0.0.2 ʠʩʧʦʣʴʟʫʶʪʩʷ 
ʢʦʤʘʥʜʳ: 

Router(config)#crypto isakmp peer address 10. 0. 0.1  

Router(config - isak mp- peer)#set aggressive - mode client - endpoint ipv4 -

address 10. 0. 0.2  

Router(config - isakmp - peer)#set aggressive - mode password 1234567890  
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set aggressive-mode password 

ʂʦʤʘʥʜʘ set aggressive - mode password ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʚʚʦʜʘ Preshared ʢʣʶʯʘ ʜʣʷ 

ʜʘʥʥʦʛʦ ʧʘʨʪʥʝʨʘ. ɼʣʷ ʫʜʘʣʝʥʠʷ Preshared ʢʣʶʯʘ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʩ 

ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set aggressive - mode password {password}  

 no set aggressive - mode password  {password}  

password  ʟʥʘʯʝʥʠʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʢʣʶʯʘ  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ISAKMP peer configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʥʝ ʚʣʠʷʝʪ ʥʘ ʣʦʛʠʢʫ ʨʘʙʦʪʳ ʢʦʥʚʝʨʪʦʨʘ. 
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crypto isakmp identity 

ʂʦʤʘʥʜʘ crypto  isakmp  identity  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʪʠʧʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ, 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE. ʆʪʤʝʥʠʪʴ ʥʘʟʥʘʯʝʥʥʳʡ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʤʦʞʥʦ ʩ 

ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto  isakmp  identity  { address  | dn  | hostname }  

 no crypto isakmp ident ity {address  | dn  | hostname}  

address  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ address 

hostname  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ hostname 

dn  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ dn. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʦʚʣʝʥ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ address. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʫʢʘʟʘʥʠʷ, ʢʘʢʦʡ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʜʦʣʞʝʥ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʚ 
ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE. ɺʦʟʤʦʞʥʦ ʪʨʠ ʚʘʨʠʘʥʪʘ address, hostname ʠ dn. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʪʠʧʘ address ʢʘʢ ʧʨʘʚʠʣʦ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ ʠʤʝʝʪ ʪʦʣʴʢʦ ʦʜʠʥ 
ʠʥʪʝʨʬʝʡʩ ʩ ʧʦʩʪʦʷʥʥʳʤ IP-ʘʜʨʝʩʦʤ. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʪʠʧʘ hostname ʢʘʢ ʧʨʘʚʠʣʦ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʝʩʣʠ ʢʦʤʧʴʶʪʝʨ ʠʤʝʝʪ ʙʦʣʝʝ 
ʦʜʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʠʣʠ ʞʝ ʝʩʣʠ ʠʤʝʝʪʩʷ ʦʜʠʥ ʠʥʪʝʨʬʝʡʩ, ʥʦ ʥʝʪ ʧʦʩʪʦʷʥʥʦʛʦ IP-ʘʜʨʝʩʘ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ ʚʩʝʭ ʧʘʨʪʥʝʨʦʚ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʜʠʥʳʡ ʪʠʧ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ: ʣʠʙʦ address, 
ʣʠʙʦ hostname, ʣʠʙʦ dn. 

ʀʜʝʥʪʠʬʠʢʘʪʦʨ dn ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʧʨʠ ʨʘʙʦʪʝ ʩ ʩʝʨʪʠʬʠʢʘʪʘʤʠ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʫʢʘʟʘʥʠʷ ʪʠʧʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ address: 

Router(config)#crypto isakmp identity address  
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crypto isakmp keepalive 

ʂʦʤʘʥʜʘ crypto  isakmp  keepalive  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʘʢʪʠʚʠʟʘʮʠʠ ʧʨʦʮʝʩʩʘ ʦʙʤʝʥʘ 

ʩʦʦʙʱʝʥʠʷʤʠ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʤʠ ʘʢʪʠʚʥʦʩʪʴ (ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE) ʤʝʞʜʫ ʨʦʫʪʝʨʘʤʠ. 

ʆʪʢʣʶʯʠʪʴ ʵʪʦʪ ʧʨʦʮʝʩʩ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto isakmp keepalive  secs [retries]  

 no crypto isakmp keepalive  secs [retries]  

secs  ɿʘʜʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ ʦʪʩʫʪʩʪʚʠʷ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ 

ʦʪ ʧʘʨʪʥʝʨʘ, ʧʦ ʠʩʪʝʯʝʥʠʶ ʢʦʪʦʨʦʛʦ, ʧʨʠ ʥʘʣʠʯʠʠ ʠʩʭʦʜʷʱʝʛʦ 
ʪʨʘʬʠʢʘ, ʘʢʪʠʚʠʨʫʝʪʩʷ DPD-ʩʝʩʩʠʷ. ɼʠʘʧʘʟʦʥ ʚʝʣʠʯʠʥʳ ï ʦʪ 10 ʜʦ 
3600 ʩʝʢʫʥʜ. 

retries  ɿʘʜʘʝʪ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʦʪʚʝʪʘ ʦʪ ʧʘʨʪʥʝʨʘ ʥʘ DPD-ʟʘʧʨʦʩ. ɼʠʘʧʘʟʦʥ 

ʚʝʣʠʯʠʥʳ ï ʦʪ 2 ʜʦ 60 ʩʝʢʫʥʜ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʵʪʦʡ ʚʝʣʠʯʠʥʳ 
ʨʘʚʥʦ 2.  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʘʥʜʘ ʥʝ ʘʢʪʠʚʠʨʦʚʘʥʘ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʭ ʘʢʪʠʚʥʦʩʪʴ ʧʘʨʪʥʝʨʘ (ʚ 
ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE).  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʘʢʪʠʚʘʮʠʠ ʧʨʦʮʝʩʩʘ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʦʪ ʧʘʨʪʥʝʨʘ 
ʥʝ ʙʳʣʦ ʧʦʣʫʯʝʥʦ ʧʘʢʝʪʦʚ ʚ ʪʝʯʝʥʠʝ 30 ʩʝʢʫʥʜ. ʇʘʢʝʪʳ ʧʨʦʮʝʩʩʘ ʙʫʜʫʪ ʦʪʩʳʣʘʪʴʩʷ ʯʝʨʝʟ 3 
ʩʝʢʫʥʜʳ: 

Router ( config )# crypto  isakmp  keepalive  30 3  
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crypto isakmp fragmentation 

ʂʦʤʘʥʜʘ crypto  isakmp  fragmentation  ʚʢʣʶʯʘʝʪ ʨʝʞʠʤ ʬʨʘʛʤʝʥʪʠʨʦʚʘʥʠʷ IKE-ʧʘʢʝʪʦʚ. 

ʄʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ IP-ʧʘʢʝʪʘ ʚʳʩʪʘʚʣʷʝʪʩʷ ʚ 576 ʙʘʡʪ1 (ʘʥʘʣʦʛʠʯʥʦ Cisco IOS).  

ʆʪʢʣʶʯʠʪʴ ʬʨʘʛʤʝʥʪʠʨʦʚʘʥʠʝ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto isakmp fragmentation  

 no crypto isakmp fragmentation  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʬʨʘʛʤʝʥʪʠʨʦʚʘʥʠʝ IKE-ʧʘʢʝʪʦʚ 
ʦʪʢʣʶʯʝʥʦ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʌʨʘʛʤʝʥʪʠʨʦʚʘʥʠʝ IKE-ʧʘʢʝʪʦʚ ʥʝʦʙʭʦʜʠʤʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʚ ʧʨʦʮʝʩʩʝ ʜʦʩʪʘʚʢʠ 
ʜʣʠʥʥʳʝ UDP-ʧʘʢʝʪʳ ʣʠʙʦ ʥʝ ʧʨʦʧʫʩʢʘʶʪʩʷ ʧʨʦʤʝʞʫʪʦʯʥʳʤ ʫʟʣʦʤ, ʣʠʙʦ ʥʝʢʦʨʨʝʢʪʥʦ 
ʬʨʘʛʤʝʥʪʠʨʫʝʪʩʷ ʥʘ ip-ʫʨʦʚʥʝ.  

 

                                                      

 

 

1 ʉʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʩʘʤʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʜʣʠʥʫ ip-ʟʘʛʦʣʦʚʢʘ, ʯʪʦ ʤʦʞʝʪ 
ʧʨʠʚʦʜʠʪʴ ʢ ʬʘʢʪʠʯʝʩʢʦʤʫ ʫʤʝʥʴʰʝʥʠʶ ʜʣʠʥʳ ip-ʧʘʢʝʪʘ ʩ IKE-ʬʨʘʛʤʝʥʪʦʤ ʥʘ ʚʝʣʠʯʠʥʫ ʜʦ 44 ʙʘʡʪ 
(ʤʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʳʡ ʨʘʟʤʝʨ ip-ʟʘʛʦʣʦʚʢʘ ï 64 ʙʘʡʪʘ, ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʠʩʧʦʣʴʟʝʫʤʳʡ ï 20 ʙʘʡʪ) 
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ʃʧʥʙʦʝʴ, ʬʪʫʙʦʙʛʤʡʛʙʷʲʡʞ ʛʩʞʥʸ ʟʡʠʦʡ SA 

crypto ipsec security-association lifetime 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʨʝʤʝʥʠ ʞʠʟʥʠ SA (Security Association, 
ʘʩʩʦʮʠʘʮʠʷ ʟʘʱʠʪʳ). ʇʦʜ ʚʨʝʤʝʥʝʤ ʞʠʟʥʠ ʧʦʥʠʤʘʝʪʩʷ ʚʨʝʤʷ, ʨʘʟʨʝʰʝʥʥʦʝ ʜʣʷ ʜʝʡʩʪʚʠʷ SA. 
ʇʦ ʠʩʪʝʯʝʥʠʠ ʵʪʦʛʦ ʚʨʝʤʝʥʠ SA ʧʨʝʢʨʘʱʘʝʪ ʩʚʦʝ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʠ ʥʘʯʠʥʘʝʪ ʨʘʙʦʪʘʪʴ ʥʦʚʘʷ 
SA.  

ɺʨʝʤʷ ʞʠʟʥʠ ʤʦʞʝʪ ʟʘʜʘʚʘʪʴʩʷ ʢʘʢ ʚ ʩʝʢʫʥʜʘʭ, ʪʘʢ ʠ ʚ ʢʠʣʦʙʘʡʪʘʭ (ʦʙʲʝʤ ʧʨʦʭʦʜʷʱʝʛʦ, ʚ 
ʨʘʤʢʘʭ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ SA, ʪʨʘʬʠʢʘ). ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʠʩʧʦʣʴʟʫʡʪʝ ʪʫ ʞʝ ʢʦʤʘʥʜʫ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ  crypto ipsec security - association lifetime  {seconds  

seconds | kilobytes  kilobytes } 

 no crypto ipsec security - association lifetime  {seconds 

| kilobytes}  

seconds  ʚʨʝʤʷ ʞʠʟʥʠ SA ʚ ʩʝʢʫʥʜʘʭ. ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ ʦʪ 1 ʜʦ 

4294967295. 

kiloby tes  ʚʨʝʤʷ ʞʠʟʥʠ SA ʚ ʢʠʣʦʙʘʡʪʘʭ. ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ ʦʪ 1 ʜʦ 

4294967295. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  3600 ʩʝʢʫʥʜ (1 ʯʘʩ) ʠ 4608000 ʢʠʣʦʙʘʡʪ (1 ʯʘʩ ʧʨʠ 10 
ʄʙʘʡʪ/ʩ). 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʟʥʘʯʝʥʠʡ ʚʨʝʤʝʥʠ ʞʠʟʥʠ SA. 
ʉʣʝʜʫʝʪ ʧʦʤʥʠʪʴ, ʯʪʦ ʫʤʝʥʴʰʝʥʠʝ ʚʨʝʤʝʥʠ ʞʠʟʥʠ SA ʚʝʜʝʪ ʢ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʪʳ 
ʩʦʝʜʠʥʝʥʠʷ, ʥʦ ʧʦʚʳʰʘʝʪ ʥʘʛʨʫʟʢʫ ʥʘ ʧʨʦʮʝʩʩʦʨ, ʯʪʦ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʚʝʜʝʪ ʢ ʩʥʠʞʝʥʠʶ 
ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ. 

ʅʘ ʩʪʘʜʠʠ ʦʙʩʫʞʜʝʥʠʷ ʫʩʣʦʚʠʡ ʩʦʟʜʘʥʠʷ ʥʦʚʦʡ SA ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʤʠʥʠʤʘʣʴʥʦʝ ʚʨʝʤʷ 
ʞʠʟʥʠ SA ʠʟ ʧʨʝʜʣʦʞʝʥʥʳʭ ʩʪʦʨʦʥʘʤʠ.  

ʉʫʱʝʩʪʚʫʶʪ ʜʚʘ ʧʘʨʘʤʝʪʨʘ, ʦʛʨʘʥʠʯʠʚʘʶʱʠʝ ʚʨʝʤʷ ʞʠʟʥʠ SA ï ʚʨʝʤʷ ʚ ʩʝʢʫʥʜʘʭ ʠ 
ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʦʡ ʠ ʧʨʠʥʷʪʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʢʠʣʦʙʘʡʪʘʭ. ʆʛʨʘʥʠʯʝʥʠʝ ʚʩʝʛʜʘ ʙʫʜʝʪ 
ʜʝʡʩʪʚʦʚʘʪʴ ʧʦ ʜʦʩʪʠʞʝʥʠʠ ʣʠʤʠʪʘ ʣʶʙʳʤ ʠʟ ʵʪʠʭ ʧʘʨʘʤʝʪʨʦʚ. ʅʘʧʨʠʤʝʨ, ʟʘʢʦʥʯʠʣʦʩʴ ʚʨʝʤʷ 
ʞʠʟʥʠ, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʩʝʢʫʥʜʘʭ, ʘ ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʪʨʘʬʠʢʫ ʥʝ ʚʳʧʦʣʥʝʥʦ ʠ ʥʘʧʦʣʦʚʠʥʫ. ɺ 
ʵʪʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʜʝʡʩʪʚʦʚʘʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʚʨʝʤʝʥʠ. ʇʝʨʝʩʦʟʜʘʥʠʝ SA ʥʝ ʙʫʜʝʪ ʚ ʩʣʫʯʘʝ 
ʦʪʩʫʪʩʪʚʠʷ ʪʨʘʬʠʢʘ ʤʝʞʜʫ ʧʘʨʪʥʝʨʘʤʠ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʫʢʘʟʳʚʘʪʴ ʪʘʢʦʝ ʚʨʝʤʷ ʞʠʟʥʠ SA ʚ 
ʩʝʢʫʥʜʘʭ, ʯʪʦ ʙʳ ʚ ʦʩʥʦʚʥʦʤ ʫʜʘʣʝʥʠʝ IPsec SA ʧʨʦʠʩʭʦʜʠʣʦ ʧʦ ʚʨʝʤʝʥʠ, ʘ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ 
ʦʙʲʝʤ ʪʨʘʬʠʢʘ ʚʳʙʠʨʘʪʴ ʢʘʢ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʤʝʨʫ. 

ɽʩʣʠ ʟʘʢʦʥʯʠʣʦʩʴ ʚʨʝʤʷ ʞʠʟʥʠ ʠ SA ʫʞʝ ʥʝ ʩʫʱʝʩʪʚʫʝʪ, ʪʦ ʥʦʚʳʡ SA ʥʝ ʫʩʪʘʥʦʚʠʪʩʷ, ʝʩʣʠ ʥʝ 
ʙʫʜʝʪ ʪʨʘʬʠʢʘ. 

ʀʟʤʝʥʝʥʠʷ ʚʩʪʫʧʷʪ ʚ ʩʠʣʫ ʧʦʩʣʝ ʚʳʭʦʜʘ ʠʟ ʨʝʞʠʤʘ global configuration ʢʦʤʘʥʜʦʡ exit . 
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ʇʨʠʤʝʯʘʥʠʝ 

ɽʩʣʠ ʧʨʠ ʬʦʨʤʠʨʦʚʘʥʠʠ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ (crypto  ipsec  transform - set ) 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʘʣʛʦʨʠʪʤʳ ah-gost-28147-mac, esp-gost28147-mac, esp-gost28147, ʪʦ ʚ ʵʪʦʤ 
ʩʣʫʯʘʝ ʤʘʢʩʠʤʘʣʴʥʦʝ ʜʦʧʫʩʪʠʤʦʝ ʟʥʘʯʝʥʠʝ ʚʨʝʤʷ ʞʠʟʥʠ SA ʚ ʢʠʣʦʙʘʡʪʘʭ ï 4032 ʂʙ. 

ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʫʢʘʟʘʥʥʦʛʦ ʟʥʘʯʝʥʠʷ ʜʣʷ ʩʦʟʜʘʥʥʦʛʦ SA, ʚ ʞʫʨʥʘʣ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʠ ʥʘ 
ʢʦʥʩʦʣʴ ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ, ʯʪʦ ʚ ʩʦʟʜʘʥʥʦʤ IPsec SA ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʪʨʘʬʠʢʫ ʥʝ 
ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʜʦʧʫʩʪʠʤʦʤʫ ʦʛʨʘʥʠʯʝʥʠʶ ʜʣʷ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ ʘʣʛʦʨʠʪʤʘ: 

"SA traffic limit exceeds lim itations imposed by the cryptograghic 

algorithm"  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʫʩʪʘʥʦʚʢʠ ʚʨʝʤʝʥʠ ʞʠʟʥʠ SA ʨʘʚʥʦʛʦ 1600 ʩʝʢ: 

Router(config)#crypto ipsec security - association lifetime seconds 1600  
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ʃʧʥʙʦʝʴ ʭʧʩʥʡʩʧʛʙʦʡʸ ʦʙʚʧʩʙ ʨʩʞʧʚʩʙʠʧʛʙʦʡʢ 
IPsec 

crypto ipsec transform-set 

ʂʦʤʘʥʜʘ crypto  ipsec  transform - set  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʥʘʙʦʨʘ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ï ʢʦʤʙʠʥʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ ʟʘʱʠʪʳ ʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ. 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto ipsec transform - set  transform - set - name transform1 

[transform2 [transform3]]  

 no crypto ipsec transform - set  transform - set - name 

transform - set - name ʠʤʷ, ʧʨʠʩʚʘʠʚʘʝʤʦʝ ʥʘʙʦʨʫ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ.  

transform 1..3  ʥʘʙʦʨʳ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. ʈʘʟʨʝʰʝʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦ 3 ʥʘʙʦʨʦʚ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. ɺʳʧʦʣʥʝʥʠʝ ʵʪʦʡ ʢʦʤʘʥʜʳ 
ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʭʦʜ ʚ ʨʝʞʠʤ crypto transform configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʅʘʙʦʨ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ï ʵʪʦ ʧʨʠʝʤʣʝʤʘʷ ʢʦʤʙʠʥʘʮʠʷ ʧʨʦʪʦʢʦʣʦʚ ʟʘʱʠʪʳ, ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ 
ʘʣʛʦʨʠʪʤʦʚ ʠ ʜʨʫʛʠʭ ʧʘʨʘʤʝʪʨʦʚ, ʧʨʠʤʝʥʷʝʤʳʭ ʚ ʟʘʱʠʱʘʝʤʦʤ IPsec ʪʨʘʬʠʢʝ. ɺ ʧʨʦʮʝʩʩʝ 
ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ IPsec SA ʧʘʨʪʥʝʨʳ ʩʦʛʣʘʰʘʶʪʩʷ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʥʢʨʝʪʥʦʛʦ 
ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʜʣʷ ʟʘʱʠʪʳ ʢʦʥʢʨʝʪʥʦʛʦ ʧʦʪʦʢʘ ʜʘʥʥʳʭ. 

ʇʦʚʪʦʨʥʳʡ ʚʚʦʜ ʢʦʤʘʥʜʳ ʩ ʫʞʝ ʟʘʜʘʥʥʳʤ ʠʤʝʥʝʤ transform - set - name ʟʘʤʝʥʷʝʪ ʥʘʙʦʨ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʥʘʙʦʨʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʠ ʟʘʪʝʤ ʥʘʟʥʘʯʠʪʴ ʦʜʠʥ ʠʣʠ ʙʦʣʝʝ ʠʟ 
ʥʠʭ ʢʘʞʜʦʡ ʢʦʥʢʨʝʪʥʦʡ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ʅʘʙʦʨ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʫʢʘʟʘʥʥʳʡ ʚ 
ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʩʦʛʣʘʩʦʚʘʥʠʠ ʧʘʨʘʤʝʪʨʦʚ IPsec SA ʜʣʷ 
ʟʘʱʠʪʳ ʧʦʪʦʢʘ ʜʘʥʥʳʭ, ʨʘʟʨʝʰʝʥʥʦʛʦ ʚ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ ʪʦʣʴʢʦ ʜʣʷ ʵʪʦʡ ʟʘʧʠʩʠ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. 

 

ʇʝʨʝʜ ʪʝʤ ʢʘʢ ʥʘʟʥʘʯʠʪʴ ʥʘʙʦʨ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʪʨʘʬʠʢʘ ʜʣʷ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 
ʢʘʨʪʳ, ʥʘʙʦʨ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʜʘʥ ʩ ʧʦʤʦʱʴʶ ʵʪʦʡ ʢʦʤʘʥʜʳ. 

ʅʘʙʦʨ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʟʘʜʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʪʦʢʦʣʦʚ IPsec: Encapsulation Security 
Protocol (ESP) ʠ Authentication Header (AH) ʠ ʫʢʘʟʳʚʘʝʪ ʢʘʢʠʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ 
ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩ ʵʪʠʤʠ ʧʨʦʪʦʢʦʣʘʤʠ. ɼʘʥʥʳʝ ʧʨʦʪʦʢʦʣʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ ʧʦ 
ʦʪʜʝʣʴʥʦʩʪʠ, ʪʘʢ ʠ ʦʙʘ ʦʜʥʦʚʨʝʤʝʥʥʦ. 

ɼʣʷ ʩʦʟʜʘʥʠʷ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʩʣʝʜʫʝʪ ʦʧʠʩʘʪʴ ʦʪ ʦʜʥʦʛʦ ʜʦ ʪʨʝʭ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. 
ʂʘʞʜʦʝ ʠʟ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʜʦʣʞʥʦ ʩʦʜʝʨʞʘʪʴ ʦʧʠʩʘʥʠʝ ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʦʪʦʢʦʣʦʚ (AH, ESP) 
ʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ. 

ɼʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʨʝʞʠʤʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʥʘʙʦʨʦʤ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʢʦʤʘʥʜʘ 

mode. 
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ɼʦʧʫʩʪʠʤʳʝ ʢʦʤʙʠʥʘʮʠʠ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ 

ʊʘʙʣʠʮʘ 11 

ʊʠʧ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʀʤ ̫ ʆʧʠʩʘʥʠʝ 

AH Transform 

(ʦʜʠʥ ʠʟ ʩʧʠʩʢʘ) 

ah-md5-hmac 
ʇʨʦʪʦʢʦʣ ɸʅ c ʘʣʛʦʨʠʪʤʦʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ MD5 

ah-sha-hmac 
ʇʨʦʪʦʢʦʣ ɸʅ ʩ ʘʣʛʦʨʠʪʤʦʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ SHA 

ah-gost-28147-mac 
ʇʨʦʪʦʢʦʣ ɸʅ ʩ ʘʣʛʦʨʠʪʤʦʤ 
ɻʆʉʊ 28147-89 (ʚ ʨʝʞʠʤʝ 
ʚʳʨʘʙʦʪʢʠ ʠʤʠʪʦʚʩʪʘʚʢʠ) 

ah-belt-mac 
ʇʨʦʪʦʢʦʣ ɸʅ ʩ ʘʣʛʦʨʠʪʤʦʤ 
ʉʊɹ 34.101.31 

ah-sbt1176-hmac 
ʇʨʦʪʦʢʦʣ ɸʅ ʩ ʘʣʛʦʨʠʪʤʦʤ 
ʉʊɹ 1176.1-99 

ESP Encryption Transform 

(ʦʜʠʥ ʠʟ ʩʧʠʩʢʘ) 

esp-null 
ʇʨʦʪʦʢʦʣ ESP ʩ ʘʣʛʦʨʠʪʤʦʤ 
Null. 

esp-des 
ʇʨʦʪʦʢʦʣ ESP ʩ 56-ʙʠʪʥʳʤ 
ʘʣʛʦʨʠʪʤʦʤ DES 

esp-3des 
ʇʨʦʪʦʢʦʣ ESP ʩ 168-ʙʠʪʥʳʤ 
ʘʣʛʦʨʠʪʤʦʤ 3DES 

esp-aes-128 
ʇʨʦʪʦʢʦʣ ESP ʩ 128-ʙʠʪʥʳʤ 
ʘʣʛʦʨʠʪʤʦʤ AES 

esp-aes-192 
ʇʨʦʪʦʢʦʣ ESP c 192-ʙʠʪʥʳʤ 
ʘʣʛʦʨʠʪʤʦʤ AES 

esp-aes-256 
ʇʨʦʪʦʢʦʣ ESP c 256-ʙʠʪʥʳʤ 
ʘʣʛʦʨʠʪʤʦʤ AES 

esp-gost28147-cbc 

ʇʨʦʪʦʢʦʣ ESP ʩ ʘʣʛʦʨʠʪʤʦʤ 
ɻʆʉʊ 28147-89 (ʚ ʨʝʞʠʤʝ 
ʛʘʤʠʨʦʚʘʥʠʷ ʩ ʦʙʨʘʪʥʦʡ 
ʩʚʷʟʴʶ) 

esp-belt 

ʇʨʦʪʦʢʦʣ ESP ʩ ʘʣʛʦʨʠʪʤʦʤ 
ʉʊɹ 34.101.31-2011 (ʚ 
ʨʝʞʠʤʝ ʛʘʤʠʨʦʚʘʥʠʷ ʩ 
ʦʙʨʘʪʥʦʡ ʩʚʷʟʴʶ) 

ESP Authentication Transform 

(ʦʜʠʥ ʠʟ ʩʧʠʩʢʘ) 

esp-md5-hmac 
ʇʨʦʪʦʢʦʣ ESP ʩ ʘʣʛʦʨʠʪʤʦʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ MD5 

esp-sha-hmac 
ʇʨʦʪʦʢʦʣ ESP ʩ ʘʣʛʦʨʠʪʤʦʤ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ SHA 

esp-gost28147-mac 
ʇʨʦʪʦʢʦʣ ESP ʩ ʘʣʛʦʨʠʪʤʦʤ 
ɻʆʉʊ 28147-89 (ʚ ʨʝʞʠʤʝ 
ʚʳʨʘʙʦʪʢʠ ʠʤʠʪʦʚʩʪʘʚʢʠ) 
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ʊʠʧ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʀʤ ̫ ʆʧʠʩʘʥʠʝ 

esp-belt-mac 

ʇʨʦʪʦʢʦʣ ESP ʩ ʘʣʛʦʨʠʪʤʦʤ 
ʉʊɹ 34.101.31-2011 (ʚ 
ʨʝʞʠʤʝ ʚʳʨʘʙʦʪʢʠ 
ʠʤʠʪʦʚʩʪʘʚʢʠ) 

 

ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ, ʯʪʦʙʳ ʙʳʣ ʝʜʠʥʩʪʚʝʥʥʳʡ ESP transform esp-null (ʙʝʟ ESP authenticator). ɺ 
ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

ESP: NULL cipher  requires  ESP authenticator  

 

ʋʜʘʣʝʥʠʝ 

ɽʩʣʠ ʧʨʠ ʫʜʘʣʝʥʠʠ ʚʚʝʩʪʠ ʠʤʷ ʥʝʩʫʱʝʩʪʚʫʶʱʝʛʦ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʙʫʜʝʪ ʚʳʜʘʥʦ 
ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

Could not find crypto transform set <transform - set - name> 

ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʫʜʘʣʝʥʠʝ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʥʘ ʢʦʪʦʨʳʡ ʧʨʠʩʫʪʩʪʚʫʶʪ ʩʩʳʣʢʠ ʚ 
ʩʪʘʪʠʯʝʩʢʦʡ ʠ/ʠʣʠ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʘʭ. ɺ ʧʦʜʦʙʥʦʡ ʩʠʪʫʘʮʠʠ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ 
ʚʠʜʘ: 

Transform - set  <transform - set - name> is  in  use  by  the  crypto - map( s):  

<crypto - map- name1> < crypto - map- seq - num1>[, < crypto - map- name2> < crypto -

map- seq - num2>...]  

Transform - set <transform - set - name> is in use by the dynamic crypto - map 

template(s):  <crypto - dynamic - map- name1> <crypto - dynamic - map- seq -

num1>[, <crypto - dynamic - map- name2> <crypto - dynamic - map- seq - num2>...]  

First r emove the transform - set from the above crypto map(s)/dynamic 

crypto map template(s) . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɺ ʇʨʦʜʫʢʪʝ Bel VPN Gate ʦʪʩʫʪʩʪʚʫʝʪ ʧʦʜʜʝʨʞʢʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ IP Compression 
Transform. 

 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʚʝʜʝʥʥʦʤ ʥʠʞʝ ʧʨʠʤʝʨʝ ʟʘʜʘʥʳ ʜʚʘ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʝ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʘʣʛʦʨʠʪʤʳ ʨʘʟʣʠʯʥʦʡ ʩʣʦʞʥʦʩʪʠ: 

Router(config)#crypto ipsec transform - set ts esp - 3des esp - sha - hmac 

Router(config)#crypto ipsec transform - set gost ah - md5- hmac esp - des  
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mode (IPsec) 

ʂʦʤʘʥʜʘ mode ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʨʝʞʠʤʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʥʘʙʦʨʦʤ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. 

ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʝʞʠʤʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʩ ʧʨʝʬʠʢʩʦʤ no.  

 

ʉʠʥʪʘʢʩʠʩ mode [tunnel  | transport ] 

 no mode  

tunnel  ʧʘʨʘʤʝʪʨ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʡ ʪʫʥʥʝʣʴʥʳʡ ʨʝʞʠʤ 

transport  ʧʘʨʘʤʝʪʨ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʡ ʪʨʘʥʩʧʦʨʪʥʳʡ ʨʝʞʠʤ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ ʉrypto transform configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʪʫʥʥʝʣʴʥʳʡ ʨʝʞʠʤ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ mode ʜʣʷ ʷʚʥʦʛʦ ʫʢʘʟʘʥʠʷ ʨʝʞʠʤʘ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʥʘʙʦʨʦʤ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʠʣʠ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʝʞʠʤʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. ɽʩʣʠ ʢʦʤʘʥʜʘ mode ʚʚʝʜʝʥʘ 

ʙʝʟ ʧʘʨʘʤʝʪʨʦʚ, ʪʦ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɽʩʣʠ ʩʦʟʜʘʥʥʳʝ ʥʘʙʦʨʳ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʜʥʦʡ ʠ ʪʦʡ ʞʝ 

ʟʘʧʠʩʴʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ (ʩʤ. ʢʦʤʘʥʜʫ set  transform - set ), ʪʦ ʵʪʠ ʥʘʙʦʨʳ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʜʦʣʞʥʳ ʠʤʝʪʴ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʨʝʞʠʤ. 

 

ʇʨʠʤʝʨ 

Router(config)#crypto ipsec transform - set inner - tunnel ah- gost - 28147 -

mac esp - gost28147 esp - gost3411 - hmac 

 Router(cfg - crypto - trans)#mode tunnel  

 Router(cfg - crypto - trans)# exit  
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ʃʧʥʙʦʝʴ ʝʤʸ ʩʙʚʧʫʴ ʪ IKECFG ʨʬʤʧʥ 

ip local pool 

ʂʦʤʘʥʜʘ ip  local  pool  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ IKECFG ʧʫʣʘ ʘʜʨʝʩʦʚ ï ʥʘʙʦʨʘ 

(ʜʠʘʧʘʟʦʥʘ) IP-ʘʜʨʝʩʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʚʳʜʘʚʘʪʴʩʷ ʧʘʨʪʥʝʨʘʤ, ʥʘʧʨʠʤʝʨ, ʤʦʙʠʣʴʥʦʤʫ 
ʢʣʠʝʥʪʫ, ʧʦʩʣʝ ʫʩʪʘʥʦʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʷ ʠ ʟʘʧʨʦʩʘ IP-ʘʜʨʝʩʘ ʠʟ IKECFG ʧʫʣʘ.  

ɼʣʷ ʫʜʘʣʝʥʠʷ ʧʫʣʘ ʘʜʨʝʩʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ ip local po ol  poolname low - ip - address [high - ip - address]  

 no ip local pool  poolname low - ip - address  [high - ip -

address ] 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʚʩʝʛʦ ʥʘʙʦʨʘ ʣʦʢʘʣʴʥʳʭ ʘʜʨʝʩʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ 

 no ip  local  pool  poolname  

poolname  ʠʤʷ, ʧʨʠʩʚʘʠʚʘʝʤʦʝ ʧʫʣʫ ʘʜʨʝʩʦʚ. 

low - ip - address  ʥʘʯʘʣʴʥʳʡ ʘʜʨʝʩ ʜʠʘʧʘʟʦʥʘ ʣʦʢʘʣʴʥʳʭ ʘʜʨʝʩʦʚ. 

high - ip - address   ʢʦʥʝʯʥʳʡ ʘʜʨʝʩ ʜʠʘʧʘʟʦʥʘ ʣʦʢʘʣʴʥʳʭ ʘʜʨʝʩʦʚ. ʅʝʦʙʷʟʘʪʝʣʴʥʳʡ 

ʧʘʨʘʤʝʪʨ.  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ IKECFG ʧʫʣʘ IP-ʘʜʨʝʩʦʚ.  

ʇʦʚʪʦʨʥʳʡ ʚʳʟʦʚ ʢʦʤʘʥʜʳ ʩ ʜʨʫʛʠʤ ʜʠʘʧʘʟʦʥʦʤ ʘʜʨʝʩʦʚ ʜʦʙʘʚʣʷʝʪ ʵʪʦʪ ʜʠʘʧʘʟʦʥ ʚ ʧʫʣ. 

ɽʩʣʠ ʥʦʚʳʡ ʜʠʘʧʘʟʦʥ ʧʝʨʝʩʝʢʘʝʪʩʷ ʩ ʨʘʥʝʝ ʚʚʝʜʝʥʥʳʤ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ 

ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: %IP  address  range  overlaps  with  pool : < pool -

name>.  

ɽʩʣʠ ʧʝʨʚʳʡ ʘʜʨʝʩ ʜʠʘʧʘʟʦʥʘ ʙʦʣʴʰʝ ʚʪʦʨʦʛʦ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: %Bad IP  range , < low - ip - address > -  <high - ip - address >. 

ɺ ʧʫʣ ʘʜʨʝʩʦʚ ʤʦʛʫʪ ʙʳʪʴ ʚʳʜʝʣʝʥʳ ʘʜʨʝʩʘ ʢʘʢ ʠʟ ʟʘʱʠʱʘʝʤʦʡ ʰʣʶʟʦʤ (Bel VPN Gate) 
ʧʦʜʩʝʪʠ, ʪʘʢ ʠ ʘʜʨʝʩʘ, ʥʝʧʝʨʝʩʝʢʘʶʱʠʝʩʷ ʩ ʟʘʱʠʱʘʝʤʦʡ ʧʦʜʩʝʪʴʶ. 

ʇʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʥʠ ʙʫʜʫʪ ʧʦʣʫʯʘʪʴ IP-ʘʜʨʝʩʘ ʠʟ ʵʪʦʛʦ ʥʘʙʦʨʘ. 

ɽʩʣʠ ʢʦʥʝʯʥʳʡ ʘʜʨʝʩ ʧʫʣʘ ʥʝ ʟʘʜʘʥ ï ʙʫʜʝʪ ʩʦʟʜʘʥ ʧʫʣ, ʩʦʩʪʦʷʱʠʡ ʠʟ ʦʜʥʦʛʦ ʘʜʨʝʩʘ. 

ʆʜʠʥ ʩʦʟʜʘʥʥʳʡ ʧʫʣ ʘʜʨʝʩʦʚ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʦʙʱʠʤ ʜʣʷ ʪʝʭ ʢʨʠʧʪʦʢʘʨʪ, ʢʦʪʦʨʳʝ ʥʝ ʠʤʝʶʪ 

ʩʦʙʩʪʚʝʥʥʦʛʦ ʧʫʣʘ ʠ ʫ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʛ crypto  map map- name client  

configuration  address  { initiate | respond } . ɼʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ  

crypto isakmp client configuration address - pool local pool - name.  

ɽʩʣʠ ʦʙʱʠʡ ʧʫʣ ʫʞʝ ʟʘʜʘʥ, ʪʦ ʧʦʩʣʝʜʥʷʷ ʢʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ 

ʦʰʠʙʢʝ: % Remove current  pool  first . 
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ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʠʪʴ ʧʫʣ ʤʦʞʥʦ ʮʝʣʠʢʦʤ ʣʠʙʦ ʪʦʣʴʢʦ ʦʜʠʥ ʜʠʘʧʘʟʦʥ ʘʜʨʝʩʦʚ ʠʟ ʧʫʣʘ. 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʚʩʝʛʦ ʧʫʣʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ: 

no ip  local  pool  poolname  

ʋʜʘʣʝʥʠʝ ʜʠʘʧʘʟʦʥʘ ʠʟ ʧʫʣʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʤʘʥʜʦʡ: 

no ip local pool poolname low - ip - address [high - ip - address] . 

ʋʜʘʣʝʥʠʝ ʧʦʩʣʝʜʥʝʛʦ ʜʠʘʧʘʟʦʥʘ ʠʟ ʧʫʣʘ ʵʢʚʠʚʘʣʝʥʪʥʦ ʫʜʘʣʝʥʠʶ ʚʩʝʛʦ ʧʫʣʘ. ʊʘʢʘʷ ʢʦʤʘʥʜʘ 

ʤʦʞʝʪ ʙʳʪʴ ʦʪʚʝʨʛʥʫʪʘ ʩ ʦʰʠʙʢʦʡ, ʝʩʣʠ ʥʘ ʧʫʣ ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʩʳʣʢʘ ʠʟ ʢʦʤʘʥʜʳ set  pool  

(ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ crypto map). ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: % Cannot remove the pool. 
It is used by: crypto map(s): "cmap 10", "cmap 20"; dynamic map(s): "dmap 10", "dmap 20". 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ɼʦʧʫʩʢʘʝʪʩʷ ʫʜʘʣʝʥʠʝ ʚʩʝʛʦ ʧʫʣʘ, ʚ Cisco IOS ï ʥʝʪ. 

¶ ʇʦʚʝʜʝʥʠʝ ʧʨʠ ʫʜʘʣʝʥʠʠ ʜʠʘʧʘʟʦʥʘ ʧʫʣʘ ʦʪʣʠʯʘʝʪʩʷ ʦʪ Cisco IOS, ʪʘʢ ʢʘʢ ʪʘʤ ʥʝʪ 

ʢʦʤʘʥʜʳ set pool . 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʧʫʣʘ IP-ʘʜʨʝʩʦʚ ʩ ʠʤʝʥʝʤ ' localpool ' , ʩʦʜʝʨʞʘʱʝʛʦ 1024 

IP-ʘʜʨʝʩʘ: 

Router(config)#ip local pool localpool 10.1.1.0 10.1.4. 255  

 

ʇʨʠʤʝʯʘʥʠʝ 

ɽʩʣʠ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʘʚʪʦʨʠʟʘʮʠʠ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ RADIUS-ʩʝʨʚʝʨ, ʪʦ 
ʦʜʥʦʚʨʝʤʝʥʥʦ ʥʘʩʪʨʘʠʚʘʪʴ IKECFG ʧʘʨʘʤʝʪʨʳ ʥʘ ʦʪʜʝʣʴʥʦʤ ʉ-ʊʝʨʨʘ ʐʣʶʟʝ ʠ ʥʘ RADIUS-
ʩʝʨʚʝʨʝ ʢʨʘʡʥʝ ʥʝʞʝʣʘʪʝʣʴʥʦ: 

1. ɽʩʣʠ ʙʫʜʝʪ ʫʢʘʟʘʥ ʣʦʢʘʣʴʥʳʡ IKECFG ʧʫʣ, ʪʦ ʚ ʩʣʫʯʘʝ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ ʘʚʪʦʨʠʟʘʮʠʠ 
ʦʪ RADIUS-ʩʝʨʚʝʨʘ, ʙʫʜʫʪ ʟʘʜʝʡʩʪʚʦʚʘʥʳ ʜʘʥʥʳʝ ʠʟ ʣʦʢʘʣʴʥʦʛʦ IKECFG ʧʫʣʘ, ʘ 
ʜʘʥʥʳʝ ʦʪ RADIUS-ʩʝʨʚʝʨʘ ʙʫʜʫʪ ʠʛʥʦʨʠʨʦʚʘʪʴʩʷ. 

2. ɽʩʣʠ RADIUS-ʩʝʨʚʝʨ ʚʳʜʘʣ Framed-IP-Address (Framed-IP-Address ï ʘʪʨʠʙʫʪ RADIUS-
ʩʝʨʚʝʨʘ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ IKECFG-ʘʜʨʝʩʫ, ʚʳʩʳʣʘʝʤʦʤʫ ʉ-ʊʝʨʨʘ ʐʣʶʟʦʤ ʧʘʨʪʥʝʨʫ), 
ʢʦʪʦʨʳʡ ʧʦʧʘʜʘʝʪ ʚ ʦʜʠʥ ʠʟ ʧʫʣʦʚ ʘʜʨʝʩʦʚ, ʟʘʜʝʡʩʪʚʦʚʘʥʥʳʭ ʚ ʩʦʟʜʘʚʘʝʤʦʡ ʧʦʣʠʪʠʢʝ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʦ ʉ-ʊʝʨʨʘ ʐʣʶʟ ʠʛʥʦʨʠʨʫʝʪ ʘʚʪʦʨʠʟʘʮʠʦʥʥʳʝ ʜʘʥʥʳʝ ʦʪ RADIUS-
ʩʝʨʚʝʨʘ ʠ ʧʳʪʘʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʩʦʝʜʠʥʝʥʠʝ ʩ ʧʘʨʪʥʸʨʦʤ ʙʝʟ IKECFG. 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     132 

crypto isakmp client configuration address-pool local 

ʂʦʤʘʥʜʘ crypto  isakmp  client  configuration  address - pool  local  ʧʨʠʤʝʥʷʝʪʩʷ 

ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʧʫʣʘ ʘʜʨʝʩʦʚ ʚ ʢʘʯʝʩʪʚʝ ʦʙʱʝʛʦ ʧʫʣʘ. 

ʆʪʤʝʥʠʪʴ ʥʘʟʥʘʯʝʥʥʳʡ ʦʙʱʠʡ ʧʫʣ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto isakmp client configuration address - pool local  
pool - name 

 no crypto isakmp client configuration address - pool 

local  

pool - name ʠʤʷ ʦʙʱʝʛʦ ʧʫʣʘ IP-ʘʜʨʝʩʦʚ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʣʝ ʩʦʟʜʘʥʠʷ ʧʫʣʘ ʢʦʤʘʥʜʦʡ ip  local  pool , ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ crypto  isakmp  

client  configuration  address - pool  local  ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʩʦʟʜʘʥʥʦʛʦ ʧʫʣʘ ʚ ʢʘʯʝʩʪʚʝ 

ʦʙʱʝʛʦ.  

ɼʣʷ ʧʨʠʚʷʟʢʠ ʪʘʢʦʛʦ ʦʙʱʝʛʦ ʧʫʣʘ ʢʦ ʚʩʝʤ ʢʨʠʧʪʦʢʘʨʪʘʤ ʩ ʠʤʝʥʝʤ map- name ʠʩʧʦʣʴʟʫʡʪʝ 

ʢʦʤʘʥʜʫ crypto  map map- name client  configuration  address  

{ initiate | respond }. ʇʫʣ ʙʫʜʝʪ ʷʚʣʷʪʴʩʷ ʦʙʱʠʤ ʜʣʷ ʚʩʝʭ ʢʨʠʧʪʦʢʘʨʪ ʩ ʠʤʝʥʝʤ map- name, 

ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʝʭ ʢʘʨʪ, ʜʣʷ ʢʦʪʦʨʳʭ ʧʫʣ ʟʘʜʘʥ ʷʚʥʦ ʢʦʤʘʥʜʦʡ set  pool  name ʚ ʨʝʞʠʤʝ 

ʥʘʩʪʨʦʡʢʠ ʢʦʤʘʥʜʳ crypto  map map- name seq - num ipsec - isakmp . 

ɼʦʧʫʩʢʘʝʪʩʷ ʟʘʜʘʚʘʪʴ ʥʝʩʫʱʝʩʪʚʫʶʱʠʡ ʧʫʣ ʘʜʨʝʩʦʚ, ʥʦ ʧʨʠ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʠ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʧʨʠʩʫʪʩʪʚʦʚʘʣʘ ʩʩʳʣʢʘ ʥʘ ʩʫʱʝʩʪʚʫʶʱʠʡ ʧʫʣ, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 

ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ ʦʩʪʘʥʦʚʠʪʩʷ ʩ ʚʳʜʘʯʝʡ ʦʰʠʙʢʠ: Address  pool  "< pool - name>" not  

found . Conversion  aborted .  

ɼʦʧʫʩʢʘʝʪʩʷ ʫʜʘʣʷʪʴ ʧʫʣ ʘʜʨʝʩʦʚ, ʥʘ ʢʦʪʦʨʳʡ ʩʩʳʣʘʝʪʩʷ ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ. 

ɽʩʣʠ ʟʘʜʘʥ ʦʙʱʠʡ ʧʫʣ ʜʣʷ ʚʩʝʭ ʢʨʠʧʪʦʢʘʨʪ ʩ ʠʤʝʥʝʤ map-name, ʥʦ ʜʣʷ ʦʜʥʦʡ ʠʟ ʵʪʠʭ 

ʢʨʠʧʪʦʢʘʨʪ ʟʘʜʘʥʘ ʢʦʤʘʥʜʘ set  pool  <none >, ʪʦ ʜʣʷ ʵʪʦʡ ʢʨʠʧʪʦʢʘʨʪʳ ʧʫʣ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ. 

ɽʩʣʠ ʚ ʨʘʟʥʳʭ ʢʨʠʧʪʦʢʘʨʪʘʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʚʷʟʢʘ ʢ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʧʫʣʫ, ʚ ʵʪʠʭ 
ʢʨʠʧʪʦʢʘʨʪʘʭ ʥʘʩʪʨʦʡʢʠ DNS ʠ ʜʦʤʝʥʥʦʛʦ ʩʫʬʬʠʢʩʘ ʜʦʣʞʥʘ ʧʦʣʥʦʩʪʴʶ ʩʦʚʧʘʜʘʪʴ. ʇʦʜʨʦʙʥʦʝ 

ʦʧʠʩʘʥʠʝ ʜʘʥʦ ʜʣʷ ʢʦʤʘʥʜʳ set  pool . 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʦʙʱʝʛʦ ʧʫʣʘ ʘʜʨʝʩʦʚ " main "  ʠ ʧʨʠʚʷʟʢʠ ʝʛʦ ʢ 

ʢʨʠʧʪʦʢʘʨʪʘʤ ʩ ʠʤʝʥʝʤ " dmap"  ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE: 

Router(config)#crypto isakmp client configuration address - pool local 

main  

Router(config)# crypt o map dmap client configuration address initiate  
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crypto map client configuration address 

ʂʦʤʘʥʜʘ crypto  map client  configuration  address  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ 

ʦʙʱʝʛʦ ʧʫʣʘ ʘʜʨʝʩʦʚ ʢʦ ʚʩʝʤ ʢʨʠʧʪʦʢʘʨʪʘʤ ʩ ʟʘʜʘʥʥʳʤ ʠʤʝʥʝʤ, ʘ ʪʘʢʞʝ ʟʘʜʘʝʪ ʩʧʦʩʦʙ 
ʚʳʜʘʯʠ IP-ʘʜʨʝʩʘ ʧʘʨʪʥʝʨʫ ʧʦ ʧʨʦʪʦʢʦʣʫ IKECFG, ʨʘʙʦʪʘ ʩ ʢʦʪʦʨʳʤ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʧʦ 
ʫʢʘʟʘʥʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ. 

ʆʪʤʝʥʠʪʴ ʧʨʠʚʷʟʢʫ ʢ ʦʙʱʝʤʫ ʧʫʣʫ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

ʉʠʥʪʘʢʩʠʩ crypto map  map- name client configuration address 

{initia te  | respond } 

 no crypto map  map- name client configuration address 

{initiate  | respond } 

map- name ʠʤʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. 

initiate  ʙʝʟ ʟʘʧʨʦʩʘ ʧʘʨʪʥʝʨʘ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʜʘʝʪ IP-ʘʜʨʝʩ ʠʟ IKECFG 

ʧʫʣʘ ʧʘʨʪʥʝʨʫ, ʧʨʠ ʝʛʦ ʧʦʧʳʪʢʝ ʩʦʟʜʘʪʴ IPsec SA ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʩʚʦʝʛʦ ʨʝʘʣʴʥʦʛʦ IP. 

respond   ʧʦ ʟʘʧʨʦʩʫ ʧʘʨʪʥʝʨʘ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʜʘʝʪ ʧʘʨʪʥʝʨʫ IP-ʘʜʨʝʩ ʠʟ 

IKECFG ʧʫʣʘ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʦʫʪʝʨ ʥʝ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʧʦ ʜʘʥʥʦʡ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ ʧʦ ʧʨʦʪʦʢʦʣʫ IKECFG. 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ crypto  map client  configuration  address  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ 

ʦʙʱʝʛʦ ʧʫʣʘ ʘʜʨʝʩʦʚ, ʥʘʟʥʘʯʝʥʥʦʛʦ ʢʦʤʘʥʜʦʡ crypto  isakmp  client  configuration  

address - pool  local , ʢʦ ʚʩʝʤ ʢʨʠʧʪʦʢʘʨʪʘʤ ʩ ʠʤʝʥʝʤ map- name. ɼʦʧʫʩʢʘʝʪʩʷ ʚʚʦʜ ʜʘʥʥʦʡ 

ʢʦʤʘʥʜʳ, ʝʩʣʠ ʟʘʧʠʩʠ ʜʣʷ ʫʢʘʟʳʚʘʝʤʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʦʪʩʫʪʩʪʚʫʶʪ. 

ɺ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʇʨʦʜʫʢʪʘ ʚʚʦʜ ʢʦʤʘʥʜʳ ʩ ʦʧʮʠʝʡ initiate  ʠʣʠ respond  ʣʠʙʦ ʚʚʦʜ ʜʚʫʭ 

ʢʦʤʘʥʜ ʩ ʦʧʮʠʷʠ initiate  ʠ respond  ʧʨʠʚʦʜʠʪ ʢ ʦʜʠʥʘʢʦʚʦʤʫ ʧʦʚʝʜʝʥʠʶ ʰʣʶʟʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɽʩʣʠ ʚ ʨʘʟʥʳʭ ʢʨʠʧʪʦʢʘʨʪʘʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʚʷʟʢʘ ʢ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʧʫʣʫ, ʚ ʵʪʠʭ 
ʢʨʠʧʪʦʢʘʨʪʘʭ ʥʘʩʪʨʦʡʢʠ DNS ʠ ʜʦʤʝʥʥʦʛʦ ʩʫʬʬʠʢʩʘ ʜʦʣʞʥʘ ʧʦʣʥʦʩʪʴʶ ʩʦʚʧʘʜʘʪʴ. ʇʦʜʨʦʙʥʦʝ 

ʦʧʠʩʘʥʠʝ ʜʘʥʦ ʜʣʷ ʢʦʤʘʥʜʳ set  pool . 

 

ʂʦʤʘʥʜʘ ʫʜʘʣʝʥʠʷ ʚʩʝʛʦ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʚ ʢʨʠʧʪʦʢʘʨʪʝ no crypto  map map- name ʫʜʘʣʷʝʪ 

ʪʘʢʞʝ ʠ ʚʩʝ ʢʦʤʘʥʜʳ crypto  map client  configuration  address , ʦʪʥʦʩʷʱʠʝʩʷ ʢ 

ʜʘʥʥʦʤʦʡ ʢʨʠʧʪʦʢʘʨʪʝ. 

ʆʜʥʘʢʦ ʫʜʘʣʝʥʠʝ ʧʦʩʣʝʜʥʝʡ ʥʫʤʝʨʦʚʘʥʥʦʡ ʟʘʧʠʩʠ ʚ ʢʨʠʧʪʦʢʘʨʪʝ no crypto  map map- name 

seq - num ʥʝ ʫʜʘʣʷʝʪ ʢʦʤʘʥʜʳ crypto  map client  configuration  address . 

 

ʆʪʤʝʥʘ ʧʨʠʚʷʟʢʠ: 

no crypto map map - name client configuration address {initiate | respond}  

ʇʦ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ ʫʜʘʣʷʝʪʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʠʟ ʚʘʨʠʘʥʪʦʚ ï initiate  ʠʣʠ respond . ɽʩʣʠ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʠʩʫʪʩʪʚʫʶʪ ʦʙʘ ʚʘʨʠʘʥʪʘ ʢʦʤʘʥʜʳ, ʪʦ ʜʣʷ ʠʭ ʫʜʘʣʝʥʠʷ ʥʘʜʦ ʚʚʝʩʪʠ ʜʚʝ 
ʢʦʤʘʥʜʳ. 

ɽʩʣʠ ʢʦʤʘʥʜʘ ʦʪʤʝʥʳ ʧʨʠʚʷʟʢʠ ʫʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʚʘʨʠʘʥʪʘ, ʦʪʩʫʪʩʪʚʫʶʱʝʛʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, 
ʥʦ, ʧʨʠ ʵʪʦʤ, ʧʨʠʩʫʪʩʪʚʫʝʪ ʭʦʪʷ ʙʳ ʦʜʥʘ ʟʘʧʠʩʴ, ʦʪʥʦʩʷʱʘʷʩʷ ʢ ʜʘʥʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 
ʢʘʨʪʝ, ʪʦ ʢʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ ʙʝʟ ʚʳʚʦʜʘ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʝ. 
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ɽʩʣʠ ʦʪʤʝʥʳ ʧʨʠʚʷʟʢʠ ʫʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ, ʢʦʪʦʨʳʡ ʧʦʣʥʦʩʪʴʶ 

ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Could  not  find  crypto  map 

<map- name>. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʟʘʜʘʥʠʷ ʧʫʣʘ "main", ʥʘʟʥʘʯʝʥʠʝ ʝʛʦ ʚ ʢʘʯʝʩʪʚʝ ʦʙʱʝʛʦ ʠ ʧʨʠʚʷʟʢʘ ʝʛʦ 
ʢʦ ʚʩʝʤ ʢʨʠʧʪʦʢʘʨʪʘʤ ʩ ʠʤʝʥʝʤ "card2": 

Router(config)#ip local pool main 1.1 92.1 68.1 1 192.1 68. 11.2 54 

Router(config)#crypto isakmp client configuration address - pool local 

main  

Router(config)#crypto map card2 client configuration address initiate  
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crypto dynamic-map client configuration address 

ʂʦʤʘʥʜʘ crypto  dynamic - map client  configuration  address  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʧʨʠʚʷʟʢʠ ʦʙʱʝʛʦ ʧʫʣʘ ʘʜʨʝʩʦʚ ʢʦ ʚʩʝʤ ʢʨʠʧʪʦʢʘʨʪʘʤ ʩ ʟʘʜʘʥʥʳʤ ʠʤʝʥʝʤ, ʘ ʪʘʢʞʝ ʟʘʜʘʝʪ 
ʩʧʦʩʦʙ ʚʳʜʘʯʠ IP-ʘʜʨʝʩʘ ʧʘʨʪʥʝʨʫ ʧʦ ʧʨʦʪʦʢʦʣʫ IKECFG, ʨʘʙʦʪʘ ʩ ʢʦʪʦʨʳʤ ʙʫʜʝʪ 
ʧʨʦʠʩʭʦʜʠʪʴ ʧʦ ʫʢʘʟʘʥʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ.  

ʆʪʤʝʥʠʪʴ ʧʨʠʚʷʟʢʫ ʢ ʦʙʱʝʤʫ ʧʫʣʫ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʪʦʡ ʞʝ ʢʦʤʘʥʜʳ ʩ ʧʨʝʬʠʢʩʦʤ no . 

ʉʠʥʪʘʢʩʠʩ crypto dynamic - map map- name client configuration address 

{initiate  | respond } 

 no crypto dynamic - map map- name client configuration 

address {initiate  | respond } 

map- name ʠʤʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. 

initiate  ʙʝʟ ʟʘʧʨʦʩʘ ʧʘʨʪʥʝʨʘ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʜʘʝʪ IP-ʘʜʨʝʩ ʠʟ IKECFG 

ʧʫʣʘ ʧʘʨʪʥʝʨʫ, ʧʨʠ ʝʛʦ ʧʦʧʳʪʢʝ ʩʦʟʜʘʪʴ IPsec SA ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʩʚʦʝʛʦ ʨʝʘʣʴʥʦʛʦ IP. 

respond   ʧʦ ʟʘʧʨʦʩʫ ʧʘʨʪʥʝʨʘ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʜʘʝʪ ʧʘʨʪʥʝʨʫ IP-ʘʜʨʝʩ ʠʟ 

IKECFG ʧʫʣʘ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʨʦʫʪʝʨ ʥʝ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʧʦ ʜʘʥʥʦʡ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ ʧʦ ʧʨʦʪʦʢʦʣʫ IKECFG. 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ crypto  dynamic - map client  configuration  address  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʧʨʠʚʷʟʢʠ ʦʙʱʝʛʦ ʧʫʣʘ ʘʜʨʝʩʦʚ, ʥʘʟʥʘʯʝʥʥʦʛʦ ʢʦʤʘʥʜʦʡ crypto  isakmp  client  

configuration  address - pool  local , ʢʦ ʚʩʝʤ ʢʨʠʧʪʦʢʘʨʪʘʤ ʩ ʠʤʝʥʝʤ map- name.  

ɼʦʧʫʩʢʘʝʪʩʷ ʚʚʦʜ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ, ʝʩʣʠ ʟʘʧʠʩʠ ʜʣʷ ʫʢʘʟʳʚʘʝʤʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ 
ʦʪʩʫʪʩʪʚʫʶʪ. 

ɺ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʇʨʦʜʫʢʪʘ ʚʚʦʜ ʢʦʤʘʥʜʳ ʩ ʦʧʮʠʝʡ initiate  ʠʣʠ respond , ʠʣʠ ʚʚʦʜ ʜʚʫʭ 

ʢʦʤʘʥʜ ʩ ʦʧʮʠʷʠ initiate  ʠ respond  ʧʨʠʚʦʜʠʪ ʢ ʦʜʠʥʘʢʦʚʦʤʫ ʧʦʚʝʜʝʥʠʶ ʰʣʶʟʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɽʩʣʠ ʚ ʨʘʟʥʳʭ ʢʨʠʧʪʦʢʘʨʪʘʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʚʷʟʢʘ ʢ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʧʫʣʫ, ʚ ʵʪʠʭ 
ʢʨʠʧʪʦʢʘʨʪʘʭ ʥʘʩʪʨʦʡʢʠ DNS ʠ ʜʦʤʝʥʥʦʛʦ ʩʫʬʬʠʢʩʘ ʜʦʣʞʥʘ ʧʦʣʥʦʩʪʴʶ ʩʦʚʧʘʜʘʪʴ. ʇʦʜʨʦʙʥʦʝ 

ʦʧʠʩʘʥʠʝ ʜʘʥʦ ʜʣʷ ʢʦʤʘʥʜʳ set  pool . 

 

ʂʦʤʘʥʜʘ ʫʜʘʣʝʥʠʷ ʚʩʝʛʦ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʚ ʢʨʠʧʪʦʢʘʨʪʝ no crypto  map map- name ʫʜʘʣʷʝʪ 

ʪʘʢʞʝ ʠ ʚʩʝ ʢʦʤʘʥʜʳ crypto  dynamic - map client  configuration  address , 

ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʜʘʥʥʦʤʦʡ ʢʨʠʧʪʦʢʘʨʪʝ. 

 

ʆʪʤʝʥʘ ʧʨʠʚʷʟʢʠ: 

no crypto dynamic - map map- name client configuration address 

{initiate|respond . ʇʦ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ ʫʜʘʣʷʝʪʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʠʟ ʚʘʨʠʘʥʪʦʚ ï initiate  

ʠʣʠ respond . ɽʩʣʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʠʩʫʪʩʪʚʫʶʪ ʦʙʘ ʚʘʨʠʘʥʪʘ ʢʦʤʘʥʜʳ, ʪʦ ʜʣʷ ʠʭ ʫʜʘʣʝʥʠʷ 

ʥʘʜʦ ʚʚʝʩʪʠ ʜʚʝ ʢʦʤʘʥʜʳ. 

ɽʩʣʠ ʢʦʤʘʥʜʘ ʦʪʤʝʥʳ ʧʨʠʚʷʟʢʠ ʫʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʚʘʨʠʘʥʪʘ, ʦʪʩʫʪʩʪʚʫʶʱʝʛʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, 
ʥʦ, ʧʨʠ ʵʪʦʤ, ʧʨʠʩʫʪʩʪʚʫʝʪ ʭʦʪʷ ʙʳ ʦʜʥʘ ʟʘʧʠʩʴ, ʦʪʥʦʩʷʱʘʷʩʷ ʢ ʜʘʥʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 
ʢʘʨʪʝ, ʪʦ ʢʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ ʙʝʟ ʚʳʚʦʜʘ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʝ. 
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ɽʩʣʠ ʦʪʤʝʥʳ ʧʨʠʚʷʟʢʠ ʫʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ, ʢʦʪʦʨʳʡ ʧʦʣʥʦʩʪʴʶ 

ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Could  not  find  crypto  map 

template  <dynamic - map- name>. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʩʫʪʩʪʚʫʝʪ ʚ Cisco IOS. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʦʙʱʝʛʦ ʧʫʣʘ "main", ʥʘʟʥʘʯʝʥʠʝ ʝʛʦ ʚ ʢʘʯʝʩʪʚʝ ʦʙʱʝʛʦ ʠ 
ʧʨʠʚʷʟʢʘ ʝʛʦ ʢʦ ʚʩʝʤ ʢʨʠʧʪʦʢʘʨʪʘʤ ʩ ʠʤʝʥʝʤ "card2": 

Router(config)#ip local pool main 1 92.1 68.1 1.1 1 92.1 68.1 1.2 54 

Router(config)#crypto isakmp client configuration address - pool local 

main  

Router(config)#crypto dynamic - map card2 cl ient configuration address 

initiate  
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ʃʧʥʙʦʝʴ ʪʧʠʝʙʦʡʸ ʡ ʩʞʝʙʣʫʡʩʧʛʙʦʡʸ 
ʣʩʡʨʫʧʜʩʙʭʡʰʞʪʣʡʮ ʣʙʩʫ 

crypto map (global IPsec) 

ʂʦʤʘʥʜʘ crypto  map ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʟʘʧʠʩʝʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ 

ʢʘʨʪ. ʊʘʢʞʝ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ crypto map ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʝʨʝʭʦʜ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ (Crypto map configuration).  

ɼʣʷ ʫʜʘʣʝʥʠʷ ʟʘʧʠʩʠ ʠʣʠ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʝ ʞʝ 

ʢʦʤʘʥʜʳ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto  map map- name seq - num ipsec - isakmp  [ dynamic  

dynamic - map- set ] 

 no crypto map  map- name seq - num 

map- name ʠʤʷ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ʕʪʦ ʠʤʷ 

ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʚ ʤʦʤʝʥʪ ʩʦʟʜʘʥʠʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. 

seq - num ʥʦʤʝʨ, ʧʨʠʩʚʘʠʚʘʝʤʳʡ ʦʪʜʝʣʴʥʦʡ ʟʘʧʠʩʠ ʚ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ.  

ipsec - isakmp  ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, ʯʪʦ ʜʣʷ ʜʘʥʥʦʡ ʟʘʧʠʩʠ ʧʨʠ ʩʦʟʜʘʥʠʠ IPsec SA ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʦʮʝʜʫʨʘ ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ IKE. ʕʪʦ 
ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ ʦʙʷʟʘʪʝʣʴʥʦ ʪʦʣʴʢʦ ʧʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʡ ʢʨʠʧʪʦʢʘʨʪʳ, 
ʧʨʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ ï ʤʦʞʥʦ ʥʝ ʫʢʘʟʳʚʘʪʴ. 

dynamic  ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, ʯʪʦ ʜʘʥʥʘʷ ʟʘʧʠʩʴ ʩʩʳʣʘʝʪʩʷ ʥʘ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʡ 

ʥʘʙʦʨ ʜʠʥʘʤʠʯʝʩʢʠʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ, ʩʦʟʜʘʥʥʳʭ ʢʦʤʘʥʜʦʡ 

crypto  dynamic - map. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʵʪʦʛʦ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ 

ʜʦʩʪʫʧ ʢ ʢʦʤʘʥʜʘʤ ʥʘʩʪʨʦʡʢʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʙʫʜʝʪ 
ʟʘʧʨʝʱʝʥ. ʅʝʦʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ. 

dynamic - map- set  ʠʤʷ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ, ʢʦʪʦʨʳʡ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʰʘʙʣʦʥʘ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʚ ʩʚʷʟʢʝ ʩ ʧʘʨʘʤʝʪʨʦʤ dynamic . 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ  Global configuration. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʩʫʱʝʩʪʚʣʷʝʪ 
ʧʝʨʝʭʦʜ ʚ ʨʝʞʠʤ crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʝʪ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʡ ʢʨʠʧʪʦʢʘʨʪʳ, ʥʦʚʳʭ ʟʘʧʠʩʝʡ ʚ ʥʝʡ ʠʣʠ 
ʠʟʤʝʥʝʥʠʷ ʩʫʱʝʩʪʚʫʶʱʠʭ ʟʘʧʠʩʝʡ. 

ɿʘʧʠʩʠ ʚ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪʘʭ ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʧʘʨʘʤʝʪʨʳ IPsec SA ʜʣʷ ʧʦʜʣʝʞʘʱʝʛʦ 
ʰʠʬʨʦʚʘʥʠʶ ʠʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʪʨʘʬʠʢʘ. 
ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ ʩʦʟʜʘʪʴ ʙʦʣʝʝ ʦʜʥʦʡ ʟʘʧʠʩʠ ʚ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ, ʪʦ ʩʣʝʜʫʝʪ 
ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʦʙʨʘʙʦʪʢʘ ʪʨʘʬʠʢʘ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʝʤ ʩ ʧʨʠʦʨʠʪʝʪʘʤʠ 
ʟʘʧʠʩʝʡ. ʅʘʠʤʝʥʴʰʠʡ ʥʦʤʝʨ (seq-num) ʟʘʧʠʩʠ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʝʝ ʥʘʠʚʳʩʰʝʤʫ ʧʨʠʦʨʠʪʝʪʫ ʠ 
ʥʘʦʙʦʨʦʪ ï ʯʝʤ ʚʳʰʝ ʟʥʘʯʝʥʠʝ ʥʦʤʝʨʘ ʟʘʧʠʩʠ, ʪʝʤ ʥʠʞʝ ʝʝ ʧʨʠʦʨʠʪʝʪ. ʇʘʢʝʪʳ 
ʦʙʨʘʙʘʪʳʚʘʝʤʦʛʦ ʪʨʘʬʠʢʘ ʩʥʘʯʘʣʘ ʙʫʜʫʪ ʩʨʘʚʥʠʚʘʪʴʩʷ ʩ ʟʘʧʠʩʷʤʠ ʚʳʩʰʝʛʦ ʧʨʠʦʨʠʪʝʪʘ. 
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ʂʦʤʘʥʜʘ crypto  map ʦʩʫʱʝʩʪʚʣʷʝʪ ʧʝʨʝʭʦʜ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪ r

(Crypto map configuration). ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʤʦʛʫʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ (ʦʪʨʝʜʘʢʪʠʨʦʚʘʥʳ) ʪʘʢʠʝ 
ʧʘʨʘʤʝʪʨʳ, ʢʘʢ ʧʨʠʚʷʟʢʘ ʢ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ (access list), 
ʧʘʨʪʥʝʨʘ, ʫʩʪʘʥʦʚʢʘ ʦʧʮʠʠ PFS, ʫʩʪʘʥʦʚʢʘ ʚʨʝʤʝʥʠ ʞʠʟʥʠ SA ʠ ʜʨ. ɺ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʤʦʛʫʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ: 

match  address  ʦʩʫʱʝʩʪʚʣʷʝʪ ʧʨʠʚʷʟʢʫ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʢ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʢʘʨʪʳ 

set  pfs   ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʥʘ ʩʪʘʜʠʠ ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ IPsec ʜʣʷ ʜʘʥʥʦʡ 

ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʜʦʣʞʥʘ ʙʳʪʴ ʟʘʪʨʝʙʦʚʘʥʘ ʦʧʮʠʷ 
PFS 

set  security - association  lifetime   ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʚʨʝʤʷ ʞʠʟʥʠ SA ʜʣʷ 

ʢʦʥʢʨʝʪʥʳʭ ʟʘʧʠʩʝʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ 

set  transform - set   ʫʢʘʟʳʚʘʝʪ, ʢʘʢʠʝ ʥʘʙʦʨʳ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ (transform set) ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩ ʜʘʥʥʦʡ ʟʘʧʠʩʴʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ 

set  peer  ʫʢʘʟʳʚʘʝʪ IPsec ʧʘʨʪʥʝʨʘ ʜʣʷ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ 

set  identity   ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʧʠʩʢʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ  

set  pool  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʠʤʷ ʧʫʣʘ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ 

set  ip  access - group  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ, ʧʨʠʤʝʥʷʝʤʳʝ ʢ ʚʭʦʜʷʱʠʤ 

IPsec ʧʘʢʝʪʘʤ ʧʦʩʣʝ ʜʝʢʘʧʩʫʣʷʮʠʠ, ʠʣʠ ʢ ʠʩʭʦʜʷʱʠʤ IPsec ʧʘʢʝʪʘʤ ʜʦ 
ʠʥʢʘʧʩʫʣʷʮʠʠ 

set  dns  ʟʘʜʘʝʪ DNS ʜʣʷ IKECFG 

set  domain  ʟʘʜʘʝʪ ʜʦʤʝʥʥʳʡ ʩʫʬʬʠʢʩ ʜʣʷ IKECFG 

set  client  authentication  list   ʟʘʜʘʝʪ ʩʩʳʣʢʫ ʥʘ ʩʧʠʩʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ʧʨʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ RADIUS-ʩʝʨʚʝʨʝ) 

set  client  username  ʟʘʜʘʝʪ ʩʧʦʩʦʙ ʧʦʣʫʯʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʧʨʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ RADIUS-ʩʝʨʚʝʨʝ) 

reverse - route  ʚʢʣʶʯʘʝʪ ʤʝʭʘʥʠʟʤ Reverse Route Injection (RRI). 

 

ʉʦʟʜʘʥʠʝ ʩʪʘʪʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʳ 

ʇʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʡ cr ypto  map (ʪʘʢʞʝ ʢʘʢ ʚ Cisco) ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ ipsec - isakmp  

ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʦ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʚ ʢʦʤʘʥʜʝ, ʧʨʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʠ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ 
ʢʨʠʧʪʦʢʘʨʪʳ ʜʦʧʫʩʢʘʝʪʩʷ ʩʦʢʨʘʱʝʥʥʘʷ ʟʘʧʠʩʴ ï ʵʪʦ ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ ʤʦʞʥʦ ʥʝ ʫʢʘʟʳʚʘʪʴ. 

 

ʆʛʨʘʥʠʯʝʥʠʷ 

ɸʥʘʣʦʛʠʯʥʦ Cisco ʩʫʱʝʩʪʚʫʶʪ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘ ʤʦʜʠʬʠʢʘʮʠʶ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʭ ʢʨʠʧʪʦʢʘʨʪ 
(ʫʢʘʟʘʥʠʝ ʩ ʪʝʤ ʞʝ ʠʤʝʥʝʤ ʠ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ). ɿʘʧʨʝʱʝʥʳ ʩʣʝʜʫʶʱʠʝ ʩʠʪʫʘʮʠʠ: 

¶ ʧʦʧʳʪʢʘ ʟʘʤʝʥʳ ʩʫʱʝʩʪʚʫʶʱʝʡ ʩʪʘʪʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʳ ʥʘ ʜʠʥʘʤʠʯʝʩʢʫʶ. ʅʘʧʨʠʤʝʨ: 

crypto map cmap 1 ipsec - isakmp  

...  

crypto map cmap 1 ipsec - isakmp dynamic dmap ! !! ʆʰʠʙʦʯʥʘʷ ʢʦʤʘʥʜʘ !!! 

 

¶ ʧʦʧʳʪʢʘ ʟʘʤʝʥʳ ʩʫʱʝʩʪʚʫʶʱʝʡ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʳ ʥʘ ʩʪʘʪʠʯʝʩʢʫʶ. ʅʘʧʨʠʤʝʨ:  

crypto map cmap 1 ipsec - isakmp dynamic dmap  

...  

crypto map cmap 1 ipsec - isakmp  !!! ʆʰʠʙʦʯʥʘʷ ʢʦʤʘʥʜʘ !!!  
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¶ ʧʦʧʳʪʢʘ ʟʘʤʝʥʳ ʩʩʳʣʢʠ ʥʘ ʜʨʫʛʦʡ dynamic-map-set ʚ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ ʢʨʠʧʪʦʢʘʨʪʝ. 
ʅʘʧʨʠʤʝʨ:  

crypto map cmap 1 ipsec - isakmp dynamic dmap  

...  

crypto map cmap 1 ipsec - isakmp dynamic another - dmap !!! ʆʰʠʙʦʯʥʘʷ ʢʦʤʘʥʜʘ 

!!!  

 

ɺʦ ʚʩʝʭ ʫʢʘʟʘʥʥʳʭ ʩʣʫʯʘʷʭ ʚʚʝʜʝʥʥʘʷ ʢʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ ʠ ʥʘ ʢʦʥʩʦʣʴ ʚʳʜʘʝʪʩʷ 
ʩʦʦʙʱʝʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ Cisco: "Attempt to change dynamic map tag for existing crypto map is 
ignored." 

ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ 

ɽʩʣʠ ʟʘʜʘʪʴ ʢʦʨʨʝʢʪʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ ʢʨʠʧʪʦʢʘʨʪʳ (ʪ.ʝ. ʥʝ ʧʦʧʘʜʘʶʱʫʶ ʚ 
ʦʜʠʥ ʠʟ ʫʢʘʟʘʥʥʳʭ ʨʘʥʝʝ ʦʰʠʙʦʯʥʳʭ ʩʣʫʯʘʝʚ), ʧʦʚʝʜʝʥʠʝ ʨʘʟʣʠʯʘʝʪʩʷ ʜʣʷ ʨʘʟʥʳʭ ʪʠʧʦʚ 
crypto map (ʧʦʚʝʜʝʥʠʝ ʘʥʘʣʦʛʠʯʥʦ Cisco): 

¶ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʳ ʢʦʤʘʥʜʘ ʥʠʯʝʛʦ ʥʝ ʜʝʣʘʝʪ (ʧʦʩʢʦʣʴʢʫ ʩʦʚʧʘʜʘʝʪ ʩ 
ʚʚʝʜʝʥʥʦʡ ʨʘʥʝʝ), ʦʜʥʘʢʦ ʚʦʩʧʨʠʥʠʤʘʝʪʩʷ ʢʘʢ ʢʦʨʨʝʢʪʥʘʷ 

¶ ʜʣʷ ʩʪʘʪʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʳ ʧʨʦʠʩʭʦʜʠʪ ʚʭʦʜ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ, ʚ ʢʦʪʦʨʦʤ 
ʤʦʞʥʦ ʧʦʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ crypto map (peer, ACL, transform-set ʠ ʪ.ʜ.).  

ʋʜʘʣʝʥʠʝ 

ʆʩʥʦʚʥʦʡ ʚʘʨʠʘʥʪ ʢʦʤʘʥʜʳ ʫʜʘʣʝʥʠʷ ʦʪʜʝʣʴʥʦʡ ʟʘʧʠʩʠ ʚ ʢʨʠʧʪʦʢʘʨʪʝ: 

no crypto map map - name seq - num 

ɼʦʙʘʚʣʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʣʶʯʝʚʳʭ ʩʣʦʚ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ. 

ɽʩʣʠ ʫʢʘʟʘʥʥʦʛʦ ʚ ʢʦʤʘʥʜʝ ʠʤʝʥʠ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʢʨʠʧʪʦʢʘʨʪʳ ʠʣʠ ʥʦʤʝʨʘ ʟʘʧʠʩʠ ʚ 
ʢʨʠʧʪʦʢʘʨʪʝ ʥʝ ʩʫʱʝʩʪʚʫʝʪ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ:  
ñCould not find crypto map entry <map-name> <seq-num>ò. 

ɽʩʣʠ ʫʢʘʟʘʥʥʘʷ ʚ ʢʦʤʘʥʜʝ ʟʘʧʠʩʴ ʷʚʣʷʝʪʩʷ ʝʜʠʥʩʪʚʝʥʥʦʡ ʚ ʥʘʙʦʨʝ ʟʘʧʠʩʝʡ ʢʨʠʧʪʦʢʘʨʪʳ ʠ 
ʢʨʠʧʪʦʢʘʨʪʘ ʧʨʠʚʷʟʘʥʘ ʢ ʠʥʪʝʨʬʝʡʩʫ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ 
ʦʰʠʙʢʝ: 
ñ Crypto-map <map-name> is in use by interface(s): Fa<NUM>. Please remove the crypto map from 
the above interface(s) firstò. 

 

ʂʦʤʘʥʜʘ ʫʜʘʣʝʥʠʷ ʚʩʝʛʦ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʚ ʢʨʠʧʪʦʢʘʨʪʝ (ʢʨʠʧʪʦʢʘʨʪʳ): 

no crypto  map map- name 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʜʘʣʷʝʪ ʟʘʧʠʩʠ crypto  { map | dynamic - map}  client  

configuration  address  { initiate  | respond }, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʜʘʥʥʦʡ ʢʨʠʧʪʦʢʘʨʪʝ. 

ɽʩʣʠ ʫʢʘʟʘʥʥʘʷ ʚ ʢʦʤʘʥʜʝ ʢʨʠʧʪʦʢʘʨʪʘ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʚʳʜʘʝʪʩʷ 
ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 
ñCould not find crypto map <map-name>ò 

ɽʩʣʠ ʫʢʘʟʘʥʥʘʷ ʚ ʢʦʤʘʥʜʝ ʢʨʠʧʪʦʢʘʨʪʘ ʧʨʠʚʷʟʘʥʘ ʢ ʠʥʪʝʨʬʝʡʩʫ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ 
ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 
òCrypto-map <map-name> is in use by interface(s): Fa<NUM>. Please remove the crypto map from 
the above interface(s) firstò. 

 

ɼʦʧʫʩʢʘʝʪʩʷ (ʭʦʪʷ ʠ ʥʝʦʙʷʟʘʪʝʣʴʥʦ) ʜʦʙʘʚʣʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʣʶʯʝʚʳʭ ʩʣʦʚ, ʥʘʧʨʠʤʝʨ: 

no crypto map cmap 1 ipsec - isakmp  

no crypto map cmap 1 ipsec - isakmp dynamic dmap  !!! ʊʦʣʴʢʦ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ 

crypto map !!! 
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ʂʦʤʘʥʜʘ no  ʩ ʫʢʘʟʘʥʠʝʤ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ dynamic  (ʢʘʢ ʚ ʧʦʩʣʝʜʥʝʤ ʧʨʠʤʝʨʝ) ʨʘʙʦʪʘʝʪ 

ʪʦʣʴʢʦ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ crypto map. ɽʩʣʠ ʪʘʢʫʶ ʢʦʤʘʥʜʫ ʟʘʜʘʪʴ ʜʣʷ ʩʪʘʪʠʯʝʩʢʦʡ crypto map, 
ʢʦʤʘʥʜʘ ʟʘʚʝʨʰʠʪʩʷ ʩ ʦʰʠʙʢʦʡ ʠ ʧʨʦʠʛʥʦʨʠʨʫʝʪʩʷ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʉʫʱʝʩʪʚʫʝʪ ʩʧʝʮʠʬʠʯʝʩʢʠʡ ʧʦʜʭʦʜ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʚ crypto map set  ʧʨʠʩʫʪʩʪʚʫʝʪ 

ʥʝʩʢʦʣʴʢʦ crypto maps , ʘ ʚ ʠʭ crypto - map- acls  ʩʫʱʝʩʪʚʫʶʪ ʧʝʨʝʩʝʯʝʥʠʷ ʧʦ 

ʘʜʨʝʩʘʤ, ʧʨʠʯʝʤ ʚ ʯʘʩʪʠ ʧʨʘʚʠʣ ʧʨʠʩʫʪʩʪʚʫʝʪ permit , ʘ ʚ ʜʨʫʛʠʭ ʧʨʘʚʠʣʘʭ ï deny . 

ʇʦʜʨʦʙʥʝʝ ʣʦʛʠʢʘ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ ʜʣʷ ʜʘʥʥʦʡ ʩʠʪʫʘʮʠʠ ʦʧʠʩʘʥʘ ʚ ʜʦʢʫʤʝʥʪʝ 
çʇʨʠʣʦʞʝʥʠʝè, ʨʘʟʜʝʣ çʂʦʥʚʝʨʪʦʨ. ʆʧʠʩʘʥʠʝ ʦʙʨʘʙʦʪʢʠ ʠʥʪʝʨʬʝʡʩʦʚè. 

¶ ʉʫʱʝʩʪʚʫʶʪ ʦʩʦʙʝʥʥʦʩʪʠ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ crypto map ʩ ʥʝʩʢʦʣʴʢʠʤʠ peers ʚ ʩʣʫʯʘʝ, 
ʝʩʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʥʘ preshared keys ʠ ʜʣʷ ʨʘʟʥʳʭ peers ʠʩʧʦʣʴʟʫʶʪʩʷ 
ʨʘʟʥʳʝ ʢʣʶʯʠ ʠ/ʠʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʤʝʰʘʥʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ (ʥʘ preshared keys ʠ 
ʩʝʨʪʠʬʠʢʘʪʘʭ). ʕʪʠ ʦʩʦʙʝʥʥʦʩʪʠ ʦʧʠʩʘʥʳ ʚ ʜʦʢʫʤʝʥʪʝ çʇʨʠʣʦʞʝʥʠʝè, ʚ ʨʘʟʜʝʣʝ 
çʂʦʥʚʝʨʪʦʨ. ʆʧʠʩʘʥʠʝ ʦʙʨʘʙʦʪʢʠ ʠʥʪʝʨʬʝʡʩʦʚè. 

¶ ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʪʠʧ ipsec - manual  ʠ ʟʘʜʘʥʠʝ crypto map profile . 

 

ʂʦʤʘʥʜʳ crypto  isakmp  profiles  ʠ crypto  ipsec  profiles  ʚ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʇʨʦʜʫʢʪʘ 

ʥʝ ʨʝʘʣʠʟʦʚʘʥʳ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʠʤʝʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʩʬʦʨʤʠʨʦʚʘʪʴ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʨʘʙʦʪʳ ʩ 

ʫʜʘʣʝʥʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. ʅʘʧʨʠʤʝʨ, ʠʤʝʝʪʩʷ ʢʦʤʘʥʜʘ set  identity , ʢʦʪʦʨʘʷ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪ identity ʠʥʠʮʠʘʪʦʨʘ ʠ ʧʨʠ ʨʘʙʦʪʝ ʩ ʫʜʘʣʝʥʥʳʤʠ ʢʣʠʝʥʪʘʤʠ ʧʘʨʘʤʝʪʨʳ 
ʰʠʬʨʦʚʘʥʠʷ ʠ ʚʳʜʝʣʷʝʤʳʝ ʪʫʥʥʝʣʴʥʳʝ ʘʜʨʝʩʘ ʤʦʛʫʪ ʦʧʨʝʜʝʣʷʪʴʩʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ DN 
ʩʝʨʪʠʬʠʢʘʪʘ ʠ FQDN ʢʣʠʝʥʪʘ. ʆʜʥʦʡ ʠʟ ʢʦʤʘʥʜ, ʬʦʨʤʠʨʫʶʱʠʭ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʷʚʣʷʝʪʩʷ 

ʢʦʤʘʥʜʘ set  pool , ʟʘʜʘʶʱʘʷ ʧʫʣ ʘʜʨʝʩʦʚ, ʠʟ ʢʦʪʦʨʦʛʦ ʙʫʜʫʪ ʚʳʜʝʣʷʪʴʩʷ ʘʜʨʝʩʘ ʧʦ IKECFG 

ʜʣʷ ʤʦʙʠʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ crypto  map: 

Router(config)#crypto dynamic - map mydynamicmap 10  

 Router(config - crypto - map)#match address 103  

 Router(config - crypto - map)#set transform - set my_t_set1 my_t_set2 

my_t_set3  

 

Router(config)#crypto map mymap 10 ipsec - isakmp  

 Router(config - crypto - map)#match address 101  

 Router(config - crypto - map)#set transform - set my_t_set1  

 Router(config - crypto - map)#set peer 10.0.0.1  

 Router(config - crypto - map)#set peer 10.0.0.2  

Router(config)#crypto map mymap 20 ipsec - isakmp  

 Router(config - cry pto - map)#match address 102  

 Router(config - crypto - map)#set transform - set my_t_set1 my_t_set2  

 Router(config - crypto - map)#set peer 10.0.0.3  

Router(config)#crypto map mymap 30 ipsec - isakmp dynamic mydynamicmap  

!  
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match address (crypto map) 

ʂʦʤʘʥʜʘ match  addres s ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʚʷʟʳʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʠʣʠ ʨʘʩʰʠʨʝʥʥʦʛʦ 

ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʩ ʟʘʧʠʩʴʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ʂʦʤʘʥʜʘ ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ (Crypto map configuration).  

ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʚʷʟʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʩ ʟʘʧʠʩʴʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ 

ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ match address  [access - list - id | name]  

 no match address [access - list - id | name]  

access - list - id  ʠʤʷ ʠʣʠ ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ.  

name ʠʤʷ ʩʧʠʩʢʘ ʰʠʬʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ.  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʩʝʭ ʟʘʧʠʩʝʡ ʩʪʘʪʠʯʝʩʢʠʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʠʣʠ ʨʘʩʰʠʨʝʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 
ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʣʝʜʫʝʪ ʦʧʨʝʜʝʣʠʪʴ ʵʪʦʪ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʩ 

ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ access - list  ʠʣʠ ip  access - list .  

ʉʧʠʩʦʢ ʜʦʩʪʫʧʘ, ʥʘʟʥʘʯʝʥʥʳʡ ʵʪʦʡ ʢʦʤʘʥʜʦʡ, ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ IPsec ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 
ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʡ ʩʣʝʜʫʝʪ ʠʣʠ ʥʝ ʩʣʝʜʫʝʪ ʟʘʱʠʱʘʪʴ ʰʠʬʨʦʚʘʥʠʝʤ. (ʊʨʘʬʠʢ, ʢʦʪʦʨʳʡ 
ʨʘʟʨʝʰʝʥ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ, ʙʫʜʝʪ ʟʘʱʠʱʘʪʴʩʷ. ʊʨʘʬʠʢ, ʢʦʪʦʨʳʡ ʟʘʧʨʝʱʝʥ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ, 
ʥʝ ʙʫʜʝʪ ʟʘʱʠʱʘʪʴʩʷ.)  

ʇʨʠ ʦʧʨʝʜʝʣʝʥʠʠ ʩʧʠʩʢʘ ʰʠʬʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʦʤʘʥʜʝ match  

address , ʚ ʢʦʤʘʥʜʘʭ access - list  ʠʣʠ ip  access - list  ʧʘʨʘʤʝʪʨʳ source ʠ destination 

ʦʧʨʝʜʝʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: ʚ ʢʘʯʝʩʪʚʝ source ʠʩʧʦʣʴʟʫʶʪʩʷ ʘʜʨʝʩʘ ʪʦʛʦ, ʢʦʛʦ ʙʫʜʝʪ 
ʟʘʱʠʱʘʪʴ ʜʘʥʥʳʡ ʰʣʶʟ, ʘ ʚ ʢʘʯʝʩʪʚʝ destination ï ʘʜʨʝʩʘ, ʢʦʪʦʨʳʝ ʟʘʱʠʱʘʝʪ ʧʘʨʪʥʝʨ ʧʦ 
ʩʦʝʜʠʥʝʥʠʶ.  

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʠ ʧʨʠʚʷʟʢʝ ʢ ʢʨʠʧʪʦʢʘʨʪʝ ʩʧʠʩʦʢ ʰʠʬʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʫʢʘʟʳʚʘʝʪ 
ʠʩʭʦʜʷʱʠʡ ʪʨʘʬʠʢ (ʪʘʢʞʝ ʠ ʚ Cisco IOS). 

ʇʦʤʥʠʪʝ, ʯʪʦ ʩʧʠʩʦʢ ʰʠʬʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʥʝ ʦʪʚʝʯʘʝʪ ʟʘ ʨʘʟʨʝʰʝʥʠʝ ʠʣʠ ʟʘʧʨʝʪ 
ʧʨʦʭʦʞʜʝʥʠʷ ʪʨʘʬʠʢʘ ʯʝʨʝʟ ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ. ʕʪʫ ʬʫʥʢʮʠʶ ʚʳʧʦʣʥʷʝʪ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ. 

ɿʘʤʝʯʘʥʠʝ: 

ɿʘʧʨʝʱʝʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʩʳʣʦʢ ʥʘ ʨʘʩʧʠʩʘʥʠʷ (time-range) ʚ ʩʧʠʩʢʘʭ ʰʠʬʨʦʚʘʥʥʦʛʦ 
ʜʦʩʪʫʧʘ, ʥʘ ʢʦʪʦʨʳʝ ʩʩʳʣʘʝʪʩʷ ʢʨʠʧʪʦʢʘʨʪʘ. ɺ ʩʣʫʯʘʝ ʧʨʠʩʫʪʩʪʚʠʷ ʧʦʜʦʙʥʳʭ ʩʩʳʣʦʢ ʥʘ 
ʨʘʩʧʠʩʘʥʠʝ, ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ ʙʫʜʝʪ ʧʨʝʨʚʘʥʦ ʩ ʩʦʦʙʱʝʥʠʝʤ ʦʙ ʦʰʠʙʢʝ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩ ʤʠʥʠʤʘʣʴʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ IKE ʜʣʷ ʩʦʟʜʘʥʠʷ SA. 

Router(config)#crypto map mymap 10 ipsec - isakmp  

 Router(config - crypto - map)#match address 101  

 Router(config - crypto - map)#s et transform - set my_t_set1  

 Router(config - crypto - map)#set peer 10.0.0.1  
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set ip access-group 

ʂʦʤʘʥʜʘ set  ip  access - group  ʟʘʜʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ, 

ʧʨʠʩʦʝʜʠʥʷʝʤʳʝ ʢ IPsec SA. ʇʨʦʚʝʨʢʘ ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʧʠʩʢʫ ʜʦʩʪʫʧʘ ʚʳʧʦʣʥʷʝʪʩʷ ʚʥʫʪʨʠ 
IPsec ʧʦʩʣʝ ʜʝʢʘʧʩʫʣʷʮʠʠ ʠ ʜʦ ʠʥʘʢʧʩʫʣʷʮʠʠ ʧʘʢʝʪʘ.  

ɼʣ ̫ʦʪʤʝʥʳ ʬʠʣʴʪʨʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set ip access - group {access - list - number | access - list -

name} { in  | out }  

 no set ip access - group  {access - list - number | access -

list - name} { in  | out }  

access - list - number  ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʯʠʩʣʦʤ ʠʟ ʜʠʘʧʘʟʦʥʘ 1-199 

ʠʣʠ 1300-2699 

access - list - name ʠʤʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 

in  ʬʠʣʴʪʨʘʮʠʷ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʚʭʦʜʷʱʝʛʦ IPsec ʪʨʘʬʠʢʘ ʧʦʩʣʝ 

ʜʝʢʘʧʩʫʣʷʮʠʠ 

out  ʬʠʣʴʪʨʘʮʠʷ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʠʩʭʦʜʷʱʝʛʦ IPsec ʪʨʘʬʠʢʘ ʧʝʨʝʜ 

ʠʥʢʘʧʩʫʣʷʮʠʝʡ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʠ IPsec ʧʘʢʝʪʦʚ 
ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʚʥʝʰʥʠʡ ʠʥʪʝʨʬʝʡʩ ʧʦ IPsec ʪʫʥʥʝʣʶ, ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ ʟʘʜʘʥʥʦʤʫ ʩʧʠʩʢʫ 
ʜʦʩʪʫʧʘ. ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʣʝʜʫʝʪ ʦʧʨʝʜʝʣʠʪʴ ʵʪʦʪ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ 

access - list  ʠʣʠ ip  access - li st .  

ʉʧʠʩʦʢ ʜʦʩʪʫʧʘ, ʥʘʟʥʘʯʝʥʥʳʡ ʵʪʦʡ ʢʦʤʘʥʜʦʡ, ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʪʨʘʬʠʢʘ, 
ʠʜʫʱʝʛʦ ʯʝʨʝʟ IPsec ʪʫʥʥʝʣʴ, ʧʦʩʣʝ ʜʝʢʘʧʩʫʣʷʮʠʠ ï ʜʣʷ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʠ ʜʦ 

ʠʥʢʘʧʩʫʣʷʮʠʠ ï ʜʣʷ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʘʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ (in /out ).  

 

ɽʩʣʠ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʩʦʜʝʨʞʠʪ ʤʦʜʠʬʠʢʘʪʦʨʳ log  ʠʣʠ log - input , ʪʦ ʦʥʠ ʠʛʥʦʨʠʨʫʶʪʩʷ ʧʨʠ 

ʧʦʜʩʦʝʜʠʥʝʥʠʠ ʢ ʢʨʠʧʪʦʢʘʨʪʝ (ʬʠʣʴʪʨ ʨʘʙʦʪʘʝʪ ʪʘʢʞʝ, ʢʘʢ ʝʩʣʠ ʙʳ ʥʝ ʩʦʜʝʨʞʘʣ ʜʘʥʥʳʝ 
ʤʦʜʠʬʠʢʘʪʦʨʳ).  
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set peer (crypto map)  

ʂʦʤʘʥʜʘ set  peer  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʧʘʨʪʥʝʨʘ ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ ʩʦʝʜʠʥʝʥʠʶ ʚ 

ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ɼʣʷ ʫʜʘʣʝʥʠʷ ʧʘʨʪʥʝʨʘ ʠʟ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set peer  ip - address  

 no set peer  ip - address  

ip - address  IP-ʘʜʨʝʩ ʧʘʨʪʥʝʨʘ ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ ʩʦʝʜʠʥʝʥʠʶ.  

 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʧʘʨʪʥʝʨʘ ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ ʚ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ. 

ʕʪʘ ʢʦʤʘʥʜʘ ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʚʩʝʭ ʩʪʘʪʠʯʝʩʢʠʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ. ɼʣʷ ʜʠʥʘʤʠʯʝʩʢʠʭ ʢʘʨʪ 
ʵʪʘ ʢʦʤʘʥʜʘ ʥʝ ʦʙʷʟʘʪʝʣʴʥʘ ʠ, ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ, ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ (ʧʦʪʦʤʫ ʯʪʦ ʚ 
ʦʩʥʦʚʥʦʤ ʧʘʨʪʥʝʨ ʥʝʠʟʚʝʩʪʝʥ). 

ʄʦʞʥʦ ʥʘʟʥʘʯʠʪʴ ʥʝʩʢʦʣʴʢʦ ʧʘʨʪʥʝʨʦʚ ʧʫʪʝʤ ʧʦʚʪʦʨʝʥʠʷ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ. ʇʦʧʳʪʢʘ 
ʩʦʟʜʘʪʴ SA ʙʫʜʝʪ ʧʨʝʜʧʨʠʥʷʪʘ ʩ ʧʘʨʪʥʝʨʦʤ, ʟʘʜʘʥʥʳʤ ʧʝʨʚʳʤ. ɽʩʣʠ ʧʦʧʳʪʢʘ ʥʝ ʫʜʘʝʪʩʷ ʜʣʷ 
ʧʝʨʚʦʛʦ ʧʘʨʪʥʝʨʘ, IKE ʧʨʦʙʫʝʪ ʦʙʨʘʪʠʪʴʩʷ ʢ ʩʣʝʜʫʶʱʝʤʫ ʧʘʨʪʥʝʨʫ ʠʟ ʩʧʠʩʢʘ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩ ʤʠʥʠʤʘʣʴʥʳʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ IKE ʜʣʷ ʩʦʟʜʘʥʠʷ SA. 

Router(config)#crypto map mymap 10 ipsec - isakmp  

Router(config - crypto - map)#match address 101  

 Router(config - crypto - map)#set transform - se t my_t_set1  

 Router(config - crypto - map)#set peer 10.0.0.1  
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set pfs (crypto map) 

ʂʦʤʘʥʜʘ set  pfs  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʦʧʮʠʠ PFS. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʡ ʦʧʮʠʠ 

ʧʦʟʚʦʣʷʝʪ ʧʦʚʳʩʠʪʴ ʫʨʦʚʝʥʴ ʟʘʱʠʱʝʥʥʦʩʪʠ ʪʨʘʬʠʢʘ ï ʧʨʠ ʩʦʟʜʘʥʠʠ ʢʘʞʜʦʛʦ IPsec SA 
ʧʨʦʠʟʚʦʜʠʪʩʷ ʚʳʨʘʙʦʪʢʘ ʥʦʚʳʭ ʩʝʩʩʠʦʥʥʳʭ ʢʣʶʯʝʡ. ɼʣʷ ʩʥʷʪʠʷ ʦʧʮʠʠ PFS ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ 

ʞʝ ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set  pfs  [belt  | group 1 | group 2 | group 5] 

 no set pfs  [belt  | group1  | group2  | group5 ] 

belt  ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ ʥʘ ʵʣʣʠʧʪʠʯʝʩʢʠʭ ʢʨʠʚʳʭ ʧʦ 

ʉʊɹ 34.101.66 (ʇʨʠʣʦʞʝʥʠʝ ɸ) 

group 1 ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ, ʜʣʠʥʘ ʢʣʶʯʘ 768 ʙʠʪ  

group 2 ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ, ʜʣʠʥʘ ʢʣʶʯʘ 1024 ʙʠʪʘ 

group 5 ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʣʛʦʨʠʪʤ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ, ʜʣʠʥʘ ʢʣʶʯʘ 1536 ʙʠʪ  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʧʮʠʷ PFS ʦʪʢʣʶʯʝʥʘ.  

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɺ ʧʨʦʮʝʩʩʝ ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ SA ʙʫʜʝʪ ʟʘʪʨʝʙʦʚʘʥʦ ʚʢʣʶʯʝʥʠʝ ʦʧʮʠʠ PFS. ɽʩʣʠ ʧʨʠ 
ʬʦʨʤʠʨʦʚʘʥʠʠ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʘʣʛʦʨʠʪʤ ʥʝ ʙʳʣ ʫʢʘʟʘʥ, ʪʦ ʙʫʜʝʪ 
ʧʨʝʜʣʦʞʝʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ group1 (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). ɽʩʣʠ ʩʦʟʜʘʥʠʝ SA ʠʥʠʮʠʠʨʦʚʘʥʦ 
ʧʘʨʪʥʝʨʦʤ, ʘ ʣʦʢʘʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʪʨʝʙʫʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ PFS, ʪʦ, ʣʠʙʦ ʧʘʨʪʥʝʨ 
ʧʨʠʥʠʤʘʝʪ ʫʩʣʦʚʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ PFS, ʣʠʙʦ SA ʥʝ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ. ɽʩʣʠ ʚ ʣʦʢʘʣʴʥʦʡ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʷʚʥʦ ʧʨʦʧʠʩʘʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ group2, ʵʪʫ ʞʝ ʛʨʫʧʧʫ ʜʦʣʞʝʥ ʧʨʠʥʷʪʴ ʧʘʨʪʥʝʨ ʚ 
ʧʨʦʮʝʩʩʝ ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʠʥʘʯʝ SA ʥʝ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ.  

ʀʩʧʦʣʴʟʦʚʘʥʠʝ PFS ʫʩʠʣʠʚʘʝʪ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʧʦʪʦʤʫ, ʯʪʦ ʜʘʞʝ ʝʩʣʠ ʦʜʠʥ ʠʟ ʩʝʩʩʠʦʥʥʳʭ 
ʢʣʶʯʝʡ ʙʫʜʝʪ ʚʟʣʦʤʘʥ ʘʪʘʢʫʶʱʝʡ ʩʪʦʨʦʥʦʡ, ʪʦ ʪʦʣʴʢʦ ʪʘ ʯʘʩʪʴ ʜʘʥʥʳʭ, ʢʦʪʦʨʘʷ ʙʳʣʘ 
ʟʘʰʠʬʨʦʚʘʥʘ ʥʘ ʵʪʦʤ ʢʣʶʯʝ, ʤʦʞʝʪ ʙʳʪʴ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ. ɹʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ PFS 
ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʤʠ ʤʦʛʫʪ ʦʢʘʟʘʪʴʩʷ ʚʩʝ ʜʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʚ ʨʘʤʢʘʭ ʩʦʟʜʘʥʥʦʡ SA. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ PFS ʧʨʠ ʢʘʞʜʦʤ ʩʦʟʜʘʥʠʠ ʥʦʚʦʡ SA ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʥʦʚʳʡ ʦʙʤʝʥ 
ʢʣʶʯʘʤʠ. ʇʦʜʦʙʥʳʡ ʦʙʤʝʥ ʧʦʪʨʝʙʫʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʨʝʩʫʨʩʦʚ ʧʨʦʮʝʩʩʦʨʘ. 

 

ʀʩʧʦʣʴʟʫʝʤʳʝ ʘʣʛʦʨʠʪʤʳ ʛʝʥʝʨʘʮʠʠ ʢʣʶʯʝʡ ʫʢʘʟʳʚʘʶʪʩʷ ʚ ʬʘʡʣʝ cs _conv . ini . 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʪʨʝʙʦʚʘʥʠʷ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ PFS ʩ ʛʨʫʧʧʦʡ group2 ʜʣʷ ʟʘʧʠʩʠ ʥʦʤʝʨ 
10 ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ "mymap": 

Router(config)#crypto map mymap 10 ipsec - isakmp  

 Router(config - crypto - map)#set pfs group2  
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set pool (crypto map) 

ʂʦʤʘʥʜʘ set  pool  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ ʩʦʟʜʘʥʥʦʛʦ ʧʫʣʘ ʘʜʨʝʩʦʚ ʜʣʷ IKECFG ʢ 

ʜʘʥʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ. ɼʣʷ ʫʩʪʨʘʥʝʥʠʷ ʩʚʷʟʠ ʧʫʣʘ ʘʜʨʝʩʦʚ ʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʢʘʨʪʳ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set pool name 

 no set pool  

name ʠʤʷ ʧʫʣʘ, ʠʟ ʢʦʪʦʨʦʛʦ ʙʫʜʫʪ ʚʳʜʘʚʘʪʴʩʷ IP-ʘʜʨʝʩʘ ʜʣʷ ʧʘʨʪʥʝʨʦʚ ʚ 

ʜʘʥʥʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ. ʀʤʝʝʪʩʷ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʥʦʝ ʩʣʦʚʦ 

<none > (ʚ ʫʛʣʦʚʳʭ ʩʢʦʙʢʘʭ) ʜʣʷ ʫʢʘʟʘʥʠʷ, ʯʪʦ ʢ ʜʘʥʥʦʡ ʢʨʠʧʪʦʢʘʨʪʝ ʥʝ 

ʧʨʠʚʷʟʘʥ ʧʫʣ. ɼʘʥʥʳʡ ʧʫʣ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʜʘʥ ʚ ʨʝʞʠʤʝ Global 
configuration mode. 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʝʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʚʦʟʤʦʞʥʦ ʪʦʣʴʢʦ ʜʣʷ ipsec-isakmp ʟʘʧʠʩʝʡ ʚ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪʘʭ. 

ʂʦʤʘʥʜʘ ʫʢʘʟʳʚʘʝʪ ʧʫʣ ʘʜʨʝʩʦʚ ʜʣʷ IKECFG, ʟʘʜʘʥʥʳʡ ʢʦʤʘʥʜʦʡ ip  local  pool .  

ɽʩʣʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝ ʩʦʟʜʘʥ ʫʢʘʟʘʥʥʳʡ ʧʫʣ ʘʜʨʝʩʦʚ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: % 

Attempt  to  set  unknown  pool  is  ignored . 

ɽʩʣʠ ʚ ʢʨʠʧʪʦʢʘʨʪʝ ʧʫʣ ʥʝ ʫʢʘʟʘʥ ʷʚʥʦ ʢʦʤʘʥʜʦʡ set  pool , ʥʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʠʩʫʪʩʪʚʫʝʪ 

ʢʦʤʘʥʜʘ crypto  map map- name client  configuration  address  

{ initiate | respond } , ʢʦʪʦʨʘʷ ʧʨʠʚʷʟʳʚʘʝʪ ʚʩʝ ʢʨʠʧʪʦʢʘʨʪʳ ʩ ʠʤʝʥʝʤ map- name ʢ ʧʫʣʫ ʩ 

ʠʤʝʥʝʤ pool - name, ʘ ʪʘʢʞʝ ʢʦʤʘʥʜʘ crypto  isakmp  client  configuration  

address - pool  local  pool - name, ʟʘʜʘʁɦʘʷ ʛʣʦʙʘʣʴʥʫʶ ʧʨʠʚʷʟʢʫ ʢʨʠʧʪʦʢʘʨʪ ʢ ʧʫʣʫ ʩ 

ʠʤʝʥʝʤ pool-name ʠ ʫʢʘʟʳʚʘʶʱʘʷ ʦʙʱʠʡ ʧʫʣ ʜʣʷ IKECFG, ʪʦ ʵʪʦʪ ʧʫʣ ʠ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʚ ʢʨʠʧʪʦʢʘʨʪʘʭ ʩ ʠʤʝʥʝʤ map-name, ʢʨʦʤʝ ʪʝʭ ʢʨʠʧʪʦʢʘʨʪ, ʚ ʢʦʪʦʨʳʭ ʧʫʣ ʟʘʜʘʥ ʷʚʥʦ.  

ɽʩʣʠ ʟʘʜʘʥ ʧʫʣ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʘ ʚ ʢʨʠʧʪʦʢʘʨʪʝ ʫʢʘʟʘʥʘ ʢʦʤʘʥʜʘ set  pool  <none >, ʪʦ ʧʫʣ 

ʘʜʨʝʩʦʚ ʠʛʥʦʨʠʨʫʝʪʩʷ. 

ʉʫʱʝʩʪʚʫʝʪ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʧʨʠʚʷʟʢʫ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʧʫʣʘ ʢ ʨʘʟʥʳʤ ʢʨʠʧʪʦʢʘʨʪʘʤ: 

¶ ɽʩʣʠ ʢ ʜʚʫʤ ʠ ʙʦʣʝʝ ʢʨʠʧʪʦʢʘʨʪʘʤ ʧʨʠʚʷʟʘʥ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʧʫʣ, ʪʦ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ 
ʩʧʦʩʦʙʘ ʧʨʠʚʷʟʢʠ ʧʫʣʘ, ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʚ ʜʘʥʥʳʭ ʢʨʠʧʪʦʢʘʨʪʘʭ ʧʦʣʥʦʩʪʴʶ 
ʩʦʚʧʘʜʘʣʠ ʥʘʩʪʨʦʡʢʠ DNS ʩʝʨʚʝʨʦʚ ʠ ʜʦʤʝʥʥʳʭ ʩʫʬʬʠʢʩʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ: 

¶ ʝʩʣʠ ʚ ʦʜʥʦʡ ʢʨʠʧʪʦʢʘʨʪʝ ʧʨʠʩʫʪʩʪʚʫʶʪ ʢʦʤʘʥʜʳ set dns  ʠ/ʠʣʠ set domain , ʪʦ ʚ 

ʜʨʫʛʦʡ ʢʨʠʧʪʦʢʘʨʪʝ ʜʦʣʞʥʳ ʙʳʪʴ ʠʜʝʥʪʠʯʥʳʝ ʢʦʤʘʥʜʳ 

¶ ʣʠʙʦ ʚʦ ʚʩʝʭ ʢʨʠʧʪʦʢʘʨʪʘʭ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʢʦʤʘʥʜʘ ʦʪʩʫʪʩʪʚʫʝʪ. ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ, 
ʯʪʦʙʳ ʚ ʦʜʥʦʡ ʢʨʠʧʪʦʢʘʨʪʝ ʧʨʠʩʫʪʩʪʚʦʚʘʣʘ ʢʦʤʘʥʜʘ, ʘ ʚ ʜʨʫʛʦʡ ï ʥʝʪ. 

ɼʘʥʥʦʝ ʪʨʝʙʦʚʘʥʠʝ ʦʙʷʟʘʪʝʣʴʥʦ ʢʘʢ ʜʣʷ ʩʪʘʪʠʯʝʩʢʠʭ, ʪʘʢ ʠ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʠʭ ʢʨʠʧʪʦʢʘʨʪ. 

ɽʩʣʠ ʜʘʥʥʦʝ ʪʨʝʙʦʚʘʥʠʝ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ, ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʙʫʜʝʪ ʧʨʝʨʚʘʥʦ ʩ 
ʦʰʠʙʢʦʡ ʚʠʜʘ: 

Could not convert { crypto map | dynamic crypto map template } "<name1> 

<idx1>" . Reason: { crypto map | dynamic crypto map template } "<name2> 

<idx2>" references to the same pool ("<pool - name>") but the additional 

parameters to s end to client are different.  

ʛʜʝ <namei > < idxi > ï ʠʤʝʥʘ ʠ ʠʥʜʝʢʩʳ ʢʦʥʬʣʠʢʪʫʶʱʠʭ crypto maps ʠʣʠ dynamic crypto map 

templates (ʧʨʠʤʝʯʘʥʠʝ: ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ ʚʳʜʘʝʪʩʷ ʜʣʷ ʧʝʨʚʦʡ ʚʩʪʨʝʯʝʥʥʦʡ 
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ʢʦʥʬʣʠʢʪʫʶʱʝʡ ʧʘʨʳ; ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʤʦʛʫʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʠ ʜʨʫʛʠʝ ʢʦʥʬʣʠʢʪʫʶʱʠʝ 

ʢʨʠʧʪʦʢʘʨʪʳ); <pool - name> ï ʠʤʷ ʧʨʠʚʷʟʘʥʥʦʛʦ ʧʫʣʘ.    

 

ʋʜʘʣʝʥʠʝ 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʚʷʟʠ ʤʝʞʜʫ ʧʫʣʦʤ ʘʜʨʝʩʦʚ ʠ ʢʨʠʧʪʦʢʘʨʪʦʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ  

no set  pool . ɺʦʟʤʦʞʥʦ ʫʢʘʟʘʪʴ ʚ ʢʦʤʘʥʜʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ. 

 

ɿʘʤʝʯʘʥʠʝ: 

ɽʩʣʠ ʘʜʨʝʩʘ ʜʣʷ ʧʫʣʘ ʚʳʜʝʣʝʥʳ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʧʦʜʩʝʪʠ, ʟʘʱʠʱʘʝʤʦʡ ʰʣʶʟʦʤ (Bel VPN 
Gate), ʪʦ ʧʨʠ ʚʳʜʝʣʝʥʠʠ ʧʘʨʪʥʝʨʘʤ ʘʜʨʝʩʦʚ ʠʟ ʪʘʢʦʛʦ ʧʫʣʘ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʧʠʩʘʪʴ ʚ ʪʘʙʣʠʮʝ 
ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʤʘʨʰʨʫʪ ʥʘ IP-ʘʜʨʝʩʘ ʠʟ ʵʪʦʛʦ ʧʫʣʘ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ ʨʦʫʪʝʨʘ, ʘ ʥʝ ʯʝʨʝʟ 

ʚʥʝʰʥʠʡ ʠʥʪʝʨʬʝʡʩ ʰʣʶʟʘ (Bel VPN Gate) ʢʦʤʘʥʜʦʡ ip  route . 

ɽʩʣʠ ʘʜʨʝʩʘ ʧʫʣʘ ʥʝ ʧʝʨʝʩʝʢʘʶʪʩʷ ʩ ʘʜʨʝʩʘʤʠ ʚʥʫʪʨʝʥʥʝʡ ʧʦʜʩʝʪʠ, ʟʘʱʠʱʘʝʤʦʡ ʰʣʶʟʦʤ 
(Bel VPN Gate), ʪʦ ʧʨʠ ʚʳʜʝʣʝʥʠʠ ʘʜʨʝʩʦʚ ʠʟ ʪʘʢʦʛʦ ʧʫʣʘ ʤʘʨʰʨʫʪ ʥʘ ʘʜʨʝʩʘ ʠʟ ʪʘʢʦʛʦ ʧʫʣʘ 
ʤʦʞʥʦ ʧʨʦʧʠʩʘʪʴ ʯʝʨʝʟ ʚʥʝʰʥʠʡ ʠʥʪʝʨʬʝʡʩ ʰʣʶʟʘ, ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʩʫʪʩʪʚʫʝʪ ʚ IOS ʫ Cisco. 

 

ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʠ ʧʨʠʚʷʟʢʠ ʧʫʣʘ ʘʜʨʝʩʦʚ "mypool" ʢ ʟʘʧʠʩʠ ʥʦʤʝʨ 10 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ "mymap": 

Router(config)# ip local pool mypool 10.10.10.10 10.10.10.20  

Router(config)#crypto map mymap 10 ipsec - isakmp  

 Router(config - crypto - map)#set pool mypool  

 

ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ set  pool  <none >, ʢʦʛʜʘ ʢʦ ʚʩʝʤ ʢʨʠʧʪʦʢʘʨʪʘʤ c ʠʤʝʥʝʤ 

cmap ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʧʫʣ ʩ ʠʤʝʥʝʤ pool 1, ʥʦ ʢ 10 ʟʘʧʠʩʠ ʢʨʠʧʪʦʢʘʨʪʳ cmap ʧʫʣ ʥʝ ʧʨʠʚʷʟʘʥ: 

Router(config)#crypto isakmp client configuration address - pool local 

pool1  

Router(config)#crypto map cmap client configuration address init iate  

Router(config)#crypto map cmap 10 ipsec - isakmp  

 Router(config - crypto - map)#set pool <none>  

 

ɼʣʷ ʩʣʫʯʘʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʳ: 

Router(config)#crypto isakmp client configuration address - pool local 

pool2  

Router(config)#crypto dynamic - map dmap client c onfiguration address 

initiate  

Router(config)#crypto map cmap 20 ipsec - isakmp dynamic dmap  

Router(config - crypto - map)#set pool <none>  
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set identity (crypto map) 

ʂʦʤʘʥʜʘ set  identity  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʩʧʠʩʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʥʢʨʝʪʥʦʡ ʟʘʧʠʩʴʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ɼʣʷ ʫʩʪʨʘʥʝʥʠʷ ʩʚʷʟʠ ʩʧʠʩʢʘ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set ident ity  [name]  

 no set identity  

name ʠʤʷ ʩʧʠʩʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ. ɼʘʥʥʳʡ ʩʧʠʩʦʢ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʙʳʣ 

ʩʦʟʜʘʥ ʢʦʤʘʥʜʦʡ crypto  identity  ʚ ʨʝʞʠʤʝ Global configuration.  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʝʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʚʦʟʤʦʞʥʦ ʪʦʣʴʢʦ ʜʣʷ ipsec-isakmp ʟʘʧʠʩʝʡ ʚ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪʘʭ.  

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʩʦʟʜʘʥʠʷ ʩʧʠʩʢʘ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ "myident" ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʦʛʦ 
ʩʧʠʩʢʘ ʟʘʧʠʩʴʶ ʥʦʤʝʨ 10 ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ "mymap": 

Router(config)#crypto identity myident  

Router(config - crypto - identity)#dn c=ru,o=s - terra,cn=test  

Router(config - crypto - identity)#exit  

 

Router(config)#crypto map mymap 10 ipsec - isakmp  

Router(config - crypto - map)# set identity myident  

 

 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     148 

set security-association lifetime (crypto map) 

ʂʦʤʘʥʜʘ set  security - association  lifetime  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʷ 

ʛʣʦʙʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʞʠʟʥʠ SA. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʟʤʝʥʷʝʪ ʛʣʦʙʘʣʴʥʦʝ ʚʨʝʤʷ ʞʠʟʥʠ SA ʜʣʷ 
ʢʦʥʢʨʝʪʥʦʡ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʝʡʩʪʚʠʷ ʛʣʦʙʘʣʴʥʦʛʦ 

ʚʨʝʤʝʥʠ ʞʠʟʥʠ ʧʨʠʤʝʥʷʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set security - association lifetime  {seconds  seconds  | 

kilobytes  kilobytes } 

 no set security - association lifetime  {seconds | 

kilobytes}  

seconds  seconds  ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʚʨʝʤʷ ʜʝʡʩʪʚʠʷ SA ʚ ʩʝʢʫʥʜʘʭ. ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ 

ʦʪ 1 ʜʦ 4294967295. 

kilobytes  kilobytes    ʋʩʪʘʥʘʚʣʠʚʘʝʪ ʚʨʝʤʷ ʜʝʡʩʪʚʠʷ SA ʚ ʦʙʲʝʤʘʭ ʧʨʦʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ 

(ʚ ʢʠʣʦʙʘʡʪʘʭ). ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ ʦʪ 1 ʜʦ 4294967295. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʛʣʦʙʘʣʴʥʦʝ ʚʨʝʤʷ ʞʠʟʥʠ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʚʦʟʤʦʞʥʦ ʚ ʩʪʘʪʠʯʝʩʢʠʭ ʠ ʜʠʥʘʤʠʯʝʩʢʠʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ 
ʢʘʨʪʘʭ.  

ʇʨʠ ʩʦʛʣʘʩʦʚʘʥʠʠ ʧʘʨʘʤʝʪʨʦʚ SA ʚʳʙʦʨ ʚʨʝʤʝʥʠ ʞʠʟʥʠ ʦʧʨʝʜʝʣʷʝʪʩʷ ʠʟ ʨʘʩʯʝʪʘ 
ʤʠʥʠʤʘʣʴʥʦʛʦ ʟʥʘʯʝʥʠʷ ʠʟ ʧʨʝʜʣʦʞʝʥʥʳʭ ʧʘʨʪʥʝʨʘʤʠ. 

ʉʫʱʝʩʪʚʫʶʪ ʜʚʘ ʧʘʨʘʤʝʪʨʘ, ʦʛʨʘʥʠʯʠʚʘʶʱʠʝ ʚʨʝʤʷ ʞʠʟʥʠ SA ï ʚʨʝʤʷ ʚ ʩʝʢʫʥʜʘʭ ʠ 
ʢʦʣʠʯʝʩʪʚʦ ʧʝʨʝʜʘʥʥʦʡ ʠ ʧʨʠʥʷʪʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʢʠʣʦʙʘʡʪʘʭ. ʆʛʨʘʥʠʯʝʥʠʝ ʚʩʝʛʜʘ ʙʫʜʝʪ 
ʜʝʡʩʪʚʦʚʘʪʴ ʧʦ ʜʦʩʪʠʞʝʥʠʠ ʣʠʤʠʪʘ ʣʶʙʳʤ ʠʟ ʵʪʠʭ ʧʘʨʘʤʝʪʨʦʚ. ʅʘʧʨʠʤʝʨ, ʟʘʢʦʥʯʠʣʦʩʴ ʚʨʝʤʷ 
ʞʠʟʥʠ, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʩʝʢʫʥʜʘʭ, ʘ ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʪʨʘʬʠʢʫ ʥʝ ʚʳʧʦʣʥʝʥʦ ʠ ʥʘʧʦʣʦʚʠʥʫ. ɺ 
ʵʪʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʜʝʡʩʪʚʦʚʘʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʚʨʝʤʝʥʠ. ɽʩʣʠ ʟʘʢʦʥʯʠʣʦʩʴ ʚʨʝʤʷ ʞʠʟʥʠ ʠ SA 
ʫʞʝ ʥʝ ʩʫʱʝʩʪʚʫʝʪ, ʪʦ ʥʦʚʳʡ SA ʥʝ ʫʩʪʘʥʦʚʠʪʩʷ, ʝʩʣʠ ʥʝ ʙʫʜʝʪ ʪʨʘʬʠʢʘ. 

ɹʦʣʝʝ ʢʦʨʦʪʢʦʝ ʚʨʝʤʷ ʞʠʟʥʠ SA ʫʤʝʥʴʰʘʝʪ ʨʠʩʢ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʪʨʘʬʠʢʘ, ʥʦ ʪʨʝʙʫʝʪ 
ʙʦʣʴʰʝʛʦ ʧʨʦʮʝʩʩʦʨʥʦʛʦ ʚʨʝʤʝʥʠ. 

ʆʪʩʫʪʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʩʪʘʥʦʚʠʪʴ ʥʝʦʛʨʘʥʠʯʝʥʥʳʝ ʟʥʘʯʝʥʠʷ ʪʨʘʬʠʢʘ ʠ ʚʨʝʤʝʥʠ ʞʠʟʥʠ SA, 
ʢʘʢ ʠ ʫ ʢʦʤʘʥʜ IOS ʚ Cisco. 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʚʨʝʤʷ ʞʠʟʥʠ ʚ ʩʝʢʫʥʜʘʭ, ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ set  security -

association  lifetime  seconds .  

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʚʨʝʤʷ ʞʠʟʥʠ ʚ ʢʠʣʦʙʘʡʪʘʭ, ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ set  security -

association  lifetime  kilobytes . 

ɺʩʝ ʩʜʝʣʘʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʚʨʝʤʝʥʠ ʞʠʟʥʠ SA ʚʩʪʫʧʘʶʪ ʚ ʩʠʣʫ ʧʨʠ ʚʳʭʦʜʝ ʠʟ ʨʝʞʠʤʘ global 

configuration ʢʦʤʘʥʜʦʡ exit . ʇʨʠ ʵʪʦʤ ʧʨʦʠʩʭʦʜʠʪ ʫʜʘʣʝʥʠʝ ʚʩʝʭ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʨʘʥʝʝ 

ʩʦʝʜʠʥʝʥʠʡ (IPsec ʠ ISAKMP SA). 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʆʛʨʘʥʠʯʝʥʠʷ ʧʦ ʪʨʘʬʠʢʫ ʠ ʚʨʝʤʝʥʠ ʞʠʟʥʠ ʠʤʝʶʪ ʙʦʣʴʰʠʡ ʜʠʘʧʘʟʦʥ, ʯʝʤ ʫ ʢʦʤʘʥʜʳ Cisco: 
120 ï 86400 (sec), 2560 ï 536870912 (kb). 
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ʇʨʠʤʝʨ 

ʇʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʟʤʝʥʝʥʠʷ ʚʨʝʤʝʥʠ ʞʠʟʥʠ ʜʣʷ ʟʘʧʠʩʠ ʥʦʤʝʨ 10 ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ 
"mymap": 

Router(config)#crypto map mymap 10 ipsec - isakmp  

 Router(config - crypto - map)#set security - association lifetime seconds 

2700  
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set transform-set (crypto map) 

ɼʣʷ ʫʢʘʟʘʥʠʷ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩ ʟʘʧʠʩʴʶ ʚ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ, ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ set  transform - set  ʚ ʨʝʞʠʤʝ crypto  map 

configuration . ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʚʷʟʠ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʩʦ ʚʩʝʤʠ ʥʘʙʦʨʘʤʠ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set transform - set  transform - set - name1 [transform - set -

name2..transform - set - name7]  

 no set transform - set  

transform - set - nameN  ʠʤ ̫ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ.  

ɼʣʷ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʦ 6 ʥʘʙʦʨʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʙʷʟʘʪʝʣʴʥʘ ʜʣʷ ʚʩʝʭ ʟʘʧʠʩʝʡ ʩʪʘʪʠʯʝʩʢʠʭ ʠ ʜʠʥʘʤʠʯʝʩʢʠʭ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ.  

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʫʢʘʟʘʥʠʷ, ʢʘʢʠʝ ʥʘʙʦʨʳ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʩʣʝʜʫʝʪ ʩʚʷʟʘʪʴ ʩ 
ʟʘʧʠʩʴʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ɺʩʝ ʫʢʘʟʘʥʥʳʝ ʥʘʙʦʨʳ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʜʦʣʞʥʳ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʨʝʞʠʤ. 

ɼʣʷ ipsec-isakmp ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʜʦ 7 ʥʘʙʦʨʦʚ 
ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. ʇʨʠ ʧʝʨʝʯʠʩʣʝʥʠʠ ʥʘʙʦʨʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʩʣʝʜʫʝʪ ʧʦʤʥʠʪʴ, ʯʪʦ 
ʥʘʠʙʦʣʴʰʠʡ ʧʨʠʦʨʠʪʝʪ ʠʤʝʝʪ ʧʝʨʚʳʡ ʥʘʙʦʨ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. 

ʀʥʠʮʠʘʪʦʨ ʩʦʟʜʘʥʠʷ IPsec SA ʦʪʧʨʘʚʣʷʝʪ ʧʘʨʪʥʝʨʫ ʚ ʯʠʩʣʝ ʧʨʦʯʠʭ ʧʘʨʘʤʝʪʨʦʚ ʠ ʩʧʠʩʦʢ 
ʥʘʙʦʨʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʚʳʩʪʨʦʝʥʥʳʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʠʦʨʠʪʝʪʘʤʠ. ʇʘʨʪʥʝʨ ʚʳʙʠʨʘʝʪ ʠʟ 
ʧʨʝʜʣʦʞʝʥʥʦʛʦ ʩʧʠʩʢʘ ʧʝʨʚʳʡ ʥʘʙʦʨ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʢʦʪʦʨʳʡ ʩʦʚʧʘʜʘʝʪ ʩ ʦʜʥʠʤ ʠʟ ʝʛʦ 
ʩʦʙʩʪʚʝʥʥʦʛʦ ʩʧʠʩʢʘ ʥʘʙʦʨʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. ɽʩʣʠ ʥʝ ʥʘʡʜʝʥʦ ʩʦʚʧʘʜʝʥʠʡ ʚ ʩʧʠʩʢʘʭ ʥʘʙʦʨʦʚ 
ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʠʥʠʮʠʘʪʦʨʘ ʠ ʧʘʨʪʥʝʨʘ, ʪʦ IPsec SA ʥʝ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ. 

ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʥʘʙʦʨʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʘʩʩʦʮʠʠʨʦʚʘʥʥʳʭ ʩ ʟʘʧʠʩʴʶ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ, ʪʦ ʩʣʝʜʫʝʪ ʧʨʦʩʪʦ ʟʘʥʦʚʦ ʚʳʧʦʣʥʠʪʴ ʢʦʤʘʥʜʫ set  transfo rm- set  

ʩ ʫʢʘʟʘʥʠʝʤ ʥʦʚʦʛʦ ʩʧʠʩʢʘ. ʀʟʤʝʥʝʥʠʷ ʚʩʪʫʧʷʪ ʚ ʩʠʣʫ ʧʨʠ ʚʳʭʦʜʝ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 

ʨʝʞʠʤʘ ʢʦʤʘʥʜʦʡ exit . 

 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʚʝʜʝʥʥʦʤ ʥʠʞʝ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʳ ʰʘʛʠ ʧʦ ʬʦʨʤʠʨʦʚʘʥʠʶ ʥʘʙʦʨʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ ʠ 
ʥʘʟʥʘʯʝʥʠʶ ʠʭ ʢʦʥʢʨʝʪʥʦʡ (10) ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ "mymap": 

Router(config)#crypto ipsec transform - set my_t_set1 esp - des esp - sha -

hmac 

Router(config)#crypto ipsec transform - set my_t_set2 ah - sha - hmac esp - des 

esp - sha - hmac 

Router(config)#crypto map mymap 10 ipsec - isakmp  

 Router(config - crypto - map)#match address 101  

 Router(config - crypto - map)#set transform - set my_t_set1 my_t_set2  

 Router(config - crypto - map)#set peer 10.0.0.1  

 Router(config - crypto - map)#set peer 10.0.0.2  
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set dns (crypto map) 

ʂʦʤʘʥʜʘ set  dns  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʜʘʥʠʷ DNS ʩʝʨʚʝʨʘ ʜʣʷ IKECFG. ɼʣʷ ʫʜʘʣʝʥʠʷ DNS 

ʩʝʨʚʝʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set dns primary - server - ip [secondary - server - ip]  

 no set dns [primary - server - ip [secondary - server - ip]]  

primary - server - ip  IP-ʘʜʨʝʩ ʦʩʥʦʚʥʦʛʦ DNS-ʩʝʨʚʝʨʘ; 

secondary - server - ip  IP-ʘʜʨʝʩ ʨʝʟʝʨʚʥʦʛʦ DNS-ʩʝʨʚʝʨʘ (ʤʦʞʝʪ ʦʪʩʫʪʩʪʚʦʚʘʪʴ). 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʝʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ ʘʢʪʫʘʣʴʥʘ ʪʦʣʴʢʦ ʝʩʣʠ ʢ ʜʘʥʥʦʡ crypto map ʧʨʠʚʷʟʘʥ ʧʫʣ ʘʜʨʝʩʦʚ ʜʣʷ IKECFG ʣʠʙʦ ʩ 

ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ set  pool , ʣʠʙʦ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ crypto  isakmp  client  

configuration  address - pool  local  ʠ crypto  map | dynamic - map client  

configuration  address . 

ɽʩʣʠ ʢ crypto map ʥʝ ʧʨʠʚʷʟʘʥ ʧʫʣ, ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ.  

ɽʩʣʠ ʚ ʨʘʟʥʳʭ ʢʨʠʧʪʦʢʘʨʪʘʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʚʷʟʢʘ ʢ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʧʫʣʫ, ʚ ʵʪʠʭ 
ʢʨʠʧʪʦʢʘʨʪʘʭ ʥʘʩʪʨʦʡʢʘ DNS ʜʦʣʞʥʘ ʧʦʣʥʦʩʪʴʶ ʩʦʚʧʘʜʘʪʴ. ɼʘʥʥʦʝ ʪʨʝʙʦʚʘʥʠʝ ʦʙʷʟʘʪʝʣʴʥʦ 
ʢʘʢ ʜʣʷ ʩʪʘʪʠʯʝʩʢʠʭ, ʪʘʢ ʠ ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʠʭ ʢʨʠʧʪʦʢʘʨʪ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʩʫʪʩʪʚʫʝʪ ʚ Cisco IOS. 

 

ʇʨʠʤʝʨ 

ɼʦʧʫʩʪʠʤʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ: 

crypto  map cmap 10 ipsec - isakmp  

 set pool pool1  

 set dns 192.168.10.10  

 set domain example.com  

! ...  

crypto dynamic - map dmap 10  

 set pool pool1  

 set dns 192.168.10.10  

 set domain example.com  

ʆʰʠʙʦʯʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ: 

crypto map cmap 10 ipsec - is akmp 

 set pool pool1  

 set dns 192.168.10.10  

 set domain example.com  

! ...  
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crypto dynamic - map dmap 10  

 set pool pool1  

 set dns 192.168.10.11 ! ʆʰʠʙʢʘ! ɼʦʣʞʥʦ ʩʦʚʧʘʜʘʪʴ ʩ cmap 10 

 set domain example.com  
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set domain (crypto map) 

ʂʦʤʘʥʜʘ set  domain  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʜʘʥʠʷ ʜʦʤʝʥʥʦʛʦ ʩʫʬʬʠʢʩʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ 

IKECFG. ɼʣʷ ʫʜʘʣʝʥʠʷ ʜʦʤʝʥʥʦʛʦ ʩʫʬʬʠʢʩʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set domain domain - name 

 no set domain [domain - name]  

domain - name ʜʦʤʝʥʥʳʡ ʩʫʬʬʠʢʩ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʝʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ ʘʢʪʫʘʣʴʥʘ ʪʦʣʴʢʦ ʝʩʣʠ ʢ ʜʘʥʥʦʡ ʢʨʠʧʪʦʢʘʨʪʝ ʧʨʠʚʷʟʘʥ ʧʫʣ ʘʜʨʝʩʦʚ ʜʣʷ IKECFG ʣʠʙʦ 

ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ set  poo l , ʣʠʙʦ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ crypto  isakmp  client  

configuration  address - pool  local  ʠ crypto  map | dynamic - map client  

configuration  address . 

ɽʩʣʠ ʧʦʧʳʪʘʪʴʩʷ ʚʚʝʩʪʠ ʠʤʷ ʩ ʥʝʢʦʨʨʝʢʪʥʳʤ ʬʦʨʤʘʪʦʤ, ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

% Bad hostname  format  

ɽʩʣʠ ʚ ʨʘʟʥʳʭ ʢʨʠʧʪʦʢʘʨʪʘʭ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʚʷʟʢʘ ʢ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʧʫʣʫ, ʪʦ ʚ ʵʪʠʭ 
ʢʨʠʧʪʦʢʘʨʪʘʭ ʥʘʩʪʨʦʡʢʘ ʜʦʤʝʥʥʦʛʦ ʩʫʬʬʠʢʩʘ ʜʦʣʞʥʘ ʧʦʣʥʦʩʪʴʶ ʩʦʚʧʘʜʘʪʴ. 

 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʩʫʪʩʪʚʫʝʪ ʚ Cisco IOS. 
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set client authentication list (crypto map) 

ʂʦʤʘʥʜʘ set  client  authentication  list  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʩʳʣʢʠ ʥʘ ʩʧʠʩʦʢ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʩʳʣʢʠ ʥʘ ʩʧʠʩʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ 

ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set client authentication list auth - list  

 no set client authentication list  

auth - list  ʠʤ ̫ʩʧʠʩʢʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʩʦʚʧʘʜʘʪʴ ʩ ʟʘʜʘʥʥʳʤ ʚ 

ʢʦʤʘʥʜʝ aaa authentication login . 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʝʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ RADIUS-ʩʝʨʚʝʨʝ ʥʝʦʙʭʦʜʠʤʦ ʢʨʦʤʝ 

ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʫʢʘʟʘʪʴ ʩʧʦʩʦʙ ʧʦʣʫʯʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ï ʢʦʤʘʥʜʫ set  

client  username . ɽʩʣʠ ʟʘʜʘʪʴ ʪʦʣʴʢʦ ʦʜʥʫ ʠʟ ʵʪʠʭ ʢʦʤʘʥʜ, ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ Cisco-like 

ʢʦʥʬʠʛʫʨʘʮʠ ʙʫʜʝʪ ʥʝʫʩʧʝʰʥʳʤ. 

 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʩʫʪʩʪʚʫʝʪ ʚ Cisco IOS. 
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set client username (crypto map) 

ʂʦʤʘʥʜʘ set  client  username  ʟʘʜʘʝʪ ʩʧʦʩʦʙ ʧʦʣʫʯʝʥʠʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʟʘʜʘʥʥʦʛʦ ʩʧʦʩʦʙʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ, ʥʦ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ set client username ike - id | cert - subj - cn | cert - subj -

ou | cert - altsubj - email | cert - altsubj - dns  

 no set client u sername  

ike - id  ʧʦʣʥʦʝ ʧʝʯʘʪʥʦʝ ʟʥʘʯʝʥʠʝ IKE-ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʘʨʪʥʸʨʘ ISAKMP 

ʩʦʝʜʠʥʝʥʠʷ; 

cert - subj - cn  ʧʦʣʥʦʝ ʧʝʯʘʪʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʣʷ CommonName (ñCN=éò) ʠʟ ʦʧʠʩʘʥʠʷ 

(Subject) ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʸʨʘ ISAKMP ʩʦʝʜʠʥʝʥʠʷ, 
ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʧʨʠ ʧʨʦʚʝʨʢʝ ʧʦʜʧʠʩʠ; 

cert - subj - ou ʧʦʣʥʦʝ ʧʝʯʘʪʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʣʷ OrganizationUnit (ñOU=éò) ʠʟ 

ʦʧʠʩʘʥʠʷ (Subject) ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʸʨʘ ISAKMP ʩʦʝʜʠʥʝʥʠʷ, 
ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʧʨʠ ʧʨʦʚʝʨʢʝ ʧʦʜʧʠʩʠ; 

cert - altsubj - email  ʧʦʣʥʦʝ ʧʝʯʘʪʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʣʷ EMail (ñEMAIL=éò) ʠʟ 

ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ ʦʧʠʩʘʥʠʷ (Alternative subject) ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʸʨʘ 
ISAKMP ʩʦʝʜʠʥʝʥʠʷ, ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʧʨʠ ʧʨʦʚʝʨʢʝ ʧʦʜʧʠʩʠ; 

cert - altsubj - dns  ʧʦʣʥʦʝ ʧʝʯʘʪʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʣʷ DNS (ñDNS=éò) ʠʟ ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ 

ʦʧʠʩʘʥʠʷ (Alternative subject) ʩʝʨʪʠʬʠʢʘʪʘ ʧʘʨʪʥʸʨʘ ISAKMP 
ʩʦʝʜʠʥʝʥʠʷ, ʠʩʧʦʣʴʟʦʚʘʥʥʦʛʦ ʧʨʠ ʧʨʦʚʝʨʢʝ ʧʦʜʧʠʩʠ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʝʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ RADIUS-ʩʝʨʚʝʨʝ ʥʝʦʙʭʦʜʠʤʦ ʢʨʦʤʝ 

ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʫʢʘʟʘʪʴ ʩʧʠʩʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ï ʢʦʤʘʥʜʫ set  client  authentication  

list . ɽʩʣʠ ʟʘʜʘʪʴ ʪʦʣʴʢʦ ʦʜʥʫ ʠʟ ʵʪʠʭ ʢʦʤʘʥʜ, ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ Cisco-like ʢʦʥʬʠʛʫʨʘʮʠ ʙʫʜʝʪ 

ʥʝʫʩʧʝʰʥʳʤ. 

 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʩʫʪʩʪʚʫʝʪ ʚ Cisco IOS. 
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reverse-route (crypto map) 

ʂʦʤʘʥʜʘ reverse - route  ʚʢʣʶʯʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʭʘʥʠʟʤʘ Reverse Route Injection (RRI). 

ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʤʝʭʘʥʠʟʤʘ RRI ʥʘ ʜʘʥʥʦʡ ʢʨʠʧʪʦʢʘʨʪʝ ʧʨʠʤʝʥʷʝʪʩʷ ʪʘ ʞʝ 

ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ  reverse - route  

 no reverse - route  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Crypto map configuration. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

RRI (Reverse Route Injection) ï ʵʪʦ ʥʦʚʳʡ ʤʝʭʘʥʠʟʤ ʩʚʷʟʠ ʫʧʨʘʚʣʝʥʠʷ ʪʦʧʦʣʦʛʠʝʡ VPN ʠ 
ʩʠʩʪʝʤʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ, ʧʦʟʚʦʣʷʶʱʠʡ ʤʘʨʰʨʫʪʘʤ ʢ ʫʜʘʣʝʥʥʳʤ ʟʘʱʠʱʝʥʥʳʤ ʧʦʜʩʝʪʷʤ ʠ 
ʢʣʠʝʥʪʘʤ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʨʠʥʠʤʘʪʴ ʫʯʘʩʪʠʝ ʚ ʧʨʦʮʝʩʩʝ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

ʉʤʳʩʣ ʤʝʭʘʥʠʟʤʘ RRI ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ IPsec SA, 
ʚ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʚʢʣʶʯʝʥʥʳʤ RRI ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʥʦʩʠʪʩʷ 
ʟʘʧʠʩʴ ʦ ʤʘʨʰʨʫʪʝ ʢ ʫʜʘʣʝʥʥʦʡ ʩʝʪʠ ʧʘʨʪʥʝʨʘ ʠʣʠ ʢʣʠʝʥʪʫ. ʇʨʠ ʥʘʨʫʰʝʥʠʠ ʟʘʱʠʱʝʥʥʦʛʦ 
ʩʦʝʜʠʥʝʥʠʷ ʜʦʙʘʚʣʝʥʥʳʡ ʤʘʨʰʨʫʪ ʠʟ ʪʘʙʣʠʮʳ ʰʣʶʟʘ ʫʜʘʣʷʝʪʩʷ. 

ʄʝʭʘʥʠʟʤ RRI ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʩʝʪʷʭ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘʜʝʞʥʦʩʪʠ 
ï ʚ ʩʭʝʤʘʭ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʩ ʙʘʣʘʥʩʠʨʦʚʢʦʡ ʩʝʪʝʚʦʡ ʥʘʛʨʫʟʢʠ. 

ɼʣʷ ʦʧʦʚʝʱʝʥʠʷ ʩʦʩʝʜʥʠʭ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʩʪʦʷʱʠʭ ʟʘ ʰʣʶʟʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦ ʜʦʩʪʫʧʥʳʭ 
ʝʤʫ ʭʦʩʪʘʭ, ʩʝʪʷʭ, ʥʦʚʳʭ ʤʘʨʰʨʫʪʘʭ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʠʟʤʝʥʝʥʠʷʤ ʚ ʪʦʧʦʣʦʛʠʠ VPN, 
ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʦʪʦʢʦʣʳ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ, ʥʘʧʨʠʤʝʨ, RIP. ʊʘʢʠʝ ʧʨʦʪʦʢʦʣʳ 
ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʨʝʘʣʠʟʦʚʘʥʳ ʚ ʧʘʢʝʪʝ ʧʨʦʛʨʘʤʤ Quagga. 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʧʨʠʤʝʥʝʥʠʷ ʤʝʭʘʥʠʟʤʘ RRI ʜʘʥʦ ʚ ʜʦʢʫʤʝʥʪʝ çʅʘʩʪʨʦʡʢʘ ʰʣʶʟʘè 
(Settings_gate.pdf) 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʆʪʩʫʪʩʪʚʫʶʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ. 

 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ: ʥʝʜʦʧʫʩʪʠʤʦ ʚʨʫʯʥʫʶ ʠʟʤʝʥʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ ʧʨʘʚʠʣʘ ʤʘʨʰʨʫʪʠʟʘʮʠʠ, 
ʢʦʪʦʨʳʝ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʬʦʨʤʠʨʫʶʪʩʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʪʝʭʥʦʣʦʛʠʠ RRI. 
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crypto dynamic-map 

ʂʦʤʘʥʜʘ crypto  dynamic - map ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʘʙʦʨʘ ʜʠʥʘʤʠʯʝʩʢʠʭ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ. ʊʘʢʞʝ ʵʪʘ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ crypto map 
configuration. 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʠʣʠ ʦʜʥʦʡ ʟʘʧʠʩʠ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto  dynamic - map dynamic - map- name dynamic - seq - num 

 no crypto dynamic - map dynamic - map- name [dynamic - seq -

num]  

dynamic - map- name ʫʢʘʟʳʚʘʝʪ ʠʤʷ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʢʘʨʪʳ 

dynamic - seq - num ʫʢʘʟʳʚʘʝʪ ʥʦʤʝʨ ʢʦʥʢʨʝʪʥʦʡ ʟʘʧʠʩʠ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʢʘʨʪʳ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʩʫʱʝʩʪʚʣʷʝʪ 
ʧʝʨʝʭʦʜ ʚ ʨʝʞʠʤ crypto map configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʰʘʙʣʦʥʦʚ ʧʦʣʠʪʠʢʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 
ʠʩʧʦʣʴʟʦʚʘʥʳ ʚ ʧʨʦʮʝʩʩʝ ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ SA ʩ ʧʘʨʪʥʝʨʦʤ, ʜʘʞʝ ʝʩʣʠ ʚʳ ʥʝ ʟʥʘʝʪʝ 
ʚʩʝʭ ʧʘʨʘʤʝʪʨʦʚ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ, ʪʨʝʙʫʝʤʳʭ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʫʜʘʣʝʥʥʳʤ 
ʧʘʨʪʥʝʨʦʤ (ʪʘʢʠʭ, ʢʘʢ ʝʛʦ IP address). ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʚʳ ʥʝ ʠʤʝʝʪʝ ʧʦʣʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙʦ 
ʚʩʝʭ IPsec ʧʘʨʪʥʝʨʘʭ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʠʥʘʤʠʯʝʩʢʠʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ ʧʦʟʚʦʣʠʪ ʚʘʤ 
ʩʦʟʜʘʪʴ SA ʩ ʧʦʜʦʙʥʳʤ ʧʘʨʪʥʝʨʦʤ. ʆʜʥʘʢʦ, ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ SA ʥʝ ʙʫʜʝʪ ʥʘʯʘʪ ʜʦ ʪʝʭ ʧʦʨ, 
ʧʦʢʘ ʫʩʧʝʰʥʦ ʥʝ ʟʘʚʝʨʰʠʪʩʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ IKE. 

 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʥʘʙʦʨʘ ʟʘʧʠʩʝʡ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʳ ʚʳʧʦʣʥʷʝʪʩʷ ʢʦʤʘʥʜʦʡ 

no crypto dynamic - map <dynamic - map- name>. 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʫʜʘʣʷʝʤʳʡ ʥʘʙʦʨ ʟʘʧʠʩʝʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʦʪʩʫʪʩʪʚʫʶʪ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Could  not  find  

crypto  map te mplate  <dynamic - map- name> 

ɽʩʣʠ ʩʫʱʝʩʪʚʫʝʪ ʭʦʪʷ ʙʳ ʦʜʥʘ ʢʨʠʧʪʦʢʘʨʪʘ, ʩʩʳʣʘʶʱʘʷʩʷ ʥʘ ʥʘʙʦʨ ʟʘʧʠʩʝʡ ʩ ʫʢʘʟʘʥʥʳʤ 

ʠʤʝʥʝʤ, ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: crypto  map template  in  use  by  crypto  map; 

cannot  delete  

 

ʋʜʘʣʝʥʠʝ ʟʘʧʠʩʠ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʢʘʨʪʳ ʚʳʧʦʣʥʷʝʪʩʷ ʢʦʤʘʥʜʦʡ 

no crypto dynamic - map <dynamic - map- name> <seq - num>. 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʫʜʘʣʷʝʤʘʷ ʟʘʧʠʩ ɹʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʦʪʩʫʪʩʪʚʫʶʪ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Could  not  find  

crypto  map template  entry  <dynamic - map- name> < seq - num>. 
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ɽʩʣʠ ʜʘʥʥʘʷ ʟʘʧʠʩʴ ʝʜʠʥʩʪʚʝʥʥʘʷ ʩ ʫʢʘʟʘʥʥʳʤ ʠʤʝʥʝʤ ʠ ʩʫʱʝʩʪʚʫʝʪ ʭʦʪʷ ʙʳ ʦʜʥʘ 
ʢʨʠʧʪʦʢʘʨʪʘ, ʩʩʳʣʘʶʱʘʷʩʷ ʥʘ ʜʘʥʥʳʡ ʥʘʙʦʨ ʟʘʧʠʩʝʡ, ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

crypto  map template  in  use  by  crypto  map; cannot  delete . 

 

ɺ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʝ 
ʢʦʤʘʥʜʳ (ʩʠʥʪʘʢʩʠʩ ʵʪʠʭ ʢʦʤʘʥʜ ʩʦʚʧʘʜʘʝʪ ʩ ʩʠʥʪʘʢʩʠʩʦʤ ʪʘʢʠʭ ʞʝ ʢʦʤʘʥʜ ʧʨʠ ʧʝʨʝʭʦʜʝ ʚ 

ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʢʦʤʘʥʜʦʡ crypto  map): 

set  pfs  ï ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʦʧʮʠʶ PFS 

set  security - association  lifetime  ï ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʚʨʝʤʷ ʞʠʟʥʠ IPsec SA. 

set  transform - set  ï ʩʚʷʟʳʚʘʝʪ ʟʘʧʠʩʴ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʩ ʥʘʙʦʨʘʤʠ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ 

set  pool  ï ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʫʣ ʘʜʨʝʩʦʚ ʜʣʷ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ.  

set  identity  ï ʩʚʷʟʳʚʘʝʪ ʟʘʧʠʩʴ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʩʦ ʩʧʠʩʢʦʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ 

match  address  ï ʩʚʷʟʳʚʘʝʪ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʩ ʟʘʧʠʩʴʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʢʘʨʪʳ 

set  ip  access - group  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ, ʧʨʠʤʝʥʷʝʤʳʝ ʢ ʚʭʦʜʷʱʠʤ 

IPsec ʧʘʢʝʪʘʤ ʧʦʩʣʝ ʜʝʢʘʧʩʫʣʷʮʠʠ, ʠʣʠ ʢ ʠʩʭʦʜʷʱʠʤ IPsec ʧʘʢʝʪʘʤ ʜʦ ʠʥʢʘʧʩʫʣʷʮʠʠ 

exit  ï ʚʳʭʦʜ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ. 

ʆʙʷʟʘʪʝʣʴʥʦʡ ʢʦʤʘʥʜʦʡ ʚ ʵʪʦʤ ʩʧʠʩʢʝ ʷʚʣʷʝʪʩʷ ʢʦʤʘʥʜʘ set  transform - set . 

ɿʘʧʠʩʠ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ, ʧʦʜʦʙʥʦ ʟʘʧʠʩʷʤ ʩʪʘʪʠʯʝʩʢʠʭ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ ʛʨʫʧʧʠʨʫʶʪʩʷ ʚ ʥʘʙʦʨʳ ʟʘʧʠʩʝʡ (ʩʝʪʳ). ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʩ ʧʦʤʦʱʴʶ 

ʢʦʤʘʥʜʳ crypto  dynamic - map ʦʧʨʝʜʝʣʝʥ ʥʘʙʦʨ ʟʘʧʠʩʝʡ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʢʘʨʪʳ (ʢʦʪʦʨʳʡ ʦʙʳʯʥʦ ʩʦʜʝʨʞʠʪ ʪʦʣʴʢʦ ʦʜʥʫ ʟʘʧʠʩʴ), ʝʛʦ ʥʝʦʙʭʦʜʠʤʦ ʩʚʷʟʘʪʴ ʩ ʟʘʧʠʩʴʶ ʚ 
"ʨʦʜʠʪʝʣʴʩʢʦʡ" ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ. ʕʪʘ ʦʧʝʨʘʮʠʷ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ 

crypto  map. ɿʘʪʝʤ ʵʪʘ "ʨʦʜʠʪʝʣʴʩʢʘʷ" ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʢʘʨʪʘ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʠʚʷʟʘʥʘ ʢ 

ʠʥʪʝʨʬʝʡʩʫ. 

ɿʘʧʠʩʠ ʚ "ʨʦʜʠʪʝʣʴʩʢʦʡ" ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʝ, ʩʩʳʣʘʶʱʠʝʩʷ ʥʘ ʜʠʥʘʤʠʯʝʩʢʠʝ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʢʘʨʪʳ ʜʦʣʞʥʳ ʠʤʝʪʴ ʙʦʣʝʝ ʥʠʟʢʠʡ ʧʨʠʦʨʠʪʝʪ, ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʦʩʪʘʣʴʥʳʤʠ 
ʟʘʧʠʩʷʤʠ. ʕʪʦ ʜʦʩʪʠʛʘʝʪʩʷ ʧʨʠʩʚʘʠʚʘʥʠʝʤ ʪʘʢʠʤ ʟʘʧʠʩʷʤ ʥʘʠʚʳʩʰʠʭ ʥʦʤʝʨʦʚ (ʯʝʤ ʚʳʰʝ 
ʥʦʤʝʨ ʟʘʧʠʩʠ, ʪʝʤ ʥʠʞʝ ʝʝ ʧʨʠʦʨʠʪʝʪ). 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ crypto  dynamic - map. ɺ ʵʪʦʤ ʧʨʠʤʝʨʝ 

ʟʘʧʠʩʴ ʩʪʘʪʠʯʝʩʢʦʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ "mymap 30" ʩʩʳʣʘʝʪʩʷ ʥʘ ʜʠʥʘʤʠʯʝʩʢʫʶ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʫʶ ʢʘʨʪʫ  

Router(config)#crypto dynamic - map mydynamicmap 10  

Router(config - crypto - map)#match address 103  

Router(config - crypto - map)#set transform - set my_t_set1 my_t_set2 

my_t_set3  

 

Router(config)#crypto ipsec transform - set my_t_set1 esp - 3des esp - sha -

hmac 

Router(config)#crypto ipsec transform - set my_t_ set2 esp - md5- hmac 

Router(config)#crypto map mymap 10 ipsec - isakmp  

  Router(config - crypto - map)#match address 101  

  Router(config - crypto - map)#set transform - set my_t_set1  

  Router(config - crypto - map)#set peer 10.0.0.1  
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  Router(config - crypto - map)#set peer 10.0. 0.2  

Router(config)#crypto map mymap 20 ipsec - isakmp  

  Router(config - crypto - map)#match address 102  

  Router(config - crypto - map)#set transform - set my_t_set1 my_t_set2  

  Router(config - crypto - map)#set peer 10.0.0.3  

Router(config)#crypto map mymap 30 ipsec - isakm p dynamic mydynamicmap  

!  
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ʃʧʥʙʦʝ ɹʦʙʪʫʩʧʢʣʡ ʣʧʦʫʞʣʪʫʦʧʢ ʭʡʤʵʫʩʙʯʡʡ 

ip port-map 

ʂʦʤʘʥʜʘ ip  port - map ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʘʩʩʦʮʠʘʮʠʠ ʧʨʦʪʦʢʦʣʦʚ (ʩʝʨʚʠʩʦʚ) ʧʨʠʢʣʘʜʥʦʛʦ 

ʫʨʦʚʥʷ ʩ ʥʦʤʝʨʘʤʠ TCP-ʧʦʨʪʦʚ (PAM ï Port to Application Mapping) ʠ ʧʦʟʚʦʣʷʝʪ 
ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʪʨʘʬʠʢ ʩʪʘʥʜʘʨʪʥʳʭ (ʩʠʩʪʝʤʥʳʭ) ʧʨʦʪʦʢʦʣʦʚ, ʘ ʪʘʢʞʝ ʩʝʨʚʠʩʦʚ, ʟʘʜʘʥʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʥʘ ʣʶʙʦʡ TCP-ʧʦʨʪ. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ ip port - map appl - name port [ tcp ]  port - num*|  from begin -

port - num to end - port - num [ list acl - num]  [ description 

description - string]  

 no ip port - map appl - name port [ tcp ]  port - num*|  from 

begin - port - num to end - port - num [ list acl - num]  

appl - name ʥʘʟʚʘʥʠʝ ʧʨʦʪʦʢʦʣʘ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ (ʩʝʨʚʠʩʘ). ʄʦʛʫʪ ʟʘʜʘʚʘʪʴʩʷ 

ʩʪʘʥʜʘʨʪʥʳʝ (ʩʠʩʪʝʤʥʳʝ) ʩʝʨʚʠʩʳ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ, 
ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. ʉʠʩʪʝʤʥʳʝ ʩʝʨʚʠʩʳ ʘʩʩʦʮʠʠʨʫʶʪʩʷ ʩ 
ʦʙʱʝʠʟʚʝʩʪʥʳʤ ʥʦʤʝʨʦʤ ʧʦʨʪʘ ʠ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʊʘʙʣʠʮʘ 12. 
ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʩʝʨʚʠʩ ʟʘʜʘʝʪʩʷ ʠʤʝʥʝʤ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ 
ʥʘʯʠʥʘʪʴʩʷ ʩ ʧʨʝʬʠʢʩʘ ñuser-ñ ʠ ʧʦ ʜʣʠʥʝ ʥʝ ʜʦʣʞʝʥ ʧʨʝʚʳʰʘʪʴ 19 
ʩʠʤʚʦʣʦʚ 

tcp  ʥʘʣʠʯʠʝ ʠʣʠ ʦʪʩʫʪʩʪʚʠʝ ʵʪʦʛʦ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ ʥʝ ʠʛʨʘʝʪ 

ʩʫʱʝʩʪʚʝʥʥʦʡ ʨʦʣʠ 

port - num ʥʦʤʝʨ TCP-ʧʦʨʪʘ. ʇʨʠ ʥʘʣʠʯʠʠ ʚ ʢʦʤʘʥʜʝ ʩʣʦʚʘ tcp  ʤʦʞʥʦ ʟʘʜʘʪʴ 

ʧʝʨʝʯʠʩʣʝʥʠʝ ʜʦ ʧʷʪʠ ʧʦʨʪʦʚ ʠʣʠ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ. ʇʨʠ ʦʪʩʫʪʩʪʚʠʠ 

ʩʣʦʚʘ tcp  ï ʨʘʟʨʝʰʘʝʪʩʷ ʟʘʜʘʪʴ ʪʦʣʴʢʦ ʦʜʠʥ ʧʦʨʪ 

begin - port - num ʥʘʯʘʣʴʥʳʡ ʧʦʨʪ ʜʠʘʧʘʟʦʥʘ ʧʦʨʪʦʚ, ʜʦʣʞʝʥ ʙʳʪʴ ʤʝʥʴʰʝ ʢʦʥʝʯʥʦʛʦ 

ʧʦʨʪʘ 

end - port - num ʢʦʥʝʯʥʳʡ ʧʦʨʪ ʜʠʘʧʘʟʦʥʘ ʧʦʨʪʦʚ 

acl - num ʩʩʳʣʢʘ ʥʘ ʠʤʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʥʫʤʝʨʦʚʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʳʡ 

ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʘʥʥʳʡ ʩʝʨʚʠʩ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʭʦʩʪʦʚ ʠ ʧʦʜʩʝʪʝʡ. 
ɽʩʣʠ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʦ ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ 
ʠʛʥʦʨʠʨʫʝʪʩʷ ʧʨʠ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʠ ʢʦʥʬʠʛʫʨʘʮʠʠ 

description - string  ʩʪʨʦʢʘ ʩ ʧʨʦʠʟʚʦʣʴʥʳʤ ʦʧʠʩʘʥʠʝʤ. 

 

ʉʠʩʪʝʤʥʦ-ʟʘʜʘʥʥʳʝ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʊʘʙʣʠʮʘ 12 

ʀʤʷ ʧʨʦʪʦʢʦʣʘ, ʩʝʨʚʠʩʘ ʅʦʤʝʨ ʧʦʨʪʘ ʆʧʠʩʘʥʠʝ 

ftp 21 File Transfer Protocol 

telnet 23 Telnet 

smtp 25 Simple Mail Transfer Protocol 

gopher 70 Gopher 
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pop3 110 Post Office Protocol ï Version 3 

nntp 119 Network News Transport Protocol 

imap 143 Internet Message Access Protocol 

imap3 220 Interactive Mail Access Protocol 3 

ldap 389 Lightweight Directory Access Protocol 

login 513 Remote login 

 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʧʝʨʝʥʘʧʨʘʚʠʪʴ ʪʨʘʬʠʢ ʩʪʘʥʜʘʨʪʥʳʭ ʩʝʨʚʠʩʦʚ ʥʘ ʜʨʫʛʠʝ, 
ʦʪʣʠʯʥʳʝ ʦʪ ʦʙʱʝʠʟʚʝʩʪʥʳʭ, ʧʦʨʪʳ. ʄʦʞʥʦ ʪʘʢʞʝ ʜʦʙʘʚʠʪʴ ʥʦʚʳʡ ʧʦʨʪ ʢ ʦʙʱʝʠʟʚʝʩʪʥʦʤʫ 
ʧʦʨʪʫ. ɼʣʷ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʥʝʦʙʱʝʠʟʚʝʩʪʥʳʝ ʧʦʨʪʳ, ʩʦʟʜʘʡʪʝ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʩʝʨʚʠʩ. 

 

ɼʦʙʘʚʣʝʥʠʝ ʟʘʧʠʩʠ ʢ ʩʠʩʪʝʤʥʦʤʫ port-map 

ʉʠʩʪʝʤʥʦ-ʟʘʜʘʥʥʳʝ ʩʦʦʪʚʝʪʩʪʚʠʷ ʩʫʱʝʩʪʚʫʶʪ ʥʝʷʚʥʦ ʠ ʠʭ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʦʤʘʥʜʝ ip  

port - name, ʥʝ ʚʚʦʜʷ ʥʠʢʘʢʠʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʦʤʘʥʜ. 

ɼʣʷ ʜʦʙʘʚʣʝʥʠʷ ʥʦʚʦʛʦ ʧʦʨʪʘ ʢ ʩʠʩʪʝʤʥʦʤʫ ʩʝʨʚʠʩʫ ʥʘʧʠʰʠʪʝ ʢʦʤʘʥʜʫ ʩ ʩʠʩʪʝʤʥʳʤ port  

map ʠ ʦʥʘ ʜʦʙʘʚʠʪ ʥʦʚʫʶ ʟʘʧʠʩʴ ʚ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʡ port  map (ʥʦ ʥʝ ʟʘʤʝʥʠʪ ʝʛʦ!). ʇʨʠʤʝʨ: 

ip  port - map ftp  port  2100  

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʠʚʝʜʝʪ ʢ ʪʦʤʫ, ʯʪʦ ʜʣʷ ftp ʙʫʜʝʪ ʜʚʝ ʟʘʧʠʩʠ (ʦʜʥʘ ʷʚʥʘʷ ʠ ʦʜʥʘ ʥʝʷʚʥʘʷ). 

!!! ʅʝʷʚʥʘʷ ʟʘʧʠʩʴ!!! ip port- map ftp port tcp 21 description File 

Transfer Protocol  

!!! ʗʚʥʘʷ ʟʘʧʠʩʴ!!! ip  port - map ftp  port  2100  

 

ʆʛʨʘʥʠʯʝʥʠʷ ʥʘ ʧʦʨʪʳ 

ɿʘʧʨʝʱʝʥʦ ʟʘʜʘʚʘʪʴ ʧʦʨʪʳ, ʫʞʝ ʚʭʦʜʷʱʠʝ ʚ ʜʨʫʛʦʡ port - map (ʧʨʠ ʫʩʣʦʚʠʠ, ʯʪʦ ʜʣʷ ʥʝʛʦ ʥʝ 

ʟʘʜʘʥʘ no-ʬʦʨʤʘ ʢʦʤʘʥʜʳ). ʕʪʦ ʦʪʥʦʩʠʪʩʷ ʢ ʝʜʠʥʠʯʥʦʤʫ ʧʦʨʪʫ, ʧʝʨʝʯʠʩʣʝʥʠʶ ʠʣʠ ʜʠʘʧʘʟʦʥʫ 

ʧʦʨʪʦʚ, ʚ ʢʦʪʦʨʳʝ ʚʭʦʜʠʪ ʜʘʥʥʳʡ ʧʦʨʪ. ʅʘʧʨʠʤʝʨ, 

ip  port - map ftp  port  tcp  23 

ɹʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

%Unable to add port - map entry.  

 It conflicts with the system entry for telnet.  

 Please delete it before adding this entry  

ɸ ʝʩʣʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʩʝʨʚʠʩ ʩ ʠʤʝʥʝʤ user - port - map-

1 ʠ ʦʥ ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʧʦʨʪ 2100, ʪʦ ʥʘ ʢʦʤʘʥʜʫ 

ip port - map ftp port tcp 2100  
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ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

%Unable to add port - map entry.  

 It conflicts with the user - defined entry for user - port - map- 1.  

 Please delete it before adding this entry  

 

ʆʪʤʝʥʘ ʩʠʩʪʝʤʥʦʛʦ port-map 

ʅʝʷʚʥʦ ʟʘʜʘʥʥʫʶ ʟʘʧʠʩʴ ʩʠʩʪʝʤʥʦʛʦ port  map ʤʦʞʥʦ ʦʪʤʝʥʠʪʴ ʩ ʧʦʤʦʱʴʶ no-ʬʦʨʤʳ 

ʢʦʤʘʥʜʳ. ʇʨʠʯʝʤ ʜʘʥʥʘʷ no-ʢʦʤʘʥʜʘ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʧʦ show running - config  

(ʚʦʟʤʦʞʥʦ ʚ ʨʘʩʰʠʨʝʥʥʦʤ ʚʠʜʝ). ʇʨʠʤʝʨ: ʭʦʪʠʤ ʧʝʨʝʥʘʧʨʘʚʠʪʴ ʪʨʘʬʠʢ ftp ʥʘ ʥʝʩʪʘʥʜʘʨʪʥʳʡ 
ʧʦʨʪ 2100, ʜʣʷ ʵʪʦʛʦ ʚʳʧʦʣʥʠʤ: 

no ip port - map ftp  

ip port - map ftp port 2100  

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʙʫʜʝʪ ʧʦʢʘʟʘʥʦ: 

no ip port - map ftp port tcp 21 description File Transfer Protocol  

ip port - map ftp port tcp 2100  

ʆʪʤʝʥʠʪʴ no-ʢʦʤʘʥʜʫ ʤʦʞʥʦ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

ip port - map ftp port tcp 21  

ɸ ʧʦ ʢʦʤʘʥʜʝ show running - config  ʙʫʜʝʪ ʧʦʢʘʟʘʥʦ: 

ip port - map ftp port tcp 21  

 

ɼʠʘʧʘʟʦʥ ʧʦʨʪʦʚ 

ʇʨʠ ʟʘʜʘʥʠʠ ʜʠʘʧʘʟʦʥʘ ʥʘʯʘʣʴʥʳʡ ʧʦʨʪ ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʝʥ ʙʳʪʴ ʤʝʥʴʰʝ ʢʦʥʝʯʥʦʛʦ ʧʦʨʪʘ. ɺ 
ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

%Unable  to  add port - map entry .  

 In a range, beginning value should be smaller than the end  

 

ʉʩʳʣʢʘ ʥʘ ʣʠʩʪ ʜʦʩʪʫʧʘ 

ɽʩʣʠ ʚ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʘʥʜʘʭ ip  port - map ʩʫʱʝʩʪʚʫʶʪ ʧʨʠʚʷʟʢʠ ʢ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʣʠʩʪʫ 

ʜʦʩʪʫʧʘ, ʪʦ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʢʦʣʣʠʟʠʡ ʚ ʢʦʤʘʥʜʘʭ ʚʳʜʘʶʪʩʷ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ. 

ɽʩʣʠ ʚ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʘʥʜʘʭ ʩʫʱʝʩʪʚʫʶʪ ʧʨʠʚʷʟʢʠ ʢ ʨʘʟʥʳʤ ʣʠʩʪʘʤ ʜʦʩʪʫʧʘ (ʩ ʨʘʟʥʳʤʠ 
ʥʦʤʝʨʘʤʠ, ʤʝʞʜʫ ʥʠʤʠ ʜʦʧʫʩʢʘʶʪʩʷ ʧʝʨʝʩʝʯʝʥʠʷ ʠʣʠ ʜʘʞʝ ʧʦʣʥʦʝ ʩʦʚʧʘʜʝʥʠʝ) ʠʣʠ ʝʩʣʠ ʚ 
ʦʜʥʦʡ ʢʦʤʘʥʜʝ ʟʘʜʘʥ ʣʠʩʪ ʜʦʩʪʫʧʘ, ʘ ʚ ʜʨʫʛʦʡ ï ʥʝʪ, ʪʦ ʵʪʠ ʢʦʤʘʥʜʳ ʥʝ ʩʨʘʚʥʠʚʘʶʪʩʷ. ɺ ʥʠʭ 
ʜʦʧʫʩʢʘʶʪʩʷ ʣʶʙʳʝ ʧʝʨʝʩʝʯʝʥʠʷ ʠ ʩʦʚʧʘʜʝʥʠʷ ʥʦʤʝʨʦʚ ʧʦʨʪʦʚ. 

ʇʨʠʤʝʨ ʢʦʨʨʝʢʪʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʢʦʤʘʥʜ: 

ip  port - map user - port - map- 1 port  tcp  2100 list  1 

ip  port - map user - port - map- 1 port  tcp  21 list  1  

ip  port - map user - port - map- 1 port  tcp  23 list  2 

ip  port - map ftp  port  tcp  23 list  1  

ip port - map ftp port tcp 2100  

ʇʨʠʤʝʨ ʦʰʠʙʦʯʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ ʢʦʤʘʥʜ: 

ip  port - map user - port - map- 1 port  tcp  2100 list  1  

ip port - map ftp port tcp 2100 list 1 !!! ʅʝʧʨʘʚʠʣʴʥʦ !!! 
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ɽʩʣʠ ʚʪʦʨʦʡ ʨʘʟ ʧʨʦʧʠʩʳʚʘʝʪʩʷ ʢʦʤʘʥʜʘ, ʢʦʪʦʨʘʷ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ 

(ʩʦʚʧʘʜʝʥʠʝ ʩ ʪʦʯʥʦʩʪʴʶ ʜʦ description ), ʦʥʘ ʠʛʥʦʨʠʨʫʝʪʩʷ ʙʝʟ ʚʳʜʘʯʠ ʩʦʦʙʱʝʥʠʡ ʦʙ 

ʦʰʠʙʢʝ. ʇʦʚʝʜʝʥʠʝ, ʘʥʘʣʦʛʠʯʥʦʝ Cisco IOS. 

 

ɽʩʣʠ ʚ ʣʠʩʪʝ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʤʦʜʠʬʠʢʘʪʦʨʳ log  ʠ log - input , ʪʦ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪ 

ʣʦʛʠʨʦʚʘʥʠʝ ʧʘʢʝʪʦʚ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ inspection ʬʠʣʴʪʨʳ. ʉʦʦʙʱʝʥʠʷ ʣʦʛʘ ʧʦʢʘʟʳʚʘʶʪʩʷ ʚ 
ʩʣʝʜʫʶʱʝʤ ʚʠʜʝ: 

Inspect _<inspect - name>_<acl - name> 

ʛʜʝ <inspect - name> ï ʠʤʷ inspection; <acl - name> ï ʠʤʷ ʣʠʩʪʘ ʜʦʩʪʫʧʘ, ʧʨʠʩʦʝʜʠʥʝʥʥʦʛʦ ʢ 

port-map, ʥʘ ʢʦʪʦʨʫʶ ʩʩʳʣʘʝʪʩʷ ʜʘʥʥʳʡ inspect. 

ʇʨʠʤʝʨ: 

ʌʨʘʛʤʝʥʪ ʢʦʥʬʠʛʫʨʘʮʠʠ: 

access - list  95 permit  10.20.30.40 log  

!  

no ip port - map telnet port 23  

ip port - map telnet port tc p 23 list 95  

!  

ip inspect name inspect1 telnet  

ʌʨʘʛʤʝʥʪ ʚʳʚʦʜʘ ʚ ʩʦʦʙʱʝʥʠʠ ʣʦʛʘ: 

Inspect _inspect 1_95     

ɺ Cisco IOS ʟʘʧʠʩʠ ʩ ʤʦʜʠʬʠʢʘʪʦʨʦʤ log ʥʝ ʨʘʙʦʪʘʶʪ ʧʨʠ ʠʥʩʧʝʢʪʠʨʦʚʘʥʠʠ ʪʨʘʬʠʢʘ. 

 

 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ port map 

ʅʘ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʩʝʨʚʠʩʘ ʩʫʱʝʩʪʚʫʶʪ ʞʝʩʪʢʠʝ ʦʛʨʘʥʠʯʝʥʠʷ (ʘʥʘʣʦʛʠʯʥʦ Cisco IOS). 

ɽʩʣʠ ʠʤʷ ʥʝ ʥʘʯʠʥʘʝʪʩʷ ʩ ʧʨʝʬʠʢʩʘ ñuser -ñ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

%Unable to add port - map entry.  

 Names for user - defined applications must start with 'user - '  

ʀʤʷ ʧʦ ʜʣʠʥʝ ʥʝ ʜʦʣʞʥʦ ʧʨʝʚʳʰʘʪʴ 19 ʩʠʤʚʦʣʦʚ. ʇʨʠ ʥʝʩʦʙʣʶʜʝʥʠʠ ʵʪʦʛʦ ʧʨʘʚʠʣʘ ʚʳʜʘʝʪʩʷ 
ʩʦʦʙʱʝʥʠʝ: 

%Unable to add port - map entry.  

 Application name is too long. Maximum allowed characters for application 

name are 19  

ʉʣʦʚʦ tcp  ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʦ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ. ʇʨʠ ʥʝʩʦʙʣʶʜʝʥʠʠ ʵʪʦʛʦ ʧʨʘʚʠʣʘ ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: 

%Unable to add port - map entry.  

 TCP protocol must be specified for user - defined applications  

ɼʦʙʘʚʣʝʥʠʝ ʟʘʧʠʩʝʡ ʚ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʡ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ port - map, ʩʩʳʣʢʘ ʥʘ ʣʠʩʪʳ 

ʜʦʩʪʫʧʘ, ʚʦʟʤʦʞʥʳʝ ʦʰʠʙʢʠ ʘʥʘʣʦʛʠʯʥʳ ʫʢʘʟʘʥʥʳʤ ʜʣʷ ʩʠʩʪʝʤʥʳʭ port  map. 

 

 

ʂʦʤʘʥʜʘ show running-config 

ʉʣʦʚʦ tcp  ʧʦʢʘʟʳʚʘʝʪʩʷ ʚʩʝʛʜʘ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʧʨʠʩʫʪʩʪʚʠʷ ʚ ʢʦʤʘʥʜʝ. 

ʉʠʩʪʝʤʥʦ-ʟʘʜʘʥʥʳʝ ʩʦʦʪʚʝʪʩʪʚʠʷ ʥʝ ʧʦʢʘʟʳʚʘʶʪʩʷ, ʭʦʪʷ ʠ ʩʫʱʝʩʪʚʫʶʪ ʥʝʷʚʥʦ. 
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ʋʜʘʣʝʥʠʝ 

ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʠʪʴ ʚʝʩʴ port  map ʦʜʥʦʡ ʢʦʤʘʥʜʦʡ. ʌʦʨʤʘʪ ʢʦʤʘʥʜʳ: 

no ip port - map appl - name 

ʇʨʠʤʝʯʘʥʠʝ: ʚ ʩʣʫʯʘʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ port  map ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʜʘʣʷʝʪ ʚʝʩʴ port  map 

ʮʝʣʠʢʦʤ; ʚ ʩʣʫʯʘʝ ʩʠʩʪʝʤʥʦʛʦ port  map ï ʫʜʘʣʷʝʪ ʚʩʝ user - defined  ʧʦʨʪʳ ʠ ʜʦʙʘʚʣʷʝʪ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʶ no-ʬʦʨʤʫ ʢʦʤʘʥʜʳ ʜʣʷ pre - defined  ʧʦʨʪʦʚ (ʝʩʣʠ ʝʝ ʥʘ ʵʪʦʪ ʤʦʤʝʥʪ ʝʱʝ ʥʝ 

ʙʳʣʦ). 

ɽʩʣʠ ʜʘʥʥʦʛʦ port  map ʥʝ ʩʫʱʝʩʪʚʫʝʪ, ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

%Unable to remove port - map entry.  

 Port - map entry for application <appl - name> is not found  

ʇʨʠ ʫʜʘʣʝʥʠʠ ʧʦʣʴʟʦʚʘʪʣʴʩʢʦʛʦ port - map ʮʝʣʠʢʦʤ (ʩʤ. ʧʨʝʜʳʜʫʱʠʡ ʧʫʥʢʪ) ʠʣʠ ʧʨʠ ʫʜʘʣʝʥʠʠ 

ʧʦʩʣʝʜʥʝʡ ʟʘʧʠʩʠ ʪʘʢʦʛʦ port  map ʠ ʝʩʣʠ ʠʤʝʝʪʩʷ ʧʨʠʚʷʟʢʘ ʢ inspection  ʧʨʘʚʠʣʫ, ʪʦ 

ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʚʠʜʘ: 

Removed <port - map- name> from inspect rule <inspection - name> 

 

ɽʩʣʠ ʚ ʜʘʥʥʦʤ inspection  ʧʨʘʚʠʣʝ ʥʝ ʙʳʣʦ ʧʨʠʚʷʟʦʢ ʢ ʜʨʫʛʠʤ ʧʨʦʪʦʢʦʣʘʤ (ʪ.ʝ. ʜʘʥʥʳʡ 

inspection  rule  ʫʜʘʣʷʝʪʩʷ), ʪʦ ʚʳʜʘʶʪʩʷ ʜʚʘ ʩʦʦʙʱʝʥʠʷ: 

Removed <port - map- name> from inspect rule <inspection - name> 

Removed inspect rule <inspection - name>  

ɽʩʣʠ ʜʘʥʥʳʡ port  map ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʨʘʟʥʳʭ inspect ion  ʧʨʘʚʠʣʘʭ, ʫʢʘʟʘʥʥʳʝ ʚʳʰʝ 

ʩʪʨʦʢʠ ʧʦʢʘʟʳʚʘʶʪʩʷ ʜʣʷ ʢʘʞʜʦʛʦ inspection  ʧʨʘʚʠʣʘ. 

 

ʇʨʠʤʝʨ. ʅʘ ʩʣʝʜʫʶʱʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʢʦʤʘʥʜ: 

ip port - map user - port - map- 1 port tcp 2100  

ip inspect name inspect - 1 user - port - map- 1   

ip inspect name inspect - 1 tcp   

ip inspect name inspect - 2 user - port - map- 1 

no no ip port - map user - port - map- 1 

ʙʫʜʝʪ ʚʳʜʘʥʦ: 

Removed user - port - map- 1 from inspect rule inspect - 1 

Removed user - port - map- 1 from inspect rule inspect - 2 

Removed inspect  rule  inspect - 2 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ʅʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʪʦʢʦʣ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʷ UDP. 

ʉʠʩʪʝʤʥʳʝ ʧʨʦʪʦʢʦʣʳ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʦʜʠʥʘʢʦʚʦ. 

ɼʣʷ ʧʨʦʪʦʢʦʣʘ ftp ʬʦʨʤʠʨʫʝʪʩʷ inspection ʧʨʦʮʝʜʫʨʘ ftp<>, ʜʣʷ ʚʩʝʭ ʦʩʪʘʣʴʥʳʭ ʧʨʦʪʦʢʦʣʦʚ ï 
ʧʨʦʮʝʜʫʨʘ tcp<>, ʘ ʫ Cisco ï ʩʧʝʮʠʬʠʯʝʩʢʠʝ ʧʨʦʮʝʜʫʨʳ ʜʣʷ SMTP, HTTP ʠ ʪ.ʧ. 
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ip inspect name 

ʂʦʤʘʥʜʘ ip  inspect  name ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʘʚʠʣʘ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ ʜʣʷ 

ʧʨʦʪʦʢʦʣʦʚ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ ʠ TCP. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ 
ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ, ʠʩʧʦʣʴʟʫʷ ʩʨʝʜʩʪʚʘ CBAC (Context-Based Access Control ï ʫʧʨʘʚʣʝʥʠʝ 
ʜʦʩʪʫʧʦʤ ʥʘ ʦʩʥʦʚʝ ʢʦʥʪʝʢʩʪʘ).  

ʋʜʘʣʝʥʠʝ ʧʨʘʚʠʣʘ ʧʨʦʚʝʨʢʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʪʦʡ ʞʝ ʢʦʤʘʥʜʦʡ ʩ ʧʨʝʬʠʢʩʦʤ no . 

ʉʠʥʪʘʢʩʠʩ ip inspect name inspection - name protocol  [ alert {on  |  

off} ]  [ audit - trail {on  |  off} ]  [ timeout seconds]  

 no ip inspect name inspection - name protocol  [ alert {on  

|  off} ]  [ audit - trail {on  |  off} ]  [ timeout seconds]  

inspection - name ʠʤʷ ʥʘʙʦʨʘ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ. ɼʣʠʥʘ ʠʤʝʥʠ ʥʝ ʜʦʣʞʥʘ ʧʨʝʚʳʰʘʪʴ 16 

ʩʠʤʚʦʣʦʚ, ʧʨʠ ʙʦʣʴʰʝʡ ʜʣʠʥʝ ʦʥʦ ʙʫʜʝʪ ʩʦʢʨʘʱʝʥʦ ʜʦ 16 ʩʠʤʚʦʣʦʚ 

protocol  ʧʨʦʪʦʢʦʣ, ʤʦʞʝʪ ʙʳʪʴ tcp ʠʣʠ ʧʨʦʪʦʢʦʣ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ (ʩʝʨʚʠʩ) 

(ʩʠʩʪʝʤʥʳʡ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ, ʟʘʜʘʥʥʳʡ ʚ ʢʦʤʘʥʜʝ ip  port -

map) 

alert  ʜʣʷ ʢʘʞʜʦʛʦ ʧʨʦʪʦʢʦʣʘ ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ/ʚʳʢʣʶʯʠʪʴ ʚʳʜʘʯʫ ʪʨʝʚʦʞʥʳʭ 

ʩʦʦʙʱʝʥʠʡ ʥʘ ʢʦʥʩʦʣʴ (ʫʨʦʚʥʷ alert). ɽʩʣʠ ʵʪʘ ʦʧʮʠʷ ʥʝ ʫʩʪʘʥʦʚʣʝʥʘ, 

ʪʦ ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʝʨʝʪʩʷ ʥʘʩʪʨʦʡʢʘ ʠʟ ʢʦʤʘʥʜʳ ip  inspect  alert -

off  (ʛʣʦʙʘʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ) 

audit - trail  ʜʣʷ ʢʘʞʜʦʛʦ ʧʨʦʪʦʢʦʣʘ ʤʦʞʥʦ ʚʢʣʶʯʠʪʴ/ʚʳʢʣʶʯʠʪʴ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʘ 

ʘʫʜʠʪʘ, ʟʘʧʠʩʠ ʢʦʪʦʨʦʛʦ ʚʳʜʘʶʪʩʷ ʥʘ ʢʦʥʩʦʣʴ ʧʦʩʣʝ ʟʘʢʨʳʪʠʷ ʢʘʞʜʦʡ 
ʩʝʩʩʠʠ. ɽʩʣʠ ʵʪʘ ʦʧʮʠʷ ʥʝ ʫʩʪʘʥʦʚʣʝʥʘ, ʪʦ ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʝʨʝʪʩʷ 

ʥʘʩʪʨʦʡʢʘ ʠʟ ʢʦʤʘʥʜʳ ip  inspect  audit - trail  (ʛʣʦʙʘʣʴʥʘʷ 

ʥʘʩʪʨʦʡʢʘ) 

seconds  ʚʨʝʤʷ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʜʦʧʫʩʢʘʝʪʩʷ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʥʝʘʢʪʠʚʥʦʛʦ 

ʩʝʘʥʩʘ TCP. ɽʩʣʠ ʵʪʘ ʦʧʮʠʷ ʥʝ ʫʩʪʘʥʦʚʣʝʥʘ, ʪʦ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʙʝʨʝʪʩʷ ʥʘʩʪʨʦʡʢʘ ʠʟ ʢʦʤʘʥʜʳ ip  inspect  tcp  idle - time  

(ʛʣʦʙʘʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ). 

 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʨʘʚʠʣʦ ʧʨʦʚʝʨʢʠ ʪʨʘʬʠʢʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ stateful ʬʠʣʴʪʨʘʮʠʠ ï ʢʦʥʪʝʢʩʥʦʡ ʬʠʣʴʪʨʘʮʠʠ 
ʪʨʘʬʠʢʘ. 

ɼʣʷ ʢʘʞʜʦʛʦ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʪʦʢʦʣʘ ʩʦʟʜʘʡʪʝ ʩʚʦʝ ʧʨʘʚʠʣʦ. 

ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʦ ʩ ʥʦʚʳʤ ʧʨʦʪʦʢʦʣʦʤ ʚ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʡ ʥʘʙʦʨ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ 

ʠʩʧʦʣʴʟʫʡʪʝ ʪʦ ʞʝ ʠʤʷ inspection - name ʥʘʙʦʨʘ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ. 

ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʜʣʷ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʝʡ ʟʘʧʠʩʠ, ʪʦ ʜʣʷ ʥʝʝ ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ/ʠʟʤʝʥʝʥʳ 
ʥʘʩʪʨʦʡʢʠ (alert, audit-trail ʠ/ʠʣʠ timeout). ʇʨʠ ʵʪʦʤ ʫʙʨʘʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ʥʘʩʪʨʦʡʢʫ ʥʝʣʴʟʷ. 
ʅʘʧʨʠʤʝʨ: 

ɺ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʫʱʝʩʪʚʫʝʪ ʟʘʧʠʩʴ: 

ip inspect name inspect - 1 user - port - map- 1 alert on audit - trail off  

ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ: 

ip i nspect name inspect - 1 user - port - map- 1 alert off timeout 1000  
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ʊʦ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʙʫʜʝʪ ʩʬʦʨʤʠʨʦʚʘʥʘ ʢʦʤʘʥʜʘ: 

ip inspect name inspect - 1 user - port - map- 1 alert off audit - trail off 

timeout 1000  

 

ʇʨʠʤʝʯʘʥʠʝ: ʩʦʙʣʶʜʘʡʪʝ ʦʩʪʦʨʦʞʥʦʩʪʴ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʦʚʤʝʩʪʥʦ ʩ ʬʠʣʴʪʨʘʮʠʝʡ ʧʦ 
ʨʘʩʧʠʩʘʥʠʶ. ɼʠʥʘʤʠʯʝʩʢʦʝ ʧʨʘʚʠʣʦ, ʩʦʟʜʘʥʥʦʝ ʚ ʜʠʘʧʘʟʦʥʝ ʚʨʝʤʝʥʠ, ʫʢʘʟʘʥʥʦʤ ʚ 
ʨʘʩʧʠʩʘʥʠʠ, ʧʨʦʜʦʣʞʘʝʪ ʨʘʙʦʪʘʪʴ ʠ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʜʘʥʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʚʨʝʤʝʥʠ. 
ɽʩʣʠ ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʢʦʥʪʝʢʩʪʥʘʷ ʬʠʣʴʪʨʘʮʠʷ ʨʘʙʦʪʘʣʘ ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʪʦ ʚ ʜʘʥʥʦʡ 
ʩʠʪʫʘʮʠʠ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʩʦʟʜʘʪʴ ʧʨʠ ʧʦʤʦʱʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ (ʩʤ. 
ʜʦʢʫʤʝʥʪ çʉʦʟʜʘʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘè). 

 

 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʟʘʧʠʩʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʧʨʦʪʦʢʦʣʦʤ protocol , ʚ ʥʘʙʦʨʝ ʧʨʘʚʠʣ ʩ 

ʠʤʝʥʝʤ inspection - name ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ: 

no ip inspect name inspection - name protocol  

 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʥʘʙʦʨʘ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ ʩ ʠʤʝʥʝʤ inspection - name ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ: 

no ip  inspect  inspection - name 

 

ʇʨʠ ʫʜʘʣʝʥʠʠ ʥʘʙʦʨʘ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ, ʧʨʠʚʷʟʘʥʥʦʛʦ ʢ ʦʜʥʦʤʫ ʠʣʠ ʥʝʩʢʦʣʴʢʠʤ ʠʥʪʝʨʬʝʡʩʘʤ, 
ʧʨʦʠʩʭʦʜʠʪ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʫʜʘʣʝʥʠʝ ʧʨʠʚʷʟʢʠ ʙʝʟ ʚʳʜʘʯʠ ʩʧʝʮʠʘʣʴʥʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

 

ɼʣʷ ʫʜʘʣʝʥʠʷ ʚʩʝʭ ʥʘʙʦʨʦʚ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ: 

no ip  inspect  

ʇʨʠ ʵʪʦʤ ʚʩʝ ʟʥʘʯʝʥʠʷ ʛʣʦʙʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ, ʩʚʷʟʘʥʥʳʭ ʩ ʉɺɸʉ, ʧʨʠʥʠʤʘʶʪ ʟʥʘʯʝʥʠʷ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɺ ʧʨʦʪʦʢʦʣʳ, ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʧʨʦʚʝʨʠʪʴ, ʥʝ ʚʭʦʜʷʪ ʩʪʘʥʜʘʨʪʥʳʝ UDP ʠ icmp. 

ʊʨʘʬʠʢ (ʚʭʦʜʷʱʠʡ ʠʣʠ ʠʩʭʦʜʷʱʠʡ), ʦʜʥʠʤ ʠʟ ʢʦʥʝʯʥʳʭ ʧʫʥʢʪʦʚ ʢʦʪʦʨʦʛʦ ʷʚʣʷʝʪʩʷ ʩʘʤ 
ʨʦʫʪʝʨ, ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ, ʪʘʢʞʝ ʢʘʢ ʠ ʣʶʙʦʡ ʜʨʫʛʦʡ. ʋ Cisco ʪʘʢʦʡ ʪʨʘʬʠʢ ʥʝ ʧʦʧʘʜʘʝʪ ʧʦʜ 
ʜʝʡʩʪʚʠʝ inspect ʧʨʘʚʠʣ. 

ʃʠʩʪ ʜʦʩʪʫʧʘ, ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʠʜʝʪ ʪʨʘʬʠʢ, ʧʨʦʪʠʚʦʧʦʣʦʞʥʳʡ ʠʥʩʧʝʢʪʠʨʫʝʤʦʤʫ, ʤʦʞʝʪ ʙʳʪʴ 
ʩʪʘʥʜʘʨʪʥʳʤ, Cisco ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʣʠʩʪ ʜʦʩʪʫʧʘ ʦʙʷʟʘʪʝʣʴʥʦ ʙʳʣ extended. 
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ip inspect alert-off 

ʂʦʤʘʥʜʘ ip  inspect  alert - off  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʦʪʤʝʥʳ ʚʳʜʘʯʠ ʪʨʝʚʦʞʥʳʭ ʩʦʦʙʱʝʥʠʡ 

(ʫʨʦʚʥʷ alert) ʥʘ ʢʦʥʩʦʣʴ ʧʨʠ ʧʨʦʚʝʨʢʝ ʪʨʘʬʠʢʘ ʜʣʷ ʚʩʝʭ ʧʨʦʪʦʢʦʣʦʚ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʨʘʟʨʝʰʘʝʪ ʚʳʜʘʯʫ alert-ʩʦʦʙʱʝʥʠʡ ʜʣʷ ʧʨʦʪʦʢʦʣʦʚ ʧʨʠʢʣʘʜʥʦʛʦ 

ʫʨʦʚʥʷ. 

 

ʉʠʥʪʘʢʩʠʩ ip inspect alert - off  

 no ip inspect alert - off  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʘ ʢʦʥʩʦʣʴ ʥʝ ʚʳʜʘʶʪʩʷ ʩʦʦʙʱʝʥʠʷ ʫʨʦʚʥʷ alert. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʘ ʢʦʤʘʥʜʘ ʷʚʣʷʝʪʩʷ ʛʣʦʙʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʦʡ ʜʣʷ ʚʩʝʭ ʧʨʦʪʦʢʦʣʦʚ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ ʠ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʦʪʩʫʪʩʪʚʠʠ ʦʧʮʠʠ alert  { on| off }  ʚ ʢʦʤʘʥʜʝ ip  inspect  name ʜʣʷ 

ʫʢʘʟʘʥʥʦʛʦ ʧʨʦʪʦʢʦʣʘ. 

ʊʨʝʚʦʞʥʳʝ ʩʦʦʙʱʝʥʠʷ ʙʫʜʫʪ ʚʳʜʘʚʘʪʴʩʷ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʘʪʘʢ ʙʣʦʢʠʨʦʚʘʥʠʷ ʩʝʨʚʠʩʘ ʠ 
ʜʨʫʛʠʭ ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʭ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ. 
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ip inspect audit-trail 

ʂʦʤʘʥʜʘ ip  inspect  audit - trail  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʚʝʜʝʥʠʷ ʞʫʨʥʘʣʘ ʘʫʜʠʪʘ, ʟʘʧʠʩʠ 

ʢʦʪʦʨʦʛʦ ʙʫʜʫʪ ʚʳʜʘʚʘʪʴʩʷ ʥʘ ʢʦʥʩʦʣʴ ʦ ʢʘʞʜʦʡ ʩʝʩʩʠʠ, ʧʦʩʣʝ ʝʝ ʟʘʢʨʳʪʠʷ. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʟʘʧʨʝʱʘʝʪ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʘ ʘʫʜʠʪʘ. 

ʉʠʥʪʘʢʩʠʩ ip inspect audit - trail  

 no ip inspect audit - trail  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʥʘ ʢʦʥʩʦʣʴ ʥʝ ʚʳʜʘʶʪʩʷ ʩʦʦʙʱʝʥʠʷ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʕʪʘ ʢʦʤʘʥʜʘ ʷʚʣʷʝʪʩʷ ʛʣʦʙʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʦʡ ʜʣʷ ʚʩʝʭ ʧʨʦʪʦʢʦʣʦʚ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ ʠ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʦʪʩʫʪʩʪʚʠʠ ʦʧʮʠʠ audit - trail  { on| off }  ʚ ʢʦʤʘʥʜʝ ip  inspect  name 

ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʧʨʦʪʦʢʦʣʘ. 

ʂʦʤʘʥʜʘ ip  inspect  audit - trail  ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʩʨʝʜʩʪʚʦ ʤʦʥʠʪʦʨʠʥʛʘ, ʢʦʪʦʨʦʝ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʦʪʣʘʜʢʠ CBAC. 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʬʘʢʪʳ ʥʘʨʫʰʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʠʥʷʪʴ ʤʝʨʳ ʢ ʫʩʪʨʘʥʝʥʠʶ ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟ. 

ɺ ʞʫʨʥʘʣʝ ʚʝʜʫʪʩʷ ʟʘʧʠʩʠ ʦ ʚʨʝʤʝʥʠ ʩʝʩʩʠʠ, ʘʜʨʝʩʘʭ ʭʦʩʪʦʚ ʠʩʪʦʯʥʠʢʘ ʠ ʧʦʣʫʯʘʪʝʣʷ, 
ʥʦʤʝʨʘʭ ʧʦʨʪʦʚ, ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʠ ʩʫʱʝʩʪʚʦʚʘʥʠʷ ʩʦʝʜʠʥʝʥʠʷ ʠ ʢʦʣʠʯʝʩʪʚʝ ʧʝʨʝʜʘʥʥʳʭ 
ʙʘʡʪʦʚ. 
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ip inspect tcp synwait-time 

ʂʦʤʘʥʜʘ ip  inspect  tcp  synwait - time  ʷʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ ʫʧʨʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʝʤ 

ʩʝʘʥʩʘ ʚ ʩʠʩʪʝʤʝ CBAC. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʢʘʟʳʚʘʝʪ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ, ʧʦ ʠʩʪʝʯʝʥʠʠ ʢʦʪʦʨʦʛʦ 
ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʟʘʢʨʦʝʪ ʩʝʘʥʩ TCP, ʝʩʣʠ ʦʥ ʥʝ ʫʩʧʝʝʪ ʟʘʚʝʨʰʠʪʴ ʧʨʦʮʝʩʩ 
ʫʩʪʘʥʦʚʢʠ ʠ ʧʝʨʝʡʪʠ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʩʦʩʪʦʷʥʠʝ. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ ip inspect tcp synwait - time seconds  

 no ip inspect tcp synwait - time  

seconds  ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ. ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 1 ï 65535. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ 30 ʩʝʢʫʥʜ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʟʘʜʘʪʴ, ʢʘʢ ʜʦʣʛʦ Bel VPN Gate ʙʫʜʝʪ ʩʣʝʜʠʪʴ ʟʘ ʩʦʩʪʦʷʥʠʝʤ 
TCP ʩʝʘʥʩʘ ʠ ʢʦʛʜʘ ʝʛʦ ʟʘʢʨʳʪʴ, ʝʩʣʠ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʩʝʘʥʩʘ ʦʩʪʘʝʪʩʷ ʥʝʟʘʚʝʨʰʝʥʥʳʤ.  

ʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʩʝʘʥʩ TCP ʧʝʨʝʰʝʣ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʩʦʩʪʦʷʥʠʝ, ʝʩʣʠ ʦʙʥʘʨʫʞʝʥ ʧʝʨʚʳʡ ʧʘʢʝʪ 
ʩʝʘʥʩʘ TCP, ʩʦʜʝʨʞʘʱʠʡ ʬʣʘʛ SYN, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʟʘʧʨʦʩʦʤ ʢʣʠʝʥʪʘ ʥʘ ʦʢʨʳʪʠʝ ʩʝʘʥʩʘ. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʷʚʣʷʝʪʩʷ ʛʣʦʙʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʦʡ, ʧʨʠʤʝʥʷʝʤʦʡ ʜʣʷ ʚʩʝʭ ʩʝʘʥʩʦʚ TCP, 
ʧʨʦʚʝʨʷʝʤʳʭ ʩ ʧʦʤʦʱʴʶ CBAC. 
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ip inspect tcp finwait-time 

ʂʦʤʘʥʜʘ ip  inspect  tcp  finwait - time  ʷʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ ʫʧʨʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʝʤ 

ʩʝʘʥʩʘ ʚ ʩʠʩʪʝʤʝ CBAC. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʢʘʟʳʚʘʝʪ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ 
ʜʦʧʫʩʢʘʝʪʩʷ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʩʝʘʥʩʘ TCP ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ Bel VPN Gate ʟʘʨʝʛʠʩʪʨʠʨʫʝʪ 
ʧʦʣʫʯʝʥʠʝ ʧʘʢʝʪʘ ʩ ʬʣʘʛʦʤ FIN. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ ip inspect tcp finwait - time seconds  

 no ip inspect tcp finwait - time  

seconds  ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ. ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 1 ï 65535. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ 5 ʩʝʢʫʥʜ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʝʱʝ ʙʫʜʝʪ 
ʧʦʜʜʝʨʞʠʚʘʪʴʩʷ TCP ʩʝʘʥʩ, ʧʦʩʣʝ ʪʦʛʦ ʢʘʢ ʰʣʶʟ ʟʘʨʝʛʠʩʪʨʠʨʫʝʪ ʧʦʣʫʯʝʥʠʝ ʧʘʢʝʪʘ ʩ ʬʣʘʛʦʤ 
FIN, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʫʚʝʜʦʤʣʝʥʠʝʤ ʦ ʟʘʢʨʳʪʠʠ ʩʝʘʥʩʘ TCP. ɺ ʪʝʯʝʥʠʝ ʵʪʦʛʦ ʚʨʝʤʝʥʠ ʙʫʜʝʪ 
ʧʦʩʣʘʥʦ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʦ ʧʦʣʫʯʝʥʠʠ ʫʚʝʜʦʤʣʝʥʠʷ ʩ ʬʣʘʛʦʤ ACK ʠ ʚʳʩʣʘʥ ʧʘʢʝʪ ʩ ʬʣʘʛʦʤ 
FIN ʦʪ ʧʘʨʪʥʝʨʘ. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʷʚʣʷʝʪʩʷ ʛʣʦʙʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʦʡ, ʧʨʠʤʝʥʷʝʤʦʡ ʜʣʷ ʚʩʝʭ ʩʝʘʥʩʦʚ TCP, 
ʧʨʦʚʝʨʷʝʤʳʭ ʩ ʧʦʤʦʱʴʶ CBAC. 
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ip inspect tcp idle-time 

ʂʦʤʘʥʜʘ ip  inspect  tcp  idle - time  ʷʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ ʫʧʨʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʝʤ ʩʝʘʥʩʘ ʚ 

ʩʠʩʪʝʤʝ CBAC. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʢʘʟʳʚʘʝʪ ʤʘʢʩʠʤʘʣʴʥʳʡ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ 
ʢʦʪʦʨʦʛʦ ʜʦʧʫʩʢʘʝʪʩʷ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʥʝʘʢʪʠʚʥʦʛʦ ʩʝʘʥʩʘ TCP. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ ip inspect tcp idle - time seconds  

 no ip inspect tcp idle - time  

seconds  ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ. ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 1 ï 65535. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ 3600 ʩʝʢʫʥʜ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʠʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ 
ʧʦʜʜʝʨʞʠʚʘʪʴʩʷ ʥʝʘʢʪʠʚʥʳʡ ʩʝʘʥʩ TCP. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʷʚʣʷʝʪʩʷ ʛʣʦʙʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʦʡ, ʧʨʠʤʝʥʷʝʤʦʡ ʜʣʷ ʚʩʝʭ ʩʝʘʥʩʦʚ TCP, 
ʧʨʦʚʝʨʷʝʤʳʭ ʩ ʧʦʤʦʱʴʶ CBAC, ʥʦ ʤʦʞʝʪ ʙʳʪʴ ʧʝʨʝʦʧʨʝʜʝʣʝʥʘ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 

ʚ ʧʨʘʚʠʣʝ ʧʨʦʚʝʨʢʠ ip  inspect  name ʩ ʧʦʤʦʱʴʶ ʧʘʨʘʤʝʪʨʘ timeout . 
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ip inspect max-incomplete high 

ʂʦʤʘʥʜʘ ip  inspect  max incomplete - high  ʷʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ ʫʧʨʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʝʤ 

ʩʝʘʥʩʦʚ ʚ ʩʠʩʪʝʤʝ CBAC. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʢʘʟʳʚʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 
ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ, ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ ʢʦʪʦʨʦʛʦ Bel VPN Gate 
ʥʘʯʠʥʘʝʪ ʠʭ ʫʜʘʣʷʪʴ. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ ip inspect max - incomplete high number  

 no ip inspect max - incomplete high  

number  ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ. 

ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 1 ï 1000000. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ 500 ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʦʣʫʦʪʢʨʳʪʳʭ 
ʩʝʘʥʩʦʚ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɹʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ (ʟʘʧʨʦʩʦʚ ʩʦʝʜʠʥʝʥʠʷ, ʦʩʪʘʚʰʠʭʩʷ ʙʝʟ ʦʪʚʝʪʦʚ) 
ʤʦʞʝʪ ʦʟʥʘʯʘʪʴ ʘʪʘʢʫ ʙʣʦʢʠʨʦʚʘʥʠʷ ʩʝʨʚʠʩʘ ʠʣʠ ʦʧʨʦʩ ʧʦʨʪʦʚ ʚʥʝʰʥʠʤ ʥʘʙʣʶʜʘʪʝʣʝʤ. ɼʣʷ 
TCP ʧʦʣʫʦʪʢʨʳʪʳʡ ʩʝʘʥʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʦʥ ʥʝ ʫʩʧʝʣ ʧʝʨʝʡʪʠ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʩʦʩʪʦʷʥʠʝ. 

ʉʠʩʪʝʤʘ CBAC ʧʦʜʩʯʠʪʳʚʘʝʪ ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ TCP ʠ FTP. ʂʦʛʜʘ 

ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ ʧʨʝʚʳʩʠʪ ʯʠʩʣʦ number, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʢʦʤʘʥʜʦʡ ip  

inspect  max- incomplete  high , ʩʠʩʪʝʤʘ CBAC ʫʜʘʣʷʝʪ ʦʜʠʥ ʧʦʣʫʦʪʢʨʳʪʳʡ ʩʝʘʥʩ, ʢʘʢ 

ʪʦʣʴʢʦ ʧʦʷʚʣʷʝʪʩʷ ʥʦʚʳʡ ʟʘʧʨʦʩ ʥʘ ʩʦʝʜʠʥʝʥʠʝ. ʋʜʘʣʝʥʠʝ ʧʨʦʠʩʭʦʜʠʪ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʯʠʩʣʦ 

ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ ʥʝ ʩʪʘʥʝʪ ʤʝʥʴʰʝ ʟʥʘʯʝʥʠʷ, ʟʘʜʘʥʥʦʛʦ ʢʦʤʘʥʜʦʡ ip  inspect  max -

incomplete  low . 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ ip  inspect  max- incomplete  high  ʫʢʘʟʘʪʴ ʟʥʘʯʝʥʠʝ number  ʤʝʥʴʰʝ, ʯʝʤ 

ʟʥʘʯʝʥʠʝ number, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʢʦʤʘʥʜʝ ip  inspect  max- incomplete  low , ʪʦ ʢʦʤʘʥʜʘ 

ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʚʳʚʦʜʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: %New high  threshold  <hig h> 

cannot  be smaller  than  low  threshold  <low >. 

ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ no ip  inspect  max- incomplete  high , ʫʩʪʘʥʘʚʣʠʚʘʶʱʫʶ ʟʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 500, ʥʦ ʚ ʪʦʞʝ ʚʨʝʤʷ ʚ ʢʦʤʘʥʜʝ ip inspect  max- incomplete  low  ʟʥʘʯʝʥʠʝ 

number  ʙʦʣʴʰʝ 500, ʪʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʧʦʩʣʝʜʥʷʷ ʢʦʤʘʥʜʘ ʟʘʜʘʝʪ ʥʦʚʦʝ ʟʥʘʯʝʥʠʝ ip  inspect  

max- incomplete  low  500 . 

 

ʇʨʠʤʝʨ 

ɿʘʜʘʥʳ ʢʦʤʘʥʜʳ: 

ip inspect max - incomplete low 600  

ip inspect max - incomplete high 900  

ʇʦʩʣʝ ʚʚʦʜʘ ʢʦʤʘʥʜʳ no ip inspect max - incomplete high  ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ: 

ip inspect max - incomplete low 500 . 
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ip inspect max-incomplete low 

ʂʦʤʘʥʜʘ ip inspect max - incomplete low  ʷʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ ʫʧʨʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʝʤ 

ʩʝʘʥʩʦʚ ʚ ʩʠʩʪʝʤʝ CBAC. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʢʘʟʳʚʘʝʪ ʤʠʥʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʦ 
ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ, ʧʨʠ ʜʦʩʪʠʞʝʥʠʠ ʢʦʪʦʨʦʛʦ Bel VPN Gate ʧʨʝʢʨʘʱʘʝʪ ʠʭ 
ʫʜʘʣʷʪʴ. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ ip inspect max - incomplete low number  

 no ip inspect max - incomplete low  

number  ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ. 

ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 1 ï 1000000. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ 400 ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʦʣʫʦʪʢʨʳʪʳʭ 
ʩʝʘʥʩʦʚ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʯʠʩʣʦ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʦʣʫʦʪʢʨʳʪʳʭ 
ʩʝʘʥʩʦʚ, ʧʦ ʜʦʩʪʠʞʝʥʠʠ ʢʦʪʦʨʦʛʦ ʧʨʝʢʨʘʱʘʝʪʩʷ ʠʭ ʫʜʘʣʝʥʠʝ. 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ ip  inspect  max- incomplete  low  ʫʢʘʟʘʪʴ ʟʥʘʯʝʥʠʝ number ʙʦʣʴʰʝ, ʯʝʤ 

ʟʥʘʯʝʥʠʝ number, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʢʦʤʘʥʜʝ ip  inspect  max- incomplete  high , ʪʦ 

ʢʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʚʳʚʦʜʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: %New low  threshold  <low > 

cannot  be greater  than  high  threshold  <high >.  

ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ no ip  inspect  max- incomplete  low ,  ʫʩʪʘʥʘʚʣʠʚʘʶʱʫʶ ʟʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 400, ʥʦ ʚ ʪʦʞʝ ʚʨʝʤʷ ʚ ʢʦʤʘʥʜʝ ip  inspect  max- incomplete  hight  

ʟʥʘʯʝʥʠʝ number  ʤʝʥʴʰʝ 400, ʪʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʧʦʩʣʝʜʥʷʷ ʢʦʤʘʥʜʘ ʟʘʜʘʝʪ ʥʦʚʦʝ ʟʥʘʯʝʥʠʝ ip  

inspect  max- incomplete  hight  400 . 

ʇʨʠʤʝʨ 

ɿʘʜʘʥʳ ʢʦʤʘʥʜʳ: 

ip inspect max - incomplete low 200  

ip inspect max - incomplete high 300  

ʇʦʩʣʝ ʚʚʦʜʘ ʢʦʤʘʥʜʳ no ip inspect max - incomplete low  ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ: 

ip inspect max - incomplete high 400 . 
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ip inspect one-minute high 

ʂʦʤʘʥʜʘ ip inspect one - minute high  ʷʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ ʫʧʨʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʝʤ 

ʩʝʘʥʩʦʚ ʚ ʩʠʩʪʝʤʝ CBAC. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʢʘʟʳʚʘʝʪ ʯʘʩʪʦʪʫ ʧʦʷʚʣʝʥʠʷ ʧʦʣʫʦʪʢʨʳʪʳʭ 
ʩʝʘʥʩʦʚ ʚ ʤʠʥʫʪʫ, ʧʦ ʜʦʩʪʠʞʝʥʠʠ ʢʦʪʦʨʦʡ Bel VPN Gate ʥʘʯʠʥʘʝʪ ʠʭ ʫʜʘʣʝʥʠʝ. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ ip inspect one - minute high number  

 no ip inspect one - minute high  

number  ʯʘʩʪʦʪʘ ʧʦʷʚʣʝʥʠʷ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ. ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 1 ï 

1000000. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ 500 ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ ʚ ʤʠʥʫʪʫ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʉʠʩʪʝʤʘ CBAC ʧʦʜʩʯʠʪʳʚʘʝʪ ʥʝ ʪʦʣʴʢʦ ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ, ʥʦ ʠ ʯʘʩʪʦʪʫ 
ʧʦʷʚʣʝʥʠʷ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ ʚ ʤʠʥʫʪʫ.  

ɽʩʣʠ ʯʘʩʪʦʪʘ ʧʦʧʳʪʦʢ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʧʨʝʚʳʩʠʪ ʟʥʘʯʝʥʠʝ number, ʟʘʜʘʥʥʦʝ 

ʢʦʤʘʥʜʦʡ ip  inspect  one - minute  high , ʪʦ Bel VPN Gate ʥʘʯʠʥʘʝʪ ʫʜʘʣʝʥʠʝ 

ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ, ʯʪʦʙʳ ʧʨʠʥʠʤʘʪʴ ʥʦʚʳʝ ʟʘʧʨʦʩʳ ʥʘ ʩʦʝʜʠʥʝʥʠʝ. ʋʜʘʣʝʥʠʝ 
ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ ʙʫʜʝʪ ʧʨʦʜʦʣʞʘʪʴʩʷ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʯʘʩʪʦʪʘ ʧʦʷʚʣʝʥʠʷ ʧʦʣʫʦʪʢʨʳʪʳʭ 

ʩʝʘʥʩʦʚ ʥʝ ʙʫʜʝʪ ʩʦʚʧʘʜʘʪʴ ʩ ʯʘʩʪʦʪʦʡ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʢʦʤʘʥʜʦʡ ip  inspect  one - minute  

low . 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ ip  in spect  one - minute  high  ʫʢʘʟʘʪʴ ʟʥʘʯʝʥʠʝ number  ʤʝʥʴʰʝ, ʯʝʤ 

ʟʥʘʯʝʥʠʝ number, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʢʦʤʘʥʜʝ ip  inspect  one - minute  low , ʪʦ ʢʦʤʘʥʜʘ ʥʝ 

ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʚʳʚʦʜʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: %New high  threshold  <high > cannot  

be smaller  than  low  threshold  <low >. 

ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ no ip  inspect  one - minute  high , ʫʩʪʘʥʘʚʣʠʚʘʶʱʫʶ ʟʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ 500, ʥʦ ʚ ʪʦʞʝ ʚʨʝʤʷ ʚ ʢʦʤʘʥʜʝ ip  inspect  one - minute  low  ʟʥʘʯʝʥʠʝ number  

ʙʦʣʴʰʝ 500, ʪʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʧʦʩʣʝʜʥʷʷ ʢʦʤʘʥʜʘ ʟʘʜʘʝʪ ʥʦʚʦʝ ʟʥʘʯʝʥʠʝ ip  inspect  one -

minute  low  500 . 
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ip inspect one-minute low 

ʂʦʤʘʥʜʘ ip  inspect  one - minute  low  ʷʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ ʫʧʨʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʝʤ ʩʝʘʥʩʦʚ 

ʚ ʩʠʩʪʝʤʝ CBAC. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʢʘʟʳʚʘʝʪ ʯʘʩʪʦʪʫ ʧʦʷʚʣʝʥʠʷ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ ʚ 
ʤʠʥʫʪʫ, ʧʦ ʜʦʩʪʠʞʝʥʠʠ ʢʦʪʦʨʦʡ Bel VPN Gate ʧʨʝʢʨʘʱʘʝʪ ʠʭ ʫʜʘʣʝʥʠʝ. 

ʂʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no  ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ʉʠʥʪʘʢʩʠʩ ip inspect one - minute low number  

 no ip inspect one - minute low  

number  ʯʘʩʪʦʪʘ ʧʦʷʚʣʝʥʠʷ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ. ɼʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 1 ï 

1000000. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠ  ʁ 400 ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ ʚ ʤʠʥʫʪʫ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʯʘʩʪʦʪʫ ʧʦʷʚʣʝʥʠʷ ʧʦʣʫʦʪʢʨʳʪʳʭ ʩʝʘʥʩʦʚ ʚ ʤʠʥʫʪʫ, 
ʧʦ ʜʦʩʪʠʞʝʥʠʠ ʢʦʪʦʨʦʡ ʧʨʝʢʨʘʱʘʝʪʩʷ ʠʭ ʫʜʘʣʝʥʠʝ. 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ ip  inspect  one - minute  low  ʫʢʘʟʘʪʴ ʟʥʘʯʝʥʠʝ number  ʙʦʣʴʰʝ, ʯʝʤ 

ʟʥʘʯʝʥʠʝ number, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʢʦʤʘʥʜʝ ip  inspect  one - minute  hight ,  ʪʦ ʢʦʤʘʥʜʘ 

ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʚʳʚʦʜʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: %New low  threshold  <low > cannot  

be greater  than  high  threshold  <high >. ʂʦʤʘʥʜʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. 

ɽʩʣʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ no ip  inspect  one - minute  low , ʫʩʪʘʥʘʚʣʠʚʘʶʱʫʶ ʟʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ 400, ʥʦ ʚ ʪʦʞʝ ʚʨʝʤʷ ʚ ʢʦʤʘʥʜʝ ip  inspect  one - minute  hight  ʟʥʘʯʝʥʠʝ 

number  ʤʝʥʴʰʝ 400, ʪʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʧʦʩʣʝʜʥʷʷ ʢʦʤʘʥʜʘ ʟʘʜʘʝʪ ʥʦʚʦʝ ʟʥʘʯʝʥʠʝ ip  

inspect  one - minute  hight  400 . 
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ʃʧʥʙʦʝʴ QoS 

class-map 

ʂʦʤʘʥʜʘ class - map ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʜʘʥʠʷ ʢʣʘʩʩʘ ʪʨʘʬʠʢʘ ʠ ʢʨʠʪʝʨʠʝʚ ʵʪʦʛʦ ʢʣʘʩʩʘ, ʥʘ 

ʦʩʥʦʚʝ ʢʦʪʦʨʳʭ ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʙʫʜʝʪ ʛʨʫʧʧʠʨʦʚʘʪʴʩʷ ʚ ʢʣʘʩʩʳ (ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴʩʷ). 

 

ʉʠʥʪʘʢʩʠʩ class - map [match - all|match - any] class - map- name 

 no class - map [match - all|match - any] class - map- name 

class - map- name ʠʤʷ ʢʣʘʩʩʘ ʪʨʘʬʠʢʘ 

match - all  ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʢʣʘʩʩʫ ʙʫʜʫʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʧʘʢʝʪʳ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʝ 

ʚʩʝʤ ʢʨʠʪʝʨʠʷʤ, ʟʘʜʘʥʥʳʤ ʚ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʢʣʘʩʩʘ (config-cmap). 

match - any  ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʢʣʘʩʩʫ ʙʫʜʫʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʧʘʢʝʪʳ, ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʝ 

ʭʦʪʷ ʙʳ ʦʜʥʦʤʫ ʢʨʠʪʝʨʠʶ, ʟʘʜʘʥʥʦʤʫ ʚ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʢʣʘʩʩʘ 
(config-cmap). 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ match - all  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʆʧʠʩʘʥʥʳʝ ʥʠʞʝ ʢʦʤʘʥʜʳ ʧʦʟʚʦʣʷʶʪ ʟʘʜʘʪʴ ʦʧʨʝʜʝʣʝʥʥʳʡ ʩʝʨʚʠʩ ʦʙʩʣʫʞʠʚʘʥʠʷ ʩʝʪʝʚʦʛʦ 
ʪʨʘʬʠʢʘ. ʆʥʠ ʢʣʘʩʩʠʬʠʮʠʨʫʶʪ ʧʘʢʝʪʳ (ʦʪʥʦʩʷʪ ʧʘʢʝʪʳ ʢ ʦʧʨʝʜʝʣʝʥʥʦʤʫ ʢʣʘʩʩʫ ʪʨʘʬʠʢʘ) ʠ 
ʤʘʨʢʠʨʫʶʪ ʠʭ (ʥʘʟʥʘʯʘʶʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʨʠʦʨʠʪʝʪ). ʌʦʨʤʠʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ ʚʳʧʦʣʥʷʝʪʩʷ 
ʚ ʪʨʠ ʰʘʛʘ: 

¶ ʧʘʢʝʪʳ ʨʘʩʧʨʝʜʝʣʷʶʪʩʷ ʧʦ ʢʣʘʩʩʘʤ (ʢʦʤʘʥʜʳ class - map); 

¶ ʟʘʜʘʶʪʩʷ ʧʨʘʚʠʣʘ ʜʣʷ ʢʘʞʜʦʛʦ ʢʣʘʩʩʘ (ʢʦʤʘʥʜʳ policy - map) ; 

¶ ʟʘʜʘʥʥʘʷ ʧʦʣʠʪʠʢʘ ʧʨʠʚʷʟʳʚʘʝʪʩʷ ʢ ʠʥʪʝʨʬʝʡʩʫ (ʢʦʤʘʥʜʳ service - policy ). 

 

ʀʩʧʦʣʴʟʫʝʤʘʷ ʟʜʝʩʴ ʪʝʭʥʦʣʦʛʠʷ QoS ï ɼʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ (DiffServ) ï 
ʦʩʥʦʚʘʥʘ ʥʘ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʪʨʘʬʠʢʘ ʠ ʝʛʦ ʤʘʨʢʠʨʦʚʢʝ. 

ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ class - map ʤʦʞʥʦ ʟʘʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʢʣʘʩʩʦʚ ʦʙʩʣʫʞʠʚʘʥʠʷ ʠ ʢʨʠʪʝʨʠʠ 

ʵʪʠʭ ʢʣʘʩʩʦʚ. 

ʅʘʧʨʠʤʝʨ, ʢʦʛʜʘ ʪʨʘʬʠʢ ʠʟ ʧʦʜʩʝʪʠ ʧʦʩʪʫʧʘʝʪ ʥʘ ʚʥʫʪʨʝʥʥʠʡ ʠʥʪʝʨʬʝʡʩ ʰʣʶʟʘ, ʪʦ ʩʥʘʯʘʣʘ 
ʦʥ ʨʘʟʙʠʚʘʝʪʩʷ ʥʘ ʤʥʦʞʝʩʪʚʦ ʢʣʘʩʩʦʚ ʦʙʩʣʫʞʠʚʘʥʠʷ ʥʘ ʦʩʥʦʚʝ ʧʦʣʝʡ (IP-ʘʜʨʝʩ, ʧʦʨʪ, ʧʦʣʝ 

ToS) ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ ʩʝʪʝʚʦʛʦ ʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʫʨʦʚʥʝʡ, ʟʘʜʘʥʥʳʭ ʢʦʤʘʥʜʦʡ class - map. 

ɿʘʪʝʤ ʥʘ ʵʪʦʤ ʞʝ ʠʥʪʝʨʬʝʡʩʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʤʘʨʢʠʨʦʚʢʘ ʧʘʢʝʪʦʚ ï ʠʟʤʝʥʷʝʪʩʷ ʧʦʣʝ ToS - 
ʧʝʨʝʥʦʩʠʪʩʷ ʟʥʘʯʝʥʠʝ Precedence (ʧʨʠʦʨʠʪʝʪ) ʠʣʠ ʟʥʘʯʝʥʠʝ DSCP, ʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʢʦʤʘʥʜʘʤʠ set  precedenc e ʠʣʠ set  dscp  ʚ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʢʦʤʘʥʜʳ policy - map, ʚ 

ʧʦʣʝ ToS. ʄʘʨʢʠʨʦʚʢʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʝʤ ʢʣʘʩʩʦʤ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʢ ʢʦʪʦʨʦʤʫ 

ʧʨʠʥʘʜʣʝʞʠʪ ʧʘʢʝʪ. ɺ ʥʘʟʚʘʥʠʠ ʢʦʤʘʥʜʳ policy - map ʩʣʦʚʦ çʧʦʣʠʪʠʢʘè ʠʤʝʝʪ ʪʦʪ ʩʤʳʩʣ, ʯʪʦ 

ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʟʥʘʯʝʥʠʷ Precedence ʠ DSCP ʦʧʨʝʜʝʣʷʶʪ ʥʘʙʦʨ ʧʨʦʮʝʜʫʨ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 
ʦʙʝʩʧʝʯʠʚʘʪʴ ʟʘʜʘʥʥʳʡ ʢʣʘʩʩ ʦʙʩʣʫʞʠʚʘʥʠʷ. 

ɼʣʷ ʜʘʥʥʦʛʦ ʧʨʠʤʝʨʘ ʟʘʜʘʥʥʳʡ ʢʣʘʩʩ ʦʙʩʣʫʞʠʚʘʥʠʷ ʪʨʘʬʠʢʘ ʥʫʞʥʦ ʦʙʝʩʧʝʯʠʚʘʪʴ ʥʘ 

ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ drv _mgr, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʫʧʨʘʚʣʷʪʴ ʟʘʛʨʫʟʢʦʡ ʧʨʦʮʝʩʩʦʨʘ ʦʙʨʘʙʦʪʢʦʡ ʪʨʘʬʠʢʘ ï ʚʢʣʶʯʘʪʴ/ʚʳʢʣʶʯʘʪʴ ʤʝʭʘʥʠʟʤ 
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ʫʥʠʯʪʦʞʝʥʠʷ ʥʝʧʨʠʦʨʠʪʝʪʥʳʭ ʧʘʢʝʪʦʚ (ʧʦ ʧʦʣʶ ToS), ʫʧʨʘʚʣʷʪʴ ʩʪʨʘʪʝʛʠʝʡ ʦʯʝʨʝʜʝʡ, 
ʚʢʣʶʯʘʪʴ/ʚʳʢʣʶʯʘʪʴ ʤʝʭʘʥʠʟʤ ʟʘʱʠʪʳ ʦʪ ʧʝʨʝʛʨʫʟʢʠ ʠ ʜʨ. 

ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʜʘʥʠʷ ʥʝʟʘʚʠʩʠʤʳʭ ʢʦʤʘʥʜ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠ ʤʘʨʢʠʨʦʚʘʥʠʷ ʜʣʷ 
ʚʭʦʜʷʱʝʛʦ ʠ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʥʘ ʢʘʞʜʦʤ ʠʥʪʝʨʬʝʡʩʝ. 

ʇʨʠ IPsec ʦʙʨʘʙʦʪʢʝ ʠʩʭʦʜʷʱʝʛʦ ʧʘʢʝʪʘ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠ ʤʘʨʢʠʨʦʚʘʥʠʝ ʧʘʢʝʪʘ ʙʫʜʝʪ 
ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʜʦ ʝʛʦ ʠʥʢʘʧʩʫʣʷʮʠʠ, ʜʣʷ ʚʭʦʜʷʱʝʛʦ ʧʘʢʝʪʘ ï ʧʦʩʣʝ ʝʛʦ ʜʝʢʘʧʩʫʣʷʮʠʠ.  

ʇʨʠ IPsec ʦʙʨʘʙʦʪʢʝ ʧʘʢʝʪʦʚ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʢʦʧʠʨʦʚʘʥʠʝ ʧʦʣʷ ToS ʠʟ ʚʥʫʪʨʝʥʥʝʛʦ ʚʦ 
ʚʥʝʰʥʠʡ ʟʘʛʦʣʦʚʦʢ. 

 

ʂʨʠʪʝʨʠʠ, ʧʦ ʢʦʪʦʨʳʤ ʪʨʘʬʠʢ ʙʫʜʝʪ ʘʩʩʦʮʠʠʨʦʚʘʪʴʩʷ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʢʣʘʩʩʦʤ, ʟʘʜʘʶʪʩʷ ʚ 
ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʢʣʘʩʩʘ ʩʣʝʜʫʶʱʠʤʠ ʢʦʤʘʥʜʘʤʠ: 

¶ match access - group  ï ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʣʘʩʩʫ ʧʨʠʥʘʜʣʝʞʘʪ ʧʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʧʦʧʘʜʘʶʪ 

ʧʦʜ ʜʝʡʩʪʚʠʝ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ (access-list); 

¶ match an y  ï ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʩʝ ʧʘʢʝʪʳ ʧʨʠʥʘʜʣʝʞʘʪ ʵʪʦʤʫ ʢʣʘʩʩʫ; 

¶ match dscp  ï ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʣʘʩʩʫ ʧʨʠʥʘʜʣʝʞʘʪ ʧʘʢʝʪʳ, ʫ ʢʦʪʦʨʳʭ ʟʥʘʯʝʥʠʝ DSCP 

ʨʘʚʥʦ ʦʜʥʦʤʫ ʠʟ ʫʢʘʟʘʥʥʳʭ; 

¶ match precedence  ï ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʣʘʩʩʫ ʧʨʠʥʘʜʣʝʞʘʪ ʧʘʢʝʪʳ, ʫ ʢʦʪʦʨʳʭ ʟʥʘʯʝʥʠʝ 

Precedence ʨʘʚʥʦ ʦʜʥʦʤʫ ʠʟ ʫʢʘʟʘʥʥʳʭ. 

ɼʣʷ ʦʜʥʦʛʦ ʢʣʘʩʩʘ ʤʦʞʥʦ ʟʘʜʘʪʴ ʣʶʙʦʝ ʢʦʣʠʯʝʩʪʚʦ ʢʨʠʪʝʨʠʝʚ ʚʳʙʦʨʘ ʪʨʘʬʠʢʘ. 

ʇʨʠ ʧʦʚʪʦʨʥʦʤ ʟʘʜʘʥʠʠ ʢʨʠʪʝʨʠʝʚ ʜʣʷ ʜʘʥʥʦʛʦ ʢʣʘʩʩʘ ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ match - all  ʠʣʠ 

match - any  ʤʦʞʥʦ ʥʝ ʫʢʘʟʳʚʘʪʴ, ʩʦʭʨʘʥʠʪʩʷ ʧʨʝʞʥʠʡ ʪʠʧ ʢʣʘʩʩʘ. ɽʩʣʠ ʞʝ ʫʢʘʟʘʪʴ ʜʨʫʛʦʡ ʪʠʧ 

(ʥʘʧʨʠʤʝʨ, match - all  ʚʤʝʩʪʦ match - any), ʪʦ ʪʠʧ ʢʣʘʩʩʘ ʠʟʤʝʥʠʪʩʷ. 

 

ʋʜʘʣʝʥʠʝ ʢʣʘʩʩʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʢʦʤʘʥʜʦʡ:  

no class - map [ match - all | match  any ] class - map- name 

ɽʩʣʠ ʜʘʥʥʳʡ ʢʣʘʩʩ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʦʤʘʥʜʝ policy - map, ʪʦ ʢʣʘʩʩ ʥʝ ʫʜʘʣʷʝʪʩʷ, ʘ ʚʳʚʦʜʠʪʩʷ 

ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

"% Class - map <class - map- name> is being used"  

 

ʇʨʠʤʝʨ 

Router(config)# class - map match - any class1  

Router(config - cmap)# match access - group 101  

Router( config - cmap)# match dscp af41 af31 af21  

Router(config - cmap)#exit  
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match access-group 

ʂʦʤʘʥʜʘ match  access - group  ʟʘʜʘʝʪ ʢʨʠʪʝʨʠʡ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʨʘʬʠʢʘ ʜʘʥʥʦʤʫ ʢʣʘʩʩʫ ʥʘ 

ʦʩʥʦʚʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ (ACL). 

 

ʉʠʥʪʘʢʩʠʩ match access - group  {acl - num | name acl - name} 

 no match access - group  {acl - num | name acl - name} 

acl - num ʥʫʤʝʨʦʚʘʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ. ʅʦʤʝʨ ʣʠʩʪʘ ʜʦʩʪʫʧʘ ʤʦʞʝʪ ʙʳʪʴ ʦʪ 1 

ʜʦ 2699 

acl - name ʠʤʝʥʦʚʘʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Class-map configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ʟʘʜʘʶʪʩʷ ʢʦʤʘʥʜʘʤʠ ip  access - list  ʠʣʠ access - list . ɺʩʝ ʧʘʢʝʪʳ, 

ʧʦʧʘʜʘʶʱʠʝ ʧʦʜ ʜʝʡʩʪʚʠʝ ʫʢʘʟʘʥʥʦʛʦ ʣʠʩʪʘ ʜʦʩʪʫʧʘ, ʙʫʜʫʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʜʘʥʥʦʤʫ ʢʣʘʩʩʫ. 
ʇʦʵʪʦʤʫ, ʚʝʩʴ ʪʨʘʬʠʢ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ ï ʫʜʦʚʣʝʪʚʦʨʷʝʪ ʣʠ ʧʘʢʝʪ ʟʘʧʠʩʷʤ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 
ʠʣʠ ʥʝʪ. 

ɽʩʣʠ ʚ ʣʠʩʪʝ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʤʦʜʠʬʠʢʘʪʦʨʳ log  ʠ log - input , ʪʦ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪ 

ʣʦʛʠʨʦʚʘʥʠʝ ʧʘʢʝʪʦʚ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ classification  ʬʠʣʴʪʨʳ. ʉʦʦʙʱʝʥʠʷ ʣʦʛʘ 

ʧʦʢʘʟʳʚʘʶʪʩʷ ʚ ʩʣʝʜʫʶʱʝʤ ʚʠʜʝ: 

Classification _<class - map- name>_<acl - name> 

ʛʜʝ <class - map- name> ï ʠʤʷ class-map; <acl - name> ï ʠʤʷ ʣʠʩʪʘ ʜʦʩʪʫʧʘ. 

ʇʨʠʤʝʨ: 

ʌʨʘʛʤʝʥʪ ʢʦʥʬʠʛʫʨʘʮʠʠ: 

ip access - list extended class - acl - 1  

 permit udp any any log  

!  

class - map class - map- 1 

 match access - group name class - acl - 1 

ʌʨʘʛʤʝʥʪ ʚʳʚʦʜʘ ʚ ʩʦʦʙʱʝʥʠʠ ʣʦʛʘ: 

Classification _class - map- 1_class - acl - 1 

ɺ Cisco IOS ʟʘʧʨʝʱʝʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʟʘʧʠʩʝʡ ʩ ʤʦʜʠʬʠʢʘʪʦʨʘʤʠ log  ʠ log - input  ʜʣʷ 

class-map. 

 

ʇʨʠʤʝʯʘʥʠʝ: ʝʩʣʠ ʥʘ ʤʦʤʝʥʪ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʷ ʚ ʢʣʘʩʩʝ ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʡ ʚʭʦʜʠʪ ʚ ʧʦʣʠʪʠʢʫ 
(policy map), ʧʨʠʚʷʟʘʥʥʫʶ ʢ ʩʝʪʝʚʦʤʫ ʠʥʪʝʨʬʝʡʩʫ, ʧʨʠʩʫʪʩʪʚʫʝʪ ʩʩʳʣʢʘ ʥʘ ʥʝʩʫʱʝʩʪʚʫʶʱʠʡ 
ʠʣʠ ʧʫʩʪʦʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ, ʪʦ ʢʦʥʚʝʨʪʠʨʦʚʘʥʠʝ ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʦʰʠʙʢʦʡ. 
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match any 

ʂʦʤʘʥʜʘ match  any  ʫʢʘʟʳʚʘʝʪ, ʯʪʦ ʚʩʝ ʧʘʢʝʪʳ ʧʨʠʥʘʜʣʝʞʘʪ ʵʪʦʤʫ ʢʣʘʩʩʫ. 

 

ʉʠʥʪʘʢʩʠʩ match   

 no match  any  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Class-map configuration. 
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match dscp 

ʂʦʤʘʥʜʘ match  dscp  ʟʘʜʘʝʪ ʢʨʠʪʝʨʠʡ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʨʘʬʠʢʘ ʜʘʥʥʦʤʫ ʢʣʘʩʩʫ ʥʘ ʦʩʥʦʚʝ 

ʟʥʘʯʝʥʠʡ DSCP (Differentiated Service Code Point ï ʢʦʜ ʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ). 
ɿʥʘʯʝʥʠʝ DSCP ʟʘʜʘʝʪ ʧʨʠʦʨʠʪʝʪ ʠ ʪʠʧ ʦʙʩʣʫʞʠʚʘʥʠʷ ʧʘʢʝʪʘ. ɺ ʦʜʥʦʡ ʢʦʤʘʥʜʝ ʤʦʞʥʦ 
ʫʢʘʟʘʪʴ ʜʦ 8 ʟʥʘʯʝʥʠʡ DSCP. 

 

ʉʠʥʪʘʢʩʠʩ match  [ ip ] dscp  dscp - value  [ dscp - value  dscp - value  dscp -

value  dscp - value  dscp - value  dscp - value  dscp - value ]  

 no match  dscp  dscp - value  [ dscp - value  dscp - value  dscp -

value  dscp - value  dscp - value  dscp - value  dscp - value ]  

ip  ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ, ʥʝ ʚʣʠʷʝʪ ʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʢʦʤʘʥʜʳ 

dscp - value  ʟʥʘʯʝʥʠʝ DSCP, ʯʠʩʣʦ ʦʪ 0 ʜʦ 63 ʠʣʠ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʢʣʶʯʝʚʳʭ 

ʩʣʦʚ:  

 ef , af 11, af 12, af 13, af 21, af 22, af 23, af 31, af 32, af 33, 

af 41, af 42, af 43, cs 1, cs 2, cs 3, cs 4, cs 5, cs 6, cs 7, default  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ default  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Class-map configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʜʘʥʠʷ ʟʥʘʯʝʥʠʡ DSCP, ʧʨʠ ʢʦʪʦʨʳʭ ʧʘʢʝʪʳ ʙʫʜʫʪ 
ʧʨʠʥʘʜʣʝʞʘʪʴ ʜʘʥʥʦʤʫ ʢʣʘʩʩʫ. ɺʩʝ ʧʘʢʝʪʳ, ʫ ʢʦʪʦʨʳʭ ʟʥʘʯʝʥʠʝ DSCP ʚ ʧʦʣʝ ToS IP-ʟʘʛʦʣʦʚʢʘ 

ʧʘʢʝʪʘ ʧʨʠʥʘʜʣʝʞʠʪ ʤʥʦʞʝʩʪʚʫ ʟʘʜʘʥʥʳʭ ʟʥʘʯʝʥʠʡ DSCP ʚ ʢʦʤʘʥʜʝ match  dscp, ʙʫʜʫʪ 

ʧʨʠʥʘʜʣʝʞʘʪʴ ʜʘʥʥʦʤʫ ʢʣʘʩʩʫ. 

ɿʜʝʩʴ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʪʘʥʜʘʨʪ ʢʘʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ï ʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ 
(DiffServ). ɼʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʥʝ ʛʘʨʘʥʪʠʨʫʝʪ ʦʧʨʝʜʝʣʝʥʥʳʡ ʫʨʦʚʝʥʴ 
ʩʝʨʚʠʩʘ, ʘ ʩʪʨʝʤʠʪʩʷ ʫʧʦʨʷʜʦʯʠʪʴ ʚʝʩʴ ʪʨʘʬʠʢ ʧʦ ʢʣʘʩʩʘʤ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʢʘʞʜʳʡ 
ʢʣʘʩʩ ʧʦʣʫʯʠʣ ʣʫʯʰʠʡ ʠʣʠ ʭʫʜʰʠʡ ʫʨʦʚʝʥʴ ʦʙʩʣʫʞʠʚʘʥʠʷ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʦʩʪʘʣʴʥʳʤ. ɼʣʷ 
ʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʟʥʘʯʝʥʠʝ DSCP. 

ɿʥʘʯʝʥʠʝ DSCP ʤʦʞʝʪ ʙʳʪʴ ʚʳʨʘʞʝʥʦ ʚ ʮʠʬʨʦʚʦʡ ʬʦʨʤʝ ʠʣʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʩʧʝʮʠʘʣʴʥʳʭ ʢʣʶʯʝʚʳʭ ʩʣʦʚ, ʥʘʟʳʚʘʝʤʳʭ ʧʦʚʝʜʝʥʠʝʤ ʩʝʪʝʚʳʭ ʫʯʘʩʪʢʦʚ (PHB ï Per-Hop 
Behavior). ʆʧʨʝʜʝʣʝʥʦ ʪʨʠ ʢʣʘʩʩʘ DSCP ʤʘʨʢʠʨʦʚʢʠ: ʜʦʩʪʘʚʢʘ ʧʦ ʚʦʟʤʦʞʥʦʩʪʠ (BE ï Best 
Effort ʠʣʠ DSCP 0), ʛʘʨʘʥʪʠʨʦʚʘʥʥʘʷ ʜʦʩʪʘʚʢʘ (AF ï Assured Forwarding) (RFC 2597) ʠ ʩʨʦʯʥʘʷ 
ʜʦʩʪʘʚʢʘ (EF ï Expedited Forwarding) (RFC 2598).  

ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʵʪʠʤ ʪʨʝʤ ʦʧʨʝʜʝʣʝʥʥʳʤ ʢʣʘʩʩʘʤ ʩʫʱʝʩʪʚʫʶʪ ʢʦʜʳ ʩʝʣʝʢʪʦʨʘ ʢʣʘʩʩʦʚ (CS1-

CS7), ʢʦʪʦʨʳʝ ʠʜʝʥʪʠʯʥʳ ʟʥʘʯʝʥʠʷʤ IP precedence (1-7) ʚ ʢʦʤʘʥʜʝ match  precedence . 

ʆʧʨʝʜʝʣʝʥʦ ʯʝʪʳʨʝ ʢʣʘʩʩʘ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦʡ ʜʦʩʪʘʚʢʠ, ʦʥʠ ʥʘʯʠʥʘʶʪʩʷ ʩ AF ʠ ʜʘʣʝʝ ʩʣʝʜʫʶʪ 
ʜʚʝ ʮʠʬʨʳ. ʇʝʨʚʘʷ ʮʠʬʨʘ ʦʧʨʝʜʝʣʷʝʪ AF ʢʣʘʩʩ ʠ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʷ ʦʪ 1 (ʥʠʟʢʠʡ ʧʨʠʦʨʠʪʝʪ 
ʦʙʨʘʙʦʪʢʠ) ʜʦ 4 (ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ ʦʙʨʘʙʦʪʢʠ ʧʘʢʝʪʘ). ɺʪʦʨʘʷ ʮʠʬʨʘ ʦʧʨʝʜʝʣʷʝʪ ʫʨʦʚʝʥʴ 
ʚʝʨʦʷʪʥʦʩʪʠ ʩʙʨʦʩʘ ʧʘʢʝʪʘ ʚ ʧʨʝʜʝʣʘʭ ʢʘʞʜʦʛʦ ʢʣʘʩʩʘ ʠ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʷ ʦʪ 1 (ʥʠʟʢʘʷ 
ʚʝʨʦʷʪʥʦʩʪʴ ʩʙʨʦʩʘ) ʜʦ 3 (ʚʳʩʦʢʘʷ ʚʝʨʦʷʪʥʦʩʪʴ ʩʙʨʦʩʘ). ɿʥʘʯʝʥʠʷ DSCP ʤʦʛʫʪ ʙʳʪʴ 
ʚʳʨʘʞʝʥʳ ʚ ʜʝʩʷʪʠʯʥʦʤ ʬʦʨʤʘʪʝ (ʥʘʧʨʠʤʝʨ, DSCP 12) ʠʣʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʣʶʯʝʚʳʭ ʩʣʦʚ 
(ʥʘʧʨʠʤʝʨ, af12). 

ʅʝʛʘʨʘʥʪʠʨʦʚʘʥʥʘʷ ʜʦʩʪʘʚʢʘ ʧʘʢʝʪʦʚ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ DSCP 0 ʠʣʠ default. 

ɼʣʷ ʥʝʤʝʜʣʝʥʥʦʡ ʧʝʨʝʜʘʯʠ ʧʘʢʝʪʦʚ ʫʢʘʟʳʚʘʝʪʩʷ ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ ef. 
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ʊʘʙʣʠʮʘ 13 

ʂʦʜ ʩʝʣʝʢʪʦʨʘ 
ʢʣʘʩʩʦʚ (CS) 

ʆʧʠʩʘʥʠʝ PHB-ʧʦʣʠʪʠʢʘ 

CS7 
Stays the same (link layer and 
routing protocol keep alive) 

 

CS6 
Stays the same (used for IP 
routing protocols) 

 

CS5 Express Forwarding (EF)  
PHB-ʧʦʣʠʪʠʢʘ ʥʝʤʝʜʣʝʥʥʦʡ ʧʝʨʝʜʘʯʠ 
ʧʘʢʝʪʦʚ, ʩʨʦʯʥʘʷ ʜʦʩʪʘʚʢʘ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ 
ʜʣʷ ʛʦʣʦʩʦʚʦʛʦ ʪʨʘʬʠʢʘ 

CS4 Class 4 

Assured 
Forwardin
g (AF) 

PHB-ʧʦʣʠʪʠʢʘ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦʡ ʜʦʩʪʘʚʢʠ 
ʧʘʢʝʪʦʚ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʠʜʝʦʪʨʘʬʠʢʘ. 
ɼʣʷ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʡ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 
ʟʥʘʯʝʥʠʝ DSCP AF41. 

CS3 Class 3 

CS2 Class 2 

CS1 Class 1 

DSCP 0 Best Effort (BE) ï default 

PHB-ʧʦʣʠʪʠʢʘ ʥʝʛʘʨʘʥʪʠʨʦʚʘʥʥʦʡ 
ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʦʚ, ʜʦʩʪʘʚʢʘ ʧʦ 
ʚʦʟʤʦʞʥʦʩʪʠ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ ʪʨʘʬʠʢʘ 
ʜʘʥʥʳʭ ï ʧʝʨʝʜʘʯʘ ʬʘʡʣʦʚ, ʧʨʠʣʦʞʝʥʠʷ 
ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, HTTP ʠ ʜʨ. 

 

 

ʂʣʘʩʩʳ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦʡ ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʦʚ 

ʊʘʙʣʠʮʘ 14 

ʇʨʠʦʨʠʪʝʪ 
ʦʪʙʨʘʩʳʚʘʥʠʷ 

ʧʘʢʝʪʘ 
Class 1 Class 2 Class 3 Class 4 

ʅʠʟʢʠʡ 

001010 

AF11 

DSCP 10 

010010 

AF21 

DSCP 18 

011010 

AF31 

DSCP 26 

100010 

AF41 

DSCP 34 

ʉʨʝʜʥʠʡ 

001100 

AF12 

DSCP 12 

010100 

AF 22 

DSCP 20 

011100 

AF32 

DSCP 28 

100100 

AF42 

DSCP 36 

ɺʳʩʦʢʠʡ 

001110 

AF13 

DSCP 14 

010110 

AF23 

DSCP 22 

011110 

AF33 

DSCP 30 

100110 

AF43 

DSCP 38 

ʂʣʘʩʩ 4 ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʙʦʣʝʝ ʧʨʠʦʨʠʪʝʪʥʦ, ʯʝʤ ʢʣʘʩʩ 3, ʢʣʘʩʩ 3 ï ʙʦʣʝʝ ʧʨʠʦʨʠʪʝʪʥʦ, ʯʝʤ 
ʢʣʘʩʩ 2 ʠ ʪ.ʜ. 
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match precedence 

ʂʦʤʘʥʜʘ match  precedence  ʟʘʜʘʝʪ ʢʨʠʪʝʨʠʡ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʨʘʬʠʢʘ ʜʘʥʥʦʤʫ ʢʣʘʩʩʫ ʥʘ 

ʦʩʥʦʚʝ ʟʥʘʯʝʥʠʡ Precedence. ɺ ʢʦʤʘʥʜʝ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʜʦ 4 ʪʘʢʠʭ ʟʥʘʯʝʥʠʡ. 

ɿʥʘʯʝʥʠʝ Precedence ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʞʝʣʘʝʤʦʛʦ ʢʘʯʝʩʪʚʘ ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʘ. ɼʣʷ 
ʵʪʦʛʦ IP-ʧʘʢʝʪʫ ʥʘʟʥʘʯʘʝʪʩʷ ʦʙʱʠʡ ʧʨʠʦʨʠʪʝʪ, ʢʦʪʦʨʳʡ ʧʦʢʘʟʳʚʘʝʪ ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ 
ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ ʚ ʧʘʢʝʪʝ. 

ʉʠʥʪʘʢʩʠʩ match [ip] precedence precedence - value [precedence -

value precedence - value precedence - value]  

 no match precedence precedence - value [precedence - value 

precedence - value precedence - value]  

ip  ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ, ʥʝ ʚʣʠʷʝʪ ʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʢʦʤʘʥʜʳ 

precedence - value  ʟʥʘʯʝʥʠʝ Precedence, ʯʠʩʣʦ ʦʪ 0 ʜʦ 7 ʠʣʠ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ 

ʢʣʶʯʝʚʳʭ ʩʣʦʚ:  

 routine, priority, immediate, flash, flash - override, 

critical, internet, network . 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ routine  

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Class-map configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʙʦʨʘ ʧʘʢʝʪʦʚ, ʫ ʢʦʪʦʨʳʭ ʚ IP-ʟʘʛʦʣʦʚʢʝ ʚ ʧʦʣʝ ʪʠʧʘ 
ʩʝʨʚʠʩʘ ToS ʫʢʘʟʘʥʳ ʟʘʜʘʥʥʳʝ ʟʥʘʯʝʥʠʷ Precedence. ɺʩʝ ʧʘʢʝʪʳ, ʫ ʢʦʪʦʨʳʭ ʟʥʘʯʝʥʠʝ 
Precedence ʨʘʚʥʦ ʦʜʥʦʤʫ ʠʟ ʫʢʘʟʘʥʥʳʭ ʚ ʢʦʤʘʥʜʝ, ʙʫʜʫʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʜʘʥʥʦʤʫ ʢʣʘʩʩʫ. 

ʊʘʙʣʠʮʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʟʥʘʯʝʥʠʷ ʧʨʠʦʨʠʪʝʪʘ ʠ ʢʣʶʯʝʚʳʭ ʩʣʦʚ 

ʊʘʙʣʠʮʘ 15 

ʇʨʠʦʨʠʪʝ
ʪ 

ʂʣʶʯʝʚʦʝ ʩʣʦʚʦ ʈʝʢʦʤʝʥʜʘʮʠʷ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

0 Routine ï ʦʙʳʯʥʳʡ ʧʘʢʝʪ ʇʦ ʫʤʦʣʯʘʥʠʶ 

1 Priority ï ʧʨʠʦʨʠʪʝʪʥʳʡ 
(ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʡ) ʧʘʢʝʪ 

ɼʣʷ ʧʨʠʣʦʞʝʥʠʡ ʜʘʥʥʳʭ 

2 Immediate ï ʥʝʤʝʜʣʝʥʥʳʡ ʧʘʢʝʪ ɼʣʷ ʧʨʠʣʦʞʝʥʠʡ ʜʘʥʥʳʭ 

3 Flash ï ʤʛʥʦʚʝʥʥʳʡ (ʩʨʦʯʥʳʡ) ʧʘʢʝʪ ɼʣʷ ʩʠʛʥʘʣʠʟʘʮʠʠ ʚʳʟʦʚʦʚ 

4 Flash-override ï ʙʳʩʪʨʝʝ, ʯʝʤ 
ʤʛʥʦʚʝʥʥʳʡ (ʵʢʩʪʨʝʥʥʳʡ) ʧʘʢʝʪ 

ɼʣʷ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʡ ʠ ʧʦʪʦʢʦʚʦʛʦ 
ʚʠʜʝʦ 

5 Critical ï ʢʨʠʪʠʯʝʩʢʠʡ ʧʘʢʝʪ ɼʣʷ ʨʝʯʝʚʦʛʦ ʪʨʘʬʠʢʘ 

6 Internet ï ʧʘʢʝʪ ʤʝʞʩʝʪʝʚʦʛʦ 
ʫʧʨʘʚʣʝʥʠʷ 

ɿʘʨʝʟʝʨʚʠʨʦʚʘʥ 

7 Network ï ʧʘʢʝʪ ʫʧʨʘʚʣʷʶʱʝʡ 
ʠʥʬʦʨʤʘʮʠʠ 

ɿʘʨʝʟʝʨʚʠʨʦʚʘʥ 

ʏʝʤ ʚʳʰʝ ʥʦʤʝʨ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ ʧʘʢʝʪʘ. 
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policy-map 

ʂʦʤʘʥʜʘ policy - map ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʤʘʨʢʠʨʦʚʘʥʠʷ ʧʘʢʝʪʦʚ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʝʤ ʢʣʘʩʩʦʤ 

ʦʙʩʣʫʞʠʚʘʥʠʷ, ʢ ʢʦʪʦʨʦʤʫ ʧʨʠʥʘʜʣʝʞʠʪ ʧʘʢʝʪ. ɺ ʦʜʥʦʡ policy  map ʤʦʛʫʪ ʟʘʜʘʚʘʪʴʩʷ 

ʥʝʩʢʦʣʴʢʦ ʢʣʘʩʩʦʚ. 

ʉʠʥʪʘʢʩʠʩ policy - map policy - map- name 

 no policy - map policy - map- name 

policy - map- name ʠʤʷ policy - map 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʢʦʤʘʥʜʦʡ class - map ʟʘʜʘʥʳ ʢʣʘʩʩʳ ʪʨʘʬʠʢʘ ʠ ʠʭ ʢʨʠʪʝʨʠʠ, ʢʦʤʘʥʜʦʡ 

policy - map ʟʘʜʘʝʪʩʷ ʧʦʣʠʪʠʢʘ ʨʘʙʦʪʘ ʩ ʢʣʘʩʩʘʤʠ. ɼʣʷ ʵʪʦʛʦ ʧʨʦʠʟʚʦʜʠʪʩʷ ʤʘʨʢʠʨʦʚʢʘ 

ʧʘʢʝʪʦʚ ï ʚʳʩʪʘʚʣʷʝʪʩʷ ʚ ʧʦʣʝ ToS ʧʘʢʝʪʘ ʟʥʘʯʝʥʠʝ Precedence (ʧʨʠʦʨʠʪʝʪ), ʫʩʪʘʥʦʚʣʝʥʥʦʝ 

ʢʦʤʘʥʜʦʡ set  precedence , ʠʣʠ ʟʥʘʯʝʥʠʝ DSCP, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʢʦʤʘʥʜʦʡ set  dscp .  

ɺ ʥʘʟʚʘʥʠʠ ʢʦʤʘʥʜʳ policy - map ʩʣʦʚʦ çʧʦʣʠʪʠʢʘè ʠʤʝʝʪ ʪʦʪ ʩʤʳʩʣ, ʯʪʦ ʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʟʥʘʯʝʥʠʷ Precedence ʠ DSCP ʦʧʨʝʜʝʣʷʶʪ ʥʘʙʦʨ ʧʨʦʮʝʜʫʨ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʦʙʝʩʧʝʯʠʚʘʪʴ 
ʟʘʜʘʥʥʳʡ ʢʣʘʩʩ ʦʙʩʣʫʞʠʚʘʥʠʷ ʪʨʘʬʠʢʘ. ɿʘʜʘʥʥʳʡ ʢʣʘʩʩ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ 
ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ drv_mgr, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʟʘʛʨʫʟʢʦʡ ʧʨʦʮʝʩʩʦʨʘ ʦʙʨʘʙʦʪʢʦʡ 
ʪʨʘʬʠʢʘ ï ʚʢʣʶʯʘʪʴ/ʚʳʢʣʶʯʘʪʴ ʤʝʭʘʥʠʟʤ ʫʥʠʯʪʦʞʝʥʠʷ ʥʝʧʨʠʦʨʠʪʝʪʥʳʭ ʧʘʢʝʪʦʚ (ʧʦ ʧʦʣʶ 
ToS), ʫʧʨʘʚʣʷʪʴ ʩʪʨʘʪʝʛʠʝʡ ʦʯʝʨʝʜʝʡ, ʚʢʣʶʯʘʪʴ/ʚʳʢʣʶʯʘʪʴ ʤʝʭʘʥʠʟʤ ʟʘʱʠʪʳ ʦʪ ʧʝʨʝʛʨʫʟʢʠ ʠ 
ʜʨ. 

ʉʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʜʘʥʠʷ ʥʝʟʘʚʠʩʠʤʳʭ ʢʦʤʘʥʜ ʤʘʨʢʠʨʦʚʘʥʠʷ ʜʣʷ ʚʭʦʜʷʱʝʛʦ ʠ 
ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʥʘ ʢʘʞʜʦʤ ʠʥʪʝʨʬʝʡʩʝ. 

ʇʨʠ IPsec ʦʙʨʘʙʦʪʢʝ ʠʩʭʦʜʷʱʝʛʦ ʧʘʢʝʪʘ ʢʣʘʩʩʠʬʠʢʘʮʠʷ ʠ ʤʘʨʢʠʨʦʚʘʥʠʝ ʧʘʢʝʪʘ ʙʫʜʝʪ 
ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʜʦ ʝʛʦ ʠʥʢʘʧʩʫʣʷʮʠʠ, ʜʣʷ ʚʭʦʜʷʱʝʛʦ ʧʘʢʝʪʘ ï ʧʦʩʣʝ ʝʛʦ ʜʝʢʘʧʩʫʣʷʮʠʠ.  

ʇʨʠ IPsec ʦʙʨʘʙʦʪʢʝ ʧʘʢʝʪʦʚ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʢʦʧʠʨʦʚʘʥʠʝ ʧʦʣʷ ToS ʠʟ ʚʥʫʪʨʝʥʥʝʛʦ ʚʦ 
ʚʥʝʰʥʠʡ IP-ʟʘʛʦʣʦʚʦʢ ʧʘʢʝʪʘ. 

ʂʦʤʘʥʜʘ policy - map ʦʩʫʱʝʩʪʚʣʷʝʪ ʧʝʨʝʭʦʜ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʧʦʣʠʪʠʢʠ, ʚ ʢʦʪʦʨʦʤ 

ʟʘʜʘʝʪʩʷ ʢʣʘʩʩ ʪʨʘʬʠʢʘ ʢʦʤʘʥʜʦʡ class , ʚʩʝ ʧʘʢʝʪʳ ʢʦʪʦʨʦʛʦ ʙʫʜʫʪ ʤʘʨʢʠʨʦʚʘʪʴʩʷ. 

ʋʜʘʣʷʝʪʩʷ policy - map ʢʦʤʘʥʜʦʡ: 

no policy - map policy - map- name 

ɽʩʣʠ ʩʩʳʣʢʘ ʥʘ ʵʪʫ ʧʦʣʠʪʠʢʫ ʝʩʪʴ ʚ ʢʘʢʦʤ-ʥʠʙʫʜʴ ʠʥʪʝʨʬʝʡʩʝ, ʪʦ ʩʩʳʣʢʘ ʫʜʘʣʷʝʪʩʷ ʙʝʟ 
ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ. 

ʇʨʠʤʝʨ 

ʇʨʠʤʝʨ ʤʘʨʢʠʨʦʚʢʠ ʚʩʝʭ ʧʘʢʝʪʦʚ ʢʣʘʩʩʘ class1 ʟʥʘʯʝʥʠʝʤ af41 ʚ ʧʦʣʝ ToS: 

Router(config)# policy - map policy - map1 

Router(config - pmap)# class class1  

Router(config - pmap- c)#set dscp af41  

Router(config - pmap- c)#exit  
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class 

ʂʦʤʘʥʜʘ class  ʟʘʜʘʝʪ ʠʤʷ ʢʣʘʩʩʘ ʪʨʘʬʠʢʘ, ʚʩʝ ʧʘʢʝʪʳ ʢʦʪʦʨʦʛʦ ʙʫʜʫʪ ʤʘʨʢʠʨʦʚʘʪʴʩʷ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʟʥʘʯʝʥʠʷʤʠ, ʫʢʘʟʘʥʥʳʤʠ ʚ ʢʦʤʘʥʜʘʭ set  dscp  ʠʣʠ set  precedence . 

ʂʣʘʩʩ ʪʨʘʬʠʢʘ ʠ ʝʛʦ ʢʨʠʪʝʨʠʠ ʙʳʣ ʟʘʨʘʥʝʝ ʩʦʟʜʘʥ ʢʦʤʘʥʜʦʡ class - map. 

 

ʉʠʥʪʘʢʩʠʩ class {class - name |  class - default}  

 no class {class - name |  class - default}  

class - name ʠʤʷ ʢʣʘʩʩʘ  

class - default  ʠʤʷ ʢʣʘʩʩʘ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Policy-map configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʟʘʜʘʝʪ ʠʤʷ ʢʣʘʩʩʘ ʪʨʘʬʠʢʘ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ 
ʤʘʨʢʠʨʦʚʘʥʠʝ. ʇʘʢʝʪʳ ʜʣʷ ʜʘʥʥʦʛʦ ʢʣʘʩʩʘ ʙʫʜʫʪ ʤʘʨʢʠʨʦʚʘʪʴʩʷ ʟʥʘʯʝʥʠʷʤʠ Precedence ʠʣʠ 

DSCP, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʟʘʜʘʚʘʪʴʩʷ ʚ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʢʣʘʩʩʘ ʢʦʤʘʥʜʘʤʠ: set  dscp  ʠ set  

precedence . 

ɼʣʷ ʜʘʥʥʦʛʦ ʢʣʘʩʩʘ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʦʜʥʘ ʠʟ ʵʪʠʭ ʢʦʤʘʥʜ. 

ɽʩʣʠ ʢʣʘʩʩ ʩ ʫʢʘʟʘʥʥʳʤ ʠʤʝʥʝʤ ʥʝ ʩʦʟʜʘʥ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: "% class  

map <class - name> not  configured " . 
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set dscp 

ɺ ʢʦʤʘʥʜʝ set  dscp  ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ DSCP ʜʣʷ ʜʘʥʥʦʛʦ ʢʣʘʩʩʘ, ʢʦʪʦʨʳʤ ʙʫʜʫʪ 

ʤʘʨʢʠʨʦʚʘʪʴʩʷ ʧʘʢʝʪʳ ï ʠʟʤʝʥʷʪʴʩʷ ʟʥʘʯʝʥʠʝ ʚ ʧʦʣʝ ToS ʟʘʛʦʣʦʚʢʘ IP-ʧʘʢʝʪʘ ʥʘ ʟʥʘʯʝʥʠʝ 

DSCP, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ. ʂʦʤʘʥʜʘ set  dscp  ʥʝ ʤʦʞʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩ ʢʦʤʘʥʜʦʡ set  precedence  ʜʣʷ ʦʜʥʦʛʦ ʢʣʘʩʩʘ. 

 

ʉʠʥʪʘʢʩʠʩ set dscp dscp - value  

 no set dscp dscp - value  

dscp - value  ʯʠʩʣʦ ʦʪ 0 ʜʦ 63 ʠʣʠ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʢʣʶʯʝʚʳʭ ʩʣʦʚ:  

 ef , af 11, af 12, af 13, af 21, af 22, af 23, af 31, af 32, af 33, 

af 41, af 42, af 43, cs 1, cs 2, cs 3, cs 4, cs 5, cs 6, cs 7, default  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Policy-map class configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʟʥʘʯʝʥʠʡ dscp ʜʘʥʦ ʚ ʦʧʠʩʘʥʠʠ ʢʦʤʘʥʜʳ match  dscp . 
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set precedence 

ɺ ʢʦʤʘʥʜʝ set  precedence  ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ Precedence ʜʣʷ ʜʘʥʥʦʛʦ ʢʣʘʩʩʘ, 

ʢʦʪʦʨʳʤ ʙʫʜʫʪ ʤʘʨʢʠʨʦʚʘʪʴʩʷ ʧʘʢʝʪʳ ï ʠʟʤʝʥʷʪʴʩʷ ʟʥʘʯʝʥʠʝ ʚ ʧʦʣʝ ToS ʟʘʛʦʣʦʚʢʘ IP-ʧʘʢʝʪʘ 

ʥʘ ʟʥʘʯʝʥʠʝ Precedence, ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ. ʂʦʤʘʥʜʘ set  dscp  ʥʝ ʤʦʞʝʪ 

ʦʜʥʦʚʨʝʤʝʥʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩ ʢʦʤʘʥʜʦʡ set  precedence  ʜʣʷ ʦʜʥʦʛʦ ʢʣʘʩʩʘ. 

 

ʉʠʥʪʘʢʩʠʩ set precedence precedence - value  

 no set precedence precedence - value  

precedence - value  ʯʠʩʣʦ ʦʪ 0 ʜʦ 7 ʠʣʠ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʢʣʶʯʝʚʳʭ ʩʣʦʚ: 

 routine, priority, immediate, flaish, flaish - override, 

critical, internet, network  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Policy-map class configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɿʥʘʯʝʥʠʝ Precedence ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʞʝʣʘʝʤʦʛʦ ʢʘʯʝʩʪʚʘ ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʘ ʧʫʪʝʤ 
ʥʘʟʥʘʯʝʥʠʷ ʦʙʱʝʛʦ ʧʨʠʦʨʠʪʝʪʘ IP-ʧʘʢʝʪʫ, ʢʦʪʦʨʳʡ ʧʦʢʘʟʳʚʘʝʪ ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ 
ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ ʠ ʥʘ ʩʝʪʝʚʦʤ ʫʨʦʚʥʝ ʧʦʟʚʦʣʷʝʪ ʧʨʠʥʷʪʴ ʦʙʦʩʥʦʚʘʥʥʦʝ ʨʝʰʝʥʠʝ ʧʦ 
ʧʨʠʦʨʠʪʝʪʫ ʧʝʨʝʜʘʯʠ ʧʘʢʝʪʘ.  

ɹʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʟʥʘʯʝʥʠʡ Precedence ʜʘʥʦ ʚ ʦʧʠʩʘʥʠʠ ʢʦʤʘʥʜʳ match  

precedence . 
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ʃʧʥʙʦʝʴ ʦʙʪʫʩʧʢʣʡ ʪʞʫʞʛʴʮ ʡʦʫʞʩʭʞʢʪʧʛ 

interface  

ʂʦʤʘʥʜʘ interface  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʦʚ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ 

ʚ ʬʘʡʣʝ ifaliases.cf, ʦʩʫʱʝʩʪʚʣʷ ̫ʚʭʦʜ ʚ ʨʝʞʠʤ interface configuration.  

 

ʉʠʥʪʘʢʩʠʩ interface  type  port/number  

type  ʪʠʧ ʠʥʪʝʨʬʝʡʩʘ. ɺ ʜʘʥʥʦʡ ʚʝʨʩʠʠ ʇʨʦʜʫʢʪʘ ʚʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ 

ʪʠʧʳ: 

 FastEthernet, 

 GigabitEthernet, 

 TenGigabitEthernet (ʜʣʷ cs_console ʥʠʢʘʢʠʭ ʨʘʟʣʠʯʠʡ ʤʝʞʜʫ 
ʠʥʪʝʨʬʝʡʩʘʤʠ ʩ ʥʘʟʚʘʥʠʝʤ FastEthernet, GigabitEthernet ʠ 
TenGigabitEthernet ʥʝʪ), 

 Async ï ʜʘʥʥʳʡ ʪʠʧ ʠʥʪʝʨʬʝʡʩʦʚ ʧʨʝʜʣʘʛʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʜʣʷ PPP-ʩʦʝʜʠʥʝʥʠʡ ʠ ʪ.ʧ.  

port  ʥʦʤʝʨ ʧʦʨʪʘ 

number  ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʠʥʪʝʨʬʝʡʩʘ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Global configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʥʘʩʪʨʦʡʢʘʤʠ ʪʦʣʴʢʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʩʝʪʝʚʳʭ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʀʟʤʝʥʝʥʠʷ ʚʩʪʫʧʘʶʪ ʚ ʜʝʡʩʪʚʠʝ ʥʝʤʝʜʣʝʥʥʦ ʠ ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʟʘʛʨʫʟʦʯʥʳʭ 
ʩʢʨʠʧʪʘʭ ʆʉ (ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʨʠ ʧʝʨʝʟʘʛʨʫʟʢʝ ʆʉ). 

ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʚʚʦʜ ʢʦʤʘʥʜ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ɼʣʷ ʠʥʪʝʨʬʝʡʩʦʚ ʩ ʠʤʝʥʝʤ Async<n>. ɼʣʷ ʠʥʪʝʨʬʝʡʩʦʚ ʩ ʪʘʢʠʤ ʠʤʝʥʝʤ ʟʘʧʨʝʱʝʥʦ 

ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ ʥʘʩʪʨʦʡʢʠ ï shutdown , ip address , mtu . ʅʝʪ ʥʠʢʘʢʠʭ ʦʛʨʘʥʠʯʝʥʠʡ 

ʥʘ ʚʚʦʜ ʢʦʤʘʥʜ, ʢʦʪʦʨʳʝ ʪʨʘʥʩʣʠʨʫʶʪʩʷ ʚ Native-ʢʦʥʬʠʛʫʨʘʮʠʶ ï ʧʨʠʚʷʟʢʘ ʩʧʠʩʢʦʚ 
ʜʦʩʪʫʧʘ, inspect, crypto map, QoS ʠ ʪ.ʧ.  

ʀʥʬʦʨʤʘʮʠʷ ʩ ʵʪʠʭ ʠʥʪʝʨʬʝʡʩʦʚ ʤʦʞʝʪ ʙʳʪʴ ʦʪʦʙʨʘʞʝʥʘ ʧʦ ʢʦʤʘʥʜʝ show run . 

¶ ɼʣʷ ʠʥʪʝʨʬʝʡʩʦʚ ʩ ʠʤʝʥʘʤʠ ʚʠʜʘ *Ethernet<n>/<m>, ʚ ʧʘʨʘʤʝʪʨʝ pattern ʢʦʪʦʨʳʭ ʫʢʘʟʘʥ 
ʥʝ ʢʦʥʢʨʝʪʥʳʡ ʬʠʟʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ, ʘ ʤʘʩʢʘ ʠʣʠ ʧʝʨʝʯʠʩʣʝʥʠʝ. 

ʇʨʠ ʧʦʧʳʪʢʝ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ ʥʘʩʪʨʦʡʢʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʵʪʦ ʟʘʧʨʝʱʝʥʦ, 
ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: 

% Interface '<interface_name>' is not configurable  

 

ɽʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʠʥʦʝ, ʪʦ ʚʩʝ ʢʦʤʘʥʜʳ ʚ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʩʥʘʯʘʣʘ ʚʳʧʦʣʥʷʶʪ 
ʜʝʡʩʪʚʠʷ ʥʘʜ ʪʝʢʫʱʠʤ ʩʦʩʪʦʷʥʠʝʤ ʠʥʪʝʨʬʝʡʩʘ. ɽʩʣʠ ʜʝʡʩʪʚʠʝ ʚʳʧʦʣʥʝʥʦ ʫʩʧʝʰʥʦ, ʪʦ 
ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ ʆʉ, ʯʪʦʙʳ ʝʛʦ ʚʦʩʩʪʘʥʦʚʠʪʴ ʧʨʠ 
ʧʝʨʝʟʘʛʨʫʟʢʝ ʩʠʩʪʝʤʳ. ʉʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʩʦʭʨʘʥʷʝʪʩʷ ʮʝʣʠʢʦʤ ï ʚʢʣʶʯʝʥ/ʚʳʢʣʶʯʝʥ, 
ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ, MTU. ɽʩʣʠ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʤʝʥʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʩʪʦʨʦʥʥʠʭ ʫʪʠʣʠʪ 
ʆʉ, ʪʦ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʧʨʦʪʠʚʦʨʝʯʠʷ ʤʝʞʜʫ ʪʝʢʫʱʠʤ ʩʪʘʪʫʩʦʤ ʠ ʩʪʘʪʫʩʦʤ, ʟʘʧʠʩʘʥʥʳʤ ʚ 
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ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ. ʇʦʵʪʦʤʫ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʟʤʝʥʷʪʴ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʪʦʣʴʢʦ ʚ 
ʢʦʥʩʦʣʠ. 

ɺ ʨʝʞʠʤʝ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʩʣʝʜʫʶʱʠʝ ʧʦʜʢʦʤʘʥʜʳ: 

shutdown  ʚʢʣʶʯʝʥʠʝ/ʚʳʢʣʶʯʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ 

ip  address  ʥʘʩʪʨʦʡʢʘ IP-ʘʜʨʝʩʘ ʠ ʤʘʩʢʠ 

ip  access - group  ʫʢʘʟʘʥʠʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʜʣ̫ ʚʭʦʜʷʱʝʛʦ ʠ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ, 

ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʦʪʩʣʝʞʠʚʘʪʴʩʷ ʥʘ ʜʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ 

crypto  map  ʫʢʘʟʘʥʠʝ ʢʨʠʧʪʦʢʘʨʪ,r ʧʦ ʢʦʪʦʨʦʡ ʙʫʜʫʪ ʟʘʱʠʱʘʪʴʩʷ ʧʘʢʝʪʳ, 

ʧʨʦʭʦʜʷʱʠʝ ʯʝʨʝʟ ʜʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ 

ip  inspect  ʫʢʘʟʘʥʠʝ ʧʨʘʚʠʣʘ ʧʨʦʚʝʨʢʠ ʚʭʦʜʷʱʝʛʦ ʠ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʜʣʷ 

ʧʨʦʪʦʢʦʣʦʚ ʧʨʠʢʣʘʜʥʦʛʦ ʫʨʦʚʥʷ 

service - policy  ʫʢʘʟʘʥʠʝ ʧʦʣʠʪʠʢʠ (policy-map), ʟʘʜʘʶʱʝʡ ʥʝʦʙʭʦʜʠʤʳʡ ʩʝʨʚʠʩ 

ʦʙʩʣʫʞʠʚʘʥʠʷ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ, ʦʩʥʦʚʘʥʥʳʡ ʥʘ ʢʣʘʩʩʠʬʠʢʘʮʠʠ 
ʪʨʘʬʠʢʘ ʠ ʝʛʦ ʤʘʨʢʠʨʦʚʢʝ 

crypto  ipsec  df - bit   ʫʩʪʘʥʦʚʢʘ ʟʥʘʯʝʥʠ ̫DF-ʙʠʪʘ ʚʦ ʚʥʝʰʥʝʤ ʟʘʛʦʣʦʚʢʝ ʧʘʢʝʪʘ ʧʨʠ 

ʧʨʦʭʦʞʜʝʥʠʠ ʯʝʨʝʟ ʜʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ 

mtu  ʫʩʪʘʥʦʚʢʘ ʟʥʘʯʝʥʠʷ MTU ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

exit  ʚʳʭʦʜ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʨʝʞʠʤʘ 

description  ʢʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ 

crypto  ipsec  fragmentation  after - encryption   ʢʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ 

crypto  ipsec  fragmentation  before - encryption  ʢʦʤʘʥʜʘ ʠʛʥʦʨʠʨʫʝʪʩʷ 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ interface : 

Router ( config )# interface  fastethernet  0/1  

 

ɺ ʩʦʦʙʱʝʥʠʷʭ ʦʙ ʦʰʠʙʢʘʭ ʢʦʤʘʥʜ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʩʫʪʩʪʚʫʝʪ ʧʘʨʘʤʝʪʨ <Reason >, 

ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʠʤʝʪʴ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʟʥʘʯʝʥʠʡ, ʧʨʠʚʝʜʝʥʥʳʭ ʚ ʪʘʙʣʠʮʝ: 

ʊʘʙʣʠʮʘ 16 

Reason ʇʦʷʩʥʝʥʠʝ 

No IP addresses on the interface ʅʝʪ IP ʘʜʨʝʩʦʚ ʥʘ ʠʥʪʝʨʬʝʡʩʝ (ʪʦʣʴʢʦ ʜʣʷ 
ʢʦʤʘʥʜʳ shutdown) 

Memory allocation failed ʆʰʠʙʢʘ ʚʳʜʝʣʝʥʠʷ ʧʘʤʷʪʠ 

Not implemented ɼʘʥʥʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʥʝ ʨʝʘʣʠʟʦʚʘʥʘ 

System error ʉʠʩʪʝʤʥʘʷ ʦʰʠʙʢʘ 

System error ï possibly MTU value 
exceeds acceptable range 

ʉʠʩʪʝʤʥʘʷ ʦʰʠʙʢʘ ï ʚʦʟʤʦʞʥʦ ʟʥʘʯʝʥʠʝ MTU 
ʧʨʝʚʳʰʘʝʪ ʜʦʧʫʩʪʠʤʳʡ ʜʠʘʧʘʟʦʥ 

Unknown ʅʝʠʟʚʝʩʪʥʘʷ ʦʰʠʙʢʘ 

Error <n> ʆʰʠʢʘ ʩ ʯʠʩʣʦʚʳʤ ʢʦʜʦʤ, ʜʣʷ ʢʦʪʦʨʦʛʦ 
ʦʪʩʫʪʩʪʚʫʝʪ ʪʝʢʩʪʦʚʦʝ ʦʧʠʩʘʥʠʝ 
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shutdown (interface) 

ʂʦʤʘʥʜʘ shutdown  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʩʪʘʪʫʩʘ ʠʥʪʝʨʬʝʡʩʘ. 

ʀʩʧʦʣʴʟʫʝʪʩʷ ʚ ʨʝʞʠʤʝ interface configuration.  

 

ʉʠʥʪʘʢʩʠʩ shutdown  

 no shutdown  

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Interface configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ shutdown  ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ ʩʪʘʪʫʩʘ 

(ʚrʢʣʶʯʝʥʠʷ/ʚʢʣʶʯʝʥʠʷ) ʠʥʪʝʨʬʝʡʩʘ. 

ʂʦʤʘʥʜʘ ʠʟʤʝʥʷʝʪ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʩʪʘʪʫʩ ʠʥʪʝʨʬʝʡʩʘ ʥʝʤʝʜʣʝʥʥʦ ʧʦʩʣʝ ʚʚʦʜʘ ʢʦʤʘʥʜʳ, 
ʢʦʪʦʨʳʡ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ ʆʉ.  

ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ shutdown . ʇʨʠ ʦʪʢʣʶʯʝʥʠʠ ʠʥʪʝʨʬʝʡʩʘ 

ʦʩʪʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʦʭʨʘʥʷʶʪʩʷ (IP-ʘʜʨʝʩ ʠ ʜʨ.).  

ɽʩʣʠ ʧʨʠ ʦʪʢʣʶʯʝʥʠʠ ʧʨʦʠʟʦʡʜʝʪ ʦʰʠʙʢʘ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Cannot  disable  the  

interface  (Reason: <Reason>) . 

ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʦʪʢʣʶʯʠʣʩʷ, ʥʦ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʥʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ, ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: Interface  was disabled , but  the  state  of  the  interface  was not  

saved . The changes  will  be lost  after  reboot . 

ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ no shutdown , ʩʪʘʪʫʩ ʠʥʪʝʨʬʝʡʩʘ ʪʘʢʞʝ 

ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ.  

ɽʩʣʠ ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʧʨʦʠʟʦʡʜʝʪ ʦʰʠʙʢʘ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Cannot  enable  the  

interface  (Reason: < Reason>) . 

ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʚʢʣʶʯʠʣʩʷ, ʥʦ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʥʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ, ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: Interface  was enabled , but  the  state  of  the  interface  was not  

saved . The changes  will  be lost  after  reboot . 

ʇʦ ʢʦʤʘʥʜʝ show running - config  ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʝʢʫʱʝʝ ʩʠʩʪʝʤʥʦʝ ʩʦʩʪʦʷʥʠʝ 

ʠʥʪʝʨʬʝʡʩʘ. 

ɽʩʣʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʥʘ ʤʦʤʝʥʪ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ no shutdown  ʦʪʩʫʪʩʪʚʫʶʪ IP ʘʜʨʝʩʘ (ʧʦ 

show running - config  ʧʦʢʘʟʳʚʘʝʪʩʷ ʢʦʤʘʥʜʘ ñno ip  address ò), ʪʦ ʢʦʤʘʥʜʘ 

ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʥʦʨʤʘʣʴʥʦ (ʙʝʟ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʥʦʪʠʬʠʢʘʮʠʠ), ʦʜʥʘʢʦ ʨʝʘʣʴʥʦʛʦ ʚʢʣʶʯʝʥʠʷ 
ʠʥʪʝʨʬʝʡʩʘ ʧʦ ʜʘʥʥʦʡ ʢʦʤʘʥʜʝ ʥʝ ʧʨʦʠʟʦʡʜʝʪ ï ʦʥ ʙʫʜʝʪ ʦʪʣʦʞʝʥ ʜʦ ʚʚʦʜʘ IP ʘʜʨʝʩʘ ʥʘ 
ʠʥʪʝʨʬʝʡʩʝ. 

ʅʘʧʨʠʤʝʨ ʠʤʝʝʤ ʩʣʝʜʫʶʱʫʶ ʩʠʪʫʘʮʠʶ: 

interface  FastEthernet 0/1  

 no ip  address  

 shutdown  

ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʢʦʤʘʥʜ (ʦʪʣʦʞʝʥʥʦʝ ʚʢʣʶʯʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ): 

interface  FastEthernet 0/1  

 no shutdown  

! ʈʝʘʣʴʥʦ ʠʥʪʝʨʬʝʡʩ ʝʱʝ ʥʝ ʚʢʣʶʯʝʥ 



Bel VPN Gate-V 4.1. Cisco-like ʣʧʥʙʦʝʴ 

Bel VPN Gate-V 4.1  Copyright É S-Terra Bel 2008 - 2016     190 

! ʉʣʝʜʫʶʱʘʷ ʢʦʤʘʥʜʘ ʚʳʩʪʘʚʣʷʝʪ IP-ʘʜʨʝʩ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʠ ʚʢʣʶʯʘʝʪ ʠʥʪʝʨʬʝʡʩ: 

 ip  address  192.168.10.10 255.255.255.0  

ʠ ʢʦʤʘʥʜ (ʧʨʷʤʦʝ ʚʢʣʶʯʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ): 

interface FastEthernet0/1  

 ip address 192.168.10.10 255.255.255.0  

 no shutdown  

ʚ ʢʦʥʝʯʥʦʤ ʩʯʝʪʝ ʧʨʠʚʦʜʷʪ ʢ ʦʜʠʥʘʢʦʚʦʤʫ ʨʝʟʫʣʴʪʘʪʫ. 

 

ɽʩʣʠ ʧʦʩʣʝ ʢʦʤʘʥʜʳ no shutdown , ʥʦ ʜʦ ʚʚʦʜʘ IP-ʘʜʨʝʩʘ ʧʦʩʤʦʪʨʝʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ ʩ 

ʧʦʤʦʱʴʶ show running - config , ʚʤʝʩʪʦ ʢʦʤʘʥʜʳ shutdown  ʙʫʜʝʪ ʚʳʜʘʥʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ 

ʩʣʝʜʫʶʱʝʛʦ ʚʠʜʘ: 

interface FastEthernet0/1  

 no ip address  

! Warning: command "no shutdown" was delayed until IP address set  

ʆʪʣʦʞʝʥʥʘʷ ʢʦʤʘʥʜʘ ñno shutdown ò ʜʝʡʩʪʚʫʝʪ ʪʦʣʴʢʦ ʚ ʧʨʝʜʝʣʘʭ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ 

cs_console. ɽʩʣʠ ʧʦʩʣʝ ʚʚʦʜʘ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʥʝ ʚʳʩʪʘʚʠʪʴ IP-ʘʜʨʝʩ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʠ ʚʳʡʪʠ 
ʠʟ cs_console, ʪʦ ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʙʫʜʝʪ ʧʨʦʠʛʥʦʨʠʨʦʚʘʥʘ. 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʠ ʩʣʝʜʫʶʱʝʤ ʚʭʦʜʝ ʚ cs_console ʧʦ show running - config  ʙʫʜʝʪ ʧʦʢʘʟʘʥʘ 

ʠʩʭʦʜʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ: 

interface FastEthernet0/1  

 no i p address  

 shutdown       

 

ʂʦʤʘʥʜʳ shutdown  ʠ no shutdown  ʠʩʧʦʣʥʷʶʪʩʷ ʜʘʞʝ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʨʝʟʫʣʴʪʘʪ 

ʠʩʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ ʫʞʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʪʝʢʫʱʝʤʫ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʤʫ ʩʪʘʪʫʩʫ ʠʥʪʝʨʬʝʡʩʘ. 
ʕʪʦ ʩʜʝʣʘʥʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʩʠʪʫʘʮʠʡ, ʢʦʛʜʘ ʪʝʢʫʱʠʡ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʡ ʩʪʘʪʫʩ 
ʤʦʞʝʪ ʥʝ ʩʦʚʧʘʜʘʪʴ ʩʦ ʩʪʘʪʫʩʦʤ, ʟʘʧʠʩʘʥʥʳʤ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ ʆʉ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ 
ʚʚʝʜʝʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʟʘʧʠʰʝʪ ʫʢʘʟʘʥʥʳʡ ʩʪʘʪʫʩ ʚ ʩʢʨʠʧʪʳ. 
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ip address (interface) 

ʂʦʤʘʥʜʘ ip  address  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʘʜʨʝʩʦʚ ʠ ʤʘʩʢʠ ʜʘʥʥʦʤʫ ʠʥʪʝʨʬʝʡʩʫ.  

 

ʉʠʥʪʘʢʩʠʩ ip address  ip - address mask  [secondary]  

 no ip address  ip - address mask  [secondary]  

ip - addess  ʣʦʢʘʣʴʥʳʡ IP-ʘʜʨʝʩ 

mask ʤʘʩʢʘ ʧʦʜʩʝʪʠ 

secondary  ʧʦʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʚʪʦʨʦʛʦ ʠ ʧʦʩʣʝʜʫʶʱʠʭ ʘʜʨʝʩʦʚ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Interface configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ ip  address  ʚʳʧʦʣʥʷʝʪʩʷ ʥʝʤʝʜʣʝʥʥʦ ʧʦʩʣʝ ʚʚʦʜʘ, ʠʟʤʝʥʝʥʠʷ IP-ʘʜʨʝʩʘ 

ʠʥʪʝʨʬʝʡʩʘ ʠ ʤʘʩʢʠ ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ ʆʉ. 

ʂʦʤʘʥʜʘ ip  address  ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʜʘʞʝ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʜʘʥʥʳʡ ʘʜʨʝʩ ʫʞʝ 

ʧʨʠʩʫʪʩʪʚʫʝʪ ʥʘ ʠʥʪʝʨʬʝʡʩʝ. ʕʪʦ ʩʜʝʣʘʥʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʩʠʪʫʘʮʠʠ, ʢʦʛʜʘ ʪʝʢʫʱʠʡ 
ʘʜʨʝʩ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʥʝ ʩʦʚʧʘʜʘʝʪ ʩ ʘʜʨʝʩʦʤ, ʧʨʦʧʠʩʘʥʥʳʤ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ. ɺ ʵʪʦʤ 
ʩʣʫʯʘʝ ʚʚʝʜʝʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʟʘʧʠʰʝʪ ʫʢʘʟʘʥʥʳʡ ʘʜʨʝʩ ʚ ʟʘʛʨʫʟʦʯʥʳʝ ʩʢʨʠʧʪʳ. 

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʢʦʤʘʥʜʳ ip  address  ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʩʪʘʚʣʷʝʪʩʷ broadcast address ʚ 

ʟʥʘʯʝʥʠʝ ip - address  | ~ mask. ʅʘʧʨʠʤʝʨ, ʧʦ ʢʦʤʘʥʜʝ: 

ip  address  192.168.10.10 255.255.255.0  

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʩʪʘʚʣʷʝʪʩʷ broadcast address 192.168.10.255. 

ʈʘʟʣʠʯʘʶʪʩʷ primary  ʠ secondary  IP-ʘʜʨʝʩʘ. ɺ ʢʘʯʝʩʪʚʝ primary  ʘʜʨʝʩʘ ʚʳʙʠʨʘʝʪʩʷ 

ʧʝʨʚʳʡ ʧʦ ʩʧʠʩʢʫ ʘʜʨʝʩ, ʦʩʪʘʣʴʥʳʝ ï ʚ ʢʘʯʝʩʪʚʝ secondary . Primary ʘʜʨʝʩ ʤʦʞʝʪ ʙʳʪʴ 

ʪʦʣʴʢʦ ʦʜʠʥ ʠ ʟʘʜʘʝʪʩʷ ʢʦʤʘʥʜʦʡ: 

ip  address  primary - ip  primary - mask 

ʇʦʚʪʦʨʥʦʝ ʟʘʜʘʥʠʝ IP-ʘʜʨʝʩʘ ʟʘʤʝʱʘʝʪ ʧʨʝʜʳʜʫʱʝʝ ʟʥʘʯʝʥʠʝ: 

¶ ʝʩʣʠ ʩʤʝʥʘ primary ʘʜʨʝʩʘ ʥʝ ʫʜʘʣʘʩʴ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Cannot set the 

primary address  (Reason: <Reason>)   

¶ ʝʩʣʠ ʘʜʨʝʩ ʙʳʣ ʠʟʤʝʥʝʥ, ʥʦ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʥʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ, ʪʦ ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: The primary address was set, but the state of the interface 

was not saved . The changes will be lost a fter reboot  

¶ ʝʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʥʦʚʦʛʦ primary  ʘʜʨʝʩʘ ʟʘʜʘʪʴ ʩʫʱʝʩʪʚʫʶʱʠʡ secondary  ʘʜʨʝʩ, ʪʦ 

ʩʥʘʯʘʣʘ ʙʫʜʝʪ ʫʜʘʣʝʥ ʩʫʱʝʩʪʚʫʶʱʠʡ secondary  ʘʜʨʝʩ, ʘ ʟʘʪʝʤ ʙʫʜʝʪ ʠʟʤʝʥʝʥ 

primary  ʘʜʨʝʩ. ʇʨʠ ʵʪʦʡ ʜʚʦʡʥʦʡ ʦʧʝʨʘʮʠʠ ʚʦʟʤʦʞʥʳ ʩʣʝʜʫʶʰʠʝ ʦʰʠʙʢʠ: 

¶ ʝʩʣʠ ʥʝ ʫʜʘʣʦʩʴ ʫʜʘʣʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʡ secondary ʘʜʨʝʩ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 
Cannot remove the address  (Reason: <Reason>)  

¶ ʝʩʣʠ ʥʝ ʫʜʘʣʦʩʴ ʠʟʤʝʥʠʪʴ primary ʘʜʨʝʩ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Cannot set the 

primary address  (Reason: <Reason>)  

¶ ʝʩʣʠ ʥʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: The 

primary address was set, but the state of the interface was not 

saved . The changes will be lost after reboot  
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ɽʩʣʠ ʜʦ ʚʚʦʜʘ primary  ʘʜʨʝʩʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʦʪʩʫʪʩʪʚʦʚʘʣʠ IP ʘʜʨʝʩʘ ʠ ʙʳʣʘ ʚʚʝʜʝʥʘ 

ʢʦʤʘʥʜʘ ñno shutdown ò, ʪʦ ʧʦʩʣʝ ʚʳʩʪʘʚʣʝʥʠʷ IP-ʘʜʨʝʩʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʚʳʧʦʣʥʷʝʪʩʷ 

ʦʪʣʦʞʝʥʥʦʝ ʚʢʣʶʯʝʥʠʝ ʠʥʪʝʨʬʝʡʩʘ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʢʦʤʘʥʜʫ shutdown ). 

ɸʜʨʝʩʦʚ secondary  ʤʦʞʝʪ ʙʳʪʴ ʥʝʩʢʦʣʴʢʦ. Secondary  ʘʜʨʝʩ ʟʘʜʘʝʪʩʷ ʢʦʤʘʥʜʦʡ:  

ip address ip - address mask secondary  

ɸʜʨʝʩ secondary  ʤʦʞʥʦ ʟʘʜʘʪʴ, ʝʩʣʠ ʟʘʜʘʥ primary  ʘʜʨʝʩ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ, ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Cannot  add  secondary  without  primary  ( Reason : < Reason >) . 

ʅʝʣʴʟʷ ʟʘʜʘʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ secondary  ʪʦʪ ʞʝ ʘʜʨʝʩ, ʯʪʦ ʠ primary . ʀʥʘʯʝ ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Secondary can't be same as primary . 

ʅʝʣʴʟʷ ʟʘʜʘʪʴ IP-ʘʜʨʝʩ 0.0.0.0 . ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Not  a valid  host  

address  -  0.0.0.0 .  ʕʪʦ ʦʛʨʘʥʠʯʝʥʠʝ ʧʨʠʚʦʜʠʪ ʢ ʪʦʤʫ, ʯʪʦ ʝʩʣʠ ʟʘʜʘʪʴ IP-ʘʜʨʝʩ 0.0.0.0 (ʩ 

ʥʝʥʫʣʝʚʦʡ ʤʘʩʢʦʡ) ʩ ʧʦʤʦʱʴʶ ʜʨʫʛʠʭ ʩʨʝʜʩʪʚ (ʥʝ ʚ ʢʦʥʩʦʣʠ), ʪʦ ʦʥ ʙʫʜʝʪ ʧʦʢʘʟʘʥ ʧʦ ʢʦʤʘʥʜʝ 

show running - config , ʥʦ ʫʜʘʣʠʪʴ ʵʪʦʪ ʘʜʨʝʩ ʚ ʢʦʥʩʦʣʠ ʥʝʚʦʟʤʦʞʥʦ, ʦʥ ʙʫʜʝʪ ʦʪʚʝʨʛʘʪʴʩʷ. 

ɺ ʪʘʢʦʡ ʩʠʪʫʘʮʠʠ ʫʜʘʣʠʪʴ ʚʩʝ ʘʜʨʝʩʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ (ʚʢʣʶʯʘʷ ʠ 0.0.0.0) ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ 

ʢʦʤʘʥʜʳ no ip  address . 

ʅʝʣʴʟʷ ʟʘʜʘʪʴ ʤʘʩʢʫ 0.0.0.0. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Bad mask /0 

for  address  <ip >. 

ɽʩʣʠ ʧʦʧʳʪʘʪʴʩʷ ʟʘʜʘʪʴ ʥʝʢʦʨʨʝʢʪʥʫʶ ʤʘʩʢʫ (ʥʘʧʨʠʤʝʨ, 255.0.255.0), ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ 

ʚʠʜʘ: Bad mask 0xFF00FF00 for  address  <ip >. 

ɽʩʣʠ ʥʝ ʫʜʘʣʦʩʴ ʜʦʙʘʚʠʪʴ ʥʘ ʠʥʪʝʨʬʝʡʩ ʥʦʚʳʡ ʘʜʨʝʩ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Cannot  add  

the  address  (Reason: <Reason>) . 

ɽʩʣʠ ʥʦʚʳʡ ʘʜʨʝʩ ʙʳʣ ʜʦʙʘʚʣʝʥ, ʥʦ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʥʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ, ʪʦ 

ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ:The address  was added , but  the  state  of  the  interface  was 

not  saved . The changes  will  be lost  after  reboot . 

ɼʦʧʫʩʢʘʝʪʩʷ ʟʘʜʘʚʘʪʴ ʧʦʣʥʫʶ ʢʦʧʠʶ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʘʜʨʝʩʘ, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʩʠʪʫʘʮʠʶ 
ʥʝʩʦʚʧʘʜʝʥʠʷ ʪʝʢʫʱʝʛʦ ʘʜʨʝʩʘ ʠ ʘʜʨʝʩʘ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ ʆʉ. ʊʘʢʞʝ ʤʦʞʥʦ ʜʣʷ 
ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʘʜʨʝʩʘ ʠʟʤʝʥʠʪʴ ʤʘʩʢʫ: 

¶ ʚ ʩʣʫʯʘʝ ʦʰʠʙʢʠ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Cannot change the address  (Reason: 

<Reason>) ; 

¶ ʝʩʣʠ ʧʘʨʘʤʝʪʨʳ ʠʥʪʝʨʬʝʡʩʘ ʫʜʘʣʦʩʴ ʠʟʤʝʥʠʪʴ, ʥʦ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʥʝ ʫʜʘʣʦʩʴ 

ʩʦʭʨʘʥʠʪʴ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: The address was changed, but the state of 

the  interface was not saved . The changes will be lost after reboot .  

 

ʋʜʘʣʝʥʠʝ 

ʋʜʘʣʝʥʠʝ ʚʩʝʭ ʘʜʨʝʩʦʚ ʩ ʠʥʪʝʨʬʝʡʩʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ: 

no ip  address . 

ʇʦʩʣʝ ʵʪʦʡ ʢʦʤʘʥʜʳ ʠʥʪʝʨʬʝʡʩ ʙʫʜʝʪ ʚʳʢʣʶʯʝʥ. ʂʦʤʘʥʜʘ ʧʦʢʘʟʳʚʘʝʪʩʷ ʧʦ show running -

config .  

ɽʩʣʠ ʥʝ ʫʜʘʣʦʩʴ ʫʜʘʣʠʪʴ ʚʩʝ ʘʜʨʝʩʘ ʩ ʠʥʪʝʨʬʝʡʩʘ, ʪʦ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Cannot  remove  

all  addresses  (Reason: <Reason>) . 

ɽʩʣʠ ʥʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʧʦʩʣʝ ʫʜʘʣʝʥʠʷ ʚʩʝʭ ʘʜʨʝʩʦʚ, ʪʦ ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: All  addresses  were  removed , but  the  state  of  the  interface  was 

not  saved .  The changes  will  be lost  after  reboot . 

 

ʋʜʘʣʝʥʠʝ ʢʦʥʢʨʝʪʥʦʛʦ ʘʜʨʝʩʘ ʩ ʠʥʪʝʨʬʝʡʩʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ: 

no ip address ip - address  mask 

no ip address ip - address  mask secondary  
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ʋʜʘʣʝʥʠʝ primary  ʘʜʨʝʩʘ ʧʦ ʧʦʩʣʝʜʩʪʚʠʷʤ ʘʥʘʣʦʛʠʯʥʦ ʢʦʤʘʥʜʝ: 

no ip  address  

ʇʨʠ ʫʜʘʣʝʥʠʠ secondary  ʘʜʨʝʩʘ, ʚ ʢʦʤʘʥʜʝ ʩʣʦʚʦ secondary  ʤʦʞʥʦ ʠ ʥʝ ʧʠʩʘʪʴ. 

 

ʉʦʦʙʱʝʥʠʷ ʧʨʠ ʫʜʘʣʝʥʠʠ 

ʇʨʠ ʧʦʧʳʪʢʝ ʫʜʘʣʠʪʴ ʥʝʩʫʱʝʩʪʚʫʶʱʠʡ ʘʜʨʝʩ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Invalid  

address . 

ʇʨʠ ʫʢʘʟʘʥʠʠ ʤʘʩʢʠ, ʦʪʣʠʯʘʶʱʝʡʩʷ ʦʪ ʠʩʧʦʣʴʟʫʝʤʦʡ ʜʣʷ ʜʘʥʥʦʛʦ ʘʜʨʝʩʘ, ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Invalid  address  mask. 

ʅʝ ʜʦʧʫʩʢʘʝʪʩʷ ʫʜʘʣʷʪʴ primary  ʘʜʨʝʩ, ʝʩʣʠ ʧʨʠʩʫʪʩʪʚʫʝʪ ʭʦʪʷ ʙʳ ʦʜʠʥ secondary . 

ɺʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Must delete secondary before deleting primary . 

ɺ ʢʦʤʘʥʜʝ ʫʜʘʣʝʥʠʷ primary  ʘʜʨʝʩʘ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ ʧʠʩʘʪʴ ʩʣʦʚʦ secondary , ʚ ʧʨʦʪʠʚʥʦʤ 

ʩʣʫʯʘʝ, ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ: Secondary  can ' t  be same as  primary . 

Invalid  address . 

ɽʩʣʠ ʧʦ ʢʘʢʠʤ-ʪʦ ʧʨʠʯʠʥʘʤ ʥʝ ʫʜʘʣʦʩʴ ʫʜʘʣʠʪʴ ʘʜʨʝʩ, ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: Cannot  remove  

the  address  (Reason: <Reason>) . 

ɽʩʣʠ ʫʜʘʣʝʥʠʝ ʚʳʧʦʣʥʠʣʦʩʴ, ʥʦ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ ʥʝ ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ, ʚʳʜʘʝʪʩʷ 

ʩʦʦʙʱʝʥʠʝ: The address  was removed , but  the  state  of  the  interface  was not  

saved . The changes will be lost after rebo ot . 

 

ʇʨʦʩʤʦʪʨ ʧʦ ʢʦʤʘʥʜʝ show running-config 

ʂʦʤʘʥʜʘ show running - config  ʚʩʝʛʜʘ ʧʦʢʘʟʳʚʘʝʪ ʪʝʢʫʱʝʝ ʩʠʩʪʝʤʥʦʝ ʩʦʩʪʦʷʥʠʝ 

ʠʥʪʝʨʬʝʡʩʘ. 

ɽʩʣʠ ʘʜʨʝʩ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʠʟʤʝʥʝʥ ʢʘʢʠʤ-ʣʠʙʦ ʦʙʨʘʟʦʤ ʧʦʤʠʤʦ ʢʦʥʩʦʣʠ, ʪʦ ʧʦ ʢʦʤʘʥʜʝ show 

running - config  ʵʪʦ ʠʟʤʝʥʝʥʠʝ ʙʫʜʝʪ ʧʦʢʘʟʘʥʦ. ʆʪʩʶʜʘ ʚʦʟʤʦʞʥʘ ʩʠʪʫʘʮʠʷ, ʢʦʛʜʘ ʪʝʢʫʱʠʡ 

ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʘʜʨʝʩʘ, ʧʨʦʧʠʩʘʥʥʦʛʦ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ ʆʉ, ʠ ʵʪʦ 
ʦʪʣʠʯʠʝ ʥʠʢʘʢ ʥʝ ʧʨʦʷʚʣʷʝʪʩʷ ʚ cisco-like ʢʦʥʬʠʛʫʨʘʮʠʠ: 

¶ ɽʩʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʦʩʚʝʜʦʤʣʝʥ ʦ ʜʘʥʥʦʡ ʩʠʪʫʘʮʠʠ, ʠ ʝʤʫ ʪʨʝʙʫʝʪʩʷ ʩʦʭʨʘʥʠʪʴ 
ʪʝʢʫʱʠʝ ʘʜʨʝʩʘ ʚ ʟʘʛʨʫʟʦʯʥʳʭ ʩʢʨʠʧʪʘʭ, ʪʦ ʦʥ ʤʦʞʝʪ ʚʦʡʪʠ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʢʦʥʩʦʣʠ 
ʠ ʧʦʚʪʦʨʥʦ ʧʨʦʧʠʩʘʪʴ ʪʝ ʞʝ ʩʘʤʳʝ ʘʜʨʝʩʘ ʥʘ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʘʭ. ʕʪʦ ʧʨʠʚʝʜʝʪ ʢ 
ʪʦʤʫ, ʯʪʦ ʵʪʠ ʘʜʨʝʩʘ ʙʫʜʫʪ ʧʨʦʧʠʩʘʥʳ ʚ ʟʘʛʨʫʟʦʯʥʳʝ ʩʢʨʠʧʪʳ. 

¶ ɼʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʪʘʢʦʡ ʩʠʪʫʘʮʠʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʥʝ ʩʤʝʰʠʚʘʪʴ ʚʳʩʪʘʚʣʝʥʠʝ 
ʘʜʨʝʩʦʚ ʥʘ ʩʝʪʝʚʳʭ ʠʥʪʝʨʬʝʡʩʘʭ ʩ ʧʦʤʦʱʴʶ ʢʦʥʩʦʣʠ ʩ ʜʨʫʛʠʤʠ ʩʨʝʜʩʪʚʘʤʠ (ʥʘʧʨʠʤʝʨ, 

ʢʦʤʘʥʜʦʡ ifconfig ). 

ɽʩʣʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʘʜʨʝʩ 0.0.0.0/0  (ʥʫʣʝʚʦʡ ʘʜʨʝʩ ʩ ʥʫʣʝʚʦʡ ʤʘʩʢʦʡ) 

ʥʘʨʷʜʫ ʩ ʜʨʫʛʠʤʠ, ʪʦ ʧʦ ʢʦʤʘʥʜʝ show running - config  ʦʥ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ. 

ɽʩʣʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʦʪʩʫʪʩʪʚʫʶʪ ʘʜʨʝʩʘ ʠʣʠ ʧʨʠʩʫʪʩʪʚʫʝʪ ʪʦʣʴʢʦ ʘʜʨʝʩ 0.0.0.0/0 , ʪʦ ʧʦ 

ʢʦʤʘʥʜʝ show running - config  ʜʣʷ ʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʧʦʢʘʟʳʚʘʝʪʩʷ ʢʦʤʘʥʜʘ 

no ip  address . 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

¶ ʇʦʩʣʝ ʢʦʤʘʥʜʳ no ip address  ʜʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʚʳʢʣʶʯʘʝʪʩʷ. 

¶ ʅʝʣʴʟʷ ʟʘʜʘʪʴ secondary  ʘʜʨʝʩ, ʥʝ ʟʘʜʘʚ ʧʝʨʝʜ ʵʪʠʤ primary  ʘʜʨʝʩ. 
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ip access-group (interface) 

ʂʦʤʘʥʜʘ ip  access  group  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʢ ʠʥʪʝʨʬʝʡʩʫ, ʢʦʪʦʨʳʡ 

ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴʩʷ ʥʘ ʵʪʦʤ ʠʥʪʝʨʬʝʡʩʝ. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʨʝʞʠʤʝ 
interface configuration. ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ 

no . 

 

ʉʠʥʪʘʢʩʠʩ ip access - group  {access - list - number  | access - list - name} 

 {in  |  out }  

 no ip access - group  {access - list - number  | access - list - name} 

{in  | out }  

access - list - number  ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʯʠʩʣʦʤ ʠʟ ʜʠʘʧʘʟʦʥʘ 1-199 

ʠʣʠ 1300-2699 

access - list - name ʠʤʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 

in  ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʚʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ 

out  ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Interface configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʂʦʤʘʥʜʘ ip  access  group  ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʢ ʠʥʪʝʨʬʝʡʩʫ. ʉʧʠʩʦʢ 

ʜʦʩʪʫʧʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʪʨʘʬʠʢʘ ʥʘ ʜʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ.  

ɽʩʣʠ ʫʢʘʟʘʥ ʥʝʩʫʱʝʩʪʚʫʶʱʠʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ, ʪʦ ʚʩʝ ʧʦʩʪʫʧʘʶʱʠʝ ʧʘʢʝʪʳ ʥʘ ʠʥʪʝʨʬʝʡʩ 
ʙʫʜʫʪ ʧʨʦʧʫʱʝʥʳ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʠʣʴʪʨʫʶʱʠʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʥʘ crypto ʠʥʪʝʨʬʝʡʩʘʭ ʥʝʦʙʭʦʜʠʤʦ 
ʩʣʝʜʠʪʴ, ʯʪʦʙʳ ʙʳʣʠ ʧʨʦʧʠʩʘʥʳ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʨʘʚʠʣʘ ʧʘʢʝʪʥʦʡ ʬʠʣʴʪʨʘʮʠʠ ʜʣʷ 
ʙʝʩʧʨʝʧʷʪʩʪʚʝʥʥʦʛʦ ʧʨʦʭʦʞʜʝʥʠʷ IKE ʧʘʢʝʪʦʚ ʯʝʨʝʟ firewall. 

ɽʩʣʠ ʚ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʤʦʜʠʬʠʢʘʪʦʨʳ log  ʠ log - input , ʪʦ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪ 

ʣʦʛʠʨʦʚʘʥʠʝ ʧʘʢʝʪʦʚ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ. ɺ ʩʦʦʙʱʝʥʠʠ kernel ʣʦʛʘ ʦ ʧʨʦʭʦʞʜʝʥʠʠ 
ʧʘʢʝʪʘ ʙʫʜʝʪ ʧʦʢʘʟʳʚʘʪʩʷ ʥʘʟʚʘʥʠʝ ʜʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

 

ʆʪʣʠʯʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʪ ʧʦʜʦʙʥʦʡ ʢʦʤʘʥʜʳ Cisco IOS: 

ɺ Cisco IOS ʠʩʭʦʜʷʱʠʡ ʩ ʨʦʫʪʝʨʘ ʪʨʘʬʠʢ ʥʝ ʬʠʣʴʪʨʫʝʪʩʷ, ʚ Bel VPN Gate ʠʩʭʦʜʷʱʠʡ 
ʪʨʘʬʠʢ ʬʠʣʴʪʨʫʝʪʩʷ. 

. 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 33 ʠʥʪʝʨʬʝʡʩʫ fastethernet: 

Router(config)#interface fastethernet 0/1  

 Router(config - if)#ip access - group 33 in  
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crypto map (interface) 

ʂʦʤʘʥʜʘ crypto  map ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʢ ʠʥʪʝʨʬʝʡʩʫ. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʨʝʞʠʤʝ interface configuration. ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʚʷʟʠ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ ʩ ʠʥʪʝʨʬʝʡʩʦʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʘ ʞʝ ʢʦʤʘʥʜʘ ʩ ʧʨʝʬʠʢʩʦʤ no . 

 

ʉʠʥʪʘʢʩʠʩ crypto map  map- name 

 no crypto map  [map - name]  

map- name ʠʤʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Interface configuration 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʫ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ, ʢʦʪʦʨʘʷ 
ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ. ʀʥʪʝʨʬʝʡʩʫ ʤʦʞʝʪ ʙʳʪʴ ʥʘʟʥʘʯʝʥʘ ʪʦʣʴʢʦ ʦʜʥʘ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʘʷ ʢʘʨʪʘ. ɽʩʣʠ ʩʦʟʜʘʥʦ ʥʝʩʢʦʣʴʢʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ ʩ ʦʜʥʠʤ ʠʤʝʥʝʤ, 
ʥʦ ʩ ʨʘʟʥʳʤʠ ʧʦʨʷʜʢʦʚʳʤʠ ʥʦʤʝʨʘʤʠ ʟʘʧʠʩʝʡ, ʪʦ ʦʥʠ ʙʫʜʫʪ ʩʯʠʪʘʪʴʩʷ ʯʘʩʪʷʤʠ ʦʜʥʦʡ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ. ʇʝʨʚʳʤʠ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʟʘʧʠʩʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʢʘʨʪ, 
ʠʤʝʶʱʠʝ ʚʳʩʰʠʡ ʧʨʠʦʨʠʪʝʪ (ʤʠʥʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ). 

Crypto ACL ʚʝʜʫʪ ʩʝʙʷ ʪʘʢ ʞʝ, ʢʘʢ ʚ IOS: 

¶ ʤʦʞʥʦ ʫʢʘʟʳʚʘʪʴ ʧʨʘʚʠʣʘ ʢʘʢ ʧʦ IP-ʘʜʨʝʩʫ, ʪʘʢ ʠ ʧʦ TCP/UDP- ʧʨʦʪʦʢʦʣʫ (ʙʝʟ ʟʘʤʝʪʥʦʡ 
ʧʦʪʝʨʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ). ʊʘʢʞʝ ʤʦʞʥʦ ʥʘʟʥʘʯʘʪʴ ʜʠʘʧʘʟʦʥ ñrangeò ʧʦʨʪʦʚ, ʧʦʤʥʷ 
ʧʨʠ ʵʪʦʤ, ʯʪʦ Bel VPN Gate ʙʫʜʝʪ ʩʦʟʜʘʚʘʪʴ ʦʪʜʝʣʴʥʳʝ SA ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʨʪʘ; 

¶ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʪʨʦʢ ʩ ñdenyò ï ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʘʢʝʪʳ ʙʫʜʫʪ ʧʨʦʧʫʩʢʘʪʴʩʷ ʙʝʟ 
ʰʠʬʨʦʚʘʥʠʷ (ʥʘ ʧʨʘʚʠʣʘ ʩʦʟʜʘʥʠʷ SA ʵʪʠ ʩʪʨʦʢʠ ʥʝ ʚʣʠʷʶʪ). 

 

ʇʨʠʤʝʨ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʥʘʟʥʘʯʝʥʠʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʢʘʨʪʳ "mymap" ʠʥʪʝʨʬʝʡʩʫ 
fastethernet: 

Router(config)#interface fastethernet 0/1  

 Router(config - if)#crypto map mymap  
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ip inspect 

ʏʪʦʙʳ ʧʨʠʤʝʥʠʪʴ ʧʨʘʚʠʣʦ ʧʨʦʚʝʨʢʠ ʢ ʠʥʪʝʨʬʝʡʩʫ, ʝʛʦ ʥʫʞʥʦ ʧʨʠʚʷʟʘʪʴ ʢʦʤʘʥʜʦʡ ip  

inspect  ʢ ʵʪʦʤʫ ʠʥʪʝʨʬʝʡʩʫ. ʋʜʘʣʝʥʠʝ ʧʨʠʚʷʟʢʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ ʩ ʧʨʝʬʠʢʩʦʤ no . 

ʉʠʥʪʘʢʩʠʩ ip  inspect  inspection - name {in  | out } 

 no ip inspect  inspection - name {in  | out } 

inspection - name ʠʤʷ ʥʘʙʦʨʘ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ. ɼʣʠʥʘ ʠʤʝʥʠ ʥʝ ʜʦʣʞʥʘ ʧʨʝʚʳʰʘʪʴ 16 

ʩʠʤʚʦʣʦʚ, ʧʨʠ ʙʦʣʴʰʝʡ ʜʣʠʥʝ ʦʥʦ ʙʫʜʝʪ ʩʦʢʨʘʱʝʥʦ ʜʦ 16 ʩʠʤʚʦʣʦʚ 

in  ʥʘʙʦʨ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ ʧʨʠʤʝʥʷʝʪʩʷ ʥʘ ʚʥʫʪʨʝʥʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʢ 

ʚʭʦʜʷʱʝʤʫ ʪʨʘʬʠʢʫ 

out   ʥʘʙʦʨ ʧʨʘʚʠʣ ʧʨʦʚʝʨʢʠ ʧʨʠʤʝʥʷʝʪʩʷ ʥʘ ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʢ 

ʠʩʭʦʜʷʱʝʤʫ ʪʨʘʬʠʢʫ. 

 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʩʫʪʩʪʚʫʝʪ. 

 

ʈʝʞʠʤʳ ʢʦʤʘʥʜʳ Interface configuration. 

 

ʈʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʉʨʝʜʩʪʚʘ CBAC ʤʦʞʥʦ ʨʘʟʤʝʩʪʠʪʴ ʢʘʢ ʚʥʫʪʨʝʥʥʝʤ ʠʣʠ ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʰʣʶʟʘ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉ ʚʥʫʪʨʝʥʥʝʛʦ ʠʥʪʝʨʬʝʡʩʘ ʦʙʳʯʥʦ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʩʝʘʥʩʳ, ʠ ʵʪʦʪ ʪʨʘʬʠʢ 
CBAC ʤʦʞʝʪ ʧʨʦʧʫʩʢʘʪʴ ʠʣʠ ʟʘʜʝʨʞʠʚʘʪʴ. ʉ ʚʥʝʰʥʝʛʦ ʠʥʪʝʨʬʝʡʩʘ ʰʣʶʟʘ ʩʝʘʥʩʳ 
ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʥʝ ʤʦʛʫʪ.  

ɼʣʷ ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ ʩʨʝʜʩʪʚ CBAC ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʥʝʦʙʭʦʜʠʤʦ ʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʠʪʴ 
ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ. ʏʪʦʙʳ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʜʦʧʫʩʢʘʣ ʩʦʟʜʘʥʠʝ ʚʨʝʤʝʥʥʳʭ ʧʨʦʭʦʜʦʚ, ʦʥ ʜʦʣʞʝʥ 
ʙʳʪʴ ʨʘʩʰʠʨʝʥʥʳʤ, ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʢ ʚʦʟʚʨʘʱʝʥʥʦʤʫ ʪʨʘʬʠʢʫ ʪʘʢʞʝ ʪʨʝʙʫʶʪʩʷ 
ʨʘʩʰʠʨʝʥʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ. ʉʧʠʩʢʠ ʜʦʩʪʫʧʘ ʜʣʷ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʛʦ 
ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʠʥʪʝʨʥʝʪ, ʜʦʣʞʥʳ ʜʦʧʫʩʢʘʪʴ ʪʨʘʬʠʢ, ʧʨʦʚʝʨʝʥʥʳʡ ʩ ʧʦʤʦʱʴʶ CBAC. 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ CBAC ʥʘ ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʪʨʝʙʫʝʪʩʷ: 

¶ ʀʩʭʦʜʷʱʠʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʜʦʣʞʝʥ ʙʳʪʴ ʩʪʘʥʜʘʨʪʥʳʤ ʠʣʠ 
ʨʘʩʰʠʨʝʥʥʳʤ. ʕʪʦʪ ʩʧʠʩʦʢ ʜʦʣʞʝʥ ʨʘʟʨʝʰʘʪʴ ʪʨʘʬʠʢ, ʢʦʪʦʨʳʡ ʚʳ ʩʦʙʠʨʘʝʪʝʩʴ 
ʧʨʦʚʝʨʷʪʴ ʩʨʝʜʩʪʚʘʤʠ CBAC. ɽʩʣʠ ʵʪʦʪ ʪʨʘʬʠʢ ʟʘʧʨʝʪʠʪʴ, ʪʦ ʦʥ ʥʝ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ 
CBAC ʠ ʙʫʜʝʪ ʧʨʦʩʪʦ ʦʪʚʝʨʛʥʫʪ. 

¶ ɺʭʦʜʷʱʠʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʜʦʣʞʝʥ ʙʳʪʴ ʨʘʩʰʠʨʝʥʥʳʤ. ʕʪʦʪ 
ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʜʦʣʞʝʥ ʟʘʧʨʝʱʘʪʴ ʪʨʘʬʠʢ, ʢʦʪʦʨʳʡ ʩʦʙʠʨʘʝʪʝʩʴ ʧʨʦʚʝʨʷʪʴ ʩʨʝʜʩʪʚʘʤʠ 
CBAC (CBAC ʩʦʟʜʘʶʪ ʚʨʝʤʝʥʥʳʝ ʧʨʦʭʦʜʳ ʚʦ ʚʭʦʜʷʱʝʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ, ʨʘʟʨʝʰʘʶʱʠʝ 
ʚʦʟʚʨʘʪʥʳʡ ʧʦʪʦʢ ʜʘʥʥʳʭ ʚ ʨʘʤʢʘʭ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʩʝʘʥʩʘ). 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ CBAC ʥʘ ʚʥʫʪʨʝʥʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʪʨʝʙʫʝʪʩʷ: 

¶ ɺʭʦʜʷʱʠʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ ʚʥʫʪʨʝʥʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʠ ʠʩʭʦʜʷʱʠʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ 
ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʤʦʛʫʪ ʙʳʪʴ ʩʪʘʥʜʘʨʪʥʳʤʠ ʠʣʠ ʨʘʩʰʠʨʝʥʥʳʤʠ. ʕʪʠ ʩʧʠʩʢʠ ʜʦʣʞʥʳ 
ʨʘʟʨʝʰʘʪʴ ʪʨʘʬʠʢ, ʢʦʪʦʨʳʡ ʚʳ ʩʦʙʠʨʘʝʪʝʩʴ ʧʨʦʚʝʨʷʪʴʩʷ ʩʨʝʜʩʪʚʘʤʠ CBAC. ɽʩʣʠ ʵʪʦʪ 
ʪʨʘʬʠʢ ʟʘʧʨʝʪʠʪʴ, ʪʦ ʦʥ ʥʝ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ CBAC ʠ ʙʫʜʝʪ ʧʨʦʩʪʦ ʦʪʚʝʨʛʥʫʪ. 

¶ ʀʩʭʦʜʷʱʠʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ ʚʥʫʪʨʝʥʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʠ ʚʭʦʜʷʱʠʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ 
ʚʥʝʰʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʜʦʣʞʥʳ ʙʳʪʴ ʨʘʩʰʠʨʝʥʥʳʤʠ. ʕʪʠ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʜʦʣʞʥʳ 
ʟʘʧʨʝʱʘʪʴ ʪʨʘʬʠʢ, ʢʦʪʦʨʳʡ ʩʦʙʠʨʘʝʪʝʩʴ ʧʨʦʚʝʨʷʪʴ ʩʨʝʜʩʪʚʘʤʠ CBAC (CBAC ʩʦʟʜʘʶʪ 
ʚʨʝʤʝʥʥʳʝ ʧʨʦʭʦʜʳ ʚʦ ʚʭʦʜʷʱʝʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ, ʨʘʟʨʝʰʘʶʱʠʝ ʚʦʟʚʨʘʪʥʳʡ ʧʦʪʦʢ 
ʜʘʥʥʳʭ ʚ ʨʘʤʢʘʭ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʩʝʘʥʩʘ). ʅʝʦʙʷʟʘʪʝʣʴʥʦ ʩʨʘʟʫ ʠʤʝʪʴ ʨʘʩʰʠʨʝʥʥʳʝ 
ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʢʘʢ ʥʘ ʠʩʭʦʜʷʱʝʤ ʚʥʫʪʨʝʥʥʝʤ ʠʥʪʝʨʬʝʡʩʝ ʪʘʢ ʠ ʚʭʦʜʷʱʝʤ ʚʥʝʰʥʝʤ 
ʠʥʪʝʨʬʝʡʩʝ, ʥʦ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʦʜʠʥ ʪʘʢʦʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘʜʦ ʠʤʝʪʴ ʜʣʷ 
ʦʛʨʘʥʠʯʝʥʠʷ ʪʨʘʬʠʢʘ, ʠʜʫʱʝʛʦ ʯʝʨʝʟ ʰʣʶʟ, ʚʦ ʚʥʫʪʨʝʥʥʶʶ ʟʘʱʠʱʘʝʤʫʶ ʧʦʜʩʝʪʴ. 
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ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ ʫʢʘʟʘʪʴ ʥʝʩʫʱʝʩʪʚʫʶʱʝʝ ʧʨʘʚʠʣʦ ʧʨʦʚʝʨʢʠ inspection-name, ʪʦ ʙʫʜʝʪ ʚʳʜʘʥʦ 

ʩʦʦʙʱʝʥʠʝ: %Inspect  name <inspection - name> is  not  defined . 

 

ʋʜʘʣʝʥʠʝ ʧʨʠʚʷʟʢʠ 

ʋʜʘʣʝʥʠʝ ʧʨʠʚʷʟʢʠ ʧʨʘʚʠʣʘ ʧʨʦʚʝʨʢʠ ʢ ʠʥʪʝʨʬʝʡʩʫ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ  

no ip inspect inspection - name {in | out} . 

 

ɽʩʣʠ ʥʘ ʜʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʦʪʩʫʪʩʪʚʫʝʪ ʧʨʠʚʷʟʢʘ ʢ ʧʨʘʚʠʣʫ ʧʨʦʚʝʨʢʠ (ʢʘʢ in  ʪʘʢ ʠ out ), ʪʦ 

ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ: %Inspection is currently not configured for interface 

<interface - name>. 

ɽʩʣʠ ʢ ʠʥʪʝʨʬʝʡʩʫ ʧʨʠʚʷʟʘʥʦ ʭʦʪʷ ʙʳ ʦʜʥʦ ʧʨʘʚʠʣʦ ʧʨʦʚʝʨʢʠ (ʜʘʞʝ ʢ ʧʨʦʪʠʚʦʧʦʣʦʞʥʦʤʫ 
ʥʘʧʨʘʚʣʝʥʠʶ ʪʨʘʬʠʢʘ), ʪʦ ʚ ʢʦʤʘʥʜʝ ʫʜʘʣʝʥʠʷ ʧʨʠʚʷʟʢʠ ʧʨʘʚʠʣʘ ʢ ʠʥʪʝʨʬʝʡʩʫ: 

¶ ʇʨʠ ʫʢʘʟʘʥʠʠ ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʠʤʝʥʠ ʧʨʘʚʠʣʘ inspection - name, ʢʦʪʦʨʦʝ ʧʨʠ ʵʪʦʤ 

ʩʫʱʝʩʪʚʫʝʪ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʙʫʜʝʪ ʚʳʜʘʥʦ ʩʦʦʙʱʝʥʠʝ: %Inspect name <inspection -

name> is not defi ned for interface <interface - name> for the specified 

direction  

¶ ʇʨʠ ʫʢʘʟʘʥʠʠ ʥʝʩʫʱʝʩʪʚʫʶʱʝʛʦ ʧʨʘʚʠʣʘ ʧʨʦʚʝʨʢʠ inspection - name, ʙʫʜʝʪ ʚʳʜʘʥʦ 

ʩʦʦʙʱʝʥʠʝ: %Inspect name <inspection - name> is not defined . 

ʇʨʠ ʫʜʘʣʝʥʠʠ ʧʨʘʚʠʣʘ ʧʨʦʚʝʨʢʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʫʜʝʪ ʫʜʘʣʝʥʘ ʠ ʧʨʠʚʷʟʢʘ ʧʨʘʚʠʣʘ ʢ 
ʠʥʪʝʨʬʝʡʩʫ. 

 




























































