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HtsH | toy Oded J

(O Yol T 1= T S =0 ({0 N 7 7
StsdzmMtsdzy o 9 tsH O ¢ tsd3C@hikeo,SystertssH.m.is.o..j.dzdz"..~............. 7
1 Of 2M¢ € tsdgfitsdzd 8
VHOdzj dzdzOV dzOFPBItcts?2 C O f t5 13
RdzsjteW j2f) ftsdz L 5o Olsj dzw 14
sl Jydodz dz@f § Ctsd3OdzH' tj HOSIsdetse Odzd W 16
I MsB j dedeslsd o9 09tsHO ydmdzser 7 L dzOyj dzd 2 18
sdRBOdzH T, oS ICiEde Syftertz” | 19
SssBBOdZHT o ~tsHO o taj.).d.d3...doOMmlstes j. S, 20
configure terminal 20
enable 21
StsBBOdzZHT o' mtsBO®o JzOMIE. ... S 22
end 22
exit (EXEC) 23
exit (global) 24
disable 25
StsBOdzH" 9" asHO ddW stedzsOYydd ( d daW..sie.d3O.y.dasdzdz
show version 26
show privilege 28
show version bel 29
show load-message 30
show running-config 31
show terminal 33
show ip route 34
show crypto isakmp policy 37
show substitution gui 37
S sd3OdzH ' dZzOMmis tets 2.L..d.....Is J..t6.d3d..dzO.dzO..........ovvvriiiiiiiiiiiinn, 39
terminal width 39
terminal length 40
SEROdZHT 9" L 89 O MdMmiIsy d3dz" = ¢ s dBBOMdzH.....d....M.dMls j d3cC
run 41
ping 43
SBEBROdZH™ ML HOGA Y dzff B dz! dz®Bo dzOyJj dzd W  Otcts4dj 2 ,
enable password 44
enable secret 46
username password 48
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username secret 51
username privilege 54
ssBOdzHT dZOMstes2Cd ftotsls t5.C.65.dzd.1e.50.0.dzd.w...ESB " Isc
logging 55
logging facility 57
logging trap 59
logging on 61
S Bd3OdzH ’ dzO M Is teftp 2 t€ a&f J..IEBLMP...ooveiiie e, 62
snmp-server community 62
snmp-server location 64
snmp-server contact 65
snmp-server host 66
snmp-server enable traps 67
snmp-server trap-source 68
S sd3OdzH ' HdzWv dzOL dzOyd ded v d o34 .dzd....s.5MmIs.0O.....d69d d34
hostname 69
ip domain name 70
SERROdzH " BHEWYT teip IsOB dzd y4 2 .BOLI.elkzls.d.L.Qyd.dl
ip route 71
S Bd3OdzH * Hdzw teOBtSIsr ..M. tels.d¥.d.C.0Is.0d4d....74
crypto pki trustpoint 74
crl query 76
revocation-check 77
crypto pki certificate chain 79
certificate 81
crypto identity 83
dn 84
fqdn 85
SBEBRBOdZH" HEY LOBBIST M ftoj H.sf.t6.j.H.J.dz)..dzdz’.8G € dz¥
crypto isakmp key 86
ip host 89
ssBOdzZHT MBLHOdY d toj HOCISds.a.0dd.W.. M MC ¢
ip access-list 91
permit (standard) 93
permit (extended) 97
deny (standard) 105
deny (extended) 106
ip access-list resequence 107
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access-list (standard) 108
access-list (extended) 109
S sdB3OdzH ' st HOdzed w.....l.KE...f.5.dzd.Is.d.C.d......ccceeeeriin. 110
crypto isakmp policy 110
authentication (IKE policy) 112
encryption (IKE policy) 114
hash (IKE policy) 115
group (IKE policy) 116
lifetime (IKE policy) 117
crypto isakmp peer 118
set aggressive-mode client-endpoint 119
set aggressive-mode password 120
crypto isakmp identity 121
crypto isakmp keepalive 122
crypto isakmp fragmentation 123
SsBOdzHT , EMisOdzOo dzd o O8A..J.4.....0.16.4.A3Y.....%.d.L.dzd 24
crypto ipsec security-association lifetime 124
SBEBROdZHT W sted3dtetso Odzd W dzO BIRSEEO....[.16.).15.B.16.Q.11A6 8 O dzc
crypto ipsec transform-set 126
mode (IPsec) 129
S sd3OdzH ' Hdzw tOBtsls’ ... . ILKECEG. fds.di...... 130
ip local pool 130
crypto isakmp client configuration address-pool local 132
crypto map client configuration address 133
crypto dynamic-map client configuration address 135
StsdBRBOdZHT ML HOdY d tjHOCIdtse OQ.dad.W....C. 837§ Is s C
crypto map (global IPsec) 137
match address (crypto map) 141
set ip access-group 142
set peer (crypto map) 143
set pfs (crypto map) 144
set pool (crypto map) 145
set identity (crypto map) 147
set security-association lifetime (crypto map) 148
set transform-set (crypto map) 150
set dns (crypto map) 151
set domain (crypto map) 153
set client authentication list (crypto map) 154
set client username (crypto map) 155
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reverse-route (crypto map) 156
crypto dynamic-map 157
S Bd3OdzH ’ ZOoMmlstets?2 ¢ d € Bdzls.J.C.Mmisdeis.2....W.d.dzt..ls88Dyd d
ip port-map 160
ip inspect name 165
ip inspect alert-off 167
ip inspect audit-trail 168
ip inspect tcp synwait-time 169
ip inspect tcp finwait-time 170
ip inspect tcp idle-time 171
ip inspect max-incomplete high 172
ip inspect max-incomplete low 173
ip inspect one-minute high 174
ip inspect one-minute low 175
SIS ABOAZH T ... .0, . e ———————————— 176
class-map 176
match access-group 178
match any 179
match dscp 180
match precedence 182
policy-map 183
class 184
S sd3OdzH ' ZOmMlstes2Cd MJ lsj.ol.a... . d.dzls.j. oW j.2.mM&8
interface 187
shutdown (interface) 189
ip address (interface) 191
ip access-group (interface) 194
crypto map (interface) 195
ip inspect 196
service-policy 198
crypto ipsec df-bit (interface) 199
mtu (interface) 200
crypto ipsec df-bit (global) 201
S sd3OdzH ' EftcOodzj dzdv  OtcOd3j Istc O diifewdiits.c.d..BGR o O dzc
ip access-list logging interval 202
ip access-list log-update threshold 203
S sd3OdzH ' E{f tcOo dzj dzd ... Is.).H.d.dzj..dzd. Ww.d3d................ 204
clear crypto sa 204
clear crypto isakmp 205

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 5



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

clear crypto session 206
SBEdROdZH" ©WOB SIS M . .S.sdi..d.c.ze.Oyd .42, 207
clear running-config 207
copy running-config file 209
configure replace file 211
S sd3OdzH ' E§f tcOo dzj dzd.W....te.Q.MY.d.MAded .. B.eevveeeeee 216
time-range 216
absolute 218
periodic 219
StsdBBOdzH " dzCRABIMSSQ RA(] .AZIS. O 221
aaa new-model 221
radius-server host 221
radius-server key 222
radius-server retransmit 222
radius-server timeout 223
aaa authentication login 223
Rezstoedtolz d3F J ..C.B.BOMZH. s 226
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Ciscolikedzff dzB 5

JUIslsf &zt cccff jB dzif @iBBOSYStemsm {

s ts dzf C@ammand Line Interface) f toj H dz2OL dzOYj dzO Hd&z¥ 99 tSHO § BAdOUzH,
Cisco I0S ( H Odfj gisco-like ¢ B3O dzrR'dgls.j el j 2§ 5 BO dzBalztVRN Galsityts € d
ftoj HsMsOodzv jIs oL d@Esy desfls! ML HO9OIs! odzdlsdSkz BJL
foH j dzRdsiter MC.

[ dzv twOstsdEtsdzd doj sBrtSHJAB WO d :
Il Hdtej ¢ Is/tot \PNagent/ bin :
I cs console T dMmf sdzdew j A3, 2 W O2 &z
T cmdxml - XMLBOL O fSHHjtey o ®j &3 7 § sd30dzH

1 cs_conv.ini Tted MEtemdz 2 WO2dz dOMmMstes € ( Bsgehisdzd d € ¢
tj HOCIdteso Ols! Mw ftsdz' L s9 Olsj dzj i)
1 cs_cons_reg.ini Ttoj Mzteffdd2?z o dzzlstcj dzdzd » dzOMistetsj € € tsdzf

(OColssBBOIsdui MEd tjHOSCIdekj.IsmMwy ftoed LOfEME] € daf
Il Hdtej ¢ Is/tot \PNagent/ lib :
1 libs_csconfig.so iBdBdzdtslsj CO tBttOBSIsYydqse O CtdWdebkztcOy(d
1 libs_csconverter.so iBdBdzdtslsj O CBdzo j telststcO

s tsdzmte@L H j dzv jldstfis) dets® digs w iz dzw
S 53O dzH dzdzl j tof toj IsOtsEsfe  j ufftePiid d MddsOCmMdu MEd2 tcC
[ BtcOB SISCUE[dY d e zteiMipdedzd tclz jIs d GBicOB OIlsr 9 O] ICiseike Is tc | dz
CsdeW deozteOydd. 1 itjHOjls MY stcdzdtctse Odadzgz® € Natlelt-d ¢ Ztc O
CsdW dezteOyds .
s sdzo | tolstficty 5B to OQiskojlile ¢ sdzfV e Ztc Oy d ¥ Nadve-& stz ztcOyd d .
Il sHicsG thetzo j tlsstc S d M Colztcds 6 #o © CsEx); flztBEIVRAN Gate-V 4.1.
1 tod dztsy g aedix{QL H golrgdzo | 8 ls s te
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RBWGY Isdz dzf tslsff o2

CLISsdzit=s@p s s 3OIsd i MSd LOfEMSCOjlsmw ftod ocskaemsg ©H dgy Mdzj
f tots G tc @skesolef otsf d i Ode@UItSHRK) . s tots difjits de'tsictis], B B gz@H @4 N

OH d3q ded ff b 2O ERE d o d dzj € 2O 3w} d Yoy, , AAOYCHAMSY s dzfhy s dz

dzj § stej H fylashell dedelp e Oy d s dzdzets ¥ shy i) kejj d3'dzd sB R SH Jd I MIsd. | Ot
ftoesdL o sHdUstg'ts d3 Cas dzondale, dzOr- sH W QR @uaptdVPNagent/bin/.

lted ki yQaddef'j :tc OB tsisT BWts dpffpty ddzf diss ™ HSS dzyL jOdif Jz 1 gvpfiafeve. | J
sl Odz0o dif p O dfipgate f o ©OBBISOY M j2 Codhtdd, Jdoyj ©d&O
dzj cOB slssMf sMise dats 2 .

[ B Bdzded Is j dz! dg" j el yfgls € ts 3P dzH

7 nolog ifMssBh jdedw t MMmistswddd GtdodOdH dzj o Do BisM MY 9
EdzssdzyOded o sHW Isfqpw o dzts@) .

JHdzdd3 dL f jteear 7 HJ 2 figds eonsdle A fidsO de@eBdrdsej O sffs v ff Otc O A3 Is t
dIZsecdtotso Odzd W, € OUpnayc (Hsdgw Xijj tfrp@dgi Q) , yYlsts Hj Bsdemistedtclzy
fs@gsh @ 8 sy gy figdz. HisGCdjjidglsl Odzd L Jtetso Oddde" | S tBOdZHT €
Jted LOYEMC ] HedzetonplsssyfiE@BOEY j sy L dzOyJ dedJ GJRATH o3 dzdzts
lusr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

RL&BJ dzd Is* L dzOyd dedd ¢ J tePATH dgixiatslits GsXjdeslz opgvdadiv ( i d ¢ [eny]),
CobsEON] Sdzsy j dz2 dopl/ ORNagE bjn . ) SHESB s &f (MOdd] md
HSS 2 dspldasts ¢ o ® @ekEaky dBelVAN Gate-V4 . 1. 1 tod é&ss g QzadpjidigO scdzj dzd j
Csdzo j oo dy MIWIORMED +

dddzntetsdzd L Oydw

lted MOkl Stditsdd ftsdmnitsH ChnHEHd Gk ®ady BOHHC
dz0 ) Is to t<jscb-likg € ts dzW d ¢ 2z te Oy d ctrustpbins d3Q:dzH ©

1.t pded Ci-lsickce CtdW JekztecOydd ftedmizlsmMisalzjls fMmJjtwlsd® d¢C
ZsC Odz! dgf 7 dOMmstesj & ( Oftedd3d o, MJ telsdW dcerDegr EH O
remove) , Ists {1 Issls Mjtlsd¥ ds Ol 09 GissaldOilskfey j ME dfY dzd O
9" HOYJ?2 Moseh jddw o ddsce. [ Mdd ¢ IstedEpoififj tols qWisftEIOIs
trustpoint QoalsRROIsdyYyd MSd EHOdY jIsfmw

2.t fmMded BOL | dsCOdz' df » d2OMbstesi ¢ ftedMmizlsmise & Lisco-mj tels
li ke SsdfdektcOdd JS O HisB Cod) kY CHdY JeoztcOyds
truspoint M d d3Jj sdgerdg_technological_trustpoint . [ fydzdrustptrs Is
slsimizlsmMsakzjls, d MSLHOjIMw OoltsdkOIsdyd MSd.

v0Cyj ftd MlsOwls] Csdhsdd {ttdfpreshaedC df dgk & sazde Ooy i v
z€ Odz! dz" 7 poike§ Sdf e zeOyYydd:

1. mded Ci-lsickce CsdWdeclkzweOydd fwdmizlsmlisakzjls Cdzg y, €5k
ZsC Odz! dz" n dzOfplstetsj & ( dzOf ted 3§ te, ¢ dzv ey nigH O dzj dzdz" 2
remove) , Its 1 Istsls Cdzs y Oo lssdi30Is dikefC fistal dlez@dwyidlsfn
mMssBh jdzdv o dzts@

2. [ MdzddzOyj ded§ € dz yO, EZELtDkedzsdsidez€Oydd, ¢ tsd3j devw dz
ZsC Oodz! d&f = dzOMbstetsy &, Ists L dzOyd dzd 4 -1 § dzrey © sled® Yop Jz teB i

lted L OfEME gs doissdldamftsry d3tsy dz2"@ tsh dB ®d HOG s tc'dzD ¢ sdeftsdz
v OB dzddy ©

vjiCMls Meseh jddY 1 sw dej dad §
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ERROR: failed to read cs_conv.ini[:
<reason>]

G H jreason>
dgu :
product was damaged or not installed

file has invalid format

integrity check failed

(dMmdd fwedmizish

1ji EHOdsh' fesydlksols: %¥02d

Il 5L i3y dzOv  f ted yd dzO:

ftesHESCI fBotejyHjdz qdzd dzj ¢ B
WO2dz ddsj jIs daj fteOoddz! dg 2 Wis
Hef M jd2O sh dBCO fted toj HOC IS

dzif cts2Hj d2O ftetse jteS O yJ dztsfylsd
oL sy dz' nT Y @Yadgd Bz dz Slstcj HOSC
LIssdz dzgf BN dz fMH j dzOdz o L ts9 i
/opt/VPNagent/etc/cs_conv.ini)

ERROR: vpnsvc daemon is not running,
cs_console will exit now!

Press ENTER to continue

Ihde ¢ O: \pgsieaz] L OF &shcpndmle
M 2yofm L Oe jtehdls ttOBBIskZz.

[ d&zv f tosH sdzy j ZENTEREZO Y o3d Is §

(stsBh jdedj otLddCOjls, Jfdzd
cs_consoleB ™ dz tsis Odzts o dginslec) i j tc o d fi]

ERROR: Could not initialize module
manager.

Press ENTER to exit

[N dBO: dzj bkHOdsH' J dzodue O dzd |
manager.

[dZv o' 5 t5H O ENIERER] IS j

(fMStjj oMmjcet, BGBSLEOYO]Is,

EMlsOdztso dzj dz ddzd d MY sty dz)

ERROR: Could not establish connection
with daemon.

Press ENTER to exit

IhdBCO: dzi EHOdsdw.L kit Ogzsts
[ dz¥ o' 5 tsH O ENZIEGRERB Is

(z0dBtsdzj § o] tesWifd@v ISt tOd ydd
cs_consolef tod GMisOdztso dzj dzdzsd3 M J tg

ERROR: Could not initialize resources.
Press ENTER to exit

["dBCO: dzgj bkHOdsM!
[ &% o' o sHOEMIERER] IS j

(MStejj oMijct, GBGL dZOYO]Is,
Efls Odztso dzj dz d dzd d MY Stcyy da)

ftetsd ded y

ERROR: Could not initialize interfaces.
Press ENTER to exit

JhdBCO: daj
dqdzlsj W j 2 Mmr .

[ dzv or otsHO d&zOY i3 Is J

EHOdsh! §esdddy

ENTERE

ERROR: Invalid XML file.
Press ENTER to exit...

[hdBSCO: dzj 9] todMW CNRHABOIs
[dzv or AsHO dzOy 3dlsj ENTERE

ERROR: Unable to get super-user JhdBCO: dzgj oL ddsy dets ff sdzzyOls
privileges. My j e sdz' L ts9 Olsj dzw .

Press ENTER to exit... [ dz¥ 9" AasHO dzZOYy BIsy ENTERE
ERROR: Internal error. JhdBCO: odzzlstej dzgdgv w ©h dB ¢ O.

Press ENTER to exit...

[ d&zv or R tsH O ENIBRER] Is j

Password required, but none set

[ dzv 9 AafBHO 9
f Ot dz

ftedoddzj cdetso Odz
dzts sdz dzgj L OHOdz 9 ¢
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10tk L SO ZOUOd ds? SCtdWdekztoydd
[ fdzd fOxgelzL C ] ZOUOd: des? ChthgV e GCOEORHo § EOEEBN O ©

1 [ Mdeddz HOddets?2 th gBCd HBMskfds MfjydW¥duj NS M
orojHjdes 8 MmMdzEyo] (tHtBdts?2 thdB¢d ftod twkydsdy o
9" HOJj IsMvw dzO© ¢ sdzfmtsdz!

11 X sdhsdzht Oj sy Mstse " j dd 4 :
Warning: Command "<cmd>" processing failed

1 ldzs@ or HOjlsMmw MtssBh j dad | :
Command "<command_line>", processed with status FAIL

1 stsRBOHEztstedtelz j Isfyw .

l1ted MIsOlsj c¢cs _cons bdice ifalipgds O j. simpw W 02 dz

cs _console oM tced delf 30OY 52 Btz O Odyjdigte zi¥ P dr W sStc Ol
1 FastEthernet<n>/<m >

1 GigabitEthernet<n>/<m >
1 TenGigabitEthernet<n>/<m>
1 Async<n>

GHYn>d<npi ftesdL otsdz! dg' | dgj Slstcdy®@®tsy fizezdz’ § R G MGdzOn W stc BO
Hsf ¢ OF Isw .

RdzlsjteW j 2 ) Mmde@ditd ©mtfdsdaiclz j s BjL ©" HOYd HBY sdzdedlsj dz!
{ Mdzd ftedmiklsmisezsls ddalsjteW j2fr g OdzdOMOdZd, dai ¢ ¢ OH

WstedsOlsr , tsdad dJedestedtelkzes sqw fp oar HOYj2 HtojHlztfitej yHJ dad
Warning: Interface(s) <interface_list> ignored due to incompatible nam e
format
G Hdinterface _list >T M dMst OdzdOmtse ddzlsj oW j 2 Mse, CBlstster |
cs_console.

r dzv OBl c¢cs_console ditBrtHd®Bs, ylter ftodmkzlsmise
fsSHAatHWhdd OdzdOMmMsds. | Heslsdodasds Mz yOj c¢s hgaedsiol e
sB tshde¢j:

ERROR: At least one interface with compatible name must be present in
file "/etclifaliases.cf"

ledfllsmisozs h dj dO Esdj dzs MisOwls O ¢ & dzts dzd

WdLdud mcd
tOMftej Hydwelsmw 65 LOUdlsOdede" 5 dzse dud MSddz ddalsj el j 2 1
{ Mdzd § Otc Odaday) fidr izjsdzdgs?2 cs console BTFdzd ftetsdL o j HJ da
fswodzy degds dadzd dmyj L dese jdeds Mmjlsjorn ddasjteWj2msea, Is
o Odz' dzr i3 MsMmMisswdzdj B3 MdMisjd3r d Jet GlssBO)y jddj B3 o
MdlskzOyd?2, wheYsajdedjd Mdase O ot2lsd ® cs_consol e.

lted MIsOlsj c¢cs_console ftsdLosHdlsMy s jteC © Misslse
mMdmisi 3" d ftsdz' L 59 Olsj dzjl 2,k elz CCOxdgNdgde™ IZRte @y Qi . s clos L ditsy dz"
Hi2Mlsadw, or ftsdzdgv j 3" J ©OBEZRMOol e BYIdMOdz o
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v OB dzy O

LEOL Odz
cs_console o

ltedmizisfm
fsdz L tse
W Qisco-like 9

ltedmizis
fsdz' L 59 (

gtsotf OH J
f Otets dzw
Cisco-like

rd2flsady cs_

q

Csd dekz

fmdmlsJ
Cdzl d & bz g

d e Mmdf

Oy figked ]
74

fsdz' L 59

+

+ +

+

1dud 65 deds i j dzO

+

*

o 3jAalE Otevsedz fd Mls |
(Cisco-l i ke CtsdaW dc

dd il ftedstedis]

4 d3j@khell dz@s_console

N/A

N/A

stsLa@Pf sdz' L 59 Ols
(OOt dydsts i
C5diBOdzH ' )

+ N/A

utsdzr €5 fted MmMtss
fdzj Hizs W dR EMdts

0O) ABdkOls dd3j dz
fsdz L 59 Olsj dzw
Mtstslse j sMisea zj Is
9 € ts d3GsdzRaine .

B) L fdz L tsoOls
EmMlsOdztso dzj dz dzd
f Otctsdzt .

 sB@pdztf sdz' L ts9 O
Cisco-l i ke GCwdztW de
R MY tsdz' dedigjo O

L Oh dW tc sclxRdevs dz
L Otej ¢ d Mmls dxfetdsts 0 O
MmdMmisj d3j . dzj dzdhr®
ftsdz’ L s9 Olsj dzv
B3d dzd d3@dzistziEzy
ftedoddzjed?2 (0)
[ s

f sdzdad Is j dz! dats
Mz yoj do ¢ tdh
ftojHizfte] 3 Hjded
Mdzj HzE® jo dH O:

% Warning: User(s) <user-
list> were automatically
added to configuration. Zero
privilege level was assigned
to them.

G Hguser-list>T M d Mts ¢
ftsdz’ L so Plsj dzj 2
OolstsdzBOIsdyd M d
H 5B O9 dzjodZuztodike
Codet deztscOyd ¥

+ N/A

1Ldud et defsmw] @zO

1 ted d3i yOdad v :

Bel VPNGateV4.1

Copy r i g fTdrra EBel 2802056

11



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

19JLHBYSO (*) BBLAEOYOjIs, yYybts HEY HOddks?2 Mstttstd L
N/ A tsBtsL d&Z2Z0yOjls, yYlsts Hd&Y HOddks?2 MmMbststd Emdsesdj dzj

{ Mdzd dzO0 MiIsOwls§ o r-dfdsedisizvH jlsAyls £OIC i § sdzt L 59 Ols § dzw d3d ,
Hi2fMlsedd or HOjIsMw o dzc6.

[ Mdzd ffedfd SCJj fdsj dedls! shel | f tsdz-stsotisd et 0 ,f tofistsdz’ 5L weeC
HsBOodzW jIsihi be CEBdbdekieOydy. 10 Sodhtsd of HOJjlshw

% User "<username >" shell change failed

[fdd ftd Hekedn Hj2Mbodv (LsdO8h @O dsh s Op dakeg dzfmy ts
Codf e zwOydy. 10 Codfsd o' HOjIMYW Messh jddj B h
9T HO0 O] Bsdslz ® (sHBB&GES?2 MdkOoydd ftd §sfrlsCj tokydt
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A J B dgtisaesls z metfiSSHzB

UL HOdd ] dzsS Od dats?  tfipescd s (BEBIPN G ihdats dzs sfkh j Mise
EHOd) ddzgs fted § sdksh d S SSEhs¢RSfR.s § el ¢ s dk

1 OfMbtes2Ckz hdzs L O ff tetso tPsed Isggy fislsts Y GWddrds  dzi I8 skl y d d
Gatetcj S tsd3j dgH 2z j Ispv L OctelkzL dIls! dz2Oyodz dzz¥ CtsdzW o kzteOyds |
ML HOBY dh j dzdz’ 2H dEPOHIEOMEG dzdzts 2 zOMls B2 8 O dztf gz 02Oy O dz' dzts 2
CodW dezteOydd s d o s jtagijq jVABJN ¢ls iz dzdzj BeEWPNJate 4.k h dzs
d OB tyd BZOBBHiEMmRIStcOlstste® HdzY Lk H Odzjédzdatsde zogfidylislisadstd T YO b
h dzs .0
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sy MayCls tf &3t df ¢ Bz d3gY

cs_consolew g dzv j Isfmw Isj ted3d dzOdz! dzr o3  tod dztsy J dad jSds Is ttdd M) frplsyx
L dzOud ded J s ez b dsdzj dzd § §teOo  dz dz' ~ IstOd dijj B'ts ols BY deiz fjaPIlsiAO

T 5 HOCIsdtetseo Odzdj HAzddzdzr 7 Mt § CWBEL OIS i bdedge A BaRdO]
T oL f§ted or oatsHj Hdzd dzdzs?2 € shdaWrdhaitgtc ©agrfig ; f &5 € 5 30 dal

T or Liso odzaj " dzgdn sjtodsddzOcdz dz' W iff teb@ts@BdRt (OO ftc Bt )
¢ 5 3O dam.

l 6 MicOEoesples dzj CsHkEYPY R Bsckls oL dzdC Ok! §iess dzj dsf
dj Cttej Slodr o3 St Hj dzj dzd j d§ QEQIL]d3 jftdctson disj jdits §5Tpdad dB].C O Is
dhMfsd LEjlshmw fMmdhlsj gkOY ¢ OBME dicls 2] SH S d&z* U dedzO% 1§

[Odzj )] fsHEsBGS SfdNMOd HOdGE j ftssdjd J il sdjdH

1 tod MixOtossplet tetsd M7 tHed ls j ez @2 g3j etso s j e 3] ZOzO ( h d te d dzO
1. 6 ZGOYUBDEAO | kMY §frsCO fesydsOls: ©OL &)t Isjtedd da
hted &zO Is § te 3 dzO dzO:
COLUMNS
Hizd 2O Is j te d3q dzO dzO :
LIN ES

2.Clsff j tojdegz" §C tolzy gz Ist BYf jlstcj sf toj H j dzi dz@ f tsdz! L 59 Olsj &
cs_console, dzOff te d:d3j to

COLUMNS=80 LINES=24 /opt/VPNagent/bin/cs_console

vstsdzr €8 9 MAzEyoOj tj OdzCdetsH OdzjitsEnAsty KFPBEAY s dztsy j s € Sto
tej Odz! dz" §j t©OL di3j tg" frisdgjtadpdjdsOdfO) tej s tej Hj dz¥ Is! (Yfjdij o34
or MsOo dls' dzj CstotcjlSts thets] @BisdeP g detgf o § Mis d csSconbplew d3 o
ddzr » Isjted3ddzOdz! dz' = ted dztsy § dzd 2 .

3. [ MdmfOL djste i5d dz0 2O o Y j 16 d3jdpds on fEsCCuD bty ey Is v
fsfrsCo fesydlsOls: (OwOdjIster Isj edzd dzQdmdl |  sSd3tsh !
4. [ mdigd Misj dg3dz" 2 o' L tse o jtedzzdz s"h dBSEZ ddzd " HOdz L dzO
(sO0YtjsdmnsHdiszd dhf sdz L 2]y MdMlsj &3dzOv £ sdeftsdz
fsteclskz), I HjEZOjlMY sfrlsCO ftosuyepB OB JEQEOY Isg tc
(Hddezo) ) f g dgsidts'cs fggpfglim 0. ©

ddzj Hizjls Zudlo ofGdsttss dadsteiPd daz 9y j Oy sdzdz” | fMdMmls,
fEHcOL desBlz:  tSHded o' MisOodzvels dzj Ctolstste’ j L dz@ffyfp dad W
sfdMOodeds dMmMysd L 2] dise s ilsdsticalzlszOan®s g M jO dzjOiaty fijjls O ¢
nOttOCIsjtedMmisdC d.

5, imMdzd hdieddze d Hdzddzk Isj ed3d 20 dzO0 f sdzydls! dzgj EHOdz
fr]l]’ mMsetse, Ikts or MisOo dzv 8 Ismw L dzOG 1dAd,w H dsd dz@3ts dzy O dzd

ted Bi yOHgedztsy G tsojHjdzdj lsdzd WOBgoldAHY Otls 1 sa 5B i
fr]qlzlsquo[ o fislf)® dzry| Y el &  WBO0 , Hid2H.dzO

tdJLEd 0O BtcjHjdzjdedY wOL BBjtese Isjtodzd dzOdzO ( j dzd dzj
COLUMNS/LINES) sy jls lsdzdyOl: v o LOsdhmddshisd lis:

T IO §tsHCd yj ddy s sty dpsdH { .C)OM
1 f j tOyd gdaes?) &' , dz0 ¢ t5ls BeltVRN Gafgls O dzts o dzj dz
1 Szd j desMS sets Isj e Oz detscets foddzsy j dzdv, dMytsd Lk
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lteso jtedls! tOLBjter IsjtedzddzOdzO o L Of 2h j dzdzts Bhow ts dzfy &
terminal

{ hded _consolelzy j MlsOtclsso OdzO, © o dzgj2 L OHOd dids@ELtc
By dzs MY teOo dls! f tefrsingis h width ¢ tedy@azH  length .

Il 5L diBsy dzO0 GsjcOSalpdl?O dL d3j dgj ded § ©WOL d3j etso s j tedsd dzOdzO, j f
sjrdzdyd MEOw oL By detsfls!

[ Odzdaz  OC yd* sty dzts, daRq eedfpiiflsiz h {5 SBEOL s5d: dzOYOls!
Hazd dadz ¥ MstesCl, ddduyddeks h 2% dasdyiz)ts dldsOs iz’ gL o Sty
h Jted delz  BEP sz ¢ 5 B dzO.

1 JO0Sydw dzO dL d3j dzj ded 4 4§ Q uedgsty thes o 1§ Ot dgdsdeBG&d: f tesd M- s
poBHO MdzjHkh jats Mddo sdzO ddzd by Olsdw EftcOo dzws h j:

1 0zdydd ddzd sbmbizilsmisedy tod OCydd dzO dL &3 dzj dedJ tcOL ¢«
OLdzr n WOCktsteso :

(O §BHCd uj ded CONsY tetd§ebidap dfi). ) (
Clzd j delsC tsets Isjted3d dzOdz! dzgsets fteddztsy j degdw, dfmf sdz L Iz
sO0¢ ft@y PR Y &0 dL d3jdzj dzdj ©OL Bjteses B¢ dzO:

fedMizlsmsokjls o MmdkzyGSHH §ised dbt fqdgeadd . syt Cdgd j dzls
(tetej Clodzgs GBLOBOIT 90jl dL&j dzj dedj tOL Bj ©8®H- Isj to
fd tco § aB)ts dzj

"smizlsMisozjls ftod §tHS ds yj dd GOMY tglis.j Bdzs? € 15 dzfy 5 dz

( Mdzd ©OLBjter IsjteddddzOdzO ¢ j toj Y totgrmipatizj dgdth fjy § sdstsh +
terminal  length , Ists tj OSydw dzO dL Bjdej dedj ©WOL B tese Isjte
LOHOzdz | ©® L kdi CsdBOdHOR, MyudkOsksmy Bdjj §tdist
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vtey y2ed3t sy dzfdBtsj ! MY J B

Cisco-likeC sdzfftsdz?  sHH | dPd» @z l§ Hsis@PdzH tj HOSIsdtetse Oded W
sddBBotsdzr Hdzw o' L 5a0O HYy@d)ds o Uty 3@ elic@ Bydidngizij dzr o

v OB dzdBy O

o d dgo sdz 1 OL 9 Odzd § ri2mlsediJ

SEROdHT fitejdjhjddy CkehsEo

Ctrl - A, Home Beginning of line 1 jtei BIhOjls WLOomPws GBS
1 toed d3i U:OdA dzidne ®OB sIsOj Is  dzj

MsujlkOded¥ 2 sdf O Isjtedd dzO dzQ
Ced j delsMC sets 5] odsd dzOdz! dzs @ ts

Ctrl -B, <- Back character litejBiNOjls Cktemste dzO0 .s5H dzlz
Ctrl -E, End End of line l1itej ki Ojls CCtgifys tdnlotc s € d
lteddzdy yOded JENd € @astfIE@j Is dzj o

sy sOdd¥ 2 Isdf O Isj todsd dzO dzQ
Czd j delsMC et 5] edsd dzOdz! dzs @ ts

Ctrl -F, -> Forward character 1 jtejBiNhOjls Cktemiste dz® sH dalz
Esc B Back word ljted a3 M OJ s € Iz teffpdstico twlzOdz@sLH Qlzs
EscF Forward word ljtei B MOl CSktemtste dzO. SH dzS

lritse fsHMEOLCd

Ctrl -1, Tab Auto complete [ sfsdzdzw jIs CSs5BOdHE, JMdzd o
SHdzsL dzOydes sftejHjdzwjls oL
? List possible { Mdzdp 92) Hj dz B j L- ooty gj jyRB ' 9 O
commands CtsdBOdzH ", dzOyddzOe h dj mw I[sOC

fMstcs ¢ O

( Mdzd ? o0 jH]jd i) 1Otss
oL sy dz’ J HdW HOd dzgj 2h.jEts

SsBOdH" OBl ) dhkstd]j?

Ctrl -P, § Previous T 90l dzO { € tc Gdls dfQaigHH T, H A
M fMmdzj Hdzj 2 lowojlsitgtaladzs? .0 o 5
9rL"ea0Ojls Bsdzj j MkOtr j € t5d

Ctrl -N, Z Next IlTLr90jls dzO + CtcOdz Bsdzd § M
9" Lo O Bsdzj j fls Ow-P g dzf WO

S di3OdEH bk HOdzj dad v

Ctrl -H, Delete to the left VLHOMY jIs MddBatsdz Mdzj o 0 Is ¢

Delete,

Backspace

Ctrl -D Delete VHOdwW jIs Mdd@Bosdz. ZOH Cktemtts

Ctrl -K Delete line forward VLHOMY jIs oM Mddo s&tsdayl®tcESE
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Ciscolikedztf dzB 5 ¢

Ctrl -U,Ctrl -X | Deletelinebackword | HOdzw jIs oMy MdBatsdz s Ck
Ctrl -W Delete previousword | v H Odzindlsze =y € Ztafipts tdd® Yy O dzO M
ESCD Delete next word LHOdW jIs Mo sdzr sIs CERtcMmists
ltcj sBteOLso Odzdi BEZC O
ESCC Capitalize word ltci sBtcOL s OIs? BEGCoOr sIs CF
zOyoOls' M (i fsBE dizf oflis
ESCU Make word uppercase |4 H j dzOIs+ oMmj BRSO ls CEkt
ftesy dhd K&d
ESCL Make word lowercase (&4 H j dzOIs: ofmj BECO"™ BIs C Lkt
flstetsydz" d3d
1 jted MisOdetso € O Mmd dzo sdzts o
Ctrl -T Transpose [ didwjls &3 MisORd Mg dzesttktc®dzg
MddkBosdz dzOH . CteMstesd3
lotsH dzi f jJ yOlsdzr = fMmd dzo sdzts o
Ctrl -V, Ignore editing sdzj HEzs h d2 99 jHjdeder 2 fd ko 5
ESC dzi C0O0¢ CBBORHO tjHOSCISdetso
Q poBH]BE2 fd Liss Olsj dzj & 15
100 jteh jdedj ©99tHO CtSd3OdzH T
Ctrl -J, Execute l otsH § 5.030dzH T
Ctrl -M
Enter
l solststedz 2 fsCOL Ctsd3OdzH des? Mlstes € d
Ctrl - L, Redisplay Line 1l solsstodets HrisGpf Gt H j toy  d3s §
cul -R CsBBOdH dzs 2. MistetsC
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1 sfoytsflsl?2 ccfjB h2ldyfc:

1 dz20yj ded j, Meshmisswh jj ksd €t dL HifMwiduyds & yd¥t d d
Hd MW isdydetsd ydmdzts.

1 2Oy ded § , dzOyd dzO® M xdfgdX ), M @xzjspzsem®OMmisswh jj Issd ¢
h j MisdzOH YyOlsj ted wazA-F,af)dW tstc(OX Iskz j Isfqpw € OC hfjdgtls.dzOH Yy Ols j to

1 d2OYj dedj, deOyddzOs h jjmw ) dgzczv, d, HOdzjj, Memsswhj
kteOClkkzjlsiw COC oM dj odydesj udfds.

rsfzmcosismw M j ydodz dz" § L dzOyd ded v :
08 ddzd 0608 kwOSkEjlfMY ¢O¢ ydhds 8,
09 ddzd 0609 kwOSkEjlMY ¢OC ydhds 9,

GH] O0§BGdL o cdedaigmyj Mlsots dHEN dR) fGHEGr e R&E] N sd' L k&
hdesSCs] fteOaddzts sa9tsHO: yYydimdzts, d&OyddzOs " jjmw M dalzdzw
stcOClskzjlsmw ¢CO¢C HjMmMwisdydesj. 1 c¢cs_console L dzOyj dedw
MfjydOd des Bls@g uj GOS8, 09, 0609, doj HEHEMSOs siw.

1iStlstser j ftodkjds j HojicdRdfBikeso § 7 L dzOuj dzd2 fedojHjdey o

lJotsHd®BS] LdO]t jLEd O (9o HJM
0 0

1 1

129 129

OXAB 171

Ox1f 31

010 8

077 63

08 8

09 9
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Jfdety!, MmTigeeSystends s’

1d%d fedojnjds sfdnoddj SsdkOdH, BOLJkLSistod@SHY dzO0 G

{ OBlOs s ktsd Ct5 Isj CtsBOdHT, Clstst’ j 4§ (HEHS o 1 st
e dstedolzy Isfw .

[ OCfd BOd dzOW H dzd dzO o HEHNG D As dAs PG dFHigg Is tls dzOMmstets | S
l1ted HtsMisdy jdedd HOdzdeEG B L dzgOYj dedw HOdz! dzgj 2" d2 o99tsH €
jMmdzd bHOddiE!s € @Cdjoo jHjddz 7 tOdzjj Mdko sdzse) .

[ 4 2 isascpike ¢ s BODIY] dzOJ sMw Istsdz' ¢t5 fsMmdzy or asHO dL €6
Codzetsdzd . 1 5 HiddABHAR tif dzanidiw BNSftds dzd I8 g ¢ lsH j dz! desd3 H € 2 d3j dals.
¢) tos5G to O BIBEABR dBElOVAN Gate-V4 . 1. 1 tedékztsy j dzd

{ Mdzd { tod CiscOlikefthwdzt d e 2tc Oy d JOdz' 'Ol kdz@fplStets j ¢ ftotsdL sh dz
Cdzhtsd or HO MY GHds dL MmdjHEs viled @eseh j dzd 2, 1 &g
[ Odedzr §| MmtstsBh jdzdw ModHjlsj dz Mlseakzs Is &s_cinpate! jl tzf2 d§ tetsB

fsweodzi dedd toj Stsd3j dzH 2 Isfyw  ff | toj OO vipiOfdslzr -9 s dzff) thedf! fry(lsedt
fsweodzijdedd HOdzdzr » MtstsBh jdzd?2 t6j CRBjdegHEzj sy BOISdIS!

v Odzd WO

sstsB M j ded J 1 5w dzj ded J
% Configuration save failed: memory allocation |1 jJ] EZHOdtMm! MtattOdzdls: ¢
error shdBCO tOMytejHidjdd  {§

% Configuration save failed: input/output error FHOdsM MtateOdzdls+ ¢

14
shdBSC O 99BHO/ 8" 9 SHO

% Configuration save failed 14d EHOEsM! MhitOddls! ¢
dzi dL o j MisdzOw h dBC O

ltoiHbztitoj X ffjodpd j OF 20 j dedzts? Mt j yd Odzif esddonsaled dzdzif 2 tc § 5 dzf) ts
sMisOdztso § s2vprigagtec sz KO R sH I Bs o' 2Isd dL S dmtsdd, ddoyj
dzj tOBslstsMf sMtsBdats?2 ftod of Cdzs yj dzgdascdg fjteo dfj .
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JfdBt5d! Gcytfjgs G MyL2d ¢t

wkh jilsokjls Isted tojy ddBO dOMiesjC, o Csbktter i dBsckls o
CsdzOdzH " :

1 usOdzn Otclsdzr 2 to bofrcyf & EMECYM™ o tshdzso datsds € ts 3O dzH
fsdkEydls' dJdistdoyds  &sHjdd OffOwOlds? {§ &OkY s
SBiMmyjujddy d ojtemdd kfmlsOdisoe dzj dedzsets § etsHEC SO,
fsd L 50.0lsj dzw

T ledoddzj cdtetso Odzgdz 2 to] ¥ Jid Qfphr o ig/fi dzfiptpSe dd dEYXSRAABO Y d s dzd
CsROdH, HEMEYfd' CtdOdH' dOMlses2Cd Isj tedd dzO dzO,
EftcOo dzj dzdw MmtsjHddzj dedv 8] d ©OMY dMOded j o5, € tsdg5OdzH

7 |&zsB Odz' S d2¥ d 6 Zte Oy ( s dide' ™ 2 Sajdgvfds v L O @Q[dpHs dzd s d €
BJLET OMdesmisd

configure terminal

[ 28 - se@dztsB O dA ®Hziz® d ¢ Iz tc O g 5§ dfuif RIs Jdy'f & dz' € ks 23O fizankigure
terminal ot tocd o d dzj ¢ d totdsjo OfiaEgts d3

gdd dzlsOC mdMm configure terminal
ClsO Ctd@3OdzZHO dzy dd3d i Is Owelzdzj dzglstseo ddzd ¢ dzs ygj 2.

P idxddsr CtsdsOdzH " privileged EXEC

[ iCodkidioudd s dffsd Lo Odd:*

RMsdz? L21Isj 1k CtREOdHE HdYW o9RtSHO 9o GdzsB Odz! df 2 G
fsdkded s, yYbts CEBRBOdH' o 1B tejyddsj BEZHEI L OfdMmOds
McOL & ftsMmdzy o9 tHO ( dElftes dzezGamiagd &afurn). € dzt yJ 2

1 sfydzj o o tsH CeorfligadzsO dgrf ' Is | dzdzOW i ls te ts C<Qoutfn -dsgnuzef AP
<Router -name>(config Y, vyt fsCOL"9o90jls fjtejrH o ¢ dzsB Odz! dz
rdzv or o8HO dL cdzsBOdz desets CtsdW dekzOydtsdadesets toj y d d
EXECted Y dd3 Mdzj HIzjIs o ergdiqlexfxitS.s 30O dzH 2

rdzv Issets, ybtse' EZeoadHjls! MHJ d&zOdzdzr | dL d3d dzj daffiow o € tsd
running -config 9 EXECtej X d d3d .

lteddj te

1dyficdeojHjde ftedd3dite fjtej ntsHO o CcdzsBOdz dzf 2 CsdWdcelzts
Router#configure terminal
Enter configuration commands, one per line.

Router (config )#
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enable

[dzv oRBHO o ftodo ddzj EXFR Gz dzztz? tzj § Bt = Hiskzedn dzC
LONdlsr fdMmisj dsdz’ ds On d5q dzd Mls s Ols etalel. M sd' L 215 € 5dC

e ddzs ¢ mdMm enable

fixdodgr S tsdOdzH” EXEC

L iSRidioydd fts dfmftsd L s Odzd

latsH 9o HYtedoe ddzd ¢ d tEXKBCA dedzr 925 diw jixis df M ts dzJLtsaOLsJ f tod o d dz
Csdr . 1 Mitd C d@Bdesedy dL Htedoddzi cdtetseo Odeder = € 5 d3(
f OcOd3jIster, ftcedoddzj edtctso Odgder 2 HBMIsk t]’ Htsdzy jdz B" Is! L
dzj f tcOo s ydesj dMysdz! L seOdedJ . [ Mmdzd MdMmilsj dsder 2 OH d3d d
G dzts B O ddlz@4sI tc naliled password d dzgnable secret , 1 Istsls § Otetsdz? BEHJIs
LOftesh jdz HBE Istsets, €0OC 1 O3 BEH s ©OLtj " JEEEGI s ¢ €
1 Otesdzr ykefmbeadlsjdzjdz ¢ tjedmistelz.

[ Mdzd Hdzw o2 tsHO o { tod o EMCHddctsodd dzddzj? Bt jdz dzdk)ls O dzts o dzj dz.
Bsy des BEzHjls LO2Isd Istsdz! S5 ftedoaddzj cdtetso Odade” d3 f sdz! L

1l od &zj te

] ftedojHjdedetsds dedyj HtedBjtej fsd LsoOljd ontsHdl o

CsROdmalite d ftoj Wivw sfdPtetsdz? . 1 ted ootHj §Otesd dzj 560
CshOdaisalef sdz' Lso Olsjdzr o' OtsHdl dL ftedoddz ¢ dtetse Odzdzs
toj ¥ ddfs:

Router> enable
Password: <letmein>
Router# disable

Router >
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fJfdBtsj! 64 ytfjs 2d ML 2 dat

end

[ dzw oy @M j dzd v Chijdayffdcz 6 Oy d ts dzdfts OB L 18 jioOdsd®O o § tedo d dzj ¢ d oS
EXECdMy sdz L £2Is pnd®ts B@ssO dz' datsds o] 3 d B .

gaddzlsOC mdm end
ClsO CRBOdZHO dzj dd3d jIs Ottckzdij delstse ddzd € dzt yd 2.

1d20ujded i tits PadsdzyOwRdOUj &) (6 EZdsdkyOdds tlfkzishiss b

L i dRisdgOdzH ' Global configuration

I iStsRidiOoydd s dimfsd! L so Oded ©

SERBOBAIA sLotsdw jIs o jtodzkls! Mw o ( tcEX¥EGdz) cPcE@dpdde B s tolf
COCBHBEY JeztcOtpmdidggdso ' dORtsHJIsj i’ .
lted o attH] dL € dsdzs gf @ dz'tcdts ¢ 5 dedfsteds daji SiEfEOd d itesdMa sHd s

fsfr SO Codzojlsdicse Ofiady) ChifsidaideCOedintE Gy dddl &3 dzj dzd ¥ o fls z:
Istsds fesdmMRtsHdls EZHOd) ddj oMmjn LnPDdSAKYRISSE). = tOdzj j

(kO SEdROdRHO &y jls dMf s s qls is'o 1 HuagaRd yd -

RfSd LE2] 1, 6BcHOEOMRH b OC 5 dzy dodBff ISt AHQYUHQfj 14js o 5L o 6 C
o to] EEBH dzv o' ftsdzdzj dzedv " Ocetse 5 o jtdWdLOydd.

[Isdzdudi HOdzdzts?2 Ctsdi3OdeH "™ SIsCisfasl@IsB dats? $ s d3OdzH '

utsdzZfldsdzy o ntsHO dL  § tsdall d 6 Iz telf) Usch t dadztsfafiss s iy df ds@ Jifints d
fsfrlsCO Ctsdzo j tols d tots o Oftzdovin € st sqlss kets OnyjdAls o d j L oBj dzj
ftesdLo jHjdedzr | © CwdWdeokzteOydd.

1l tod dzj to
I ftede jHj ddsd3 § ey B Wb E@gs@OY H AV edzCHidsHaRAderd 6 3 d
Router# configure terminal
Router(c onfig)# interface fastethernet 0/1
Router(config - if)# exit
Router(config)# end
Router #
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exit(EXEQ

[dzv L Oojth jddw fjimmdd ©OBslk" @ Iewitsolk Y kses L s Oisdgda @
ts§ » d BYEC.

s ddzZs OS¢ Mmdm exit
ClsO CREOdZHO dzi dd3j Slezs Qg Rz d3j delsse d dzd

1020ujidedi s PRsd@yOdOu) dj ft EdsdkyOdd: skhkzksflks b

fidddgr € tsd3OdzH * EXEC

I iStsRidiOoydd s dimfsd! L so Oded ©
RMsdz L 22 Is jexitS BENXEG Y dBj HdEvY LOStK' sdv fMmjmhdd tOssls

1l ted &j te

]l ftedo jHj dzdesdy f tocdxilzj feglobat s @@tz j sifw Hdzv o" RsHO dL
CodaW de ztc Oy d s dzczts df tis dte jo>daf] 5@ to ts 0 EXddzr 2L Qdsjjydg ogf M sdz' L 2z j Is
disable Hd&zv fjtcjrtHO o { tsdz' LEXECQXs jodz' S \pj tedjfiytdwliz L 2z j Is W
exit (EXEQHd&Y o' atsHO dL OCIsdedzts?2 fj mimdd.

Router(config)# exit
Router# disable

Router> exit
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exit(globa)

[dv o' THO ¢t daitirf @ liste BUafioddodsOs ) § jtoj ASHEBd o Bsdjj of
djtOwndd ddasj el j 2 MO ¢ sBOdH dzts?  eils toots Cofs it sz L 22 Is
CdWtd@qd sdzdzts 2 BiSH | .

g ddzls O¢ find M exit
ClsO CBBRBOBZHO dzj ddi3idls Otcekzd3j dzlstse ddzd € dz® ygj 2 .

1020ujidedi s P Rsd@yORdOu) dj ft kEdsdyOdd: skhkzlsfhlks b

f ixdd S sdOdH" Ifj CodVdekieoydsdds j tojydds

I iStsRidioydd s dimfsd! L so Oded ©

stROdOdMYy sdz! LEzjlsmw o ddalsjte¥W j2Mmi CtddOdH dzs?2 MistetsC d
CoRBOdH desE s tj Y ddi30 o twjydds Btsdzj j] o' MsCtsets ktetso dav d

1 Oftedd3d 6, §tod or § tsedtlzjddzd f diists dPOszEEEGHE tc Oy d B dzoztlzdg Ists § N
ftesdLojHjdz fitejntsH o { tcBXGCz] chflaOps@dfdef d2s tdf jtosdidg o SH d |
ey dd@dtse L OH Odzdz imterfices Q3O plzHadsq - list  extended , crypto  mape

G dzsB OdA wHaiz? d ¢ Iz tc O W 5 afdy. 2

ltod o' REKzSB@OU descts € sd¥ d ¢ ko d srkdpzoszds jjy @E@k) dzj dzd
Mddzk. J1ttd {ktsd fesdmMisHdls kHOdj ddj o MPectSAKNPLS o dzj
SA).

[Isdzdudi HOdzdzts?2 CtsdzOdeH "™ (SIsCisfasl@IsB dats?2 $ s d3OdzH T’

sdzfStedzy o' AnsHO dL SCtdWdekzttOydsddete s toj ) dBO o Mis
ftesdLo jHjdedz | © CtdWdekteOydd.

lteddzj te

ltedojHjdedzr 2 dzdyj fddsjte Hj Bt dhkeliskpttad | @ S sH  dL
¢ dzsB Odf Eaiz d C Iz t6 O g t5 dfay: 2

Router(config - if)# exit
Router(c onfig)#
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disable

stsdi3Odiisable dMmytsd LijlsMmw Hdv or AcHO dL (EXECHd dfjjded t5tsHA
o fd Liso Olj EXEE.d2 tojy dds

g4 ddzlsOC mdMm disable

100y jiddi s bRsdyOdfE s o f§tsd L EXEO j gz S d 2

fidxddRr S tsd3OdzH " privileged EXEC

I iStsRidioydd s dimfsd! L so Oded ©
4 fodsh s dimbEOdRsy dzs shkh jmsodlk! §jtj tsH oEXEAGd L

1l ted &j te

ltedo jHjdedzr 2 dedyj ftoddkjt Hj Bsdhstedkjls or 2 dL § &
fsd L 5o OSEXET thE @ ds:

Router> enable
Password: <letme in>
Router# disable

Router >
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ffdBtsj!' @' aetfjB 2thf dee ys=
dztf dzB 54 4 )

showversion

s s BO dAmo® version toj OdzdL 59 OdzO® Hdzw B j MY j YGidamMMS.f tspe Ji3J dn'ls af teh
L Bedzdtelz j s MEE@IOSzddtsH j dzd Of f OtcOlsdzts? f zOW tstedzsr d o,
sBd MYyJ ujdedw.

gaddzlsOC mdm show version [|include  {line_to_include}]

include BeHdW JCOte Wddz' steOydd or atsHO
line _to _include 9" 9o sHd iZOW MlstetsC O HEsdz dzO MtsH j ey Ols! L Ists
Pidxddr Ctsd3OdzH " EXEC, privileged EXEC

[ iCodkidioudd s dffsd Lo Odd*

[ OdzdzO" CtBOdZHO dhmytsd LEjlshMy HdY §sdzyj ddy Jdissdc
fecctOBBdkE2 § zZOlsY &t d.

[ Y of otsHO M, Sttt j fnuirej o Misludi ¢, 0 LACHEdE &' LAz
CtskOdzgH 2 o MmdzjHEsh jds oadHJ:

show version | include {line_to_include}

CHIj-SBWL O j d dz' @ @igjf dsp te@S ¢ Gokdse t BB @S j dz dzts H s dzy j dz
fdzj Hiso Ols ', foalEdyjjiz S SBOBRHO BEHjl hdssyds?.

[sdzdydi HOdzdes?2 ¢ s5dizOdzH " tsIsCisfdsl@Ss B dats?2 € s 3O dzH *

11 jitcofPytcesC O or atsHO GlshmklMmiseokjls E Cisco. o4 {§tsf
orosH| CshipOrdzne Ci sco | OS, dets or oatsHWIsMw d Htekzcd

7 1 CtsdisOdhoyversion HESY sdzdedIsj dz' dz" | dswgdsd CWOEdRECisOydd ¢
include , dzgj HEtf kM O IsMCiscol®S. Blsdzdydd Gls

1 1tetse j oW jtclefiglyts | o = tng_Hojinkdde 9 orotsHdBB2 MtetsCj. |
fteso jtew jlsfipw r egul ar expression.

[ v fodzyjddy dJdistdkoydd s Scdidczeoydd Of f OwOls dats
CtsdaW d ¢ k2 te Oy ts dzdafshigtists dzj 1y ] jiOmdo shdw dyerdzio®.
1l od 3§ te

ltedo jHjdedzr 2 dedyJ fteddijtc MsHjteydls dqdaW stedzOyde, § it
C s dsO o version fted dzOdzdydd L OtejcecdMmlstcdtetso Odadets? dzd y,j daL

Router#show version

Bel VPN GATE1000 build 4. 1. xxxx . Emulates:

Cisco 10S Software, 2800 Software (C2800NM - ADVIPSERVICESKS M), Version
12.4(13a), RELEASE SOFTWARE (fcl)
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Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.

l1tod tlsmMkzlsMisedd L Ot cdmisted tctso O datias?verdimhy jfipdej oHoz ¥ oh " do?ts H
Bel VPN GATE build 4. 1.xxxx (  no valid license). Emulates:

Cisco 10S Software, 2800 Software (C2800NM - ADVIPSERVICESKS M), Version
12.4(13a), RELEASE SOFTWARE (fcl)

Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.
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showprivilege

s ts 3O dahdv privilege SlscBtcOg PYBh d2 EkEtotseo jdz@ ftedoaddzjed?2 s
g4 ddzlsOC mdMm show privilege

100ujidd) s FBskyORdoOy) dj ft kERsdkyOdd: skhizlsfhlss b

fidxddRr S tsd3OdzH " EXEC, privileged EXEC

I iStsRidiOoydd s dimfsd! L so Oded ©
4 fodsh v  Chowk@rilede sy des § sSMdssistej lso | dgj Sk @@ d dzjsdsd 2

l tjLizdz IsOlsj or { tssixolg)j phdlege ¢ SEOBHIE O O j swv  Mistets € O:
Current  privilege level is <n>,
GHYn>Is j CEh d2 Etwtse jdz@ ftedoddzjed?.

1 tod ki uOQdaf]j o - SHepnsde §f sz L 5o Ols j dzv , § teClgdpdikiglso ¥ h jets o
Codt e twOydd d ddij“hjets kesejdd fdoddycd?2 sisddyd
kjCkhjets bsod ftedoddzj ¢ 2 Ciscofike ©tsdzW §f 15 g O do® u g dzy j +
fsd Lo Olsjdzv. Cltsls ke jd¢ BEHjI MGHtOdY s EXEC, 5§
6jyddi S datsdd.

] ftedoddzj cdteso Odedles o3 tej Yy ddsy s Skhd2 Bkttse jdz ftodo dd
ftode ddzj ¢  tcts9 O dzdBEXEGSts jtoy fjof dfOs ofidalgOozH s j S 2h d2 ke j da
ftedoddzj cd?2 bkMsOdOs dzdo Ojlsfw o L dzOyjdzdj 1.

s ts di3O dalo Gshow privilege fcLosdzfqulsizolsj Ch d2 Ektetse jdzr fHtedodrd
CodW dezteOydsdzgdese s toj 3 d 3O
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showversionbel

[ dzv or atsHO dJdaW stediOydd s o j tofd dBelfveNsGate O dizidzdas & sd sz @34
MesteCd dMif sdz L shdwsversiénts dp@idzH Iz

g4 ddzlsOC mdMm show version bel
ClsO ¢ tdB3O0fER0) lkzjO0tcc zd3 dzlstse ddzd € dz6 yd 2.

fidxddRr S tsd3OdzH " EXEC, privileged EXEC

I iSRidioydd fts dfmftsd? L s Odzd

[ OdzdzO" CtBORHO dMysd Lizjlshmw Hdv {§ BdkRNGHESY dJd2¥ s dC
O ZOd&sCE d ydzts 2 ClstodiSdiay™ Mazh j Mlsoe zj Is.

[Mid o fsHECI] Liouedesdidylsde@e slzduigldzt v, ks & C B0 dz
ddW stedzOydw :

BelVPN <product &type> build 4.1.xxxx ,

G Hgproduct otype >iIsdlf ftosHEzCIsO GATELGA],\).J dzL d d (
{ Mdzd o HtesHkCl] daj LOjcedMmMlstcdteso Odz® dzdyj dzeL dw, Ists
Bel VPN GATE build 4.  1.xxxx (no valid license)

r d&zv € ts dglodeHversion bel slsmizismlisozjls oL 3y detsMmils: W ddz steOy«
( B3tsH d W d halubdels tc

[sdzdydi HOdzdets?2 ¢ sdizOdzH "  tsIsCisfdsl@Ss B dats?2 € s 3O dzH *
s 5 d30 dZo® version bel tslsmbizlsmisGistkoj Is

[ dzv or asHO dda¥ sted3

o} te f)  JBelfVeNs@ate © d3zdzf & 5q s dztp @34
MetseSd dhfsd L9

ydd t oy
W 6 s ts® Gy b ts dzdate cshow twgrsjodi o3 @el .
1l tod o3y to

ltcdojHjdedzr 2 dedyd fteddzsite MHjteydls ddaW stedzdOyds, St
¢ ts di3O dzhow version  bel :

Router> show version bel
Bel VPN Gate 1000 build 4. 1.7539
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showloadmessage

[dv o' a5HO i SeROYdd HdBOBkiEs O iz EHBBEE | dzd 2
Cod¥ d c EOYE ' L 22 Is sho® toasio-daesrage .

g4 ddzlsOC mdMm show load - message
ClsO CBOAHO dzj dd3dd jIs Ottcbkzdij delstse ddzd € dzt yd 2.

fidxddRr S tsd3OdzH " privileged EXEC

I iSRidioydd fts dfmftsd? L s Odzd

RdzW stedzOydw, o' HO9 Oj BOW Y5 HOdzdzts?2 S t5dBBOdzH j, d3d dgv § Is T
1T 1ted LOGkzLS] CodWdelkzteOydd dL BOL rcs_doss0I©@dz! dz" = dzOMM s
T lted LOGWkLS] CwodWdelktoOydd dL cofifigitedzO refijacdf s dztsh ' 8 € tsc

] ECOLOddZ ° Hobkf Mazyow: C(sEOdHO Hkeddtkzjls Noss!
Cdefsdz ftod LOGLELC)] Ctd¥dekwOydd (d@syjls Brls:
dda¥ stedsOydd) .
)
¢
I
¢

T lted ofjr tgfH & =Oziddccdates o a0 s 3 Mz yOj, 4 Mmdd fted {Istd
s dzo | MRNS s dzd Isd C o

dz
fdzlz 4 O fz0 fisfpde® C O S sdzl ¢ £ 6 Oy q(dL @o jdud ey jfy dash2d B ¢
B

s 3O dAow® load -message 9 " HOMIS HjlsOdzdL Jicse Odadetsj] MM j dad |
[ MdOMstes2C O S tdo §RicPapgif: kMY jh des, datsi Cits dfCEizHHOZ § e
fsCONjl offj ftjHlzftejyHjddw, Ctlstster j B' dd o' HOd
[ MdFOMstes2S 0 Comdaigkicdyst’ BjL hdestC ki oLk
9or HOMIs dzd yj ¢ ts.

I Messh jddeksy §Bssth P! CskOdHO, KOSy of HOY s
otej 3w Ctsdzo jtolsdtotse Odad W .

[Isdzdud i HOdzdzts?2 €S sdB3OdzH " SIsCisfEdslOFsB dzgts?2 € s 3O dzH '
s 5 d30 dFmo® load - message tslsflzls iisGiskoj Is k&

1 tod &3 to

ltcdojHjdadzr 2 dedyd fteddzsite MHjteydls ddaW stedzdOyds, St
¢ ts &3O dzhotv load - message:

Router#show load - message

Crypto map(s) "cmap 10" contain transform sets with different
encapsulation modes.

Tunnel mode is used.
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show runningconfig

s ts 3O d#mo® running -config dMmtf sdz! L 2jIsMw Hdzv L0 oz des2 CtcOdz
CodWdeftcOyd

s ddzZs OS¢ Mmdm show running -config [| include {line_to_include}]
| include {line_to_include} BeHdW JC Ot Wddz' steOydd or atsHO

ddz IsitedzOlsde df 2 fyd dzimm@eStemirig!

i dRtsdROdzH ' privileged EXEC

1 d20ujded i tits FasdzyOmwRdOUj ddj (6 EZdsdkyOdds tlkfkzshss b
[ iStsdiRidzioudd s dMmfsd' L so Odzd ®

[ fesmBslsic0 fLeRzmEms dedpts i sjos dzd Is dfond sadg' LL tri? Oshjstiad fslssd o

running - config

" o osHO MstsC IjSM0O { s dditHCide Qe EA/COH) dastls 2, Rt
line _to include , dMysd LEk2s] CtskOdHE o MdjHksh jd odH]:

show running - config | include {line_to_include}

GHJ - sBWLOIjdz dgr 2 Mddieatsdz, O dzj L|da®OEW 1¢c @ ldzjtbdz H szt fj) dzj
fMdzj Hso Ol HtetsB jdz, ddzOyj CBBOdZHO BEZHjIs tsh dBtsydas?2.

1l C sd3@da jterminal RBEsHdW JC Olsste W ddzt steOydd or asHO L OHO9

lted orotsH] ddWsteddOydd B Mjlsjera ddasjteWj2MmMOR (€ tsdBBC
HY Sdzdzd Is j dz! dzts2 d dzW ts to diOmytefds@isigs 2 ¢ dsdsis®isioted v, M d ¢ dzO dzd
SHdets?2 dL dzj MisOdzH Otelsdz = MdlkkzOyd?2:

T 1 Odzedzr 2 filsjots?2 ddzsjteWj2m dzj Mbtskeo jlsmiseolzjls ded tH
interface <interface_name>
I Warning: no physical interface found (pattern "<pattern>")
LHyJMms d HOdz] J:
<interface_name>1 Odzd Ofp ddzlsj ¥ §j 2 MO;
<pattern>i7 h OB dzsdz Hdzv dd3j dzd ddzlsj W j2MO o MdMmisj d3j .

1T 1My ¥drdudmé&dd ddzlsjtew j2Mmr, MmMotslke jlsMiselze h dj H Odzdz
IPsecH e ©2 9 j tg s d3:

interface <interface_name>
I Warning: the IPsec driver is not present on the interface (pattern "<pattern>")

sdzjHEZjIs Eydlsr a0y, ybs fted dOddydd kOC(tets MtsBh
ftesdLotsHdI! M BBtOBBISCO LLO¥YdECO (I Psec, Firewal |

( ) dzgpattern> Mtsslse jlsMisokzjls Hokda d BBAdZj WdLrdydmMeédd d
ddr CtdelstesdzdqtckzjlsmMw | Psec Ht©O29 jtosdiz, HOdgdzs] ftoj HE

I aLlinuxH Odzgdets ] MsBh jddj daj it tesvetdz dedd O dH jIs] d
shdetsyds? Mdskzoydd.

1T {PdeS0O fted tsBtOh jdedd & | Psec H©BO20 jtolz:
interface <interface_name>

I ERROR: Can't connect to the IPsec driver
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1 sw o dzjidedsfgtistsB M j ded 2 tsB 5N flBoW jrunning o-camfig H,j
ModHujlsjd Msokjl 5 dzgjh sOdes? OBl fesHEZSKO.

l1toddii yOdedg § OL Odzde §| © HOdzdesd3 6OL HJjdzj Messeh jddwy i i
dizj s ls OdzOdzsese ©® Cisco | OS.

15 ¢ sdhaaHynningconf i g fs5COL" 908 s dzOMbtes?2Cd foslstsC &
OClkzOdz dz" | © HOdzdzr 2 CtsdeStejlsder 2 B3] dels Hdzv fMjtco dMC
ttOfmMimdder etsdzgd L Oydw o MmdzjHEs M j2 MdkzoOoydd:

1 100Odzdzj g’ dztg ] L Of zh j dzdzts?2 daOs oc a rDaiOe ZlsufdzdlsO | og _
gL 3] dzgj dedv dzOfmstetsj ¢ oS sddtess Oddw M’ Isd?2

1 HOdzdz' | dzOMistes2Cd BlHEI fipd fylpGesdzjcdz dasdzvdzjf juiaevd ¢ s

1 sHdOSCt 5 € dOdzsHcjo nsfhogw BriziHnznsi Mfgs € OL Odz" d d3j dzdets  dat
(or MlsOodzjdedz" §| f RS 8 | og_mgr ).

zv bsdts, Ylssf shfmed 3OMdlszOoyd?2 tj Stsdkj dHizj sw dzj
s _console d Eddzdlskz | og-syslgr fy CtsBORZHOB set d se

ted orowH] C(BRBOdH dOMEs2S¢d ftoslstst sddtcsecodgfy Mse !’
SLBsyd MmMdzj ke hdj M h j dzd vis odss hisf jd B Gk, te ! fnjeLdda jrls jHd
s_consol e ftd®OF @dedsj chow L d M MitcodMmtsds vpnsvece) :

T J]d3i Mlss CtsdzOdzH™ | ogging trap
| Error: Can't get the logging levelvaluei dg EH Odzsfm! (odZzkzydls! Ektetse jdz
I Error: Unknown logging level value: <n>1 ffts dzlz y §lzgz® stote j CIsdetsj L dzOyj dzedj &k

O 0+ o=

1T 1l d&3d mMsts Ctsd3OdzH | ogging on [/ 1 ogging facility [ |
I Error: Can't get the syslog parametersi d4 EHOdktsh! §tsdzEydls: §O0ottOd]j ster
T Jd3i Mlsts Ctsdz©OdzH™ | ogging facility

I Error: Unknown logging facility value: <m>7 1 tsdglj dzts dzj ¢ stetej S Isdztsy L dzOyd dac

ted sz jddddtstse ) JEdipdzHlzj sy ftoj tco Ols! twWOBBISE M s
Odzts o 5.

-

[Isdzdudi HOdzdzts?2 Ctsdi3OdeH "™ SIsCisfasl@FsB dats? § s d3OdzH T’

1 1 ¢ sd3Odhoyrunning -config HBY sdzdzdIsj dzt dzr | dIEstwtgdsy S WO dztcls tg O
or 9asHO® include, dzg HGS{AsEPI®E IsmMw, o BGlsdzdydy Gl

11 tcse j o jtdyfigs §| o - ting_Hoj inkdde 9 9" oatsHdBB2 MbtsSj. |
fteso jtow jIsfqw regul ar expression.

rdzv  f esiipdg€ldms@® L Octelzy j dadets 2  ff 5 dRdesigfiCdoe IatgjQ usfiitspifdig<ii Is d
dmy sdz’ L 22 Is do Shswiz@udaindz - config

1l tod dzj te

Router# show running - config

Building configuration...

interface FastEthernet0/0
ip address 10.0.21.100 255.255.0.0
crypto map fat

interface FastEthernet0/1
ip address 192.168.15.10 255.255.255.0

end
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show terminal

s 5 30 dgro® terminal d MY &z LHzdYS ) B s t6 O dzOMstesj & s ts d3d dzO dzC

g4 ddzlsOC mdMm show terminal

i dRtsdROdzH ' privileged EXEC

1020ujidedi s FPRsd@yOdOu) dj ft bEdsdkyOdd: skhkzksfilks b

t iStdkRidH O sfizts L tso Oded
1 ted o' ff sdzdzj dzdstow Gtesnagr@ldzHeo'r @ SH sy Issdz €5 tSHA&2ZO MistetsC O
Length: <length> lines, Width: <width> columns

[dzdudi HOdgdzes? C 5dsOdzH ' tsIsCisfaslOSs B dzs?2 € 5RO dgH ’
[ OdzdO BO ZEIEOIOS o HOjIs Btsdz M j dJdaW stedsOydd.
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showip route

stsBBOdMO® ip route 9" asHdIl MBHjtyddBks] IsOBddyr &EOthtkzlsdL
g4 ddzlsOC mdMm show ip route

i dRBtsdROdzH ' privileged EXEC

I iSRidioydd fts dfmftsd L s Odzd
[ OdzdzO" CBBRBOBHO dMtsd Lizjlsmw HdY SksBtOY jddwY IsjCkzh

[ OdzdzO" CtBOdRHO § S OL ' o Goprectdd 6@) ¢ & EEALONBIAS M T OB (Citls
LOHOddz | (55 RIBG&EGIPE Ozl §5C 0L Oder § OS¢ fMsOlsdyj MS

{ OLH allesd (9" oasH dzicjdzH' ) MHjtydl sfdmOoddi d HEkzc
ROth tcklstse. Cltsls o' o tsH CipaojlASGIdLY O de@dtig doydd dad v M so d3j fl
ftosHEZCISOBd bBtsdzd Is tste qGizcod dzD f efd@EgaddAR ] W

ltod or ftsdzdej dzedd C WO @MIsmiz] 3PET BlzIsT

T dimdd o MmdMmisd &3§ Jedmizismiselkzjls ®BOwLh tekzls yjtejL ddalsj
fetsHECl], bkt (Il &Okh ks dj §SOLT 0 0jsiw

ltocddgite 9" 9otsHO C tsd3OdzH T

Codes: C - connected, S - static, R - RIP,M - mobile, B - BGP

D - EIGRP,EX - EIGRP external, O - OSPF,lIA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS - 1S summary, L1 - IS-ISlevel -1,L2 - IS-IS
level -2

ia - IS-ISinter area, * - candidate default, U - per - user static
route

0 - ODR,P - periodic downloaded static route
Gateway of last resort is 10.1.1.1 to network 0.0.0.0

1.0.0.0/32 is subnetted, 4 subnets
S 1.2.3.4[1/0] via 10.2.2. 2
[1/0] via 10.3.3.3
is directly connected, FastEthernet0/0
1.2.3.5 is directly connected, FastEthernet0/0
1.2.3.6 [1/0] via 10.2.2.2
1.2.3.7 [1/0] via 10.2.2.2
174.0.0.0/16 is variably subnetted , 3 subnets, 2 masks
S 174.0.0.0/24 [1/0] via 10.3.3.3
S 174.0.1.0/24 [1/0] via 10.3.3.3
S 174.0.0.0/19 [1/0] via 10.3.3.3
C 192.168.111.0/24 is directly connected, FastEthernet1/0
S 181.111.0.0/16 [1/0] via 10.3.3.3
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is directly connected, FastEthernet0/0
10.0.0.0/16 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, FastEthernet0/0
S 172.0.0.0/8 [1/0] via 10.3.3.3
S* 0.0.0.0/0 [1/0] via 10.1.1.1

1600 ddzO0 Wisttgdiss OdgPt " l@isdid Oy d d ( GskO@S ¢ L@l
din¢dz® uj dedd &5 mzz yojd e, ®©lsdd ud dede” = MYfJydodz dzs) :

1.] C€Ovyifmlsej ¢hdzs L O fsMmdzjHdzj?2 dOHJYHT € (bjtedddds L
OSTh dzs L 5 EdRsdzyOdzds) Bjtej sy BOwh okls Hts § sH]

1 [ MdOS 52 EGsMhiksklsozjls, st §dhjksMY WwOLO: Gat e

1 [ Oth Wi fpjlsd osdHO 0.0.0.0/x, GHJ x > 0, LO ¢h
ftodL dzOj Is fyw

1 | SehpIBstcO ¢chdzt L O ftsMmdzj Hdzd 2 dZOH Y HT € OdzOdzse dy
Ylsts ® Cisco | @S Hftelzhe jdfyls dnif usldjep 'ff sLdfsh O ded “C s dBOdzH i

defaultigateway d. ip defaultinetworKk

1 ( MdegOteh tezls Hts fsHMjIsd 0.0.0.0/0 LOHOdM ydtedr d
Gateway of last resort is 0.0.0.0 to network 0.0.0.0.

T [ mdigzh jMlso ks s dzj MSsd kOGN GBLEEO. 0 fssts o ¢
fsfmdjHdzs) 2 dzOHjYH'T & o' BdLOjlsMY fjttar 2 dL dadn

1T 10fdomilsOBdZdyy BOWh telzlsO® ¢h dz6 L § sMmdzj Hdzj 2 dzOHJ Y H
2. ABted3ddtcso Odzedj L OfdMmd IsOBddy" EOthteklsdL Oydd:
T vdfoOofdimd Wetedzsdtelkzjlsmw fMmdzj HEzs " ddz SBteOL 5d3:

T dmdd BOwudnfd ydtejLr ddzsjte¥ j2f, fduyjd
OHtj Msds dzO ddzlsjW j2Mmj (O dafj MEjydoOds dzs?2 Gt
fdghjlsmwCalsdy

1 ots ofjn GhMsOd dr & Mhzyow
dqdzlsj oW j 2, ¢&& jlmw Isdy

T OHiSig 6 Hdzs? ffstsHsliggsidnd s ) S &zOMMOdkd Mmjlsj2 AAO

1 { Owh sl s o odHj GHjd d' o LOYdMmj?2 ( daj

T isufmilsd, BBdijid "hdestdj, UIB fLjHfsEZOCO] &
172.0.0.0/8);

T OHtej MO odwx® 0. 0. 0. 0/
T OHtej MO, dzgj Htoed dzOH dzjApiBO JgaGf A ZOMMOdZ i

1 1M bEgsdjj ELSdj, ujid fejHfcdkOocojd 2 dr ¢
SBWL Olsj d dzts § ts Bbne@edlsthvq ,C Ofte i dzj 5B R t5HJ BSMisd
BjMStd ¢t fsumjlkj?2 odjmisj

1 1 65HMjifsofOHOs hdj f CdOMMsd ( @S dyos,ls v 2
¢tk fSutmettd 6, jMmdd o dzj2 fwdmklsmisekels Bdj
ELCdR §wsumjlbj?2 dajls, §sumjld, MsofOHOshdj *
SlsHj dz dzs?2 L Of dMd.

3. ki fqeso Odzdj LOGdMi2 o Mkkzyo] Msof OH,j ddYw &OMS

T 1 dz0u@diy j Isiw  eidsie@s ¢ O
class -ip/mask - postfix is subnetted, N subnets

n
o

, 9 GCdzt yow dBOth tclzls

GHJ
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class -ip IP-OHtej m M dzaOdztsy j dedets? dzO dzj 65 dBOME 52
flsOls: f) ©BNhj2 HdY HOdMME ° §aHfjlj?

mask- postfix sBhOW HdzY HOddzr 7 fBHMil]2 BOMEO
N Csdzdydi Mses fsHMmili?2 o HOdzdzS2 ctelzf f |

1 0fted a3 te, Hdzv 1.2x0@M] B EadisO dz0f d Odets:
1.0.0.0/24 is subnetted, <N> subnets
T 1lrofdmwa, HtddzOHdzi 3 O0hdn € 1 IssQHEjcipd faij L §dfO fipts
4, ceff Jeso Odzdi LOfdmMi2 o MdzEyoOj tOLd 7 BOMBE
7 1 &20y@diy jIsmvw MistesC O o dHO:
class -ip/class - mask- postfix is variably subnetted, N subnets, M

masks
GHJ
class -ip IP-OHtej M M dzOdztsy j dedets? dzO dzgj 65 dBOME 52
class - mask- postfix CdzOmmtse O &BOME O
N Csdzduyi Msos fsHMilsi?2 o HOdMES?2 ctkzff ]
M Codzd yj Mo ts dBBOMBSE HsHMjlsji2 o HOdDS?2
lted o3 to

174.0.0.0/16 is variably subnetted, 3 subnets, 2 masks
T 1o dmwia, fttddzOHdjy Ohda ¢ -OHleyg M Oe thiz f30jNn,¢ ofafh & Is fi
5, fjeeffdiecso Oded LOfdMj2 o MdzEyoj] BHd&OCtSer ° OHtc]

171 jtco@tctsC O fdh jlsmw § sdzdsmls: v, oCd yow Isdf L Of
ECOLOdd] vyjtediL gateway ddzd ddesjtw¥W j2f §dh jlsmw

1 lobstes? d §shdj HEEdf L Ofsdkizd OF OHEkj MdOv dd¥ st

[ e HOdzdetse s OHIGj MO fodmilsiise ks s BOBh wklsr ¢
gateways, Ists MdzOyoOdzO { dohaltlefiiywa ydsQ i hWQp Ejfdls sulf toj L
ddzls j W j 2 Mmr .

6. r dzv L Of dMJo? ols fo@ Hitc Olsdzr = MEsBSC OR fdh jIsfqw dda¥ stec
BOwh tckzlsO®, o odH]|:

[metric/0]
T ifmMdzd MdMmlsj 3dzZOY BilstcdE O BOh gklsO WO dzO 0, [k
T o ftoslsdo datsicdg " fidizjus@nv L dzO W J degijls tdpfdShpls § d3dats 2

[ dzv di30Oteh tclzlstse, L OH Odzdz" = o ¢ tpdziipstezd g MYff Edg®h 9% HOF B

B Isted € O [BW0] o.d wiOS 5§ f 5o j Hj daisgo IGBdzOtzed d Ripdzseo dd d MY s
f O tc O d3jadbrtinBtrative distance 5 kZdisdzyOdzds .

p—

Is dzd wdQidzdzts 2 S s dBOdzH ' sl ff s Kism HAS? € s BOdzH T

l ed Mzl fijdsodzr jUss 26 OL Odzdz” 2 o OteOdzls CtsBOdzHT , o tlsd
fedmizmlso so Ols! Htsfsdddlsjd d& j §O0LO®]lste’

T 1 8C0O0L"Is®gzlsCts connected (ACO0) d .MsOduimM&éd?2 (AS

1 OtcOd3j Isfitgo W L O dedg'ted Cfig 203 30Ot h to Iz n@tricPld3j j sOoa gH Ci sco | O
[administrative - distance/metric]

==

=
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showcryptoisakmppolicy

s s 30O d#mo® crypto isakmp policy dMmftsdz L zjIsmw Hdzv ISAKBREHO dO 1 ¢
fsdzdilsd¢d.

gddzlsOC mdMm show crypto isakmp policy

1 dzO v | dzdzjdsisfdisy O dad & 1 Z0Uj e 65 bisdyOdd: tlshkislss b

fidxddRr S tsd3OdzH " privileged EXEC

I iStsRidioydd s dimfsd! L so Oded ©
[ v feshislste® o StdW dczZBAKNME] sjCMmsO fadkdsdsd

lted Blfizlsmiseadd o € tddBAKMRacOoytewfd I isvzdfisdpl wizs M j j :
Global IKE policy

[(lsdzdudi HOdzdzs2 S t5kOdzH ' s IsCistaslO B dzs?2 € 5 5O dgH *
Jtod o' ISAKMPY sdzdlsd < d dzj fDeRud@protec®y dsitgw d zz slkfklshls

l od 3§ te
ltedd3jtc 9" 9 sHO dzO ISAKMROdz f sdzd Isd ¢

Global IKE policy

Protection suite of priority 1
encryption algorithm: STB 34.101.31 - 2011 (6.4)
hash algorithm: STB 34.101.31 - 2011 (6.9)
authentication method: Pre - Shared Key
Oakley group: STB 34.101.66 -2013
lifetime: 86400 seconds, no volume limit

Protection suite of priority 2
encryption algorithm: STB 34.101.31 - 2011 (6.4)
hash algorithm: STB 34.101.31 - 2011 (6.9)
authentication method: STB 34.101.45 Signature
Oakley group: STB 34.101.66 -2013
lifetime: 86400 seconds, no volume limit

Protection suite of priority 3
encryption algorithm: GOST 28147 - 89
hash algorithm: STB 1176.1
authentication method: STB 1176.2 Signature
Diffie - Hellman group: #5 (1536 bit)

lifetime: 86400 seconds, no volume limit
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showsubstitutiongui

s s d30 d#mo® substitution gu dfmftsdz LEzjlsmMw Hdzv or asHO dzZO 1 CtcO
O dz¢ tsto d IAigdiked s BZOdzH O ) dBIERRB o Mmisd dzj

g4 ddzlsOC mdMm show substitution gui

100ujidd] 5 FBskyORdoOu) dj ft kEEsdkyOdd: skhizlsflss b

fidxddRr S tsd3OdzH " privileged EXEC

I iStsRidioydd s dimfsd! L so Oded ©

s ts 5O dgH @ ) dztsoedeldy Is W fdziz Y § B dats 2 dzs O fipfsetzfpsdd j Is W H
CeOWduimMSdd ddzsj oW j Bisds k§ wOo dzj ded v (

Attt ®T b s Agorithm _type > < Cisco _like _algorithm  name>
"< GUI_like _algorithm _name>"[ CombnedAlg ][ default ]

<Algorithm _type >TI sH dzs L L dzOyJ dzd 2 :

1 ike-auth
1 ike-hash
7 ikeci pher (ftodd3j yuOdedCi pbEhdlsmMEOS O € Combi ned,
9 ike-group
1 ah-integrity
9 esp-integrity
M espci pher (fteddzj yodedj: wlsdsmdlsmy C0¢ ¢ Cipher Al
1 pfs-group
<GUI_like _algorithm _name>i1 d 3w dJ StsHO Oklsj dzZsdW dC Oydd, Odze tsted
GUI . 71 OC dz¢HpGxjdjvj of O y¢ d.

1 Of te d dPRE SHAREO ,SHAL 0 GOS0 ,ESHI3DESO ,AH RIDS HMACO d Is. .
l dezlsted dd3j ded dzj HBfEMCOsIsmw Hot2de §j C0Oor y<d.

¢ dzsaéfault tsB L ZOYOjls, yYlsts HOdzdgr 2 Odzetstedlsds ddzd ctolzf
ZdssdzyOdeds ¢Jted MsLHOdd o GUI dtses?2 | SAKMP Policy

4 dzts CEmbinedAly ( Hsf EMisd d&ss i pdee rc kfplesp) GeBsL OYUOjl sdf C

I Mz yaji pehsep HAB'GIGA 1M tedzed 3 Gls dzd YO J k=fiyvp htels tsej " d3y dztuds!
HOdzdz" 2 OdzetstedIsd3 dzj dzintegrity MtsyJd IsOls+ M esp

] f&zzy®©jphke Hd GUI Mfjydod d j kejste Odd"Y sl

I GUI Hedyd0 ftedhizkshlse se Ols! fslnHujl d' dg@s i fifhtetsop,: ts SHED dzidR
Odkcstedlsds dstsy dats o' MlsOo dzv 5 'ntletydzi Tty . o d3jefipls jJ Af) LedDP' L B¢
dzj Is .

<Cisco _like _algorithm name>i dd3¥ Odetsttdls @30 ddzd ctbkzf-Hfif ke Wig dzBc
l dzlsted dd3d dzd dzij HBH EMCOsIsmMw Htese jdzr dqdzd IsOB Ldzv y

(Mdzd btjskjlkmy sfdmok: Cs@OdHEZ, MNshstswhikzs dL He
fesB j &ZzO fdh jlsmw L dzOS fsHYjw©eSdoOdedw. 1 Ofteddsjte: i
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JideBts) ! BlEzMy S dz2 k) Mdz?t

terminawidth

s s BOdmnGnal  width ZflsOdzOe dzdo O s ydmds fd ko e cdsd HzOMPOS drs
kjCkhj2 Mmifmdd. 1ddwjls &O 0 esddddd Hdbddd § §tkod

[ d&zv EMlsOdseSd "dtddr Isjtdddodkd §t tedmary Cndzdvdth d i tsd

g4 ddzls©OC mdMm terminal width  {characters }
characters Codzd yd Mlsea s Mmddge sdz! dzr - ifipldsts daB witdse 5ld j2tc d3d dz

fixddydr S tsd3OdzH ' privileged EXEC

1020yjidedi s Ed@isdzyOfedzOui dedd 65 EZdRsdyOdds L Oasdfmdls =

ifmdd o IjtedsddzOdz dets?2 fj MMmdd ofEts

Is § te d3q dz0O dzO, ss or MlsOo dzv j Isw

Is j ted3d dzO dzO

jfmdd dj EHOjlMmw f{odkzydlklts hdt

EMlsOdzOo dzd o Oj Isfpw L dzOyj dzedj 511.
I iStsdRidioydd s dimfsd! L so Oded ©
[ OdzgdzOVW CtBOdZHO My tsdz' L kzjIsfpw, jMmdzd L dOyjddj t kgt
t OL d3j ter  Isj ted3d dzOdzO, o' Mils O9 dzjtedmoipialj Wjdthf & ferminak € ts 3O dzH
length , Wwodzw e Isfpw B Gleal'j B3 tcdipjedf Istg OL d&3j t6r , Y sdzzyj dedz" § d ¢
ifMdzd L OHOdy HOdzdzr j] CBROdzHT , st dzd lsSCdzt yorls toj OF
Isj tedzd dzOdz! dzts G 5 s SAdeQ@izls(|fiedy.J 2O LiHS)dz L 59 Ols j dzv 0

s 5 dz O dimrminal width d terminal length 1OC Y| or MisOoadzwels tcOL dB3jte Isj
ftocctcORBd3, LOTEMCOj i3 - run. § s/ o s @O dag dzr dzi Mis OdzH C
sts 1 Iss sy jls ftedo jMmlsd ¢ HtosBdzj BOGZ 9 tOBBI] Isjted3dd

[bdzdydi HOdzdes?2 ¢ 5diOdeH " sISCisfdsl@SSB dzts?2 C S dBOdzH '
1 2Oy jdafitgd dz'  Isj ted3d dzOdzO Cisco O&s Gral Grtizd 8 0 o

[dzv EfsOdseCd udhdzO fMddetsd d' n Missdsyss 1 CEOdO Isj
Cdz¥ d ¢ 2teOyd ts dzdzfshigtist de j vy &l jOndo tErmsingd dzwidh .

l tod d3j to
ltwcdo jHjdedzr 2 dedyd f teddig dedzlr @ Byls@OdazdzO 130 MmMdde sdz! dzr
Router #terminal width 130
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terminalength

s s 3O dminnal length EfMlsOdzOe d&zdeo OjIs ydmdzts MistetsS 1 CteOdzO Isj
ldzdw il dzO0 §OkLr ftcd Hdzd dzdzsd3 shove mAnjg (- cad@if . i3 o, € 5d

I s Oaydydzs MlssS Isjedkd Z0dO & [ desnizal O dzg “lengtits 3 dzts € ¢

s ddzZs OS¢ Mmdm terminal length  {screen -length }

screen - length Ctsdzd yd Mise 5 M dalteSy de' dyfr dZB OIS0 H 1=lzO6y]) 22d J
dd3jdls MY jydodt ss iz infdgs dnieir s § OkzLr fted HC
dz0 ¢ tc Odz.

fidxddRr S tsd3OdzH " privileged EXEC

1d20uidedi tits EalsdzyOgedzOyj dzdj 5 EdsdzyOdds L Ooadmdls r

ifMmdd o Ijtedkddod ds?2 fmjnhdd
CsdzdyjmMsats MistetsS IsJ 6 d3q dzO dzO,
fodzzyj dedets ] Csdzd yj mMseats Mlstess Is

j Mdzd fdajzz yOj smvw §sdzEzydls! ¢ tsd
sj e Z2OdzO, bkt kEMlsOdzOa dde O] Isfyw

I iStsRidiOoydd s dimfsd! L so Oded ©

StsBOBRZHO HOjIs otsL BB detsMls d Odg) jdeg' st fiff Isstebis[Cy  firpdsch tso T tsolstdsB

LOf tej Isd lapk efrdati@tc BOY d df f ds 1 BdetOaitsiatst c Odzdzts s o 9 tSH | .

{t OBBj e Isj tedsd dzOdz®, o' fls Oo dzj daeemigal f) wiitts dy'ts terminal € ts d3O dzH

length wodwelsimw Btsdzj )] ftedtstedlsj Isdzr ozd, Yy &3 tcOL d3j ter
jffizd LOHOd HOMGd j StBOdH', bt tdd l§ds yosl tj
bjtedd ZOd dsc s s idaQizls(fiedd.j 26O LHsjdz L 5o Ols j dzv o

s 5 dz O dimrminal width d terminal length ISOC Y] or MsOoadwels tOL d@3j t6 Is
ftocctcORBd3, LOTEMCOj i3 - run. § slgezef' o s @O dag dzr dzi Mis OdzH C
sts BisBjls ftcde jMmisd ¢ ftosBdzj BOR o wWOBSIS] Isj tedzd dzOdz! d

[lsdzdudi HOdzdzs? S tsckOdzH ' t5IsCisfaslOS B dzs 2 € ts 5O dgH T
1 &ZO WG dzr s to i3 dz@ dzO  {CiscoliOB te @y Eatzd 2 4 0

[ dv EfMsOdse Cd udhdzd fsesS 1 Cic0d@ sk iefddzdene sodzdis] ¢ 2
] @O sdz' L & Ishdo térmsingd dzler@th

1l ted &j te

ltcdojHjdedz 2 dedyj fteddzsite ofr MisOodzw jIs Hdzddzz Isj tedzd dzOd
Bdets e 51 CwwOdzdztsds 9" 9 5H J .

Router #terminal length O
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[fdeBsj ! cG! dfcece Is2skzy dets!
dzff dzB 54 !

run

ssBOdmMA sLotsdzY jIs or fsdzdzgv s CsdB3OdzHT CHY j tOyd tsdades2 fiy

g4 ddzlsOC mdMm run { command

command CBERROdZH O, f(toj HdZOL d&2O0yj dzdzOW H dzv o' ff ts5dzdzi dz
dJdzlsj ef toj IsOlststetsdz. [ dzw hdz¢# L O dMmf sdz! L 2§ Is
sh, Coltster 2 LOfEMCOjlsmw ©® HJtj SClstedd
fsdz LsoaOlsjdzjdiz, YtsH Clbtster di3 L OFf 2h j dzO € 1

1d20ujded i it PdsdzyOmwRdOUj dd) (6 EZdsdkyOdds tlkfkzshss b

fixdddr S tsd3OdzH ' privileged EXEC

[ iCodkidioudd s dffsd Lo Odd*

[ OdzdzOVY C tsBOdzH O § toj H i@ dzdzPdzd ¢zOS Bdg® dze 4§ j tOYd sdedzes2 )
LOf EMC O kitsHuddls O, tf dmodsdgud joy OBz dfjodsls O dzdz’ |j ' & tsHBO d
CBOdzH Hf jtejHOjIsMw dzO 1 CtcOdz BjL dL d3j dgj dad v .

ltcjtco Ol or fsdzdzj dedy o dzjh dzgjets Jtoddztsy J dedw stsy dzts € tsd
Ctrl -Shift -6. [ fjdzd tosd BCHEO Cdtalkf W d dzO s o daj N dzv v f totsSE tc O BBO  dzj
ftojtor 0 Odedtg , dz@EAMEA|. CIsO € 53O dpHSBGKIL IsifiyizjdfQjtdsj - @ Ols™ o O d3r
Mdecdz0dz, 5 (lttetd@lz orf §sdzdzj dedj odzj " dzj 2 f tets¢ tc ORA’

[Isdzdudi HOdzdzts?2 Ctsdi3OdeH "™ (SIsCisfasl@FsB daets?2 $ s d3OdzH T’
Sstsdi30daM @ Ismizls misGiskoj Is

stsdizOdda @n fsLodwW jiIs or fsdzdgv s/ C5RBOdzHT C5d3OdzH dzse 5 ( ¢
mMdMms ] dfsdildeztcOydsdedetse s toj 3y d B3O

1l ted &j te

ltcdojHjdadzr 2 dedyd fteddzsite MHjteydls ddaW stedzdOyds, St
C s 3O damr / shin / ifconfig

Router#run /sbin/ifconfig

ethO L ink encap:Ethernet HWaddr 00:0E:0C:6F:0F:E6

inet addr:192.168.16.2 Bcast:192.168.16.255
Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:34 errors:0 dropped:0 overruns:0 frame:0

TX packets:39 errors:0 dropped:0 overruns:0 carrier:0
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collisions:0 txqueuelen:1000
RX bytes:2226 (2.1 KiB) TX bytes:2539 (2.4 KiB)
Base address:0xcc00 Memory:c0100000 - c0120000

ethl  Link encap:Ethernet HWaddr 98:00:54:76:10:33

inet addr:192.168.17.133 Bcast:192.168.17.255
Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1239 errors:0 dropped:0 overruns:0 frame:0

TX packets:134 errors:0 dr opped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:131023 (127.9 KiB) TX bytes:11978 (11.6 KiB)

Base address:0xc800 Memory:c0120000 - 0140000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:27 errors:0 dropped:0 overruns:0 frame:0
TX packets:27 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:2323 (2.2 KiB) TX bytes:2323 (2.2 KiB)
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ping

[ dzv o' § sdzdzj ded W iy d fsng dfdpy s df & dg@ deHpings .5 3O dzH 2

gaddzlsOC mdm ping {ip - address | hostname }

ip - address IPiOHtej M AtfmisO, d&O Copegter 2 s zOj Ismw

hostname div nsfsO, d&O CslpmE' 2 § M &0 lsihw

100ujidd] s FdskyORdoy) dj ft kEEsdkyOdd: skhizlsfhlss b

fixddyr S tsd3OdzH ' privileged EXEC

I iStsRidiOoydd s dimfsd! L so Oded ©
Visd dzgitgOe r L " 8 OjIsfpw dL MsMsO0s O f jteOydsddts? fdMmlsj d3r
ASted3OIls 9" 9tsHO HOdzdzs?2 Ct5BEOdEZHT L OoadMmdls s s jttOydsd

ltojtco Ols! ded jf saladigjjh dzj 65 ftoddztsy j dedw Bsy dets CtsdzB d d&zOyd
Ctrl -Shift -6. [ fjdzd tos BSHEO Cdtalkf W d dzOds o daj N dzv v f tetsE e O BBO dzj
ftojter o0dzdj, BEFREEE. dAOlg @Is? s BO dzHIDGKI IsifigizjdfQjidsi = o Ols™ 9 O j d3r
MdddzOdz, s CtclststcsdiBlz o ftsdzdej dzdj o dzaj M dzj 2 f totsc tc OB

[sdzdydi HOdzdets?2 S sdizOdzaH " tsIsCisfdsl@Ss B dats?2 € s 3O dzH *
AStcdi®@lso SHO CBRBOdHT Blsdzdyoj lsmw IsCistastcdzOIsO o 9 tsH O

stsdzOdda Ping f sLosdzw jIs o' ff sdpizg sl ¢ SdiROEdHdO yd sdzdzsc 5 64 X (

1 ted &&j to

ltedojHjdedzr 2 dzdyj fdasjte MsHjydls ol sedOoyds, bt
¢ s 3O daing

Router#ping 10.0.10.1

Ping 10.0.10.1: 100 data bytes

108 bytes from 10.0.10.1: bytes=100 time=0 ms

108 bytes from 10.0.10.1: bytes=100 time=0 ms

108 bytes from 10.0.10.1: bytes=100 time=0 ms

108 bytes from 10.0.10.1: bytes=100 time=0 ms

108 bytes from 10.0.10.1: bytes=100 time=0 ms

----- 10.0.10.1 PING Statistisc e

5 Packets transmitted, 5 packets received, 0% packets loss

round trip <ms> min/avg/max = 0/0/0
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[fdBBj' IkidjB2Y I
M &Y S, WMfcesy tof

enablepassword

7 a3
2G

dic
2 a3+

s s 3O dzrable password d M tsdzr L z2j MY Hdzv deOL dzgOyYj dedv zs$ Odz' dz
ftedoddzj cdtetso Odzdz 2 o] tyaf@s Cduolaly satdyj & ks tso dzj 2 § tod o d dzj
LONdlsT fOktsdjd fedodd cdiess Odzdzsc s toj 3 d BO diipf sdz L I

g4 ddzls©OC mdMm enable password  {password}
no enable password {password}

password LdzOyj dzdj ¢ Otetsdzw .

1d0yjdedi (5 EdRsdzyOdea@yjdedj 65 kd@sdzyOdsd® slsmizisMmise zj

fidxddRr €S tsd3OdzH " Global configuration

[ iCodkidioudd s dffsd Lo Odd*

1 5 € sdedablej password f Otctsdz? L OHOjIsfqy d ~RteOdzdlsmMw o wlsCter
fsmislste] Is! € tsdzW¥ d ¢ sto@ yahningS ogflydzh sB s o  EnEblgO dzH J§
password ff Otetsdz? BRZHjIs 8T 9 jHjdz 8 wlsCter ssd3 adHJ .

15 fMtcOo dicaists td3OIls H Odadets? C s RBOdZHT ML tOh jdz, O3 Jfm
LONdWitttse Odzdzr 2 f Otesatite passwe@dzid &&ncrypted -password >, 9o ( lststet
dmMfsdz LEjlsmwyw dzj Cslstster 2 tSBOdRI B Otk stot gy Y detso &
gimrHd 2 § Otcts@iscodz) st jshmzkj dzghzils dMfsdz L s9 Olsy 1 Iskz €
LOHOdd® GlsCter Issets ff Otetsdzw .

YyissBr LOhNdWttsoOls! o9oBHdA 2 o lsCter ssdzermhflai j] § Otetsdz!
secret 0 password .

14 UBHHjJtYdoOjlsmw IsOCy j H GHdves dalzd g ddaimb@r fasSswdddzg Is to
enable secret .

l cs_console € t5d30 degrable password denable secret W o dzw 8 Isfyw

oLOdBsL Oz dzw j o3 &3, Is. J. 9oatsH CBBOdHT eBtsL &ZOYyOJjls L C

COC Bdz B" dz LOHOdz t60Odzj 4. R dzutablg seced tdsvdzj dpvejtdsH COSipORIERH

enable password d dzOtsB Stesls.

1l dz20yodz dzs?2 CtsdW dekteOydd (Yies@)dzit teddnisiOigdszy yidlsf 9 eds® dz
enable password csp

1 OMmissWisj dz' dets 6 St5d3j dzgHlzj Isfw i Rj dag " § 1 fis sfst Oz ¢ Hak
enable secret .

{ Mdzd L OHOIs! ®©HdE dL Hekr CdBOdH (9 HOdzdes?2 9 jtefdd
no enable password
no e nable secret

tIsts tsL dzOYyOjls, vyt 9aftsH o ftdoddzjcdtotse Odzadz” 2 toj ) dds
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T Jilstsdg Mz yoOy LOftjih Ojlsmw eoantH o SCodmtsd dzj ftedoe
(tetso jdzr Htdoddodzjed?2, lsdzdydzr 2 s 15). ltd -
Metseh jdedj: rPasiswedd but none set" (Mtstseh jddi,
Cisco). 1tz {ltect fBcteOBRBBRBO L O jteh dls tOBISE.

1 wdzj Hiljsls dzt H O GMststetsy dsMmis! : jMmdzd EZHOddIs! oM n
fsdz LS9 OIsjdzj?2 (M kZsedzgjdz 15) d lsSdze ydls:  Otetsdz

sts LO2Isd o SCwodmtsdz . Bsdz' hj dzj EHOMIsmw

1T ( Mdfdted SlsC dzs yJ dedesd3 § Otetsdzy dzO o ~tsH o ftedo ddzj ¢ dte:
ftcdoddzj cdteso Odzgdz" d@3 f sdz! L 59 Olsj dzj dgisable O 2RiIs ff)y o s
ftcdoddzjcdtetso Odzdzse 5 toj ) d d3O, enddle fiBlzE g IsSL OH @O dztsE 5 BO
Mg ddjy B thdB¢ji: "% Error in authentication.
Cisco). It2d o fttdoaddzicdicseo Odzdgr 2 tjydd3 o tOMRSE

7 1 =€ sd3Odhoyrunning -config o L Istsdg MdzkyOj dzj BEZHEIS fB8COL
enable password  d enable secret

[d&zdydi HOdzdets?2 ¢ 5dizOdzH "  tsISCisfdsl@S B dats?2  C s 3O dzH *
1dfsHHjtey JoOjIsMw o90tdOdzls L OfdMmMd ¢ sd3OdzH "
enable password O<pwd>! ! ! dzj YBHHjtey o Ojlsmw! !

1ted iy te

ltwcdo jHjdeder 2 dedyj fHteddzite Hj BIsdeMistedtelzj Is Is gWefpls € sd30d
Router <config>#enable password qwerty
Router<config>#exit
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enablesecret

s s3BOdzrable secret dMf sdz! L jIlsmw Hdd&zv dOL dZOyYj ddwy ds$ Ood dats
ftedoddzj cdtetso Odade 2 tjidd3 Ssdemtsdzd o GlsCter Issds adHJ
fodz LsoOlsjdzvds otfg Fazkwd dzj Pdzf temdzw Isdw L OF dIsT § Otetsdz
teidBO dmfsd LkzjlkMY O Y po.CtsBOdHO f ftoiWdsmMsd

g4 ddzlsOC mdMm enable secret {0]|5} {password }

no enable secret {0|5} {password }

password LdOyj dzdj ¢ Otetsdzw

0 ftod o bL=lzOyj dedd § OQtesdz? o oMy o GilsCter
LOhdWtctsear 9 Oj kW o dgzlsted

5 ftod 41 Itsdz L dzOyjddd MudlsOjlsmw, ylsts 99 H

GjLEd sOtd Wrtdd Ot cO0d" j smv BjL dL &,

1 dzO\ | dzdzidkidisy © dzd © 1 O jdedj 6 EdsdyOdd® slshizisflss b
L idddRr € tsd3OdzH T Global configuration

[ iStsRidiOoydd s dmfsd! L so Odzd ¥

1tod L dzOW) fiftftsdz? o otsHdlsMw o tkCtr stsd WwAmSjydwO L Olsj
nih ot ofOMmdY . [ fdd §shdslsels!  Sheviziughd t @nfig ¥, S0 dz
¢ s 5O dzH O

enable secret 0 {password }

BlHjls ftj HpSOOtdAFdEBds,tc” 2 wiojdwdNeyolstsdy W k2 dSdypd ofHNd te
enable secret 5 {password _encrypted }.
ted L dzO%Y daddflsOj Isfmw, yYlsts o9 j HJ dislf L2z df! Odelslsirs d3 wite oz G Usdind

Lh e s ofCRiifsifizve Ctsdzf JekteOydd MsrteOdzy jIsmw BJ I &r dig dzj
9jHJjdz 9 CtdzOdzH j :

enable secret 5 {password _encrypted }
SBEROBZHO B jls B"Is! LOHORZO d © Httkzetsds adHj:
enable secret {password }

password Ldz2OyJj dzdj, 1 Oskiggs sy jIs BT s | tc o diftsts tDIs dodedts d§
HOdzdzr 2 MddzisOCMdf dzi HisY EMisd d3.

© 11+

fMdzd L®H @R L Hokra CBBOdH (9 HOdds?2 ojttmMdd 1 ttsHES
no enable password

—~

no enable secret
sts BL&OYOjIs, yYlts o9aatsH 9 fHtedoddzjcdtetseo Odadz" 2 toj ¥ d d3

T lilstsds MdzEyoj LOfteih OjlsmMwy o~ tBH o CwdMmMtd dzj ftedo
(Ecse jdz ftedoaddzjed?2, ®wldadyd 2 ls 15). 1td §sir
Msseh jdzdj: "Password required, but none set" (
Cisco). 1tmdz {1t ftosSctcOBRBRO L Os jtohdls ttOBtSlE.

~—
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1 wdzj Hingsls dzs H O Mttty dats s f:te djpigda ¢EHo@dzdisadz & A
fsd LsoOljdzj2 (M) btsedygd 15) d lCds ydl!: § Otsd
ks LO2Id o Ctdfsd . Btsd hj dzgj kHOMIshHw

1 ( Mdfdtcd B©IsC dzt yj dzgdesdz § Otesdzy dz2O0 orntsH o fHtedoeddzj ¢ dte
ftcdoddzj cdtcseo Odgdz" d@3 f sdz! L 59 Olsj dzj dgisable O 2Bis ff) o s B
ftedoddzj cdtctso Odedetsc s toj Y d d3O, endble fitBlztwdg sL O H @ O'desS 5 BZO
fMstseh jddj BB BhdeBSj: " %"Er(rdrseifn dafyt, h eOrdzOidasastdiya
Cisco). It2lsd o ftedoddzjcdtetseo Odadz" 2 tojydds o tOXRS

1 1 £ sdzOddoyrunning -config o 1 Istsds MdzzyO,j daj BEZHEIL fs5COLT
enable password  d enable secret

[(lsdzdudi HOdzdzs?2 & s dyRisd '  tsdsCiskasiOSs B
At BOB" W tcso Odzdzes e 5 §f Oetsdzy Blsddy0j sy t3S. ¥ stdkOls O

1ted gj te

ltodojHjdedz 2 dedyj ftddsjte Hj Bsdalstedtclzj lgwettys 3@davE  H dzv
ntcOdzj dedw jj odzzlsted o L Oh dJWtetso Odadetsds o dH j :

Router<config>#enable secre t 0 qwerty

Router<config>#exit

Il CosdV JekzeOydd {50 CE5d3OdZHO BRZHjls RttOdedls: Mw o o dH]
enable secret 52 Fe034RYzgh7xbt 2pYXcpA==
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usernamepassword

[d" ML HOd]Y dsoscts § & dfd,sado 4 jdd , uf OpsEsEicd" dafw's o dzv
ftodo d daf dzcff 2 1 Ofgidg Pdgdffls o % 1 j & B1ls § didf 5 dz' € s 251 gimeriaame

password . | CwdWdckwOydd §Owtsd BRHjlk ROddls! v o &l
fsd Lo Olsj dz" H s inG lstematas  {n&ME)L Ols

gaddzlsOC mdMm username {name} [ privilege level] password [0] {pwd}
no username {name}

name dqdz3v fsdz L saE®Is g1 thdzy dets dzOyd dzOIs* mw ) BEZC 9!
Oz O dlsO (Mlstetsydets? ddzd ftetsf didas2) . [ O«
ZOlsddzmME s s Oz OadlsO ( Mistesydg j ddzd § tefst
(fsHyYyjtcCdoOuzddm). RBY HBdydts BT Is' [zdzg
ftcjorhoOl: 8 Mmdde sdzse .

| evel beso jdo' ftdoddzj ¢ d2, i HOY OO tzde® u i ted 2
b 5t dzy O i ¥
0 dzj sBY L Oj @e@B) s, ECOLT 90 h g2 &0 Its,

dzj L Oh dWtetso OdeflztzdzssB Y H Pls j dzj dz Istsdz? €5 o fydzl
stsyj ¢O0e:

username {name}[ privilege level ] password 00O .
1 ted o' d tsehpw running -config desdz? =SS OL" 9 O sw
pwd fOtesdzr sdz LtsoOIsjdzv. [ 5fEMEOs sMmw d&zOIsd

mfjuymddesdr L v dhYf sd’ L 5o Ols! ftetsej dz' d

P idddsr € tsd3OdzH Global configuration

[ iCodkidioudd s dffsd Lo Odd:*
[ sBOodzj dedj ¢ tsdz' L 59 OlsjjcdfyQ tc Ofdg disjtedinjodzd J

[ OdzdzOVY CtsBOdZH O dMftsdz! L izjlsmw HdW ML H OGNS dzts o sdzds
Fteso dzv f todhed dzfndsh s M j g @ f thtz! L 5

I Jlanuxtf sdz' L ts9 Olsj dzr higpewvH @ JisfHe sfgted d
e [ var / bel vpn/users /< name>(<name> 1 d 3% f tsdz! L 59 Olsj d
Note Fdted Slsstedw ML HOJ FHPY diyxr Okst6 g B Iz 1s O 3

1l COoOygshelbol fsdz LtsoOlsjdzv orf MisOo dzw j Is
/ opt / VPNagent/ bin / cs_console .

JecteOdedyj dzdv dzO0 dd3w Y sdz' L 59 Olsj dzw \CiscdzOS.Is fMifpotsy tisc@flgi s
sitse | ddzsls W i3 dshytfj tedd ydiasjdege’ .~ Mdmisj &3

SsBOdZH O MBLHOddY ftsdz LsoOlsjdzv atsmMfted ded 3O Isimpw € OC
Mz ded s+ Pridlegs dz' Is. fozd) f tsjdy L s Olsj dzr Lk j ftedmkzbmlseakzjls
fMdMmlsjy dRited HBBOoa dzjdzdd desoatsets § sdz' L s Olsj dzv ddzd dL d3g
HeEB Qo dzw s Isfw ddzd dL d3j dgw e Isfqv HOdzder § Ydz L B9 OIsj dzj 2 €

{ Mdzd §5dz' LsoaOlsjdzz fp kS OL Odzdz ) kzols fifleodgfiielsdzis dzgs) dzie gsH In i
9 Ci-lsickke Ctd¥deckttOydd, Iss HOdzjJ o' ftsdzdegw jIsfpw ftetse |
COyjmlseaj shell HOdzdzsSGts  tsdz' L 59 Olsj dzw:
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T (MmMdzd ® SCOyimlsej shell HOddscets §sd Lo Oljdv o' M
ftsdz L soOlsgdzv j sfgB Goi kCa scmdeW de zteOyd s .

lted L Issd3 dzO Ctsdglftsdzr or HOJjIsMw M h j dad §
Warning: User "<username>" already exists in the system. It was reused.

1 sdz' L ts9 Olsj dz 9" HOj Mw f Odz |, LOHOdzdzr 2 9 SCBd
fOtetsdzr  tsdz! L 59 Olisjsdlrf yDd dfmd mlsjsdzplzso sets, dz BzHjls

T (MMdzd B HOddese s ftsdz! L soQlsjdzv of MisOoadzj dz Hiekze B2 s
LOs jteh Ojlsfyw f) shdeCts? .

1Sz Liso Olsjdzs sy jls Brils! zOL dzOyj dz b titdeb) dz'C Istists sHc{cRjy
©OL Hj dzj dz 20 o1 o) Ea®dgigOH yOls™ 2 kicso jidg ,0 G to & 4o ldtddsmd
1 sd Lo Oljdzd ) ktesodsj 8 ftedoddzj ¢ g2 s 0 Hts 14 ddgj¢

lsd LsoOkjd ) §wikdzOHYOr 5 kiesodzj &3 ftedoddzj ¢ d2 o
fskzyojlk Hemlsky § § todddfzipldicusd Odfzsdirs acsd dgdzs 2 S & dzf) &
] fvisdzOH YOIl o3 ktetsodzj f By jls BT 51 dzgj MStsadz Cts.

lsd Lo Objd ) ktetsodsj 8 ftedoddzjcd?2 s 0 5 14 d&jj
iy qiz My jydOoddL qietse Odzdzs? S tsdmsdzd. ¢ jMdd St ksl 1§t
ftodo ddzj ¢ Jetso Odzdets Bz 16 jzP il O f 186 b ts dz | A3ty JO) dzts Iy ls f .

[ Mdzd dzj ESOLOdz o §psivtedezH jlevflOcOdsjslste H jIs fsL HOdz § tsdz
(fJjtwo)y dgtetsodzj &3 ftedoaddzj ¢ 2.

1 s ¢ sdbagHrinning -config & SCodWW JekzteOyYydd B EH jGuseths®eOL O0dzO €
password 9 Istsdz adH]j, o COCtd3 sdZO B &ZO0O 99 jHj&O. 1 EZHIIS]
fsCOL" 90jIsmw o GlsCterilstsd3 adHJ .

1l cs_console € ts d3O dasefname password d username secret W o dzw ¢ Isfpw
OLOdBsL Odzj dze 9 BH Bzt B 52 dL 1 Isdnr € tsdi3OdeHiz: H ded Ofislg idzivfls o k2
sBBLA&OYOjIs dqL di3jdzj dedi § Otesdzy, dzgjL OQadmddss s Iktse s,

VHOdzj dzgdj f sdz' L tseo Olsj dzw
VHOdzj dzgd | sdz' L tso @dsmptzets L o thy delp gy € s 3O dzgH 152
no username {name}

F sfeEmMisddiiss S OL " 9 Ols! Btsdzj 4 H dzthdedrmam & {ndgebizipriwilegedzO§ t d d
10 password {pwd}. [ HdAZOCE, dd¢O0CB2 d sBrBBHdB@sMIsSd o 1 Istsd

(fMdzd dagj jlsmw bsd Ct5 SHddz 5d L 5o Olsj dds! fls @tse Ezj o3 o
fsd L 5o Olsj &' dsgagler k2 j Is iy

VHOdzdls! fd L-BOIS] s bs_comsPle i | e R dzdon] BrEyddz®,  dzts
HOdzdesjj2 Mlso dj CObjestedujMSd daj tej Ctdgj darlzy lsfyw .

[fdd EHOMY j MY § sd L ofOusy df © Isfts to et ledjdghsol@ fdlz h | dzO

1 1cd LsoOljd Ekmfjhds kHOdjd . fdhlsj & : $sdkOdHO
ZHOdv j ICisto-likE sde¥ e w0y d d .

1 1cd LsoOkjdv o MdMmlsjdj dzj Mkh jMsolkjl: Csd&OdHO IsC
fsd Ltso Olsj dz Eiscolie | tsdgd aflztc Oy d d .

T vHOdzj dedJ ftsdz Ltso Olsjdzvw dzj fHtetsh dzs (fsdz LS9 Olsj dzr @
LOo jteh Ojlsmw fm thdBCts?2, { tsdzCisteiikO@GHdzf ddzditc@y Pdzv j Is

I ' HOo Ojidy i Misseh j ddw
lted s sCj HtsBOodzj dzd" gsotsets fd Lso Olsj v dBsckls
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1O ddz! dzf 2 Mddes O mdMm dd3d ded sdz! L s Olsj dzw ( dMYf sdz
% User "<username>" was not created. Username is is invalid.

[ dzd dz20 dd3d dzd ftsdz' L s Olsjdzv ftejorhOjls 8 Mddzo sdztse @
Username is too long (8-chars limit exceeded).

1 sdz' L tso QsQ S d3j ddz w3z b | ) Iseefria]jfrids ;j%dgjser addition failed. User

"<username>" already exists in the system.

ltesdL sh dz0 MdMilsj d3dzOw ©h dBSC O (9otsL B3y dets dgOtelzh j dzO My
dgd3j ded fsdz' L soOlsjdzv ddzd f Otetsdzv; dzOf tcdsdgjadslitidn dzd € 5 d3
failed: System error. Possibly the password or the user name violates some system policy (e.g.

the password is too short).

stesd3dy EZSC OL Odzdzts?, oL@ty dr d Htkzedj ftedudder
dmyd cf Oded ] . WOEPricisBaBC O By il oL ddldkzls! ftod
qd3j dagj 5, Mo f OHO: N dd M dd3j dagj B ctelzf i deftsifzshtgs B
W O 2 drjc/group).

lted fsfrilsCj Mmdzd dzr § Otesdzy § sdz' L 59 OlWgedpasswitsly j Is o 5L
change failed. Possibly the password violates some system policy (e.qg. it's too short).

p
«

swW9
sy
5] &

[dzdudi HOdgdzets? C ssOdzH ' tsIsCisfasl@Ss B dzs?2 € s BOdgH ©
T1ifsHHjte) Jo O Isfpw ofmMjobL Bsydr j] 90tdOdzls™ L OH Oded W
T dzi 4§ s5HH] teNdpasSyotsifijw

1T dzgi fssHHjtydo Ojlsmw h gl sd Gaedi ji toff @ te ©detisdtamel s d30 dzH
{name} password 7 {encrypted - password} .

T rRA3j J shge Oded U J dzd § dzOY B dzd dalzo @ le3] dizyf .

1 1 cs_console ¢ ts 30 dasefname password dusername secret W o dzw ¥ Is fyw
OLOddBsL Odzj dew g BH Bdzs Bs2 dL 1 Isdrn Std3OdzgH Hdzw fkzh j i
sBtsL dZOYOjls dL d&3jdzj dedy ¢ Otesdzw, dzjL Qo dfmd BBi:sO0IStSCE
i Mmdzd f Otetsdzr Hdzv f sdz' L tsouldsnamepasswOrd O @z Ote tgarztlzH B T O dzd
9 tlsCterissdz adHj), Ists §Otetsdz dzgj dz' LV udetmddBdy dL d3j o
secret ( f OQtetsdz? rRteOdedlsmw o L O dW tcts®d Ofgatlafs fff @tdw ) , H dfw
fsdz’ L s9 Olsj dz"O dgHsee@hemeSasdy , Ists fslstsds dL d3j dedls+  j Gt
username password dzj dz* L Ww. | BBBdns MdzEyoOws or HOjIlsMw Mt

1l tod dzj te
1d%d ftwdeojHjde fteddsj e dL d3j dgj dzdw f"©dedrsZ¥. f tsdz' L 59 Olsj d
Router(config)#username cscons password security

Router (config )# end
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usernamesecret

[ dz2v ML HOddY dsetsets ftsd LtsoOlsjdv, dLddgiddzjzdadordz]tdaets d
mMEeh iMmiseolze h jets f sdz' L & BlskoOdwemined skgrelzv.2 Islj Csdzf e zteOyd
f Otetsdz BLkHjIs RtcOdedls! MW ddedRdBE LON g dgtsd Puziasdp s YA Y ts
9 SCtd3OdzH J .

g4 ddzls©OC mdMm username {name} [ privilege level] secret {0| 5} {pwd}
no username {name}

name gsw §tsdz' L smaE@Is g1ty dzts dzOyd dzOIs* mw M B EZGC 9!
OdzW O dls©O ( Mistesydets?2 ddzd Htetstf dfipdaets2) . | O
Ol ddzMS sets OdW Oadk O (fbtesydy § ddzd f tetst
(fsHyjtcCde dadjji¥)dm) . RABY HEsdyds Bf Is! [kd
ftejor hoOls! 8 MmMddze sdzsoe .

level Ftcseo jdz@ ftedoaddzj e d2, i ihOfdda usjdeazd jdzOfus dad 2
E fists dzy O did ©

pwd fOsd fsd LsoOkddsdi@BfEnNcOEsHY, ydit
Mfjymdmotsd . 1jd v dMfsd Lo Ols! fiesB,

0 fted {1 Istsd3 L dzOyjdedd ¢ Otetsdz? o9o9tsHdlMw o I
LOhdWtctsear 9 Oj kW o dgzlsted

5 ftod 41 tsdz L dzOyjdedd §Ottsdz? eootsHdlsmw d M-

e L zdzt 5OIs 5dg {WidelspdiddAf 8 5 e Odzv j Isfaw B j L dL

1 02Oy i dedizidstsfdisy O dad ® 1 20y dedj 5 Ed@sdzyOdd® BlsmizlsMmise b

P idddr € tsd3OdzH Global configuration

[ iStsdRidzHOoydd s dimfsd! L se Oded ®
[ sBOQoadzjdzed] fdz LB OIsjdzv, dJqLBjdzjdedi jeB5 OO stetso

JeteOded yj dedv dzO ddz3v ¢ Hez' B ez |5 § iyl tc CigcqzBE.IS stgj dgo & L O dzts
s § dzdzsmisw dsd dMmf tsdz! L 2j d3F = S jOydtsdzdzr = Mdmis g ds.

1l [ldnuxf sdz! L 59 Olsj dz' lipmesH Qijditdnwe Idrs te d d
b [ var [ bel vpn/ users /< name> (<name>T d 3w § tsdz! L 59 Olsj dz
Note [ e SIsstedw ML HOJ IFFPY diyxr Olst6d.B 2z 1s ©d3q

1l COoOygshelbol fsdz LtsoOlsjdzv orf MisOo dzw j Is
/ opt / VPNagent/ bin / cs_console .

SsBOdZH O MBLHOddY ftsdz LsoOlsjdzv atsmMfted ded 3O Isimpw € OC
M) dedls' Pri@legedz’ Is. . ), JMmdd §tsd LseOljd Ex] ftedhizls
BON ddzj. 1 ted HtsBOodzjdedd desotsets fsdz! LtsoaOlsjdzw ddzd duL
HSBOoadzws Isffw ddzd dL d3j dgv s lsipw HOdzdzr | §tsdz! LtsoOlsj dzj 2 ¢«

{ Mdzd fsdzr LB Ojdzz M EZCOL Odede d3 o Cds d3pulzezis  dzgsd dzic dsH s
9 Ci-lsickke Ctsd¥decbkttOydd, Iss HOdzjJ o' ftsdzdegw jIsfpw ftetse |
COyjmlsej shell HOdzdzsEets  tsdz' L 59 Olsj dzw:
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T tMmMdzd ®© SCOydMmlsaj sheldy HO dipisEEotlz]fdEaz! cLsts oc@lnjs o | e, |
fcdz L s9 Olsjdzz HBB Ooidkwe Istwdeted «Clz ts@wd & .

lted L Issd3 dzO Ctsdglftsdzr or HOJjIsMw M h j dad §
Warning: User "<username>" already exists in the system. It was reused.

1 Sdz' Lo Olsjdd o' HOjIsMW  Otsd , n aned. O daddh) &d o § €
fOttsdr o LsoOlsjdv o MdMmisj ki lsdkdyodn™y sl dse

T (MMdzd B HOddese s ftsdz! L soQlsjdzv of MisOoadzj dz Hiekze B2 s
LOs jteh Ojlsfyw f) shdeCts? .

1o L O[O} s ootsHdlsMY o lCwydisd plgRY , d OF © Oded I
¥ zdzC Gd W d tosofCRmfedzy . [ Mdzd § shssltjls! Shovizfughdz s Oyd s S

config , bkt Ctd3OdzH O
username {name}[ privilege level ] secret 0{ pwd}
BHjls ftcjHMlsOodzj 2O ® o dHJ
username {name}[ privilege level ] secret 5{ pwd_encrypted }.

ltod L 2O} daqdflsOj Isfqw , ylsts 99 j Hj disly L2z df Ode@slalas d3 wWe lotziz S Wusdind
Al h JocofCEzydzy d o SCtdWdekzttOydd MrteOdv jlsmw BJjL dL |
99 jHjd 9 SCtREOdzH ] :

username {name} [privilege level] secret 5 {pwd_encrypted}

1 5dz Lso Olsj dzv sy jls B Is! zgOL g0 dz bk tetde5]. dz!C Ististisq sHcf{dDif @
COLHjdjd dzO Ho O § OBWOH YOS Perwdso jidg ,0 Q to 4 4o |dEdsm®C
lsd Lso Olsj dzd ) ktesodsj 8 ftedoddzjcd?2 s 0 Hts 14 ddj¢

Il sdz LsaOlsjdzr M fwWIlsdzOHYOIlsr &3 ktesodzgj 53 ftcdo ddzj e d2 MmtcC
ficdoddzj cdieso Odzdes i3z iy ddsz M j ydoOdzdL dtetso Odedets 2 € ts dafr
Ztiocsodzgj &3 sy jls Brls! dzgj MEsdz € 5.
1 cdz Ls9aOsjdzr M bktetsodzgj &3 ftedoddzj 6 d2 tsls 900 Idfjtsdz 1iiC tfdeliz 4
teiddsz M jydodzdL dqtetse Odzdzts? S sdzmtsdzd. ¢ JMdzd L sl
ftcdoddzj ecdtctseo Odzdes Bz tc f2PpHigis O Jlst® s de j B Oy desMisd . 1 5
M OCdd3 Eesodzj &3 ftedoddzj ed?2 dzaj dazidls ftc@Qoats HBMIskEY C
{ Mdzd dzj ESCOL Odz o (psdiEdezH jlevlOigcOdsislst® ZH jIs ML HOd f dz
(Jtco) iBtesodzj d3 ftedoddzj a2 .
VHOdzj dzgdj f§ sdz' L tseo Olsj dzw
VHOdzj dzgdj] fsdz' L tso Qdnptze s @)L o thy dzlp g € s 3O dzH 52

no username {name}

{ Mdzd dd3d J Isfmw Istsdz' ¢ 5 trmddzdd] wdzf tle® Glezjj dz’d 2 15, Ists kHC
fsdz L tso Olsj & d3gedlzt 2 j Is pw
VHOdzd s fcdz L- B s istctfe ss_costhliz j 2P r dzed ud MSd o L d3tsy
HOdzdztsj Hj2Mmlseadj SCOLjetstedymMéd dzai toj Sdi3j dzgHEZj Ismw .
{ Mdzd EH O j sy f sdz' L tsefOusk) o & s ¢ tn ddpjlcg LaPrisdtedjL dzO
1 1cdz Ls9Ojdz EMfjhds EHOdzj dz dL fdMmisj d&3r : € sd&3OdzH
fsdz L9 Oljdz EZHOWVEBMIsdY JEEE®Ydd.

1 I1cd Lo Olsjdzv o MmdMmisj B dzj Mmkh jMlsolkzjls: ,k sBOdH O
fsd Lo Olsj d KEiscOlz f sMesdl JeckeOoydd.

T vHOdzj dzdj Htsdzr Ltso Oy dzv dzy ftesh dzs (fBdz! L 59 Olsj dz!
LOs jteh Ojlsfqw fp tsh dBCts?2, od L sd0kedzl sdeff dEilz@ @Y 4 I

]l cs_console ¢ ts d30 dasefname password d username secret W o dzW ¥ Isfpw
9L Od i3slOjdFlEridgp sH dzs B2 dL 1 Isdr StdB3OdzH Hdzv fMikh j Mise k
sBtsL d&Z2Z0yOjls dLd3j dzj dzdj ¢ Otesdzv, dzjL OadMmddss tsls IsBE s,
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1" HOD O g | Mmsssh j dad W
lted §sfrlsC) HoBOodzj dzgdV o set fd Lo Olj & Bsckls

1O ddz dCIdfipd dflelzj dzd ftsdz' L 89 Olsj dzv ( d M sdz L 59 Odzd
% User "<username>" was not created. Username is is invalid.

[ zd 2@ dd3j dzed  sdz' LtsoOlsjdzv ftcjor h Ojls "Bas ipgcgatasldzise :
Username is too long (8-chars limit exceeded).

1 sdz' L tso 1QsQSdaf d3j ddz w3z M | ) Iseefria]jfrids ;j%igser addition failed. User

"<username>" already exists in the system.

ltesdL sh dz0 MdMilsj d3dzOW ©h dB SO (9 t5L B K @ o dzB®islHAs ) dz@zd ]
gd3j ded fsdz' L s Olsjdzv ddzd f Otetsdzv; dzOf tcdsdgiadslitidn dzd € 5 d3
failed: System error. Possibly the password or the user name violates some system policy (e.g.

the password is too short).

Tted frisCj Mmd3j de J@tsdgwy §f Is dzo s dz@ Beelspasswwordd 8 € ©: %
change failed. Possibly the password violates some system policy (e.qg. it's too short).

[sdzdydji HOdzdets?2 ¢ s5dizOdeH "  tsIsCisfdsl@Ss B dats?2  C s 3O dzH *

T1idfsHHjte) Jo O Isfpw ddz" J ofj oL ddsy dz' juse@mdaddls’ dzjoO!
ZCOL Odzdz" 4 L HJ M

RA3j j lisfguc Ocdzd W j dzd j O Hdzd gk d Bj ded sz L tso Olsj dzv .

1 1 cs_console € tsd30 dasefname password d username secret W 9 dzw & Isfpw
OLOdBL O3] dgw 9 BHBdzE B 52 dL 1 Isdrn CtdBOdH Hdv MmEh j M
sBGLABOYOjls dL i3j dzgj dzdd § Otesdzv, dziL Qo dMmMddis tsls Ists¢
i Mmdzd f Otetsdzr Hdzv f sdz' L tsouldsnamepasswOrd O @z Ote tgarztlzH & T O dzd
o Gl BdHj), Iss fOtesd dzj dz2 L v | slstmsgrname d3j dzd s+
secret ( f Otesdzr RtOdedlsfw o L Oh W tctsd Offaliafc i3 Gty , H dfw
fsdz! L so Olsj dzv L QeethdmeSasd§O dzgH s  slssdz dL d3j ded s J Gt
username password dzj dz' L v . fMdzlsg®@®dm o©r HOjIsMw M h jddj ¢

lteddzj te

1d34d fwedejHjd §tedd)
Colsster 2 BEZHjIs L Oh(

Router#configure terminal

it ML H Oddadmif sdz § Gte txkgidig” "f) d &
Wtetso Odz, J bktetsods &5 ftedoddzj ¢ 2 1

d
5
Enter configuration commands, one per line.

Route r(config)#username admin privilege 15 secret O security

Router(config)# exit
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username privilege

r &z L d3d dzjzdedsvotdivd o d dif =hd2fls o Etf 8 dricusts o, Plg§ tetlz! € B2RO jizH 2
username privilege

gddzlsOC mdMm username {name} [ privilege level]

name g3y sdz! L tso. QY dzw sdzy dets dzOyd dzOIs* mw M B EZGC 9!
OdzW Ooa dlsO ( Mistetsydets?2 ddzd Htetsf dfipdaets2) . | O
Ol ddzMS sets OdW Oadk O (fbtesyds § ddzd f tetst
(fsHYUj S do@daf¥idm)]. RBY HBddets BF Is! [zdzo
ftcjor hOlk! 8 MmMddo cdztse .

level oo jd@ fdoddi cd?, ilf®f Oy deleyj dz® il tizs 2
£ dsts dzy O did

Pidxddr CtsdsOdzH " Global configuration

L iCRidioudd it difftsd L se Oded
[ OdzdzOv ¢ tygR@utigitdpde § tod o d dzj ¢ d2 {f tstfoize df fiple Ofiplg edtr s Chigjdpite] € 26 Oy

[ Mdzd s sOlBadfsy Sisf@dzn 2 H oY fd Lise Ols j-ike , tslsfizislk
sdW¥decktcOydd, BEHjIs or HOds Mtstseh jddj B hdB¢j:

% User "<name>" not found

[Isdzdudi HOdzdzts?2 Ctsd3OdeH "™ SIsCisfasl@OIsB dats?2 $ s d3OdzH T

I CiscolOS j fydzd ftsdz L 5o Ols j de'tis dis IselifAzisjfrids #hRRIsH@dizz i o ts o dzj o
fededdzj ¢ d2

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 54



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

[fdetsj' B©elEZMiSd? thibkfc

1 OMbtes?2Cd fosltsS shzdiess Odzd v ) tss colssdl@d Ly dffsjOwpiseiy®  tod 1

( pdzd B33 HE Ho zdscons@rdkOfs@dsd? ¢ d 3 dgv dzd ! flog imgrets h s |
(log_mgrstf d iPOHzsC E gL azlf | ydOdzdL qicso Oddolz prea BEOtziIsts8 to Oy § dzf
dzOMls te 52 SQfo, dzjodzaylsi M 4 tistsdBis Mz issd dzd Is

lted oofH,dOBHROEAC ] (olssS tdd e Gizdgy dzfs e § BEBiHS tsEDC
e’ EdAhtsdd omiskf Osls o Mmddk daj dj Hdzj dedets. v OCy § dzj
OdZOdE e d Udz §j dL &3 dajodzds's C dzaif tss PRAGHO vpnsve.

1 OfMistotf BEE S Sdzd oiso Odag W o fiad wNalive-ROdzY d ¢ 2 Oy d

ssd3OdzHT | ogging on, |l ogging facility d logging ho
dzs Bs?2 dL btjn SBRBOdH or fsddvslshmw MdaiHkzehdj HJ2Mlse

T udlsoOs Isfqw Isj C M d/js | da@misitelty? gl o MO vpnsve (9¢dzs yy
OHtj M fdzEyOlsjdv sysl og)

1T © dOMstcs2COn BidvjlmMy sHdd dL §OttOdrjlstess (o L O
T HOdzj j] dOMbts2¢d o' MsOodzwelsmMw HAY cs _console d

[fdd fesdL sh O O M @EdistsEdsf O@Bdzzj dzr dzs ) Esycpnsale@f 2 h j
BT d&zO o' L o Odddy_ragsifazy L 3] dzj dzd @ OMbtes ¢ feslts tddes
s B2 dL tlsdrn CBdBOdH othmisOdasa dls 1 sk Mddem tetsded L Oyd
(daj tslsdetsmwh djmw ¢ HOdzdets?2 € tsd3&deangole o8 Iz widdlsy j aizdfj ls O df dz jolad
div fj twpnsve) ©

loggng

ssdiOdiegfing dMisd LkjlsmY IR-&H©j BOOREMSO, &0 Cslsse’ 2 |
fMsseh jddV & fosksSsddokzjd 7 M’ sd¥E. wsssh jddv d
NoW ste B3O CtsdBOdzH' o thilsOdzOe dzdo Ojls L dzOUj dedj ¢ b dBtsdy

g4 ddzlsOC mdMm logging {ip - address}
no logging  {ip - address}

Odz' sjtcdzOIsdodzr 2 o90tdOdzls € tsd@ROdzH ™ :
logging host {ip - address }
ip - address IPiIiOHtej Il AMisO, dO Clstster 2 BEZHjIs &OftOo

1 d&z2Ouided i fts b d3ts dzy O tlaghing  127.0.0.1

fidxddRr €S tsd3OdzH " Global configuration

[ iStgidnoudd i dhfsd Lo Od

stsdizOddeging L OHOjIs OHtej M - s, daRG“cODEs tcf® tsB iz i dzd W
ftesdmMratsHwh dn MBB . lsdgw -4’ tztd L s h jdzd?2 dMitsd L kzjls
Syslogd { tsdzlz yfesgiedl jagimp2j Is B s Isbtzd ¢ &9 sH § difg@EndyO,dzH '

gL d3j dzgj ded v o t©Onldsticlist® R R slsiaff2 o Miskzf O Is o Mmddzlz dzaj dzd

1ted MOkl ¢ tsdztf dzd sfsE QO )@ fj QY Zysloy ORidz ) s dzj
LOYdls' 9 0dzd ¥ zOYOdz dzs? St Je Ol ls B8 Hig®b jouzg B v
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s d f) O dzdgsce-likeS & dz¥ d ¢ & 6 O deifco-like f tedzl § ¢ e Oy d S ROz T
s cddebnPifko e s, st of MlsOo dwe smw L dzOyYj dzd ™ s

vOCYd LdOyjdedd 5 EZd@isdzyOdzds o' MisOodzw jlsmw  fted L C
no logging {ip - address}
log ging 127.0.0.1

1 OH OdzdzOw ¢Ohis dg@dmy O{ip - address } O dzO dzts ¢ d y dzO loggmgiz O d27.9.0.1

¢ tcc 2 dig datldress o ¢ sd3@oddegping HBdzy J dz2 MsolP-OHBEMsd R sMisO k&>
fMeh iMisp eshCsdatt JezteOydd, ddzOyj SCBOdHO daj o' f sdzdzw §
% No such logging host .

{ Mdzd L OH OdzQogding &3A220.A1 , st tsd2O dzy § ¢ OL 'sho@j sfqpw ¢ s
running - config

s tsd3OdsoGogging dzj Y BSHHjty o Ojlsmw.,

[sd&zdydi HOdzdets?2 ¢ 5dizOdzH "  tsISCisfdsl@S B dats?2  C s dBBOdzH *
11 jisfEmC0Ojlsmv d fipfswate Lot oSCedj jfils o j . Oted z d3j dzls O

T1dHBfEMCOjIsMy L OHOM]H] B 6O, SEOLOEN jdz Issdz €5 |
] solststedets L OH Odiogding € O©dgPday Pls ftcjHr HEP 2 OHEB] M.
Mtsm teOdzv j Is iyvsysleg.itt ©2 dzj

ststsBh jdadw B ®Bh dBCOR ftod on 1 shyded deg tf j azO fzptes 25 ¢ o 30 tz

fesed GOR ) cs_cofiesyOnOdkdf ey cd myGfe)dnds spns

ded 3 § Mz HizE M j2 L@ ddAyjfsdiyjddd ttjitsfijdikzjshy k]t

LOf EfMisdIls! JjJi LOdtse 5.

dtstsBh j dad | 1 swidzd ded |

% Can't set logging host for 14 EkHOdAsh! 9" MisOoa dls' dbsxomkoig.O

cs_console

% Can't set logging host 14 EkHOdAsh! 9r MsOadls:  tsdzzyo
vpnsvc.

% Can't set logging host: can'tgetthe (1 J EH Odztsfy! 9" Mis Oodedss O : {f EZF U

syslog parameters fsdzydls: Mmkh jMmisakzs hdj OOk

led i te

1d%d ftedojnjdzof EREtesdE MssBh jdzdv & § skl 806 defz® Is jnds’
OHtejf 101:10.1.10

Router (config )#logging 10.10.1.10 1
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loggingfacility

[ dzv L OH O dzdtftc 6 IOEAOEIR] te ts o O dpd)f sigzs & 'z R & Jogding o3 @rcitieylz
[ OdzdzO% CBBOBRHO fsLotdY jls o' BOls! dgjsBRsHd®E 2 dhlst
ML HOMB®EE j dzdV GeNoBEEHBLOOR SkEOdHT o milsOdz0e &zdo O L
Fd3tsdzyOded & .

g ddzls O¢ find M logging facilt y {name}
no logging facility

name ddiv € OfdmostOs S sz eso Odzd » BB Y P o Otod Odzls

auth, cron, daemon, kern, localO, locall, local2,
local3, local4, local5, local6, local7, Ipr, mail,
news, sysl10, sysl1, sys12, sysl3, sysl4, sys9,

syslog, user, uucp
1 420y j dzdiziditdfdisy O dzd logging facility local7
L i dRisdgOdzH ' Global configuration

[ iCodkidioudd s dffsd Lo Odd*

s s 3O dmgdging facility LOHOjIs ftetsyj M, o C B E@iss B jzadis B
sh dBCOR. | OH Odzimigipg L feplity j dAf - tc Odzv j Is fiyvsysleg Wird 2 dzj

1t MOkl Ctdhtsdd Jhlssydds sysas.em j dzd Siydigst ®ipatg vo W
ROYUOd dzs? Ctsd¥ dekwOydd of MisOo dzv j lsfw cigorlkes ydzd ¢ Mistss
¢ sdaW d ¢ &t Oy doico-like §tedzlt § ¢ s Oy d d Is O Chiyzjls frysodizig Gsdzd s s 1o 7 fls ¢
LdzOyuj dzdj 65 EdsdyOdd:® .

OS] LAOUjd]) 5 bERsdyOdkds o' MsOodw jkmw d ftd LG

no logging facility

logging facility local7
s ts 30 dza IGyging facility 0 dzO dzts ¢ d y dz0Olodyitsyds@ilitzHiqical 7

{ Mdzd L © s@&@a@ogdng facility local 7, s BBdzO dzj S OL" 9 Oj Ismw
show running - config

Il sL sy dz' | Moseh jddy B BhdBSOR ftod of fsdzdzj dzgdd € sd
sOBdzdyj. dwtsBh jddw fmMedHjlkjd Meksls 8 Mjt! jLd »
ftefsOHOdzedy MoewiLd M Miteoadmtsds vpnsve). 1Ttd dma f§ sdzkzyd

cs_console d LOfEkmldls! jj LOdsofs.

utstsBh j dad | 1 sW fdzj ded J
% Internal error: unknown facility l dzzlstcj dzdzv v tsh B € O: facfydL o jJ Mis dz
name ) ted ) UOdd j : HOddzts) MsBh § dad
ModHjlIsj dz Mlsosa OIls! & ot yHJ
cs_console.
% Can't set syslog facility for 14 bkHOdsMm! fadiltyis @es cctnsole.
cs_console
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% Can't set syslog facility logging 14 bkHOdtsm! fadilityds Ofg f tsepasit,

% Can't set syslog facility: can'tget |1 j kH Odzsf! fadilitfjls Czjdolss L dzts ) dats 1
the syslog parameters mEh imMseaks hdj OOl Ister dzscdte

l tod d3j to
1d3d ftedejHjdz fteddsj tc doGaHMOdzdw C OdzOdzO dzsG O
Router(config)#logging facili ty locall
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logging trap

[ d&zv L OH Odzdij Me@dech aupdsds € 5 dzq te 5 0 O dpd)f Sigas & 2B ¢ Jloging &3O dzH 2
trap . OdzdzO" SCEHROGHO fSLobdY jls of BOls! (i st Msmdidhs 2] dg
e’ NGISted5O S sdBEOdH’ o Sff)lsOdOE dEazgPzde dzOUj dzdj 1 &

s ddzZs OS¢ Mmdm logging trap {severity}
no logging trap
severity Zteso jdz@ o0y detsMmisd MsBr Isd?2, oL @syder | o

alerts, critical, debugging, emergencies, errors,
informational, notifications, warnings

1 20y j dzdizidi{disy O dzd & logging trap informational
fixdddr S tsd3OdzH ' Global configuration

[ iCodkidioudd s dffsd Lo Odd*

stsd3Odpgging trap {severity } LOHOjIs dzj sBrBBHd® 2 ktetse jdz@ o 0Oy
floslstsC sdzdfietdzgj'dis 2. [ Mdzd HOdzdzOv CBBROdZHO o Stz ezt O
9" MlsOodzvw j Isw L dz@QQfedzdj 65 EZdizsdz

vOCYJ LdOyjddd 5 E@tdyOdds o' MisOodzw jIsmw d fted L C
no logging trap

logging trap informational

stsd3@@lzin o | 0 g gi n@dzQ detacpd Y dzO lodgitsgdg@pdediojmational
stsdsOdpgging trap Tdzj YtSHHjtydoOjlsfqw 11

{ Mdzd L OH Odz@ogding dz@aH @formational , bt ts5dzO dzj fBSECOLT 90§ Ist
show running - config

[sdzdydi HOdzdes?2 S s di3OdzaH " tsIsCisfdsl@Ss B dats?2 € s 3O dzH *
T1JHsfzMCOjIsmMy L OHOOO! ktese jdz o odH]j ydmdzO, dz
l ogging trap 5 !'!l'l dzgf ftsHHjwydoaOjlsmw! I

T1diBHHjtY o 0Ojsfqw MsCteOh j dade” 2 o Offictef OIS t9 dzdntdstOen @afzcfi
informational (s E@3sdzyOdsd® )

logging trap Pt dzj YBsHHjteydoOjsfpw! I
1 1 Cisco IOS ¢ 5 d30 dmmi@yging trap SlsC dzt Bk ¢ sdzd gts b O Heds?
i ctsls s Sysaylz
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I sL sy dzr | MisBB TSP dfgC Or ftod o' f sdzdzj dedd S tsd3OdzH" | o
dzad ) j Mdzj Hize M j2 sOBdzdyj. uwtstseh jddw fMmodHjlsjd Miso kzs
( &z0f todfdpitf OH Oded j MowiL d M Mjweadmtsds vpnsve) . 1td
tcOBtslslz M cs ffczdpissddslie jdi LL@dztso ts.

v OB dzdhy O

usseh j dzd

1 5w Mmdzj deq |

% Internal error: unknown logging level Is tc § dzdzw W

name

sh dB ¢ O: sedplitdL o § f]

1 dzlz
ltodd3j yOdedj: HOdgdetsy Mmtstse M j d
ModHjlsjdz Mlseatso OIs! & oty
W 02 dztsaconsole.

% Can't set logging levelforcs console |1 J EZHOdztsm! o MisOe dIscs donsdden J

% Can't set logging level 14 EkHOdAsM! 9" MisOo dlIs Ftotse |
vpnsv.c

1l tod d3j to

1d3d ftede jHjdz ftodd3j to (crificalOdzdY ktotseo dzv dzse O

Router(config)#logging trap critical
Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 60

qn

C



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

logging on

s 5 3O ddeg@ing

C s BOdBHS S dz* B sl 5C s dzd.teso Odzd j

g4 ddzlsOC mdMm logging on
no logging on
1 d20yjidedi s Iz d3ts dzy O tizghing

i ddr € tsd3OdgH '

on

Global configuration

I iStsRidiOoydd s dimfsd! L so Oded ©

s 5 3O ddeg@ing

§ sfdzj
I Mmi CsBBOdzH T
99 JjHJ dedzgr |
logging  on.

s 53O degging on dzj
s ts 30 dze ®gging

99tBHO CtsdizOdzH T

ono C dzs Yyojjtisj HOyk MmMtse j ded 2

{ Mdzd ls ¢ dz¥ yd Isf tc O Istodz@ € 5630 daeh ¥@gging
slsC dzs YO, lsfmw

{f deAsfislaste t4s2deddle ts © O dmfj¢ing fap,Bogding facility d logging host),
f ts iz loging ds@dgH "o Misz § W Is

on,

o Hj2Mbody

fsCOL " 8 Oj Ismghow rennifigts dgnfigH §
onf sCOL T 90O Isw show ruhrndg O danfig

on My sdz L & jolsCipeys wijfidedsts 5C sdzd tetso O sigtg® " Is d 32

tf tofiptises'S sd?en

tzjsdzj H dzj dzdzts
s dtetse Odzd |

9

Is ts oz

l sL sy dzr | Mestseh jdzdw B tShdB S OR  tod o j Hsjddzfn tsas Bdzd] yiddfiy d
ModHiljdy Miseakels 8 Mjte! jLdr = { tctsHdejsd@H Ofgzdcis Mmo'n o I
Miwoadmtsds vpnsve). ltd drn fdzkzyjddd toj Ctsdj dHizj smw
Jd LOdtY 5.
v OB dzchy O
ststsBh j ded § 1 5w dzj ded §
% Can't enable or disable logging for 14 EZHOdsmMm! oCdz ydls: ddzd ¢
Cs_console H dz¢s_console.
% Can't enable or disable logging 14 EZHOMsM! oCd¢ ydls: ddzd ¢
o fJ toepusty)
% Can't enable or disable logging: can'tget |1 J BkEHOdtsMm! oCdz ydls: ddzd ¢

the syslog parameters s dieso Odzedj: dzj o 5L sy des
fMeh iMook hdj OO Ister dztf
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JideBts)] ! tBIiIsBHiNGSog)BSNMP

sdzj Hizjls Eydlsr 90!, ybt ftd dmn{ sd!-fisweOjde@, -¢fstezd dHio d
C sdzo | tolsizfipive-C sdztV d 6 EdBOHl o tsL dzd C dzzls' HesBdzy A3 ( § 64
ftedosHwhdj € dzjtcOBBIssmMf sMmise dzs Misidi SodsjHdeHiy" Is: i wizOffidsdc t
dL SodV¥dekzttOydsddatsets tti B30 ftese jtedls! dzOdzdshdyi H Od
load - message d dzd ylsd dzd v d Rfftedssld 5iCdiEfdzd e s Odzdw Mtse ™ Isd 2

snmpservercommunity

[ dzv  dzOfmSMPIGideco j O, Crilstster 2 ff sHH jMIBJ 960 jHsO jBIO L fipls & Ot
s LOYSHMAmE] dj HY j 8O, d Mt tsdz'snnp-Xdaver S IO damp- server
community L OH O jdsmvdzs ¥ d S Olstste ( f Otetsdz? ), CBlstster 2 dMmYf sdzr L
LOf esMBNWMPBp dzj HY j 6O d t©OLtejh Ojls jdik ylsj dzdj SHMWPOIs d fiyls
fMjtce j 0.

Noi ¥ 5tecBO CdB3OdzH’ sIsC dzé yOjls tcOdzg j dzb § § g Qhets § dzé O jy 5 dzc
fskzyjddj NsONPMHISIS] § &

g4d dzlsOC mdMm snmp- server community {string} [ro]
no snmp - server community [string]

string MstesC PcectcOE h OV torsdz s fsdazk HRIEFENEIR s tc O
Mjtto jteO®. [ 8fEkMSOs sMw &OIddhs )+sECsor ,
J>=<@N\ {}~.) tetsB j dzr dzj HBY§EMC Os Isfw.

ro Mg j yd¥ d,S OsAs@L ' o O% h d SNMRA j lst,j toyles®OL 6 j N O
ksd ¢ ylsjdedj MOlsdmsdSd. 1 JsSBWL Olsj dz
COLLjhOjlMw bod S ylsjddj mMsOlsdmisdCd

) d20y i dzdizidztdfdisy O dzd slsmizlsmisea zj Is
L i ddiBE 5RO " Global configuration

L iStRRidioydd fts dhftsd L tse Oded ®

s ts 30 damrp- server community L OH Oj Is L de@mynitlectiing, o " § 8 dpdpytsdz!
dH] dzZlsdW¥ d S Olsstc O ofs sl OdHotENIAFER s o j tc O.

r sfemMCOjlsmw Istsdz! ¢85 SHA&ZO SOCOVY Ctsdi3BOdH O, OE C0OC ot
community. 1 seolststedzr 2 L OfEME 1 Iss2 ¢ tsd3Oadsamunitgz] dzv j Is L dzOyd

[ Mdzd o L OINWIR-G5j dzfsisy j to Ocomisurity & B dzd Y O j tofmmunity,lyf tc s d fi) O dadzts :
dz0 N dB tsQ@FlzH SAMp- server community , st MisOkdMisde O dgj s dzOj

NoW StedBO { Ists2 CsdiOdzH’ t5IsC dzs YO  ISNMPsdzz uj dzd j MlsOlsd fisd
[5C dzs ydls' 1 tsdzlzuj daSNMPhgtissO)lsizsh Iofd SCnalyemiap- sedver .

[Isdzduydi HOdzdets?2 CtsdROdzH " sIsCisttdslOFsB dzts?2 $ sd3OdzH '
T Jcs_console ©OLWKjhOjlsMY L OHO98OI! .Issdz! €5 BHdzs L

11 HBIEMCOjlsMY ffj ydWElCoOEs st RO H ]y do Ojls oL By d
MisOlsdmisd ¢ d
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T 14dfsHHJYdo O IsMw views (Wddz seOydw fts tslsHj dz dgr
ft5 OHtej fOmpnB&NP

T 1dmMEh iMmMsekzjls dzdS OCdr oL Od d3tsmmaprsenjeRcontigunjty 2 d<¢ ts d30 dzH |
snmp- server host (9 Cisco MmEh jmlsekjls dzgj Wo-pgatling ftesf dMm" o
community f§ted oo tsisgrverthtstzOdzH™ s nmp

1ted iy to
1dxd fHtede jHJ dz { teohuputity sttin@.H O dzd v
Router(config)#snmp - server community public
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snmpserveriocation

[ dzv L Of@asic 3O0ydd t SOMPERMgodiiig® sdz! L 2 Is jsnipssdy@edzH 2
location . Noi W Sted3O S BsdRB3OdzHT BIsC dz# yoOjls t©0OdzjJ 99 jHJdedzsy L

g4 ddzlsOC mdMm snmp- server  location {string }
no snmp - server location {string}

string MstesC® CostHEERROUIsSMY dOSddMScdy BEZSCOT , -
Lo#S$ %N&OX=x@W _{}-d fttssj d .

1 20\ i dzdiidstsfdisy O dad ® slsfklsfmise kj s

fidxddRr S tsd3OdzH " Global configuration

I iStsRidiOoydd s dimfsd! L so Oded ©
s 5 d3O damr@p- server location L OH Oj Is L dg&tamjlatafigne dzOfMmls tSNNMFKE O A

mjtte j 60O.

1 ted dzj te

1dxd ftede jHjd { teybisy lmcatiorCstrigydzd v
Router(config)#snmp - server location Building 1, room 3
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snmpservercontact

[ dzv L Ow @ztzdbic (30§ ¢ dels ©Bd=dizs tslso | sdRls® | dbEstslistzts 2 ls o O
dMmf sdz’ L &2 Is snmp-tsely@rdzHctntact . NoT ¥ stedzO S tsBBOdzH ' GlsC dz¥ yOj Is
99 jHjdedets ] L dzOyj dad j .

g4 ddzlsOC mdMm snmp- server  contact {text }

no snmp - server contact {text}
text Mstetdt A tsdzls OC Isdets 2 deWV 5 tc dIOfYHfif RO o vC sdz@sldsds
BECor, ydWtr, L &zOs=d@N'0#$ Y%Rd &p ;' .

1 420y i dzdzidzts{disy O dzd ® slsmklsmiso kzjls

Pidxddr CtsdsOdzH " Global configuration

I iStsRidiOoydd s dimfsd! L so Oded ©
s ts d3O dzmnP- server contact LOH Oj Is L da@step deifitgct o dzO iy Is tSENFE O R

mijtte j 60O.

1 tod d3j to

1d3d ftde jHjd § teohtigstring: OH Odzd v
Router(config)#snmp - server contact Dial system operator
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snmpserverhost

[dz" LOHOddY § OOk BNMBE @tz P tez' L nPpsserved s HpdtdzH 2
Noi W ste 50 CtsdsOdzH' bEMmsteOdyjls L SNMEM GOEEOYdd § tsdkzyol

g4 ddzlsOC mdMm snmp- server host {host -addr }[ traps ][ version {1]|2c}]
{comminity -string }[ udp-port {port }]

no snmp - server host {host -addr}[ traps ][version {1]2c}]
{comminity - string}  [udp- port {port }]

host - addr IP-OHtej M fsdzzyOlsj dzv IstcOf tso

12 c o j iEMP, o Cobtttts? Wnsttddkzs lsmw IscOfr
(5 EZdiisdz)Oded s

community - string MstecsC O, detOs hoOw tsd dJqHjdsdYWdCOtsttO |

9 btOfj, BWL OIlsj dd 2d dfjQtdsO dggdlsiedss 52 fo w
server community, &y jlIs Mo f OHOI! ddzd tlsdzdyols:

port UDPf stels § sz yOlsj dzv, dz0 CEMBBGOf slsf EBo d
£ dsts dzy O dz62y.

1 420y i dzdzidzts{disy O dzd ® s ERsdyOdds ktOfr daj ki’ &zOs Isf

fixdddr S tsd3OdzH ' Global configuration

f iStRidiOydd s dnfsd L so Odzd ©
s0CdnR CtBOdH dBsyjl B'ls! djnMitd ¢, LOHOshda fMfdht

r dzv tskfpr dz¢d IstcOf tso HBdzy dzO BT Is' skefipGser@dzOhofttfsw B" SH
C 5 d30 daun@- server enable traps .

T BdtcOIls! ®lsHjd d&fjjs Stg@f ro jtofdaf iz’ LttsHEZC SO

1 ¢ tsd3@alzenginp- server host tsBW L Olsj dz' dzts H tsdzy dzr { hdfste-cadiliz}isdn s 0 ts9 O I
{comminity -string }. [MlsOdz' dz"@ | § OO Ister @y dets dzgj ESCOLT 90O
( Mdzd o CBdRROdzH | o fHest j ad® } § ficsmmfniiytec Gstring 3, S tslstster j BT dzd
o9 jdg] ©Odzjj, Its {1 IsO Cts5BORHO L O] dv jIsmw dzO deseo kv o

fsdijduis: Mv o 8Os d Rk ) ddFiscOIODMas.c2 Ydishls O] oh d2)
sls dzd YO j tetye C&ap 10S 124,505 jhj Euydlsr o0jlsmw d §stls.

lteddj te

1d3xd ftedeajHjdz ftedd3j 6 SNMPBdedY Shs dzz yOls j dzw
Router(config)#snmp - server host 10. 10. 1. 101 version 2c netsecur udp -
port 162

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 66



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

snmpserverenabldaraps

(O CBORHO dMisd Lz lsmY SNMBUs oty desalf fsdedBO 1 sfis2 2 ds 50 ¢
dMmY sdz L & jtsdfwdzsinggvdzd v slsfr dzC d kteOf tso .

gddzlsOC mdMm snmp- server enable traps
no snmp - server enable traps

1 dzO v | dzdzjdsisfdisy O dad & 5 bsdkyOdd® kwOfr dj s’ &Os Isf

fixdddr S tsd3OdzH ' Global configuration

I iStsRidiOoydd s dimfsd! L so Oded ©

1 JL k¢ OL Odzdshmp: seidgd dzenable traps IsteOf r tslsfyr dzOI! mw dzj B EZH
slsfyr € d IteOf O Iste jsmEnp-jsdsvigr efablezOtdgps® d RS slsw BT tSHABO § 5
snmp- server  host .

1 ted iy to
1d3d fwdejHjd ftedk)te INMEL mqPlzgy : slsfr dz€ d
Router(config)#snmp - server enable traps
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snmpserverrap-source

ClsO CBBORHO dMfde LizjlsmMw HoY ¢ 0L Odzd "SNYRAStE & rj 2 MO,
[ dzv EfMistcOdzj dedw d fiyls sy dzd i W iste @O0  dfiptR ts d'ts1d3o jddsi fry v

gddzlsOC mdMm snmp- server trap -source {interface }
no snmp - server trap - source

interface ddsfj Isj eftstdsty oW j 2 MO

1dzOujded i tits bkdRsdzyOgeliijelzd L dzOyj dedj dzj L OH Odets, s O+
LOadMmddismisd ls OHtej MO dzOL dzOy | dzd

fidxddRr S tsd3OdzH " Global configuration

t iCtsRidioudd it difftsd L s Oded
] CsdWdekwOydd dmfsd Lk lshmp sered €ap - uwraz0 § s &0 dzH O

[ fMdzd EC OLOkO HOdozO¥ O fsiEO s POB EEHOO ofjs SNMP trap
festf dm’ ofQjdem? B @ @dzdets ¢ 5 uizisayyuiH jte?j fifd

1l tod d3j to
1d%d ftedejHjdz fteddsjte S OLOdY Jd&jdd OGNMPISEOfXmO,
Router(config)#snmp -servertrap - source fastethernet 0/1

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 68



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

[fdBBj! jd&BY tBdtsBh yt82Y ;
J § dzy 5B

hostname
s s 3O dzastbame f tod d3j dg¥ j Isfqw Hdzv dzOL dzOyj dedw ddzd dL d3j dzj dzd"

g4 ddzlsOC mdMm hostname name
name dzso sy ddzw R BMIsO.

1 20U dzd i f tzdlt BsdzyOl 5 ERsdyOdds & iniserdagatedj dzs  d W

fidxddRr S tsd3OdzH " Global configuration

I iStsRidiOoydd s dimfsd! L so Oded ©

[ OdzdzO" CtsBOdH O § sy dfi" ascojite C ddgl (T kBOQ YOS kO®S d o h
TS0 dL dgj dad s dzj B34 H dzj dzdats .

1tod dzOL 2Oy dzdd ddzd dL d3j dzgj dedd dd3j dzd ~tsMlsO Mmdzj HEz] s
T dv Fbfits@ds] Hdj dds] Jddiv, oCds yov Htdjd §jtot
T d dzw sflsO® Mtmistsdls dL BHdset ddd dajmMStsd ¢dan s

1 COyHB] Mt 5B W LB frk@is fyws diy daszC o' zOIs d dzi ¢ 56 15
fsmlsswis: dL BESe &OddNscts OdYOodkO (¢ OS¢ Mkt

11

(HdWdMm) .
1l tod d3j to
1d3xd fedejrjd fteddite dL Gjjutaibdedy dd3j dzd rtsMisO dzO
Router(config)# hostname juke - box
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Ip domain ame

s SO dpH @omain name d M sdz! L zjlsmw wHdw tsftejHjdjddy dd3j ded |
dmMf sdz L 859 OlIs! MW Hd&zYW HGY sSdzdzj dzdw dzj f sdzdz" 7 dd3d dz nsMIsTE
TsMisO) . kv BdsSdtss Oddw {Ists?2 WkdSydtsdOd: detsfdsd dfr

g4 ddzlsOC mdMm ip domain name name
no ip domain name name

name gz Htsd@R 20, (bt ddMfsd LEzjlhw & &z
OolstsBOIdyd MEsets L Oo jteh jdadWw dzgj f sdzdesets ¢
Wstedzddtelzj Isw f sMtej HMlsosdg HisB Oodzj dzgdW H 5
9 Ctdzj y def dedese tsmis ©.

1 20uidedi fts I d3tsdzy O &ahbsled

fidxddRr S tsd3OdzH " Global configuration

I iStsRidioydd s dimfsd! L so Oded ©
R tsdzr LEZ2Ij { bk StBOdHE HdY d2OL dzOYj dzd W H s R dzdats @ 5
d3j 20 AsMmisse, Ctlbtster j daj MH jjaadddss s lofHdgjddgddzdzseas Hdsts v
HEdR) dede” o5 da3j daj &3 § 5 EdstsdzyOded & .

1l tod d3j to
1d%d ftedeojHjde fteddid o dzOL dzOyd dzd v rexadyjledgdps e s d d3d dzd
Router(config)#ip domain name example.com
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[fdBBBj* Jjd&gy MBoflkz! s LkBe

Ip route

[ dz" HBObp &f dziff » IsOB dzdylk EOEh toklsdL Gpy dafite d f e L 22 Is
EHOdj dzd" OLh izl Cnod Bler@ € Is kO © .

g4 ddzlsOC mdMm ip route prefix mask {gw-ip -addr | interface - name}

[ distance ] [ permanent ]
no ip route prefix mask { gw - ip - addr | interface - name }
[distance] [permanent]

no ip route prefix mask

prefix fsOth OW 5B NMOH @OMss, HiS Ctlsttes? st df
[ 2" LOHOdRIY ®BOkh ttkzlsO, Cslstter 2 BEHjl (I
IP-OHtejfp HEtsdzyjdz BT Is¥ tBOe jdz 0.0.0.0

mask BOMS O "isMls0 d didts ltstetR) sidis s fHdsh T o 0§ Isfyw  d3C
LOHOdd" &ROLh tkls®, Stbtster?2 Bkujl JMfsd
BOMCO fsHmjlsd Hsdy kO B'ls! ©Osdz® 0. 0. 0.

gw- ip - addr IPOHtej M Ndzt L O, yYdtejL St 2 ftosfdmr 80O

interface - name d i) Is jotpdals j to¥Dj 2dnj Isj o 52 fi daldsjdmy¥j jd2 Is ts y dats
Mtstslse jlsMisotso Ols! CtsdStej sdesdsz Md s ddzs d3l
RMfsdz! L soOdzedj ddzlsjteW j2MmMse, L OHOdzdz = o
fsdgtsh s 8 fjtejudimdzj dzed?2 ddzd h OB dztsdetse dzj |

distance OHBd dzd MisteOlsdo dzOW HIMIsOdzydw™w ( di3j Isted S O) ¢
[ dOdzdes? CtsdB3OdzH ] BLRkHjIs ftesdc destedtotso O
dMmyf sdz’ L soa Ols! jj dzj tj Ctsdzj dznlzj Isfpw

permanent sBtsLdOyjddj (oMW ddetsets BOwh ckzlsO. 1 Otc
f 5C OL " 9 Ogheviprunnifgxonfig, HAEZOCES toj Odz! dzgs dzj
lJtedmbkzlsMmlseazjls HdzY Mo &3 Misd s i€ifcom f tesH |

1dHBfEMIsddR3s S OLT 9 Ols! tsH dztso toj 3] dzdzttP-QfHOdG Oz j Msdizyr L @, dzlsyj,
Cbster 2 ftosfdmr e 0jlsmw BOh tolzls.

[ Oteh tokls 5 BEdgOdldzd:, (5 SChkbsikfc@o awlzazgjIf-@K tg Jsfy J Mdzd
ZOL dzOyj dedv, EZCOLOdzdzr 2 9o LOGtsdztsaCj H0O0Ci0O, d MmMsed
sOBdzdyj ®&BOwhkzlsdL Oydd.

1020y idedi 5 FPdisdzyOtemizismiseokzjls

P idddr € tsd3OdzH " Global configuration

I iStRidHOudd fts dMftsd Liso Odad*

RfMfBd LE2sj ik CdOdHEZ HdW HsB O dzj daf ™ OO faafshy g
HsB Oo dzj dzd j BOEh teklsO M jflse dv j sfw Nate- § tSc sl
Codf e OYdd

) Sosttedts] HESBOodzj dedj Mkh jsoakeh jets &OLh ek dzj M
0 dzO dzts ¢ CiyatztOS).

9 Is
LSJ
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RMfsdz! LEjdgr j [d84 d&OZOcO®¥Is IstcjBtsoOdedj, ylstser hdze L,
BOth tolzls, Br dz HisMisky jdz M Mjlsjotsets ddalsjteWw j2MO EMmstet

] Ot Odsgidsatce e dzstedolzjlsMw. 1 td HBBOodzj dedqd EOEh tklsO o
BisEdS O, OdOdEsedyudzOYw k2, CGlsSEOY o' MisOo dv jlshy {
fsBsh! v Cod@udeiradd s | & § dhawdiPdeue H oW HOdbESEs GO &
BkHjls §COL Oditta nadzO Ui @l gats j 1.

UHOdz] ded 4§
ssBOdHO By jls Brilsy 99jHjdO Itsd ¢ f € cdftsdzd
LV HOdzj flag d dzd udidstehtste:z Is ©

no ip route prefix mask { gwip -addr | interface -name } [distance ]
[ permanent ]

] OtcOd3jdistance dpermanent d ¢ detstsgiglr. [ MisOdz' dzr J § OtcOd3j Ister Ht
Mtstslso j sMiso tso Ols! § Otc O Yslichpilz, € tsdsHsamafig.jr wrini ng

VHOdzj ded § BAs" OHetgandes? ddeW stedzOyd d:
no ip route prefix  mask

[sdzdydji HOdzdets?2 S 5dizOdzH "  tsISCisfdsl@Ss B dats?2 € s 3O dzH *

TICBOdRH] d@jseritHddt fesfdn o 0ls! &OuwmEislwyjisfisk
) Milkjotsets ddasj W j2mO

T 1Ssdemsdzd f OtcOd3j stetsdz, Mo w L OdaigtanBe i d§) Ilote i ts2c o ol dDVS
ff O tc O dxdmitgstrative distance

1 1 OOdgidamce d¢ dzstediol jIsfw

1 {smkls M & &P tktaa®ip route HdzW EHOdzj dzdv dBEBOteh olisIO@ daffoyr i d
BOteh clzlsdL Oydd.

1 ted d3j to
Router(config)#ip route 10.10.10.1 255.255.255.255 10.2.2.1

l sL sy dzr | Mestseh jdzdvw B ShdBSCOR fttdeajHjd o IsOBdzdy
v OB dzfy O

utstsB M j dzad § 1 sw fdzj deqd J

%No matching route to 1 ¢ sd3@alpirguteL OHOdz di3Oh elzls, tslsMmizlsf
delete Cesd dezteOydd .

stssBh jdzdj, OdOzseduydesy Ci sco | (

%lInconsistentaddressand | [ Hddz dL Heolkr MizZEyOj o:
mask ) OHOd daj C 5, C Is drask> f (Ode@idi@EEWLTE0).

1 dZ2Oyj dagfix> <dnask> dzj Mtstslse jlsMmise ks Is
( dzO{f jotd169.168.10.10 255.255.255.0).

usseh jdzdj, O@ROuOs.d s ]

1d)d ©® HOdedes?2 IsOBdzdyd ftedoejH,jder
H dz¢s_console.
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% The network interface 1" sCO ftosf dMOIs! dBOteh telzls yYjtejL
must exactly correspondto | L OH Odzdz’ 2 Haliae®.Gffigj f s d3tsh + ¥ h OB dzts dz@
a system network interface | L dzOy4 dzd 2 .
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JfdBtSy! Ja¥ MBoaflz! Is Isyit

cryptopkitrustpoint

s s 3O dayp  pki trustpoint dmfsdzr L zjlsmw Hdzv Bl vedifigteded v d d3j
Authority i & J telsdW d S Oyddadzr 2 A dzlste) , O cdst@sippipt confidaration~ sSH O 9
HdzZv deOfMlstets2Cd §f OtcOd3j stetso  ff sdzz yj ded v CRI) d i § QzWis ldzts LOedL) d
ofmMjin dHjdsdWdCOlssteses d MjtelsdW S Obtsy, fHaswrOaeds i MM
ftcj ¥ donhtd

rdzv ejedmlsteOydd ¢ d dsCOod dsets Mjwlsd¥ dE OO o BOL
Mitwcsd¥dS Otses dMmY sdernmjitedr. Elsd dzdls O

gdd dzlsOC md M crypto pki trustpoint name
no crypto pki trustpoint name
name gizw w¢. ydgsizdd dzgj dzedIls' § OtOd3j Ister ,2xJ 5B

oo jHdlj dd&v, SCckttsj !lssdz w¢ BN s dOI

1d20ujded i tits PasdzyOmwRdOUj &) (6 EdsdkyOdds tlkfkzishss b

L idddzr  C sdzOdan T Global  configuration. 17 ff tsdzdzj dzd j§ 1Ists2
sfqkh j Mise dzv j Is ocq tustpoiat caafiguyrafial.

L iStiRidioydd fts dhftsd L se Oded ®

s B3O damyp  pki trustpoint LOB"NOjls CSsB3OdzHEz o cryple Oteas dz W tstc O |
trustpoint , CtkteOv dMmi €deolOBe Puzdfh¢f BEela/PNGatf 3.0.1

RMftsdz! LE2Is] sk CBOdHE HdY GBI Wodzj dgdWw dJd3j ded € tsted
MOoOBsY sHY MOdede" 2 MjtelsdW dqeOIls. 11 ftsddzj dedi +{ sts?2 € 5BOd
ca trustpoint configuration, 9 Ctltosdz BIsckzls orf § sdzdgw Is+ Mw fdzj Hizs b

crl query 1z dls Hdzv deOMbstes2 ¢ d {fAREORB) Istetse  ff sdzkz yj dad v
revocation -check TS OL " 90jls tjydds CRigY sdz! L s9 Odad W
exiti sfyplzh j Mmise dzw j Is o r Zastmistpdint cotrfigjuatods ©

1 Offlstes?2 € d o tsdzkz yj dzd WCRY B §{ tlf lsfg L dsio Offigf Wrastpdins R My j bk
s fls O dztragtpdint zOMls e s2 ¢ Jedzstedtelzs Isw .

UHOdzj dzd J

UHOdzj dedtrustpeift sz h j fils e dzv j Is o chypraz OpkeiH tsustpoint name.l tsfiydzj
LlIssets 9" HOjIsfpw MmtstsB M j dad J :

% Removing an enrolled trustpoint will destroy all certificates
received from the related Certificate Authority.
Are you sure you want to do this? [yes/no]:

[ fdzd o eydstyls 3By dzts ) s € to CeskrUsoyd )HitsudtsEindizsi20 dzq Is v d L
CsdW dekwOydd. [ Mdd ¢ CANJ tssds qTOIS Miso Lslsster j| fodowe
trustpoint, s dzd [z H O dzv Eidedrlike SCEAEY dhelk € OYydd, KOS d dL BOL'T &
fesHEZS kO,

[ fdzd o engom I g5y dzts M sS ts@ ldatE B NOB) L C ol s fH j 2 Mlso ) C sd3Odzn
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[bdzdydji HOdzdes? ¢ 5dizOdeH " 5ISCisfasl@SsB dzts?2 § s B3O dzH *

T 1 cHC @O O]l | ment dJeodzstediolzj smw, ftesdLotsHdlsmMw ISt
fsdi3sh+ ¢ cert._mgr 1 mport

1T ydlsOoslstd CHj WY S Ol , MzeSgd&Ok" (MjtlsdWds Olsr
dedestedelze sipw . [ sCOdz dz" §j Mjesd¥ dEOlr dseckzls BT Is!
Elsddzdlsts?2 cert _mgr i mport.
1  sBOo dzfsezdefsets trustpoint d f§jtedyudmdzi dedj dzj ¢ tsdz!
Slsdzd yoOjlsmw HtezcH B BeE @]l © MY Higij talgdijide]j Cdgfls ts oC: A
T dHddzmilse j dzdzts|j O istsjdMfRiigjitco J O d dzOMistes?2 ¢ d CRL] 3 d &3O
ofMjceHO BjtklsMmw dJLtrufipoistea s E€tsddf § ety d, shisOdz dz
dedetstedtelzs Ismw
l tod d3j to

1d1d HtedejHddz Jtoddzd o d fmaniptde’ pks st@dpdint  €.ts dfOedzHY & dzw | Isfpw

fn dd3j Ba] &sd " 2C OL " ofOg ds Mfvte ts ayjistesC § M j tels d ¥ qCRODGPY & g2 s p lizfy

dMmMdzd tsdz ftej HMisOdso dzj &z 9 B OL J§ ( KEB Iz &I @O J dzd i d2E dziz ks

sts " IsC OCRLE dlz  dels/ld BAPEIfplz f toj HY ted ded BBOJ Isfqw  d Mmi:tels W
Router(config)#crypto pki trustpoint ka

Router(ca - trustpoint)#revocation - check none

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 75



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

crlquery

S tsRBOdah Oquery dmMf sdz' L 2jIsmw Hdzw WwWo dzDARMEEC D) BBy MO |5 5L
Bsy dets L O fCRIS(@edtiicate Revocation List) , ftetsd3j Y zlssyder jJ w¢ MmjtelsdW
M elsd¥ d¢ Ols GROMEHz] BPdIs M dMsE GlstsL o @izdzhBo Hfj bl & C
ftoj CtcON jdzs Y5 Iss?2 dadzd d des2CREL @ g tlzD J Is R gl & ifizis ¢ dz® O dzd §

fOtlsdzj eso GhtsLoOddyr 7 Mjtelsd¥ dCOte.

l jtojH GBLOLDARMiGOY ok h dv L MdzOyoeRemftsEEdB O Bdzj j e
Lstsds §odj 4§ totsy qUDAPEDE Qo jYtddds ' oCdzw j s W  dzj § 5 dzder o5, IPsts H-
OHtejMm d f stels)erl dquent.tsqOBRIM G H j oy dIs 1 ts dzbz’ qReryt] dzfs +
dmyfsd Lkjlsmw. [(Mdd o @RPclESEdIOEFdb] Bj EHEY 1 O ¢ 5BC
Y otLoEOO o tjydd & ECRHNEDdiTls o jclsfd’ LIOY teOufiis j
£COL Odzdzs sz o  f s PP (DRLWDIstgbtitpE Foibtd) d 8 drj ¢ lkQuerk

f ftej W e Mg

gdd dzlsOC mdMm crl query Idap://ip - addr[:port]
no crl query Idap://ip - addr[:port]

ip - addr IP-OH e jOAP-Mj teo j 60O, d&zO € tslstswORbs du € fHOs dzd § &
fMizj Hkjls SlsfttOs zCRL L Oftsh’ dzO
port fstels, dzj sV @sQdiz lstds? 5 EZdisdzyOdeds 389.

1 dzOuidedi 5 b dstsdzyOgeljezd OLDBRIf tto j 6O Wodsts dzaj L OH Odz
CRLBEZHEIS BlsftOodvis' v dzO CODR | f,
fjesd¥dSOO. [Mmdd fswls dj LOHO
380.

L i dRsRODzH T fra trustpoint configuration.

L iStiRidioydd fts dhftsd L tse Oded ®

R sdz' L 22 Is jorl Camep@,deH gfdzd MjtelsdW dC Olsr dzj MtsHjtey Ok st
slsCEHO sy jls ®ERUs! 1 forf dzle iAERNGE]ge | O d MY sdz IP-@R ts j f s b dz
oftsL diz3sy dets § Stels.

HBOYUOEO Hj &ZOjkmw § sy kg o) HPpRaEswifdd & [ Med 0 f
LOojteh O Isiyw LDAPSPROBOCEGL ERROR( dzOdB 5dzj j o j 6w isagzOw § tod
fSHHjBY o OjIsMY o jthdw 2), It fsobktkwY | kLIWofEBHIES O .

[Isdzdudi HOdzdzts?2 CtsdiOdeH "™ SIsCisfasl@OIsB dats?2 $ s d3OdzH T’

T1@rl Hd LDAP fjts jtt0 @ det zjnkt® jtsdntw O dzPwOdiaf{jj Ists
OHtj MO d, oBL i3y dets, 1 tsricdsre , [ szl @ dpdz@UzEtc B NS fyw .

1 1 s5BO9o dzpiledefséts trustpoint d Hjtejydfimdzjdedj daj M¢ sdz
sls dzd YOHjsH 5l Hiekze® d oMjcHO feifptsedbd SOl Gy g
| dzfls o j dzdztsij O Hsts iR jjtco j 6O d dzOMistets? €  CRL 3 d BO

dHd
oMjcCHO BjtklsmY (L truftgoistets € tsdaf i clzePsld q, GhlsOd d
dedatstedtolz® Isfw .

1 tod &3 te

1dxd fwedejHjd ftoddite dmirsdueytseo Gdzd "W oty dsGsdg'™ kag ) d
d 2SOLT 90jlsw OHtjfM, §t CREbStsd®z MdjHkjlk (M Ok

Router(config)#crypto pki trustpoint bar
Router(ca - trustpoint)#crl query Idap://10.10.10.10

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 76



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

revocatiorcheck

s 5 3O damivlcation -check L OHOjIs fsmdzi HiB9 Olsj dz' desfls! HEsSf EMisd d3"
Mdlsd¥WdS OO fOlsdzgj t®. | CBRBOZH] ESCOLTM a@LIsmwy tOL dg

[dz" oGLOBOKO o tiydd 65 EEsdyOdd® dhfme Lk2lsj kb

gddzlsOC mdMm revocation -check methodl [method?2]
no revocation - check

method 1 OOk Iste, ftoddddOs h g2 Hds dL Hebkn L da

crl ftod ftoso jt6Sj Mjldids OO ©RY L Ol d
[ pdzd Hj 2 MICRIzdE" J2O2H jdz ©# BOLj ftosH
bHOdsh {fcszetsd BAPS &zt fj tslsd ¥ d < Ols
§tod dzd BOJ Isfmw

none ftod fteso jteCj Mmj tolsd W JCROGOY | dz? s p lizfy
dMmMdzd tsdz fejHizMsOdzso dzj dz 9 BOLJ ot
ftetsyjIKEfSe &5j dzO@. [ Mdzd s dgj O, s
CRLI s ftotsldBAPSEIEZ ftcj Hif ted dad B3O sfqw d
ftodded BOJ Isfw.
metho d2 fOtcOd3] Iste dzj sBWLOIlsjdzt dg" 2, ddzdjdIls tSHdats L «
none ifmMdzd Hj2MmiEBUAEN qRO2Hjdz @ BOLj f totsH
EHOdsM! {fsszyetsd BAPs &zBEs fj tclsd ¥ d ¢ Ols
ftedded 3O smw. RrRM{tsd Lk lhpthoddssdz S s
crl .

1 sMdzj Hso O j dzt desis! delistf &z MfstdEH Ftc ® P if JlOO] DOIl$ Q ¢ tsd3j d

s dimftsdz' L s9 Oded & .

1dz20uidzdj s bassdzyOdzatss ZdisdzyOdzed ¥  drgupdstizn L {xfjelskin verl .
158 C sd3GmeM jrunning -config BEHJjIs §8¢0L
HOdzdzOw ¢ sd30OdzH O, HOYJ 4 Mmdzd ©BdzO
9 dJH.

L i dRsRODzH T ca trustpoint configuration.

L iStiRidioydd fts dhftsd L tse Oded ®

[ dzv ¢ s dg@akation -check crl tsBW L Olsj dzj dz H JCRIfps oz® LM j[d 2f tstsH 2C s O,
dfmdzd 1 s GHPLAISQY s BB Is! f t5dzlz Y JLOAPY 5[ MRkl ssEzmydfdDAP § s
dzfj EZHOsM! , bLEOH)S d@ISHE® JdPIsf ed dzd B3Oj smw . Clktsls tjydd
Zd3ts dzy Oded & .

1 5 ¢ sdg@wmation -check noneftod ftoso jtcCj MjtelsdW dE OO ff Otsls dz
ftosdLotsHdl! Mvw sqr IsCARL G is Ml B L fste @RI Iy @ dofzdad) dzdzr o3 o
ftesyjIkKERBE &3 d2O, dzts dzi BRZHjIs ftesdL o sH JUDAmMW [figsld Is¢ O
Hj2Mlsoa EGRLR dO2Hjdz, Ists MjtelsdW dC Ol § Otclsdzd 6O 1§ tod dzd d
s s 3O dava@ation -check noneL Od3i " Ojls o MIlsOtesd3 Wris wdgéralj , ¢ s &3O dzt
ColsstcOw d MY tdBiscod@Sdpafifyd go REI2VPN Gate 3.0.1.

lted fso s MjtelsdYrevbcatierd -fhecks slds@aze g My sdz' L 2 Isfyw
Hj2fMlso EGRLD BOL' §HBSHESKO, dERLHEEdR]G st 86 Isdzj f ls@fz,y j s
fosls s COAZE [ GREdf S5z Y KDAP dejs zH Odzsf! , st fj elsdW ¢ Ols
§tod ded 3OJ Isfpw .

s ts 3O dmvdgation -check crl none L O3y " OjIs o MisOtesdy GristhdsdDisj ¢ s5d
effort , CBlsstcOwv d MY s dBiscod@SP dpA@fiffyd do Bel2VPN Gatg 3.0.1.
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[ v f 5 Ry s v to s 4 BAPE B s’ il 0o dzQDAPHG jtdp j O,
£COL Odzdzr 2 @l ComelyOdzig) § eslsdo desds Mdzz yOj kO OHtej f), k6
fj tels d % COMIs O

1 5 € 5 d3Qekec@idyn - check none drevocation -check crl none j H d dzfils e j dzdz" d3d
Emdzsodvw dsdd fteddewilsdwyw Mmjtelsd¥ SO0  Otlsdzj te @ BUdHtz Isj cdigj d
dLHOAz Ctlstster 2 arustedhClxj dz ¢ O¢

{ Mdzd L OH Odets tridgpdnstsdz! Cas C tslstster 7 L EenoPadnd ¢ dcheglo dzH 1Ot
dmf sdz! L 2j smvw s s df jSide Loz Ofdstp@nigjLisSis dzif e e Oyd d. [ MisOd
C 53O damvocation -check d 6 destedtolze Isfqw .

[lsdzdudj HOdzdzts? Ct5d3OdgH " t5IsCistaslOF B dets?  C ts 3O dgH !
Lddmysd L 2jiségsp. 6 3 dd3

l tod dzj te
1d1d HYtedeojHidz ftedd3jtc dMfsdz' L so Odedw CthegOdegf ™ . [ BT W o

ZCOLT 90] shPAPOY L O, (5 Stlststetsds@RLBdz) H If joliso fff ozl yd s
Mdlsd¥ S OO § Olsdzj 6O

Router(config)#crypto pki trustpoint bar
Router(ca - trustpoint)#crl query ldap://10.10.10.10
Router(ca - trustpoint)#revocation - check crl none

Router(ca - tr ustpoint)#exit
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crypto pki certificate chain

s s 3O damy@o pki certificate chan dMfsdzr LzjlsmMw Hd&ZYW onBHO 9 t6j
Yydifsysd mjtesdW¥ d¢ Olstses u ¢ .

gddzlsOC mdMm crypto pki certificate chain name
name dise ¢( ff sdz' L 22 s Clestdsysite tsdfj dz*e," dzts € 5 B3O za tz2 dzts

crypto  pki trustpoint ).

120y ded i 5 Iz dsts dzy O dzdz® y i jz ss dzyOced ¥ tslsibklsfmise ks

Pidxddr Ctsd3OdzH T Global configuration.

I iStsRidiOoydd s dimfsd! L so Oded ©
s s 3O damyfo pki certificate chan LO@iNOjls o Ok dE tdgtiaizy 2

ca certificate chain , S slststcOw d MY tsdBiscod@S® dr@sfiffy d do Bel2/PN Gatf

3.0.1.

1 0 dBsdzj dzls 9 9 sarypto € pkilz @erificate chain di3w 4w ¢ HESdzy dzes BT Is' |
sBi Wo dzj dzts SctypsO dgkits Fustpoint . [ fMmdzd dd3v dzgi L OHOds, Ists 9

M h j dzdJ B CAhtrubtedingfor ceft éhain not knowno .

RMfsdz? Lk21Isj 1k CEREOdHEZ HdY o9ntHO 9o tjxdd3 dzOMmistets?
¢ s 3O dzertificate .1 fted v dz@spoirtbm HASE ¢ O sfqw dzs BT J v Mite
Stsdzr €58 dL BHd2 yYyjftsycd. 1 0nasHwh: o LIssd3 toj Xy dd3d,

UHOdzj ded §

VHOdzjdzgdj yjtissySd mjtelsdWds Olstse ¢ sdzOdzH Odzd
no crypto pki certificate chain name
d dzd
no crypto ca certific ate chain name

dzi HBifbkMSCOS BOY s Mstse " MdBEmovedtie trustpainBtd rgmove the cert
chain.

VHOdzj dzd j v ¢ Mjlsd¥dSOBO dL vy f seghiffatesmizh j Mise dzw j Ismw

Jlsdzdudji HOdgdets?2 € tsd3OdeH " SISCisfasi@IsB dzts? § sd30dzH *

T 1 Cisco ft s howryptaphi cestifichtésaiggndzH j fsCOL" 908 sqw  C.
Mjtesd¥ dSOlr d ds¢Odz d&f §j Mjwlsdw s OIlsr. 1 Cisco vy
FHOddls! w¢ d dsCOod dzF | GprhEgi ge@isCs OCAsmjgbd¥ d
ZsCOdzt dzf | MjsdW¥WdsOlsr IsOCdd3 sBOL BB 99 Misd daj &
BJjL MjStejbdtses Cdz¢ yo) . 1 1 twtsHbkSISy ©® cs_consol e
Hdzw tOBBIsT M CA MjttsdW d¢OlsOdkd.

T 1 Cisco dMm§td L kgt (€©OdsC s IRSABHESCKS] §SH ©BBGL
Bsckls dmfsd Lo @l Dfy RSAL S Olr . |5 Hed) ds mssed
fsslse jlsflsedj: RSA CA fjtlsd¥ d Pty dshHedr 0 s st
M telsd¥ dCOls §sHY quipy I PG IS BEUDOE s, DSAOIEAY By fedsfd™W afO,
ksd C shpPBIAGY < Olsr .
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il

gdzj HiIZYE Is" 9 OlIs! , yYlss o SCBdWdekzOydd dzf L OHOJ sMmw
ZsC Odz! dese s MijtelsdW JC OISO (9 IsjtedsddzOR Native LSP
fpewiLd M tIsdd atL @3y d Mdbkzoydd, Hasdedy sis$imdaf dzj
ftedfmMklsmMlsozs s Bsdz! " | BHdseBs dzsC Odz desets M telsdwW d ¢

ledBfHEE dZs2 Mdlszoydd: b 1§ Otls dzj Geificatej Redheasts § dify O ¢
fOldjtc SYdHOjl Gl wsCOd dscts hdsLO Cdbie]lsdr 2
fedimizmsokjls), dts hdsL 5 Mosdd Swdljtedvd o s
fSHRBSHdl §Otlsdsj Blz.

SOfwOo ddzs, OCHdR ftetsBdzj 3 dzaj oL dzdSOfls, JMmdd Mt
T vsetsdrn §Otldy ese { WeffifaipO dzORetuesy! dZE ® k& dsts dzy O d
Ctodeo j i3 tedzets IS OC Cigcoa j 2B gzish ddzfilse j Mz yoOj o f t
1 1idMmi sd LApgrdsdiye Modef tod tOBSl] M Mjwlsd¥ S OO
(LCLtldujmMSd2 fMAzzyo?) .
1 vf Otclsdzj 80O HESd dzF B ' GA) jMedsdf JESOBL QdzC sls e’ did
fsHY MOdz dztsC Ocz' dz Native | 3P QB EY @zl |

AcceptCredentialFrom (cs_convertero f dMmMr o OLAEMpEIGIW d ¢ Olsr
dzi ¥ O0hdj o Ce®@i gsdzyjdz B Is! ftostf d nBtdpinf sSHASHWH

1ted gj te

lteddsj 6 dMmy sdz' L tsoc®pm W pkiS welfiodde © chain ftedo jHjde ¢ C 5O
certificate
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certificate

s s 30 daer@ficate dmMfsdz LejlsmMy Hdw tjedmlsteOydd ¢ Mmjtelsd
[ OdzdzOv € s B3O dzH O to O reribc@tg dhainecontigiratigndsj 1 dzv  EH Odzj dzdw T j tels
dimf sdz’ L 221sj 1 fstz] K EcUPEaglz

gddzlsOC mdMm certificate certificate - serial - number
no certificate certificate - serial - number

certificate -serial -number f SWHCtSo T 2 desdi3itt vd Mjtlsd¥W S OO o
ftoj HiNlsOo dzj dzd d

120y ded i 5 Iz dsts dzy O dzdg® y jifdssf jz s dzyOced ¥ tslsibklsfmise ks

I i dBtsdzOdzH * Certificate chain configuration.

I iStsRidiOoydd s dimfsd! L so Oded ©

VCOLOMdr 2 o C®ROdH,] (BEWHCESOT 2 desBjte wd MjtesdWdsa
ftojHMmlsOodzj dzdd sy jls Brls! dzg#Br 3, kKOS COC o HOdzdzts

RMftsd L22] (st O6dPduit wo"MitsBdy (SO0 o BOLE fiofs
Mjtlsd¥% d< Ok O.

rdzv HBBOOdZj dzdwW MjelsdW JSC OO sfmMdzi 99BHO ff stEnter so tsc
sMmEh j Mise dzv j Ismw § fdofigpubkey, 8 otc (Ofsdsds tetsd3 dzzy des 99 j Misd o «
o dHfjcMdzj HIs9 Olsj dz! detsfylsd " j MisdzOH yOlsjteduyder = ydmj dz. 1 dz
MjtesdW¥deOlstsds dL BJddzOtcdzse s  toj H flsdPmyiziemzdovs fipf © di filstsmOd
dzs BT 3 Mo sBBHAE tOMftosmMistcOdw j 5" di3d Elsdddksodkd. 1 OdJ
Mdlsd¥WdS OlsOH YOk j gfdgdesd3 f toj HMMIsOo dzj dzgdd HEsdzy d2ZO EkH o d

1 BOCHd BOd dzOW Hdzd dzO i HdBH FdfEsd SiisBsS 5§ EMHS O sfw
hj MlsdzOH yOlsjtedydsy » uydmjd ©OLBdO Ol! & yHE ;MEB 52

1 SsdzdyjmMmlsoats MdBosdzse o MlstesC ] Hpdzp@s dd BiIs! yj Isdz
hj MlsdzOH yOIsjted ydesy ydmats.
ltej CteOh jdzadj ©90tHO MjtwlsdW dS Ols@uitL OC Odzydo Oj Isyw € sdBBOd
1 Od3j Is d d3,Bel \(ANtGate 3.01H s EMC Odzts? o9 jHjdzadj] MjtelsdWds OO

vjfjldsts dzj o sL sy dets, SOC COC §tswo o dztseip ts its&as O dzd y j dzd j
Mo sdztse, tj Odz! d&f | MjtelsdW S Olsr o 1z Hdzddzz dzj ¢ tsd

1 Od3i yOdzd 4 :

1 sdz L s9 Ols+ MmvwecerlifimBO dzhH2Y toj e dfMisteOydd ¢ Mjtlsd¥ de OO
FPHsBd @3 My s tj edMmisteOydd ¢ Mjtsd¥de OO o BOL
s d dzgdst'mgrimport. 1 sfpdzi toj e distcOydd  tsdcorfgaleiHhz sihj jods iy lsf @ t
BlHjIs HtBcBmikgzsd JeztcOyds (dzsedEO 5 Oolst€BOISdyl ME
M tlsd¥ d ¢CiVGlRe Sosdz¥ e tceOydd d BOL ] dsCOdz df 7 dzOMmistetsy
Aoddae- osddL &QPdwmg dzj 07 Of EME Cdmsdzdo) .

lied i te

1d%d ftwdejHjde fteddsjte HiSBOoadzj dzgdw Mmjtelsd¥ S OBO M § st

Router# configure terminal

Router(config)# crypto pki certificate chain myca
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Router(config - cert -chain)# ce rtificate 012

Router(config - pubkey)# 30820337308202E4A0030201020210337F
AEG6C6B85536F834A8D8ES358333F4F3090A06062A850302020405003038310B30279
060355040613025255310D300B060311400055040A130447494E53310B3009060355
3240B13025141310D300B060355040313F9

Router(con fig - pubkey)#quit

Router(config - cert - chain)# exit

Router (config )#
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cryptoidentity

s sBOday identty dMysd LkjlshMy HdY MsLHOdkdY MfdmSO dh
Hsdy jdz EHBo dzj lsosteWils! fMjlsdWdC Ol § Otlsdej 60 ( § Otsls dzj te
fsmsswis: dL dHj dzlsch¥ HEnOds siictsdo WsidfedOls ' v ¢ Cdf e 0
[dz" EHOM ¥ MiYOEO®cHs jddsftid Ljlshy SO yng ¢ sdEOdH O

gaddzlsOC mdMm crypto identity name
no crypto identity name

name di" MIdMCO dHjdsd¥ s Otk

1d20ujded i tits PagsdzyOdzdzOUj dzdj 65 EdsdyOdeds dzj Mmkh j Ml

fidxddRr S tsd3OdzH " Global configuration.

I iSCtRidiOodéd stizsL s Odzd

] sfypdzi o 9 tsH Ceryptds d3i@edrtity” nameeo ® J HdIsj dHJ dzlsd @ndf¥g@ns.tstec Isd ff C
RHJ dzlsd W ddh Qflaasjtet ls Qo dzv jIs M2 L OCtdeyj dedets] dzdets dzj L
Subjectj tslsdW d ¢ Ols© § Otels dzj tef@dn RABJJ joHs QW EE OIS taH 5 d3j dzdzs G 5
HOdzts Y d O daedhid fofins &30 dzH

1l tod dzj te
Router(config)#crypto identity myident
Router(config - crypto - identity)#dn c=ru,o=s - terra
Router(config - crypto - identity)#fqdn s - terra.com

Router(config - crypto - identity)#exit

Router (config)#crypto map mymap 10 ipsec - isakmp
Router(config - crypto - map)# set identity myident
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dn

SEBEOdMA Ny sd LEjlsMY HdY L OHOdd ¥n, d £ jsdelssdaisEilO I sty J stz 4
EHso dzj sostewils! Mjlsd¥dCOls §Olsdsj ©6O. [ & L OHOdd™ 1 Is
Subject j tlsd% S OO § Olsdzj 6O. [ % kHOdj dzd¥ HOdESEEs dH
CsBOdzHO M fnej W dS fed

gaddzlsOC mdm dn name_attrl=stringl[,name_attr2=string2]
no dn name_attrl=stringl[,name_attr2=string2]

name attr 1 MeCtcOh j dzdesy dzOd d3j dzts o O Gathject OlstedB ZIstsa  f 5
string 1 LdzOyJjdedj Olsted BSmbets dL § s5dzw

1dz0uidedj s bssdyOdedzOUf dedj 5 EdBsdyOdeds dzj Mmkh jfl

L idddRr € tsd3OdzH T Crypto identity configuration

[ iCodkidioudd s dffsd Lo Odd*

lted §sdmej dcfifigteleddiiddzdods 5 d3 f CSubjeatz]j kctOc tf sfizijtclsd W d € Ols O +
MH ] ) Ols! ECOL Odzdzts] dgdztsy j Mlsots Olstwds kzlsse d drn L dzOv

1ted iy to
Router(config)#crypto identity myident
Router(config - crypto - identity)#dn c=ru,o=s - terra,ou=test

Router(config - crypto - id entity)#exit

Router(config)#crypto map mymap 10 ipsec - isakmp

Router(config - crypto - map)# set identity myident
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fqdn

s s BOdgd® d MY 5dz' LHzdpvls WO H Odzd W d H § dzls idh ¢ ©dizvs 1c/0 | i) o
TsMls O f Oodgwiz OO dzj dzd W HOdzdztscts dzh j 2B MY C OB d B EHO
ftej W d Cnin.ts o

g4 ddzlsOC mdMm fqdn name_domain

no fgdn  name_domain
name_domain Hsd3j dzdzsy d 3w ~mtMisO § Otlsdzj t©®, Ctslsster 2 |
MeMmMistsdls dL BGHdses ddd dd MEtsd $dr e

COYHB] Mhzceots tsBWL Olsj dz/ dets Htsdzy dgs dzOn
ZOlsddzmM S s s OdzW Oa dIs O

By jls Memlsswis! dL BECe &OlddMSsest (
d ftesfdmde =), TYdi.j§ dmgeos O

1dz0uidedj s bssdyOddzOUj dedj 5 kdBsdyOdeds dzj Mmkh jfl

L idddRr € tsd3OdzH T Crypto identity configuration.

1ted iy to
Router(config)#crypto identity myident
Router(config - crypto - identity)#fqdn s - terra.com
Router(config - crypto - identity)#exit
Router(config)#crypto map mymap 10 ipsec - isakmp

Router(config - crypto - map)# set identity myident
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Jfdety ! Jdiy mMBoflz! s tmy

cryptoisakmpkey

s sBOdaypd isakmp key ftod oz dg¥ j Isfpw Hdzw ML HOddY ftjHEBST ]+
oLOdBBH]2Mlsody M it H]jdj dzder d3 f Otclsdzj tesd3. v HOdMzdIs!
Cdzt y By des M fsdEshs 8 Iss2 yng. SsBOdH M foiWdemMmsd

g4 ddzlsOC mdMm crypto isakmp key [0] keystring  {address peer - address
[mas k]| hostname hostname}[ no-xauth ]

no crypto crypto isakmp key [0] keystring  {address peer -

address [masK]| hostname hostname}[ no- xauth ]
address dmfsdzr L 2Isjy 1 Issls f OOd3j ste, JjMmdzd o ¢ Oy,
ZHOdz dzdzse s ff Otclsdzj OP-@ME fsi! L 2jIsmw j e
hostname dmMfsdzt L 221Isj 1 Isls f OtOd3j Iste, JMmMdzd o € O,
FHOdz] degdetse s f Otelsdzj 6O My tsdzr L 2§ sfgw  ddgv
0 dzj P dWtetseo Ols! ftojHiStojHJ dzj dedgr 2 € dzs .

1.
{3z Yyt td JdedstcdqtezjlsmMw. sdz#y ofMj ¢l
Moo js@EBIW Y [ ¢ Cisk®IRSB. | o

keystring o Hisf toj HJ dzj dzdgr 2 € dz¥ y, tcj HMisOo dzw s h g2
ftotsdL otsdz dets? C s ey dafer §d Mo sdzse . €
Htsdzy jdz B Is! dHjdzsduyd dz £ tsBtsdm f Otelsdzj tot
9LOddBsHj2Mlsoads .

peer - address IP-OHtej M EZHOM] ddtscts ff Otclsdzj tcO.

mask BOMCO ftsHmjisd, Colbstots? ftoddzOHddzj ydIls € 5
f Otclsdzj 6 O. RimMfsdzr L zjlsmw I[Istsdz Gdadresstcd EMmlis
1 d8BYWLOIsj dzt dz" Y st@tsddgplgtg. § OtcOBj Istc©® o |
1 Codo0Odzj dzglsdes 255. 255. 255. 255,

hostname dizv Cts@iEEoOs BHOAz] ddzse s § Otclsdzj t©. RABYW HIBS
mMewrLCJj M ddgj dzgj &3 H s d3j dz0O, CobtotsiBz sdz ff |
host.subnet.com.

no- xauth tcOMmh dtoj dzdzOW" Oklsj dzgsdW S OYtKE dag tcOdRRSC O- {1
dmftsdzr Lzjlsmw. | jsBYLOIjdz dz"@ 2 § OteOd3j Ists,
OkzlblgdF d C Oydw ddStscHO dgj dmfsdz Lkzjlsmw.
f Ot Od3j EisckzIOS.

1dzOyjded] (65 ERSdYOddOyjfds jz@sdyoddr slshizishiselzjls.

P idddr € tsd3OdzH " Global configuration.

[ iStgidnoudd i dhfsd Lo Odd

RMYSdz LE2I] sk € tsd3PgHHts fitdgy v fndsj deddZf WS dzs yj 2 Ok lsj dzls
ftoesyjHEZtCO Htsdzy dzO BT Is! o" fsdzdzj dzgO Hdzw BBtsdr  Otels dzj te
OQolssdOIsdyj MSd HtsBOa dzw jIsfqw o BOLEZ " dzs L O.

lted M sd Lo Odddiress OOz MY sdz L tonddk; ©Ofdighkg @ish
fsHmjls! 2 Yudoeosi dzj ydls Ssdf’ “Isjte § Otels dzj tc Gmasky Mk d 1
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ftojHsftjHjdjdedz j Sz uyd §jtejMmlsOsls Brls! fteddzOn dzj 3 dat
f Otelsdzj tctso . [ Mdzd k¢ Omaskg Oy @C@ujjcijinddls HdzYy jdz BT Is!
OHtjMm Mmild.

1tod dMmifesaxzd d § OmemBhds tz® Odzj dzdz" 2 § Otclsdzj .6 BEZHjIs dd3j Is!
EMisOdzOo d&zd o Ols! L O dh jdzdetsj MsjHddzidedy M dzsBBSGEB L
Codif ! 55jtcO.

1 OtO@PIss CsBOdzZHy o MicEHO dedstedelzjlsmw. 1wjHsftejH]d
hdWtelzj smw. 1 Ot dgidetc fptoejdgii D d3sliipls funring - config

or MisOo dzj dedz 2 [0]f O OHBH\BOUHEH | dzai YCOLTM 90 Ishw.

L 0zdudi ddd Blsiklsfreexdui | {Ht BROLE® Oj s o dzd ™ dzd ¥ dzO  t
Codf dewOydq. Clls §OwLOMd)lste oo jHjd HACistpe@Sse j Isflse
[Mid {btls §OOd)lste k¢ OL Odstow usng® dzeojifiy &tk § 5 S ts5d30 dzH
fsCOLT 00j 5w,

14 ©6OLEjhOjlsmwy osotsHdIs! delef GHEBEESC BHEY 0 BZOHS EZO. 1 1 ISt
mMetseh jddi tB ShdB¢J:

Invalid address - mask pair

{ Mdzd LOHOZO &BOMEO, dzaj ®©OLEjhOjIsMw 9e9tHdls! OHtej M,
192.168.1.0 255.255.0.0. 1 413 mMdzkyoj or etsHdlsmw

Inva lid address - mask pair

12 LY fmolstedzs s otHdIs! StsBBOZHE f OHtej Mdes?2 d da¥ stcd
CdWdekzeoydd. | {lktsd fMdzEy®j ofr etsHdlsMY BHdts L Mdj

A pre - shared key for address mask <peer - address> <mask> already exists!
A pre - shared key for for host <hostname> already exists.
[ dzv fmd3d dz@ Szt yoO Mz Hizjls MdzOyodzOG kEZHOMzdIs! MisOwikzes dd

UHOdzj ded §

VHOdzj dzgdj MmEh jMlsoake h jets Cdzt yoO o ftsdzdag” jIsmw ¢ tsd3OdzH 52
no crypto isakmp key [0] keystring {address <peer - address> [<mask>]|
hostname <hostname>} [no - xauth]

dbHtcj MdzOW ddaW stedzOydw wodzw jilsmw jHddeMiso jkagattmnd | dzOyOh j
IsSOCy § dzOdzd udJ dndzckauth IsdipzdstSidsiptaflz § Is v .

{ Mdzd 929 iMmMlsd StsBBOdZHE M OHt] Mds?2 ddW sSedBBOYJ Jis? ,o T SHICmls
SHd L MdpjedsshMigiedd sh ge € J

ISAKMP: no key for address <peer-address>

ISAKMP: no key for hostname <hostname>.

td o' oatHj IsjCkhj2 skomsdahnng-emdfgd § cEgL o sH MY Mstelsd t
ShBOdH §t MdzjHEshdd § s d dzOds:

1 §jtor i3 G5 cdg@sdmddressio Hd&zW GlsHjd dr o Tshlsse ( § OO
skfklsmsokjls ddd ©Oejd 255.255. 255. 255)

T HOdzj j fdh Elsmuddess Odenlzy A sHMilsj2, fJted L Istsdz tsdzd
fsHMjilkj?2 ¢ hdtesCdd
T 9 SCwdzyj ¢ dh kzIsHgstnafiedzOdzH ™

dBtelsdteso C O OHtejldsDd m dyH dfds@ge r di3d d3OME O dzdhpstn@mels ©¢ 3 J
dzi ftesdLosHdlsmMY (MsrtcOdw jlsw fstewHESE 90090 tsHO € tsd3OdzH

]
C

Jlsdzdudj HOdgdets?2 € t5d3OdeH " SISCisfasiO@IsB dzts? § s5d30dzH *
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T1ifsHHjte)y doaOjIsfqw hdWitcseo Oded Cdz# yo (fi60)

11 Oded Weflgd tlfllsmise (o -fa@Odgj sE @™ jIs dzO0 tjL kd kOl
CodOdH’ , o Blsdddsiodsds jQiksdeos @0 Oo dfidls s | sECH

T JCisco | OS Mmsydes 99 jMmilsd OHtj M, dzj Mstslse jlsMmlso lzs

1l tod B te
1d%d fedojHjd feddjtt MSLHOd]Y ftwjHs e H  d deses ¢
OHtejfsds 192. 168. 1. 22.

Router(config)#crypto isakmp identity address
Router(config)#crypto isakmp key sharedkeystring address 192.168.1.22
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Ip host

stsdzOdpH Bost MMaw L " 90jls ftojHtsftojHjdzj dedgr 2 Szt vy, dH, dalsdWh
f Otcls dzj te QP-O Hijte jj iGRs@BH to j M Qdgefv) .zH Ocdzj dzd ™ KOS 52 MeWstgd@ i t

CEd3OdzH ™ .

g4 ddzls©OC mdMm ip host hostname [additional ] address
no ip host hostname [ additional ] [address]

hostname dgsw FsMlsO f Otelsdzj 6O®. wddzsOCMdMm  OOd3] Ist
L OH Odzd W H 5 d3j ddeflzts(ctssy difigid dzthostnante b d30 dzH §

additional dmMfsdzr LE2Isj 1 Issls OO Iste HAMNOHW ®H Pzl W
Hdzw ExJ MmEh imsekzeh jets Mstslse jIsmisea W

address IP-OHtej M, Stk 2 Mttslse jlsMisalkzjls ddj dd -

1dz0uidzdi s FossdzyOdghizismise zjls

Pidxddr Ctsd3OdzH " Global configuration.

[ i Stsdkidioydd s diffsd! L se Odzd ¥
RN sd LE2] {lk StSBOdHE kktd' St HAY LOHORIY metie j
JGBOHE Msds. wtLHOd] ftjHsftojH]d]ddgsets Cds yo d {t
ddzd CIP-Qutsj Mk tMkh j e derypmm visakng d@ydzH ts 2
[ Mdzd o9 j Misd habtmO© k] EwIsster 2 wlkzlsMlsokjls o Gstsdad Pc kztcO
OHtej MO), BEHjIs " HOds Mt jddj tB hdB ¢ j:

No such hostname
1 OHOddj StdOdH' B jadditigEn (§ 6§ OSBED ¢ kHOd dds ofMjn
fsslse j sflse d2 hestzamer @ dgaafc tsdzd B' dzd) d L OB dzv jls da daC

1 OHOdzd ] S td3OdzH " ) adgisonal ¥ diStedfsatsteHslls ¢ HtsB Oo dzj ded ¥ detse
MfdmMS k& OHtcj ftsshostnamie , H Galzdzts ¢ S

1T iffdzd HdzW HOddzZe s hostname E)J LOHOds Mtlse jlsmlis
dedestedtglzj Ismw

T ifMdzd HdzvW HOdzdzciets hostname dzgj LOHOdy MmMstslse jlsMmise
skfmkzlsmMisod] KBsHdWdSOIste® additional ftwdetsHdl ¢
HSB Ooadzj dzgd¥ OHtej MO.

46§ sd3i dzh HQHICpWO Is IP-OmiHedj dg f Otelsdzj s ©. 1 tod IP-OH B§ziftfo dzj M
mMEh jmMsea ks s tsMme j dedesfls d :
1T 9 BHds?2 CtBROdZH] By ds L OB Bls! Iktsdz ¢ sSHddz | P
1T 4 o" etsHj { tsho® merd@ylzH gonfig o Mi cHO or HOJ IsMWOHtdy] fiidH dzts
ZO Codpmitz. | dzv olsstetsets d fssmdzjHkeh jets OHtej Mse
hostname 9 ¢ sdizPtmst] H B 09 dzv | Is fpdditidnakt a ts

] tod o3 to:
1 OHOdzd | dgj MStsdz? Cdr SsdgOiEMINO sH dzd i3 d 3 dz
ip host test - hostl 192.168.1.1
ip host test - hostl additional 192.168.1.2
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Il moatsH {5 Sheng@dmg, - config

ip host test - hostl 192.168.1.1

ip host test - hostl additional 192.168.1.2
UHOdzj ded J
VHOdzj ded J EMmisOdztse dzj dzdzts 6 thosthasntels(dPiAsHirfdsjofripitwvds digifiylhzj fls o dzw j
CEd3OdzH 52 :

no ip host hostname [additional] [address]

1 ted kS OL Odzd  adfiréss &k jOsiwd s v Mssis o jostigne d j &z Gy O tzdz" d3
OHtjMsd. [sfkMisddks ZSOLT 90! Ikod ¢ BHAd OHE] f.

1jL ECOL Odzd vaddredss @ dg Plsiae ® Isiitso | filstdn Is o o ostrdgen di 2o fj dzq
OHtej MO .
lted { bsd fadiida] s sy dzs dzj i BH0d Okestedtolz j Isfw .

[sdzdydi HOdzdets?2 ¢ s5dizOdzH "  tsISCisfdsl@S B dats?2  C s 3O dzH *

T 1OHGOgtsdz! ¢85 ftedowL Sk ftojHtsftcjH]jdzj dadets ¢ osthadze, y©, d1
IP-OHtej Mk  Otclsdzi tc Ol f O] ®whi0¥s@ @ Me-O8tcj MO H&w ofmjn
mitadmBe

1  HdfdO tc O dFjontame dzj Mistslse jlsMisokzjls ftcOoddzOd3 L OH Odzed W
9" HOjIsmMY Issdz s BHdes MssBh jddj B BhdBSJ T %I P:
dzj M sz ¢85 MistsB M j dad 2 :

% Hostname must be 2 - 63 characters of length, alphanumeric only

%IP: Bad hostname format

1 IsHdZEBROZH,] C0O0¢ ftd EMlsOdseodj ddd mMtslse jlsMmise dw
LOHO9 Ols! IssddKts) fip,H digdl d PS¢ OHtej Mse, COC .9 Cisco

1 1 =€ sd3Oddhoyrunning -config © COYHB2 ifHsEBOdEH jJH O Isw [Istsdz! € &
SHds@ERHicPME, ©O dHB ScOHEKPPGO

1) tctpHOd ddd Meske jlshMisody Hefbkhmsddks ESOLT §0ls! ISt
My MBS OHt] Mo .

1ted dij te

1d3d ftedejHjd fteddjte L OHOded " tedyrsastlyq Hstishy @ds: d o3 ded =
Router(config)#ip host test 10.10.10.1
Router(config)#ip h ost test additional 10.10.10.2
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| 4 sf dJBts2Y 2 MY JBC
J w e B

f dzB
fIskz
Ip accesslist

s sd3Odip Gaccess -list dMfsdz Lizjlsmw Hdzv ML HOdY ddj dso Odad
s dmMSd HEMsEZfO &sckls Brls! MsOdHOtlsdy &3 d ©OMI dtej d

17 f sdzdzj dzd § IS meg@szHlist shkzh j flse dv jIs  odZOdHs teofy FEjipSdads o
Csbstesd M f tsdsEény o pelnis dfPdigHH 2 j Is S tcj Hj dzdls’ Ekmdses dw H

g4 ddzls©OC mdMm ipaccess -list {standard |extended } name

no ip access -list {standard |extended } name
standard LEOLT MNBPIEZH Otclsdz” 2 MY dMsS HBMIskEY O
extended LEOLT 90 s OMh dtej dedz" 2 MY dMsS HEsMiskE]f O
name RBY MIdmMEOl sshsidzO] o 0tedOdels' dd3j dzd Mt c
ydmdazs dr  HJEOYoOoL tjdztkod 8<018 H dzv fMisOdzH Ots
Mydmctse

ydmdzs dL HJOWIO 9 s d2AO-2699> H dzw
tOMmMh dqtej dzdz" = MY dmME 0

Mzt s, SCBlsttes] dzai H Bdy dz=sizjdzOUfidgAds iy v
ftiosBj dzsce d COor yj ¢

) dz0u | dzdizid3tl{disy O dzd & L dzOyJfds jz s dzyOdede wlsmizlsMlseazj Is.
P idxddsr CtsdsOdzH " Global configuration.

lted dMmYf sdz L sosuddrd R Jmise dzv jismw deChidsHic B QafgyQltats dz -
M dM<¢ o (canfigist-ac).

L ted dfy s Lo el td g Mise dzv j Is v dpCRiSHs O S citafjdgizaz
MY dmS o (easfigetta).

[ iStkgidnoudd i dhfsd Lo Odd

s sd3Oddp CGaccess -lis t i s w@nddd dhfsd LEkjlsmMw H&Y ML HOddW
e HOCIsdtese Odzdw Tls ©OdzH O te Icorfigrstd-figfl] ) € 6 ls O dzis @ ts g uAOM I$ Il @ M €
dmy sdz’ L 28 Ismw Hdzv W ddz Istc QR 1 tc f PIE | tslisth tc Basdids L dgv § (sd Mis s
s sd3OdpH @ccess -list Msf ydgxended MY sdz! L 2 Ismw Hdzw MtsL HOddW

i HOCIdse Oded™ ©OM" d to] dadanfig-extmtict] iy ¢ & oO M teffitply lgid J( My d M

M sd LEs s Hdw Bodjj cd8¢§ER0HWE b coyifieo o s jj dzvs off
OHtj Mz § sdzyOlsj d¥ HOEY kRO, fisislsly cfcoo dlsj dv § 06 j

[ Mdzd o0 j fls dp adessHiGtdprendedy o Bj dzj &5, ) Ctltteragnday j Mih j
M dMsC HefskfO, It of HOj MY Mottt OB B hdsCj (

Access-list type conflicts with prior definition

% A named standard IP access list with this name already exists
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{ Mdzd o9 j Misdp AcedsOdimt z standard f dd3i dzaj &3, M Ctslsster i3 x4 f
extended M dMs¢ HMsEfO, Ik orHOjILMY McsCeECJORE{] B th d]

Access-list type conflicts with prior definition

% A named extended IP access list with this name already exists

tdHOCIsdieso Odzgdd LOYdMj2 MfdmMEtse HBMIskgemit fddsngfL o s5H dIs
LOoadMmMddsMmisd s Issets 8 COCtd3 i ddidd HtesdLotsHdlsmw f
permit ddeny BzHEIls tOL dzd yOlIls! mw.

etsLHOdd | Mydmed HMiskzfO &sckls dMftsd Ltss Ols! iw o f
T Wddz stz h d v shffisdzif O  tolsffg " disg @dsalidzj e W ( Q & s Oplz
access -group f todgO fipdsXeCdjdzls j oW j 2 M O)

T Mfdm¢d HemMslkzf O ftodeo WL rlotdxf flsidnye €O Winds\ObiGuy WOU@ g jn ¢
Ctedflssl @BISECOL Odzd™ L On d h( i decigSuttaseOlsatideesd § © g
dz0 f Is & &P jnap);

1 MlsOdzH Otelsdz” § dez3j etso Odede" § MY dMCd HMskzy O dMf sd
(f tetslsts € tsdzts o ip poft $ g ;dzH O

1T LOHO9 Ol Ctdljted? Mttlse jlsMmise dw Is maddh gc€e® H O dzdzts B3z
group §f ted dzO fmHasdsmap)

VHOdzjdzedj MfdMEO HBMEf O yjdditsd shmih jMise dv j sy ¢k
no ip access - list {standard|extended} name

lted d3j te
1d3d fwdejHjd fteddjte ML HORJEINIY dMCO HshMiszfO ) dd
Router(config)#ip acc ess - list extended E105

Router(config - ext - nacl)#deny udp host 10.1.1.2 range 500 500 host
10.2.2.2 range 500 500

Router(config - ext - nacl)#deny udp host 10.1.1.2 range 500 500 host
10.3.3.2 range 500 500

Router(config - ext - nacl)#deny udp host 10.1.1.2 range 5 00 500 host
4.4.4.4 range 500 500

Router(config - ext - nacl)#permitip 10.11.11.0 0.0.0.255 10.4.4.0
0.0.0.255
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permit(standarg

ssROdpedit dMisd LkzjlsMy HdY ©jHOCkdEse Odzd™ MY dMS so
dMfsd? LEjlsmMy Hdv ©OLtej " j ddwls |ASOHN (RdBizs cYsmddiissHts ) diyest0
slsdsj df ©OLW®JhOsh j2 LOfdmd o MmlsOdH Olsdesds MY dMCj HE
o WdChpsd

gaddzlsOC mdm permit  source [source - wildcard] [log]
no permit  source [source - wildcard] [log]

source Clsls f OOdj sk tslf fth)O i 5 2 GBER). 5L By dzf
kted 92 OLdOdsO sfdmOdd™ dhissydsdS O:

wodzsj kS OOOE[GO P WettdOly yjl' in H
LdzOUj dzd 2, tOLHJ dzj dzgder & IstsyS Okd

dmfsdzr L s9 Oded j € danyyj ssBdsts dAQEOF O j ¢ s
Ldz2Oyjdzd?2 0.0. 0.0 255k2B6ts828550abB6eHC
source-wildcard.

dMmMf sdz' L seOdedj Szt yj osets Mmdzsoare ,host
Ybsts ftojHfskOE0Ojls L dOyjdedj 0-0.0.0 +
wildcard.

source - wildcard dmfsdzr L 2jIsmw o M dMm¢ OlRsenHsdys AYtOs =, §udCoB
sftejHjddls! Mttls jlshisaedgts WY qOF sy §PE

source -wildcard 1 Isdsdzo j tclsJtotso OdzdzOV , 3O EME® toff s H i,
ZCOLT 90jlk CIPOALj ROMEOS j 5O HEBLR-AZO Mo f
OHtej Msds o L Of dmd sdotfe] fipdldGardH trdsHzjftd). d Is 3 2
BdlO, bOCt] i ¢ tdonjdylkpis wyoideise od o
wildcard G OC-tk@Bts BdIs t0Oo jdz 0, IstP-OHtddy frpyd iy«
fOCilsO HBd jdz sydes Mtseaf OHOI! 5 L dzOY,
BdltslB-Ositej My LOYdMmd MY dmSodreen-wvffdedadf ©. [
CoCtkdBts Bdl 0o jdz 1, Ists MPEOside]jifsih ldfo0Es jhis
fotso jtowls! dzj dzzy dats, Gdz sy jls f ted dzd BOIs:
sdz wWodzw jIsfqpw dgj Mkh j Mise j dzdz’ dsousce lstsdz. 1 O t
widcard Qo d&z@ 0. 0. 0. 0, Ists oPH)H tajdERujltBf v B
Hisdzy dF btsydsts Misef OHOl: f) MEBGwLG spjse 6 |
LOfdMmd Mmf dMmS O soutsendsnitdfa®d L®afdzts?2 0. 0. 255.
LdzOyj dedv  jtco "IFOHE] By Isfs®C jpls©O Hisdzy dz' Ist
fMtse f OH Ol Mmts L dOyj ddWPBd ey f)d ~ L P dind s ey
HsMI®EZY | Oy dats, sourcls swildcard o H o t5d ydets 3

ftoj HMMlsOodzj dzdd dzi UJtdHBOOdZdMmM! O d 1.

dmy sz Losdaenjiste ls d tots o O dfdzlz0s. O, SN tS 3 Sdfsis 1S to
LOfdmMOIs! o Heotsdudesdz ftcj HiNlsOo dzj dzdd € O¢
00000000.00000000.00011212.12122121 d
(OOOOOOO0.00000000 11111111.00000000) .
ddze j tols d tots 0 Od2ds 2d5@6M C2d5 5 . 2 5IB-0 Wi tezlv i) @z B bsie js
Jdzls jtef o j sdtetso 0151 fw ¢z0 § BErjctr th@eOctitinmy 51RO
OHtej M.

1 sl sz, otL @3y dz' Istc dsowo® tegildadzld ©: i d f) O da

weo detsj Iz CdQizaQidifsid tots o Odzdzts 2  ads RfifStafdz @fldsjH ) j
Ydlsrtejnrn HjMWwisdyds 7 L dzOyj ded?2, tOLHJC
255.255.255.255 , Yt fs5L dzdue j sdz® zp dzd j

00. 00, Is. j. dfistsydd ¢ any.d3j1jdsS @ CaPju-j edzflg *
OHtei My T OCJjIsO MteOoadzdo Ol fp L O dMmw d3c
0.000 ,ylts tsL @Y Gjdds L s Odgd j € ddfostj @ G ts
f4tin L dzGaujcelzd j tOH B i § shisfz@Udplsq ¢t
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dz y dzts MtcOo dzd o Byls Msasfisp jasdlso e h s B |

OHtej My LOYdMj2 MPdMEO HEsMiskzy O
log ANdzA@y L OHOjIs 9 jHJ dzd Byslagpts da@dz@. MWl s h j da
f O0¢jlsOn EHsodzj soestews h dn bkfdtsedw d3 H O da

Msseh jdzdd ECOLOd dsd@jtt MfdmMEO Htsmiskzy O,
ftoesnts)yHjdd] §0O0CjilsO, OHtjMm tlsftdo dlj dv
atstsBh jdzadj Wstedddtokzjlsmw Hd&v ] tc®dDsc ®IsfhEo
fJdtedsnduyudesfls: ¥ o 5 dddzkzls 9" HOJj MY MG
ftesfzh jdzgdzr » dadzd LOftejh jdgder = fOCJjlstse L
tidddgr € sd3OdzH ' config-std-nacl (tejydd3 tojHOSIsdtctse Oded W

MfdMC e HEMiskYi O)

[ iCodkidioudd s dffsd Lo Odd*

s SBOderdit o t6] tgjd0C s dolyh Odzf@lsdyr 2 M dMSse HisMskzY O
©COLEjh jddV kwOW SO, dMAisHWh jds sl ECOLOdEses dhlst

1 edRkiteOydwy LofdMmi?2 o MmfdMmej

1 jtejH € tsoptied dfenyH s 2MEOjIsmMw sotsHdIs! fotewHSCBOT 2  dats
Colstster 2 JEsHES L s Ols! Hdzv EZftsh jddy tjHOCIsdioss Oded W

ip access - list standard acll
10 permit 10.1.1.1
20 deny 10.2.1.0 0.0.0.255
30 permit any

I tiyddj tjHOCIdtetses Oded™ MY dMCO HsMiskzfO L Ofdfy: M b
deiz 4 dzlz ¥ f WO yed*d3d tc,

15 permit 10.1.1.1 0.0.255.255

{ Mdzd LOfdMm! M LOSCddR dsdjtesds Mkh jMiseakzjls, I|DeplioateH jIs
sequence number.

15 EdtsdzyOdeds § jteots? L Offed@ydv o dzmRHEHCY0 § e@migdj nize " dj
Mz HEe s M §HBGON[ @AHAzRZOdz! dzf 2 fstWHSSe 2 desd3j e 214
Mejdzgjtedtectso Odedz” 2 fstewHCtSer 2 desd3ite ftojor Mddz BOS Md BC
sh d B ¢ Exceefled maximum sequence number.

lted ornatsHy dL Codhtdd dedkicOydw LOfdMmj2 k@fcdfdmw.
cOMf sdzOc O Isfiqw o W HEC] oBLtcOMsOddw dsdkjtcse o tojy

ltesfmMisists i 5 sowm de@rdpw-Config
1 5 € sd¥DaeHrinning -config dzz d3j eseo Odzdz" § M dMEd HsMskf O ¢
f sfdzj Hs9 Ols j dz' dasdgds d listC sdz@ das H dzd s d M€ dz¥ yj ded J d3:
dMmdzd smdzy tJHOSISdse Odzdv dzzdzj tetso Odzdetse s MY dME O
dzj Is L Of d fipgrdit dedegdan® (no permit, nodeny) ), Ists tsdz BkHjls 0L Od
ip access - list {standard|extended} name
1 5 C sdbagHriunning -config o™ e sH dIsmvw @ ustiW,d colz te€ s Ishisst t6i3ds Y fj dgts 0 S
slsmikzlsmlse 59 Ols! .
v O0¢ C OS¢  sho& tudglhdzygonfig tcOdzj § o989 jH jdedz §J detscsi 6O L Of d M
fsCOL" 908 Isqw, st { todls Bsj'H GCdsjdidisp Qd@(dd f): dzO dzkzy dzlkz

tOL EfsttwHtydls! L Of ddf deO W@ df'imderj d3 dets HOEAEZ d ftodtcOh
dmf sdz L 2J Isfip &ctedsO iz O resequence .
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I fsOdzH Otelsdz' 7 MY  HYOT siedjelzf ® j &3 sotsH] &O&dudy ddd

BsHdWdS Bt Of dMd dzai EZuydlsr 9 O0jlsmw §ted MteOo dzj dzd d
lted3j e

ip access - list standard st -acl -

permit 10.20.30.40

permit 10.20.30.40 log

ip access - list standard st - acl -

permit 10.20.30.40 log

permit 10.20.30.40

1 sshowrunning -config BEZHJjIs orf HOdts:

ipac cess - list standard st -acl -
permit 10.20.30.40
ip access - list standard st - acl -

permit 10.20.30.40 log

UHOdzj ded J
VHOM®jddj LOfdMmd o MidMS) HEMskfO Shkh jise dvwjlshw:

1T Csd30damas2< ff sdzdzOW L Odz@ tnts f d3d to:
no permit host 10.1.1.1

T ddzd 65 desd3j ekzd B3PodEd, dzOfts

lted BgieOdzj dzdv L Of dfmd MmlogRsHdW d¢ Ols sttt d3
ip access - list standard st -acl -
permit 10.20.30.40
permit 10.20.30.41 log
!
no permit 10.20.30.40 log
no permit 10.20.30.41

] ©jLbkd kO] fisdha O] Htifiisi & H Odj dzr

[Isdzdudi HOdzdzets?2 € tsd3OdzH " SIsCisfasiOFs B dzts?2 § tsd3OdzH *
1T I1ddze j elsd tetso Odzdzts 2 sdREch ¢ wildchrds H ff jdéstination - wildcard

Hd 2O BT tds tc Ogef dzjO0[ € EMls Odztse dzj dzder 7  Elaf ls B &5 § & ME Ozl

ydtejHtsaOdedy O d 1.
T1dHsfEMCOjIsmwy M mdmet ®0 d&djyifdssdije s< 0 inrad @ on
1 1 8C0L" oPEgE®?2 dzzd3j tetso Odzdz" 2 shajvduim§ Hedfigt 5 3O dzH |

1l tod B te

ltedo jHjdedzr 2 dzdyj fteddjte Hj Bsdhstediekjls ML H O]
a133", o CGbtskesd (hfsd L% ksheks ¢ H5BOHELBII0DY b§ SO islsd
10.10.1.101, ¢ t©OLtejh j

LOftejsO koW dso
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sfEh jMmise dv jlsmw. [ fMdd HOdds] f tohodis tfigsof tf SSOzdd) disH
i Sds o' f sdzdzj dets, bkt MdzjHEsh jj daj fetse jtewjlsmw

Router(config)#ip access - list standard a133

Router(config - std - nacl)#deny 192. 168. 110. 0 0.0.0.255
Router(config - std - nacl)#deny host 10.10.1.101
Router(config - std - nacl)#permit any

Router(config - std - nacl)#exit
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permit (extended)

s s BOdpedit (extended ) dMftsdzt LzjlsmMw HdzY tjHOSIdose OdzdwW to
HsfMisEd ©O. ClIsO CtsBOdRHO ©LOLEj"Ojls ftosatsyHjdd] IstOW dS
f sz yOlsj dzj d3. 1 dzv Blsd3j dz@ w©WOLEKJNMOENMNj2 LOfdMmMd o ttOMmN
SO 34 SCtB3OdzHO Mg. i Wdsmesds
g ddzls@m permit protocol source source - wildcard [operator port

[port]] destination destination - wildcard [operator port

[port]] [established] flag -name| {match -any|match -

all} {+ | -}lag - name][log | log - input] [time -range

time -range - hame]

no permit  protocol source source - wildcard [operator

port [port]] destination destination - wildcard [operator

port [port]] [established] flag - name |[{match - any |

match - all} {+ | - {flag - name][log | log - input] [time -

range time -range - hame]
protocol ] eslssC sdz. 19@HHQ ] 9ot O § tetsls sPRT@RP,. 1 tesls

UDP, AH, ESP, ICMP, EIGRP, GRE, IGMP,IPINIP, NOS,OSPF,PCP,PIM
Bseckzls Brls! L OH Oz ip, ©B wis ahp, ¢<p lscnfs S,
gre, igmp, ipinip, nos, ospf, pcp, pim. e stslso jIsmisea dj dzOL o Odzad W
d Jaetsi3j 6O ftedo QB gzfas0 o
source Clstsls f OtcOdzj Iste S dMmMr e Ojls BlsftcOa dlisj dzv f (
Il sL sy dz" Istcd 9 0OdOdzZlsO tsff d MOded W :
Wodesy EZSCOOWZIMO I P WisttdzOIlsj yYjlsrtejrn H
LdzOyj ded?2, tOLHJjdzj dadz" 7 Lty odzd
dMmf sdz L so Odds{g s Cgabrys|gf @sB 5L dZO YO8 " jets
LdzOyjdzd?2 0.0.0.0 255. 255s02c85d. 255 H
source - wildcard

dMmf sdz' L 5o OdzdJ ¢ dnosyfgtedtm MndaSaugreezd j o3
Yylsts ftej Hf BsdzOEOjIs L dzOyj dedgourd@.-0. 0. 0O +
wildcard

o j totsal O dzdzOY ROME O] 6 Baidyl jsdfy ( f sdzz yOls j d

C

&

source - wildcard

Of OL sda A sl saydmdzs dL HJOY OL s5dz0 BIs 0
fsdz Lejlsmw Istsdz Cts5 o ofipeaton C j ) fizdtf Ot O d3y
f sdz' L opef@dsd frange §f sdzj dzj 65 Mdzj HEs s Ho
iNOhdrn o HJOfOLBdzj IS 0 HB 65535),
dOof OL sdzO) fEEmMdz] dzady § Swlstse dzaj HET kM
1 BSBYLOI] dz dz" 3 sHOg BHELH®O] B j] dd&3j 20 § ste
fotsls sCTERz2FWDP Y tcd 9 j H yd@B dapJO® OB dzdlq O

1 O3 yoOdzdy 1l:fMdzd L OHOI! Ho O HZEOEGEIER R §BilsO,
permit udp any range non500-isakmp 4500 any,
sts 1Ists BkHjls 1 Codo@dzj dzlsdets s j eOlsstclz

fdMOdz o 'Bednit{sjaddjrd). RMyBd LEkjlsMw o Mmyd
v ke, ylte' GftjH] RPsits] fiesls O ksips:
OC jIB@H t6j Mk o MUAMER Hishskz] O.

operator fdMmr e0jls kmMdtsesd, MtcOoadaj dedv, Htod d3j daw j «
sdzz yOlsj dzv . RrRMY sd ed(edsdh™ tdfo jmed|s tftc T
HGOf ORdEdg) .50 j 6Ot dzj j BB DS Qs igv 2
CLO®R Ists.

port 5dz o teisls s CTEEAS ez)DP ofs >y dets ZS OL ™ 9 Ols!  f Stels
d
fn
)
dz

IO U I C SESEH I 0

l
(
1
(
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1 O3 yOdzedj 2:(fpdzd L OHOL! MdZOYUOLO ftstels M Bisd " dd dzsd
Oolstsd3OIsdyud M&d §tsd3j dgvelsiw d3j s OB .

destination Clls § OLOd) sk fstf dptinu @O jj d=O .
I 5L sy dz Isted o 0OtdOdzsO & dimoded™ :

Wodisj kS OOOE[RO P WetdOl] ujl' o H
LdzOyj ded?2, tOLHJjdzj dzdz"r = ILtsyS odzd

dMfsd L 50 Odzedj § danyyj esBdsts diQdOs O j ¢ 5
H

LdzOyjdzgd? 0.0.0.0 255. 25 5detifation 25 5 C

d destination - wildcard
dmMfsdz L s9 Odedj Cdhosydfgtedm fidz®a@ dzd j o3
destinaton , ybt ftjHftsdZOcOjls L dzOyj dzd j
f Ot O d3jdéstm@tion - wildcard
destination - wildcard ddzo j clsdtetso OdzdzOW  asOdirA @O I jtsdavin jHls@fS j Is O.
¢ dzO dzts Gghugge dz wildcard , S tlstster 2 s d i@t 8 ©OL
(standard)".

1 Od3d yOdedj 3y dzv kG OL Olizdg®c FLP
dlsOter 2 WistedgOls df
tOMmh dtoj dedz' = MY d M
C dz¥ yJ 9 5@ Bstafyjighsch O d
name.

1972 WsttkOls dhfsd LEjlkmy ktsd St o dd,
My dMS 08 HeMszfO, d ftojHmMsOodvjls fMts 2
match -any| match-all d d f J toj yd fiptlzgz@edites|-FlagP

fsdz LEjIlsmw MIlsOtr 2 dc
dz' Lz Isfpw o dzzd3j tetso O
T H sl Isfiptf 505 2 St dgaj ofi gl

q i
f
¢ onR

§dtwdudhdy ddeitige P

name.

established sviesdz €5 HdzZw feslssCsdzO TCP. dwtfMmlstswdadj Mt
btsdzr ¢ 5 EMls Odetsdndgjj dedp'zj ZHCP d 5 dad B BsElz
H Odzdz" § .

flag - name R d3J dEOP-W dzOcitdfia ,syn,rst ,psh,ack,urg.} stew DG 59

ftcd ootsHj dzagj 90y jdz. 1 jtejuydmdzi dzedj W dzOg 1
( OdzOmAE-any @ dztso tsds W tsted3OIs j ) . esgadishedj o 5
L Codo Odzj dzls dess #ckz@ G @egys sy jIs M ded dzd My |
(Mdds S Mduyj MSOW hdBSO) .

1 Ockj uOdzedj 4:] ftojHj OR ©H @Eit (dekhiEzos: 2 ¥ stedols S O
TCP-W &zOc 5o dzj sy jls MsyjlOl: v ) dese ' ds.

match -any| match-all uvtsdzt €5 HdzY fteslssSCsdzO TCP d ddii deso Odzde
LEOLT 90 s EmMdzse d j-W dg@Ob azj azdff OTLCI®] d 1§ teC

s dz¢ yj o 5§ mdiptizanyss L dzOy0Ojls, ylsts Hdydets or
dL EZCOLOdzedz' =7 HOdzj j diOfigddsm d >3 diff oy @R ) dzts
al sL dzOy0jls, ybts HBdyd o' §f sdzdgv Is! Mw o fy,
TCP-¥ &zO¢ O .

{ Mdzd s IsOls! Mw dhyf sdz! L s Ols! 1 Isd € dz8 .
Zzi3j ctso Odzdes e 5 MY it B HEfiEs BYFr 1 Odzs Mistse h
sh de ¢ j: -&tlmatcheahy are allowed on named ACLs only

{+| -}flag -name R @34 dzO -WTZ®citfia ,syn,rst ,psh,ack,urg. 1 tji¥ dS¢m @+
ZOetsd3 BL d&ZO0YyoOjls, yYlsts +Issls W dzOEe HtsdzY |

0¢Cj k0O, Offifste JEOQDMilsls 5 loy IsWszO e dzj Hisdzy j dz E
rfMlsQodzj dz 9 LOEsdZztoC) JOCjIsO. 1 tStWHEE

dzGay d dzbfg -input L OHOjIs o jHjded] Y EZtedzOdZzO. [
sHdze d bk 3ji WEdSydsdod dsfhls! ( tsilsdzd yd.
or HOWlsMssBh jddY & fOCjIsOR, EkHtodzj so tste
MfdmMCO HtsmiskzfO. 1 Mtseh jddd kS OL Od dats
tOLtejh jdes ddzd LOftejh jdes ftesmatyHdedd ¢

© = =2

log | log - input

>
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Cosdzdyi Mseats fOCjIstse. uwtssBh jdd] Wtttdidilk,
Msef Ooh jets § @F jifsd.j 6@ SH@lyjdzsmis: & o 5 &g
Meseh jdedj 5 SdzdyjMmbsej (s kzh jddz = d dz
LIstsls ddzlsj tco Odz 9 toj d3j dzd .

AdZOGd dscdese Oddw dsckls Mdih o Ols: v
] TEROCO®R]. [ 00 W dzO e d s drpus sdej0 dafts ¢ I Is
floqdj dvis: M o dj Misj pesmits/ems.? S & d5O dzH |

time -range time -range - name g 2@ oMy dMOdEPMY dMOdedd S OL T

Hd Of OL Sdz ,o togj df) SHE(ts tid (s Oslisr O det®i § ¢ HsMiskzy O
I Htkes?2 §jtodsH 20 tdjddy defe HiQid2dglse 5o Ols!

efpr dZC O dz20 wwOMyfdmMOdedy dBBYJIs Md3i h do Ols! M
Hs sdzdzd Is j dz' dz" d3d f Otc O3 Is el G O diaP.{ to  d3j to
[ 5fEMSOjsmw MM &Z$O &0 oMy dMOdedj, sl
ZO Bsdjdils 99BHO CEBOdH' . [ HEZOCt d2O0 d3is
COMf MOdedj HEGdy ds Mkh jMsoso O, o fiesl
Ctsdgo jtocsJtcso Odzdj BEHJjIs ftojtco Odets f MtstsBf

tdidddgr € tsd3OdzH ' config-ext-nacl (toj 3y ddz tojHOSCIdtotse Oded W
MfdmMStse HBMisEY O)

I iStsRidioydd s dimfsd! L so Oded ©

RMsd LE2] bk € OR@dzHely i) dzjj HeORtsH{ teso Odzd ¥ t©OMh d to
HizY ©OLEjh jddY flesncyHBREOs E®Y S &2 ©O 8 i dzj .

1LRiteOydwy LOofdMmji?2 o Mmfdmcy

1 jtedH € tsopoied dfenyH s 2ME O sy s otsHdIs! ftewHCBOT 2  dats
Cslstster 2 dstsy dzis Odflgf ®Blldf tetsh j dzd v toj HOS SdOEEPdg 5, L O d M j

ip access - list extended acl2

10 permit udp any any
20 permit tcp any any
30 deny udp host 10.1.1.1 eq shnmp any

I iyddj wjHOCkdises OdzdY MYdmMSO HsMskzfO LOfdMm: @M b
dzz ) dzz s Y sL dyd¥, dzOf ted d3d ts,

15 permit udp 10.1.1.1 0.0.255.255 host 10.2.2.2

( Mdzd LOfdMm! M LOSddR dtsdkjtesds Mkh jMiseakzjls, I|DeplicateH jIs
sequence number.

15 EddsdzyOdeds § j teo 52 L Offod@idls alztsigzfi deBFIPz 4 tedff fno s d3j 6O o
mMdzj ks ls M ftedeOh jddjd 10. [ O0SMddOdz dr 2 fstWHSCBOTr 2
Mej dzgj edtetso Odedz” 2 oW HCtSer 2 desd3i te ftojor Mddz dBOS Md d3C
sh d B ¢ Exceetled maximum sequence number.

lted of ntsH] dL € tsdefasfdedh jdaiz disjtdfyjdipda n 25 0 j &3 Ty ls @ Isfjn d< ts
tcOMf sdzOc O Isfiqw o  tsteW HE jo otdsjLedOdiils Ofdis Wiz dgitsddyj Qotsch® .

ltesfmMisists  ff 5 sow de@rdpw-Config

1 5 € tsd¥DaeHrinning -config dzz d3j eseo Odzdz" | My dMEd HEsMiskf O ¢
f sdzj H 59 B)ls [ dz'C dadgBedzHlist L O tHdzd &3 dM¢ dzt yJ ded § ds:
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dMmdzd smdzy tjHOSCISdiSe OdedY delzd3j tetso Odzdetse s MY ME O |
dzj s L Of d fipgrddit dodedan® (no permit,nodeny) ) , Iss Bdz BkzHjls 8¢ 0L Od

ip access - list {standard|extended} name

] s 30 dashgw running -config o' esHdlsmw CtsdW¥ JelztcOydiost d3sy Sislststc
slsfmizlsMise 59 Ols* .

vt 0¢ €C0O¢ f show tudglindzH gonfig tcOdzj J o9 jHjdede | desdzj O L Of d fn
fsCOLT 908 Isfw, I f tels deBjrH Cdejdidisth Qd@ffdd ! dzO dzlzy dglz ®

tOL kZYystwHsydls: LOfdmd o MfdmMSj ) L OHOdzdz 5 dzOy Oz
dmf sdz L 2j Isip &ctedsO tizt O resequence .

1 &5 € sdbasHrunning - config W dzO dird , syn,rst ,psh,ack,urg B ZHEZIs EC OL Odz
fsewHC]. ¢ Moyirodsfg & OEEOdzg] B EH gskblish@dzj fids dzes dzO
9" 9tSHJ .

AdzOed dztsc dog tslegOdzouy f s5C OL " 9 OF Is TOP-W fi®OfigdzpO tc O i ftifidnO dzd §  (
range )T f sfdzj WddOEdstetsa Odzd v

UHOdzj ded J
VHOM®jddj LOfdMmd o MidMS)] HEMskfO Shkh jise dvwjlshw:

1 CsROdmdBs2<{f sdzdzOv L dF{fdtind d&sg4j, tc:
no permit tcp host 10.1.1.1 eq telnet any

T ddazd 5 dsd3jtekz L Othaihd, dzOfted 3] te:

[sdzdydi HOdzdets?2 S s5dizOdzH "  tsIsCisfdsl@Ss B dats?2 € s 3O dzH *

T Il ddze j telsdtetso Odzdzts 2 sELE ¢ wildcrds H ff jdéstihation - wildcard
Hsd d2O BT Is! dzgj ftej ter @9 dzOW dzddzi 2C€ O dL EMlsOdzsoe dzj dad
ydtejHtsaOdedy O d 1.

1 [sfklsMisokjls oL B3y dzsfls! L OyPeOlgc 6 €BIP] tesder § 1 C KB
f s ls 5 CABEE tyd.

11 iisfz2MC Oj Ismw d fipdsteatnie Lots of GdedRifpisen § destination
T1dufzmMC o8 sy Y jeq@mes! ¢ ttisdj

11 Emisdsi2dzj totso Odzdz" 2 MY d W rurthisy ¢ 0dii@ dzdf jsC OL T 9 Oj Isfpw o
ipaccess -listname . I Cisco | OS HOddz Rs P as@j lsfigsB M

R&BY  desdsjte §eslstC tsdo

v OB dzdBy O
RABY feisists! [§dMmodad j UmBBBQBw(UEESéft

ip Any Internet Protocol

tcp Transmission Control Protocol 6

udp User Datagram Protocol 17

ahp Authentication Header Protocol 51

icmp Internet Control Message Protocol 1

esp Encapsulation Security Payload 50
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eigrp Cisco's EIGRP routing protocol 88
gre Cisco's GRE tunneling 47
igmp Internet Gateway Message Protocol 2
ipinip IP in IP tunneling 4
nos KA9Q NOS compatible IP over IP tunneling 94
ospf OSPF routing protocol 89
pcp Payload Compression Protocol 108
pim Protocol Independent Multicast 103
I sHHjtYdo Oj d3" § dd3j dz0 § STERBse f teslsts€ 5dzO
v OB dzhy O
RABY foslsts! JfdMmOdzd] skt sdzd| tdifdsts
bgp Border Gateway Protocol 179
chargen Character generator 19
cmd Remote commands (rcmd) 514
daytime Daytime 13
discard Discard 9
domain Domain Name Service 53
drip Dynamic Routing Information Protocol 3949
echo Echo 7
exec Exec (rsh) 512
finger Finger 79
ftp File Transfer Protocol 21
ftp-data FTP data connections 20
gopher Gopher 70
hostname NIC hostname server 101
ident Ident Protocol 113
irc Internet Relay Chat 194
klogin Kerberos login 543
kshell Kerberos shell 544
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login Login (rlogin) 513
Ipd Printer service 515
nntp Network News Transport Protocol 119
pim-auto-rp PIM Auto-RP 496
pop2 Post Office Protocol v2 109
pop3 Post Office Protocol v3 110
smtp Simple Mail Transport Protocol 25
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514
} tod d3d y O d&ftg &30 dhsy running-config
L Od3d dzv J lenfif OdED dzts Eisca).dzts
tacacs TAC Access Control System 49
tacacs-ds ltcddzd yodedj: oltsteOw L Of df
fitcos?2, dts dzgf fsCOLT 90]ls
( ©dz0O dzts Gisfca).dzts
talk Talk 517
telnet Telnet 23
time Time 37
uucp Unix-to-Unix Copy Program 540
whois Nichame 43
WWwW World Wide Web (HTTP) 80
ISHHjtY o O] & | dd3j dzO ftstlstse ftetslssCtsdzO UDP
v OB dzdl@ ©
RABY foslsts! JfdmOodzd) skl ttsdz|) sdj e
biff Biff (mail notification, comsat) 512
bootpc Bootstrap Protocol (BOOTP) client 68
bootps Bootstrap Protocol (BOOTP) server 67
discard Discard 9
dnsix DNSIX security protocol auditing 195
domain Domain Name Service (DNS) 53
echo Echo 7
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isakmp Internet Security Association and Key Management | 500
Protocol
mobile-ip Mobile IP registration 434
nameserver IEN116 name service (obsolete) 42
netbios-dgm NetBios datagram service 138
netbios-ns NetBios name service 137
netbios-ss NetBios session service 139
non500-isakmp Internet Security Association and Key Management | 4500
Protocol
ntp Network Time Protocol 123
pim-auto-rp PIM Auto-RP 496
rip Routing Information Protocol (router, in.routed) 520
snmp Simple Network Management Protocol 161
snmptrap SNMP Traps 162
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514
tacacs TAC Access Control System 49
tacacs-ds ltcddzy yodedj: olbtsteOw L Of dfy
o2, dets dzf fsCOLT 90]ls
( ©dzO dzfs Eistca).dzts
talk Talk 517
tftp Trivial File Transfer Protocol 69
time Time 37
who Who service (rwho) 513
xdmcep X Display Manager Control Protocol 177
1l tod dzj te

1tedoe j Hj dadzr 2

d &34 dzpbiz0 I "
f o tsls s Odp:dzlz

Router(config)#ip access

A d
Loy dmd,

dzd feddd
e ©

- list extended al101

Hi Bsdhstediljls
Ligjh Osh j2 OslBOWHEL10.83j1501l 7 sfls O d:

HisB Oa dzj dzd §

Router(config - ext - nacl)#permit udp host 10.1 0.1.1 01 host 10.11.1.101
Router (config -ext -nacl )# exit
lteddzd 67 EZI@WQHEMse o MisOtsd W sted3Olsj :
permit tcp any any established
Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 103



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

permit tcp host 10.10.1.101 host 10.11.1.101 established syn urg
deny tcp any any psh

lted B o' kICPYQHIGSe o dsotsds W stedgOls ] :

permit tcp any any match - any +rst +ack
permit tcp host 10.10.1.101 host 10.11.1.101 match - all +syn T fin
permit tcp any any match - any - psh +urg
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deny(standard

s sRBOden® (standard ) M tsdzt L zjlsmw ftcd tjHOSIdses Odedd MO
ClsO CBOBHO BHtjHjdvjls LOftejls dz0 HftesntsyHjdedj IstcOW
LOftjhoeh j2 Lofdmd dr MY disk0o x4 tfiskEPazH &ingns dztel] i IS ji t

gddzlsOC mdMm deny source [source - wildcard] [log]
no deny source [source - wildcard] [log]

) Ote OBy ster O iz Artizs ff AdzD &3 Is 16 O &3 "Retsniz@temaard)”.

i ddRr € sd3OdzH T config-std-nacl (tojydds tejHOCIdtetso Odad W
MfdMCse HEhiskYi O)

[ iCodkidioudd s dffsd Lo Odd*

stBOdEed o toj ytejd3iOC s d tofyls Oz Otcls dzgsc s MY MO WMz O «
LOftejlsO kwOWdCO, dMAsHwh jds ls ZCOL Oddksct dflssydd

vB. toj Cdj dzH Oy tPermib(stasdand)i j dzj

1l tod dzj te
ltcdeo jHjdeder 2 dedyj Hteddsjte HJ dBsdemistcdteclzjls ML HOddj Mls
'al 33", 9 (bt dMftsd Lz Ismw ¢ sd3OdzH ' LOfteilsO IstcC
StcO¥ SO Sl l1PB8HBBISHNR20 d 36.0.0.0

Router(config)#ip access - list standard a133

Router(config - std - nacl)#deny 192.5.34.0 0.0.0.255
Router(config - std - nacl)#permit 128.88.0.0 0.0.255.255
Router(config - std - nacl)#permit 36.0.0.0 0.255.255.255
Router(config - std - nacl)#exit

Router(config)#
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deny(extendedl

s sdi3Odader® (extended ) dMmMf sdz! Lzjlsmw HdAY ttjHOCIsdeseo Odegdw tcOT
HsfMisEd ©O. CIsO CtsBOBBHO LOftejh Ojls ftosnatsyHjddj IstOW d¢<
f sz yOlj v i3d. 1 dzv ®Blsdizjdr LOftjhOsh j2 LOfdMmd o O
dmMfsdz Lzjlsmw IsO 3j SwBOEZHO i ftejWJSMsd

g ddads ind m deny protocol source source - wildcard [operator port
[port]] destination destination - wildcard
[operator[port]] [established] flag - name |[{match - any |
match - all} {+ | -}lag - name][log | log - input] [time -
range time - range - name]
no deny protocol source s ource - wildcard [operator port
[port]] destination destination - wildcard
[operator[port]] [established] flag - name |[{match - any |
match - all} {+ | - {flag - name][log | log - input] [time -

range time - range - hame]
1 OO Ister CtsBOdzHT OdzOdzts 6 Yy dPermif @xteAdds))"IstcOd3 ¢ sSd3OdzH '

L iddd  CtdiOdzH T fipnfig-ext-nacl (i d & toj HOSCIkdetse Oded W
MfdMCse HEMskY{ O)

I iStsRidioydd s dimfsd! L so Oded ©

RMiGd LE2Is] 1k CodkOdHE §sfdj o56HO
HEZr Of t6j SO fsityHjddy keOWdSO ogjyHLE

gd3. toj ¢ tsd3j dzH Oy Pdrmip(exter@edy j dzj

9 tjydd3 toj HOC
ZCOL Odzdzr dzd d T

1l tod d3j to
ltedo jHjdade 2 dedj ftoddsjte Hj BsdeMmistcdtclzjls HiseB Oo dzj dzd j
gz dzpix0 1" LOfdMmMd, LOftjh O h jIiD111]6]' :steOWdE ¢ ~tfMmisk
Router(config)#ip access - list extended al101
Router(config - ext - nacl)#deny ip any host 10.11.1.101
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Ip accesdist resequence

s s 3O dgpddcess -list resequence d Mt s5dz! LHzdpdsAY| to ts oL GRdfddmf P M € J
HeM.NgWOStedR3O + Ists?2 CtsdB30dzHT dzai dMmysd L 2] smw.

g4 ddzlsOC mdMm ip access - list resequence name starting - sequence - number
increment

name dizw My dmMmEO HsmMiskzf O.

starting-sequence-number dsdi3j e, M Ctlttsets dOyddoj lsmw dkz d3j t
(171 2147483647).1 5 kdi3sdzyOdzed®  jteoats?2 L Offof@lsdive f
dztsd3j o6 1 0.

increment ltedteOh jdadj des3j tc©O L O g zg Ot MfpdtcOn

tcOo dets 10.

1 dzOy | dzdzidkidisy © dzd © L 2O i jz s dzyOded & slfkzsfsozjls.
fidxddRr S tsd3OdzH " Global configuration.

[ iCokidioudd s dffsd Lo Odd*

[d Eftsh jddY ©jHOCIdLse Odd™ L Of
Clste’ j] LOHOYI oW HEBS fMdzj HSe Odzed
o3

18 EdisdzyOdzds ff jteo 52 L Olof@sdnwe dits fips j1
fifzj Hizé s M fedeOh jddjd 10. [ OCMd G
Mej dzgj edtectso Odzdz" 2 YtstewHCtSar 2 desdzd .6 ff to]
sh d B ¢ Exceefled maximum sequence number.

Lk 6Oyds LOYdmj2 &y ds L OHDE GO deted dbzdenytoOL s 4§ J
Cjind®ki LjHOCkdise Oded™ MY dif) Q@ess Gifls fz § G (Lon CREiEOD'dzHL jO
ZCOLOdzdz" d3 detsdzj tetscds BzH jls o9 MisOo dzj dz@ dz® dekzy delz¥ (5L d

15 permit udp 10.1.1.1 0.0.255.255 host 10.2.2.2

{ Mdzd LOfdMm! M LOSCdd dsdjtesds Mkh jMiseakzjls, I|DeplioateH jIs
sequence number.

lted o' atH] dL SCtdtsdd dzkz di3d @y gtz @&t d fig jdR  flds iOtvs jj Is § vis.c
cOMf sdzOc O IsMw o oW HE] otLOMOdY dtsdkitse o tBJ )Y
v 0¢ CO¢ { sho® mudglhdzH gonfig ttOdzj § o9 jHjdzdz | dzsd3j 6O L Of d M
fsCOL" 908 Isfyvw, Ists { togls desirH Cdsjditddsy Qd@Rffdd ! dz0 dzlz ) dzlz ¢

tOL EkfsttwHtydls! LOfdMmd o MfdmEji M L OH Odads difn flz©dz'Oddr
C 5 d30 dgH &ccess -list  resequence .

dmd
W

A 836 HE .S R C
ddz B¢ MhHdBC

1l ted &j te

lteddgeledsj tOydd L Of daglil? eHhHffimGcy Ov LOfdMm! ddddls detsd
fsfdjHkzshdj 105, 110 d Is. H.

ip access - list resequence acll 100 5
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accesslist (standardl

s sdBOdace@ss -list dmfsd Lizjlsmw Hdw ML HOdY dzdj tctse Odads
HsMsPINGY SteBO L k52 Cs®OdH' GhdjdYjls ©Odij MtL H O

g4 ddzlsOC mdMm access -list number permit | deny source [source -wildcard ]

[log ]
no access -list number
number dis dzd fitef d fSs@n s PHAlzY L OH Oded ¥ MlsOdgH Otcls detsc 5
desdzj o Htsdzy j dz dzOR SH 99V dafi 1B P j dzOr 1
permit oL o] "Pgtsr sy Hjded.d §OCjIs0O
deny IO tej "Pgsr sy Hiddi H0O0CjI0

Ifj BMsOd d&F | §OOdkj s’ ¢ tsd0dziPermis(Stazdprds f  HOdzr o 16 C

1 dzOy | dzdzidkisdisy © dzd © L 2O s jz s dzyOded & slfkzlsfmsozjls.
fidxddRr S tsd3OdzH " Global configuration.

[ iCokidioudd s dffsd Lo Odd*

s sd3Odacddss -list dMmftsdz LEzjlsmw HdYW MLHOdY d tjHOSI
MlsOdzH Otelsdz' 7 MYfdMise HBMIsEfO. wlsOdzH Otelsdz” §j M dMSCd
fOCibtso LIBGHGEMESBISfOadlsjdv (dMmssyddtO) {0Cjkt

VHOMZj dzdj ESOLOddzscts My dMS O vy jHisfRd mdgess fjikth jrigrisberdzy j Is fyw
I GfsOd d j LOfdid o {2 CcEOdH,] JCdstdlzs shv.

lteddzj te

1dxd ftedejH]d deQJm MsLHOddY MfdMEO HeMiskzf O M dat
M OHtjMBdz 10. 1. 1.

Router(config)#access - list 10 deny host 10.1.1.2
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accesslist (extended

s sdBOdace@ss -list dmfsd Lizjlsmw Hdw ML HOdY dzdj tctse Odads
HsMsPINGY SteBO L k52 Cs®OdH' GhdjdYjls ©Odij MtL H O

g4 ddzlsOC mdMm access -list  number permit |deny protocol source source -

wildcard  [operat or port[port]] destination destination -
wildcard  [operator port [port]] [established] flag - name
[log | log - input] [time -rangetime -range - name]

no access - list number

number dis a3 fief d fiCsAnls PYr@zy L OH Odzdw teOMmh dqtoj dzdets e s
des 3 6 H sSdzy Jsdz idzO P s Hde jid § &O F dzif 26990 0 O

I fj ©tMsOd df j 00k lstr ¢ td&OdhPermisEextafedty d HOder o tC

1 dzOy | dzdzidkidisy © dzd © L 2O s jz s dzyOded & slfkzlsfsozjIs.
fidxddRr S tsd3OdzH " Global configuration.

I iStsRidiOoydd s dimfsd! L so Oded ©

s SdiOdac@ss -list dMisd LizjlsMY HiY ML HOdRIY d ©jHOCK]ES
COMmh dicj dedz’ ° MydmMSse HEMsEfO. {OMMdej dd j MydMSd H
Wdd beOyddi fOCPlBpME skftOodls dv O PRI sPPC PO MESY
fesbsS sdz0, stk skfwOodlsjdy 00 d sk {6z

VHOdzZjdzdi ECOLOdzdzsets M dME O vyj dzd fosatress fRlish j fulmisedzy j Is ipw
I Mmi MOd d'i LOofdmd o 1?2 Cdi3OdH] dedtstngtolzs Isfmw .
access -list 101 permit ip host 10.11.1.101 any, Iss 11O CsdB3OdZH O EZHOW
ftsH detsd3j etsdz 101.

1l tod d3j to

1d3d fwedejHjd ftedhjte ML HORIY MfdMCO HtshMiskzfO ) dat
Router(config)#access - list 100 deny tcp host 10.1.1.2 host 10.11.1.101
eq 22
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[fdBtsj ! Iyt EBRY &zA KE

cryptoisakmppolicy

s s 3O damy@o isakmp policy d My tsdz! LHzdpMs ifys LIKEQ(dEdrd s €, o C stk
ZCOLT 908 Isfpw 3 j dZ2Oj B j] Odzestedlsdidr dd §OttOdRBiIster ML HO9
BHEIs ftoj Hdzsy § dz § Otelsdzj ez Hdzv Mtse zOMtsea Odedw . CIstsls
sBdi3j deso ddeW stedzOydj?2 fjtcos? WOLTMIKE eofmj tBdii df 9lsit

vOdR fsddsdS o&syjls Brls! ECOLOMS djmMStsd S f §tdhe
" fsdzdzj dedj HOdzdets?2 S skOdzHT tshih j Mo dv j s ISARMHSAD 6] ¥
[ d&2v bHOMEEasddsdCd dmisd LejlsMY kO ngj CsdkORHO M §t

gdd dzlsOC md M crypto isakmp policy {priority}
no crypto isakmp policy

priority Zdzd C Odaf eiz] &ls d W IKEIssttief IsH SOy Misej dHJ dzlsd)
Mz Hikjls dMftsd L s Ols! yj sy ydfmes s 1
Zydisr e0ls, ylbs yjd Btsdz' hj ydmds, Isj d3 ¢
fsdzdlsd<¢d.

1 dz0ded i s bR dzyOdds 5 kRsdyBBAsddlsdS Jdnfsd Ly snw
ftodo jHJdadg §J dzd

encryption = belt (4 v 134.101.31 )
hash = belt (& v 134.101.31 )
authentication = belt - sig

group = belt (& v 134.101.66 )
lifetime = 86400

L i) dRtsdzOdeH * Global configuration.

L i StRidioydd s dmftsd L s Oded ®
RMftsdz L E21Is] HOdzdzkz® CBBOdZHE HdzW EZCOLOdzdvY § OtcOd3] Istet
fl §Otelsdzj etsdz, HdzW ML HOBIAKMRIGHBB A Y] L Oh dlIsT
s 53O daypto isakmp policy tfizh j Mise dzv j Is olSAKMP palicytegnfigdragon. |
LIssdy tedyddzdd d EZCOL T SAKVB BAM ffiOtdsd) Isite " € 5 d30 dzH :

authentication (IKE policy)

encryption (IKE policy )
hash (IKE policy)

group (IKE policy)

lifetime (IKE policy )

[ fdzd o f tetsyj MKEY il lCidekgSBaS &L § OtcOdj steso dzgj BN dz L
dMftsd’ Lo Ol MW jets L dOyjdedj 65 bkdtsdyOdds .

L
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[Isdzdud i HOdzdzts? Gstud3® diasn 6 MCHEHIDS:

sz HEZj s e Mishdd L OHOI! daypé tidaklps pdidg 3AGdaO L dzr d&3d
B ssHOB] Okljdsd¥dsoydd d ©OL ddydse i3d Odzc tsted Is &3O d3
f smdzi € tsdzo | teisch-liks® ©addf ¢ & cr@tiyefdsde d e 2tcOydy , f tsmdzd H d
MsHjty Ols! ojif! MdmMss &jlssHtse Okljdlsd¥dsoydd d
oL sy dzO MdlskzOoydw, ftod ¢ slsiKEdRIs O te®Gizidg jedzly dolj di vy off ¢
crypto isakmp policy , 0O Odzeisfad Ishdgdeygtts 2 isa kmp policy . ¢ h dzs L
Mse zOMdIlsmw dO w©OBtslsk M § Oklsdzj esdz, ) cydstster d@3 k& dz
isakmp policy dzfj MmMtseo f OH O8 Is.

1l ted &j te

Ldxd ftdejHjd qtsmﬁggmdzcmmsqmqadzqmsmlsswuz dL HokZ OB
qasdthdn ftededisjls’ 15 (

Router(conf ig)#crypto isakmp policy 15

Router(config - isakmp)#hash md5

Router(config - isakmp)#authentication rsa - Sig
Router(config - isakmp)#group 2

Router(config - isakmp)#lifetime 5000

Router(config - isakmp)#exit

Router(config)#crypto isakmp policy 20
Router(config - isakmp )#authentication pre - share
Router(config - isakmp)#lifetime 10000

Router(config - isakmp)#exit
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authenticatioflKEpolicy)
s s d30 dauth@ntication ftoddgj dgv jIsfqw Hdzv ECOL Odegd%w dBIISHO Oklsj
I sfisOdso dls! L &zOyjdedj 65 bEdRsdyOdeds By dets Mmo. f sdish

dElsj dzlsdW S Oydw dsy jls smih jMsedwlils! Mw M dMf sdz L s9 Od
(PresharedKey) dd&zd f dfmfsdz L seaOdzd i &3 ydivtetser 7 MmitlsdW d¢ Ols

s ddzZs OS¢ Mmdm authentication {belt -sig |rsa -sig |dss-sig |sign |pre -

share }
no authentication {belt -sig |rsa -sig |dss-sig |sign |pre -
share }
belt - sig Oklsj dlsd¥ds oOoydwy smikzh jMmlsody jlsmw f dMhf sd
Mjtesd¥ dSOlstse, ML HOE 34 st @ifasRRdEElz 2
rsa - sig Oklsj dzlsd¥dsoOoydwy tsmiEh jMmlsodv jlsmw f dmf tsd
MdtlsdW S Otss, MSLHOBRBE » 5 Odestdl ik
dss - sig Oklsj disd¥ds oOoydwy smikzh jMmlsody jlsmw f dMf td
MitwlsdW S Oltss, MLHODBY » 5 Odestedls gz
sign o' Btstc S tcjlsdesets sdf O Okl jBEEYGWY dS Oydd
smEh j Miseo dzv j Is iyufy jthetds JIFFICOISA dzj ¥ Oh jes o
pre - share Oklsj disd¥dsoOoydwy smikzh jMmlsody jlsmw f dMf tsd

ftoj HSY tej H j dzj dadz’ 7 € dzs uj 2.

1 dZ0uidedi s b d3tsdzy O tmdf 8- sig

fidxddr S tsd3OdzH " ISAKMP policy configuration.

[ iCodkidioudd s difsd Lo Odd*

RN tsd LE2s] 1k CtdOdHE HEY ESCOLOdRIY &jssHO Okl d
fjto 52 IKEOL j

[ OdzdzOv € tsBOdzH O te O BSBHMP pdsicy sonfigurafiah o3 §

sdzg yjooOw OO, ¢ Ctlttts? ftddOHd]xdls GlsCter Isr 2 ¢ dz
MELHORO M df cdz L s RENIBSA fz@dze s sitkO1. 45. / [ 8O Odz1 dz27 B
Mdiwlsd¥WdS Ol fl SlsCtRSBOe Bz jgls Htsdzy jdz B Is! Y sHf dMOd
SlsCter s d3 € dz¢ ysdi, RIAOdze Bdzdzlsdglzf S sMHP isde?  C Ols Hisdzy 4 dz
fsHY d@ds Mgjdtclsd W d C Olstsd3. DA @ tzd BadRIDBAM j teclsd W € Ols 5 d3.

I WOo2d dOMmlstcts jc§ cofviiniifo @ taelsdsitcsPmdd dert d send _request

ftedmotsj dats ALWOMG) ded j I St IstsdBz 5 EdRsdzyOodads f Otclsdzj ez o
ZsC Odz! dz" 2 fjtelsd¥W d SIkBE titO fifictedd lgfmCOdsdzlinw  fj tslsd W d ¢ Ols 1§ O

lted iR yOdzf ded ¢ tsfistets dzd d el YRNGadg diftisto Rdgten fy Iz

dmMf sdz! L so Odedj &5 OklsjdaelsdWdSOYydd dz0 fipj esdW¥W S OOR toj ¢
Oklsj dalsd W dighOydid + stsd3 dzzy0Oj fFtod Ctsdzo j telsd Cisaw @Ed dg  H ¢
Native-C sde¥ e 2t Oydd HBY sdzded Is§ dz! dets f i fafsip Wod@& jAdsiy w  diry fyy" Gk €
BOL J

[bdzdydi HOdzdes? CB5dizOdzH " sISCisfasl@IS B dzts?2 § s B3O dzH *
LdnsfmCOjilsmv Isdf REAlejcngsahy d < O0ydd

] CiscolOSf BsHH jteydo Oj smw OkzlsjdadW JcOydqw M dMmfsde L 59 OcC
MsLHOGGdH S5 5 RIS Stedls Bz
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lted i te

1d3d ftedodH]ds
Cdz¢ yon, dMyf tsdz
Fdigtsdzy Oded & :

Router (config )# crypto isakmp policy 10

ftoddjtc dzOL dzOYj dzgdv BjlssHO OklsjdasdW d¢
LEj B¢ oKD t§ B0 dff §6 1§ OO st ks O

Router(config - isakmp)#authentication pr e- share
Router(config - isakmp)#exit
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encryption (IKE policy)

s s d30 daRc@ption ftoddzj dgv j Isfpw Hdzv ECOLOded" OdzetstcdlsdzO h W
ftcj HdZOGO] BsEts HAZY Mcec dzOMse Odzedw § Otelsdzj oz, S Blstster 2
LOhdh j dzdzse 5 € OdzO dzO.

I sflsOdse dls! L dzOuj dzd" (65 kdsdyOdd® sy ds . § sdsh

gaddzlsOC mdm encryption {gost |belt|des | 3des | aes |aes 128 |aes 192 | aes

256}
no encryption
gost 9 COyjfMmbeaj OdzetstedlsdzO h dWtese Odzd™w d Mt tsdz
28147-89
belt 9 SCOyifmbbej Odecsttdks®BO " dWitttse OQeafr dMY tsdz
34.101.31
des 9 COyjfMmbeaj OdzetstdlsdBO hdWteses Odedw d Mt tsdz
3des 9 COyimbej OdettdlsdizO " dW tcHhislERIBC d M sd
(3DES)
aes| aes 128 9 COyjMmlsej 0Odze tsteddshigyors dzid W b jblib AFEzd 1 2 8
1 20y j akzs[dfaes 12814 € o do Odzj dals dz" .
aes 192 9 COyifmbej OdzetstedlsBO " dW chivpABSdwY dMmY tdz
aes 256 9 COyjfMmbeaj OdzetstdlsdzO h dW tcthisAB&d v d Mt tsdz

1 dzOuidedi 5 d3tsdzyOtmtfs

fidxddsr CtsdsOdzH " ISAKMP policy configuration.

[ iCodkidioudd s dffsd Lo Odd*

RMfsdz L Z21Isj HOdzdzz® Ct5BOdzZHE Hdzv dzOL dzOyYj dedv OdzG sted s
dmMf sdz L s9 Ols* Mw HA&WIKE.Oh dIlsT B dJ dzls o

[ OdzdzOv ¢ BOEHOY Iste 9 ISAKIP mbligy configuration.
RMisdz Lj 3" § Odzestedlsdzr h dWteso @szgonv.inE OL r 9 O Isfypw o W
No¥W sted3d@ Ctsd@3OdzHT or MlsQoadzW jIs L dzOyddedy 65 EdtsdzyOdsd:® .

1 5 ¢ sdbaeHrinning -config S tsd30dzH © MBS tc@rOg sfiss Oisr 9 O sMw 9o
L 2Oy j ded daes 128 - f sC OL ™ 9 Osdedyw €C OF

[Isdzduydi HOdzdzets?2 € tsd3OdzH " SIsCisfasiOFsB dzts?2 § tsdi3OdzH *
1 =€ s 3O dhoy running -config H OdzdzOY CBdBROdZHO S OLT 904 Ismw o fy

1l ted &j te

1d%d ftedeojHjd fteddjtc dzOL dzOyd dedw o € Gbif PEPCBG O dze ste(
(3DES) o tBHMOSA. [ MlsOd dr | Hfiplecomdelsdafo O sw 5 kB dzy

Router (config )# crypto isakmp policy 10
Router(config - isakmp)#encryption 3des

Router(config - isakmp)#exit
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hash(IKEpolicy)

ssdiOdash o d3j dzv j kW HdZzv-OE B PzE®, ndmMfcd LEZj BSE B HC
Yy dzsfisdetsls d o stts@ kSARMP BA.

I sflsOdse dls! L dzOuj dzd" (5 kdsdyOdd® sy ds . § sdsh

gddzlsOC mdMm hash {belt | stb 1176 |sha | mdb}
no hash {belt | stb1176 |sha | md5}

belt ECOLTr90jls, yYlsts - -OdzettBod)ldpis® jH tSdhj dz d MY s dz
O dz¢ s teuuisids 3 4 . 2001 (6.9 1

stb 1176 ZCOLT 90, vyYlsts -@dzeltOodjlds® jH thdeyhj dz d M s dz
OdzG s tedusidz 1 2996 . 1

sha ZCOL" 90jIs, yYlst -G@dcQodjldms® jH o jhdz d Mt sdz' L
O dzts toc qIBIAHMAC o Otc d O dzls)

mdb ZCOLT 90, vyYlsts -@dzeltCojlds® jH thdeyhj dz d M s dz

O dz& 15 VDS (BIMAC 0 Ot d O dzls ) .

1 d20yjded i 5 I d3stsdzyOtimifs

fidxddRr S tsd3OdzH " ISAKMP policy configuration

[ iCodkidioudd s dffsd Lo Odd*

RMysdz LE2Is] 1k CtREBOdH-Rdd ed 20Oy hiefd! ELj i3cets o
IKEddzd Hdzw oBMMisOdetse dzj dedw L dzOyj dzdvw ¢t ks dzyOdede . r
ISAKMP policy configuration. [ fpdzd o GCOyjMmlsej d&@BilktHO Oklsj dzls@W d ¢ ©
fsHfdm! d 1 IstwuvfGhRdffidflsda@l, Ists Hdvw "1 hdtese Odzdw dzj ts
0O dz¢ ts tedusid3

RMY Sdz' L 2 dpdge sAeidhls d37  2C OL © o @ dorfig Wini 0. NOWCDH@AO € 5 3O dzH 7
9" Mlsodzw jIs L dzOyjdedy 88 Edisdzyodzd:® .

1 5 € tsdbagH rnning -config € sd3OdzH O (iELiPw reofiPj ¢ H O.

[Isdzdudi HOdzdzts?2 CtsdizOdeH "™ (SIsCisfasl@IsB dats?2 $ s d3OdzH T

1 5 € sdbalgHrnning -config H OdzdzOY CBROBHO Y BECOLT™ 9 Oj Isfqw o f
LdzOyj dedd 5 Ed@RsdzyOdszd® .

1 tod &3 te

1d3d ftedeojrid ftoddste dzOL e2@ag jsdedvs d30 A jSiiplffdgjz Otz dz' |
f OOk st kMlsOdOs dzdo O kM & kdsdyods * :

Router (config )# crypto isakmp policy 10

Router(config - isakmp)#hash md5

Router(config - isakmp)#exit
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group(IKEpolicy)

StsBOdgodp fted By dzv jIsw Hdzv ESCOLOded" Odzd stedls BO, dMmY ¢
IKEHdzv 9" tcOBBISSCd Cdzvs yjotsets di30Isj tod OdzO-m j RiAWEOdzOL 2z j Is v
l smimlsOdeso dls! L dzgOyj dedv 65 ER3sdzyOdsd® sy dets fmo.f sdizsh

g4 ddzlsOC mdMm group {belt |1]2]|5}

no group
belt dmyfsdz L 2§ sy d® ded s zdetz@GFdz0 dzO0 MCdidd £ led{wi -
dul 34.101.66 (lteddztsyjddj ¢)
1 dmf sdz L 2§ sw Odzeh f5 tizdzty Gy fl2OW f iz yO 768 B
2 dmf sdz' L 2§ sw O dzah f5 tizdzbiy s OV f dz yO 102 4
5 dmf sdz L 2§ sMw Odzel f5 tizdztiy s O f dz yO 1536

1d20yjded i 5 I dstsdzyO bimifs

fidxddRr S tsd3OdzH " ISAKMP policy  configuration

[ iCodkidioudd s dffsd Lo Odd*

RMftsdz? Lk2Isj 1k CtdBOdHEZ Hdv EZCOLOddY OdkettedlsdBzO, ¢
flosbsKEdz&Y o tOBBISd BN jets MiStejlsdasets Cdzg yoO d My
CsdBOdzH O tc OB t5ls QGAKMPo poltey] ¥ cpafguration

RMsd Lijdsr j] Odestedlsds o j dzj tOyddesSotmwgi2 ECOLT o OF Is

1l ted &j to

1dxd ftede jH]d { @dstctdf@OdfBPdgizd dzets? ¢ dz¥ yo o 102,
[MsOd dz j] §OtOdjster EiMlsOdzOo dzd o O sfw 5 I dgts dzy O dz &

Router (config )# crypto isakmp policy 10
Router(config - isakmp)#group 2

Router(config - isakmp)#exit
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lifetime(IKEpolicy)

s s BOdietie ftod dj dgv j sMw Hdv d&zOmks GIKRSA] b &) il Gdzs g d ks dzd
LdzOyj dedv 5 EZdsdyOdds dsyds f) §sdshme.s ks2 3j € sdc

g ddzls O¢ find M lifetime seconds

no lifetime

seconds otcjogfL EESAeoMmj CEdgH@tcj " jdes M tsdzt L s9 Ols!
ydmazs dr @ doOf OL sHits 4294967295

120y idedi s EsdzyOo&z§400 (1 MmklsSd)
Pidxddr Ctsd3OdzH " ISAKMP policy  configuration

[ iCodkidioudd s dffsd Lo Odd*

RMsdz L2 1k CtdBOdHEZ H &ZKE EJAedO daddrw osatds) friiif) IsdExdztsiedde j o
LdzOyd ddy 65 kdRtsdyodd:. [bimkzlsMisokzils otL @ity dsmls: &
IKESA. 1 OdzdzOv € tsd30dzH O tclOAKNIR licyscordigutationy. d d3J

[sdzdydi HOdzdets?2 S 5dizOdzH "  tsISCisfdsl@S B dats?2  C s 3O dzH *
JctoOded W jsdzcpMe j d3j ded Y dL dad dd3j s s Btsdz W dQsca d Of OL tsdz,

607 86400.
1l od 3§ te

1d%d fwedejHijd feddjt MSKEBEOY dd ] G2 &4 NnNgE tzden ( 2 0
[MsOdz dz j] §OtOdjster EkilsOdzOo dzd o O sMw 5 I dgts dzy O dzd &

Router (config )# crypto isakmp policy 10
Router(config - isakmp)#lifetime 1200

Router(config - isakmp)#exit
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cryptoisakmppeer

s sBOdaypld isakmp peer ftod g dg¥ jIsfpw Hdzw or BsSteO 1§ OIBAKMD tcO
peer configuration, o Ctlsttetsds s pggessizemodedetdsy d Istce OdzedL Oyd d
d de¥ tstc 3Oy drs dis B d3j dzts o IKB tetOsREOEdzO ) 1 sdd3 f Otsls dzj te s d3.

[ ©
WS ydedzOd desilsd dMysd L 22de) Std@OdHE M fij¥dCmnsd

g4 ddzlsOC mdMm crypto isakmp peer {address ip -address }
no crypto isakmp peer {address ip - address}

ip - address IP-OHtej fl § Otclsdzj tc©

1d20ujidedi s I tsdzyOdzdz® s jE BsdzyOded s .slsmizlsfise ] Is
fidxddRr €S tsd3OdzH " Global configuration.

[ iCdkidioudd s dffsd Lo Odd*

1 sfdzy o f sdzdzj degdwW 1 Ists2 € tsd3Odgat’ agdrépsive dz: mole2ckent ¢ 5 3O dzH 2
endpoint H dzv [z f)ly Catygreksivetc j ¥ J BO o tcORS KE. f otsls ¢ 5dzO

[sdzdydi HOdzdes?2 ¢ s5dizOdzH "  tsIsCisfdsl@Ss B dats?2  C s 3O dzH *
1 WBHHjtey do O sfw 9 Othafi@alals : € s dRZOdzH ™ M
crypto isakmp peer {hostname ip - address}

1 ted &j to

1d3d ftedejHidz ftedd3j te dzOL dzgOyj dzdw OH tej MO adg@dsilgedzj tc O,
mode H dzvw  d dzd UKE®g dizf dzts o :

Router(config)#crypto isakmp peer address 10.0.10.1
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set aggressivenode clienendpoint

s 5 d30O dzet @pgressive - mode client -endpoint f tedfj dz¥ j Isfw H dzvagdeede/© dzts o ¢
mode Hdd&v tcOddL Oydd dJd¥W sted3sOydtsdeder 7 B iBj detso 1 ez e Od
EHOdzj dedw 1 Istsets tejyddBBO dfmtf sdz' mokz21Isj CtROdHEZ fy o W d

gddzlsOC mdMm set aggressive - mode client - endpoint {ipv4 - address ipv4 -
address |fqdn fgdn |fgdn -user fqdn - user }

no set aggressive - mode client - endpoint {ipv4 - address
ipv4 - address |fgdn fqdn |fqdn - user fgdn - user }

ipv4 - address JH]j dEsd¥W S Olstste dqdzdyd OlsdvV@a thsj a f dzj (W j Is
ZsC Odzt dz" 2 ladbresdf O | P

fqdn dHJ dzlsd ¥ d S Qlf ®©ts sSE@RBN[(Tds ¢ OddD bz § O ff s dzdats §
Hisd3j dedetsy d d3v)

fgdn - user JHj desdW¥ S Olstste d dEfmpi. OlsstcO® Isdf O

1 d20ujded i tits bz dgts dzy O dzdz®  jtfoiis] jz Bs dzy Ocdzd ¢ .tslsmizlsmise i j Is

I i dBtsd&zOdzH * ISAKMP peer configuration.

[ iCodkidioudd s dffsd Lo Odd*

s ts 30 dzet Oaggressive - mode client -endpoint di3tsy jIs BT Is! dmf sdz L 59 OdzaC
tc j ) d IBAKMP peer configuration. | dzv o"tsHO o {Itsls tjydd3 dzj sB R SH(
crypto  isakmp peer address .

[sdzdydi HOdzdets?2 S sdizOdzaH " tsIsCisfdsl@Ss B dats?2 € s 3O dzH *

T 1S dzs Yyjrdddgdzts 2 C s dB3OdzH " o € tsdaW d ¢ Iz tc Oaggfessive ma® y O j Is o !
(AggrModePriority=TRUE) H dzv HOdzdzscts f Otclsdzj 6O

1 dtecdsy@esdzs? S sBOdH' dedstdikjlsmw (dj HJ O Ishw
[ OdzdzOY CBOdRHO OBl Oj s AggModePriodly dzOS o € dzv yj dad v

1 [ Mdeddzv € s B@pEipHSakmp peer slsmizlsMmilse kz | ket aygsedg®elzH G mode

client -endpoint , Ists ¢ tryR® taki®p peer dedestedtelzj Ismw .

l tod d3j to
rdzv sfdmodedvy fteOoddzO ML HOddY IsAndedsgivdzthodf s HzQ) ISR 3 d d
sts¢ ts5,IP-QHstds] iy f OB.B.OZjlGIP-GH toj ) dztsC O dz! dzts G0D.0z A Isdfig P Hdzo Oz & |
CsdiOdzH " :

Router(config)#crypto isakmp peer address 10.0.0.1

Router(config - isak mp- peer)#set aggressive - mode client - endpoint ipv4 -

address 10.0.0.2

Router(config - isakmp - peer)#set aggressive - mode password 1234567890
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set aggressivenode password

s 5 d30O dzet @pgressive - mode password § tod d3j dz"Hjdisfig s Pré@shared € dzé y @zw
HOdzdztf @t ls dgi t2® L H ORpgsldacfd € dzs yO L SCtdWdebkzteOydd dmi sdz
ftoi W dSnptsd3

gddzlsOC mdMm set aggressive - mode password  {password}
no set aggressive - mode password  {password}

password LdzOyd dzedi i HEMISOdetse dzj dzdztse s € dz¥ 4O

1Oujded) 5 FRskyOdsdag) def 5 kBt dzyOdeds .tskfmbklsmise k] ls

I i dBtsd&zOdzH * ISAKMP peer configuration.

I iStsRidioydd s dimfsd! L so Oded ©
[ OdzdzOVY CtBOdZHO dJe destcdtelzjlsimw o CtsdW dekzteOydd d dzj
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cryptoisakmpidentity

s ts 3O day@o isakmp identity ftedd3d dzw j sfqw  Hdzv dzOL dzOyd dedv Isd ¢
dmMfsdz L 2] &I3se s o ©IRKERS @As difj telas{ldsts ¢ ®2BP@ dzOyj dzdz” 2 Isdf dHJ
foitsh i & k52 3j SCtBOmzH' f fjddSmMsdg

g4 ddzlsOC mdMm crypto  isakmp identity {address |dn | hosthname }

no crypto isakmp ident ity {address | dn | hostname}
address ZMmils OdzO o dfefi g @zlsld ¥ dalideelssts te
hostname ZMmls OdzO 9 didig Ezlsld W dhosthantetc
dn EMlsOdzOo dzdo Oj Is ddnj dzsd % d € Olststs

1 2Oy jdadi it ZdisdzyOfesdss dzyOdeds bkMmlsOdztse dzj dz ladfiiess.d H j dzl

fidxddRr S tsd3OdzH " Global configuration.

I iStsRidiOoydd s dimfsd! L so Oded ©

RMsd LE2s) {bk Ct®@OdHE HEY ECOLOd]Y, S$O0Cs2 kdf d
LOMBS OF f telkhs s Q tsdz@ts > dzts s @oidress, BdstfaMezpdd

RHjdIsqW dC ObdEess 69§ Of ©Oo ddzs dMytsd L Ejlsmw, Jjhmdd ¢ sdaf
dqdelsd oW § 2 M {PECday virtsods. d3

RHjdsqW ¢ ObastmmeyGD §Oodds dhmfsd (kjlshv, jhdd ¢sd
SHdGEE dqddsj W j2MO ddd %J J4Mmdd dqdjilsny P .d dals j .l

tdSBdBi dZHEZjIsfqw Hdzv oMmjn  Otlsdzj teseo dMmf sdz' L mdd@ds,) j H(
dzd shisstname, dzdms ts

RHjdEsd qhOBEBR LEjlsMY ksd ¢t fttd Osslk) M Mitwlsdyd

l tod d3j to
1d3xd ftedejHjidz ftedd3jtc ¢ OL Odrifliesslsdf O dHJj delsd¥W S OlststeC
Router(config)#crypto isakmp identity address
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cryptoisakmpkeepalive

s s 3O daypto isakmp keepalive ftedd3j dev jlsmw Hdzv OCIdeadLOydd ¢t
Mtstseh jdadw d3d, Y HIse jtey HOs h ddiizd OFC ISKE desjlg H 2( s sizG GO
{IsCdzs ydis! 1 Istsisdztdf teffs yfj s "3ty Ists2 yj CmwdsOdzHT ) feiwd

g4 ddzlsOC mdMm crypto isakmp keepalive secs [retries]
no crypto isakmp keepalive secs [retries]
secs 1OHOjIs HsfEkMisdd 2 fijtedtsH otj d@3dj ded szl

sls fOlsdy 6O, 5 dikjyjdds SCtbtttsets, !t
ktcOW dC O, O BRPeffjtdidemy [ d Of OL tsdz d P dzdfi t5q
3600 fjCkdeH.

retries 1 OHOJjIs oty 3" Y dHOdzdw tOBD-j G Misls 1 id@ lOdz,
o jdzdydeds 2 HBs 60 MjSkdH. 168 Edtsdyods:
Qo dets 2.

1020ujided i s b diSsdzyOfetrcdis zyOdzdé SsRORHO dzj OCkdo diots:

fixdddr S tsd3OdzH ' Global configuration.

[ iCodkidioudd s dffsd Lo Odd*

RMsdz LE2] 1k CtsdPumezh judf? & sfiasOosjdey H O h R OCIsd
COBE O f LKE.S & dzO

1 ted d3j to
1d34d fwdejHjd i
dzi BT dzs ff sz yJ dzts
i Czdnr

Router (config )# crypto isakmp keepalive 303

dkjte OCkdoOydd fsyj MO slsfwds
fOCjlsse o bkjujddjy 30 MmjSkdH. 1 0OC
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cryptoisakmpfragmentation

s ts 3O dmypto isakmp fragmentation oCdzg yojls tjydds WitcOc dgOdlg st o (
[ OCMd 30dz! dz' 2 -ftOQ L &gjOtc o9l' fis O o dzv J(sABO dzts GF Hdzts OQilss c o | OS
[ I5C dz¥ WdclO'@ d3j dzls  telgso @alzd jn f sd3tsh @ 8 Ists?2 X j BosdzOdzH’ )

g4 ddzlsOC mdMm crypto isakmp fragmentation
no crypto isakmp fragmentation

1d20yidedi s kRsdyOff: £ dsdyOddcoc k] disd oo Ofzg§ j Is sloK
sIs € dzs yj dats.

fixdddr S tsd3OdzH ' Global configuration

[ iCodkidioudd s dffsd Lo Odd*

ANCOEd) das oo O sShbKEz) SBRsH B o Isjn fdaEyows, S&ctr
Hdzd dzdz’ j-f ODPIST dzdets dzj §esflmsOs sy fosdiykzissyd &
WieOcdj des ez sige dzgz® i p

lbdzjHizjls Eudlr 90!, ybt i jtoydsddzow iphdCpssidsd S doy sz et
fiodotsHdl: € WOCIkdyjmS sdpil Qfds -1 ig @ztds] dalstis{ddz’ dzO@ o j dzd yd dgz  H fs
( BOC g BOd dzs H s L ls@cds RisOECAs @R 0, &OdBsd) | 1@HkE 0Q ] & dz
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[ fdeBt5] ', WilszB B G dZRSAB W I 2

cryptoipsecsecurityassociatiorifetime

[ OdzdzO" CtBOdzH O dhytsd L kjlsMy HSWSekfifs Bsasamichd o o] dj dzd
OfmMmsydoydy L OMdIsr ). 1 8H otejddjdaj 3 YdL ded Y s5ded®OJ IsMmw
I dfisd ud dedd I deg CeactOf ®iided Mo tsj Mmlh jMmisetse OdedJ d de
SA.

Jtejdw ydLded sy jls LOHOo O MW COC o MjCkdnOn, kOC
O Of Lkfls O®Eo disjteiscisO) . | dzv o tsffmisOdatso dzj dedv L dzO Y
i sdz L 221 Ik >jdcCimmgdrz M ]

g4 ddzls©OC mdMm crypto ipsec security - association lifetime {seconds
seconds | kilobytes kilobytes }
no crypto ipsec security - association lifetime {seconds
| kilobytes}

seconds ot j d3Wv N RAwdzednj S dzH OF . [ s kzMmisddr j L dzOyj dac
4294967295.

kiloby tes otcj d3W N PPdedk d dzsB O21IsOR . i EMIsdd 4 L dzOyg
4294967295.

L idddRr € tsd3OdzH T Global configuration.

1 dz0yidedi 5 PhBsdyOo&E§O0 MjSkdH (1 yOfm) d 4608000
[BO2I/ M) .

[ iCodkidioudd s difsd Lo Odd*

RfMId L2 1k CodOdHlE HdW dL dsj dzj ded™ [E8ps Odets o dzj dzd
ddzj HizjIs fdddls! , vyt bkdjasjimgdy o tofjskdid) dgdié ditc 5o dz
jHqgdzj dedw, dets o' h Ojls dzOclkzL Clk dzO® fesyj Mst, ylk
s & if§fdasitt e dzsfls d .

MlsOHdd BBMEYHJ ddY & nSkizd)dsD dpn dad® d@g Yis Mt ayy zd BO dz
o] Hdzsy § dedr B Tlststets dzO B .

iMsoksls Ho O fOWOR] O, ¢ BALRaydE O dfj T 3o
dujfmisets f jtojHOdMes2 J §k§z0BkOn ddzl 6tc G jf dze j S o f
Moo Ols! 5 HisMisdyjddd ddBdlsO dfBr & dqL {Isdn §C
dzd, EMmlsOdetsodzj dedzsj ® MjSkzdzH OF, O BcetcOddyj dedj o &
a5
Iz
z

2

Mz yOj BEHJjIS HJ2Msojsd3jodzd . Bl jctO bl dzi dBded JJ s @ tofhd
sflsodw IstcOW SO (k) § 5 Gz wisf. sSOCSHA® o) i3v
dzH OR, yYbts B' o BGMdsodesds kZH Odzj dad, Pst 2Odad P dzd § tct
| jdi3 teOWdSO o' BdteOls! C®C HGY tsdddlj d dkzs &)

dzd L OC tsdeyd dzts fp! Shelztel jj dswdzd 3 dnlzded) fids o EAjdlgj, [Adrds Godissoer s iy w
BlzHjls IsOWd¢ O.

RLO3j dgj ded™ oflskgwls o fddzk gptmhpdafguration Esda dais 26 j 3 d &GO

'_ns"ml_k_)ﬁ_s‘ =

s
(]
o]
d
74
s
d
q
Is
Is
d
B
r M
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lted o3 uOdad §

{ hdzd Wtdafdzd tetso Oded d dzOB Stc O cifptnj tpsde O tramsfoizd- Bet )

dmf sdz L 28 Isfyw @dst-28161T-leals espaydst28147-mac,esp-gost 28147, Ists o

iz yoj &BOSChHdB3Od dtsj HEflMmisd By  dauyg@Eas sp kv dL
lted ftejor h jdadd dddQ epdizizdztdsts HBAzdzs C sz tc dzOdz f totsls s € S dzd te &
Csdemsdzr BEH IS or HOdzs Mstseh jdedj, yYlsts o ML HOdzdes 3 |
Moo jIsMisoakzjls HsfMisdBsdiiz tSecteOddyj dede Hdzvw dhtf sdz' L

"SA traffic limit exceeds lim itations imposed by the cryptograghic

algorithm"

1ted iy to

1d3d fwdejrHjd ftedhjte &MisSAk® Uapcaste I GDdd iy ¢ v dzd
Router(config)#crypto ipsec security - association lifetime seconds 1600

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 125



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

[fdeBtsj ! R"fMmdz2 MfeBts2Y BE¢
IPsec

cryptoipsectransformset

s s B3O daygip ipsec transform -set dMftsdz L kzjlsmMw Hdv Wsttddtotse Oded
ftoj cBteOL OOt PdzOYydd ftoslsSsdss L OMNdlsr d StodflstsegtcO

[ d" EHOM dd¥ &OBs®O (] SBLOLBS Odzd2 dMmymaz L zjlsfw s

g4 ddzls©OC mdMm crypto ipsec transform - set transform - set - name transforml
[transform2 [transform3]]

no crypto ipsec transform -set transform - set - name
transform -set -name df3v, JtedMo Odo O] d@i3sy dzOB Gtk o j sSBtcOL 59 Od

transform 1..3 B tste’ ftoj SBGOL S Odzgd?2. [ OHEGJI jddse sty ds d
ftoj sBtcOL 59 Odzd 2 .

L idddzr S sd30dzH T Global  configuration. I 7 ff sdzdzj dzd LIsts?
smikh j Mlse dzv j Is earypwrransforregonfigudgtion.

) dz0u j dzdzidztstdisy O dzd & L 2Oy jfdmsf jz d3s dzyOdzd ¢ wlsfkzlsmlsa zj Is.

[ iCodkidioudd s dffsd Lo Odd:*

105t o] sGEEOIse Pzd j dsdzj BOY CtdkB ddzOydY st sdso
Okestedlsdse  Hikcdr §OwOd)steso IPsef bRy dzf j di3' F s Q)
fMsc ZOMse Odzd v IHsELSOHEP L Bz e’ Misc &zOh Os kv 0@ My sd L
ZOB 50O § o] SBHODL SOGAEY’ SCtdltojlsdtsets IS O HOdzdz 7.

l solststedz” 2 o 9tsH € ©ERdEHAB dydzdosigjmds - set -nameL Od3j dzv j Is dzOB ste
ftcj sBteOL 50 Odzed 2 .

Ir disymde jH @M sdz S5 dzOBtetseo o] sSBtOL 89 Odzd?2 d L Olsj «
ddC O HIsRdzS toj sdets?2 L OfdMd CtedflssctcOWdud MEs2 S OtwlsT .

LOfdMmd StedflstscteOW dyj MSts2 COtlsr, dMmY{ sdziPsee $AsHEY { to d
LOhMdIsr f ts5ls s %@L HeQ dzqprazizig f M S | IsisEd) S lisf QO] d fisds 2

Cted f Ists¢ tc OWPUgjlsy €. 52

l1jtejH bjdk COC dzOL dzOydls’ s tzOY & © O gfe{tc @ et df Bdzd L O d |
COtls', OBt i 5B tcOLLSOHODKERS dtsidys) d2 Bds! C sdsOdzH ™ .

1 OBtstc f toj 5B It @H PSR! L 50 Odzd j IP¥ets BrisapsulatarsSecurity
Protocol (ESP) d Authentication Header (AH)d ES OL ™ 9 0jIs C0O0Cd] CtodflssctcOW
Mzj Hizjls dMf sdz' L ts9 Ols! .M riOsddodsdj {fftadEdsldstSCsidd dzddistse z1s d M
tslsH jdzt desisd, 1SO¢ d BBO BHdso toj d3j dzdats.

[ dz2v MLHOddw d&ZOBtte® ftoj 5B tc OLitsHoddE(R HislzjlsitdzjjAds  {fistdf jqtdipOds
SOyHB] dL ftojtsBOLtSo Odzd?2 HBd dzts MtsH | 6y OISAH, BSP)d f) © dzd
d StedfssctcOW dyui MSdrn Odecsttdlkdse .

r dzv EmMlsOdetse dzj dedv tj 3y d O, dmMfsdz L 2] Bdse 5 dzOB Stetsd3 {f te
mode.
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[ sfemMisddz" § SdBE3BddZOydd ftoj sBtcOL 59 Odzed 2
v OB dzdy ©
vdf ftjtsBOL R 3w {fdMmOdzd j

AH Transform
(sHddz dL

ah-md5-hmac

l et E@dEtEd s ¢
Oklsj dzls d ¥ MBSOy d d

ah-sha-hmac

l eslssSsd ¢ M d
Oklsj dzls d % §HAOY d

My ¢

ah-gost-28147-mac

lteslssCtsdz ¢1 M d
1 {eu 2-89(407 toj N d
9" OB BISCd dd3dlIst

ah-belt-mac

lteslssCtsdz ¢ fn d
g U 34.101. 31

ah-sbt1176-hmac

ltoslssCtsdz ¢ ¢
g U 119986. 1

ESP Encryption Transform

(sHddz dL

l otsls SESBfly Odze tste g

Ul

esp-null Null.

esp-des 1@?;; E E%ISISE%SBG; d Is dzr

esp-3des 19?2 g tlz EE;{SE%& é;s cg Is dz'
esp-aes-128 loig E ttinngEtgls é;f B ls dzr
esp-aes-192 1@&? E Eisgggg dIs dz'
esp-aes-256 103;? E z%sggéz; d s dz"

esp-gost28147-cbc

] etsls sESB iy Odze tst60
1 {eu 2-89(4o7 toj N d
CGOBdese Odzdw M
fr]aWL)J [

esp-belt

] oisls SESR 0 dz¢ st d Is
U 134.101.31-2011 (o

6 ) desP3d 5o Odzed ¥
SBtOlsdzts?2) o w L ! &

ESP Authentication Transform

(5 H iy d H< ©

esp-md5-hmac

] etsls SESR 0 dz¢ s te d Is
Oklsj dzls d ¥ MBSOy d d

esp-sha-hmac

l oisls SESBfly Odze 5t 0
Okls | dzls d ¥ §HAOY ]

esp-gost28147-mac

l osls SESBiy Odze 5 ts(
1 {euv 2-89(4e7 toj N d
9" OB BISECd dddlst
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vdf fiBBLOLS R 3" {§dmoded J

l otsls sSESBfly Odz@ tsteq
vl 34.-20113¢(0»9
i dd3dd o' tcOB IS

didlstse flsOo ¢ d)

esp-belt-mac

j HsfEmMSCOjlfw, ylstser B d jHJush (@ 2 ESP auahesi
ktsds Mk yOj o' HOj kMY BEseh jddj B

ESP. NULL cipher requires ESP authenticator

1
1

UHOdzj ded J

{ Mdzd ftcd EHOdziddd o99jMmisd ddoiw daj MEh jMise ks h jets dzOB K
mMsseh jddi B GhdBCj:

Could not find crypto transform set <transform - set - name>

14 HBTEMCOj MY ZOHEFdkEPL 200GED, dO (b’ 2 fwdmizls
MISOISdHQqudZd H d ds@3d difff O ¢ OffctibH ts B flakl? 2 Gy dHJO | fisthty s M | dzd J
adhnO

Transform -set <transform -set -name> is in use by the crypto -map(s):
<crypto - map namel> < crypto - map seq- numl>[, < crypto - map name2> < crypto -
map- seq - num2>...]

Transform - set <transform - set - name> is in use by the dynamic crypto - map
template(s): <crypto - dynamic - map namel> <crypto - dynamic - map- seq-
num1>[, <crypto - dynamic - map- name2> <crypto - dynamic - map- seq- num2>...]

Firstr  emove the transform - set from the above crypto map(s)/dynamic
crypto map template(s)

[Isdzdudi HOdzdzts?2 Ctsd3OdeH "™ SIsCisfasl@OIsB dats?2 $ s d3OdzH ’

T 11 tctsH ZBels/PNGateslsmizlsmlsoezjIs f sHH jtey SO fftoj sBtoOL 59 Od
Transform.

1l ted &j to

1l ftedo jH | dedatddigj dedOH O © dzOB s5tcO ftoj sBicOL 859 Oded 2, Mt t
CodflsscwOWdyujMSd) Odestdlsd ©OL ddydss?2 Mdsy dslsd:

Router(config)#crypto ipsec transform -settsesp -3desesp -sha-hmac

Router(config)#crypto ipsec transform -setgostah - md5 hmac esp - des
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mode (IPsec)

s sdi3Odmedet tod o34 dzv J Isfqw  HdzW dL d3d daj ded W e dBO, Y tsd Lk
r dzv esfiMmisOdeso dzj dgdv iy dBO 5 ERsdyOdd® ddmftsd L 22 Is

g4 ddzlsOC mdMm mode [tunnel |transport ]

no mode
tunnel fOtcOd3d ste, EMlsOdzOo dzd o @Y M W3 Is 2 dzdzj dz' dzr 2
transport fOtcOiBi Istc, EMlsOdzOes dzdo O h d2 IstcOdzem stels dz' 2
L i dRtsd&BOdzH " ¢ rypto transform configuration.
1 20y j dzdizidi{disy O dzd & ISz dzdzj dz! dz" 2 tej 3 dd3

I iStsRidioydd s dimfsd! L so Oded ©

RMsdz? L 22 Isjmodesdg® dzi B dzse 5 EZC OL OdzgdW™ i dBO dmf sdz! L 2§
ftoj sBtcOL s Odzgd2 ddzd Hzw o tsMMisOdetse dzj ded W rmwjlephds® jidEO b
BjL OO stesea, Ists BkHjls EMksOdsso dzj dzgs L dzOyj dedj 1§
{ Mdzd MBLHOdzdzr | dzOB B’ o SBeOL 59 Oded@2 Bz HiZES? il & dz

LOfdMm' 5 CtedilsscteOW duj MS 52 s Grarisform ( fiped.), §C bEOUzL § dzOB
ftoj sBtcOL so Oded?2 HBddr dd3ils! wHddz d Istsls x4 tj ) dds.

1 ted d3j to
Router(config)#crypto ipsec transform -setinner -tunnel ah-gost - 28147 -
mac esp - gost28147 esp - gost3411 - hmac

Router(cfg - crypto - trans)#mode tunnel

Router(cfg - crypto - trans)# exit
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[fdBBBj* Jjd&gy MBofdlkz! s | KE

Ip localpool

s sdi3Odgp Qocal pool §ted d3j dgv j Isfqw H KECF@ T k ezO dz@ Wi talj O ttsote O
(HJOf OIP®UE®) Mse, Cilstster j BERZHEI o' HO9 Ols: MW f Otclsdzj teC
Czd jdelsz, ftsmdzy EMlsOdetse dzj ddf-®H g fsfi)y BEORG A z0.d L Of s O

[ " EHOd ddY fbdO OHtjftse dmitsd LbdlsMY O % ¢ &G

g4 ddzlsOC mdMm ip local po ol poolname low - ip - address [high - ip - address]

no ip local pool poolname low - ip - address [high -ip -
address |

r dzv EHOdzj dedv ofMmMicect dzZOBGSKO dtsCOdz dzfr » OHtj Mse dMY sd
no ip local pool poolname

poolname dazw, HftwtdmMoOdoeOj ks fkzdzk OHt] Mtse.
low - ip - address ZQOdz dz" 2 OHtejMm HJOY OL s5dz0 dztsC Odz! dgf = OH:
high - ip - address Ctsdzj ydz 2 OHtejf HJOH OL sdz®@ dztsC Odz! dgf 7 OH

fOLO®R] Ists.

1Oy jded] 5 b ditsdzyOdede® \ jtidssf jz Bs dzyOdzd s .tslsfbklsfise k2] Is

P idddsr € tsd3OdzH Global configuration.

[ i Stk dzgn Oty Stfizts L 5o Oded
RMfBsdz L 22Isj sz ¢ tsBIREZFGY B dEO Hifdgj L fiHttdzd W
] solststedzr 2 o7 Ltso Ctsd30dzHT ) Hitkzeddz HdOY OL sdetsd3 OHtej fr

{ Mdzd detso ™ 2 HJOf OLtsdz § jtej i COjIswy ) tOdzjJ 99 J HJ dade
9" HOJ Isfyw fjts BB jsci@diP B Mdress range overlaps  with  pool : < pool -
name>.

{ Mdzd fiteeor 2 OHtjM HIJOT OLEsdRZO BSd h | obBtets, I ¢
Metseh j dadj tsBBadsPdmrigg ;< low -ip - address > - <high -ip - address >.

| fkdz OHtej Mo 3¢ KOs @B O CoGCH jddzj de’ O qBelOPNIGR®E) M dzv L & o3
fsHfmilsd, OC d OHteiMO, djfijtimjtoshdimw fm LOMNdMNOJ

ltod §oHSds yjddd fsd L 5o Ols JRif G joiy@ gLz Hikdst &fts dez@ptHsts O
[ fdzd Ctsdzj yde' 2 OHEjBE§F&OMbz HO®H Qizdz, sHEMBBE] HO. L

[JHddz ML HOddE 2 fkzdz OHtej Mise sy des MHuj dzOIls! tsBNM dd3 Hd
mMeeMmise j dzdzse s f 2dzO d Bk € @yptis tc ma3p nmf sa@ezdientizy dz W dzO 6
configuration address {initiate |respond }.r dzw {1 Istse s dzgzy dets o9 j Misd ¢

crypto isakmp client configuration address - pool local pool - hame.

{ Mdzd Bh d2 fld Eyj LOHOdd Ikt fomMdjHd'vY C(SROdHO dzj
sh d B %jRemove current  pool first
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UHOdzj dzd J
VHOdzdIs! fEkd @Btydts yjddSsd ddets Istsdz §s5 sSHddz HJOY OL
[ d&zv EHOdZ]jddw ofmMjets fEdz0 dmMisd LkjlmMy Csd&3OdzH O:
no ip local pool poolname
VHOdzjdedy HIJOfOLtsdZz0 dL fE2dzO0O ftesdLotsHdlsMY Csd3OdzH 52 :
no ip local pool poolname low -ip - address [high -ip - address]

VHOdZjdd] fmdzjHdjcts HdOfOLBdRO dqL fkdzO { Code Odzj dzlsd
Bsydls Bris! o jteadzzelsO® M h dBSC 2, JjMmdzd €O pokdz ff tod fr
(ted @ Is o@D chap). ] { st oz o HOJjIsMw Msseh jddi: % Can
It is used by: crypto map(s): "cmap 10", "cmap 20"; dynamic map(s): "dmap 10", "dmap 20".

[sdzdydi HOdzdets?2 S 5dizOdzH "  tsISCisfdsl@S B dats?2 € s 3O dzH *
T rsfemc @iy dedj oMmjcets fizdgods o Cisco | OS

T 1o jHjfddfj ZHOdZjddd HJdOfOLsdRO fEdzO BGlsddyodjlsnwy sl
¢ ts 3O dzett pool

1l ted &j te

1dx%d ftede jHjdz § tod d3jiReO HipasjL fiptOedzdfy lodpdgguitid) 'ds ftsH j ey Of jets
IP-OHtej MO:

Router(config)#ip local pool localpool 10.1.1.0 10.1.4. 255

1 tod ki uOdad J

[fdd fjHfcdkzOc0 s dhmftsd Lse Ok! H BADIUSHS s d tcOy 6 dh
SHdS 6] di3j dzdzts MEEEASH OGO Is o’ dzO 5§ Hojod® dptsials RGDIUG-  dzO
Mjteojtej CtOdzj dajyj ZOj dz dzts:

1. fdd BEHjls ECOLOd dsC Odzizizy®j | K BE&E Q| fizf tz, 1 ©tzds 1
sls RAB)jUD j 6O, BlHbkls LOHj2Mlsotse Ody HOdzdzr j dL dzt
HOdzdz' | tSIs-MBAB WD BHkls Jcdstdiese O! fw .

2.1 mMdzd RAfPj WS tc o " H GQEzAdAresa ({Aranded-IP-Addressi Olstcd B zIs -RADI U
Mite jtcO, MeEd i sKNBPEEBEGEME, o' Mr-ukDyY B dzdzitL sd3  Otcls
Cslstster 2 ff s OH @ jlslztsoo OHdcdg B p 2 s o figts O @ dds?2  dzd
BJLBY OMdztdshiplg detc © z dzé L. dJeodestedtelzjls OoalsstedL ©yd tsdzdz |
MittajtcO® d HrlsOjlsmw EMnlisiOoRuslsdfyist ts dy tsej jHLd dij KIE[Q F G
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crypto isakmp client configuration addrpesl local

s ts &3O damy@o isakmp client  configuration address -pool local f ted d3j dav j Isfmw
Hdzv dzOL difOdr@zdO@H tej Msots M EFf@ispggGnls o |

Jsd3d dzed s+ dzOL dzO Y J des yRdztss B diRts dftdhdz & Ists?2 3 j fosd3OdzHT M

g4 ddzlsOC mdMm crypto isakmp client configuration address - pool local
pool - name
no crypto isakmp client configuration address - pool
local

pool - name ddiz3se N josdd®OH e Mise .

1 20y ded i 5 Iz dsts dzy O dzde® U fois] j Iz osts dzt g ks fyls o &2 § Is

fidxddRr S tsd3OdzH " Global configuration.

[ iCodkidioudd s dffsd Lo Odd*

] sfdzj ML HOdY ipllda Speotkipf sdz L k2 Is j crypts dsidedzapiz
client  configuration address -pool local H dzezOL ZO U Odzdzse s f 2 dzO o

sBh j.ogts
rdzv fwedowL €d kOStcets GediflsiS @ tkzlsz@dnagmanjely jintgitdgz: L 22 Is j
C sd30dzyplo map map- name client configuration address

{initiate |respond }. 1 kzdelsB o dzv Is! fRwzetg R B ted § Is 5 € Args nafme, d d3j dz.
LO dMmSdzs yjdedj &3 Isjm € Otels, HdAv ¢ ts&smooln nathdedz ta jOHJOHEE W o
dzOfmis tc & & 3 dzarypto map map name seq- num ipsec -isakmp .

r sfemMC Oj lofis ' L @z Gylzh jMlsoa s h d2 fkzdz OHtej Mtse, des fted ¢
dzf sBrtsHd s, yYybte' ftwdmMkzlsmise so OdzO MmMmr d&z¢ © dzO MmEh j Ml
Ctsdzo j elsdtetso Odzgd 4 tsMis Odzats o dAsldness fipood ""wpdol § names'™ npe € d :

found . Conversion aborted

r sfemMCOjIsmw EHOdvIS! fkdz OHtj Mtse, dO Ctlstster 2 MMmr dzC
{ Mdzd L OHOdz tsBh d2 §Edz Hdzv amgginames tcdzfls B8 2O tc ks H fips d 34 dzj d
Ctedf ssC Otels L Owdd dpdol S<maze>dzH B 5 H & dif stsE Otcls™ §kzdz .dzi d
{ Mdzd o GOOJESECIOdlas@z L 2jlsmMy ftodowL CO €& HdsBz dd It
Ctedt stsCdadds@gis?2 € d DNS d HEtsd dzdese s M WS MO HBdy dzO
s dmMOdzdj H Odzts setdzpoolS ts 3O dzH '

1l tod d3j to

1d3d ftde jH da@L flaOdidgLad Y seG joHtmgifitde ftedo W €Cd jets
Ctedf stsC Otols Odsdnfigp” didig) dzfdgtf sdz! L s Odedw oIKEEOMRS Of ftotslstsC t

Router(config)#crypto isakmp client configuration address - pool local
main
Router(config)# crypt o map dmap client configuration address initiate
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cryptomapclientconfiguratioraddress

s s 3O damy@o map client configuration address d M sdz' L EzMstdipfre wHL €
sBhjets fzdzO OHEjMtse ¢t oaMjd3 Ctedf lstsCCOejdissimtse OH O dzd
9" HOR-QPH ] MO (@ tsls dzjcts IIKECRESEZEZ tOB SISO ff CBistster d3 BEZHjIs
ECOLOddzs? CtedflsseteOW dyud MEs2 COtls
[Isdzj dzdIs! ftoedowLL ¢ &R dgse M dfis difishdzlr Ists2 % j MBosdzOdzH ' My
g4 ddzlsOC mdMm crypto map  map- name client configuration address

{initia  te |respond }

no crypto map map- name client configuration address

{initiate | respond }
map- name daizw CtedflssetcOVWdyui mMEs2 COtlsT
initiate BJL LOftsMO § Otclsdzj c©@ N dz¢ IP-Om o) HEPRGdz s (

fzdzO § Otlsdzj tclz, f tod JjPsets SAfrfs ffdr fijdf Cisjdzs i s o HO@EE]!
Motsjcet tjid dsct

respond fs LOftesmMkz §Otlsdzj cO© "N dz¢e L BJLIBPORgEMNEJ
IKECFG {f &z dzO.

1 dz20ujided i s b astsdzyOfetil SsdzyOdzd s tetsklsjte dzj BEHjI to
CedfbsctOY duj MSs2 CIKBEEG. (5 f ok

i dRBisdROdzH T Global configuration.

[ iCodkidioudd s dffsd Lo Odd:*

s s dzO daypg map client configuration address dmMftsdzt L zjlsfmw Hdzw § ted
sBhjets fz2dz0O OHtj Mise, dzGypurO isgkdaziies ¢ asrdiddgions 2

address -pool local , €8t oM Stodf sshapodn@@EszH&PgsHGY oo sH
CsBOdzH T, JifMmdzd LOfdMmMd Hdzw ECOLT 90 B2 CtedflstsecteOW d

Il HOdzdzts 2 o j temdafo & i s tk &Gy Pinitidie ddzgespond dzd Bot® sSH H o kznA
Csdi3BOdzH finitiafey d ¥ tkspond f toc d o s Hsflsf OB o fstso j H j dzad® h dzs L O
BJLEST OMdesMmisd .

[ Mdzd o tw©WOLde 7 CStedfstsC OtelsOr dMmfsdz L zjlsmw §tod
Ctedf ssC OtclsOF dzOMistes2 ¢ d DNS d Htsdg) dedetsets kW W
s dMOdzad j WH @dstsizGaizapool .

awLCO
d¢mo H

SssBBOdZH O EZHOdzj dedv o fJ ¢ 5 dzOB s Oypto O fm@dnpap name & v @ dz's jSIS Ot
sOCYJ d o Mmgryphtsdp@ualient  configuration address , Blsdegsmwh j iw ¢
HOddeXEe d § s s5.C Otcls j

JHdZOSC 5 EZHOMZj ddj § smdzj H dzj ? € 6zl s & BoO@lgzs hapLn@f chine] o
seq-numdzj EH Odzv | Iscryptts d3@apHclient configuration address .

Sd3i dz0 ftedoeweiL €d

no crypto map map - name client configuration address {initiate | respond}

15 HOdzdets?2 Cd3OdzH ] EHOdzw j Isywi ilwtetdz! € dsdzdpspandz. d ¢ Mez@tc f O d
CsdWdezteOydd ftedmkzlsmlsokzsls ©sBO 90ttdOdsO Ctsdi3ZOdzH " , s
CEd3OdzH ™ .

[ Mdzd € sEROdgH@ fodowL S i d2C GLOod@jdisipy, GlhmkzlsMByEdh j ¢t
ds, fted {ktsd, fdhkshMlsokjls Stk B82S tshEhOs d OF 4 dyy j i %k
COg jlsts CEBOdRHO dedstediekzjlsmMy BjL o' asHO Mmistseh j daq W
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[Mdsilsdij dr fedowl Cd ECOLT 8 Oj Ismw  Hd"S el ISs cftaaitdgisuiy iy
skiklmisokjBe®y§EdWach 0 smw f)t seobld dgf jfinds Beryso o mep |
<mapname>.

lted i te

1d3%4d ftede jHjd §tcddmant OO UfjdzfQ "jets o COyjmlsej
Cts oafmMjds Ctedf sl @wtkDd3 M dd3j dgj s "

Router(config)#ip local pool main 1.1 92.168.11 192.1 68.11.2 54
Router(config)#crypto isakmp client configuration address - pool local
main

Router(config)#crypto map card2 client configuration address initiate
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crypto dynamienap client configuration address

s s 3O damy@o dynamic - map client configuration address dMmfsdzr L zjIsfmw Hd
ftedowL Cd BBh jes fEdzO OHtejMse € ofmMjds Ctedf IssC Otels Od
M smMtse dP-GiHAdN O (2@ tsls dzjcts IIKECREGEZEZ t OB SIsO ) Cslstster @3 B EZH
ftesdmMatsHdls! 8 EZCOLOddES? SttdflsscteOW dyj M 2

[ dzdfow f Gz ¢ elisphds fizdftsBsh @ 8 Ists2 3 j Bos®@BOdzHT M
g4 ddzlsOC mdMm crypto dynamic - map map- name client configuration address

{initiate | respond }

no crypto dynamic - map map- name client configuration

address {initiate | respond }
map- name gz d dzORBd yd ME 52 SCtedfltscwOW¥W dydi Més2 ¢ Otls!
initiate BJL LOftsMO § Otclsdzj c©@ N dz¢ IP-Om o) HEPRGdz s (

fzdzO § Otlsdzj tclz, f tod JjPsets SAfrfs ffdr fijdf Cisjdzs i s o HO@EE]!
Motsjcet tjid dsct

respond fts LOftesMk § Otlsdzj 6O " dzs L el dBP O fg gzlig i § of
IKECFG {f Iz &zO .

1 dz20ujided i s b astsdzyOfetil SsdzyOdzd s tetsklsjte dzj BEHjI to
CedfbsctOY duj MSs2 CIKBEEG. (5 f ok

fixddyr S tsd3OdzH ' Global configuration.

[ iCodkidioudd s dffsd Lo Odd:*

S 5Ed3O dayg® dynamic - map client configuration address dMmff sdz' L zjIlsmw H dzv
ftcdoevwL Cd BBh jes fkzdzO OHtej ftceypto ddkngzOdigntzdzs ¢ s € 5 d30 dzH
configuration address -pool local , St ofpidz Ctedy IsshaPpwdn@ds fry d d3j dzj

[ 8 EMCOjlsMY ootH ,H QMM LOYHAOMH HdY ECOLT 90j Bs2 C o
slsmklsmlso ks Is.

]l HOdzdzts?2 9o jtefmdd 1 tetsH k€ IsOiniiatets H d CapdpOdkH I dfitzdts fowdsjH? H o |
Ctsd3OdzH Minitafey d Wpspond f cdoasHdls ¢ BHJBRZOSCBSatdkBEz o jH] da
BJLEST OMdesMmisd .

{ Mdzd o wWOlBCPOEE®FY dMfsd LEzjlsmMw JtodeawlL O ¢ GHASEGE
Ctedf ssC OtelsOr dzOMistets?2$Cd DNS d HBHR] dedese s MW WdSmMO H
sfdmMOdzdj H Odzts setdzpoolS ts 3O dzH '

SERBOdEZH O EHOdMz] dzdv o M ¢ s H2O& @i Erypto O fmGpnmpap name € i@ dzv j Is
sSOCYJd d o fgryptos dydamic' - map client configuration address
SlsdesmMwh djmw € HOddsRs?2 SCttdflstst Otelsj .

Sd3i dz0 ftedeoweiL €d

no crypto dynamic - map map- name client configuration address

{initiate|respond s HOdzdzs?2 S t5BBOdZH ] EZHOMzW j IsMwi ilwtatdz! S5 BHJ
d dzegspond . ( Mdzd o CodWdekzteOydd ftodmizlsmMlisolze s tsBO 9 Otsc
&ZOHts 99 jMisd Hoej CtdiOdsH T .

[fldzd CEROBHO Gldkjd ftdowLSd ECOLT 90jkfv @dydo Otcd
dts, ftod {lstsd, fdhkzisfsokjl Slw Br GH&EO LOJdM! ,
COlsj, bkt CtiOdHO JdedstdekzjlMy BjL of osHO Museh jd
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{ Mdzd wSlsd3j dz@r HecdowL Cd ECOLT 90 jIsmwy Hdzw CtodfssctcOW du
slsmizlsmMlsezjBtc®ygdddt ofcH Oj Isfqpw s sGohldi dmf jfinds Beryd o map § :
template  <dynamic - map- name>.

[lsdzdud i HOdzdats?2 € tsckOdzn ' s IsCisfaslOFs e dzs 2 § 5 3O dzh *
[ OdzdAOW BOdzH O s f)EdedIBR I | Is

1 ted dzj to
1dxd ftedejrjd fteddjte Mmnain"QdedozO Lsg@eygeded jf BdzQ Mlse § BN
ficdowL SO jet § oaMmMjd3 CaadAfissC OclsOR M Jd3j dagj &z "
Router(config)#ip local pool main 1 92.168.11.11 92.168.11.254
Router(config)#crypto isakmp client configuration address - pool local
main
Router(config)#crypto dynamic -map card2 cl ient configuration address
initiate
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[ § dzB 5§ ! sfdjBs2yY 2 MYJ
M2 teczf HMMB 2N yIlsdz2 y dzB Mz

cryptomap(globallPseg¢

B C

SEROdmy® map M sdz Lizjlsfiw wHdw ML HOddwY ddzd dL d3j dzj dzd
COowls. vOCY] f § ccdgedmaps®bisthDiddas dzv j svw  § f20hbteis28 dicj ¥

Ctiodfilstsc tcOW d y Eriypfoendp cén@gtarkstion).

[ dzv EZHOM ddv LOfdMmd ddd d&oststd LOfdmj2 Stdfssctoy

CtskOdzH T , dzs fpo.ftcj W S Msds

g4 ddzls©OC mdMm crypto  mapmap- name seq- numipsec -isakmp [ dynamic
dynamic - map- set ]

no crypto map map- hame seq - num

map- name dqizv &OBBtO LOfdMmj2 StwdfltscteOW dyd MEts?2 ¢

ftedmo Odo OjIsw o dBsdj dzls ML HOddY SCtdflist
seq - num dsik3jte, ftodMmMoOdoOj dizF 2 tslsHjdz dets?2 L Of dfmd
ipsec - isakmp KL OLr odd ldsts, ylsts Hdzv H Odzadets APsecGH g e[ § I tc d

dMisd LsoOls! M by HEzLO MKECSHOE o O ded W
Czs yjotsj Misots SBWL O, d des stsd S5 §ied
fio] ©jHOCIdiso Odedd ke psh dizflsz & OL § 8 Ols

dynamic KLOL"90]ls dzgO Ists, ylsts HOdzdzOw L Off d !

fmr

OB ste HJdZOBd Yy MSdr SttdfltsctOW¥ duyi MSdn !
crypto dynamic -map. Y tcd dMftsd L s Odedd {Istsegts ¢

HsfMiskzf ¢ @ZOGRMWwEB&]ssctOy dyj MS 2

¢ Otlsr
LOfjhjde 1iBBYWLOjd dZ 2 §OGOMK] S,

dynamic - map- set daizw dzOBtstO® LOfdMi2 HJEOBIduUud MEBs2 Cdf st
dmMfsdzr LEzjlsmw o COyjMmlseaj hOBdsdkO ff tsddls
RMfsdz L z2jIsfqw Istsdzr €5 odyimanicL € M f OtcOd3J |

fidddgd € tsdBBOdzH ' Global configuration. [ OdzdzOW Csd3OdzH O

fjtoj -~ tsH arypmjmapcdyfiguration.

5

1 dzOuidedi s bEdRsdyOdgEiej HemlsOdso dzj dzdzr & Ctodfssc oW d

iStiRidioydd fts dhftsd L tse Oded ®

[ OdzdzO" Cd30OdzH O MY sdz dasp P C i drydsp® Clic G gl Frigo2
dL B dzj ded v Mk jhlselkze " ds L OfdMmj 2.

100dMd o CtdflsceoOWdujMSdn ¢ Otk PE SARH O df@soHddzf &GN Iy G

hWtese Odzgds ddzd Oklsjdesd¥ dSOydd kwOWdc<o.

[fdd btjekjlsMY MELHOL! CEEEcEOWREY] NOEINTOBI ], ISt
Eudlst 8 Ols! , ylsts SB®OBGISCO kwOW SO BRHjls fsdLotHdIS
LOYdMmi 2. 1 0ddij deghu) ORI J( Msslse jIsMiselzjls jj deOdoar

dZOtsB Siteygjlsdls o' " j L dzOyd dzd § dzts B3 jtejO i O wftdneils j lds.j d Q@EAPMIT
SBtEOBOL' 5 0j Bccts kOYJE O MZOYUO®LO BLHEZE MicOs ddo Ols: fr
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s 53O daypto maptsflzh jlseodv jls § j tpihbic e Y Jspd k6 Xdugjsh ¢
(Crypto map configuration) . 1 L Istsd3 i ddi BRSO ot dzO ipls Jo =55 @S
f OtcOdzi ster, C€0O¢C ftwwdowrCO ¢ LOfdMmd ¢ tod hdeessliEPOW d yj ¢ &
f OQtelsdzj 6O, EkMmlsPREsok Bls Bdztsa O o BAdd3jHdE] xl d dafigfpisdedfz® € & Is
dmf sdz L s Ols! Mw MmMdzj HEE N ] CBOdzH " :

match address smieh imMlsodzv jIs ftedowL Sk MIdMEO HBMslkzf O
COowlsT

set pfs ECOLTro90Ojls, ylsts dzO0 filsOH dd Ifpeced® i a0z
LOfdMmMd SCtdflsseteOW dyd MEs2 ¢ Otlsr HBsdy dzO
PFS

set security - association lifetime EMlsOdzOo dzd 9 O Is St gzezw 3 d L dzd

CodStejlsdr 7 LOfdMj2 StdfbscwOW duj MSs2

set transform -set ECOLT" 90jl, C0Cd]j dzOB twamsfornf ef) s dstOls s O dzd
dMfsd Liso Ols! W ) HOddets?2 L OfdMm’' s Ctodflst

set peer ZCOL" tPeRgtcOtelsdzj cO Hdizv LOfdMd SCStedflstsctcON
set identity EMlsOdzOoa dzdo OjIs MfdMSd dHjdesdW S Osstetsa
set pool EMsOdzOo dzd o OjIs dazvw f2dzO CtedilstsctcOW dyd M

set ip access -group EMisOdzOes dzdo OjIs fteOQoddzO Wddz stcOydd, ¢ ted
IPsecf OC jIsOd3 ftsfmdzj HJ S OF MizdzVIRseed ,OC ¢ &R dFE H

d dz€ O Wz dgizv
set dns L OH N8B H &ZKECFG
set domain LOHOJjIs Hitsd3j dedz” 2 IKEAEE W d ¢ ) H dzw
set client  authentication list LOHOJjIs MM d&z¢ k2 &0 mf dimstEd Ok Is j dak

dmyf sdz! L s9 Odzdd Oklsj dalsd W d ¢ Oy d dm jiftdsedg! ta jts)o O
set client username L OHOjIs fHttdkhgpgdzdy dH] dzsd¥W JCObthe® ¢ tsdz' L
dmf sdz! L s Odedd Oklsj dzlsd W d & Oy d dfm jiftdsedg’ ta jt5)o O

reverse - route 9 ¢ dzt yl®jiAsOdzedL @3 Rever se Route I njection

gL HOddj fMlsOIsdyimMEts? SCtedflstsC Otclsr

l1ted MtsL H Odzdrgptadztenapg As OC 3 j CIE® $ Calzé Y j o Eppec iy dakmps
SBWLOIjd! des Hisdy dets ftedfkzlsmisotso Ols: o Cts®ROdzHj, 1§ tod
Ctedf stsC Otelst HBfEMCO MVl s C @ j fhoz®) L@ oty Bsy dats

[ tcOded U j ded W

O ZOd&ScOsquz " j Mlso zs s ScteOdzd Uj ded v  dzO Bis H o tefcf Ol ts(S O tizlsy |
(E2COLOddd M Isjg 3 xJ dd3jdzj d) @Y tf sy aeC sty dzfisH Hzszd Jo SRy Is 2

T isfrsCO LOB]d Meh jMmisoake" j2 MisOsduj M OF tdtgd kit
crypto map cmap 1 ipsec - isakmp

crypto map cmap 1 ipsec - isakmp dynamic dmap ! 1 [ hdBtsydzOwY € tsdzOdzH

T fsfrsCO LOBj dr MmMkh jMmMlsekzeh j2 HddOBdyj MSs2 Ctedils
crypto map cmap 1 ipsec - isakmp dynamic dmap

crypto map cmap 1 ipsec -isakmp ! 1! [ h dBtYydzOM € tsd3OdzH O
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1 " SO LOd d M’ dS ¢napsde tH ooz R  dfy mbagndffsls tze ® 19
1 0f ted d3d te:

crypto map cmap 1 ipsec - isakmp dynamic dmap

crypto map cmap 1ipsec - isakmp dynamic another -dmap! ' ! [ hdBBYROW Gt
"

It ofMjn kS OL Odede &A@z UO®Adz0® jdiddzstedolzj s d @O ¢t
Mtsseh jdadj, OdzOdzsedydetsj Cisco: "Attempt to change
ignored."”

LiHOCIsdtetso Odzd j

[ Mdzd L OHOI! Cwttej Clsdzlzs € s BOdiciH f isdz Blis¥ ) fodg " Jif fply SO O
SHfde EZCOL Odzdz' = tOdzj j tShdBtyds 7 MdzzyOjoea), (o jHjds
cryptomap( f 89 j Hj dzad j QCua@)iztse d ydzts

T Hd&ZY HJ ORI HESLBROMZH O ddyjes dzgj HJ&EZOjIs (Mt
990 jHjdedzes?2 t©0OdzjJ), BHEROCES oMmfted ddBOjlsmhy C0O0C ¢t
T HdzWs @ifs d WiSMEdAs s Bisld Mo sH (S sdR tdzBOp]Hdidg, 2 9 (Bl
By dzs f sd3d dev Is+  dzOMistes2 ¢ d cr ypsted mapgs. Hpger, ACL
UHOdzj ded J
[Mdzso dzs?2 9 Otcd Odzls € 5O gzez' dziz A EdEfffdnt Otels j
no crypto map map - name seq - num

[ sBOodzjdzd ] HBYtsdzdedlsj dz! dgr » Szt yjor s Mmdzse dzgj HBY EMS

{ Mdzd ECOL Odzdesets o Cts5dBB3OdzH | dd3j dzd dzOB SO L O dMmj 2 €t
CtedfIssC Otelsj daj MEh jMlsealzjls, Ists 8" HOjIsMw Mt h j dd |
fCould not find crypto map entry <map-name> <seg-num> 0 .

{ Mdzd EC OL OdzdzOwY o CtBB3OdzHi LOYdMm! wodzw jlspw JHddzMmise §
Cedf ssCOlsO ftedovw L PHROSCE®BPds Potlzj 2 Bz Sdzdew j Ispw d o7 H
shde ¢ j:

fiCrypto-map <map-name> is in use by interface(s): Fa<NUM>. Please remove the crypto map from

the above interface(s) firsto .

SEROBHO EHOM] ddY ofMmjct dOBGiO LOYdMi2 o SCtkdflktss Ot
no crypto map map- name

[ B sdzdzd Isj dz! dets H OdzdzOW € ts cgyPtdzH @malp § @ganjicls- mapp Eligrty d
configuration address {initiate | respond }, Slsdzsmw h  j2i§e dSY IsHs@ d2dstds J

{ Mdzd ESC OL OdzdzOwY o SCtdB30dzH] SCtedf s OISO SlsmMizlsMmMisea zj Is,
fMsseh jdzdi B ®©hdBCj:

fCould not find crypto map <map-name> 0

[ MdaS OL OdzdzOw o C ROtz d o 2 tc@zB < O ERBSJBOMFHON HZ] 96 § 5 dzd
9" HOjIsMw Ml jddj B thdBGCj:!

Crypto-map <map-name> is in use by interface(s): Fa<NUM>. Please remove the crypto map from

the above interface(s) firsto .

[sfEMSCOjlsmw (Askw d dzjsBwL Olj dz dzs) HEB Oz ted gsj 815 (

no crypto map cmap 1 ipsec - isakmp
no crypto map cmap 1 ipsec -isakmp dynamicdmap Mutsdz! €8 Hdd&zYW HJdZOB] Y,
crypto map !!!

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 139



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

SEhROdo® bECOL Oded j d5 € dzelynaimic (¢SSO Oy dats ofGs fy dzj H dzj &5 § 6 d o3 te
bsd C66 HdvY HEypbdd ] THKEN ¢ S sEOdHE L OH Olsiyptondy, fls Ol
CokOdzHO L Oojhdlsmy M shdeSs?2 J fesdcdstdeljlshv.

[lsdzdydi HOdgdets?2 § tsckOdzn " tsIsCisfasl@Fs B dzs2 S 5 5O dgH

T okl imshRyisd¥ dud MCd2 ¢ SHR sarype mapdait y Of t d fj hisidgls @z § Is
dzj MC sdypOtmaps , O coypta ~map-acls Mkh jMlsea ks ls § jtej Mj yj ded
OHtej MOd3, fteduj d3 o YOMIsdernticOoQf dp {fHatEticzdslipktotdq olsd dzO .
Il sHicsBdzj | dzse SO Ctsdzo jtelsdtoso Odegdw Hdzw HOdzdzts?2 fd
¢l tod dizc ) j@ijHgjsdisdzo j GO dzdi GBOBBIS®d ddalsj oW j 2 Mt

T skh M j ddsMisd fted Mfsd L so Oded ¢k earsy pt dnydazayg
dMmMdzd dMmMfsd L 2§ Ismw Oklj dzZisd¥WdsoOoydwy dodzO preshared
ttOLdzr j SCazsyd d/ ddzd dfmftsdz L zjlsfw fd3j " OdzdzOY Oklsj
Mjtebd¥dCOOR). Cld thts j ddshieddsy jpizQgm) Hoj da s ¢ Iz d
cstsdzo j QO dzd] GBtOBBISE®d ddalsj oW j2Mtse

T 14 sHH] oy do Ojpdedn¥maludlfd L &g §ypto map profile

s s 3O dgrypto  isakmp profiles  dcrypto ipsec profles o HOdzdes?2 o jtMmdd
dzj tj Odzd,L S jOHEz dzajd BEJjdeify o s LiEStadEfilds e Ols! ddeW e OMmists
ZHOdz] dgdzr 3 § sdz' L1sO®Psd dyy zd d d3pei Isidpntity C 5 €3O zss @ O W

zfmils ©dzO o dddntityodi dzd y d Odp sfet®tc OB sIsj M EZH Odzj dedz” dsd € dzd j dzls O d3¢
hdWtcsoOdedw d o' Hjdzwj 3 §J Iskdzdzj dzt dz@ §j OHtej MODNBsSG EIs «
Md lsdW% d FQDNG doff | lsi@zs?2 dLH,C NdsQezd ez M drn ddeW cOfmistclzC sk
CsdB3BOdmt Opool ,L OH O h O fEdz OHtej Mse, dL ClttoSIKECFG ZH EzIs
HdzZv BB ddz! dz = ftsdz' Ltse Olsj dzj 2.

1 tod dzj to
1d3d fwdejHjd ftedkte dnlrypur map Odzd W ¢ s5BOdzH
Router(config)#crypto dynamic - map mydynamicmap 10

Router(config - crypto - map)#match address 103

Router(config - crypto - map)#set transform -setmy_t setl my t set2
my_t_set3
Router(config)#crypto map mymap 10 ipsec - isakmp

Router(config - crypto - map)#match address 101
Router(config - crypto - map)#set transform -setmy_t_setl
Router(config - crypto - map)#set peer 10.0.0.1
Router(config - crypto - map)#set peer 10.0.0.2
Router(config)#crypto map mymap 20 ipsec - isakmp
Router(config - cry pto - map)#match address 102
Router(config - crypto - map)#set transform -setmy_t setl my t set2
Router(config - crypto - map)#set peer 10.0.0.3
Router(config)#crypto map mymap 30 ipsec - isakmp dynamic mydynamicmap
I
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matchaddresgcryptomap

s tsdizOdmateh addres s M sdz' L zjlsmw Hd&Y MewLr o OdedwV MilsOdgH Otels
MfdmMC O Hsmiskzf O M LOfdm' ¥ CtdflstscteOW dyj nka&ls t€Xllsd .
Ctedtf ssc teOW d yEripfodnap cén@ytarkstion).

o
v EHOdj ddY feowiLd MEdMSO HesMlskfO f LOfdMm' ¥ Stdfls
s

r
CEROdH O, s Mo.ftej Wds M

gaddzlsOC mdMm match address [access -list -id | name]

no match address [access -list -id | name]
access -list -id g3y dzd desdzi e My dMEO HEsMiskzy O.
name gy dME O hdlteso Odzdzse s HEsfMskzy O.
L i d R tsdiROdzH ' Crypto map configuration.
1 20y j dzdizidi{disy O dzd & L dzOydtfs jz dss dzyOdzed e .slsmizlsmise zj Is

[ iCtRidrioudd s dmfsd Lo Odad
[ OdzdzO" CHBOBHO dhitsd LEjlsfY HdY oMmjis LOfdMj2 MOl

RN sdz LEZ2Isj 1k CtsBOdHE Hdv dOL dOyj ddwY MisOdzH Otsls dzts
LOfdMmd CtedfstscteOW duyuj MEs?2 COwlsr . 1tjHoOtedlsj dz' des fyd
f s@3sh + 8 Catxeg®elist d dzdp access - list

sf dMsC HEsMisky O, dOL Oy dedzr 2 { Iss52 IEsesdg@tzn 5Y o j B wizj Idzc
stcOW SO, SCSobtter 2 MdzjHlkzjls ddd d MmMdziHkjls L OMdh Ols!
tOLtej"N jd MdMSEsd HsMsEyf ©, BEHjIs L Ghjddz Gd: dimc. s dy te1@sifrg
dzfj BEZHJjls LOMNdh Ol Mw . )

lted SfitwjHjdiddd MfdMEO hdW¥Wteseo Odzdese s H M imkEtghO, € Silst
address , o ¢ sd@am-Aist d dzdp access -list ff Otc O d3jsbukce d destination
sftejHjdvslsiqfw Mmdzj Hiz¥ h d 3 seBcB@cERd! b€ ORYY MBBE] MO Istsc
LOh dh Olsy HOdzdzgr 2 h dzéestinaticddi OH GPYPMIsS§ Flstster j L O dh Oj Is
Mtsdnddzj dzd® .

vOCdd sBBLOLEGE, ftd fedowe S  Clducdy IHESiPedyjo raCdd s Co
dMRsHYh 2 tcOW GcolOB)OS Y d o

l ssdedlsj, uylsts Midmss MYt Oddscts HeMiskfO dj Glse j
fesnsyHjddY LeOWdso yjtjL Mijkjos? ddlsjwWj2f. Ckt
1 0ki yOdad j :

jndiffssdz L s Odzd § MM dztsife-range) O Mfd i OGOE ¢ % s Odz

of t
sk ONc'dg0 M§iplsczOj sy StedflssCOwElsO. | Moz we f§tdhk
O dMOtzdzs j tlsdeso Odzedj BEH I ftojteo Odets M Msssh j dad j o

U

E

1d%d ftedojHjdz fteddsite M d3d dzaddegithyiis taks 2d§dd Istfted) teOsdgj At od3 d
CodflstcwOW dyj MSs2 C OKEH il d IO Mz ¥ Odzd | o3

Router(config)#crypto map mymap 10 ipsec - isakmp
Router(config - crypto - map)#match address 101
Router(config - crypto - map)#s et transform -setmy_t_setl

Router(config - crypto - map)#set peer 10.0.0.1
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setip accessgroup

s 53O ket Oip access -group L OHOjIs HEtsf sdzdedlsj dzt dgr | ft6Oo ddzO W dd
ftedmMsjHddy j &3 j) €sd Ps®E@ RBA Mtstslse jIsfmiseady MfdmEkz HBGM
IPsecf sfpdzj HJjSCOffMmkzdwydd d Hs dJdzOSfmedvydd §0¢j0O.

[ sl B & se@Rféd LEjlshy SO %j SododHO, ds f §tej W

gaddzlsOC mdm set ip access -group {access -list -number|access - list

name}{ in | out}
no setip access -group {access -list -number |access
list -name}{ in | out}

access -list -number dzsd3j 6 MY dMEC O HBMIsET O, Clstster 2 wiHaLw j Is iy
d dzd 12890

access -list -name ddizv M IdMEO HEsMiskzf O

in Wddz stePigd s dzv j oS HivdiPserts tc O f &S@) dzj
HiCOf MEedvydd
out Wddz stePigd i dzv | ISR SHdPSecldste O% f § @& j H

qddzS Of Mz dzv ydj 2.

I i dBtsdzOdzH * Crypto map configuration.

10U jdedi 5 I d3tsdzyOdede® \ jlidssf jlz s dzyOdzd s .slsfbklsfise k2] Is

L iStiRidioydd fts dhftsd’ L tse Oded ®

RMtsdz LkE2Isj 1k StBOdHE HA&Y dOL dORsgcdd€ jHststh s dzdzd Is j d
ftesatsHWwh dn yjtejL o dd Pded B Iz dzdeiigts imisdsils o j sisea dj L OH Odz
HsMisEd ©. 1l wjHoOdlsjdz! des MdzivHkzjls SftejH]dzdls: LIl
access -list d dzdp access -1li st.

s dmMsC HBMiskzf O, dOL dOyJ dedz’ 2 1 Ists2 € & @aizHstEXS, 1§ Pl jOIs
dHEh jetsIPeecBlEdedz) dff sfpdzj Hj G @Mz dzf G M jets stcOWJCO d
d dzC Of Mizidewdg'd MR sHWh jets SOWdSC O, o L Oodmddimf)lsd tsls

[ed MfdMsS HehMsky O fislog & xzthts - indsi H, J WS Cdstiafe ' d ¢ des e d 6 Iz
fsHMG] Hd Glcdid & € Wt ste tOBskOjls SOCyj, COC jfdd BT
BsHW JC OB ) .
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setpeer(cryptomap
stsBOdetOpeer dMYsd LzjlsMmw § &l @OOEY L Oh dh | dzdzs Bz fyts
LOfdMd StedflsscOWdujmMSs?2 COElr. [ d&v kHOM ddy Okl

dMfsd LEjlmy kO yj Csd®eHO, ds f fej¥dshnsd

g4 ddzlsOC mdMm set peer ip - address

no set peer ip - address

ip - address IP-OH tej fn § Offictis dzj @O " j dedzts Bz Mtsj H  dzj dzd ¥ .
P i dRBERODzZH T Crypto map configuration.
1 dz0 v j dzdzidstsfdisy O dzd © L dzOy jidisf jz Bs dzyOded s .tslsfkzlsMmise k2] Is

I iStsRidiOoydd s dimfsd! L so Oded ©

[ OdzdzO" CtBORHO dMysd LEzjlshmY HdY EZCOLOdIY § Otlsdz t6C
CedflscwOW dyujMSs2 ¢ Ol .

ClsO CEBORHO kwjBljlMw HdAY oMmjn MisOkdyYj MS
1 IsO CsBOdHO dzgj tSBWLOIjdz! dzgO@ d, o Btsdz h ddzfy
sMmdzso detsd3 § Otelsdzj t6 dzj dL o j Misj dzg) .

[ By des 2OL dzOydls' lsdzj &z &6 j O co lsstej dzd ™ o' f 5 czdzj dzd »
ML HBAsB'ZH jIs ftojHifteddwIsO M  Otclsdzj tetsdz, L OHOdzdz" &3 ff j tc
fjtcotet f REfEfSEO)ls SetOlsdls! v ¢ fMdijnksh j Bk § Otsls dzj
Ctedf sscwO¥ dujMSs2 COElse

Cod (st

dn
so j Mmdzkz yC

1 ted &&j to

1dxd ftede fwddsjtc ) o3dded &30 dz ddzCogds tddst@ jSadts of AdrdO'oREds 6 ts 0
CodflssctOl dyuj MSs2 § OtelKEH figw d MK sIROdzs & Odzd | &3

Router(config)#crypto map mymap 10 ipsec - isakmp
Router(config - crypto - map)#match address 101
Router(config - crypto - map)#set transform -setmy_t setl
Router(config - crypto - map)#set peer 10.0.0.1
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setpfs (cryptomap

sEROMetOpfs dMysdr L zj kMY Hdv RES) s CrifforSdy LEfoy@fddd j H O dzdzts
fsLosdYjl fsormdl! bkttejdificdh i) damedcShy o tkdso
fesdLo CHEBRKIES O dsor § fj Mg sdzdzr 7 SPES diff R s dz'p i | Mnfgaw Is
¥j CtdsOdzH O, dzsnofy ftej W dsmsds

gaddzlsOC mdm set pfs [belt |group 1 |group 2 |group 5]
no set pfs [belt |groupl |group2 |group5 ]

belt dfmf sdz' L 2] sy O dedf zdtzGdazddd sduj mMcdn Cto
dul 34.101.66 (lteddztsyjddj ¢)

group 1 dmf sdzr L 2§ sw O dze s zedety By gfl2OW o &z yO 768 B

group 2 dmf sdz L 2 sw O dza fs tizdzbly i fl2OW f dz6 yO 102 4

group 5 dmf sdz' L 2§ sMw Odze f5 tzdztly By 2OV f dzx yO 1536

iR sdiROdzH T Crypto map configuration.

1 dz20uidedi 5 b dstsdzyOdedy dts dy O dzirS st gaf W j dzO .

IS tRidHoydd s difsd Lo Oded s

fesyj MMmj Mtc dzons SO i Oucisig jsHotisem O dzts  RFS. dzs [ uigjdard jif e
thdese Odzdd L Of did § tedy s ©Ocks Bled G2 8¢ @& S OL Odz
j Hdzs) § dets  d fngfospdz! I B a®lsyy dzd § 5 k2 d3ts dzy Gl ]  d [ g dizg O et
dzj esdg, O dzs5C Odz dzOW € sdzgW d ¢ ZRFS, Y I¥'ts s tedzcp Bzt Is @ty dm jd
dzed BOJj s Efmdzse djPF§ Middlddets ss@edqitloO dzs o dzj dzO. [ fpdzd o
Wdekteoydd vods { totsy gidyRdzs 1 dshif i’ e didzj H s dzy j dz
Y
[
Y

ifmmi Msckzomse Odzd WSA flzD tc © tsji [ 15 5 & fi) Is @ dz® ol §izj dzO .

iz L PP dzdo Oj s Etese jdz2 L OMdIlsr f lsts dyy,n Mdlssszded G
d2 BEHJjIs 9L dzsd3Odz OlsOC ks N j2? Msstesdts?2, Ists Issdz €
dqWteso OdzO dzO 1 Istsdz Cdzt yj, dBYJls Br sy MPESHEY tesdi3j Isd
shEftetsdsd sdtetso Odzgde™ d3d BwGckzls ECOL Ols! Mw o fMmi H GAzdz |,

d dmf sdz'PEFShptOFHRddOY Hs 3 MsSABDERH lsdktesdL o sHdls! v  dgts
& yOdd. ) sHBdr 2 SB®Rjd {sstejBlzjls HSY sdddlsjd d A

d
t6
d
dz
s
g
h

§ PORS FHIFOFG

I
J
]
]
g
¢
g
R
¢
L
f
1
¢

RMsd Lizjdsr j] Odestdlsdsr o j dzj eOyddesSotmwgi2 S OLT o OF Is

1l tod dzj to
1Ldxj fwedojnjdz feddj e Sicj B CRFOR]Y ©dgofipd i) ez L ©F @dad v
10 CtodflssctcOW d mynaf's?2 S OtlsT

Router(config)#crypto map mymap 10 ipsec - isakmp

Router(config - crypto - map)#set pfs group2
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setpool(cryptomap

s S B0 daetd pool d s dz L 2] lsffjevd eHvde"e d )t iz ezO dzCemEdKESEG S
HOGUSOdf ssctOW dyj ME®? EBEBHEEOd] dzd¥ MewLd §kdzO OHtj
COol' dMisd LEzjkmMY KO 3] MESEOdHO, ds M fej¥dsnsd

g4 ddzlsOC mdMm set pool name

no set pool

name gy fE2dzO, dL € lssiss dPED HBh HIGs HodzWH @ eCOQdds' dhy !
HOdzdzts2 Ctodf ssctcORARUL M2 L OB j tco Jteso O
<none>( 9 kcocdztse' s MEtsBCOR) HAdzv ECOL OdedWw,
ftcdow L OdOdederd?2 f Zdz Hisdzy jdz BT GlebalL OH Odz o
configuration mode.

L i dBtsdzOdzH ’ Crypto map configuration.

1d0ujiddi i FdsdyOdgbdzoyuj dd¥ 6.k disdyodsd

[ iCodkidioudd s dffsd Lo Odd*

RMsdz! L so Odzdy HOdzdets?2 € ts5d30 dapsec-isakmp (3B ddgj B saz! C 5 H dzw
Cedf ssdteOWdyj M drn COtlOR.

SsBOdZE®L T § Rs OH 6] HEGFG,H dav OH B dsdk0O dap Hdcal  pool .

{ mMdad S sde¥ d 6 2t Oy S Qzj Rps@Hi©jdntse, Ists or HOjIlsMwyw W h j
Attempt to set unknown pool is ignored

{Mdzd o CtodflsCOls] §kzdz dagt pod OO dp vl dsiiOandsR 1 tc
C B30 dgyp® map map name client configuration address

{initiate | respond },C SlsstcOW f toddniL 'Cac@ if bs s S O torisap- name G d3f EHaizizs M
d &3 dgjods -name, O IsOC ¥y j CctyplD disaldmp client configuration

address -pool local pool -name, L OH ® OV ¢ dzsB Odz! dzgz¥ HftcdewiL Sk Ctedf
d &3J dzpodknamed k€ OL ' oBshhdol dz KEEFG, Ists 1 Istsls fEdz d BEHJjIs
9 CtodflssC Otcls @ap-name,fdpisdgj Blsin StedflssC OKLls, o CClstster n

{ Mdzd LOHOdz f2dz 5 Ed@sdzyOdzede, © set fotwdgnsns %, O dddg] HHALAO L

OHtej Mse dedestedtelzj Isfpw .

slzh jmMsokilk tetOadfyUSlzd sHdeBetcd IStcBodflstfZEOIS @d3tcOL ©
T (tMmMdzd ¢ Ho kWcdi BisUPedseOds Odz sHddz d Itsls 34 §lzdz, Ist

M sMse O ftedowl §d f zZdzO, dzj 16 HeR t s d@IOSAEsE & & H Od;
fitso f OH Odzd dzOMistes2Sd DNS fjtee jtese d Hisdsj dede’ 7 Mk

1 iffded o SedERsf BEBEIsMiss ¢ ket diss g0 djisztdomain , st o
He S § StsA Btz gy B ls! dHjdasdudsy j S sdkOdzHT

1 df B s o € todnt]j I5ts CiPdddsdRj IsMiso 2 O MESTEOaRE OIs. 14 HEY
Yylstser oCtHifessf OEBElsMisoso OdzO ¢ sd@gisO, O o Hikc

[ Odzdzts ] IStcjBtSoOdzd] tSBWLOISjdz dets COC HAzWCEPsEFYPBEJR
[ Mdzd HOdzdetsj IstcjBtso Odedj dzy o' f tsdzde” j IsMv , { Gotg dew Otddisd h)ts
shdeC¢ts?2 oadHO:

Could not convert { crypto map | dynamic crypto map template } "<namel>

<idx1>". Reason: { crypto map | dynamic crypto map template } "<name2>

<idx2>" references to the same pool ("<pool - name>") but the additional
parameters to s end to client are different.

GHgnamei><idxi >T1 dd3j 20 d ddzH j SMr CtsdW dzdSlskEs hdr crypto
templates (ftedd3j yOdedj: MsBh jdzdi B BhdBEC] 98" HOJ IS
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Codat dzdSlsksh j2 fOtr; o Std¥dekztOydd s eadfls stz § iflgls fls
Ctedf ssfPlsname>T kv HftedowL Odegdetse s ff 2z dzO.

UHOdz] ded 4§

[ dzv EzHOfdag vadd d3j 3 MO tetfj B ff s s QEIBER L & j sw ¢ s5dREOdzH O
no set pool .l BL @Iy dzgts EZC OL Ols! o Ct5d3OdzH | HEBY sdzded s dz' dzr §

1 OdRi uOded j :

{ Mdzd OHtej MO HdzW RO orf Hjdzjdzr dL oddFlatdpaiaN?2 ¢ sHMJ
Gate) , Iss fted or Hjdzjdedd ¢ Otclsdzj O3 OHj Mse dL SO BEE
BOth olzls JE@RdiefB-OHtc j MO dL 1 Issdtzsy] ez inj @& Fdajs j ot j L
9 dzaj h dad 2 d ddlsgztcBRINVPN Gate) ¢ s dzQpdzhostd .

{ fdzd OHEi MO 2O dzj fjteifmj COsIsw ) OHtc] MaEBdsdgdzlzls t
(BelVPNGate) , Ists fted of Hj dzj dzd d Odz@tg Mietls PH i QD Elts iz dzO
By dzts § etfjdeijQls ‘o dzj h dzd 2N dirdalsQ el Qs e dzj dedzs e 5 § 5 Lk d3fs dz

[sdzdydi HOdzdets?2 S sdizOdzH "  tsISCisfdsl@S B dats?2  C s 3O dzH '
[ OdzddO 3O dzH O B Is )P dsseoz j Is

1 ted &&j ts

ltodojHjd §toddg) tf tefigfte i i@de v O W mypdpls®L O d fd datscBj te 10
Cedf bscwOl dyjimma? COwlsr -

Router(config)# ip local pool mypool 10.10.10.10 10.10.10.20
Router(config)#crypto map mymap 10 ipsec - isakmp

Router(config - crypto - map)#set pool mypool

ltedBjte My sd L sosbtdzdosl nerBe,dzHY & Canfip) B € o d § Is B tzls G
cmapftedowiL " o Ojf Ismw folldr, fdzf 3§ dzl &3 L Of ddmelp §f Sztelzf iy s Y Qetello ™ L

Router(config)#crypto isakmp client configuration address - pool local
pooll
Router(config)#crypto map cmap client configuration address init iate
Router(config)#crypto map cmap 10 ipsec - isakmp

Router(config - crypto - map)#set pool <none>

[ 2" Mz yow HdqdORdYjMSts2 SttdflbssOrlsT :

Router(config)#crypto isakmp client configuration address - pool local
pool2

Router(config)#crypto dynamic - map dmap client c onfiguration address
initiate

Router(config)#crypto map cmap 20 ipsec - isakmp dynamic dmap
Router(config - crypto - map)#set pool <none>
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setidentity(cryptomap

s ts 3O dmetO identity dmMfsdz LEjlsMyw Hdzv ECOLOdY MfdmMEO dHJ
dmMfsdz L s Ols! MW CdeCtejIsdes?2 L Ofdfm: ¥ CtodflbscteOW¥dyd M¢
dqHjdsdW¥WdCOtstese d StedflsseteO¥W dyd M2 COlsr mhhf sdz' L

gddzlsOC mdMm setident ity [name]

no set identity

name gz MfdmMeO dHjdasdW S Olststetsa. [ Odadz” 2 Mt «
ML HOd ¢ sgpldzHideity o toj xGlaldl configuration.

L il d B tsdiROdzH ' Crypto map configuration.
1 020y j dzdzidztd{disy O dzd © dzj sdzOyj dzed v 5. 2 Bs dzy O ded

t sdkjidiouydd s dmftsd Lo Odeds

i€
Micd L soOdedj HOdzdzets?2 € tsd30 ddpsec-isakmp (3B g B salzr ¢ 5 H dzw
ttdf sscteO¥ dui MSdr COlsOR.

R
¢

1l ted &j te

1d%d ftedejHijd feddit MitsL H Odzd myidett'd md Od fiftHtg dizls Lt a$Q@ dads jis
MfdMCO LOYfdMm' ¥ dsdkjte 10 ChUfftsceo¥dyj Mss2 COowmlsr *

Router(config)#crypto identity myident
Router(config - crypto - identity)#dn c=ru,0=s - terra,cn=test

Router(config - crypto - identity)#exit

Router(config)#crypto map mymap 10 ipsec - isakmp
Router(config - crypto - map)# set identity myident
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set securityassociation lifetimgrypto map)

s ts 30 dget Osecurity - association lifetime dmMftsdzr L 2 Ismw Hdzv dL d&3j dzj dz
GCizsB Odz! detsG s 9 tSA.A3J [dAf dzop@L dA&fts BOdzH O d L d3j dgv j Is SAHEs O dz' d
CsdzC tojLis@faPind CtodfsscteOW dud MEs2 COlsr . 1 dv eotsMmilsOdz
otej i3jded Y dLded ftedd3j dgv jlsmw Is@o.yj CBORHO M) ftejwdef

gaddzlsOC mdm set security - association lifetime {seconds seconds |
kilobytes kilobytes }
no set security - association lifetime {seconds |
kilobytes}
seconds seconds VLiMsOdzOo d&zd 9 Oj Is 9 BAaRWM HG RdgHs®H.w | s fls d d3r

sls 1 Hts 4294967295

kilobytes  kilobytes v flsOdzOo dzdo Oj s o BAakVE Bij Rdg®Bd e R SHW h | &
(o CqddzseO2OR). [ fkflsdd6j295 dzOYj dzd v

I i dBtsdzOdzH * Crypto map configuration.

1 dz0y j dzdzidstsfdisy O ded © G diztsB O tegsggy 3 d L dzd .

I G dznOydd fts dimftsdz’ L s Odzd ®

RN tsde Ltso Odzdj HOdMzdzs?2 S tBOdGHT oL Bsyds o MsOlduyj MS
COwElsOn .

lted Mc dkOmtse OdzdSh ol Gis@RplsgEn dzd  dL dzd St Hj dv j shw
B dzd BOdz' desets L zOUj dedW dL ftoj Hdzsy j dzdzr R Otels dzj tc OB .

skh jsoksls HoO (OBOR] KO, ¢ BAUIaydd s difj SobedpHE¥ R Y
CsddyujfMmlsots §jtjHOddzs?2 d feddelss?2 ddai sesOydd o € dd
Hj2MsotsoOl! 5 HisMisdyjddd ddBdlsO dserd L kdi §0O
wdLdd, bkhsOdssd) dds) » MjCdios, O ScwOddujddj {§t
Issds Mz yOj BEHjls Hj2Msotso O! scetOdduj ddj HBA otej d
Eyj dzj MEh jiise SAds, Hdpds Cdswe qAs W, jMdzd dzj BEH IS IStcO)

Itdzj )] CtteslsC ] Shoacijdgy MyajLsdede d S Ctdifesdki sOydd koY
Btsdz' M jets ftesyj Mmstcdetse s o tej d3j dad .

[sMiklsMmsokjl oL &ty dshls! khmsOdtsodls! dzj 5¢tc0dedSP dzdz
CO¢ d &IOS &dioazH

rdzv Issets, ybtse' dL d3j dzdls! otej d3v x dL d&gdt wecufify -z dzH OR

association lifetime seconds .
 &zv Istsg ts, YlstseB@w dy g dedlso 6 thgetse ©O2 Is Orn |, setd Spffuistgdz! + 22 Is §
association lifetime kilobytes

I MmHj dzOdedz’ | dL d3j dzj &Ao" ls st @3 Islzdo > ffd dizef ¢ tc dglobal = t5H J
configuration ¢ s 3O daxis 2} ted 1 stsd3 f et saddls o mMj n EkMls Odztse dzj dzd
s H d dzJPeed g ISAKMP SA).

Jlsdzdudji HOdgdets?2 € tsdsOdeH " SISCisfasiO@IsB dzts? § sd30dzH *

[CtOdd Wisdzdse O% Sz d otej dj ded L ded doBjsls B@sdr: h d2
120 1 86400 (sec), 2560 i 536870912 (kb).
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1 ted d3j to
ledojHjde feddsjte duLdgjdej ded” o6 dgjded > qLded Hazv L OYdM
mymap":

Router(config)#crypto map mymap 10 ipsec - isakmp

27R(§)(|)Jter(config - crypto - map)#set security - association lifetime seconds
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set transfornset(crypto map)

[ dzv D@y dOBttOd® ftojsBtOL s Oded?2, Ctltster 2 dBsy jls dhmy
CedflssctcOW dyd MEts?2 € Otolsj set diigrffterde! tskt? & | tc § pofg@aizH fmap
configuration . 1 dv EHOdjddw fmMewiLd LOfdMmMd SttdflstsetOW dyd
ftoj sBteOL 5o OdzdkY sy s % j CtROMHO 1 ftoj W ds Msd

gaddzlsOC mdMm set transform -set transform - set - namel [transform - set -

name2..transform - set - name7]
no set transform - set
transform - set - nameN d d3¥zOB Sifici®] 5B tcOL.59 Odzd 2

[ LOfdMd Ctdflbcceol dyuj MS 52 %O s Sdptspdety tod) fipts oL LSt

P i dRBEBERODzZH T Crypto map configuration.
1 20y j dzdzidzts{disy O dzd © L 20y jfds jE dssdzyOded s wlsfikzlsmisozj Is.

I iStsRidioydd s dimfsd! L so Oded ©

[ OdzdzO% CtBORZHO BWL Ol jd! &zO Hdzw ofMjn LOYfdMj2 MOl
CtedfbscwO¥dqujmMSdn COwkls.

Rifsdz LE2Isj Lk C tsdi3OUd%d jH dt0 2t Ofdiej'tsB e OL 59 Oded 2 My d:
LOfdMm! s CtedfbscOlfujDEBRO&@KL)" OB St fioj SBOL 59 O
dmf sdz! L s Ols! tsHddz  Istsls % j tjydds.

[ dzi¥psec-isakmpL Of dMmd StedflstscteO¥Wdyj M2 (s staigey ds 6 0
ftci sBteOL B8O Odzd?2. 1ted fJted yudmdzj dzdd dzOBstetse ftoj SBCOL
&ZOodesdz "2 ftedstedlsjls djils fjteer 2 dzOBBtt fioj SBLOL

Rz ydOlstste M SAGHdMe Oo dzv j s § Otels dzj O @O dydidatsio  Yots SdoRm
ZOBSttse o] SBLOL 5o Odzd2, of Mistesj dzdz’ 2 o Mmssise j Isflse
ftojHdsy jddzsets MEdMSO fiteor 2 dzOBGte fioj SBELOL 50 Odzd 2,
MseMlse j dedzsc s MEdME O OBB©LO §to] 5B tcQuiag® Oded .Y d[Mi§ @F d
ftoj 5BtOL 50 Odzd 2 d ded yd OBIBecSD daj § @wl§ dzj tz®) s Oldas o dzj dzO .

[ fdzd dzj sBRsHdBE dL & ddls! NfdnsS &ZOsstkss i SBBLOL
CedfbscwO¥ dujMSs2 COwmISr, It MmdjHlk, lsety tassipls sn- sed dzts o &
)] ZCOLOddj 5 desotsets MYdMCO. RLGdzj ded™ oMmlszfwls o Mg
©j 3 qBO S sakddzH 52

1 tod &3 te

| ftdojnjddesds dzdyj fddsjte) §sCOLOd hocd 6 Wstedd
GZOL dZOu  dzd ¢ s (EB)EiLlodmd Ctdf smynmmol duyj M s2 COrls:

Router(config)#crypto ipsec transform -setmy_t setl esp -desesp -sha-
hmac
Router(config)#crypto ipsec transform -setmy_t_set2 ah - sha- hmac esp - des

esp - sha- hmac
Router(config)#crypto map mymap 10 ipsec - isakmp
Router(config - crypto - map)#match address 101
Router(config - crypto - map)#set transform -setmy_t setl my t set2
Router(config - crypto - map)#set peer 10.0.0.1
Router(config - crypto - map)#set peer 10.0.0.2
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setdns(cryptomap

ssROdeetOdns MYy sd LEjlshmy DNE&H] 60§ @ ®EGFE" | dzv bk DASZj dzd ™
fMjtto jw0 dMitsd LEzjkMY kO 3 jnoS sdkOdH O, ds f ftoj¥ds e

g4 ddzlsOC mdMm setdns primary -server -ip [secondary - server -ip]

noset dns [primary -server -ip [secondary - server -ip]]
primary -server -ip IP-GH tc j=n dzts 0 @AtSShfy tco;j 6 O
secondary -server -ip IP-OHtefffL J tcoDEB-Mstco {dO s Mizlsmis)o s9 Ols
L il dRtsdBOdzH ' Crypto map configuration.

1 dZ20uidedi s FPlRsdzyOdegsdzOyj dzgdv 5 EZdR3sdzyOdzd® .

I iStsRidiOoydd s dimfsd! L so Oded ©

SEBORZHO OCIEZOd &0 Id ¢t iMdzd € HOdzdzs?2 crypto map
fofgsh ' 8 C wafzCpdath ! dzdBts M  di3schyptsr  iSaknigO diant

configuration address -pool local dcrypto map | dynamic - map client

configuration address .

{ Mdzd € crypto map dd ftedewlL Odz f kdz, HOdzdzOw € Bd3OdzH C

[fdzd o ©OLdZ & StedflssSOwlsOn dhmisd LkzjlshY fwdewL CO
Ctedf sOCOWAOMISEE2S O DNS HiBd O § sddshls! ¢ fMsef OH OIS .
COSC HdY fMlsOldujMSdr, ©OS d HdY HdEOBdU)MSdE Cdifls

(lsddydi HOdgdets?2 S tskOde " t5IsCisfasl@Fs B dzats 2 S 5 5O dgH
[OdzdzO" CdiOdzH O @ided@BMmisokzjls o

l tod dzj te
 sfemMsyYdR@GY JcztcOydw:
crypto map cmap 10 ipsec -isakmp
set pool pooll
set dns 192.168.10.10
set domain example.com
...
crypto dynamic - map dmap 10
set pool pooll
set dns 192.168.10.10
set domain example.com
[hdBsytz®det d ¢ zte Oydw
crypto map cmap 10 ipsec -is akmp
set pool pooll
set dns 192.168.10.10

set domain example.com
I
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crypto dynamic - map dmap 10
set pool pooll
set dns 192.168.10.11 ! [hdBCO! 1 sdzy dzts fytemap QK Ols:

set domain example.com
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set domain (crypto map)

s 5 30 dmetO© domain d M & dz! LHzdEWs MWYOH Odzd W H B3
IKECFG. | dz¥ EZHOdzj dgd¥ HBME) dzdetsets MWW

jdzzse s MEY Y S MO
dSMO dMmf sdna kzjlsf

g4 ddzlsOC mdMm setdomain  domain - name
noset domain [domain - name]

domain - name Hisd3d dedz" 2 ME¥WdSEM 5 Eddsdyods:s .

i dRtsdROdzH ' Crypto map configuration.

1d20ujdedj ft5 Ed@tsdzyOdegisdzOyj ded v fts EZd3tsdzyOdzds .

[ iCodkidioudd s dffsd Lo Odd*

SEBOBZHO OCIEZOd 2O Id ¢t ifMdzd € HOdzdzes?2 SCtodfIssC Otsls
M fcdsh s 8 Ses@@digh rdzd B s )  tsd3schypter  iSaknog O diant

configuration address -pool local dcrypto map | dynamic - map client

configuration address .

{ Mdzd s r IsOls! MwdzjoSotytdidsidS lddswdz fiff st RO Is ts d3, BkzHJjIls or HOdWz
% Bad hosthame format

[k o ©OLd R CttdflbsSOwlsOn dhmfsd LEkjdmy o
CedflssC OlsOfF dzOMises? ¢

f @ diodiiL € O
O HB®Rj dedzetse s MY W JdE MO HBsdy dz2O

[lsdzdud i HOddE? t5&is (kB ezis B dzts 2CiSEOLTED dzH '
[OdzdzO" CtROdH O Gided@EBMlsolzjls o
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set client authentication list (crypto map)

s 5 30 dmetO client  authentication list dmftsd L k2§ smw Hdv Migr dz¢ d da

Oklsj dzZsdWdSOoydd. Mndzez¢ fH @e@j fpd Y MisC Ol lssjdizls dzWj ds@y dsdo ]
CEROdH O, s Mo.ftej WS M

gddzlsOC mdMm set client authentication list auth - list
no set client authentication list
auth - list d i3t d ez j dzls d W,k SGipdeds2zy fide § O MOBGH O dzez' d3

¢ ts di3O dma Authentication login

L il d B tsdiROdzH ' Crypto map configuration.

1 dZ20uidedi s FPRsdzyOdegbsdzOyj dzgdv 5 EZdR3sdzyOdzd® .

I iStsRidiOoydd s dimfsd! L so Oded ©

[ dzv Issets, yYlbtse' L OHOIS! Oklsj dasd W dfifjCaypdjste jf odf! 13 Bis-ot<HIsd] dgf
HOdzdzts 2 CtsdB3OdzH™ ECOL Ols! Msme  sdikzyj EEwoda zdzlsd ¥ d ¢
client username. [ fdzd L OHOI! Issdz ¢85 tSsHdZzE L Cistodike ¢ 53O dzH
Csd dezteOyd BERHJjIS dzgj My M der o

[sdzdydi HOdzdes?2 ¢ s di3OdzH " tsIsCisfdsl@Ss B dats?2 € s 3O dzH *
[OdzdzO" S dEOdzH O Gided)@EMisokzjls o
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set client username (crypto map)

s s 3O dmetO client username L OHOj s M sMtse §sdzkyj ddwy dHj.dzsdW d!
[ d&zv EHOduA s s stpse @ sy SO 3 j ¢ sdp@dzH O, dzs M

g4 ddzlsOC mdMm set client username ike -id | cert -subj -cn | cert - subj -
ou|cert -altsubj -email|cert - altsubj -dns

noset clientu sername

ike -id f ts dzdffsjj U O lsdatsQ y 4 IKESdjiH J dzls d W d § Ols s tBAKKP
Mtsd v ddzj ded W

cert -subj -cn fsdzdetsy ¢4 yOlsdesjy L dzOyjdzedy ftsdzw Common N
(Subject) MjtebkdW¥dC OO fOtlsdyy 6O | SAKMP
dMfcd Lso Odkzdzsc s ftod ftetso jteSj GsHuf dmd;

cert -subj -ou fsdzdetsy ¢ J yOlsdesy L dzOyjdzdjy fHtsdzw Organi z:
sfdmMOdd™Y (Subject) Mjtesd¥dS OO { Otsls dzv t
dMfcd L so Ozdzse s ftod ftetso jteCj fsHy dmd

cert -altsubj -email § sdzdetsy § 4 yOlsdetsy L dzgOyj dedy 4 tsdzv EMai l i
Oz sj tedzOlsf afdg®Oatad v ( Al t ernative subje

(

ct
| SAKMP MtsjHddzj dzgdv, dMitsd L 5o Odzdese s 1 to
D

cert -altsubj -dns § tsdzdetsy 4 yOlsdetsy L dzOyj dedj f§tsdzv DNS (ADI
sfdmoOodzdw (Alternative subject) MmitlsdW:
M HJd, dzdMmMf sdz L s Odzdzse s fted GJtetso j el |

L i B tsdizOdzH * Crypto map configuration.

120y idd i s FdRsdyOdagsdzOyj dzdv 5 kdstsdyOdeds .

L iStiRidioydd fts dhftsd L tse Oded ®

[ 2% ke, 7yYlsB' L OHOK! Oklsj dzlsd¥ difjCapdjste jif todg ta B otOHsj dgt
HOdzdzts 2 Ctsdiz0ddRtf d € O L Olisls | dzlS DU afieft  authentication

list . [ Mdzd L OHOIs! IstsdztkOtizH tsH &5 dzd || (ECistpd@ d Odad{ J c ztcOyd B |
dzj 2y j " dz' .

(sdzdudi HOdzdzs?2 S t5ckOdzH ' 5IsCistaslOF B dzs?2 € 5 5O dgH *
[OdzdzO" CROdzH O Gided@BMlsolzjls o
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reverseroute(cryptomap
s s 3O dzavérse -route o § dz¥ ydofg ffsts dz' L sF G ddfiadRevdy€e Route Injection (RRI).

[ dzv ¢ d uj ded™ d MY tsdz RREED ded@ dzddty 27 OGdae(d {HOS § Otels j  § tod o3
CsBOdzHO M fnej % dS fied

g4 ddzlsOC mdMm reverse -route

no reverse -route

L il d R tsdiROdzH ' Crypto map configuration.
1 020\ i dzdzidkisfdisy O dzd ¢ L dzO U Yl jb d3ts czm Ot ks fylso k2 j Is .

[ iCdkidioudd s dffsd Lo Odd*

RRI (Reverse Route Injection) 7 4 Ists dztso ™ 2 BB ~ OdzdL d3 Mo w L  VRNYdic © 9 dzj dzd"
mMdMmisj BBs?2 B@Oh tlzlsdL Oydd, foLotsdveshd?2 &EOwhtekzsOd ¢ L
Cdzd j dels O3, Oolstsd@3OBdU) MECd Yl BB BRROAHISGYdd. s

B Mz Bj - RREEE BOs d s ybfstsipdj ML HOddY L Oh dh jPdet®c & Mis
9 IsOBd&zdylz &Oth tckzlsdL Oydd " dz¢ L O RRiQ asldf Od@Esdms jdn Snd o of dit
LOYdMm: & &BOkhteklsy ¢ kHOMj dds2 fj ] ddds lsidd) e jddiatits &
MsiHddzj ded¥ HtsBOo9 dzj dedzr 2 BEOwh telzls dL IsOBdzdyr hdgL O L

[jRO®RBRIGEY js5 Mftd Lso Ok Mw o Mjkwi B et tOL d
io MAojkOR tjLjttodtetso Odzdw ) BOLOdENdess C52 Ml ots?
[ dzv sftsejhjddw feifisHedsMisig) Is fipssm ilffn L O hdzs L tsdg B Lt
iz feMsOR, Mijlwn, dsor R KOwhtckzkOR, MsEMNy jlsflso ks h

dmfsd L sivw fesksCsd Hd@OB Y] NRIR2 wdled je Listts Om %t
BOh tklsdL Oydd tj OddL sOG@Ruagga. § OCjlsj fscte

Isdzj j YoHtesBdtsy Y dMOdzd j RRicd@igkizjodzdivtEoRiitEsQodERLCdPO M dze |
(Settings_gate.pdf)

[lsddydi HOdgdets?2 § tskOde " t5lsCisfasl@Fs B dzts 2 S 5 5O dgH
[sMizls Ml sl tslszdzd I§ | d'OdeO B ster .

lteiHbftej ) ez e mlsddts otekzydlzs dLdsjdgvls! ddzd EHOMIs!
(ks | Ools®OldujmMSd ¥Wsteddelkzy sMHYRALed dhMfsd L se Od

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 156


file://vmware-host/Shared%20Folders/ownCloud/exchange/Bel%20VPN%204.1/Госэкспертиза/Для%20записи%20на%20диск/Gate-V/Готовые/Settings_gate.pdf

BelVPNGateV 4.1 Ciscolikedztf dzB ts j

cryptodynamiemap

s s B3O dmym dynamic -mapd it sdz! L zjlsMw HdwW ML HOddWY dzOBtSte® |
Cedf ssctcOWdUud MIdA SOOEIBREBOWB DY dMf sdz' L k joyfiomap dzv o - B+
configuration.

[dz" EHOM dd¥ &OBG®EO LOfdMmj?2 ddd SHds?2 LOofdnd HddC
dMfsd LEjlsMy 5O %j SCwEORHO M ftj¥dsmned

gaddzlsOC mdMm crypto  dynamic - map dynamic - map- name dynamic - seq- num

no crypto dynamic - map dynamic - map- name [dynamic - seq-
numj
dynamic -map-nhame ECOL" 90jls dqizv dzOBtsttO LOfdMmMi2 HJEZOB]YJ |
COtlsT
dynamic - seq- num ZCOLTr 90jls desdzjte StsdzStejlsdzts?2 L O dfmd HJdz
COtelsr .
1 20y j dzdizidit{disy O dzd & L dzOydfds jz dss dzyOdzd e wlsmizilsmise zj Is.
Lixddyr S tsdi3OdzH T Global configuration. r OdzdzOw CdizOdzH O s

4t ntH rypmjnapfcdpfiguration.

—+

sd3idzHOydd s difsd' L s Odzd &

S LE2k] 1k CSBOdHE HdW MSLHOd]Y " O dsdss fsd

s Qdzr o f§ttsyd Md Msec Ol o OAAdY dz)f i@ d3j s@sp 4 fdzd
OOk steso StedflsscwO dyujMSs?2 COlr, Itjsljd
dzj etsd3 ( Is @Xaddress) C Of Of wdBj te, JMmdzd o' dzaj ddjdisd

ecf Otelsdzj €08, dMysd LsoOddj HJEZOBIU)MSdR Stdflst

O] fHBBd 5 § Otelsdzj esds. [ H @GOG, B W Hofsls) j dg@yy @)lss L i O
bff jhdes dzgj L Oojteh REEMY Oklsjdsd¥ s oydw

TS o33s
NE o g [0

S FoH00D
0T Bmn

UHOdzj dzd J

UVHOdzj dzd § dzOB H@zQ dfiufifff$2s?2 S tedfIstsC Otels o' f sdzdgy j Isw
no crypto dynamic - map <dynamic - map- name>.

I Mmekyoj, JjMmdd EHOdYjdk 2 d&oOestt LOfdMi2 CSttdflssctOW

CodWdekzteOydd, s or HOjlsMmw Mtstslse j IsBplld moth fijng Mtstsse h j d
crypto  map te mplate <dynamic - map- name>

[ Mdzd MEkh jhsokjlk Atkw B' BHdO CtkdfltsS OO, MMr dzosh

d a3z dzj d3, 9" HOJj Ismw Mmtsseyptp dzohgp tesplates " i B USg by crypto  map,
cannot delete

VHOMjdzdj LOfdMd HddOBd Yl NS 52¢ SdadstE Okls™ o  ddz" j

no crypto dynamic - map <dynamic - map- name> <seq - hum>.

I MmdzizyQ jpaz® dz¥ jL Ayl dzOdsd uJ MS 52 S tod ff Is s astisApzdsipjisfig Iz As ¢
CsdW deteOydd, Mistslsaj is@Jsiptips e njjidzd § s E€ould " ndts fingl :
crypto  map template  entry <dynamic - map- name> < seq - nun.
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[ MdedOdzdzOY L Of dMm! JjHJdMIse j dzdzOWY ) S OL Odzdz” o5 d o34 dzj 3
Ctedf ssC Otels ©, MmMmr dzO:d2OBVsipY L RF affin@ @dzlsvw Mstseh:jdedj B
crypto map template in use by crypto map, cannot delete

| tiydg@flstes?2¢d (OBOHEEEBOY U] MSs2 S Okls' &sckls dnf
CoBOdH’ (MddzsOChmdm LIsdr CtdkOdH MsofOHOjIs f MdddsO¢
iy BN dlssctOl duj MS 52 crgpdts Israp): € 5 i30 dzH & 2

set pfs TkEMlsOdz0o dzd o PFE Y yds
set security - association lifetime T 2Mmls ©OdzO 9 dedeg @iyl d2dec SA.

set transform -set TMewLr 9a0jls LOfdMm: CECOElsseigOizdr {sigOdd
ftcj sBteOL 59 Odzed 2

set pool i EMlsOdzOo &zdo Ojls fldz OHtj e HdAv LOfdMd Ctdflst

set identity imMowLreaOjls LOfdMm! CtodflsectcOWduyj MEts?2 COtelsT
match address T meowL " 90j s tOMh e dzedz" 2 My dMsS HEsMisEfO M L
C Otlsr

set ip access -group kEMlsOdzOos zdo Ojls fteQoddzO Wddz steOydd, ¢ tod
IPsecf OC jIsOd3 ftsMmdzj HJ S OF MizdzvIRseed ,0<¢ ¢ &M dF Hdsm A sz vOIf dndg dzw

exit T o' n HS =deW d ¢ kz to O gl to1ddddsEs. s
[BWLOLjd dats? CtsdBOdzH 52 9 1 Istsdgettfarfidfpfmj -wep.dzw j Isfqpw € 5 BC

10fdMmMd HddZOBdud M2 MEEY] EOEBOY foHBds LOfdhYd Ml
CedflsscwOdujMSdrn COtls ckffdiks shmv o dOBsE®' L O

C sd3Odzrypto  dynamic -maptsff tej H j dzj dz dzOBtste L Of dMj 2 HJdOBIyJ M
COtelsr (Slsster 2 B " Ydes OYH{JML ) d Is J Istsdz/dg] s BtE Hsdzlef d3s Mo
"tesHdljdz MEs2" CtwdiflbsctOW dyuimMés?2 COklsj. (kO Y j
crypto map. 1 Olsjd3 1 IsO "tsHdlsjd MEOw" CtodfilsctoO¥duim
ddzlsj eW j 2 M.

10fdfd o "woHdljd Mis2" StdflsdO¥dyjmMSis?2 €O
Ctedf ssctcOWduiMSdy SCOtelsr Htsdydz ddzjls! Btsdzj j dad
LOfdMmwded. Gkt HMisdEcOjlsmvy ftodmo Odo Odedj &5 KOS d o3
des3j t6 MOy dsd &3 dednd Jd fYtedstedlsjls) .

WL
te C
€C

1l ed &) to

1dxd fedejHjd fteddit dMnirpue dpan@dzhap CIs BOlsaeds
LOfdMm! MisOduj MS B2 S tod Migmmedc®y diyl MEGRIs §'0 tds® H
CtedflsscwO¥duj MC Yy COlkk

Router(config)#crypto dynamic - map mydynamicmap 10

t6
q

Router(config - crypto - map)#match address 103

Router(config - crypto - map)#set transform -setmy_t setl my t set2

my_t set3

Router(config)#crypto ipsec transform -setmy_t_setl esp - 3des esp -sha-
hmac

Router(config)#crypto ipsec transform -setmy_t  set2esp -md5 hmac
Router(config)#crypto map mymap 10 ipsec - isakmp

Router(config - crypto - map)#match address 101
Router(config - crypto - map)#set transform -setmy_t_setl

Router(config - crypto - map)#set peer 10.0.0.1
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Router(config - crypto - map)#set peer 10.0. 0.2
Router(config)#crypto map mymap 20 ipsec - isakmp
Router(config - crypto - map)#match address 102
Router(config - crypto - map)#set transform -setmy_t_setl my_t set2
Router(config - crypto - map)#set peer 10.0.0.3
Router(config)#crypto map mymap 30 ipsec - isakm p dynamic mydynamicmap
I
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[ f dzis 5 Is Iz frytffStsledy dzls s € 2 2

Ip portmap

s sdizOdpH Port -mapd M sdz! L zjIsMw Hdzv OMMtsydoOoydd ftoslstsl tdse
Fiotso dzv ) dats fj ctOlslzsfo TEBPAM t o Application Mapping) d
f4jted 2OftcQodzv st IstcOWdE MisOdzH Otels dz'OR Is©Off o fij Is Jns@aro @[ dgdsth & t
fsdz' L so Olsj dzj d3, -ffiafMe. dz B 52 TCP

sEROBHO M frolhEOW®Edds Ojls L dzOuj ddj (& kdsdyodsd:s .

g4 ddzlsOC mdMm ipport -map appl - name port [tcp ] port - num* from begin -
port -num to end-port -num [list acl - num] [ description

description - string]
no ip port -map appl - name port [tcp ] port - num*| from
begin - port -num to end-port -num [list acl - num]
appl - name ZOL o Oded] ooz ftodl dZOHdse s kZtotso daw

MlsOdH Otlsdz j (MdMmbjdda j) Mmjodh’ ¢ fsd
st H dzj dede" § f sdz' L 59 Grfsidtetajdofnt syl dndstg iydss fiy v
sBh jdLe jMmisde 5 desdzj osdz f @Oz @ tcj H fls O
1 sdz Ls9Olsjdzr MEd?2 Mjteadm LOHOJ]IsMw dd3j dz
dz0yd dzOIs mw fMutsiejf JEHOH dzd dzj dzj HEsdzy j dz |
md 3o sdzts @

tcp ZOdzdydy ddzd wlsmikzlsMmised] 1 Ilstsets € dzs Yyj o 5G|
Mih j Mise j dedets 2  tetsdzd
port - num s BJEP-f stels©. 1 tod dzOdzd yd dicpo ZtESAEO dzHG H Gnlsizts

fitedudimdzi ddj Hts fwisd fstlsse ddzd HJOY O
Mizse®icOLejh Oj kMY L OHOl! bkd' ¢t tHd t

begin - port - num dZOyOdz dzf 2 ttstels HJOH OL sdzO® f stelstse, Hisdzy,
f stcls O

end- port - num Cdzj ydzr 2 ftstels HdOY OL s5dz0 ff Btelstso

acl - num M zC O 2O 3w MlsOdzH Otclsdesc s delz i3J e ts © O dzdz

sctOddudo Ojls HOdd 2 Mjwodm HA&Y Gt H
[ ed MfdMsS HehmskfO skhkzlshlsokjls o € dz
Jedstedtolzj smw fted Stdzo jelsdetse Oded d € tsdzW

description -string MlstetsC O ) ftesdLotsdz dZ@ i3 s dMOded j 3.

g dfMmlsj dgddsH Odzdz" | Mtstslse j Isfise dWw

v OB dzdl2) ©
RBY ol sz | sdij e {1 J 1 dmodsd J
ftp 21 File Transfer Protocol
telnet 23 Telnet
smtp 25 Simple Mail Transfer Protocol
gopher 70 Gopher
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pop3 110 Post Office Protocol i Version 3

nntp 119 Network News Transport Protocol
imap 143 Internet Message Access Protocol
imap3 220 Interactive Mail Access Protocol 3
Idap 389 Lightweight Directory Access Protocol
login 513 Remote login

1d20ujded i it FasdzyOmwRdOuj dd) (6 EZdsdkyOdds tlkfkzshss b

Pidxddr CtsdsOdzH " Global configuration

[ iCodkidioudd s dffsd Lo Odd*

RN sd L2 {lk StskOdHE, ybkte' §jtej ZzOftcOoadls! IO
Slsdzdyde" § Bl tsBh jdLe jMmisde mise @asdllsr . dztf & st 5BOE 3§ BN
fstelsk. [ dv fddsyjdd2, C(tktt'j JhNfsd ksl djssh jd
fsd Lo Oljd MCd2 fMjteodh.

[ 5B O dzjded i L Of dind pdri-niqd Mmls j dsdzts d3iz

vdils j-s@s0ddy | Mslse jlshisadw Mmbkh jhmlsobkyls daj wezdzip d =7

port -name, dzj o oBHW ddSOSHdR HBYSdddlsjd d o $sEOdH.

[ 2% HBBOo dzj dzdv zsotsets §steksO § Mmdils  dgdzs dslz pdntj teo d ik

mapd tdz0 HtsBOoadl desokzs L Of ddfot map(zdety dgjz M Oydgpdef 8 JRC ts
ip port -map ftp port 2100

[ OdzdzO% CtBOBHO ftodo jlippliery sstudsl, L QYE fMfdy SHAO o dzOv

Pl 1 dwe dzOwW L Off d - maplftp poptcpd degcription File
Transfer Protocol

Pt codzOw L Otpdhoprt -mdp ftp port 2100

[cteOdzdyjded” dzO f sStelsT

100tedhj @B OISOH  stsls™ , EkyJ opdrsHmap(difjtcde Hifadzsots2d, ylsts H
LOHOBED steBO S tsBOdH " ) . Cbts Sldshdlsmy € jHJddydsdgz
fstelstseo, o Ctlster j o9atHdIs HOdzdz 2 ftstels. | Of ted d34 te,

ip port -map ftp port tcp 23
I1EHilk offe®eds ddjy tB Bhds ¢ j:
%Unable to add port - map entry.

It conflicts with the system entry for telnet.

Please delete it before adding this entry

0 jfdd o Codidekztoydd kxj mMkhjMse j lsusd spzt :sapOls j dz
1d tdz MsHjteydls 19 0Mj bsjs 20615 s250 dzH Iz

ip port - map ftp port tcp 2100
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BEZHjls o HOds Mtstseh jddj B ©hdB¢j:
%Unable to add port - map entry.
It conflicts with the user - defined entry for user - port - map- 1.

Please delete it before adding this entry

[Isdzj dzO fnd f isoitedats ¢

JWodss L OHOdzdzlz® L Qpiprtf fimap difsndsty distisdgjtsdzd Is ‘no- ts tf RS M+ o
SBOdH " . ) tod gl BAHEED VB ZH | Is s istow teuBnjn@ Is-cdnfiy ¢
9
[

SL sy dets o twWOMh dtojdedetscds o dHj) . 1 tod pded d2jidafQiglzHQjtdds)
tols 210956 & do'r Hf tsdzdzd d3:

no ip port - map ftp

ip port - map ftp port 2100
1 5 CsdgbasHrunning -config BEZH jIs f 5C OL Odzts:
no ip port - map ftp port tcp 21 description File Transfer Protocol
ip port - map ftp port tcp 2100
[ s3] daol€' s BOdzH 2 By dzts Mdzj Hize¥ P Jd3 BB OL 5:
ip port - map ftp port tcp 21
¢ 5 € tstp@deunping -config BEkHjIs ¢ OL Odets:
ip port - map ftp port tcp 21

[ dOf OLtsdz f sStelstse

lted LOHOddd HJdOY OL 5dz® dzOyOdz! dgf 2 ftstels tsBW L Olsj dz' dats
foslsdodsds Mz yoO) o' HOjlsMw Msseh j dad j :

%Jnable to add port - map entry .

In a range, beginning value should be smaller than the end

uin' 2¢O dz® dzdfls HEshlski O

{ Mdzd o dzj MC sdz!if pBrt tnepffaznjCiflse 2 Is ftedow L €d € BGHdAdEGE
HEMisEZf ©, Iss fted B dROtEY jddd StddadLd?2 o (SdBOdHOR o
{ Mdzd o dzj MCtsdz S dr CtsdBBOdzH Or MEh jMiseksls ftedeowr ¢d ¢
desd3j O3, d3j ¥ HE ded B H Y &z OF js s dedpts)j Mig g fdao(w j didizd)
SHds?2 Ctd3OdzHy L OHOdz dzdmdzj B sMmMis § Olsd O BdzOdzeE 5&] MO
Hef ZMCO¥ sy dse"J fitjMmjuiddy d MsefOH]jddY dSE]BE
lteddzj 6 S tstete Slsdets? § sMdzj HB9 Olsj dzt desisd € sd3OdzH :
ip port -map user -port -map- 1 port tcp 2100 list 1

ip port -map user -port -map-1 port tcp 21 list 1
ip port -map user -port -map-1 port tcp 23 list 2
ip port -map ftp port tcp 23 list 1
ip port - map ftp port tcp 2100
ltedd3i e shdByds? §oshmdj HBSe Olsj dz! dzesfilsd € sdBOdzH :
ip port -map user -port -map- 1 port tcp 2100 list 1
ip port - map ftp port tcp 2100 list 1 !!! 14O ddz! dets ! !}
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(Mdzd obttts?2 ©OL Hsfdhmr a0jlsmw CtsdBBOdH O, CtlssteOW Izy
(Mo f OH jdedj M) dessripties Mk & cHz® dJedtstedtelzjlsmw BJjL 9" HOL
shdeCj. 1 6d@ gz Chuztos.

( Mdzd o dzdMmisd HBMiskzY O dMY Cap dlog=ilspigty, dIstE d6 H K€ Ols sfets s
Escdese Odzdj § OC j sto insppdidm® & w2y isBT . YptsfSBh j dedW dzsc O
fdzj Hize M j &5 oadHJ:

Inspect _<inspect -name>_<acl - name>

G Hginspect -name>T1 d dgihspection; <acl - name>i  diBzd s © H,s iffistizdf iPs j| H d dzj dadat
port-map, dz0 S tlststelz® MMminsg&f Isfqw H Odzdz" 2

lted3j e
ANcOcdlEakY e zteOydd
access -list 95 permit 10.20.30.40 log
I
noip port - map telnet port 23
ip port - map telnet port tc p 23 list 95
!
ip inspect name inspectl telnet
At OC d3 'dassaifiPs 5B N jddigjedO
Inspect _inspect 1 95

1 CiscolOSL Of dfd f) 3 H Y dgl OtsBactsikGs I dzy j Ssdiese Odzdd k&0

l sdz) L ts9 Ols j mhart m&pd 2

10 dis" fsdr LsoOjd MSsEts MjteoadmMO Mk j flsBites 1BS).y j MisS
( pdzd dd3v daj dzOud dzOupds fiyt, fis tf teaj 'WH{@ jOMWA Mstse M § ded § :

%Unable to add port - map entry.

Names for user - defined applications must start with 'user -

RABY Hdsddzj dzj Htsdzydes ftcjor "Ols! 19 MmMddRBeatsdzse. 1 ted dzi
M h j ded J :

%Unable to add port - map entry.

Application name is too long. Maximum allowed characters for application
name are 19

v dztsdcp SBW L Olsj dz dzs Hisdzy dets iz dzise Sz { sbed § tcOo C
M h j dad § :
%Unable to add port - map entry.

TCP protocol must be specified for user - defined applications

[sBOodzj dzdj LOGdMi2 o EkxJj MmEkh j ppko maph MY &EO L e Odkg
Hefmisky O, oL By d j ' "zEeohL dO daipzakrsicdor doafy s | dsdz’ =

s s dzO daihd@v running-config
ddzsdcp f sSCOL T 90OjIsw ofmjcecHO, dzj L OoadmMddss ls ftoedmizlsmlse
ddMmils -3 Odzdz’ | Mstslse jlsMiseadw dzj f sCOLT" 9 O Isfiyw ntslsw
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UHOdzj ded J

slkzh jMmMsokzjls oL d3tsy dzsgis ! mapte OdAE Xk ! € b RO E. ¢ sdBBOdzH ™ :
noip port - map appl - name

l1ted di3i y@dednidlzz yOJ 1§ sdz! podo @épH @ddlOf - € sBEOdzH O pdatH Ondgy j Is o

YyJdzd S tsd3; o fdzkz wpa@ti nfgpifipls jOddzizty dedero- fipfined § tstelsr  HtsB O9 dzw
CtsdeW d ¢ £ moOWysts sz € s BOpH-defiredzvf stelstseo ( jfpdzd jj dO 1 Istsls

B' dzts) .
{ mMdzd H Quistzsneadzy MEh jMlsekzjls, or HOjlsMw Mtseh jdad § :
%Unable to remove port - map entry.

Port - map entry for application <appl - name> is not found

lted EHOdM) dad d { tsdport Srea@siddzdfifSeslg & Md3. G tjHr HEN 2 § zdzS
fsfdzj Hdzj 2 L Offodt fyhap 0§ gezs o d3j j Is mimspetitionf o § OO J &z, Ists
9" HOjIsfqw Mt jddj o dHO:

Removed <port - map- name> from inspect rule <inspection - hame>

{ Mdzd o inSpdptipe d3 f tOo dlafzj BT dzs ftcdow L 8¢ € HtoEedd@3 st
inspection rue ZHOdw jlsfpw) , Iss or HOs IsMWw Ho O Mt h j dd v :

Removed <port - map- name> from inspect rule <inspection - name>

Removed inspect rule <inspection - name>

[ fdzd H Gdazn@pf tdMiklsiise & jisspect @1 d20® d ZOR, &S OL Odedz |
fMlsesSd §sCOLT o OF linkpection dzvy (& @y s, 5

lteddzjte. 10 fdzi HiEzE Mz ftsMmdzj Hise Olsj dzt desfls! € sdRBOzH :
ip port - map user -port - map 1 porttcp 2100

ip inspect name inspect -luser -port -map1

ip inspect name inspect -1tcp

ip inspect name inspect -2user -port -map1

no no ip port - map user -port - map 1
BHjls o' HOdzs:
Removed user - port - map- 1 from inspect rule inspect -1
Removed user - port - map- 1 from inspect rule inspect -2

Removed inspect rule inspect -2

[lsdzdudi HOddets? ¢ tsiROdzH ' t5IsCisEaslOF B dzts 2 € t5 B3O dzgH !
1 dmfsd LEzjbMy fsksCsd ScOdhf stlsdscts kttso dv UDP
vdiisj iz’ | fesksStsd J fsd LseOkjd MSCd] SBEOBOKT o C

rdzv oStz ftp Wsted3dqtelkzjlsmw i nspection ftByjHEt
ftesyd Hte O t c pi<ipl, J W Wzd \Cii figScdoy ftetsyjHEZET HdEZY SMTP, H
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Ip iInspectname

s sd3BOdgp Anspect namef ted d3j dzv j Isfqw Hdz¥ MLHOdY §tOsddO { t
flosbsSsdzsces ftod$ dPGPes d 51 BisEg dpezz yOj D dzs L B j L Y Oy dzts fi
BidMilbjoset | CtcOdzO, CRAT (Balnext-Based AckessHClorisrel Oz f tc O 9 dzj dzd |
HeMiskzYf sd3 dzO tsdzse j SCtsdzlsj CMsO) .

VHOdzj dedj ftcOQoaddzO ftetso jteCd tsmkh jMmlse dzvposmw Iss2 xJ ¢

g4 ddzlsOC mdMm ip inspect name inspection - name protocol [alert {on |

offf ] [audit -trail {on | offf ] [timeout seconds]
no ip inspect name inspection - name protocol [ alert {on
| offf 1 [audit - trail {on | offf ] [timeout seconds]

inspection - name ddsw dzOBtstcO® fteOoaddz ftese jteCd. [ dzd dzO d oz «
Mo sdztsasdf L2 Hoddj ds BkzHjlk MESEoh,

protocol ftoclssCtsdz, ditpyidd HclsissCtsdz fted ¢ dzOH dzts @ s
(MdMmilsj di3der 2 ddzd ftsdzr L s Olsj dzifnSpdr?, L OH O«
map)

alert Hdzv COYHBGEt ff tosls BYdlszO/ aitsdiztsy Pl dzéom H OyYLk

Mtstse h j dad 2 dz0 ¢ saef)s.dz' [ (dzdesolsl® s ydw  dzj
st 5 ZdsdzyOded® B j toj Is W ip diGspesttc sale@ O L
off (GdzsB Odz' dzOW dzOMistets?2 € O)

audit - trail HdzZv COYHBGERO] s o Cdzs ydls / o7 Cdzt ydlIs:
OzHdIsO, LOfdMmMd SCStlttetsets o' HOB Isfqw  dzgO ¢t
fd Mdd. (Mmdd {0 sfydw dj EMlsOdase dzj dzO.
dzOMmlstets?2 € © dip ifksedgO daudit -traill ( ¢ dztsB O dz' dzOW
ZOMmlstets2 € O)

seconds otej 3, 9 Ijyjdedi Ctbottsets HBTEMSCOjIsMmw
jodE® [ Mdd {0 sfydw dj EhksOodss dj dzo,
BJted Ismw dzOMmistets2if Gnspect Gds djdielzH time
(cdzsB Odz! dzOW dzOMIstets?2 € O) .

1dzOyjded] (65 EBSdzYOddOyjfde jz@sdyodds slshizlshisslzjls

P idddsr € tsd3OdzH Global configuration.

iStiRidioydd fts dhftsd L tse Oded ®

l 0o ddzs fteso joSd LwOWdCO dhmisd ukRskY Cmdas2s o tze fsu
kO S O.

[ ZCO) HisEE ftodC dzZOH dzsets feslsBEBsdZO ML HO2I] Mot H tC

vyIssBr HBBOodl! ftOQoddzts i dztso™ d@3 fetslssC sz o kxJ f
dmf sdzt L 22 Isj ndpextion j- namdgz0B stcO© fcOoaddz ftetse jte& d.

[fdzd oo jMisd Std@OdzHE Hdvw kyj Mkp jeisolzs s @Odjddgd/, d
&0 f Is t& @RrE aldititrail  / dtitndout) . ) ttd | sSd kBwOl! fMEhjMisoks h
1 Of ted 3§ te:

] SsdWdecktOydd mikh jmsokjls L Ofdm! :

ip inspect name inspect -l user -port - map 1 alert on audit - trail off
{ Mdzd o9 jMmisd CtsBB3OdzH kz:
ipi nspect name inspect -1 user -port - map 1 alert off timeout 1000
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vts o StdWdekweOydd BkHjlk MiYtttddese Odz0 S sdiOdzH O:

ip inspect name inspect -1 user -port - map 1 alert off audit - trail off
timeout 1000

lted dzi yOddB dz HO2Is] tMiststotsy detsmis! ff to dW dddiry fistad® Y disjo20 dif o
tcOMmMf dMOdpdfdzOdzsd yd ME s fteOoddzs, MBLHOdzdzsj] ©® HJO# OL s
teOMf dMOdedd, HtosHsdy Ojls ttOBlOIls! dd ftsMmdzy L Os jteh j dad
[ dzd dzj sB R tsHJthtes | Y dOv # @ zsGfRER2 Y@M MOdeds , Ists o
MdbzAysfddd Isd € &z B j d3ts tff @ig dzt) fitf ot O f ‘s d3ts h € s dad st @id ) df s dzdz
HSCZdgjullist HOdzd ] CtdW debteOyudsdedase s % 02 dzOe

UHOdzj dzd

VHOdzj dzedi L OfdMmd, MmMeowL Odedets? friprotedols J, H jodzjdetadz’ sds j{f tf telOm St
d &34 dzingpection -name sfizh j Miso dzw j s ¢ sd@BOdzH 52 :

no ip inspect name inspection - name protocol

[ &Y EkHOdM ddv dz0B O { tcO andpdctidh to ts pajnesiyff oz qudz jdisifgly € 5 d3

no ip inspect inspection -name

lJted EZHOdM] ddd dOBtsttd ftwOeaddz fteseojttd, ftodowL Odzdztsc
ftesdmMitsHdls Oolstd®kOlsdyj MSesjjL zen O wizff j ey O dz'CHsE 5 Mis

r dzv EHOdzj dzdw ofMirn dOBtttss HftwOoaddz ftesejtwéd M sd L
no ip inspect

ltod {ltd ofjj L dOujdd" cdhssOd df 7 &OMes <, MeowL Od
 d3ts dzy O dzd & .

[sdzdydi HOdzdes?2 ¢ 5 dizOdzH "  tsIsCisfdsl@Ss B dats?2 € s 3O dzH *
] fesssCtd , Sttt j dzyds ftsejtdls' , dj osotsHWIs

steOWdSe (onmrHWHh 2 ddzd dmMeatsHWwh d2), HdddE dqL ¢ sdj y
esklsjtc, GBKOBOIr 90jlsmw, IsO¢Cyj] CO0¢ dd dz¢tBEtS2 HEBEZET:
H]2Msiendsipect ftcOo ddz.

[ dfmls HEMsYOssfHAclg LIstcOW S, fJotsksde st sdztsy dz' 2 d def{f |
MlsOdzH Otelsdzr @3, Ci sco IsteijBlkjls, ylkter dddnls Hshiskzf O
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Ip inspect aleroff

s sd3OdpH @spect alert -off ftedd3j dgv j Isfipw Hdzw BIsdgj dz o™ HOYd Iste
(tcsodzw alert) dz20 Codmtsd fHtod ftoso jtclj bOWdSO HA

StsBOdH O 1 friojeDd G @®j s o tips@Gylr jadd@dr tHdzv ol sdzise
Ztctso dgv .

g ddzls O¢ find M ip inspect alert - off

no ip inspect alert - off

1Oy jided i tits FadisdzyOde@stsdzimtsdz dgj " HOB Isfpw MtstsB M j dad W

fidxddRr S tsd3OdzH " Global configuration.

[ iCodkidioudd s dffsd Lo Odd*

(O SHBORHO Wodv jlkhmw cdseOd ds? @OMEs2CE2 HAY of

dMfsd L2y §tod adsth o6 e oSt dgpldfaspect nameH dzw
ECOLOGEzsets fteslstss sdo.

vtejoyder i Mestseh jddw BEHEIS or HO9 Olst Mw  {find do o tE[ENAPO teflz % §
Hickedrn ftjHizfmdtlstej deder » o SCtdW dekteOydd
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Ip inspect audhtrall

s S 3O dpH @Gispect audit -trail ftodd3j dzv j Isfgw Hdzv 9 jHjdedW ¥ IzitedzO dzO
Cslsstetsets BEZHEIS 9" HO9 Olsy Mw dO SCBdmMtsd: & COYHEB2 M
SEROBRHO M) (o VWfEhHe®ils ojHjddi NktedOkO OkHdlkO.

g ddzls O¢ find M ip inspect audit - trail

no ip inspect audit - trail

10y idedi s bhsdyod@sdntsd dj o' HO shY Mmsssh j ddW

fidxddRr S tsd3OdzH " Global configuration.

I iStsdRidioydd s dimfsd! L so Oded ©

ClsO StdROdHO Weo dv | Ishifjee mALsm®O det dizts 20 TR § eslssC sdzse  f to
dmisd Lkjlsmw §id abifkiainls 4 ahfoff § y & d &3 dzrspect  name
Hdzv ECOLOdksets ftslsst sdo.

s 53O dpH @spect audit -trail ftoj HEMISOoa dzv jIs Mtej HMlsoats Bsdedlststcd
dmf sdzr L 89 Ols! Hd&v BIdzOHSd CBAC.

RfMytd L2 HOddzk® SsROdHE, ybte' tjcdmbtdiess Ols!
BjLBYOMdshisd d foddvis: ojte’ ¢ khseOdsy ddy oL Bsy d
| YbtdOdi ojHElshw |jOfdfigd © Hast n®Fdzq siplsso  d fils sy dzd € ¢

dZtdi3j tOr f Btolsse, ftiosHsdz dlsj dz¢ desisd Mikh jMlseotse Odedw
BO2Istse .
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Ip Inspecttcp synwaittime

s s 3O dpH @spect tcp synwait -time W o dzv jIsfqw C s BOdzH 52 bk teOo dzj dad W
Md OdzM O &JCBAMYIs § OdzdzOY CtBOdZHO EZSOLT™ 90jIs ddzsj tco Odz ot
fescteOBdidetsy B MY j WiTRH ] jLiPRdctsgds dpjj Oxdefy j JIs L O9 jteh d
EMlsOdesoa S d d fjtej2Isd o EkfmsOdaso dzj dedetsj MisMmlstsw ded J .

SEBROdHO M (oM Og®degdzdes Ojls L dodfdd] (5 EZhsdyoOd

gaddzlsOC mdMm ip inspect tcp synwait -time seconds
no ip inspect tcp synwait - time
seconds dqdzls j o Odz 9 tej d3 ded 1 d O ) @ = digofi EBA35.

1 dzOuj dzd i i ts Iz d3ts dzy O @BGfiFy S Iz dgw

i dRBtsdROdzH ' Global configuration.

I iStsRidioydd s dimfsd! L so Oded ©

RMftsd L2 {lk € td&0dE L HBei@PNEate BLEOH@s ‘fjdzj Hdls! L O Mt
TCP fMjOdfO® d SBSEHO jeEts LOCtE ', jMdd { tocyidsfs. znlsC
sudlOjlsmw, vyt MjOdh TCP fitihjid o kil ddgttsdpddgOf |
MjOdmO® TCP, MBHj©yONd2 ¥ d&OcE SYN, Cslstster2 Wodvwjlsfw

[ OdzdzOW CHRBOBGHO Wodw jlsfw ¢ dztsB Odz! dats?2 dzOflstets?2 C52, 1 t
fteso jtew jdsr = ) fsd@sh:s CBAC.
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Ip Inspect tcp finwaitme

s s 3O dpH @spect tcp finwait -time wWo dzv jIsfqw C s ROdzH 52 bk teOo dzj dad W
i OdzM O o MdMmilsj d3dj CBAC. 7 OdedzOv Cts5BOdZHO EZSOL T 90jIs (
Hsf EMS OjIsmw MEh jMisotse Odedj FReIVENGateT OB §Miticdetag 5,
fsdzeyj dzdji f0O0CjilO f WkzOctsds FI N.

SsEHOdZH O M g ke Hte@o zdo Ojls L dZ2Oyjded] 5 EdRsdyOdsd:® .

gaddzlsOC mdMm ip inspect tcp finwait -time seconds
no ip inspect tcp finwait - time
seconds ddzls j o Odz 9tcj d&3j ded o M JOG zdmfi®@e8335.1 d Of OL tsdz

1d20ujided i 5 b disdzyO8df§ C Iz dzn

i dRBtsdROdzH ' Global configuration.

I iStsRidioydd s dimfsd! L so Oded ©

RMMfsdz! L 22 1k Ct5kBOdZHEZ, yYlktB' L OHOK! ddsjtceo Odz ot
fsHHjtey do Ok’ MY sH&P BEOHBMSOF hdtL LOLjcecdMmistedtelzi s
FIN, Cobtter 2 wodzf j tgints EZOJ sz dzmj Odzl©@ TCP. 1 Isj ud
fsimdzOdets ftsHIso jteyHjded] B fsdzzyjdedd ko jHtsdzdzj dedw g W
FIN Bls f Otclsdzj tc0O.

[ Odzdz®WBOUH O Wo dzv j sfW d dzsB Oz dzgs? dzOMlstes2 C 52, §tod dsj C
fotse j oW jfdsdfishfy &« CBAC.
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Ip inspect tcp idkme

s s 3O dpH @spect tcp idle -time Wo dzv jIsfiw CtBOdHts?2 EZf tcOo dzj dadw fr
fMdMmlsj 3§ CBAC. | OdzdzO% CtsBOdZHO EZSOLTM 90jlk BOSCMd 3Od d
Cohstesdts HBfEZMCOjlsmw MmMEh j MisoTGR Odzadj] dzj OCdo desegts

sEROBH O M frokhEOu®Edds Ojls L zOuj ddj (& kdsdyodd:s .

g4 ddzlsOC mdMm ip inspect tcp idle -time seconds
no ip inspect tcp idle - time
seconds ddzls j o Odz 9 tcj d&3j ded o M JOG zadmfi®@e8335.1 d Of OL tsdz

120y jided i 5 b dtsdyoas)sij S & dzH

i dRBtsdROdzH " Global configuration.

I iStsRidiOoydd s dimfsd! L so Oded ©

RN sd L2 {lk StkOdHE, ylkte' LOHOK! ddisjtcoOdz ot
fsHHjtey Jo Ols! Mw dzj OCIsdoedzr 2 Mmj Odel TCP

[ OdzdzO" CBOdZHO WodzW jlsfw cdtsB Odz! dets? dzOfMlstes2 C 2, &
ftoGdaw jdsr ° ) fsdksh: s CBAC, ds &y jls Brils! §jtej sttt
o fw©Ooddzj iff tinspeg tchafme § sdssh ! &  f @@k Istc O
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Ip iInspect mancomplete high

s s 3O dpH @spect max incomplete -high W o dzv jIsfqw CBOdzHES?2 bk tcQo dzj dz
M OdzmMtse o MdMmlsjddi CBAC. [ OdzdzO%Y Ct5BOZHO EZCOLT" 90 s
sHdso toj d3j dedets Mbkh jMlsoks hdr fdkkzslsCter Is' "BefyPOEatpts o ,
ZOYyddzOjls dr EZHOddvIs! .

SE®ROdH O M freo M OOk zdj dzd ] 8 EZisdyodzd: .

gaddzlsOC mdMm ip inspect max - incomplete high number
no ip inspect max - incomplete high

number Csdzdyd Mlso s tsHdco tcj B dzdets MmEh j Misa.zs h A
I 4 Of OL &yde dadd@1000000.

120y jdzdji s bdssdzyOazg o tsH dats o to fngf gedptis o 2z M - f sdzkz ts
Mmd Odzmtse .

fidxddRr €S tsd3OdzH " Global configuration.

I iStsRidiOoydd s dimfsd! L so Oded ©

Isd "] Stddujfmisets fodktlsCtr ' n fjOdkhss (LOftshts
By jlb BLRZOYOl! OOCE BdsS s Oded ™  fiygOm edzef i@ s izl dits 4 1g
TCP fdkslsCwrisr 2 fj Odsf) BL dZzOYOjls, vyt Sd dj bknfjd

ddMmlsj B30 CBAC fsHfpydlsr e0jls tBNM jj CtdduyjmMbset ftsdiztl
Csdzdyj Mot fsdzkslsCter Isr 7 Mumbalzm ste ) I @dzte & dgxfirdigEdd s d3
inspect  max- incomplete high, MmdMmlsj 3@ CBAC EZHOdv jls tsHddz ff sdkt
stsdz! €5 fswodw jlsipw desear 2 LOftes dzO MsjHddzi dzgdi. ULHGC
fsdzEslsCter Isr a Mmj OdegmMtse dzy MisOdzj Is d34 dzip" dnspectlzOnmpx-dzd v , L
incomplete  low .

{ mMdzd o Cis dgBElet §| max-incomplete high ¢ OL Ols¢' ndg®erjgfedid " j, yd C
L dzOy indpgbgr, EMmls Odetse dzj dzdzp jinspectS mg® idmonplete low, Iss € tsdi3Odz
dzi or fsdzdzv jIsiyw d or o tsH (s M¥Nevnlsgh B thrgstimidj hig hish dB € | :
cannot be smaller than Ilow threshold <low >.

{ mdzd o 9 j Mis dio P sidsPedztH max- incomplete high, EMmlsOdzOe dzdeo O h zs L
fts EddsdzyOdads 500, dets o pldnspegt ameyg idgempkete S thodg Q ddeQjy jidzed j
number etsdz hj 500, Its o {1Iktd3 MEyoj {§ tMmdzj Higevinspe€tts dz0 dzH
max- incomplete  low 500.

l tod d3j to

1 OH OUzAs B3O dzH '
ip inspect max - incomplete low 600
ip inspect max - incomplete high 900

1 sdep s A 6 30O daa ip inspect max - incomplete high Blzisfgmls Odztsp dzj dzts
ip inspect max - incomplete low 500
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Ip Inspect mancomplete low

s t5 d30O dpHin®pect max - incomplete low w g dzv jClshiigO dr tfstR O o dAfj A W s W dzd j o3
i Odzlyfisg Mls CRBAC. [ OdzdzO" S t5BOdZH O S OL' 90 ls B dzd BOdz’ dzfs j
flh jMmise WeshdapAslsCtor Is' 7 fj Odzmse , 1 el VRNSHIS 6 j S2d G" © fsls s
ZHOMzW Is* .

SEBROdHO M frokhEOd®Eddo Ojls L doujddj 6 kdsdyodd:® .

gaddzlsOC mdMm ip inspect max - incomplete low number
no ip inspect max - incomplete low

number Csdzd g Mlso ts tsHightshe jif ety ipdptsd 7 § sz slsCter st R
[ § Of OL @ude dad@10a0000.

1020yjideddi s EZdstsdzyO©dzg® SHdzts o to | d3j dadzts fpzh jMmlseakzs h d
Mmd Odzmtse .

fidxddRr €S tsd3OdzH " Global configuration.

I iStsRidiOoydd s dimfsd! L so Oded ©

RMtsdz LE2I] 1k CtBEBOdHEZz syl ddzBH @l j ptEpdzs h § R § ©
fMd Odemtse, 5 HMisdyidedd SCbttetsets ftoj SO Ojlsmw drn E
( Mdzd o Cips dg@mizet | max- incomplete low ¢ OL Ols! L dzOyjdedj number
L dzOy jndpgbgr, EMmls Odztse dzj dzdzip jinspectS mB© mmonplete  high , Ists
CEBOdZHO dzj o' f sdzde™ jIspw d o' o ts el figw thnasheld h j<tf 3 B
cannot be greater than high threshold <high >.

[ Mdzd o 9 j Mis dio psidsPedzH zmax- incomplete low, EMis OdzOo dzd ® O h z¥ L dal
fts Edd3sdzyOdzdes 400, dzts o iplsisspect oy itompaeteS tshdgBtdzH |

L d&zOyjndegbgr o3j dz* 'y 400, Iss 9o {Issd3 MdzEyoy ¢ smdzj Higgv v ¢
inspect max- incomplete  hight 400.

lted &3 te

1 OH OUAs B3O dzH '
ip inspect max - incomplete low 200
ip inspect max - incomplete high 300

1 sdep s A 6 30O daa ip inspect max - incomplete low BEZHFIS Odztsp dzj dzts
ip inspect max - incomplete high 400
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Ip inspect ongninute high
s ts d30 dpHin®pect one - minute high W o dzv SISy O dze fstR O o df Al s W dzd § o

fj Odziyfige fls CHAC. | OdzdzO% € 55OdzH OMB&OET § BY B djl@d v § sdkzsls
fj Odztse o dddzklsk, {§ tsBehVER BajediCrddizCs) tsls &St 22 H O dzj dzd J .

sEROBH O M frokhEOu®Edds Ojls L zOuj ddj (& kdsdyodd:s .

g4 ddzlsOC mdMm ip inspect one - minute high number

no ip inspect one - minute high
number YOMmistts®o dzj dzgdv f sdzktslsCSter s n fMmj Odimfse . [ «
1000000.

1dz0yidedi s PossdzyOB§® §odkkzslsCwrisr i fj Odfse o d3d dak

Pidxddr Ctsd3OdzH " Global configuration.

I iStsRidioydd s dimfsd! L so Oded ©

vd s CBAT Y sHmudlsr 90j dzj btd Ct §ddaj fes df s@tsksdst
feWwodjdedV f§zktslsSier sr & fMj Odztse o d&ddzkzlskz.

{ fdzd yOMsslsO s IstsC fMtsL HOdzdW dzgso rnAmbéyis j B QezPdadzd j §
¢ s 3O ddp tilspect  one- minute high , BeVPN Gate dzOyd dz@jIs kH Odzj dad j
fokzzslsCter B8, MjuBies' ftoddd BO! dser j LOftsfh dO Mt
fskzzsksCter st 7 fj Odzeftse BEZHjIs fsHEdY O MW HE kjR &
i Odemtse dzj BEHjIs Mtsef OHOI! ) yYOiplsisdpdast? , ond= fplaudedzts o dzj d
low .

{ mMdzd o Cis dgOspmety one- minute high ¢ OL Ols! inde®erjdzizdizd " j, Ud B
L dzOy indegbgr, EMmls Odetse dzj dzdzip jinspectS modg@drAuje low, Ists € sd3OdzH O
9" fsdzdgw jIsinfw d orf 9 tsH dIlsfw UNesvchigh jthaghiold ts B<highh >d @arfngt :

be smaller than Ilow threshold <low >.

{ Mdzd 9 9 j Misdio P sidsPediH zone- minute high, EfMlsOdzOe dzde 08 h s L dzO
ZdgsdzyOdeds 500, dets o Isifsyinspeet to joagy mirute ¢ IBwiz O dz® jy j ndedbér
Bisdz hj 500, Ists 9 1t MdzkyO,j § tsMmdzj HigeViMspebtts dgedzH © L C
minute low 500.
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Ip inspect ongninute low

s s 3O dpH @spect one-minute low W o dzv j Isfw CtsdB3OdzH 52 [k tcOo dzj dad W
9 MmMdMmlsjddi CBAC. | OdedzO" CtBOEZHO EZSCOLT 90jlk YOtk
Bddezlslz, § 5 HsMis Ge| YP:Gate fCtd5jlCda@20j Is dr EkHOdzj dzd § .

sEROBH O M frokhEOu®Edds Ojls L zOuj ddj (& kdsdyodd:s .

g4 ddzlsOC mdMm ip inspect one - minute low number

no ip inspect one - minute low
number YOMmMbsslsO fswodz dedV fsdzztslsCter Isr o ifj Odziftse
1000000.

1 dzOyidzd i ®zdlt BsdzyO4 00 fdkslsCer st i Mj Odsfse o d3d dak

Pidxddr Ctsd3OdzH " Global configuration.

I iStsRidioydd s dimfsd! L so Oded ©

RMftsd L 22sj {lk Ctd®OdHE, vylsse' L OHOL! yOmsskk fw
fts HeMisdy jdedd Stltstes? fjCtwOh OjlsmMw dn kHOd dd j .

{ Mdzd o Cis dgOmEt | one-minute low ¢ OL Ols! Lndaerpdedizi " j, yd &
L dzOy indegbgr, EMmls Odetse dzj dzdzip jinspectS odg® deAuje hight , sts € sd3OdzH O
dzi or" ftsdzdzgw jIsiqw d o1 o sH dIs M¥Nevnisvs ghteghdid] | <lksve > @hndts € | :
be greater than high threshold <high >, sSd®BOdH O dzj o' §f sdzdgV §j IsMmw .

[ Mdzd o 9 j Mis dio P sidgPedit zone- minute low, EMlsOdzOe dzdo O h ks L dzO
ZBtsdzyOdzds 400, dzts o Isifsyinspeet to joogw minute § MO dzilzO y j dzd §
number 3 dz' hj 400, Iss o {1 lstsd3 MdazQQ | i sdpez B " v dz@ & 3RdizH
inspect one-minute hight 400.
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JfdBBy! QOS

classmap
stsBOddAs® -mapd M tsdz' L zjMmw HdY LOHOddY CdOMMO IsOW d¢ C
sfdzseo j Stbtster o Mjljots? lteOWdS BEHjl ctokzffdtetse Ols: f

gdd dzlsOC mdMm class - map [match -alllmatch -any] class - map- name
no class -map [match -alllmatch -any] class - map name

class - map name daizw € dzomMmMo IkttOW ¢ O

match - all ZCOLT" 90, ybts CSdkzOMMmMEkz BEZHEI §tcd dzOH dzj ¥ |
ofj &3 SCtedlsjtedw a3, L Oz@igsReCUfiz® ) fiQ >dohagyn f i g

match - any COL" 90jIs, vyt CdzomMmmkz BERZHEIS {§teddzOH dzj 3 ¢

Tl BT BHAdsEZz Stdls] td*do i O oMY o 1

(config-cmap).

1 d20uidedi s b d3tsdzy O dzafich - all

fixddyr S tsd3OdzH ' Global configuration.

[ iCodkidioudd s dffsd Lo Odd*

[§dMmOdedz j dedyj SBBEOdH' Lokl L OHOK! SftjHjdjd
bteO¥ S O. [ded C OMMdW¥ dudekzsls §OCjlsr (mlsdshvls §OC IS
BOLCdiekzs s dn ( &OL ZOUyO0s s Mslse j kiBdedef " IR OY EY & toafIs( ts

9 Isted h OcO:
1 §O0Cjilr tOMftejHj dzwe smw dass Crmim@ MOz ( € sd&3OdzH T
T LOHOs IsMw ftcOo ddzO Hdzv ¢ Opolicg c-tmaf;d&zOMMO ( ¢ 5dBOdzH '
T LOHOdEZOY foddlsdtO fwdewL' o Oj fefgite Gpolifyzld.j ¥ j 2 Mk (

Sdz Llzj BOW L oHj i risinidicegsdedie 8potdzdzts | 5B M dekz y o & O dzq
5o OO dz0 € ZOMMdW¥ S Oydd kwO%¥ SO d jcet BOwSdiss S
s

Bsh ¢ Classsomapdhsy dzs L OHOls! dzj MSsd S5 C kOfmse B
¢ ZOmMmse .

cddizi 6, S BCEHO IbOW¥WdS dL tsHMmibkd fsmMskzfOjls dO od
sz tOLBdo O] Ismw dzO0 didetsy j Mise s §C ZOMMts o-Ouste nfdzkz y tff s ®ldzd v {f
ToS) L OxBHdaLejSlsO Mijlsjotets d LteOdhf stols dzxlass -néps o dzj 2 ,
10l 3 dzO 1 Istsd3 % J ddesjtewj2mi Y tesifd odgiHdpisimly in BOtets dfjic 5B
4ty dsmdlsmw L dzOyj dzgdj Precedence (ftdtedlsjls) ddzd L
C 5 d30O dzHs€ d3pfecedenc e d dzdet dscp o toj Y@ ls tc & B 3D daalicy -map, o

ftsdzj ToS. [OwCdttsat O fiesdLotHdlshwy o Mtslse jIsMmise dd
ftoddzOHdzi ¥ dIls §OCjlIs. IpolidyOr rmaPfdalftfo € sciPEHaed Isd C 0e ddizi s
EmMisOdzso dzj dgdz" J| L dzOyj dzgd¥ Precedence d DSCP wsftjHJdv
sBiMifjyde Ols! L OHOdzdzr 2 ¢ dzOMMm B Mdzzy d o Odad W .

[ dz¥ HOddesG s ftoddsj O L OHOdzdz 2 C dzOMMm tBMdzEy do Odad VW Is
9dzj h dzj a3 ddffpij WWdks L © B J L S5 Ofdztsls ddrvipmdrts BBEEIs s tc @Ys d A Is 6 |
FftcOQodzwils! L OGtkzL Cts2 ftotsy] MigEidd yOdsts @ w15 1€ Giag Y Olsts O W3 & C
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Eded Wlstsy § degd v dzj ftedtstedlsjlsde » §OC e (5 fsds ToS),
pCazs YOIs! / o Cdzs WOBH d I3 R ©zdf jBtej oL $ d HIG.

iMsokjl oL By dtsihis! LOHOMIY djLOsdhndd & ¢ d0 dzH
Hwhjes o dqMABHYh jes bwOWdCO O COyHBd ddidsj el j 2

h
s

d | Psec tsBtcOBSls¢j] dMatsHwh jes §0O0CjO ¢ d&zOMMdW d& O
sdLo®WHAGE i ets dqdze€ Of M dzw yd d , T frdiydzjo AjtseHy hHj JUSO i A divisy
d
d

| Psec tBtOBtslkS] §OCjlstse BEHjIs ftesdmMeitHdls! ¢t
jhdzd?2 LOGEBdzse 5C .

stedlsjtedd, §t Cobtt' & sLOWdS BkHjls OfMtydddws @ls! fw
)y ddgPMs B LOHMO Mmdzj His h s S 5dBOdeH OB :

1 matchaccess -group T sL dzZOYOjls, ybsts ¢ &zOMmMMmEkz §ted dzOH dzj ¥ Ols {
fsH Hi2Mlsoad] ECOL Odzdetse -listf  MEC O HBMlskEf © (access

1 matchan yitsL dzOyO,jls, vybts ofMmj f0O0Cjlsr ;ftcd dzOHdzj ¥ Ols 1 Is1

1 matchdscp 1 8L d&20y0Ojls, ylsts ¢ dzOMmMmMEz §ted dzOHdzj ¥ Ol § OC jlIsr
cQo des tSHdsRBE HdL kS OL Odedz" =~

1 match precedence 1 tsL dzO YO jSUsdzO fyfifslas ff te  dzOH dzj 4y Ols f OC jIsr, &k
Precedence t©OQodets BSHdesdzgze dL EC OL Odzeder = .

[ Y SHdsEs ¢ d&ZOMMO &y ds LOHOK! detj Ctddyjfssts ¢

lted fcobttdtsd L OHOd]d Stdlsjtedjo H dmach Glzddweds S dzOmf
match-any di3tsy dzfs HL OL " 9 Ols! , MsitOdzdlsmw ftojyded?2 Isdf ¢ dzO
( 2Of e dgmiihs all o d3j fipmtsh-any) , Ists Isdf§ € d&zOMMO dL d3j deqls W .

VHOdzj dzgdj S dzOMMO ftesdLoHIlMY CtsdizOdzH 52
no class -map [ match-all | match any] class - map name

{ Mdzd HOdzdzr 2 C dzOMMm dMmYf ey L-Ingpls Mk s 9 C &BBO dzelzj L H Odzv j Isfi
Metseh jddj tB hdB¢j:
"% Class - map <class - map name> is being used"

1l tod d3j to
Router(config)# class - map match - any classl
Router(config - cmap)# match access - group 101

Router( config - cmap)# match dscp af4l af31 af21

Router(config - cmap)#exit
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match accesgroup

s B dzO dmatEh access -group L OHOjIs Ctedlsjted?2 Mtsslse jlsMmisodw IstcOW
shdsej M dMACL.HEsMisk] O (

g4 ddzlsOC mdMm match access - group {acl - num|name acl - name}

no match access -group {acl - num|name acl - name}

acl - num dzz 3 tetso Odzdzr 2 MY dMsES HBMEFO. | sd3j te dzd
HE 2699
acl - name g3 deso Odzdz" 2 MY dMBsS HBMisky O.

1d20yjdedi (15 bdisdzyOdede® o jz dssdzyOded s wslsfizlsmiselzjlIs.

L i dBtsd&zOdzH * Class-map configuration.

[ iCodkidioudd s dffsd Lo Odd*

s dMCd HeMsky O L OHIPvasdess - IBts dQiddacesdzdlist . | Mj §OCjilksr
fsfOHOs hdj §SH Hj2Mlsodj ECOL Odadasc 5  dzquirsdpuizsidein IsSSkdf G
1 sl ssd®k, ojf! IO dCi BHzsojds) |fatte)@¢ sk My of d MY & M d fi
qddzd dzj Is.

( mMdzd o dzdfisy HeMiskzy O dMY CSap dlog«ispity, dIsE d6 HE Obs sfets s d f
Escdteso Odedj § OC j Istso ,clasfiiciBnsH W ¥ &z jetej L ustsB N j dagd W dzE
fSCOL 908w o MdzjHES " jdg adH :

Classification _<class - map-name>_<acl - name>

G Hgclass - map name>i d di¢lass-map; <acl -name>i d d3¥ dzdMmisO HtsMikzf O.

1 tod o3 to:
ANcOed3j dzgls CtsdeW JezteOyYydd:
ip access - list extended class -acl -1

permit udp any any log
!
class -mapclass -map 1
match access - group nameclass -acl -1
ANcOGdx 'dassHO o Mtstseh jdadd dzse O:

Classification _class -map-1_class -acl -1

]l CiscolOSL Off tej M j dzts d MY tsdz L s Oded § L Otpgl TflpQP - infput dztsdavd & o ¢ Ols
class-map.

lted Bi uOdddded dzO dBIsd3j dzls S tsdzo j elsdtetseo Odzdw o € dzOMMy Ists
(policymap) , ftdeowL OQdedzz ¢ MmMiljotddk ddsj teW j 2k, ftedMmizl
ddzd fEfMmlsts?2 MfdmMsS HsMiskEfO, ki Ctsdo jtesdiotse Odzdj L Os
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matchany
Sstsd@RBOdmatth any 2¢ OL " 9 0jIs, vyt ofMmMj HO0CjIsr fteddzOHAz] q Ols 1

g ddzls O¢ find M match

no match any

120y ded i 5 Iz dsts dzy O dzdg® y i jz dss dzy Oz ¥ tslsiklsfmise k2 j s

i dRtsdROdzH ' Class-map configuration.
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matchdscp

stsdi3Odmatth dscp L OHOj s Ctedljted? Mtstslse jlsmMlsady LO¥dEO H
L dz0 y jDRBER (Differentiated Service Code PointT S sH HdW W jtoj dzydtetseo Odedes e 5 1S
1 ZOYJjDBCRL OHOjIs ftodtstedlsjls d Isdf efdzzy do Oded™ fOC ] Is
¢ OL Ols! Hits BSCR. dzOyj dzd 2

g4 ddzlsOC mdMm match [ip ] dscp dscp-value [dscp-value dscp-value dscp -
value dscp-value dscp-value dscp-value dscp -value ]

no match dscp dscp-value [dscp-value dscp-value dscp -
value dscp-value dscp-value dscp-value dscp -value ]

ip Czs yjotsy Mzsots, dafj oadzdwjls dz0 Wk dz yd tsdz
dscp - value Ld&Oyjddj DSCP, ydfmdzts tls 0 Hs 63 ddzd fs1i
mdztse :

ef , af 11, af 12, af 13, af 21, af 22, af 23, af 31, af 32, af 33,
af 41, af 42, af 43, cs1, cs2, ¢cs3, cs4,cs5, cs6, cs7, default

1 Z20uidedi s b d3tsdzy O dedasilt

I i dBtsdzOdzH * Class-map configuration.

[ iCodkidioudd s dffsd Lo Odd*

[ OdzdzO" CtBOdHO dMysd Lk IsHSCPH dzf g O Bz’ T dzP QY gizk§ 2
ftcd dzOH dzj ¥ Ols' HOddEs®BEZ ¢ zZOMME. | MHFCPHO Y jFEKiP-L B¢ &tk &6 C
fOCik0O ftoddOH Oz dls dRdetsy j iSEAze L COsidMiatten jRiscp , dz0Bylg Hid] |9
fted dzOH dzj ¥ Ols! HOdedes Bz § ZOMM k.

1Hif) dffbd LEjlshy flsOdH Otdls O jtofj sty totises ipdiiztasdl o @sdzdi
(DiffServ) . 1 dWW jtejdeydtetso Odadetsj] tBMdzzy do Odedj dzj ¢ OtcOdzlsd
fjteo MO, O Mistej BdlsM™ bfstEYHeydl' s DAL S, S QENEES {0 56
COmMm §sdbydd dzuyh d2 ddd Skuhd?2 bwse jdd sBMdz)dseC
HdWW jtoj daydtoctseo Odedesets tsBdzzy do ORSCP. dMmf sdz’ L 2§ Isfyw L dzC

1 2Oy JDECE By jIs 8T sOy g degdW tetsoa 82 Wistedzd ddzd M dMmfsd L
My JdydOdz dzr Am Sfiglebtspj,0 TdzOL T 9 O d3f =  so j H JPHAIjRE-Hog Isj o 7 A
Behavior) . [ f t6j H | dzj dztOSCPeRD teC A@fisig @ d: HsMIsOo CBET Bast 9 5L d3tsH
Effortd &zBSCP O ) , 6 OtcOdzls d tcts 9 QMzdz@ssured Eofiplar@mgh(RFC2 597 ) d Mtetsy
H s s OBFY @xpédited Forwarding) (RFC 2598).

] Heftddsddj S ‘lsdds Stojd BTt Hj djdd & ¢ zONEEA-E fkh
Cs7), Stlstste’ j dHj dzltPoprnecatence (@ ) j ded ‘¢ dnetchdzprecedence .

[JfteiHjdzjdts Yyilbr ey ¢ dzOMMO ¢ OteOdzls d tets o AFddzE20 dayj tg iy [SnQ@taj Hd
Hod ydwtr. 1 jttesOv yYAFRd® MY ] A jedpelzff 304 Is L dzOyg dedv sk
sBtcOBSISCd) Hts 4 (o' MsCd?2 ftedstedlsjls tsBtcOBtdsLdy f OCJ
9 jtesWisdesmisd MBiesMO fOCJiIsO o ftojH]j dZOn COYHBEB ¢ dzOT
9jtewisdztsmls! MBsMO) HB 3 (9or s ODSCRdptcdsk ds das'mlds M B t
9" 0OYJjd o HJMWIisdydsd DSERIFO)S | d dzdizOf todffg3f tedz! L 5o Odzd § &
( 2O tc datkd).ts ,

1 icOOdsdietss OddzO" Hsf)ls Oo ¢ ODSEME | detstpult. d o5 j Is L dzO W dzd J
[ dzv dzj o5j Hazj dzdets? § jjHOU] §OC @l SCOLT 9 Oj Isfw € dz¥
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v OB dzd3; ©

o n e [§dhodd ] PHB-{ t5czq 5 f € O

Stays the same (link layer and

cs7 routing protocol keep alive)

Stays the same (used for IP

CSé routing protocols)

PHB-f sdzd Isd € O dzj d3j H dzj dzdat
CS5 Express Forwarding (EF) fOCiltse, MmMtotsythp? s iipls
HdzZw ccBbdzsMtsotsets IstcOW ¢

Cs4 Class 4
PHBf sdzd s S O cOtOdsdtssy
CS3 Class 3 Assured . _
Forwardin | § @¢d sBo. R sd LEJIsnv
Ccs2 Class 2 g (AF) [dzv odHjBStsdW j toj dzyd 2
L dz0y jRBGH AF41.
Cs1 Class 1

PHB-f sdzdIsd ¢ O dzj G OtcOdzls d Y
HsMisOeaCd fOCjlstsa, HEsM
DSCP O Best Effort (BE) i default oL sy desMmisd. 4 ¢ tsd3j dzH
HOdzda" frj tcj HOYO W02 dzso ,
Lodzj € Is te ts dzdztHI TRYdts wilde .

sdzOmMMr cOLOdzlsdicso Odzdzs?2 HEBMISOCd § OCjIsso

v OB dzd4 ©
ledstedls
tsls B to O @plzdey Class 1 Class 2 Class 3 Class 4
f O0CJjlk0O
001010 010010 011010 100010
1dL¢d? AF11 AF21 AF31 AF41
DSCP 10 DSCP 18 DSCP 26 DSCP 34
001100 010100 011100 100100
vt j Hded 2 | AF12 AF 22 AF32 AF42
DSCP 12 DSCP 20 DSCP 28 DSCP 36
001110 010110 011110 100110
l "¢ d2 | AF13 AF23 AF33 AF43
DSCP 14 DSCP 22 DSCP 30 DSCP 38
s zOMfM 4 BKOBOISr 90jlsmwY Btdzjj ftisedpllsted sgg ] B dE
CdzOMmMm 2 d Is. H.
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matchprecedence
s B3O dmatth precedence L OHOjIs Ctodlsjted?2 Mtsslseo jlsMmlsoadw IstcOW d ¢
sfdzso j L @Ocadenze.? | CBdBR3OdzH] By des S OL OIls! Hts 4 OCd

1 2Oy jPEfddenced Mt sdz’ L jIsfqfw Hdzvw EZCOLOdedw 3 j dzOj di3sets § O
L IsIB-0OC jlskz dzOL dzOy O] Is mjvls , s BO tfIRts tdf " te2d ttaxfClsOL F 9 Oj Is ktetso j
fjtejHOOOj B = HOdzdzr = 9 HOCjilsy.

g4 ddzlsOC mdMm match [ip] precedence precedence - value [precedence -

value precedence - value precedence - value]
no match precedence precedence - value [precedence - value
precedence - value precedence - value]

ip Czs yjotsy Mzsots, dafj oadzdwjls dz0 Wk dz yd tsdz

precedence - value L dzOy JRizgedence, ydmdzs tsIs 0 HB 7 ddzd BHdAB ¢
Cdz6 yjorrn Mzsoe:

routine, priority, immediate, flash, flash - override,
critical, internet, network

1 20y i tztfzidits dzy O dzd © routine

I i dRBisdgOdzH " Class-map configuration.

I iStsdRidioydd s dimfsd! L so Oded ©

[ OdgdzOVY CBBROZHO dMfsd LEjlsMY H EZP-LOEEsHSO Cf 09 | If tsalz]
Md o d5@ C OL Odzr L OH OdzdBregedanadzO Yl fdgf W OC jIsr, E SCBlstste’ n
Precedencetc Qo dzs tsHdztd@Z3dz dL ECOL Odzedzr = o S tsd3OdzH § , BEHEIS

OB ddYyO Motlkse jsMiseodw L doyj ddY ftdstedlsilso d ¢ d

v OB dzdy ©
1 tod tsted o . . . »
s sdzs ydotsy Mset| (JEtd3jdeHOYd ¢ dmy
0 Routinei tsB " ydf &¢ j Is 18 EddisdzyOdzd &
1 Priority i f e tsted Is j Is dz" 2 [ dzv ftod dzsy § ded 2 H Odade
(ftedHf BYSdIsj dz dz" 2) ¢
2 Immediate i1 dzj d3j H dzj dzdzr 2 H qr dzv fted dzsy j dzd 2 H Odzdz'
3 Flashi @3 dztso j dzdz" 2 (Mtesyr dzv Mdec dzOdzdL Oydd or |
4 Flash-overridei B " Mistej j, yd dir d&v odHjtsCtsdaW j toj dzy(d ]
dBBe detso j dedz’ 2 (L SMistej dzqo dH J§ B
5 Criticali StedIsdyd mM¢d2 0S¢ )rdv tjuyujotsets kteOWdE
6 InternetT f OC jIs BiMiljots|] OtejL jcodletse Odz
Ef cOo dzj dad W
7 Networki f OC jIs EfcQodzwe hj OtcjL jtcodtese Odz
ddav sted3Oydd

Yyjd orhj dsdjte, kjd or'hj fdstedsjls §0Cjls0

Bel VPNGateV4.1 Copy r i g fTdrra EBel 2802056 182



BelVPNGateV 4.1 Ciscolikedztf dzB ts j

policymap

schROdqei -mapdmisd LEjlhY Hiv BOLCdise Oddw § OC ko

sBfizzy do Odzdv, ¢ Cobttsdkz {§ pdiczd HuEgdelsz Isf ACQHA e Als ! Hpvd
i S sdz? s € dZzOMMsoe .

g4 ddzlsOC mdMm policy - map policy -map name
no policy -map policy -map name

policy - map- name d d3policy - map

120y ded i 15 b oBts dzy O dzde® u jfois jz Bts dzyOded s .slsmllsmise iz j Is

P idxddr Ctsd3OdzH " Global configuration.

[ iCodkidioudd s dffsd Lo Odd*

1 smdzy Ibset, Cl&S -Napiz@dtz? ¢ oMM kO SO0 d de Ctedls
policy -mapL OHOjIsfqv f sdzdlsdC O tOBBISO M C&OMMOBd. | dzvw 1 |
f OCjisasramlsOo dzv j IsMoST DS tsdd] L Bzecedprua{(jf et sStedisjls) , EkMilsOdz
C s &30 dmets precedence , d dzd L @EOR dzf fi)ls O dzts © dzj dzdasst] dsCps 3O dzH 52

I dzOL o Odzd d polics Z@dpiydzse 5 cfsddlsdsO0e ddijjls sk M fd
L dzOy jRizgedence DSCP s toj Hj dzv v s dzOB st §esykBlEGl j UssB6" |
LOHOZ 2 § d&zOMmM seMdzy do Odd kcOWdCO. 1 OHOdM 2 ¢ d&C
fsish! v bdndugls'CslsswO" foLosdVjls fwOodvls! LOCEEL
tcOW §© ©dzs yOls' / o7 ¢ dzv yOls! 5j R OdzdL o5 b dzd uls 5y ®atpw dzj § t
ToS), kfwOodvls! MwOlsjcdj?2 BUjtejHj2, oCd¥ yOls! / ar Cd
H tc.

wkh jsokjls oL By dsfls! L OHOddY dzjL Oodmddsr & S tsd5O dzn
dMAatsHYh jots seOY SO &0 SOYHB® ddasjteW j2Mj.

] tiPsecsB OB SISC | dMA 5 HWONdE YI@OE® J &GOS detse Oded j
fesdLotHdl! MW HEs jets ddC Of Mizf gt Hdt BFSOY N dsy

] GlPsecsBcOBBISC | §OCjlsse BEHjls §osTHEsH ks fedzh s 50
o dzj " ARFROC S dzZso 5C § OC j 5O.

stEROMEy -mptshizh jsodvjk j PhwEdtisy§d, o Sttt
LOHOj kMY ¢ koMM bwlkds @ s E@Ryts? C(sShttses BEZHEI d

U HOMv pdidgw - mapS s B3O dzH 52 :
no policy - map policy - map name

[ fdzd M) 2SO &0 kb (EdBEdS g iRy 8cCOHsBS O kH O
ftejHlzytedyHjddW.

lteddj te

ltedd3j o BOwS dtetse & d o figlassl §1ORQ Upjbdat] JC ez OfoindD)
Router(config)# policy - map policy -mapl
Router(config - pmap)# class classl

Router(config - pmap- c)#set dscp af4l

Router(config - pmap- c)#exit
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class

SEROdA® L OHOjls div ¢ kOMMo koW dso, offj §OSjlr ¢l
fMsslse j kMo dd Mt L dzOyj dzd v dscbet ds€p QlLdBezdzprasefiense § s &3O dzH O R
s oMM koW dSO d jcet Stdlsjtedd ddsszmaPtOdzj j ML HOd ¢

gaddzlsOC mdm class {class -name | class - default}
noclass {class -name | class - default}

class - name daw € dzommo
class - default dizv CdzO0mMMO 5 EdtsdzyOdzd®

10U jdedi 5 I d3tsdzyOdede® \ jtidssf jlz Bs dzyOdzd s .slsfbklsfise k2] Is

I i dBtsdzOdzH * Policy-map configuration.

[ iCodkidioudd s dffsd Lo Odd*

[ OdzdzOvY CtBOZH O LOHOjIs di3w C zOMMO LOW dEO, Hddv ¢l
BOwE dteso Odgdj . 1 OCjlsr HdzW HOddkset ¢ ZzZOMMO BEHEIS d@Otk
DSCP, C(slstste’ PoOEHRK dgddshijlsitel& ZOHHMO ¢ 5 dsD deisop dfget
precedence .

[ &2 HOdzdzse s € dzOMMO By il dMfsd Lo Ols! MW Istsdz! ¢ t5 tSH

{ Mdzd € dzOfMfp f k< OL Gsdzdz'Oddds 6 d39 teh B ey MMstse"%jickdasj B BN
map <class - name> not configured
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set dscp

]l C sd3@atzHdscp EMis OdzOo dzd 9 Oj Isfqw L dzgOyj dzgdj DSCP HdzW H Odzdzt
BOtC dtetse Ols! md'L dfjodkw dsir mw L dzOyd dzdj o -f BUzj s D o &O L OdzBUzfs
DSCP, EkMmlsOdzso dzj dzdesj © H Osetiz®dcp €z 3@tz § s &6 dg@® dzis  d3j dzd
dMfsd Ltso Ols! fyset fprefedeli@dzH 2? BHdsE s ¢ ZOMMO.

g ddzls O¢ find M setdscp  dscp - value

no set dscp dscp - value
dscp - value ydmddzs tsls 0 Hs 63 ddzd tsHdes L Mmdzj Hiz® b (o

ef , af 11, af 12, af 13, af 21, af 22, af 23, af 31, af 32, af 33,
af 41, af 42, af 43, cs1, cs2,cs3,cs4,cs5, c¢s6, cs7, default

10U jdedi 5 I d3tsdzyOdede® \ jtidssf jlz Bs dzyOdzd s .slsfbklsfise k2] Is

L i doBtsdzOdzH ’ Policy-map class configuration.

[ iStsRidHOoydd s dmfsd! L so Odzd ¥
I1tsdzj i fsHesBds] BfdmMOddj L dzOuj dd?2mattls deEp.H Odzs 9 s d
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setprecedence

1 € s d3GatzHpiecedence EZMils Odz0 e dzd o O] Is Ryecedendas@npgvdzdHiO dzdzts ¢ 5 € dzO
Colststsr @3 BEHEZI d@OES §EsagpDdEY B My O gBMQI Wi d s difd BEZj Is ©
dzO L dzO Rrgcdzgnce, bkMmilsOdzsoe dzj dzgdzsj © H O dzdab 2dsch BZBO digisp .J Iss 5 03¢
SHdso toj g dedes d MY sdz! L tset Opsecdgencem H zts d36 agHARRIEN O .

g4 ddzlsOC mdMm set precedence precedence - value

no set precedence precedence - value
precedence - value ydmdzs tls 0 Hts 7 ddzd BHdes L Mmdzj vlzs h d=a
routine, priority, immediate, flaish, flaish - override,

critical, internet, network

Oy dzd i s d1E0 ek L dzO Y jids] j dss dzy Odzd ¢ .tslsfizlksfse ks

L i doBtsdzOdzH ’ Policy-map class configuration.

[ i StsdRidioydd s difsd! L s Odzd ¥

1 d20yjdzdj Precedence dimfsd Likzjlsmw Hdzw ECOLOddw yjd
dZzOL dzOyj dedv tBh jeo&f Offtgdstiztcd € jsSls@G ' 2 f c5COL " 9 0j s Etotse j
fJtcijHO O] = HOdzdzr » d dz2O Miljotd ktesodzi § BLoOtSY IS
f tod stedlsjjtdsibh Oyd § O0Cj 0.

Itsdzjj YBHtesBds] SfidMmMoOodd] L dOyjdd?2 Prmatckdence HOdzt
precedence .
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JideBtsy ! sBIEZMy S dz?2 Is)y k) c!

Interface

s 5 d3 O dzntédface ftod d3j dzgv j lstdPnlsHeds? g o' » dJdzsy @ j @ fifslstcdtctse C
9 WO0O2dzj i fralzihajsipsazdet o indejface anfiguration.

ud dzls ©OC md M interface type port/number
type I ddzlsj telW jHRAMEZS?2 o j thatgL Gtissdez Cfis@j H 28 h
sdgr :
FastEthernet,
GigabitEthernet,

TenGigabitEthernet( Hdzv ¢cs _consol e dzedSOCdn teC
dqdzls j oW j 2 MO M deOL o Oded jds Fast Et herr
TenGigabitEthernet dzj Is )

Asynci HOdzdzr 2 Isdf ddzlsj W j2MmMBse ftej HdZzOGO
Hdzw RSP Hddzj ded?2 d Is. ff .

port dsdzj e ftstclsO

number fBtewHGCBO T 2 desadzn® ddalsj oW § 2

) dzOy | dzdzidztdfdisy O dzd L d&z20yjfds jz d3ssdzyOdzd s .slsfmizlsmiseo zj Is
fidxddsr CtsdsOdzH " Global configuration.

L iStiRidioydd fts dhftsd L tse Oded ®

[ OdzzO" CHBOdRHO L osdy s skl @esd) dd fi s20d)is a0 G®@dd M j
qdzls j 6 jRMAPdzj ded™ oMlsky O s o H jnAsH ety ™y dzp dsi © dzje tzdzts Y o
MCtdf @M dzfu o sMMisOdztso dzj ded ™ fted §jtejLOCtlkLCj [4)

1 HBTEMCOjMY sotH CtdOdH dOMsts2¢d ddsj ¥ j2mse

T rdzv ddzsjte¥W j2Mmse ) do3j daj @3 Async<n>dzj d3dav 0O fftdzshj jedsts
90" §f sdzdgj dzd § € ts 3OIdshutdds® fyip &xdtdr@sS d , mtu.| jls dzd S OCdr BGEtO
ZzO0 99BH SCBd@ROdzH, ¢ Blststdatije-C kst difigdzdetPimdis iyw CO M d ME t
HsfMlszf ©, inspect, crypto map, QoS d k. f{.

RdzW sted3gOydw f 1 Isdr ddzlsj teW j 2 Mtse ditsy jskowBuh s+ lssB te

T rdzv ddalsjeW j2fse M ddsj eOsd o dHO *Ethernet<n>/<m
B Stdftjld 2 WdLduimSd2 ddsje¥j2m, O &OMCO dd

lted ' 5C) o9 jMmisd Os@EEHe YGRSt s Mz RSt 1 Is
9" HOjIsMw Ml jddj B thdBSCj:!

% Interface '<interface_name>'is not configurable

[ fdzd dzj S OLOds ddsj, stOhhEtsiiketzi?ne hoqkiEo or
Hy 2Misedw dzOH Is§ C kM dd3 fisiisdsWHigd?d) fighs eddigls j ete W 2 ddd). datg ki §
s ddj dqdasj el j2MO MER©OdY jshMvyubte OC sz sa s OE
fjtejLOckL CymBsged) . ddzls j 6l j 2 MO fjtorCiated dgyj jdis fpr  Cpigs cleef G
OHtej M) o dzls MEW. jlRcad, sMmissw dzd j o dglisjmty ¥ ji fif @& dafsf dz Mls5t6 6 d
[t dockls §esékdd®BEj ydy &jyHE kjCkhdd MsOkkmsd d
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L OGtelz L 5y dz R oA ClstasfdiiAs @Ri.C tsdgj dgn bz j Isfw L dgj dgvls!  Msflssw dz

¢ fs dzfts dzqf

Il teide@fhlstcfLB gl GgBeRIs or f HdagHlzs My j §SHCSBOdH'
shutdown oCdzt yjdedj/ or Szt yjdedy ddalsj e j 20O

ip address ZOMstetPDPHB ] MO d BOMSJ

ip access - group ZCOdditf qOmSsMisz O sHWh JEHE SV h jots, steOW d € (
Colsster 2 HBdzY jdz Blsmdzi y o Ols! iw  dz0 H O dzdzts

crypto  map FCOdzGited §f Is 5 SfQetslssdsz H ZIs L O P Olss pw  f OC J
ftesntsHWh dj yYjtejL HOdsder 2 ddalsjteWWj?2

ip inspect ZCOL QdeQio d dz0 ftetso jteCd ontHWHh jes d dMmrt
ftoclstsC szt ftodC zOH dzsets EZtotso dzw

service - policy ZCOL Odzd j tp@ickdnsp),€ PHEs " j 2 dgjsBaBHJR 2 M,

sBMdzzy o Oded™w Mjilsjocets IscOWJdE O, Mhmdtse O
stcO¥WdSO d jets BBOwlCdtetso € j

crypto ipsec df -bit & flsOedfl @zO YWDREE dIsO ot odzj hdzj d3 L Octsdzisa € j
fesntsyHjddd YjtejL 2HOddz 2 ddzlsj W j

mtu Zfitalzse € © L BUg@zddvdzls j o § 2 Mg
exit 9T atsH dL SCStdWdekztcOydoddsets 3y dRko
description CBOdZHO deodtstedtolzj Ismw
crypto ipsec fragmentation after - encryption CEROAde@zstcd tolz j Ismw
crypto  ipsec fragmentation before - encryption CoB@BOdeestcdtolz j Ismw
1l tod dzj to
1d3d ftedejHjidz fted d3j to ointeffimezdz] dzdw € sd3OdzH T
Router (config )# interface fastethernet 0/1
]l Mmetseh jddvrs B BhdBSOR CdB3OdH dzOfMistets 2 C<Reaspdzs j oW j 2
Colstster 2 By dls ddijls! GHdts fftod dnpaj pdedzh A mo L IsZa®@eydzdiag 2 .,
v OB dzd § ©
Reason 1 swfndzd ded §
No IP addresses on the interface 14 BPOHE] Mse dzO ddzlsj oW j 2 M
¢ s d30 dzglautdown)
Memory allocation failed IhdBCO orHjdzj dzgdY H OBBWIsd
Not implemented [ Odzd2O dz€ yd 5 dzOdz! desfls! dzj te
System error ¢ dfMmilsj GgdzOw tsh dBC O
System error i possibly MTU value ddMmilsj dizdzOw T Bsd BEPdets LMEOyj d
exceeds acceptable range fticjorhoOjls usfkmisddr 2 HJOT
Unknown 1ddLoej MisdzOvy ©hdB SO
Error <n> IJhdeO M ydmdzodzvdy SCEHHEETlS G ts
slsiizlsmlselzjls Isj¢MmMsoatsj s d
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shutdown(interface

s 5 BO dzhuown § tod 3y dzv § lsffig "3 Hizlpdzd ¥ O H d3d dzd ) ls teddsla] jotatdisjc2ts Ay Is O
RN sdz' L 2] Is M winterfact gonfiquegijon.

g ddzls O¢ find M shutdown

no shutdown

120y ded i 5 Iz dsts dzy O dzdz® y jidssf jz s dzyOcded  .tslsfbklsiise 2] Is

fidxddRr S tsd3OdzH " Interface configuration.

I iStsRidHOoydd s dimfsd! L so Oded ®

s s 3O dzudown d MY sdz! L &z jdsifiplyj dajdesd v OH &3 ded MistcOlsd o desc s fls C
(¢ dzs yjakds/yj dedv) ddzalsjteW j?2m0O.

s BBOMH A3JjdDH B3d dzd M IstedMisPdsdz ) d dzlslz)j 3 j1 A4 @zlptizj oo SHO C B
ColsisZ v L OctekzL syde' . MCtedf sOR [ &

r dzv tslsCdzt yj dedvw ddalsj el j 2 ) Oshudigwints dz! 1 Lidafj I9sfisvC dg® tsudd QidgHd© d dzl
sMisOdz dz | dz2OMistets?2 P Htptg Atc Gdzmels fv  (

{ Mdzd Jtod tlsCde gldgtd g O, Ists o Can@f Hifable Mthass h j dzd J
interface (Reason: <Reason>)

{ Mdzd ddelsj e j?2Mm SIsCdzse ydgaznw, dts mMemisswdd] ddasj oW j 2
mMtsse h | ldieface was disabled , but the state of the interface was not

saved . The changes will be lost after reboot .

[ dzv o Cdzs yjdedv ddzlsj oW j 2 O naf Shfittoda s Oldshlpy O SEECRIENE] 2 I O
MEoteOdY j s o LOCkLsyd & MStdflsoOn.

( fpdzd fted o Cdzt yjdedd Ylasws'du @RBMHYE Igtfmét Datzaple: the

interface (Reason: < Reason>) .

{ Mdzd ddzlsj teW j2f oCdzt ydqdzmw, des MsMmisswdedd ddalsj oW j 2 MC
mMsse h | ldteface was enabled , but the state of the interface was not
saved . The changes will be lost after reboot .

1 5 € sdbaeHrinning -confiy GlstsBttOY®j&ihvW,i j MdMmisj gdesj Msmistsw
ddzls j ¥ j 2 MO.
[ Mdzd dzO@ ddzlsj oW j 2] dz2O0 3ts Bindzlshumowti tsdedyjzdedis ozt dsO dzHPr O
show running -config §f sSCOL "™ 8 Oj Isfo psagezs @) fi Ists ¢ s5dBOdzH O
SBtcOB O 90jIsMY destediOdz! des ( B j L H EiAO&dzd licjj d@ dozteids ¢ dzts I ¢
ddzls jteW j2 MO B85 HOdzdzts?2 S BBAzzB ZHgzfs by FldH jils o9 5HO
dqdals j oW j 2] .
1O0ftedBjte dd3j j &3 Mdzj Hize "z MdlskzOyds :

interface FastEthernet  0/1

no ip address
shutdown
1 sMdzj HS9 Ols j dz' dzsis! € Sd30dzH ((dasslg desiny j2dpdas j: o € dz¢ yj dzd §
interface FastEthernet  0/1

no shutdown
! tdOdz dets ddelsjteWj2fm Jjhi daj o6 dzt yj dz
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' wdzj HEzs h OW ¢ 5 BOdHOH to J filf) Isdd® daf dflds £ ¥ juDdfds ddalsj oW j 2 M:
ip address 192.168.10.10 255.255.255.0
d Stdik30dzn (oWt oCdz® yidedj ddelsjteWj?2MmoO):
interface FastEthernet0/1
ip address 192.168.10.10 255.255.255.0
no shutdown

9 CBdgj ydzsds Mydilsy HftedoasHwls ¢ SHJdZOSCtSoatdkz ttjL zdz ISOIs

{ Mdzd ¢ sMmdzi nok hogowaH,” dzts H s -OiUSHIPO | Psdsistej Is! ¢ sdaW d Gk
f sd3shshgw running -config , o i3 Mists shukldy@deHlZH jIs o' HOdzts ftej HiZY
Mdzj HEE h jes o9dHO:

interface FastEthernet0/1
no ip address

I Warning: command "no shutdown" was delayed until IP address set

[Isdztsy j dzdzOV rOtshig@dam ©@ i j2Mlsolkzjls Istsdz ¢t 9 o HY &ZOR Is
cs_consol e. [ fiplzdd OfcisissR] CotsodfOizH @ -@gyi to jofi) de@ odfdgls j e WPj 2 M J
dL cs_console, Ists HOddZOY CtSBORZHO BERHJjI ftttsdc dsted
l 1z MdzzyoO,j fted Mmdzj HEs M shigw supnig j-configc B zZr 9 Bshtse Of €
dMmMrBHdAOY CtsdtdekzteOydv:

interface FastEthernet0/1
noi p address

shutdown

s s 3O dghutdown dno shutdown d MY sdsyw HOXY | o Istsdg MdzEyoj, J Mmdzd
dMmf sdzdzgj dedv CsBOdH' ExJ Msle jlsMisekjls IsjSkhjdkkz OHC
Clsts MHj zB@dkE sH dzylssB' dL B j )Y O] Stk O &d dz€ fisls 8 Ols d o dz’
Bsy fdg fMtse f OH Ols!  Linfsd findsdada’ HKepedz, L sydzr R eMClcdf s ®& Mdzkz yOo
99 jH,jddzOW C tsd3OdzH OL ® b §ldz H i & @ 1020 dizdife] C2tc diflds@ s 2y o
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ip addresqinterfacé
s s BOdpH @ddress f tod 3] dzv j ISHAOL dzOdH ded Fs@BOMS d H O dedztsffiz.  d dzls |

g4 ddzlsOC mdMm ip address  ip - address mask  [secondary]

no ip address ip - address mask [secondary]
ip - addess dzts ¢ O Az IR Hts § T
mask BOMECO fsHMmjlisd
secondary fcCOL" 90jIsfmw Hdzw obttesets d ftshmdzj Hize h

120y ded i 15 b oBtsdzy O dzde® U jfois jz Bts dzyOded s .slsmllsmise iz j Is

fidxddRr S tsd3OdzH " Interface configuration.

I iStsRidioydd s dimfsd! L so Oded ©

s sdOdpH @ddress o ' ff Wdgds gy d3j H dzj dedets f sydzi oIB-@BH®] ML Bj dzj dzd
ddzlsj oW ¢ 2 GOME G OdRHY L Oc oz Swmda EOR [ d.

Stsd3OdpH @ddress BEH jIs o f ddpWjlsamWstsds Mdzz yOj , Enjdzd H Odzdz"
fedmizismise zj s dzO CdisdiEs jfifeijjd2Cipgs H dzv Isfad sz Oy ses™H Of Usg Loz
OHtej M dzO ddasjteW j2fj doj Mo OHOjIs g OHtsj MEd3 Ististess
Mz y0oj 99 jHJj ddOov ¢ csdkQdH0O st dzdon Pisbdadrdadn tsjufdz” § MEC to
1tod o' ff t5dzdzj dzdipf a€desgEO@mils s BOIs d yj M d broafichsPadzssols ) w

L dzOy jiplzchgdress |~ mask. | Of gt 3j s &3O dzH |

ip address 192.168.10.10 255.255.255.0
OolstsdzEOIsdyd MS d broalickhsPaaldiesg 184168.10.255.
t OL dzd y Q¥intefyw d secondary IP-OH tcj MOOyJ fipmagy OHtej MO or BdtcOj Isfy
§4teor 20 dffisC ) OHtej M,i ots §lOAdREgdEGay . PrimaryOHtcj i sy jIs B ' Is!
Stsdzt S5 ©OwWPEIsdwL € sdBOdzH 52 :

ip address primary -ip primary - mask
l colsstedetsj IR-OHBIAE] Yy ORI " Oj s ftejH" HEM j ] L dOyJ ded J :

T fpdzd fdsj 20 pri mary BstsjHIEQ fipdal s b §j Cadrptliget the
primary address (Reason: <Reason>)

T iMdzd OHtejf BFr dz dL d3j dzgj dzg, des MtsMmistsW dad j Is & dzla Pig ds ¥ )
s s B h j Had grimary address was set, but the state of the interface
was not saved . The changes will be lost a fter reboot

 jmdzd o C Oy fipsmajy @B &EFEEB L OH Ols' figdmbnglaryls Ok %] 2 Ists
MdzOyOdzO BEHjIs EHOdMdedondaly ' @Hnspfiz @ 2L @E3j dgj Bz H j Is
primary OHtedftgd {1 Ists2 Hots2 dzts i3sifidg@ ¢ g dhjpest d :

1 dimMdzd dzi BEHOd&Ufih jHHsDdzEIS'd2 secobBapyHOftEhHMm MsE
Cannot remove the address (Reason: <Reason>)

1 imMdzd dzi EJHO) ddi=ffids ! pri mabkt OHEPHls mhCamada estite dzd j

primary address (Reason: <Reason>)

T ifdzdejz v Odzfyig k tc O lpE Eyds s detf j te W Jsfi] H O figthyty s " | Thad J
primary address was set, but the state of the interface was not
saved . The changes will be lost after reboot
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{ Mdzd HEBpranarsHEH 6] MO dzO dJdzlsj W j 2 Mj lsmMikzlsMlseseo Odzd | P

¢ s d3sOdme Ghufdown 6, Ists § s@azgzj dz@tcj MO dzO ddzlsj oW j2Mj o' ft

Slsdztsy § dedztsj 9 ¢ dz6 yd ded §  dzls j Gl Qdiddont)sH tetsB dzj § Md3.

¢ Htcj fgexendary Bsy jIs B Is! GrednfaryddKtsifn L OHOjIsMwY Ctsdi3OdzH ts
ip address ip - address mask  secondary

¢ H tc fdgondary d3tsy dzts L, QM @EE: Lpma@dzOH e M. 1 f tetsis,cpg datOdy Isfifpdzlz y

M h j dzdj tsEanmmb dddCsecondary without primary (Reason: < Reason>).

1ddz LW L OHO9 OlsecondaryS Ol g J OH tprimgry . ROy o©r HOJ Isfmw

mMstse h j def i d 5 Bejcondary can't be same as primary

14 dz vvw IPE@HEEPM@MHO0 . 1 L Istsd3 MdzEyOJ or Nd jalsvglit fhdstse h j dzd

address - 0.000 . CIsts etOdzduj dzdj ¢ tod o SLHRHSORSD Hldetyg dglz ,0 . Pls © .

dzj dzz dzj o 52 BOME2) M flsalsdzf o czwsdfsdgds)i Hfists Sdz B EZH

show running -config , dzets EZHOdzdIs! 1 Istls o@H tdjsh dEasdzC esidah jsldzd s da) § t

]l O¢ts?2 MdskOydd EHOddl! ofMmMj OHKiMO dO ddisj W j 2 MmJ

C sd3Odga fip address .

14dd LY LOHOI! &BOMEE 0.0.0.0. 1 {lssd3 fiBdzmaGkj/0O o™ HOJ Is

for address <ip >.

{ Mdzd s IsO! Mw L OHOIs! dzj ¢ 5ESEBQ.Z5HB0kzE » r NG ) HO= o f di

9 d nEBad mask OxFFOOFFOO for address <ip >.

[ mMdzd daj EHOdzsM! HBOOdls! dBvd ) tsiniv? i) ctamor | 2kdQH to j fr

the address (Reason: <Reason>)

[ Mdzd detse™ 2 OHtejf B" dz HisB Qo dzj dg, des MtsMmissvsdzgd j ddzlsj te

9" HOJj Isfmw M @iesdddreda] jwas added, but the state of the interface was

not saved. The changes will be lost after reboot .

r sf M O lofipe dfe@etO C s ds Mkh j Mso e BgreTs (PBjcy FHOo cOIlsdls
dzj MiSo § On j dad v 15 C @A GQoly LADCUGLN O Witz R i Gy ISy dfsu w dz
fEh jMmise kzx M j aftsl] @zdtsy i BOMSC z:
1 efpdzz W@ jd B& 'dH O j fisthtw B | @adnpt change the address (Reason:
<Reason>) ;

T ipdzd § OteOd3j Iste”  d dals jotatyjjdadiisO | &z Hd@ztifis s s ded §  d dals | to W
MR tcOdedels’™' H O j Isfw i tsTkesatldredsdvps changed, but the state of
the interface was not saved . The changes will be lost after reboot

UHOdzj dzd J
VHOdzj dzdJ ofMmd~m OHtjMtse f ddzsjteW j2MO tMmikh jMise dzvw jIsmw
no ip address .

1 sMmdzy L s2 Ct5d3OdzH" d dzls j Wiy d3CipzHAZ HYjHsC GLshOodyngsifgis.- S
config

[ fMdzd dzj EnOdzig! ofj OHte] fjGe My G jids ) ¥ f BaRMOt | epoye:

all addresses (Reason: <Reason>)

[ Mdzd ZHzp dzts Ty MBS EHBdzd Hzd j ddzlsj oW j 2 MO § sdzj &H O] AW
mMsse h j Akd pddresses were removed, but the state of the interface was
not saved. The changes will be lost after reboot .

VHOdz] ded § € ts5dzS te jiis dftslasty @@ mfipBlso dzv j sy ¢ s5d30dzH 52
no ip address ip - address mask

no ip address ip - address mask secondary
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UHOdzj p@chgry OHtej MO 6 fsmdziHmMisadydd OdzOdzise  ydes € s &30 dzt
no ip address
1 tod Bk H OskEgodddry OH te j, ) OC 5 3@ deis getsondary i3ts ) dets fod frpg)ls !

gtsBh jdadw tfted kHOdzj dzd d
lted fsfrisCj EHOdM]Is! dzj Mh jMiseze h d2 OHWvélid e HOJ Isw
address .

l 6 C OL ORAfIE Sk kgRawB Jhyfsd L) ds2 HdY HORBSES OHIt ]
fMtstse " j dzad j tskwalislh d ad@rgss mask.

14 HBYEMS O] Isfijmaryz @@tz i), j mdzd e Mmizls fdeemrdgrys . - slsw BT
T HO g M jteg 1] d B: Myst delete secondary before deleting primary

]l CsdR30dzH | [mim@ydzjOdade'j MO dzi H G 2ME O jsechndaryy bt @lsiis d fy dzsazs
fdzz yorijH 04 smw Mtsse i j dBkgondarg dan' ¢ b€ pame as primary .

Invalid address .

[ (80§ GduddzOd dj HOdEsH' LigoOssisjda@ptcgnipye o H G

the address (Reason: <Reason>)

{ Mdzd EHOdzj dedj o' f sSdzdzd dzsfyy , des MsMmisswdzdj ddzlsj W § 2
mMtste h j Tad pddress was removed, but the state of the interface was not
saved . The changes will be lost after rebo ot .

ltosimdislste {5 € tsd3®@dzH-confighow running

sts &3O dsh@v running -config o fMj HSA OL " 9 OjIs IsjSkhjj MmMdMmisj dddatsj
ddzlsj eW.j 2 MO

( Mdzd OHEj M d2O ddalsj oW fAfgds dsBoBLOMwIsd Y BWRYdEs ¢ tsshops dzd ,
running -config 1 Ists dL d3j dzj dzd i B [lsifgtlse & isGON REzshidlszoydw, €t
OHtej M ddzsj W j2MO Bddydjkmw s OHtj MO, { et fo dzdst
slsdzd ded § OC dzj { totsivce-ldey S tsdgivd ®ztc Oy d

T Md@H i3d dzd fn <Dy Sitds tydzy QedppdesedOd] | Bz IstejBlzj sy Msh teC
sy Sk dj OHAGWEO Dydz mistglzic 3 ls PB o 5 2dz@ M o tc BoBj Gpt tsizizd
d (solbttds fosfdmnoOls! Isj 3j MOd j Gt e odz@ iy I§
sk, ylsts {lsd OHL] MOOEEBEEBYlZE] HBGdY Isb

T rdftej Hislso tc BOL @ ¥ aydS sdsj dzgr 2 j s  dzj Mdsjh do Ols? o
OHtej Mo dz0 Mmilsjor R d dzlsS) cadij @EEPEEL dnd dfds disd j Hfls,o O d3d
¢ s BO dafcamfly ).

[ fdzd dz0 ddzlsjteW j2 M) (00G.0/&sfHazlz) BsOH Ofifgj M M dezdzj o 52
dOtW HE ) Hitekc ddgd shods minning - ComfigOEAE jdzj § S OL ™ 0 O Isfw .

{ Mdzd dz© ddelsj W j 2 MMy GlsmizlsMmMisezs Is OH e j0B.00/0 dzd Iff s itz Is fr
C sdzOdhoy running -config HdzY HOfdEsgY j 2 MO Tt 8C0OL" 90 sy € 5

no ip address .

[lsdzdudi HOdzdzts?2 CtsdzOdzH " sSIsCistasl@FsB dzts?2 § s5d3OdzH '
1 1 smEjsdsOdzaipaddress HOdzdz" 2 ddzlsjtew j2Mm or Cdzs yoj lsmw
114 d2u@®HB&condary OHtej f, dzj L OH @Qémanf j®Hta.j fylsd d3
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ip accessgroup(interfacée

s Sd3O dpH @ccess group f tod d3d dzv j I fited onvdzvC d H i I Entf @dzls j oW SCASfiss tor 2
BlzHj s ¢ t5dzlstcts dzd ts tslglaldsj' tdj j TaRzOY Cs5d30dzH © M sdz' L Iz Isfmw
interface configuration. 1 dzv kA i Htifistdy @ 2jlsihfy O 34 ¢ tsd3O0dz
no.

gaddzlsOC mdm ip access -group {access -list -number |access -list -name}
{in | out}

no ip access  -group {access -list -number |access -list -name}
{in | out}

access -list -number dsdzi o6 M dMC,0 GHtsktstz'f O fpdey | sy O AL dzO 1
d dzd 128990

access -list -name di3w MyfdmMEO HEsMiskyf O
in fif dMs¢ Hisdl @HjWBEUSHY D j et StcOW L O
out fMfdmMsS HMiskzy © § tddhdkisdew]ilgigs dbsdOW d< O

1 d20ujded i tits Iz dgts dzy O dzdz®  jtfoiss] jz Bs dzyOcdzd ¢ .tslsmizlsmise & j Is

tixdddr S sd3OdzH T Interface configuration.

[ iCodkidioudd s dffsd Lo Odd*

S sd3OdpH @ccess group f ted dzd dew j Isiqw Hdzv fedowrL €d MEdMEO HBM
HsMiszZf © BEHjIs dMftsd Lso Ol MW Hdzw Wddz stcOydd IkstcOW d

[ fMdzd ECOLOd dzgj fkzh jMmlse ks h 2 My dMsS H =EPs kfdds, | Wity e
BzHEkl ftsfkhjdr .

ltod My sd LdoOdddh §Y MY d MS dsypto o datbylstzl P2 @8 dzj 5B R HJ
fdzj Hdls' , ylsser B d&d fesfdnOod Moslkejlhisekzshdj §tC
BiMytejfwisiise j dadzts dKE §f P& 5 B 159 firgugthy o

[ Mz fadifSHsMisEf © dmf sd L k¢ Isgytloghstnpuf ¥ d ds@ls Bt j Is § s d f
s qieso Odzdj §OCjlso, fosnibBHMBSEE yizBiL k 6 dzb § oW e O
fOCjO BEHjl sCOL" 8 OMw dzOL o Odzedj HOdzksets MYy dMmS O

Jlsdzdudji HOdgdets?2 € tsd3OdeH " SISCisfasi@IsB dzts? § sd30dzH *

1 CiscolOSq MR BHWh 2 tc@ COWUEE | ¥ d dz' |s sBej PR Gate d o sHWh (2
koW S Wddz stlzjlsmw

1l tod dzj to
1d%d ftdejHjds ftodd3jte dzOL dzOYJ ded ¥ féptptfjemet®0 Hsfiskzf O 33
Router(config)#interface fastethernet 0/1

Router(config - if)#ip access - group 33in
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cryptomap(interface
s sBOdayp mapt ted 3] dzv j I fpnf o ek Stsc e OW d Y S Sas I 6% QR iz .

[ OdzdzOV Ctsdi30dzH O d M1 ts datenfale jcdnfiguration. to j wzff i3z H Odzj dedw Mo w L d
CtodfsscteOWdui MEBs2 COtlsr f ddzsj oW j 2 Msd3 dMmtasdz L 2§ Isr

gddzlsOC mdMm crypto map map- name
no crypto map  [map- name]

map- name dzv CtdflstsctcOW dyj MEts?2 € Otels’ .

100ujidd] 5 PRskyORdoOu) dj ft EEsdkyOdd: skhizlsfhlss b

tixdddr S sd30dzH T Interface configuration

I iStsRidioydd s dimfsd! L so Oded ©

R tsde L zZ21sj 1 IsHzOC EzB@zmad W H dpizls j oW j 2 Mk S to,d f stisls totO® v y j
BzHjl dMitsd Lo Ok MW Rdkjc®idht HBEPYES O s dzOL O
CodflsscwOW dyjMSOY COwlsO. [ Mdd ML HOds dj MSsd ¢ ¢
dzts ) ©OL dzF Bq 1§ s tdevOHdEdts oL” Cfo Rz Ists tsdzd BEHEL fyudlols:
CodflscwOW dyujMSs?2 COtlsr . )} jwor &3 BEHEI f§todd dgvls! fr
qasd e dd orMmhd2 ftedstedlsjls ( &3dded B3Odz’ detsj L dzOyJ dzdd &

CryptoACL9 jHEIS MpjBWw H@E xj, C0O0¢ o
1 disy disC OL ' 9 Ols! { tc OeQHimD)j, MUWOSC ¢ § B LCMOPSEUDIPFr L Od3j Is dz

fslsited ftesdLeosHdIsj dz dzsfis d )H d QICHL YR dgte p dztf 5dzG sdzQ Y
ftcd {1 IstBlVPNGmteB ZH jIs fisL HO® Ols! tslsHjdz dg';j SA Hdzw

1 fod dMfsd L c® Ofded fidnmsse j sflso s hdj §0OCjlkr BEHEI
hqWieso Odzgd™ ( 2O § teOo d dz®is I L de 0 dafded SAls ) Isd  fls

1 ted &j to

1d%d ftedoajHjdz fteddsjte dzOL dzOyd dedmiymépted ffizls g tc® Y g M€ 2
fastethernet:

Router(config)#interface fastethernet 0/1

Router(config - if)#crypto map mymap
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Ip Inspect
vyissBr fteddij dzdls' ftwwOoddts ftesojteSd ¢ ddalsjiewj2mkz, Jc
inspect €& 1 Istsd3k ddzlsj W j2MmMkz. vHOdjdd] fttdewr ¢d twdkzh j Ml
g4 ddzlsOC mdMm ip inspect inspection -name{in |out}

no ip inspect inspection - name{in |out }

inspection - name ddsw dzOBtstcO® fteOoaddz ftese jteCd. [ dzd dzO d oz «
Mo sdzse, ftod Bd N j2 HAdd] Bds BEHjI

in OB st ftcOoaddz ftoso jteSd Hteddzj dgv j Isfypw  dzO
onBHYh jsz oW dSsE
out OB st ftcOoaddz ftoso jteCd Hteddzj dav j Isw dzO

dMAsHYh jBE sOWdS k.

10U jdedi 5 I d3tsdzyOdede® \ jlidssf jlz s dzyOdzd s .slsfbklsfise k2] Is

fidxddRr S tsd3OdzH " Interface configuration.

I iStsRidioydd s dimfsd! L so Oded ©

) HMEBAOBEY dets 6OL &5j Misdls! € OC odzzlstej dedaj &5 d dzd o dzj h d
BjLiTOMdshisd. o odizitjddzj ¢ts ddzlsj ol j 2O islsy bzl Ot &
CBACHEY jIs fsfkmMCOl: ddd LOHjLydoOl! . u odyhdejets d
Efls Odz0o dzd o Ols’ MW dzj HBsckls.

[ &z Csledets? tc OB s SCBAGEG Hiidsloj W j 2 M) dzj sBRsHJ B §©00 ¢
MfdmSq HeMskzfO. vkt MfdmsS HemMskfO H@RZNE G G
B 5! tOMh qtej dedz" o5, Hdzw fteddsj dzj dedw § oL otcOh j dzdats dsiz
6Ofmh qtej dedz’ j M cifSodn SHi fplasifls@.f © H&w dMARBHWL j o5 SteOW
Hdz sfwOoCd o ddzsjtedzjls, HBdyd HS{EzZMCES! koW dsS,

[ dzv dzOMEBAEWADd o dzj M dzj o5 ddzlsj oW j2Mmj IstejBlzj smw:

T RNEBHWH 2 MidmsS HeMlskzfO d&O o dzj M dzj d5 d dals gf tizdf j 2 ) j
COMmh dtcj dzdzr 5. Clstsls MY dMBSE Hsdyjd ©GOLEB M O! IO
fese jteWls! MjHimiseoOdkd CBAC. [Mmdd {ktlks keoW¥ds L
CBAC d BkHjl ftsflsts lso jtcdlkls.

InsHwh d2 MY dMsS HeMiskzf O d20 o dzj h dzj d3 joddels jdg ¥ jSAdirgils
M dMsS HeMiskzfO Hsdyjd LOftjh Ok keOWdS, Ctkstr
CBAC (CBAC MBBLHOYIs otejd3d dedz" | ftetsmatsH' ofs ontsHwWH
oBLOOId 2 flssS HOddzZ = o ©OMREOr EfMsOdse dzj dzdzts ¢

[ dzv  dzOf) ERAS D] o dzidds B dedzls j 6 j 2 M) btejBlzjlsmw:

TIaHwhd2 MfdMsS HeMszfO &O o dizlst) ddsj d3 ddzlsj ¥ j 2
odzj M dzj d3 ddzlsjteWj2fj Esekls Brils! MlsOdeH Oelsdz &5d d dzd
€OLEj N Ol! kOWdS, Csister2 of Mosdiojlsjdy !fluss j
sEO% d¢ LOftjlsdls!, Ist5 tdz dej BEHjl ftetse jtewis: v C

1 RMAEBHWN 2 MY dMsS HEMsEf O d0 o dzklste] dzdzj 5 d dzls j oW j
pdzj M dzj B dazlsjteW j2Mj Hbdyd B' ! t©OMI dis] dedz” BJ. €
LOftejh Ols! kiwsOWRdMceYwOglsj M fsojtewls! MiejHMss O
oo di3jdzdz’ | fLBSOGH' ot oRBHWHh jd& MIdMS) HEeMsky O

W
0

HOdzsdz' » ©® ©ORBCOR LkMisOdetse dzj dedetsets Mj OdeMO) . 1 J sBW L
Mfdmed HsMiskzfO COC dO dMBEH?2 N i3ls Oz § tcy Batley oBh g dgls
ddzlsjteW j2mj, des s StO©2dzj?2 Bjtej, tHdd sSO0¢s2 Mfd
sctcOded yj dedv btcOWdESO, dHEMNjEts yjtejL hdzgL, ot o
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I iHOCIdtetse Odzd J

[ fMdzd & CtsdBOdH] ESCOL Ols' daj Mkzh jifigpestizrentnjej $t50b B Hzisls f & &
s h j Wepect name <inspection -name> is not defined

VHOdzjdedi ftedoawL Cd
VHOdzj dzdj ftedowLCd fwOoddkO fteso jtwld ¢ ddzsjtWj2ime

no ip inspect inspection - name {in | out}

{ Mdzd dzO HOdzdes 3 ddzelsj teW j 2 My GlsMmizlsMmise & jinsls @ @odtg w L 9s@& ¢
BHjlIs or HOdzs %irsgeaidnjsdadfrgntly not configured for interface
<interface - name>.

(fMdzd € ddzsjteW j2Mkz ftedowl Odes Rtslsw BT 51 izl dzth 1 G Rlzts
RO tcOo dzj dzd ¢ kwOWdSO), bkt o §EXEOdeP ©H O jzGY j §GHo w

T lted ECOLOddd dzj §f tcOo d dz idspestion d dpaolad T EOBEHEZP ftod L |
mMh imselzjls o CodWdekztOydd, %ingpacjnames<insp&is Mctse h j
name> is not defi ned for interface <interface - name> for the specified
direction

T 1ted ECOLOddd dzj Mizh j Mise z¥ hinspedsiony tc @end, dz@ IAfHigi tdso jotg CHAO d
mMtstsB h j Whdspect name <inspection - name> is not defined

lted EHOdj dzdd (0o ddzO (o jSd QPohEEOBIUPNT EOs & zPls
qdzls j ¥ j 2 k.
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