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ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ 
ʦ ʧʨʘʚʝ ʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʥʳʤ ʧʨʦʜʫʢʪʦʤ 

çBel VPN Client-ʄ 4.1è 

ʧʨʦʠʟʚʦʜʩʪʚʘ ʆʆʆ çʉ-ʊʝʨʨʘ ɹʝʣè 

 
É  2008 ï 2015 ʆʆʆ çʉ-ʊʝʨʨʘ ɹʝʣè. ɺʩʝ ʧʨʘʚʘ ʟʘʱʠʱʝʥʳ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʦʧʨʝʜʝʣʷʝʪ ʫʩʣʦʚʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʟʘʢʦʥʥʦ ʧʨʠʦʙʨʝʪʝʥʥʦʛʦ 
ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ çʂʣʠʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʡ Bel VPN Client-M 4.1è (ʜʘʣʝʝ ï ʀʟʜʝʣʠʷ) 
ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ (ʬʠʟʠʯʝʩʢʠʤ ʠʣʠ ʶʨʠʜʠʯʝʩʢʠʤ ʣʠʮʦʤ, ʫʢʘʟʘʥʥʳʤ ʚ ʃʠʮʝʥʟʠʠ ʥʘ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʀʟʜʝʣʠʷ, ʷʚʣʷʶʱʝʡʩʷ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ). ʇʨʝʜʤʝʪʦʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʷʚʣʷʝʪʩʷ ʚʦʟʤʝʟʜʥʘʷ ʧʝʨʝʜʘʯʘ 
ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʥʝʠʩʢʣʶʯʠʪʝʣʴʥʳʭ ʥʝʧʝʨʝʜʘʚʘʝʤʳʭ ʧʨʘʚ ʧʦʣʴʟʦʚʘʥʠʷ ʀʟʜʝʣʠʝʤ. 

ʇʦʜ ʀʟʜʝʣʠʝʤ ʧʦʥʠʤʘʝʪʩʷ ʢʦʤʧʣʝʢʩ ʤʘʪʝʨʠʘʣʴʥʳʭ ʦʙʲʝʢʪʦʚ (ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʥʦʩʠʪʝʣʝʡ 
ʠʥʬʦʨʤʘʮʠʠ, ʢʦʜʘ ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ, ʜʦʢʫʤʝʥʪʘʮʠʠ ʚ ʧʝʯʘʪʥʦʡ ʠ ʵʣʝʢʪʨʦʥʥʦʡ ʬʦʨʤʘʭ), 
ʚʢʣʶʯʝʥʥʳʭ ʚ ʉʧʝʮʠʬʠʢʘʮʠʶ ʂʦʤʧʣʝʢʪʘ ʀʟʜʝʣʠʷ. 

ʀʟʜʝʣʠʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʢʘʯʝʩʪʚʝ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ɸʛʝʥʪʘ ʟʘʱʠʪʳ 
(ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʥʘ ʧʝʨʩʦʥʘʣʴʥʦʝ ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ (ʩʤʘʨʪʬʦʥ, ʧʣʘʥʰʝʪ, ʜʨ) 
ʧʦʣʴʟʦʚʘʪʝʣʷ) ʠ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʜʨʫʛʠʭ ʮʝʣʷʭ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʀʟʜʝʣʠʷ ʚ 
ʧʨʦʯʠʭ ʩʠʩʪʝʤʘʭ ʠ/ʠʣʠ ʚ ʠʥʳʭ ʮʝʣʷʭ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʢʦʤʧʦʥʝʥʪʳ (ʧʨʦʛʨʘʤʤʥʳʝ ʩʨʝʜʩʪʚʘ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʥʦʩʠʪʝʣʠ ʠ 
ʧʨʦʯʝʝ) ʦʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ. ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʧʨʘʚʘ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʠʭ 
ʢʦʤʧʦʥʝʥʪ ʥʘ ʦʩʥʦʚʝ ʃʠʮʝʥʟʠʡ ʠ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʡ ʵʪʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ 
ʚ ʩʦʚʦʢʫʧʥʦʩʪʠ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʚ ʧʦʣʥʦʤ ʢʦʤʧʣʝʢʪʝ ʧʝʨʝʜʘʝʪʩʷ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʥʘ ʫʩʣʦʚʠʷʭ ʥʘʩʪʦʷʱʝʛʦ 
ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ. 

ʀʟʜʝʣʠʝ ʠ ʝʛʦ ʢʦʤʧʦʥʝʥʪʳ ʷʚʣʷʶʪʩʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʇʨʦʠʟʚʦʜʠʪʝʣʷ ʠ, ʧʨʠ 
ʥʘʣʠʯʠʠ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠ 
ʟʘʱʠʱʘʶʪʩʷ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʝʩʧʫʙʣʠʢʠ ɹʝʣʘʨʫʩʴ ʦʙ ʘʚʪʦʨʩʢʦʤ ʧʨʘʚʝ ʥʘ ʦʙʲʝʢʪʳ 
ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ. 

ʋʩʪʘʥʦʚʢʘ ʀʟʜʝʣʠʷ ʧʦʩʣʝ ʧʨʝʜʲʷʚʣʝʥʠʷ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʪʝʢʩʪʘ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʩʦʛʣʘʩʠʝ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ ʠ ʚʩʪʫʧʣʝʥʠʝ ʝʛʦ ʚ ʟʘʢʦʥʥʫʶ ʩʠʣʫ, ʧʦʩʣʝ ʯʝʛʦ ʥʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʚ 
ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪ. 403 ɻʨʘʞʜʘʥʩʢʦʛʦ ʢʦʜʝʢʩʘ ʈʝʩʧʫʙʣʠʢʠ ɹʝʣʘʨʫʩʴ ʠʤʝʝʪ ʩʠʣʫ ʜʦʛʦʚʦʨʘ ʤʝʞʜʫ 
ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʇʨʦʠʟʚʦʜʠʪʝʣʝʤ ʀʟʜʝʣʠʷ (ʆʆʆ çʉ-ʊʝʨʨʘ ɹʝʣè). 

ʇʨʠ ʥʘʣʠʯʠʠ ʢʦʤʧʦʥʝʥʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʷʚʣʷʝʪʩʷ ʟʘʢʦʥʥʳʤ ʠ ʧʦʣʥʦʤʦʯʥʳʤ 
ʧʨʝʜʩʪʘʚʠʪʝʣʝʤ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʝʩʣʠ ʦʙʨʘʪʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʷʭ 
ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠʣʠ ʚ ʜʨʫʛʠʭ ʜʦʢʫʤʝʥʪʘʭ, ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʭ ʦʪʥʦʰʝʥʠʷ ʤʝʞʜʫ ʂʦʥʝʯʥʳʤ 
ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʪʨʝʪʴʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ. 

ɺʩʝ ʢʦʤʧʦʥʝʥʪʳ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʦʙʲʝʜʠʥʷʶʪʩʷ ʚ ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ ʚ ʧʨʦʮʝʩʩʝ ʫʩʪʘʥʦʚʢʠ 
ʀʟʜʝʣʠʷ. ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʢʦʧʠʨʦʚʘʥʠʝ, ʫʩʪʘʥʦʚʢʫ ʠ ʵʢʩʧʣʫʘʪʘʮʠʶ ʚʩʝʭ 
ʢʦʤʧʦʥʝʥʪ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, ʧʦʩʪʘʚʣʝʥʥʳʭ ʚ ʩʦʩʪʘʚʝ ʀʟʜʝʣʠʷ ʪʦʣʴʢʦ ʚ ʩʦʩʪʘʚʝ ʨʘʙʦʪ, 
ʩʚʷʟʘʥʥʳʭ ʩ ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʀʟʜʝʣʠʷ. ʂʦʧʠʨʦʚʘʥʠʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʫʩʪʘʥʦʚʢʘ ʠ ʵʢʩʧʣʫʘʪʘʮʠʷ 
ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪ ʷʚʣʷʶʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʠ ʘʚʪʦʨʩʢʠʭ 
ʧʨʘʚ ʢʘʢ ʇʨʦʠʟʚʦʜʠʪʝʣʷ, ʪʘʢ ʠ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ (ʝʩʣʠ ʦʙʨʘʪʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʃʠʮʝʥʟʠʷʭ ʠ 
ʃʠʮʝʥʟʠʦʥʥʳʭ ʉʦʛʣʘʰʝʥʠʷʭ ʪʨʝʪʴʠʭ ʧʦʩʪʘʚʱʠʢʦʚ). 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʨʘʤʢʘʭ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ ʪʦʣʴʢʦ ʦʜʠʥ ʵʢʟʝʤʧʣʷʨ ʀʟʜʝʣʠʷ ʠ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʵʢʟʝʤʧʣʷʨʦʚ ʀʟʜʝʣʠʷ. 

ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴ ʀʟʜʝʣʠʝ ʚ ʬʦʨʤʘʭ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʘ ʪʨʝʪʴʠʤ ʣʠʮʘʤ ʢ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʶ ʠʣʠ ʢ ʚʦʩʧʨʦʠʟʚʝʜʝʥʥʳʤ ʚ ʣʶʙʦʡ ʬʦʨʤʝ ʢʦʤʧʦʥʝʥʪʘʤ 
ʀʟʜʝʣʠʷ ʧʫʪʝʤ ʧʨʦʜʘʞʠ, ʧʨʦʢʘʪʘ, ʩʜʘʯʠ ʚʥʘʝʤ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʚʟʘʡʤʳ ʠʣʠ ʠʥʳʤʠ ʜʨʫʛʠʤʠ 
ʩʧʦʩʦʙʘʤʠ ʦʪʯʫʞʜʝʥʠʷ. 
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ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʜʠʩʘʩʩʝʤʙʣʠʨʦʚʘʪʴ, ʜʝʢʦʤʧʠʣʠʨʦʚʘʪʴ (ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ 
ʙʠʥʘʨʥʳʡ ʢʦʜ ʚ ʠʩʭʦʜʥʳʡ ʪʝʢʩʪ) ʧʨʦʛʨʘʤʤʳ ʠ ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ ʀʟʜʝʣʠʷ, ʚʥʦʩʠʪʴ ʢʘʢʠʝ-ʣʠʙʦ 
ʠʟʤʝʥʝʥʠʷ ʚ ʙʠʥʘʨʥʳʡ ʢʦʜ ʧʨʦʛʨʘʤʤ ʠ ʩʦʚʝʨʰʘʪʴ ʦʪʥʦʩʠʪʝʣʴʥʦ ʀʟʜʝʣʠʷ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ, 
ʥʘʨʫʰʘʶʱʠʝ ʙʝʣʦʨʫʩʩʢʦʝ ʠ ʤʝʞʜʫʥʘʨʦʜʥʦʝ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʧʦ ʘʚʪʦʨʩʢʦʤʫ ʧʨʘʚʫ ʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ ʩ ʤʦʤʝʥʪʘ ʫʩʪʘʥʦʚʢʠ ʀʟʜʝʣʠʷ ʠ ʜʝʡʩʪʚʫʝʪ 
ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʩʨʦʢʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʀʟʜʝʣʠʷ.  

ʅʝʠʩʧʦʣʥʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ ɿʘʢʦʥʘ 
ʈʝʩʧʫʙʣʠʢʠ ɹʝʣʘʨʫʩʴ ʦʪ 17.05.2011 ʛ. "ʆʙ ʘʚʪʦʨʩʢʦʤ ʧʨʘʚʝ ʠ ʩʤʝʞʥʳʭ ʧʨʘʚʘʭ" ʠ ʧʨʝʩʣʝʜʫʝʪʩʷ ʧʦ 
ʟʘʢʦʥʫ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʂʦʥʝʯʥʦʤʫ ʇʦʣʴʟʦʚʘʪʝʣʶ ʆʛʨʘʥʠʯʝʥʥʳʝ 
ʛʘʨʘʥʪʠʠ, ʩʦʩʪʦʷʱʠʝ ʚ ʪʦʤ, ʯʪʦ 

1. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʚ ʭʦʜʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ ʠʣʠ ʣʶʙʳʤ ʪʨʝʪʴʠʤ 
ʣʠʮʦʤ ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʘ ʂʨʠʪʠʯʥʘʷ ʇʨʦʙʣʝʤʘ, ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʀʟʜʝʣʠʷ (ʆʆʆ çʉ-ʊʝʨʨʘ ɹʝʣè) 
ʦʙʝʩʧʝʯʠʚʘʝʪ: 

ʘ) ʠʥʬʦʨʤʠʨʦʚʘʥʠʝ ʜʦʩʪʫʧʥʳʤʠ ʩʧʦʩʦʙʘʤʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʦ ʩʫʱʝʩʪʚʦʚʘʥʠʠ 
ʂʨʠʪʠʯʥʦʡ ʇʨʦʙʣʝʤʳ ʠ ʦ ʩʧʦʩʦʙʘʭ ʝʝ ʫʩʪʨʘʥʝʥʠʷ 

ʙ) ʙʝʩʧʣʘʪʥʦʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʇʨʦʠʟʚʦʜʠʪʝʣʷ 
ʀʟʜʝʣʠʷ, ʚ ʢʦʪʦʨʳʭ ʫʩʪʨʘʥʝʥʳ ʂʨʠʪʠʯʥʳʝ ʇʨʦʙʣʝʤʳ. 

ʇʨʠʤʝʯʘʥʠʝ 1. ɻʘʨʘʥʪʠʡʥʦʝ ʦʙʷʟʘʪʝʣʴʩʪʚʦ 1 ʙʘʟʠʨʫʝʪʩʷ ʥʘ ʩʣʝʜʫʶʱʝʤ ʦʧʨʝʜʝʣʝʥʠʠ: ʂʨʠʪʠʯʥʘʷ 
ʇʨʦʙʣʝʤʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʀʟʜʝʣʠʝ, ʚʩʣʝʜʩʪʚʠʝ ʦʰʠʙʢʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ, ʥʝ 
ʚʳʧʦʣʥʷʝʪ ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʠʤʝʥʥʦ ʰʠʬʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ ʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ, 
ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʥʘʨʫʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʨʠʤʝʯʘʥʠʝ 2. ʆʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʛʘʨʘʥʪʠʡʥʳʤ 
ʦʙʷʟʘʪʝʣʴʩʪʚʦʤ ʧ.1ʙ ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʧʦ ʟʘʧʨʦʩʫ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʦ ʤʝʨʝ ʨʘʟʨʘʙʦʪʢʠ 
ʦʙʥʦʚʣʝʥʠʡ. 

2. ɽʩʣʠ ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʦʙʥʘʨʫʞʠʪ ʚ ʪʝʯʝʥʠʝ 90 (ʜʝʚʷʥʦʩʪʘ) ʜʥʝʡ ʩʦ ʜʥʷ ʧʦʩʪʘʚʢʠ ʀʟʜʝʣʠʷ 
ʜʝʬʝʢʪʳ ʚ ʩʦʩʪʘʚʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʣʠ ʥʝʢʦʤʧʣʝʢʪʥʦʩʪʴ ʀʟʜʝʣʠʷ, ʪʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ 
ʥʦʩʠʪʝʣʠ ʙʫʜʫʪ ʟʘʤʝʥʝʥʳ, ʘ ʢʦʤʧʣʝʢʪʥʦʩʪʴ ʀʟʜʝʣʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ 90 ʜʥʝʡ 
ʧʨʝʪʝʥʟʠʠ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʧʦ ʥʝʢʦʤʧʣʝʢʪʥʦʩʪʠ ʠʟʜʝʣʠʷ ʠ/ʠʣʠ ʜʝʬʝʢʪʘʤ ʥʦʩʠʪʝʣʝʡ 
ʠʥʬʦʨʤʘʮʠʠ  ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʥʝ ʙʫʜʫʪ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ ʥʝ ʩʦʜʝʨʞʠʪ ʥʠʢʘʢʠʭ ʛʘʨʘʥʪʠʡ ʧʦ ʧʦʩʪʘʚʢʝ, 
ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʠ ʩʦʦʪʚʝʪʩʪʚʠʶ ʀʟʜʝʣʠʷ ʣʶʙʳʤ ʪʝʭʥʠʯʝʩʢʠʤ ʪʨʝʙʦʚʘʥʠʷʤ, ʩʪʘʥʜʘʨʪʘʤ ʠ 
ʫʩʣʦʚʠʷʤ. ʕʪʠ ʚʦʧʨʦʩʳ ʦʪʥʦʩʷʪʩʷ ʢ ʦʙʣʘʩʪʠ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦʩʪʘʚʱʠʢʘ, 
ʩʝʨʪʠʬʠʢʘʮʠʠ ʀʟʜʝʣʠʷ ʠ ʝʛʦ ʢʦʤʧʦʥʝʥʪ ʚ ʫʩʪʘʥʦʚʣʝʥʥʦʤ ʧʦʨʷʜʢʝ, ʜʦʛʦʚʦʨʦʚ ʦ ʧʦʩʪʘʚʢʝ, 
ʪʝʭʥʠʯʝʩʢʦʤ ʩʦʧʨʦʚʦʞʜʝʥʠʠ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʝ ʠ ʨʝʛʣʘʤʝʥʪʠʨʫʶʪʩʷ ʚ ʨʘʤʢʘʭ ʦʪʜʝʣʴʥʳʭ 
ʜʦʢʫʤʝʥʪʦʚ. 

ʅʘʩʪʦʷʱʝʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʉʦʛʣʘʰʝʥʠʝ (ʚ ʨʘʤʢʘʭ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʈʝʩʧʫʙʣʠʢʠ ɹʝʣʘʨʫʩʴ ʠ ʝʩʣʠ 
ʧʨʦʪʠʚʥʦʝ ʥʝ ʦʛʦʚʦʨʝʥʦ ʚ ʚʠʜʝ ʦʪʜʝʣʴʥʦʛʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩ ʂʦʥʝʯʥʳʤ 
ʇʦʣʴʟʦʚʘʪʝʣʝʤ) ʥʝ ʨʝʛʣʘʤʝʥʪʠʨʫʝʪ ʚʦʧʨʦʩʳ ʪʝʭʥʠʯʝʩʢʠʭ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʧʨʦʯʠʭ ʚʦʟʤʦʞʥʳʭ 
ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʀʟʜʝʣʠʷ ʠ ʚʦʟʤʦʞʥʳʭ ʤʘʪʝʨʠʘʣʴʥʳʭ, ʬʠʥʘʥʩʦʚʳʭ ʠ ʧʨʦʯʠʭ 
ʧʦʪʝʨʴ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ. 

ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʚʝʩʴ ʧʝʨʠʦʜ 
ʵʢʩʧʣʫʘʪʘʮʠʠ ʀʟʜʝʣʠʷ ʂʦʥʝʯʥʳʤ ʇʦʣʴʟʦʚʘʪʝʣʝʤ. ɼʝʡʩʪʚʠʝ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 
ʉʦʛʣʘʰʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʢʨʘʱʝʥʦ ʧʦ ʨʝʰʝʥʠʶ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ 
ʂʦʥʝʯʥʳʡ ʇʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʫʥʠʯʪʦʞʠʪʴ ʚʩʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʥʦʩʠʪʝʣʠ, ʩʦʜʝʨʞʘʱʠʝ ʢʦʜ ʠ 
ʧʨʦʯʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʀʟʜʝʣʠʷ, ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʚʥʫʪʨʝʥʥʠʭ ʥʦʩʠʪʝʣʷʭ 
ʀʟʜʝʣʠʷ. ʇʨʝʢʨʘʱʝʥʠʝ ʜʝʡʩʪʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʉʦʛʣʘʰʝʥʠʷ ʧʦ ʠʥʠʮʠʘʪʠʚʝ ʂʦʥʝʯʥʦʛʦ 
ʇʦʣʴʟʦʚʘʪʝʣʷ ʷʚʣʷʝʪʩʷ ʦʜʥʦʩʪʦʨʦʥʥʝʡ ʜʦʙʨʦʚʦʣʴʥʦʡ ʘʢʮʠʝʡ ʂʦʥʝʯʥʦʛʦ ʇʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʝ 
ʷʚʣʷʝʪʩʷ ʧʨʝʜʤʝʪʦʤ ʜʣʷ ʚʟʘʠʤʦʨʘʩʯʝʪʦʚ ʠ ʜʨʫʛʠʭ ʭʦʟʷʡʩʪʚʝʥʥʳʭ ʦʧʝʨʘʮʠʡ. 

ʇʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ ʉʠʩʪʝʤʥʘʷ ɹʠʙʣʠʦʪʝʢʘ GNU libc ʷʚʣʷʝʪʩʷ ʩʚʦʙʦʜʥʦ 
ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʤ ʧʨʦʜʫʢʪʦʤ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʦʩʪʘʚʝ ʀʟʜʝʣʠʷ ʙʝʟ ʢʘʢʠʭ ʣʠʙʦ 
ʤʦʜʠʬʠʢʘʮʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʣʠʮʝʥʟʠʝʡ "The GNU General Public License" 
(http://www.gnu.org/licenses/licenses.html). 

Android ʷʚʣʝ̫ʪʩʷ ʪʦʨʛʦʚʦʡ ʤʘʨʢʦʡ ʢʦʤʧʘʥʠʠ Google ʚ ʉʐɸ ʠ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. 
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ʀʟʜʝʣʠʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʥʘʧʠʩʘʥʥʦʝ ʕʨʠʢʦʤ ʗʥʛʦʤ (Eric 
Young. eay@cryptsoft.com). 

Java ʷʚʣʷʝʪʩʷ ʪʦʨʛʦʚʦʡ ʤʘʨʢʦʡ ʢʦʨʧʦʨʘʮʠʠ Oracle. 

 

ɼʨʫʛʠʝ ʥʘʟʚʘʥʠʷ ʢʦʤʧʘʥʠʡ ʠ ʧʨʦʜʫʢʪʦʚ, ʫʧʦʤʷʥʫʪʳʝ ʚ ʥʘʩʪʦʷʱʝʤ ʃʠʮʝʥʟʠʦʥʥʦʤ ʉʦʛʣʘʰʝʥʠʠ ʠ ʚ 
ʩʦʩʪʘʚʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʀʟʜʝʣʠʷ ʤʦʛʫʪ ʷʚʣʷʪʴʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤʠ ʪʦʨʛʦʚʳʤʠ 
ʤʘʨʢʘʤʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʠʤ ʢʦʤʧʘʥʠʡ. ʋʧʦʤʠʥʘʥʠʝ ʥʘʠʤʝʥʦʚʘʥʠʡ, ʧʨʦʜʫʢʪʦʚ, ʪʦʨʛʦʚʳʭ ʤʘʨʦʢ 
ʪʨʝʪʴʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʥʝʬʦʨʤʘʣʴʥʦ ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʥʠ ʧʦʜʜʝʨʞʢʦʡ, ʨʝʢʦʤʝʥʜʘʮʠʝʡ 
ʣʠʙʦ ʨʝʢʣʘʤʦʡ. ʆʆʆ çʉ-ʊʝʨʨʘ ɹʝʣè ʥʝ ʥʝʩʝʪ ʢʘʢʦʡ-ʣʠʙʦ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ 
ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʪʠʭ ʧʨʦʜʫʢʪʦʚ. 

 

ʅʘʧʝʯʘʪʘʥʦ ʚ ʈʝʩʧʫʙʣʠʢʝ ɹʝʣʘʨʫʩʴ 

ʆʆʆ çʉ-ʊʝʨʨʘ ɹʝʣè 

220012, ʛ. ʄʠʥʩʢ ʫʣ. ʏʝʨʥʳʰʝʚʩʢʦʛʦ, ʜ. 10ɸ, ʦʬʠʩ 702ɹ1 

ʊʝʣʝʬʦʥ: (+375 17) 280 6000 

ʌʘʢʩ: (+375 17) 280 78 67 

ʕʣ.ʧʦʯʪʘ: info@s-terra.by 

http://www.s-terra.by 

 

 

mailto:eay@cryptsoft.com
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1. ʃʧʥʨʤʞʣʫ ʨʧʪʫʙʛʣʡ 

ɺ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ çʂʣʠʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʡ Bel VPN Client-M 
4.1è ʚʭʦʜʠʪ ʢʦʤʧʘʢʪ-ʜʠʩʢ, ʥʘ ʢʦʪʦʨʦʤ ʥʘʭʦʜʷʪʩʷ: 

¶ ʂʘʪʘʣʦʛ Soft: 

¶ s_terra_clientm-4.1.15981.apk ï ʘʨʭʠʚʥʦʝ ʠʩʧʦʣʥʷʝʤʦʝ ʧʨʠʣʦʞʝʥʠʝ, 

¶ avverify ï ʫʪʠʣʠʪʘ ʜʣʷ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʜʠʩʪʨʠʙʫʪʠʚʘ. 

¶ ʬʘʡʣ hashes. 

¶ ʂʘʪʘʣʦʛ Documentation: 

¶ BelVPN_Client-M-4-1_AdminGuide.pdf ï çʇʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ çʂʣʠʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʤʦʙʠʣʴʥʳʡ Bel VPN Client-M 4.1è. ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘè ï. 

ɺ ʧʝʯʘʪʥʦʤ ʚʠʜʝ ʧʦʩʪʘʚʣʷʶʪʩʷ: 

¶ ʂʦʧʠʷ ʩʝʨʪʠʬʠʢʘʪʘ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʝʭʥʠʯʝʩʢʦʤʫ ʨʝʛʣʘʤʝʥʪʫ ʈʝʩʧʫʙʣʠʢʠ ɹʝʣʘʨʫʩʴ ʊʈ 
2013/027/BY. 

¶ ʃʠʮʝʥʟʠʷ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ çʇʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ çʂʣʠʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʡ Bel 
VPN Client-M 4.1è. 
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2. ʋʩʞʚʧʛʙʦʡʸ ʣ ʨʩʧʜʩʙʥʥʦʧ-ʙʨʨʙʩʙʫʦʴʥ ʪʩʞʝʪʫʛʙʥ 

ʇʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ çʂʣʠʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʡ Bel VPN Client-M 4.1è ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ 
ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʘ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Android 4.x. 

ʇʝʨʝʯʝʥʴ ʫʩʪʨʦʡʩʪʚ, ʧʨʦʪʝʩʪʠʨʦʚʘʥʥʳʭ ʥʘ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʩ ʧʨʦʛʨʘʤʤʥʳʤ ʧʨʦʜʫʢʪʦʤ çʂʣʠʝʥʪ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʡ Bel VPN Client-M 4.1è: 

¶ Samsung Galaxy S5,  

¶ Samsung Galaxy S 5 Mini,  

¶ Samsung Galaxy Tab 10.1,  

¶ Samsung Galaxy Note 4, 

¶ Samsung Galaxy S6, 

¶ Samsung Galaxy S6 Edge, 

¶ Samsung Galaxy S6 Edge Plus, 

¶ Samsung Galaxy S3, 

¶ Samsung Galaxy J5, 

¶ Samsung Galaxy J7, 

¶ Samsung Galaxy S5 Duos. 
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3. ʆʙʠʦʙʰʞʦʡʞ ʡ ʭʬʦʣʯʡʡ ʈʩʧʝʬʣʫʙ 

ʇʨʦʛʨʘʤʤʥʳʡ ʧʨʦʜʫʢʪ "ʂʣʠʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʡ Bel VPN Client-M 4.1 (ʜʘʣʝʝ Bel VPN 
Client-M) ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʱʠʱʝʥʥʳʭ VPN ʩʦʝʜʠʥʝʥʠʡ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʦʤ, ʥʘ 
ʢʦʪʦʨʦʤ ʦʥ ʫʩʪʘʥʦʚʣʝʥ, ʠ ʜʨʫʛʠʤʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʱʠʤʠ ʩ ʥʠʤ ʜʦʚʝʨʝʥʥʳʤʠ ʰʣʶʟʘʤʠ VPN ʠ 
ʜʦʚʝʨʝʥʥʳʤʠ ʢʣʠʝʥʪʘʤʠ VPN. 

Bel VPN Client-M ʚʳʧʦʣʥʷʝʪ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ: 

¶ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ ʥʘ ʫʨʦʚʥʝ ʰʠʬʨʦʚʘʥʠʷ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ ʧʦ ʧʨʦʪʦʢʦʣʘʤ IPsec 
ESP; 

¶ ʧʦʜʜʝʨʞʠʚʘʝʪ ʤʝʪʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʪʦʨʦʥ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʭ ʢʣʶʯʝʡ 
ʠʣʠ ʵʣʝʢʪʨʦʥʥʦʡ ʮʠʬʨʦʚʦʡ ʧʦʜʧʠʩʠ ʚ ʨʘʤʢʘʭ ʧʨʦʪʦʢʦʣʘ IKE; 

¶ ʚʳʧʦʣʥʷʝʪ ʛʝʥʝʨʘʮʠʶ ʜʘʥʥʳʭ ʘʫʜʠʪʘ ʠ ʚʳʚʦʜ ʥʘ ʫʜʘʣʝʥʥʳʡ ʠʣʠ ʣʦʢʘʣʴʥʳʡ syslog-ʩʝʨʚʝʨ; 

¶ ʦʙʝʩʧʝʯʠʚʘʝʪ ʨʝʛʫʣʠʨʫʝʤʫʶ ʩʪʦʡʢʦʩʪʴ ʟʘʱʠʪʳ ʪʨʘʬʠʢʘ. 

Bel VPN Client-M ʦʩʫʱʝʩʪʚʣʷʝʪ ʟʘʱʠʪʫ ʪʨʘʬʠʢʘ ʧʨʦʪʦʢʦʣʦʚ ʩʝʤʝʡʩʪʚʘ TCP/IP ʚ ʨʘʤʢʘʭ 
ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʩʪʘʥʜʘʨʪʦʚ IKE/IPsec: 

¶ Security Architecture for the Internet Protocol ï RFC2401, 

¶ IP Encapsulating Security Payload (ESP) ï RFC2406, 

¶ Internet Security Association and Key Management Protocol (ISAKMP) ï RFC2408, 

¶ The Internet Key Exchange (IKE) ï RFC2409, 

¶ The Internet IP Security Domain of Interpretation for ISAKMP (DOI) ï RFC2407. 

ʇʨʦʜʫʢʪ Bel VPN Client ʠʩʧʦʣʴʟʫʝʪ ʚʩʪʨʦʝʥʥʫʶ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʫʶ ʙʠʙʣʠʦʪʝʢʫ, ʨʘʟʨʘʙʦʪʘʥʥʫʶ 
ɿɸʆ çɸʚʝʩʪè. 

Bel VPN Client ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʪʨʝʙʦʚʘʥʠʷʤ ʊʝʭʥʠʯʝʩʢʦʛʦ ʨʝʛʣʘʤʝʥʪʘ ʈʝʩʧʫʙʣʠʢʠ ɹʝʣʘʨʫʩʴ 
çʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ. ʉʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ. ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴè ï 
ʊʈ 2013/027/BY (ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʝ ʊʅʇɸ: 

- ʭʵʰʠʨʦʚʘʥʠʝ ïʉʊɹ 34.101.31-2011 (ʧʦʜʨʘʟʜʝʣ 6.9 ʨʘʟʜʝʣʘ 6); 

- ʵʣʝʢʪʨʦʥʥʘʷ ʮʠʬʨʦʚʘʷ ʧʦʜʧʠʩʴ ïʉʊɹ 34.101.45-2013 (ʧʦʜʨʘʟʜʝʣ 6.2 ʨʘʟʜʝʣʘ 6; ʧʦʜʨʘʟʜʝʣ 
7.1 ʨʘʟʜʝʣʘ 7; ʪʘʙʣʠʮʘ ɹ1 ʧʨʠʣʦʞʝʥʠʷ ɹ; ʧʨʠʣʦʞʝʥʠʝ ɼ) 

- ʰʠʬʨʦʚʘʥʠʝ ʠ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ï ʉʊɹ 34.101.31-2011 (ʧʦʜʨʘʟʜʝʣ 6.4 ʨʘʟʜʝʣʘ 6); 

- ʛʝʥʝʨʘʮʠʷ ʩʣʫʯʘʡʥʳʭ ʜʘʥʥʳʭ ï ʉʊɹ 34.101.47-2012 (ʧʦʜʨʘʟʜʝʣ 6.2 ʨʘʟʜʝʣʘ 6); 

- ʫʧʨʘʚʣʝʥʠʝ ʢʣʶʯʘʤʠ ï ʉʊɹ 34.101.66-2014 (ʧʨʠʣʦʞʝʥʠʝ ɸ), ʫʧʨʘʚʣʝʥʠʝ 
ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʤʠ ʢʣʶʯʘʤʠ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʦʝ ʆɸʎ; 

- ʬʦʨʤʘʪ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʩʧʠʩʢʦʚ ʦʪʦʟʚʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ï ʉʊɹ 34.101.19-2012 (ʨʘʟʜʝʣʳ 
6, 7, 8); 

- ʪʨʝʙʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ï ʉʊɹ 34.101.27-2011 (ʢʣʘʩʩ 1). 
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4. ʃʧʦʫʩʧʤʵ ʯʞʤʧʪʫʦʧʪʫʡ ʝʡʪʫʩʡʚʬʫʡʛʙ 

ʇʝʨʝʜ ʠʥʩʪʘʣʣʷʮʠʝʡ çʂʣʠʝʥʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʡ Bel VPN Client-M 4.1è ʤʦʞʥʦ 
ʫʙʝʜʠʪʴʩʷ ʚ ʮʝʣʦʩʪʥʦʩʪʠ ʜʠʩʪʨʠʙʫʪʠʚʦʚ, ʠʩʧʦʣʴʟʫʷ ʫʪʠʣʠʪʫ avverify, ʨʘʟʤʝʱʝʥʥʫ  ʁʥʘ 
ʧʦʩʪʘʚʣʷʝʤʦʤ ʜʠʩʢʝ. 

 

ɼʣʷ ʚʳʯʠʩʣʝʥʠʷ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʜʠʩʪʨʠʙʫʪʠʚʘ, ʩʢʦʧʠʨʫʡʪʝ ʜʠʩʪʨʠʙʫʪʠʚ ʠ ʫʪʠʣʠʪʫ 
ʥʘ ʢʦʤʧʴʶʪʝʨ ʠ ʚʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ (ʫʢʘʟʘʚ ʧʫʪ ɹʢ ʬʘʡʣʫ), ʥʘʧʨʠʤʝʨ: 

avverify ïmk belvpn_clientm_4.1.15981.apk 

ʇʦʣʫʯʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʩʨʘʚʥʠʪʝ ʩ ʵʪʘʣʦʥʥʳʤ ʟʥʘʯʝʥʠʝʤ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ, 
ʟʘʧʠʩʘʥʥʳʤ ʚ ʬʘʡʣ hashes ʠʟ ʩʦʩʪʘʚʘ ʜʠʩʪʨʠʙʫʪʠʚʘ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʩʪʨʦʢʠ ʚʠʜʘ: 

<hash> <file_name>,  

ʛʜʝ 

<hash> ï ʵʪʘʣʦʥʥʦʝ ʟʥʘʯʝʥʠʝ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ 

<file_name> ï ʠʤʷ ʬʘʡʣʘ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʧʦʜʩʯʠʪʘʥʘ ʢʦʥʪʨʦʣʴʥʘʷ ʩʫʤʤʘ. 

 

ɼʣʷ ʚʳʯʠʩʣʝʥʠʷ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʜʣʷ ʬʘʡʣʘ ʜʠʩʪʨʠʙʫʪʠʚʘ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ 
ʩʨʘʚʥʝʥʠʷ ʩ ʵʪʘʣʦʥʥʳʤ ʟʥʘʯʝʥʠʝʤ ʚʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ (ʫʢʘʟʘʚ ʧʫʪ ɹʢ ʬʘʡʣʫ), 
ʥʘʧʨʠʤʝʨ: 

avverify ïmk belvpn_clientm_4.1.15981.apk hash_from_file, 

ʛʜʝ 

hash_from_file ï ʵʪʘʣʦʥʥʦʝ ʟʥʘʯʝʥʠʝ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʜʣʷ ʬʘʡʣʘ 
belvpn_clientm_4.1.15981.apk, ʩʢʦʧʠʨʦʚʘʥʥʦʝ ʠʟ ʬʘʡʣʘ hashes. 

 

 

4.1. ʁʦʪʫʙʤʤʸʯʡʸ çBel VPN Client-Mè 

ɼʦʩʪʘʚʴʪʝ ʥʘ ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʬʘʡʣʳ ʩ ʜʠʩʪʨʠʙʫʪʠʚʦʤ çBel VPN Client-Mè.  

ʅʘ ʤʦʙʠʣʴʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʚʳʙʝʨʠʪʝ ʧʨʝʜʣʦʞʝʥʠʝ ʅʘʩʪʨʦʡʢʠ ï> ʇʨʠʣʦʞʝʥʠʷ ʠ 
ʨʘʟʨʝʰʠʪʝ ʫʩʪʘʥʦʚʢʫ ʧʨʠʣʦʞʝʥʠʡ ʠʟ ʥʝʠʟʚʝʩʪʥʳʭ ʠʩʪʦʯʥʠʢʦʚ. 

 

ɿʘʪʝʤ ʚʳʧʦʣʥʠʪʝ ʫʩʪʘʥʦʚʢʫ ʧʨʠʣʦʞʝʥʠʷ belvpn_clientm_4.1.15981.apk. 
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ʈʠʩʫʥʦʢ 1 

 

ʇʨʦʜʫʢʪʫ ʥʝʦʙʭʦʜʠʤʳ ʩʣʝʜʫʶʱʠʝ ʨʘʟʨʝʰʝʥʠʷ: 

¶ STORAGE ï ʠʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ SD-ʢʘʨʪʳ (ʥʘ SD-ʢʘʨʪʝ ʤʦʞʝʪ 
ʩʦʟʜʘʚʘʪʴʩʷ ʢʘʪʘʣʦʛ S-Terra, ʛʜʝ ʤʦʛʫʪ ʩʦʭʨʘʥʷʪʴʩʷ ʠ ʯʠʪʘʪʴʩʷ ʬʘʡʣʳ ʩ ʣʦʢʘʣʴʥʦʡ 
ʧʦʣʠʪʠʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʝʨʪʠʬʠʢʘʪʥʳʤʠ ʟʘʧʨʦʩʘʤʠ, ʣʠʮʝʥʟʠʝʡ ʥʘ ʧʨʦʜʫʢʪ ʠ ʪ.ʧ.). 

¶ NETWORK COMMUNICATION ï ʥʝʦʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʚ ʠʥʪʝʨʥʝʪ (ʜʣʷ 
ʫʩʪʘʥʦʚʣʝʥʠʷ ʟʘʱʠʱʝʥʥʦʛʦ ʩʦʝʜʠʥʝʥʠʷ). 

¶ RECEIVE_BOOT_COMPLETED ï ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʜʝʡʩʪʚʠʡ ʥʘ ʩʪʘʨʪʝ ʩʠʩʪʝʤʳ: 
ʟʘʛʨʫʟʢʠ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ, ʩʣʝʜʷʱʝʡ ʟʘ 
ʧʨʘʚʠʣʘʤʠ firewall ʧʨʦʜʫʢʪʘ. 

¶ AFFECTS BATTERY ï ʦʪʢʣʶʯʝʥʠʝ ʩʧʷʱʝʛʦ ʨʝʞʠʤʠ 

ʅʘʞʠʤʘʡʪʝ ɼʘʣʝʝ, ʧʦʢʘ ʥʝ ʧʦʷʚʠʪʩʷ ʢʥʦʧʢʘ ʋʩʪʘʥʦʚʠʪʴ. ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ 
ʋʩʪʘʥʦʚʠʪʴ, ʚʳʧʦʣʥʠʪʩʷ ʫʩʪʘʥʦʚʢʘ Bel VPN Client-M (ʈʠʩʫʥʦʢ 2).  
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ɼʣʷ ʟʘʚʝʨʰʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ ɻʦʪʦʚʦ, ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʜʘʣʴʥʝʡʰʘʷ ʠʥʠʮʠʘʣʠʟʘʮʠʷ 
ʇʨʦʜʫʢʪʘ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ ʧʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ, ʠʣʠ ʥʘʞʤʠʪʝ ʆʪʢʨʳʪʴ, 
ʯʪʦʙʳ ʩʨʘʟʫ ʟʘʧʫʩʪʠʪʴ Bel VPN Client-M ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʫʩʪʘʥʦʚʢʠ. 
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5. ʁʦʡʯʡʙʤʡʠʙʯʡʸ Bel VPN Client-M ʨʩʡ ʨʞʩʛʧʥ ʠʙʨʬʪʣʞ 

ʇʨʠ ʧʝʨʚʦʤ ʟʘʧʫʩʢʝ Bel VPN Client-M ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ çʙʠʦʣʦʛʠʯʝʩʢʘʷè 
ʠʥʠʮʠʘʣʠʟʘʮʠ ̫ʛʝʥʝʨʘʪʦʨʘ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ, ʘ ʪʘʢʞʝ ʟʘʧʨʦʰʝʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘ  ̫
ʠʥʬʦʨʤʘʮʠ ̫ʠʟ ʣʠʮʝʥʟʠʠ ʥʘ ʇʨʦʜʫʢʪ, ʢʦʪʦʨʫʶ ʥʫʞʥʦ ʚʟʷʪʴ ʠʟ ʣʠʮʝʥʟʠʠ ʥʘ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ çʂʣʠʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʡ Bel VPN 
Client-M 4.1è, ʚʭʦʜʷʱʝʡ ʚ ʧʝʯʘʪʥʦʤ ʚʠʜʝ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ. 

ʇʨʠʤʝʯʘʥʠʝ: ʠʥʦʛʜʘ ʫʜʦʙʥʝʝ ʟʘʨʘʥʝʝ ʧʦʜʛʦʪʦʚʠʪʴ ʬʘʡʣ ʩ ʣʠʮʝʥʟʠʦʥʥʦʡ 
ʠʥʬʦʨʤʘʮʠʝʡ agent.lic, ʪʦʛʜʘ ʧʨʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ Bel VPN Client-M ʥʝʦʙʭʦʜʠʤʳʝ 
ʜʘʥʥʳʝ ʙʫʜʫʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʧʦʣʫʯʝʥʳ ʠʟ ʵʪʦʛʦ ʬʘʡʣʘ. 

ʇʨʠʤʝʨ ʬʘʡʣʘ agent.lic (ʥʝʜʦʧʫʩʪʠʤʳ ʧʨʦʙʝʣʳ ʤʝʞʜʫ ʥʘʟʚʘʥʠʝʤ ʧʦʣʷ, ʟʥʘʢʦʤ ñ=ò ʠ 
ʟʥʘʯʝʥʠʝʤ ʧʦʣʷ): 

[license]  

CustomerCode=test  

ProductCode=CLIENTM  

LicenseNumber=1  

LicenseCode=1234567890AACDDF  

ʌʘʡʣ agent.lic ʜʦʣʞʝʥ ʙʳʪʴ ʨʘʟʤʝʱʝʥ ʚ ʧʘʧʢʝ S-Terra, ʚʣʦʞʝʥʥʦʡ ʚ Android External 
Storage Directory. ʇʫʪʴ ʢ Android External Storage Directory ʩʪʨʦʛʦ ʥʝ 
ʨʝʛʣʘʤʝʥʪʠʨʫʝʪʩʷ, ʥʦ ʥʘ ʧʨʘʢʪʠʢʝ ʦʙʳʯʥʦ ʙʳʚʘʝʪ /sdcard/S - Terra  ʣʠʙʦ 

/mnt/sdcard/S - Terra .  

ʇʦʜ ʪʝʨʤʠʥʦʤ "External Storage" ʧʦʥʠʤʘʝʪʩʷ ʜʠʩʢ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʜʦʩʪʫʧʝʥ ʢʘʢ 
ʚʥʝʰʥʝʝ ʭʨʘʥʠʣʠʱʝ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ, ʝʩʣʠ ʢ ʥʝʤʫ ʧʦʜʢʣʶʯʠʪʴ, ʥʘʧʨʠʤʝʨ, 
ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʧʦ USB, ʨʘʙʦʪʘʶʱʝʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Android. 

 

ɺʥʘʯʘʣʝ ʠʥʠʮʠʘʣʠʟʘʮʠʠ Bel VPN Client-M ʥʘ ʜʠʩʧʣʝʡ ʙʫʜʝʪ ʚʳʚʝʜʝʥʦ ʣʠʮʝʥʟʠʦʥʥʦʝ 
ʩʦʛʣʘʰʝʥʠʝ ʦ ʧʨʘʚʝ ʧʦʣʴʟʦʚʘʥʠʷ ʇʨʦʜʫʢʪʦʤ (ʈʠʩʫʥʦʢ 3). 
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ɺ ʩʣʫʯʘʝ ʧʨʠʥʷʪʠʷ ʫʩʣʦʚʠʡ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, ʙʫʜʝʪ ʟʘʧʨʦʰʝʥʘ ʠʥʬʦʨʤʘʮʠʷ 
ʦ ʣʠʮʝʥʟʠʠ ʥʘ ʇʨʦʜʫʢʪ (ʈʠʩʫʥʦʢ 4). ɺʚʝʜʠʪʝ ʜʘʥʥʳʝ ʠ ʥʘʞʤʠʪʝ ʇʨʦʜʦʣʞʠʪʴ. 
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ʈʠʩʫʥʦʢ 4 

 

ɼʘʣʝʝ ʠʥʠʮʠʘʣʠʟʠʨʫʝʪʩʷ ʛʝʥʝʨʘʪʦʨ ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ. ʀʟʤʝʥʷʡʪʝ ʧʦʣʦʞʝʥʠʝ 
ʫʩʪʨʦʡʩʪʚʘ ʚ ʧʨʦʩʪʨʘʥʩʪʚʝ, ʧʦʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʠʥʠʮʠʘʣʠʟʘʮʠʷ (ʈʠʩʫʥʦʢ 5). 

 

ʈʠʩʫʥʦʢ 5 

 

ʇʦʩʣʝ ʵʪʦʛʦ Bel VPN Client-M ʛʦʪʦʚ ʢ ʵʢʩʧʣʫʘʪʘʮʠʠ. ʀʩʧʦʣʴʟʫʷ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ 
ʇʨʦʜʫʢʪʘ, ʚʳʧʦʣʥʠʪʝ ʥʝʦʙʭʦʜʠʤʳʝ ʥʘʩʪʨʦʡʢʠ.  
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6. ʇʨʡʪʙʦʡʞ ʡʦʫʞʩʭʞʢʪʙ çʃʤʡʞʦʫʙ ʚʞʠʧʨʙʪʦʧʪʫʡ ʥʧʚʡʤʵʦʧʜʧ 
Bel VPN Client-M 4.1è 

ʅʘʩʪʨʦʡʢʘ ʠ ʫʧʨʘʚʣʝʥʠʝ çʂʣʠʝʥʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʦʛʦ Bel VPN Client-M 4.1è 
ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. ʇʨʠ ʟʘʧʫʩʢʝ çBel VPN 
Client-Mè ʥʘ ʵʢʨʘʥʝ ʧʦʷʚʣʷʝʪʩʷ ʛʣʘʚʥʘʷ ʬʦʨʤʘ (ʈʠʩʫʥʦʢ 6).  

ʀʟʥʘʯʘʣʴʥʦ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ: ʉʣʫʞʙʳ IKE/IPsec, ʆ ʧʨʠʣʦʞʝʥʠʠ 
ʠ ʧʫʥʢʪʳ ʤʝʥʶ: ɸʚʪʦʙʣʦʢʠʨʦʚʢʘ. ʆʩʪʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʧʦʩʣʝ ʟʘʧʫʩʢʘ 
ʩʣʫʞʙ IKE/IPsec. ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʵʪʠ ʩʣʫʞʙʳ, ʥʘʜʦ ʫʩʪʘʥʦʚʠʪʴ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ 
ʉʣʫʞʙʳ IKE/IPsec. 

 

ʇʦʜʨʦʙʥʦ ʚʩʝ ʵʣʝʤʝʥʪʳ ʬʦʨʤʳ ʠ ʤʝʥʶ ʦʧʠʩʘʥʳ ʚ ʨʘʟʜʝʣʝ çɻʣʘʚʥʘʷ ʬʦʨʤʘè. 

 

ʏʪʦʙʳ ʚʳʧʦʣʥʠʪʴ ʧʨʦʮʝʜʫʨʫ ʨʝʛʠʩʪʨʘʮʠʠ ʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʦʩʪʘʣʴʥʳʤ ʥʘʩʪʨʦʡʢʘʤ 
ʇʨʦʜʫʢʪʘ, ʧʦʟʚʦʣʷʶʱʠʤ ʩʦʟʜʘʪʴ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ (LSP), ʟʘʧʫʩʪʠʪʝ 
ʩʣʫʞʙʳ IKE/IPsec. 

 

 

ʈʠʩʫʥʦʢ 6 

6.1. ʉʞʜʡʪʫʩʙʯʡʸ ʨʧʤʵʠʧʛʙʫʞʤʸ 

ʈʝʞʠʤ ʣʦʛʠʥʘ ʚ ʧʨʦʜʫʢʪ ʤʦʞʝʪ ʙʳʪʴ ʠʥʪʝʨʘʢʪʠʚʥʳʤ (ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʧʨʘʚʠʣʴʥʦ 
ʚʚʝʩʪʠ ʠʤʷ ʠ ʧʘʨʦʣʴ) ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠʤ (ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʦʭʨʘʥʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʠʟ 
ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ). ʀʟʤʝʥʠʪʴ ʨʝʞʠʤ ʣʦʛʠʥʘ ʤʦʞʥʦ ʯʝʨʝʟ ʤʝʥʶ ʛʣʘʚʥʦʡ ʬʦʨʤʳ. 
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1.1.1 ʁʦʫʞʩʙʣʫʡʛʦʴʢ ʩʞʟʡʥ ʤʧʜʡʦʙ ʛ ʈʩʧʝʬʣʫ 

ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʩʪʘʨʪʘ ʩʣʫʞʙ IKE/IPsec ʚʳʜʘʝʪʩʷ ʦʢʥʦ ʣʦʛʠʥʘ (ʈʠʩʫʥʦʢ 7). 

 

 

ʈʠʩʫʥʦʢ 7 

 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʦʣʴ ʯʘʩʪʠʯʥʦ ʩʢʨʳʚʘʝʪʩʷ. ɽʩʣʠ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʞʦʢ ʇʦʢʘʟʘʪʴ 
ʧʘʨʦʣʴ, ʪʦ ʧʘʨʦʣʴ ʙʫʜʝʪ ʧʦʢʘʟʘʥ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ.  

ɺʚʝʜʠʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʘʨʦʣʴ ʠ ʥʘʞʤʠʪʝ ʇʨʦʜʦʣʞʠʪʴ. ʀʟʥʘʯʘʣʴʥʦ: ʠʤʷ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ï user, ʧʘʨʦʣʴ ʧʫʩʪʦʡ. ʕʪʘ ʧʦʜʩʢʘʟʢʘ ʧʦʷʚʣʷʝʪʩʷ ʚ ʦʢʥʝ ʣʦʛʠʥʘ, ʧʦʢʘ ʥʝ 
ʠʟʤʝʥʠʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʣʠ ʧʘʨʦʣʴ. 

ɽʩʣʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ ʆʪʢʘʟʘʪʴʩʷ, ʪʦ ʨʝʛʠʩʪʨʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʚʳʧʦʣʥʠʪʩʷ, ʩʣʫʞʙʳ 
IKE/IPsec ʙʫʜʫʪ ʦʩʪʘʥʦʚʣʝʥʳ. ɼʣʷ ʧʦʩʣʝʜʫʶʱʠʭ ʧʦʧʳʪʦʢ ʣʦʛʠʥʘ ʥʘʜʦ ʩʥʦʚʘ ʟʘʧʫʩʪʠʪʴ 
ʩʣʫʞʙʳ IKE/IPsec. 

ʇʨʠ ʫʩʧʝʰʥʦʤ ʣʦʛʠʥʝ ʙʫʜʝʪ ʚʳʜʘʥʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʯʪʦ ʣʦʛʠʥ 
ʧʨʦʠʟʚʝʜʝʥ, ʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʘʝʪ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʧʫʥʢʪʘʤ ʤʝʥʶ ʛʣʘʚʥʦʡ ʬʦʨʤʳ. 

ɺ ʩʣʫʯʘʝ ʚʚʦʜʘ ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʧʘʨʦʣʷ ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ 
ʧʦʚʪʦʨʠʪʴ ʧʦʧʳʪʢʫ (ʈʠʩʫʥʦʢ 8). ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ ɼʘ ʧʦʚʪʦʨʥʦ ʚʳʜʘʝʪʩʷ ʦʢʥʦ 
ʣʦʛʠʥʘ. ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʣʦʛʠʥʘ ʩʯʝʪʯʠʢ ʜʦʧʫʩʪʠʤʳʭ ʧʦʧʳʪʦʢ ʣʦʛʠʥʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ 
ʚ ʠʩʭʦʜʥʦʝ ʟʥʘʯʝʥʠʝ ï 10. ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʢʥʦʧʢʫ ʅʝʪ, ʩʣʫʞʙʘ IKE/IPsec ʙʫʜʝʪ 
ʦʩʪʘʥʦʚʣʝʥʘ. 
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ʈʠʩʫʥʦʢ 8 

ɼʦʧʫʩʢʘʶʪʩʷ ʜʝʩʷʪʴ ʥʝʫʜʘʯʥʳʭ ʧʦʧʳʪʦʢ ʣʦʛʠʥʘ ʧʦʜʨʷʜ. ɿʘʪʝʤ ʙʫʜʝʪ ʚʳʜʘʥʦ 
ʩʦʦʙʱʝʥʠʝ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʴ ʟʘʙʣʦʢʠʨʦʚʘʥè. (ʈʠʩʫʥʦʢ 9). ʇʦʩʣʝ ʥʘʞʘʪʠʷ ʥʘ ʢʥʦʧʢʫ 
ʇʨʦʜʦʣʞʠʪʴ ʩʣʫʞʙʘ IKE/IPsec ʙʫʜʝʪ ʦʩʪʘʥʦʚʣʝʥʘ. 

 

 

ʈʠʩʫʥʦʢ 9 

 

ʇʨʠ ʜʘʣʴʥʝʡʰʠʭ ʧʦʧʳʪʢʘʭ ʣʦʛʠʥʘ, ʜʘʞʝ ʢʦʨʨʝʢʪʥʳʭ, ʙʫʜʝʪ ʚʳʜʘʚʘʪʴʩʷ ʩʦʦʙʱʝʥʠʝ, 
ʧʨʠʚʝʜʝʥʥʦʝ ʚʳʰʝ. ʅʦʨʤʘʣʴʥʘʷ ʨʘʙʦʪʘ ʩ ʧʨʦʜʫʢʪʦʤ ʚ ʜʘʥʥʦʡ ʩʠʪʫʘʮʠʠ ʥʝʚʦʟʤʦʞʥʘ. 

ʈʝʰʠʪʴ ʧʨʦʙʣʝʤʫ ʤʦʞʥʦ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

 ɺ ʅʘʩʪʨʦʡʢʘʭ ʫʩʪʨʦʡʩʪʚʘ ʚʦʡʜʠʪʝ ʚ ɼʠʩʧʝʪʯʝʨ ʧʨʠʣʦʞʝʥʠʡ.  

 ɺʳʙʝʨʠʪʝ ʧʨʦʜʫʢʪ Bel VPN Client-M. 

 ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʯʠʩʪʠʪʴ ʜʘʥʥʳʝ. ʇʦʜʪʚʝʨʜʠʪʝ ʫʜʘʣʝʥʠʝ ʜʘʥʥʳʭ. 

 ɺʩʝ ʜʝʡʩʪʚʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ ʧʨʦʜʫʢʪʘ (ʜʘʥʥʳʝ ʣʠʮʝʥʟʠʠ, ʣʦʢʘʣʴʥʘ ̫ʧʦʣʠʪʠʢʘ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʝʨʪʠʬʠʢʘʪʳ, ʩʝʢʨʝʪʥʳʝ ʢʣʶʯʠ, ʥʘʯʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʛʝʥʝʨʘʪʦʨʘ 
ʩʣʫʯʘʡʥʳʭ ʯʠʩʝʣ ʠ ʪ.ʧ.) ʙʫʜʫʪ ʫʜʘʣʝʥʳ.  

 ɼʘʣʝʝ ʩʣʝʜʫʝʪ ʟʘʧʫʩʪʠʪʴ ʧʨʦʜʫʢʪ ʠ ʟʘʥʦʚʦ ʚʳʧʦʣʥʠʪʴ ʠʥʠʮʠʘʣʠʟʘʮʠʶ ʠ ʥʘʩʪʨʦʡʢʫ 
ʧʨʦʜʫʢʪʘ. 

 

 

1.1.2 ɹʛʫʧʥʙʫʡʰʞʪʣʡʢ ʩʞʟʡʥ ʤʧʜʡʦʙ ʛ ʈʩʧʝʬʣʫ 

ʇʨʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ ʣʦʛʠʥʘ ʚ ʇʨʦʜʫʢʪ (ʙʝʟ ʚʳʜʘʯʠ ʦʢʥʘ ʟʘʧʨʦʩʘ ʣʦʛʠʥʘ) 
ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʦʧʳʪʢʘ ʣʦʛʠʥʘ ʩ ʠʤʝʥʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʝʤ, ʩʦʭʨʘʥʝʥʥʳʤʠ ʚ 
ʣʦʢʘʣʴʥʳʭ ʥʘʩʪʨʦʡʢʘʭ.  
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ʇʦ ʫʤʦʣʯʘʥʠʶ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʣʦʛʠʥ ʦʪʢʣʶʯʝʥ. ʋʩʪʘʥʦʚʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʨʝʞʠʤ 
ʣʦʛʠʥʘ ʤʦʞʥʦ ʧʨʠ ʧʦʤʦʱʠ ʬʣʘʞʢʘ ɸʚʪʦʤʘʪʠʯʝʩʢʠʡ ʣʦʛʠʥ, ʜʦʩʪʫʧʥʦʛʦ ʚ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʫʥʢʪʝ ʤʝʥʶ (ʈʠʩʫʥʦʢ 10).  

6.2. ɼʤʙʛʦʙʸ ʭʧʩʥʙ 

ʇʦʩʣʝ ʨʝʛʠʩʪʨʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʪʘʥʦʚʷʪʩʷ ʜʦʩʪʫʧʥʳ ʚʩʝ ʵʣʝʤʝʥʪʳ ʠ ʚʩʝ ʧʫʥʢʪʳ 
ʤʝʥʶ ʛʣʘʚʥʦʡ ʬʦʨʤʳ (ʈʠʩʫʥʦʢ 10). 

ʇʨʠʤʝʯʘʥʠʝ: ʧʨʠ ʥʘʩʪʨʦʡʢʝ Bel VPN Client-M ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʚʦʠ, 
ʨʘʥʝʝ ʩʦʟʜʘʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ 
ʨʘʟʤʝʱʝʥʳ ʚ ʧʘʧʢʝ S-Terra, ʚʣʦʞʝʥʥʦʡ ʚ Android External Storage Directory. 

 

 

ʈʠʩʫʥʦʢ 10 
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1.1.3 ʅʞʦʷ ʜʤʙʛʦʧʢ ʭʧʩʥʴ 

ʊʥʞʦʡʫʵ ʨʙʩʧʤ ɻ

ɼʣʷ ʩʤʝʥʳ ʧʘʨʦʣʷ ʚʳʙʝʨʠʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʫʥʢʪ ʤʝʥʶ (ʈʠʩʫʥʦʢ 10). ʇʦʷʚʠʪʩʷ 
ʦʢʥʦ (ʈʠʩʫʥʦʢ 11). ɺʚʝʜʠʪʝ ʩʪʘʨʳʡ ʧʘʨʦʣʴ ʠ ʜʚʘ ʨʘʟʘ ʥʦʚʳʡ ʧʘʨʦʣʴ. ʅʘʞʤʠʪʝ 
ʇʨʦʜʦʣʞʠʪʴ. 

 

 

ʈʠʩʫʥʦʢ 11 

 

ɺ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʡ ʩʤʝʥʳ ʧʘʨʦʣʷ ʧʦʷʚʠʪʩʷ ʫʚʝʜʦʤʣʝʥʠʝ: 

ʇʘʨʦʣʴ ʫʩʧʝʰʥʦ ʩʤʝʥʝʥ. 

ɽʩʣʠ ʧʝʨʝʜ ʫʩʧʝʰʥʦʡ ʩʤʝʥʦʡ ʧʘʨʦʣʷ ʙʳʣ ʟʘʜʘʥ ʥʝʠʥʪʝʨʘʢʪʠʚʥʳʡ ʣʦʛʠʥ, ʪʦ 
ʥʝʠʥʪʝʨʘʢʪʠʚʥʳʡ ʣʦʛʠʥ ʦʪʢʣʶʯʘʝʪʩʷ ʠ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

ʇʘʨʦʣʴ ʫʩʧʝʰʥʦ ʩʤʝʥʝʥ. ʅʝʠʥʪʝʨʘʢʪʠʚʥʳʡ ʣʦʛʠʥ ʦʪʢʣʶʯʝʥ. 

 

ʊʥʞʦʡʫʵ ʨʧʤʵʠʧʛʙʫʞʤʸ 

ɼʣʷ ʩʤʝʥʳ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʳʙʝʨʠʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʧʫʥʢʪ ʤʝʥʶ (ʈʠʩʫʥʦʢ 10). 

ɺ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ (ʈʠʩʫʥʦʢ 12) ʥʘʜʦ ʚʚʝʩʪʠ ʧʘʨʦʣʴ ʧʨʝʜʳʜʫʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʤʷ 
ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʜʚʘ ʨʘʟʘ ʥʦʚʳʡ ʧʘʨʦʣʴ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʦʣʠ ʯʘʩʪʠʯʥʦ ʩʢʨʳʚʘʶʪʩʷ. ɽʩʣʠ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʞʦʢ ʇʦʢʘʟʘʪʴ 
ʧʘʨʦʣʴ, ʧʘʨʦʣʠ ʙʫʜʫʪ ʧʦʢʘʟʘʥʳ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ. 

ʀʤʷ ʥʦʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ ʜʦʣʞʥʦ ʙʳʪʴ ʧʫʩʪʳʤ.  
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ʈʠʩʫʥʦʢ 12 

 

ʅʘʞʤʠʪʝ ʥʘ ʇʨʦʜʦʣʞʠʪʴ, ʯʪʦʙʳ ʚʳʧʦʣʥʠʪʴ ʧʦʧʳʪʢʫ ʩʤʝʥʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 

ɺ ʩʣʫʯʘʝ ʫʩʧʝʭʘ ʚʳʜʘʝʪʩʷ ʫʚʝʜʦʤʣʝʥʠʝ: 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʫʩʧʝʰʥʦ ʩʤʝʥʝʥ.  

ʃʠʙʦ, ʝʩʣʠ ʧʝʨʝʜ ʫʩʧʝʰʥʦʡ ʩʤʝʥʦʡ ʧʦʣʴʟʦʚʘʪʝʣʷ ʙʳʣ ʟʘʜʘʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʣʦʛʠʥ, ʪʦ 
ʨʝʞʠʤ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʣʦʛʠʥʘ ʦʪʢʣʶʯʘʝʪʩʷ ʠ ʚʳʜʘʝʪʩʷ ʩʦʦʙʱʝʥʠʝ: 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʫʩʧʝʰʥʦ ʩʤʝʥʝʥ. ɸʚʪʦʤʘʪʠʯʝʩʢʠʡ ʣʦʛʠʥ ʦʪʢʣʶʯʝʥ. 

 

ɹʛʫʧʥʙʫʡʰʞʪʣʡʢ ʤʧʜʡʦ 

ʋʩʪʘʥʦʚʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʨʝʞʠʤ ʣʦʛʠʥʘ ʤʦʞʥʦ ʧʨʠ ʧʦʤʦʱʠ ʬʣʘʞʢʘ 
ɸʚʪʦʤʘʪʠʯʝʩʢʠʡ ʣʦʛʠʥ, ʜʦʩʪʫʧʥʦʛʦ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʧʫʥʢʪʝ ʤʝʥʶ (ʈʠʩʫʥʦʢ 10). 
ʌʣʘʞʦʢ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʙʨʦʰʝʥ. 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʬʣʘʞʢʘ ʧʦʷʚʣʷʝʪʩʷ ʦʢʥʦ (ʈʠʩʫʥʦʢ 13), ʚ ʢʦʪʦʨʦʤ ʥʘʜʦ ʚʚʝʩʪʠ ʧʘʨʦʣʴ 
ʪʝʢʫʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʦʣʴ ʯʘʩʪʠʯʥʦ ʩʢʨʳʚʘʝʪʩʷ. ɽʩʣʠ ʫʩʪʘʥʦʚʠʪʴ ʬʣʘʞʦʢ ʇʦʢʘʟʘʪʴ 
ʧʘʨʦʣʴ, ʪʦ ʧʘʨʦʣʴ ʙʫʜʝʪ ʧʦʢʘʟʘʥ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ.  

 

 

ʈʠʩʫʥʦʢ 13 

 

ʇʨʠ ʩʙʨʦʩʝ ʬʣʘʞʢʘ ɸʚʪʦʤʘʪʠʯʝʩʢʠʡ ʣʦʛʠʥ, ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʪʚʝʨʜʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
ʠʥʪʝʨʘʢʪʠʚʥʦʛʦ ʣʦʛʠʥʘ (ʈʠʩʫʥʦʢ 14). 
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ʈʠʩʫʥʦʢ 14 

 

ʇʨʠʤʝʯʘʥʠʝ: ʨʝʞʠʤ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʣʦʛʠʥʘ ʦʪʢʣʶʯʘʝʪʩʷ ʧʨʠ ʩʤʝʥʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ 
ʧʨʠ ʠʟʤʝʥʝʥʠʠ ʧʘʨʦʣʷ.  

 

ɹʛʫʧʚʤʧʣʡʩʧʛʣʙ 

ɺʢʣʶʯʝʥʥʳʡ ʨʝʞʠʤ ʘʚʪʦʙʣʦʢʠʨʦʚʢʠ ʧʦʟʚʦʣʷʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʩʣʫʞʙʳ 
IKE/IPsec ʧʦʩʣʝ ʧʝʨʝʭʦʜʘ ʫʩʪʨʦʡʩʪʚʘ ʚ ʥʝʠʥʪʝʨʘʢʪʠʚʥʳʡ (ʩʧʷʱʠʡ) ʨʝʞʠʤ ʧʦ ʠʩʪʝʯʝʥʠʠ 
ʟʘʨʘʥʝʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʚʨʝʤʝʥʠ. 

ʅʘʩʪʨʦʡʢʠ ʘʚʪʦʙʣʦʢʠʨʦʚʢʠ ʚʳʟʳʚʘʝʪʩʷ ʧʨʠ ʚʳʙʦʨʝ ʧʫʥʢʪʘ ʤʝʥʶ ɸʚʪʦʙʣʦʢʠʨʦʚʢʘ 
ʛʣʘʚʥʦʡ ʬʦʨʤʳ. 

ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʘʚʪʦʙʣʦʢʠʨʦʚʢʠ ʥʫʞʥʦ ʚʳʩʪʘʚʠʪʴ ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʠ ʚʚʝʩʪʠ ʚʨʝʤʷ 
ʦʞʠʜʘʥʠʷ ʚ ʩʝʢʫʥʜʘʭ (ʚʨʝʤʷ ʤʝʞʜʫ ʧʝʨʝʭʦʜʦʤ ʫʩʪʨʦʡʩʪʚʘ ʚ ʥʝʠʥʪʝʨʘʢʪʠʚʥʳʡ ʨʝʞʠʤ ʠ 
ʘʢʪʠʚʘʮʠʝʡ ʘʚʪʦʙʣʦʢʠʨʦʚʢʠ) (ʈʠʩʫʥʦʢ 15). 

 

 

ʈʠʩʫʥʦʢ 15 

 

ɺʨʝʤʷ ʦʞʠʜʘʥʠʷ ʜʦʣʞʥʦ ʙʳʪʴ ʙʦʣʴʰʝ ʠʣʠ ʨʘʚʥʦ 0. ɽʩʣʠ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʨʘʚʥʦ 0, ʪʦ 
ʘʢʪʠʚʘʮʠʷ ʘʚʪʦʙʣʦʢʠʨʦʚʢʠ ʧʨʦʠʩʭʦʜʠʪ ʩʨʘʟʫ ʧʦʩʣʝ ʧʝʨʝʭʦʜʘ ʚ ʥʝʠʥʪʝʨʘʢʪʠʚʥʳʡ 
ʨʝʞʠʤ.  

ʇʨʠ ʘʢʪʠʚʘʮʠʠ ʘʚʪʦʙʣʦʢʠʨʦʚʢʠ: 

¶ ʚʳʧʦʣʥʷʝʪʩʷ ʦʩʪʘʥʦʚʢʘ ʩʣʫʞʙ IKE/IPsec; 

¶ ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʳʜʘʝʪʩʷ ʫʚʝʜʦʤʣʝʥʠʝ: "ɸʢʪʠʚʠʨʦʚʘʥʘ ʘʚʪʦʙʣʦʢʠʨʦʚʢʘ"; 

¶ ʝʩʣʠ ʥʘʞʘʪʴ ʥʘ ʫʚʝʜʦʤʣʝʥʠʝ, ʧʨʦʠʩʭʦʜʠʪ ʚʳʟʦʚ ʛʨʘʬʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ 
ʧʨʦʜʫʢʪʘ, ʫʚʝʜʦʤʣʝʥʠʝ ʧʨʠ ʵʪʦʤ ʫʜʘʣʷʝʪʩʷ. 

 

ɽʩʣʠ ʧʦʩʣʝ ʧʝʨʝʭʦʜʘ ʚ ʥʝʠʥʪʝʨʘʢʪʠʚʥʳʡ ʨʝʞʠʤ, ʥʦ ʜʦ ʠʩʪʝʯʝʥʠʷ ʚʨʝʤʝʥʠ ʦʞʠʜʘʥʠʷ, 
ʫʩʪʨʦʡʩʪʚʦ ʧʝʨʝʰʣʦ ʚ ʠʥʪʝʨʘʢʪʠʚʥʳʡ ʨʝʞʠʤ, ʥʠʢʘʢʠʭ ʩʧʝʮʠʘʣʴʥʳʭ ʜʝʡʩʪʚʠʡ ʥʝ 
ʜʝʣʘʝʪʩʷ. 
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1.1.4 ʖʤʞʥʞʦʫʴ ʡʦʫʞʩʭʞʢʪʙ ʜʤʙʛʦʧʢ ʭʧʩʥʴ 

ʉʣʫʞʙʳ IKE/IPsec ï ʫʩʪʘʥʦʚʢʘ ʠʣʠ ʩʙʨʦʩ ʬʣʘʞʢʘ ʟʘʧʫʩʢʘʝʪ ʠʣʠ ʦʩʪʘʥʘʚʣʠʚʘʝʪ 
ʩʣʫʞʙʫ VPN. ʇʨʠ ʵʪʦʤ ʙʫʜʝʪ ʧʦʢʘʟʘʥʦ ʩʦʩʪʦʷʥʠʝ ʩʣʫʞʙʳ.  

ɽʩʣʠ ʩʣʫʞʙʘ ʚʢʣʶʯʝʥʘ, ʪʦ ʚʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʩʦʩʪʦʷʥʠʷ: 

¶ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʦ, 

¶ ʥʝ ʩʦʝʜʠʥʝʥ, 

¶ ʥʝ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥ, 

¶ ʩʝʪʝʚʘʷ ʟʘʱʠʪʘ ʦʪʢʣʶʯʝʥʘ.  

ɽʩʣʠ ʩʣʫʞʙʘ ʦʩʪʘʥʦʚʣʝʥʘ, ʪʦ ʙʫʜʝʪ ʚʳʚʝʜʝʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʥʘʜʧʠʩʴ ï ʉʣʫʞʙʘ 
IKE/IPsec ʦʩʪʘʥʦʚʣʝʥʘ. ʇʦʩʣʝ ʦʩʪʘʥʦʚʢʠ ʩʣʫʞʙ ʚʩʝ ʟʘʱʠʱʝʥʥʳʝ ʩʦʝʜʠʥʝʥʠʷ 
ʟʘʢʨʳʚʘʶʪʩʷ. ʇʨʦʜʫʢʪ çBel VPN Client-Mè ʜʝʘʢʪʠʚʠʨʫʝʪʩʷ ʜʦ ʩʣʝʜʫʶʱʝʛʦ ʩʪʘʨʪʘ 
ʩʣʫʞʙ IKE/IPsec. ʈʝʘʣʴʥʘʷ ʨʘʙʦʪʘ ʧʨʦʜʫʢʪʘ çBel VPN Client-Mè ʚʦʟʤʦʞʥʘ ʪʦʣʴʢʦ ʧʦʩʣʝ 
ʟʘʧʫʩʢʘ ʩʣʫʞʙ IKE/IPsec. ɽʩʣʠ ʥʫʞʥʦ ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʫʜʘʣʠʪʴ ʟʘʱʠʱʝʥʥʦʝ ʩʦʝʜʠʥʝʥʠʝ 
ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʩʣʫʞʙʳ IKE/IPsec. ʆʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ ʪʨʝʙʫʝʪ 
ʧʦʜʪʚʝʨʞʜʝʥʠʷ (ʈʠʩʫʥʦʢ 16). 

 

 

ʈʠʩʫʥʦʢ 16 

 

ʇʦʜʨʦʙʥʦʝ ʩʦʩʪʦʷʥʠʝ ʩʣʫʞʙ IKE/IPsec ʦʪʨʘʞʝʥʦ ʚ ʇʨʠʣʦʞʝʥʠʠ, ʚ ʨʘʟʜʝʣʝ çʉʦʩʪʦʷʥʠʝ 
ʩʣʫʞʙ IKE/IPsecè. 

ʇʦʢʘʟʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʝʜʠʥʝʥʠʷʭ ï ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʢʫʱʠʭ 
ISAKMP ʠ IPsec ʩʝʩʩʠʷʭ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʥʫʞʥʦ ʫʩʪʘʥʦʚʠʪʴ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʬʣʘʞʦʢ.  

ʂʦʥʬʠʛʫʨʘʮʠʷ IKE/IPsec ï ʚ ʵʪʦʤ ʨʘʟʜʝʣʝ ʟʘʜʘʝʪʩʷ (ʨʝʜʘʢʪʠʨʫʝʪʩʷ) ʣʦʢʘʣʴʥʘʷ 
ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʝʨʪʠʬʠʢʘʪʳ ï ʨʘʟʜʝʣ, ʚ ʢʦʪʦʨʦʤ ʤʦʞʥʦ ʫʧʨʘʚʣʷʪʴ ʩʝʨʪʠʬʠʢʘʪʘʤʠ. 

ɿʘʜʘʪʴ ʦʙʱʠʡ ʢʣʶʯ (preshared key) ï ʨʘʟʜʝʣ, ʚ ʢʦʪʦʨʦʤ ʟʘʜʘʝʪʩʷ ʦʙʱʠʡ ʢʣʶʯ. 

ʅʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ï ʨʘʟʜʝʣ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʠʨʦʚʘʥʠʷ ʩʦʙʳʪʠʡ. 

ʆ ʧʨʠʣʦʞʝʥʠʠ ï ʨʘʟʜʝʣ, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʇʨʦʜʫʢʪʝ. 

 

 

ɼʘʣʝʝ ʨʘʩʩʤʦʪʨʠʤ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʦʪʜʝʣʴʥʳʝ ʨʘʟʜʝʣʳ ʥʘʩʪʨʦʝʢ. 

6.3. ʃʧʦʭʡʜʬʩʙʯʡʸ IKE/IPsec 

ɺ ʨʘʟʜʝʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ IKE/IPsec ʤʦʞʥʦ ʩʦʟʜʘʪʴ, ʧʦʩʤʦʪʨʝʪʴ ʠʣʠ ʦʪʨʝʜʘʢʪʠʨʦʚʘʪʴ 
ʪʝʢʫʱʫʶ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʢʦʥʬʠʛʫʨʘʮʠʶ), ʣʠʙʦ ʚʦʦʙʱʝ ʦʪʢʣʶʯʠʪʴ 
ʩʝʪʝʚʫʶ ʟʘʱʠʪʫ.  
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ʈʠʩʫʥʦʢ 17 

 

ʉʦʟʜʘʪʴ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʥʝʩʢʦʣʴʢʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʠʩʧʦʣʴʟʫʷ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ï ʧʫʥʢʪ ʤʝʥʶ ʉʦʟʜʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ. 

¶ ʧʦʜʛʦʪʦʚʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ ʚ ʪʝʢʩʪʦʚʦʤ ʚʠʜʝ ʠ ʚʚʝʩʪʠ: 

¶ ʯʝʨʝʟ ʙʫʬʝʨ ʦʙʤʝʥʘ ï ʧʫʥʢʪ ʤʝʥʶ ɺʚʝʩʪʠ ʢʦʥʬʠʛʫʨʘʮʠʶ ʢʘʢ ʪʝʢʩʪ (ʯʝʨʝʟ 
ʙʫʬʝʨ ʦʙʤʝʥʘ), 

¶ ʟʘʛʨʫʟʠʪ ɹʠʟ ʬʘʡʣ ï ʧʫʥʢʪ ʤʝʥʶ ɿʘʛʨʫʟʠʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ ʠʟ ʬʘʡʣʘ. 

 

ʅʘʩʪʨʦʡʢʘ çBel VPN Client-Mè ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʦʧʠʩʘʥʘ ʚ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʨʘʟʜʝʣʝ ʇʨʠʣʦʞʝʥʠʷ. 
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ɺʥʝʩʪʠ ʠʩʧʨʘʚʣʝʥʠʷ ʚ ʣʦʢʘʣʴʥʫʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ, ʠʩʧʦʣʴʟʫʷ 
ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ï ʧʫʥʢʪ ʤʝʥʶ ʉʦʟʜʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʶ, ʣʠʙʦ ʨʝʜʘʢʪʠʨʫʷ 
ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ ï ʈʝʜʘʢʪʠʨʦʚʘʪʴ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ. 

 

ʆʧʠʰʝʤ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʧʨʠ ʚʳʙʦʨʝ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ 
ʠʥʪʝʨʬʝʡʩʘ ʜʘʥʥʦʛʦ ʨʘʟʜʝʣʘ. 
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1.1.5 ʈʧʣʙʠʙʫʵ ʣʧʦʭʡʜʬʩʙʯʡʷ 

ɺ ʪʝʢʩʪʦʚʦʤ ʧʦʣʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʝʢʫʱʘʷ ʣʦʢʘʣʴʥʘʷ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʣʝ ʥʝ 
ʨʝʜʘʢʪʠʨʫʝʪʩʷ. 

 

 

ʈʠʩʫʥʦʢ 18 

 

 














































