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JlnueH3snoHHoe CornaweHue
S 0 erra o npase nonb3oBaHus lNpoayktom Bel VPN Client
B E L npousBoacTea UM «C-Teppa Ben»

© 2008 - 2012 LM «C-Teppa ben». Bce npasa 3alymLLEHbI.

Hactosiwee JlnueHsnoHHoe CornaweHne onpegensieT ycroBUS MCMOMb30BaHMS 3aKOHHO MpPUOBGpPEeTeHHOro
Mpoaykta Bel VPN Client (ganee - Usgenusi) KoHeuHbiM [Monb3oBaTtenemM (PU3NYECKUM WU HOPUONYECKUM
NULOM, yKa3aHHbIM B JInueH3um Ha ucnonb3oBaHue NpoaykTa, ABNAKLLENCS HEOTbEMMEMON YacTbio HACTOSLLEro
JInueHsmoHHoro Cornawenuns). MNpegmetom Hactosiwero JluueHsnoHHoro CornawleHus sBnNAeTcs BO3Me3aHas
nepepaya KoHeuHomy Nonb3oBaTtento HEUCKNIOUNTENBHBIX HENEpeLaBaeMbIX NpaB Nonb3oBaHus N3genvem.

Mog Wspgenuem noHMmaeTcs KoMmnfekc o6beKkToB (MporpamMMHbIX CpeacTB, HocuTenenm uHdopmauuu, koaa
nporpamMmmHbIxX MMpoaykToB, AOKYMEHTAUMN B NEeYaTHOW M 3MeKTPOHHOM dhopmax), BKNYeHHbIX B Cneuundukaumio
Komnnekra N3genus.

RLHjdd] &tyil dMftsd LseaOl! Mw IIstsdzr ¢ 9 COyjmbe,j fjtemisda
O fjtdmEatz® Ctikf i slsjtc fd Lso Olsj dzv) d dai ftoj HdOL dzOYj dz
RM sdzr L 59 Odzd J RLHjdzdw o ftsydrs MmMdmlsj ig0r d/ ddzd o ddzr n
[ dyjdzeL dsdzdetsd s #5G dzOM j dad W .

Nsgenue moxeT BKNOYaTb KOMMOHEHTbI (MporpaMMHble CPeAcTBa, MH(OPMaUUOHHbIE HOCUTENW U npo4vee) oT
TpeTbMx NocTaBLMKOB. KoHeuHbIn Monb3oBaTenb noslyyaeT NnpaBa Ha UCMONb30BaHME 3TUX KOMMOHEHT Ha OCHOBE
NuueHsnn u JinueHsnoHHbIx CornalleHnii 3TMX NOCTaBLUMKOB, KOTOPbIE ABNATCA B COBOKYNHOCTU HEOTHEMIIEMOW
YacTblo HacTosLwero JluueHanoHHoro CornatueHus.

W3penve B nonHom komnnekTte nepegaetcs KoHeyHomy Nonb3oBaTento Ha ycnoBusix HacToawero JIMueH3noHHoro
CornatueHus.

M3genue n ero KOMMNOHEHTbI ABMSOTCS MHTENNEKTyanbHON COOCTBEHHOCThIO [lpom3BogmTenst U, Npu HanmuM4mu
TpeTbMX MNOCTaBLUUKOB, WHTENMEKTyarbHON COOCTBEHHOCTbIO TPETbUX MOCTaBLUMKOB U 3alLMLLAOTCS
3akoHogartenscTBoM Pecnybnukn Benapycb 06 aBTOpCKOM NpaBe Ha 06beKTbl MHTENNeKTyanbHOM CO6CTBEHHOCTM.

YctaHoBka W3genusa nocne npegbsisneHuss KoHeyHomy [Monb3oBatento Tekcta JlMueHsmoHHoro CornaileHus
paccmatpuBaeTca kKak cornacue KoneuyHoro [lonb3oBatens ¢ ycnosusiMv JluueHsnmoHHoro CornawleHuns u
BCTYMIEHNE €ro B 3aKOHHYIO Cuily, nocne 4ero Hactosiwee JivueHsnoHHoe CornaileHve B COOTBETCTBUM CO CT.
403 paxpgaHckoro Kogekca Pecnybnukn Benapyce umeet cuny gorosopa mexay KoHeuHbim lMonb3oBartenem u
Mpounssogutenem Uspenua (UM «C-Teppa Beny).

|_|pl/l Hann4mm KOMMOHEHT TpeTbuX NOCTaBLUNKOB npOM3BOﬂ,VITeJ'Ib ABNAEeTCA 3aKOHHbIM U NMOJIHOMOYHbIM
npencraBuTernieM TpeTbux nocTtaBLKMKOB, €Clin o6paTHoe HE OroBopeHo B JInueHanoHHbIx CornatueHmsx TpeTbux
NOCTaBLUMKOB UMK B APYrUX OOKYyMeHTaXx, pernameHTUpyrLinx OTHOLUEeHUA Mexay KoHeuHbIM [Monb3oBaTtenem u
TPETbMMU NOCTaBLUUNKaMN.

Bce KOMNOHEHTbI TpeTbMX MOCTaBLUMKOB OOBbeAUHAIOTCA B MnporpammHbii [poaykT (KoMmnekc) B npouecce
yctaHoBku N3penusa. KoHeuyHbln Monb3oBatenb MMeeT NpaBO Ha KONMpPOBaHWE, YCTaHOBKY M 3KChnyaTauuio BCex
KOMMOHEHT TpeTbMX NOCTaBLUMKOB, MOCTABMEHHbIX B COCTaBe M3genus TOnbko B cocTaBe paboT, CBSA3aHHbIX C
aKcnnyaTtaumen Msgenusa. KonvpoBaHue, pacnpocTpaHeHue, yCTaHOBKa M 3KCnnyataums oTAeNbHbIX KOMMOHEHT
ABMSAOTCA HapyweHneM Hactoswero JiueHanoHHoro CornalleHusi u aBTOpPCKUX npas kak [Mpounssoautens, Tak u
TPeTbMX MOCTaBLUMKOB (ecnu obpaTHoe He oroBopeHo B JMueH3usx M JIMueH3anoHHbIx CornaweHusix TpeTbux
MOCTaBLLMKOB).

KoHeuHbIn [Monb3oBaTenb MOXET yCTaHaBnMBaTb W MWCMONb30BaTb B paMKax HacToswero JIMLeH3MOHHOro
CornaweHuss Tonbko ofHy konuio (eauHuuy) MN3pgenuss m He umeeT npaBa yCTaHaBnvMBaTb M UCMONb30BaTb
Gonbluee KonnyecTBo konun (eanHny) Napgenus.

KoHeuyHbI [lonb3oBaTenb He UMeeT npaBa pacnpocTpaHsaTb Msgenve B popmax npegocTaBneHus goctyna
TPETbMM INULAM K BOCNPOU3BEAEHMIO UM K BOCNPOU3BEAEHHbIM B NMtobon hopMe KoMnoHeHTam U3genus nytem
npogaxwu, npokaTa, c4adyn BHaeM, NPeaoCcTaBneHns B3aMbl MU MHBIMU APYrMMY cnocobamm OTYYKOEeHMS.

KoHeuHbin [lonb3oBatenb He uMeeT npaBa AgucaccembnupoBaTb, AeKoMnunuMpoBaTb (NpeobpasoBbiBaTb
OGUHapHbIV KO B MCXOAHBIV TEKCT) NpOrpamMmmbl 1 ApyrMe KOMMOHEHTbI M3genusi, BHOCUTL Kakne-nmbo n3MeHeHus B
OVHapHbIA KOO MporpaMM U COBeplUiaTb OTHOCUTENbHO WM3penus gpyrve OencTBusi, Hapyluawwme HOpPMbl
Pecnybnvnkn Benapycb u mexgyHapoOHble HOPMbl MO aBTOPCKOMY MpaBy M WCMOMb30BAHMKO MPOrpaMMHbIX
CPEeAcCTB.

Hactosiwee JlmueHsnoHHoe CornaileHne BCTynaeT B CUITy C MOMEHTa YyCTaHOBKM WM3genva v OencTByeT Ha
NPOTS>KEHUN BCErO CPOKa MUcnonb3oBaHus Msgenus.
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HeucnonHeHne TpeGoBaHWi HacTosiwero JluueHanoHHoro CornaweHus sBnseTcs HapyweHuem 3akoHa
Pecny6nmku benapycbk oT 16.05.1996 r. «O6 aBTOpCKOM NpaBe M CMEXHbIX MpaBax» U NpecreayeTcs No 3aKOoHy.

Hactoswee JlnueHnsmoHHoe Cornawenve npegoctaBnseT KoHeuyHomy [Nonb3oBaTtento OrpaHWyeHHble rapaHTuu,
cocTosiLne B TOM, YTO

1. B cny4ae, ecnu B xoge akcnnyatauuun M3genusa KoneuHbim MNonb3oBatenem nnm nobbiv TpeTbnm nuuom byaet
obHapyxeHa KputnyHas Npobnema, MNMpounssogutens Usgenus (UIN «C-Teppa beny) obecneynBaerT:

a) WHdopMUpoBaHMe [OCTYMHbIMM cnocobamu KoHeuHoro [Monb3oBaTenss o cywectBoBaHUM KpuUTUYHOIA
MpoGnembl u 0 cnocobax ee ycTpaHeHu st

6) 6ecnnatHoe npegocTaBneHve oOBHOBMNEHWMM nporpaMmmHoro obecnedeHus [lpoussBogutena WMspenusa, B
KOTOpbIX ycTpaHeHbl KputnyHble MNpobnemsi.

Mpumeyanue 1. NapaHTUHOE 0653aTenbCTBO 1 BasnpyeTcsa Ha crieaytollemM onpeaeneHun: KputnyHas MNMpobnema
3aKnyaeTca B TOM, 4YTo M3genve, BcneacTBue owmnbK/M B NpOrpaMmmMHOM o6ecrneyeHnm, He BbIMONTHAET OCHOBHbIE
dyHKUMKM Ge30nacHOCTU, a MMEHHO LnpoBaHne Tpadumka U KOHTPOMb AOCTyNa, YTO NPUBOAUT K HapYLUEHWUIO
6esonacHocTu cetn KoHeyvHoro Nonb3oBaTens.

Mpumeyanune 2. OGHOBEHMS! MPOrpaMMHOro obecrneyeHusi B COOTBETCTBUM C rapaHTUHLIM 06sA3aTeNlbCcTBOM N.16
npegocTasnsoTcsa no 3anpocy KoHeyHoro Monb3oBaTtens v no Mepe pa3paboTku 0GHOBNEHWIA.

2. Ecnn KoHeuHbl Nonb3oBaTtens obHapyxut B TedeHue 90 (geBsiHOcTa) gHeM cO OHA nocTasku W3genus
aedektbl B cocTaBe WH(OPMALMOHHBIX HOCUTENEW WU HEKOMMNEKTHOCTb WM3genusa, TO WH(OpPMaLMOHHbIE
HocuTenu OyayT 3aMeHeHbl, a KOMMIEKTHOCTb M3genna BoccTaHoBneHa. o ucteveHnn 90 OHel nNpeTeH3uun
KoHneuHoro [lonb3oBatens no HEKOMMMEKTHOCTM u3genus wunn pgedekrtam Hocutenen wuHdopmaumm
paccmaTtpuBaTtbcs He OyayT.

HacTtoswee JlnueHanoHHoe CornallieHne He COAEPXUT HUKaKMX rapaHTMm no noctaBke, PYHKLUMOHAaNbHOCTM U
cooTBeTCTBUIO N3penusa nobbiM TexHnYeckum TpeboBaHusiM, cTaHaapTam 1 yCcroBusiM. 3T BONPOChl OTHOCATCS K
obnacTM nUUEH3MpoBaHUS [eSTeNbHOCTU MOCTaBlUMKa, cepTudmkaumm W3genns u ero KOMMOHEHT B
YCTaHOBMIEHHOM MOpsiAke, AOrOBOPOB O MOCTaBKE, TEXHWYECKOM COMPOBOXOEHUM U TEXHUYECKOW MopdepXKe U
pernameHTUpYTCst B paMKax OTAeNbHbIX JOKYMEHTOB.

HacToswee JlnuensnoHHoe CornalueHune (B pamkax 3akoHogatenctea Pecnybnvku Benapycb n ecnv npotueHoe
He OroBOpPeHO B BWAE OTAENbHOTO AOMOSNHUTENBLHOrO cornaweHns ¢ KoHeuHbiM [lonb3oBatenem) He
pernaMmeHTMpyeT BOMPOCbI TEXHUYECKUX, OPraHM3auMOHHbIX W MPOYMX BO3MOXHbIX MNpobrem, CBSA3aHHbIX C
aKcnnyartaumen M3genust u BO3MOXHbIX MatepuarnbHbiX, (PUHAHCOBbLIX U Mpoymx noTepb KoHeyHoro Monb3oBaTtens
B pe3ynbTaTte akcnnyaTtauum Nagenus.

Cpok pencrtesusa Hactosiwero JlnueHsnoHHoro CornalleHus pacnpoCcTpaHseTcs Ha BeCb Mepuod SKchfyataumm
MN3penua KoHeuyHbim [lonb3oBatenem. [enctBue Hactosiwero JlvueHanoHHoro CornaweHnss MoXeT ObiTb
npekpawieHo no peweHnto KoHeyHoro [Monb3oBatens. B atom crnydae KoHeuHbl [lonb3oBaTenb AO0OMKEH
YHUUYTOXUTb BCE WH(OPMAaLMOHHbIE HOCUTENW, codepXalwime Kog W npoyne MHAPOPMALMOHHBIE KOMMOHEHTbI
W3penus, Bkniovas UHgopmMauunio Ha BHYTPEeHHUX HocuTenax Msgenusa. MNpekpalweHue genctsns JIMLEH3MOHHOMO
CornaweHnuss no uHuunaTtnee KoHedHoro [lonb3oBaTens siBNsieTcs OOHOCTOPOHHEN [O0OPOBONBHOW akuuen
KoHeuHoro Nonb3oBaTtens u He 9BnseTca NpeaMeToM Ans B3anMopacHeToB U APYrnxX XO3SNCTBEHHbIX onepaLmn.

Mporpammubin Mpoaykt CuctemHaa bubnmnoteka GNU libc asnseTtca cBobogHO pacnpocTpaHAembIM
MpooyktoM u ucnonb3yeTcss B coctaBe WM3pgenua 6e3 kakux nnbo mogmdumkauuim B COOTBETCTBUM C
nnueHsmen "The GNU General Public License" (http://www.gnu.org/licenses/licenses.html).

MS-DOS, Windows, Windows 98/NT/2000/XP/Vista/7 sBnsTCS TOProBbIMU MapkaMu komnaHmm Microsoft
Corporation B CLLUA v B gpyrunx ctpaHax.

Sun Solaris 1 Java sBRSOTCA TOProBbIMU Mapkamu koMmnaHum Sun Microsystems, Inc 8 CLUA n B apyrux
CTpaHax.

Cisco, Cisco PIX Firewall, Cisco 10S Router, CiscoWorks, CiscoWorks VPN/Security Management
Solution, CiscoWorks Management Center for VPN Routers, CiscoWorks Management Center for PIX
Firewall asnatotca ToproseiMu Mmapkamu komnaHum Cisco Systems B CLLUA n B Apyrnx cTpaHax.

N3pgenue Bknwoyaetr B cebsa nporpammHoe obecnedeHue, HanucaHHoe 3pukom Anrom (Eric Young.
eay@cryptsoft.com)

Opyrue HasBaHusa koMmnaHum u MNMpoayKToB, yNnoMsiHYTLIE B HacTosiweMm JluueHsnoHHoMm CornalleHum M B cocTaBe
WH(POPMALIMOHHBIX UCTOYHWKOB W3genuns MoOryt €BMASATbLCA  3aperucTpupoBaHHbIMU - TOProBbIMW  MapKamm
COOTBETCTBYIOLWMX WM KOMMaHUW. YMNOMWHaHWe HanmmeHoBaHuW, [1poAyKTOB, TOProBbIX MapoK TpeTbux
OpraHusaumi UCKIMYUTENBHO HedOpMarbHO U He SABMSETCS HWU NOOOEPXKKOW, pekoMmeHAaumnen nmbo pekrnamoi.
UMM «C-Teppa ben» He HeceT kakoW-NIMGO OTBETCTBEHHOCTU B OTHOLLIEHMM paboTOCNOCOBHOCTM 1M MCNONb30BaHUS
aTux MNpoaykTos.

HaneuyartaHo B Pecnybnvke bBenapycb
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UM «C-Teppa ben»

220012, r. MuHck, yn. YepHbiwesckoro, 4. 12A, ocuc 702.
Ten.: (+375 17) 280 6000

dakc: (+375 17) 280 7867

an.noyta: info@s-terra.b

http://www.s-terra.by
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

1. Ha3HavyeHWe U Gy HK

MpoaykTt Bel VPN Client npeaHasHaveH ans 3awutbl 1 punsTpaumm Tpadmka npoToKOOB
cemenctea TCP/IP.

3awumTta Tpacuka Bel VPN Client ocyliecTBnsieTca B pamMmkax MexayHapoaHbIX CTaH4apToB
IKE/IPsec:

9 Security Architecture for the Internet Protocol — RFC2401

1 IP Authentication Header (AH) — RFC2402

1 IP Encapsulating Security Payload (ESP) — RFC2406

1 Internet Security Association and Key Management Protocol (ISAKMP) —

RFC2408

1 The Internet Key Exchange (IKE) — RFC2409

1 The Internet IP Security Domain of Interpretation for ISAKMP (DOI) - RFC2407.
Mporpammubin npoaykt Bel VPN Client o6ecneunBaerT:

1 3awmTy Tpaduka Ha ypoBHe ayTeHTMdMKaunn/inpoBaHNS CETEBbLIX NAKETOB
no npotokonam IPsec AH n/vnu IPsec ESP

1 ayTeHTUdDUKALMIO NONb30BaTENs U ayTEHTUMKALMIO y3a CeTu

1 nakeTHylo oUnNbTpaUnto Tpadmka C UCTONb30BaHNeM MHAOPMaLK B MOSX
3arofioBKOB CETEBOI0 U TPaHCMOPTHOrO YPOBHEN

1 cobbITMIHOE NPOTOKONMPOBaHME

1 peanusauuto 3agaHHON OUCLUUMAVHBI B3aMMOAENCTBMUSA (ayTeHTMdMKaumio n/unm
3awmTy Tpadmka) 4N KaKAoro 3allMLLeHHOro coeanHeHus, 4oCTyn B 3a4aHHOM
3aLMLLEHHOM peXxuMe TOMbKO Afs 3aperncTpMpoBaHHbIX, B TOM Yniche 1 Ans
MOBUIbHBIX NAPTHEPOB MO B3aMMOOENCTBMIO

1 perynupyemyto CTOMKOCTb 3almThl Tpadmka

1 MackmpoBKy afpecHbIX NPOCTPaHCTB 3alumLaeMbix ceTen (TyHHenumpoBaHue
Tpacpuka).
Bce atu dyHKUMM onucbiBalOTCA B dhanne nokansHon nonutukm 6esonacHoctn (LSP- Local
Security Policy). JlokanbHas nonutnka 6€3onacHOCTN onpeaensieT Kakme U3 ceTeBblX
coeguHeHUn cnegyeT 3awmiaTth, a kKakme criegyeT UCMonb30BaTh OTKPbITbIMU, Kakue
PEeXMMbI 1 anropuTMbl 3aLUTbl UCNOMb30BaTh AN KaX40ro U3 COeaANHEHUN.

Mpogyxt Bel VPN Client ncnone3syeT kpuntorpadgpudeckue 6ubnmoTekn nporpaMmmHoro
cpencTBa afekTPoHHON LmdpoBor noanmcuy u wundgposaHus "AvCrypt ver. 5.1",
pa3paboTaHHoe koMnaHuen "AsecT".

" AvCrypt ver. 5.1" peanusyeT kpunTorpaduyeckne anropuTMbl B COOTBETCTBUU CO
cTangaptamu Pecnybnuku Benapychb:

1 anroputmbl KpuntTorpadu4eckoro npeobpas3oBaHns B COOTBETCTBUM C
FocynapcTBeHHbIM cTaHgapTom Pecnybnuvkmn Benapycb TOCT 28147-89

1 dyHKUMM XELLMPOBaHMWS B COOTBETCTBUM C [OCYAapCTBEHHLIM CTaHAAPTOM
Pecnybnuku Benapyce CTB 1176.1-99

1  YHKLMKM XELUMPOBaHUS B COOTBETCTBMM C [0CyaapCTBEHHLIM CTaHA4APTOM
Pecnybnuku benapyce CTE 34.101.31-2011

1 npoueaypa BbipaboTkM 1 NPOBEPKM SMEKTPOHHOM LU POBOIM NOANUCH B
cooTBeTCcTBMM ¢ [ocyaapcTBeHHbIM cTaHaapTom Pecnybnukn benapycs CTh
1176.2-99

1 npoueaypy BbipaboTkM NceBAOCNYYanHbIX AaHHbLIX B cooTBeTCTBMM ¢ P PB
07040.1202-2003 «baHkoBckue TexHonorun. MNpoueaypbl BbIpaboTkM
nceBaoCny4YyanHbIX AaHHBIX C UCMONb30BAHNEM CEKPETHOIO NapameTpay.

Bel VPN Client sagnaeTtcs npoaykTom Ansi KOPNOPaTUBHOIO UCMOb30BaHUSA B TOM CMbICIE,
YTO MNOMUTUKY U HACTPOMKM PEXMMOB 3TOr0 NPOAYKTa OCYLLECTBNAET CUCTEMHbIV
agMUHUCTPaTOp MM agMUHMCTpaTop 6e3onacHOCTV NPeanpuATUS.

Bel VPN Client Co pyr i-TehraBel@00&0L2 7



Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

2.TpeboBaHMa Ha 6asc
COBMECTUMOCTHb

Mpoaykt Bel VPN Client pabotaeT nog ynpaBneHnem onepaumMoHHbIX CUCTEM:
1 MS Windows XP (32-bit, Bbinyck Professional) SP2/3
1 MS Windows Vista (32-bit, Beinyck Business / Enterprise / Ultimate) SP1/2
1 MS Windows 7 (32-bit, Bbinyck Professional / Enterprise / Ultimate)

MpooykT paboTaeT KOPPEKTHO Ha KOMMNbIOTEPaX C CETEBbIMM aganTepamu, KOTopble
nogaepxusatot "task offloading"”.

B vyactu peanusauum npotokonos IPsec/IKE u nx pacwupeHnui MNpoaykt cosmectum ¢ Cisco
I0OSv.12.4.

B yactn yganeHHoro MoHUTOpuHra n cbopa cratucTuki ynpaeneHusi NpogykT COBMECTUM C
CiscoWorks Monitoring Center for Performance 2.0.2, Bxogsawwmm B coctaB CiscoWorks VMS
2.3.
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

3. ATpunobébyTtTb ayTeHTMN.I

TexHonorua IPsec obecneuvnBaeT ayTeHTUMKaLMIO, LUMPOBAHUE U LLIENOCTHOCTb AaHHbIX
Ha ypoBHe nepegasaeMbix |[P-nakeTos.

[nsa peanusaumm aTnx yHKUMIA TexHonorum IPsec HeobxoaumMa AononHuTenbHas
WHpopmauums, koTopas noctasnaetcsa npotokonom IKE: knoueson matepman u
cornacoBaHHas NonuTMKa 3aLlunThl.

[nsa ayTeHTUdMKaumm B3aMMOAENCTBYOLWMX CTOPOH npoTtokony IKE Heobxoauma HekoTopas
ayTeHTU(MKaUNOHHaa MHpopmaLms.

Takon ayTeHTUUKaLMoHHON MHGPOPMaLMEN MOXET ObITb:
1 npegycTaHoBneHHbIV (pasgensemein) kntod (Preshared Key)
1 ceptudmkart ctaHgapta X.509.
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

4. [lpoumacor omepeE aH a
MNHCTAUWMNOHBEGEROD a
nonb3oBaTend

MpoaykTt Bel VPN Client paccuntaH ans npuMeHeHus BHYTPU KOprnopaTuBHbIX ceTel. B Takux
CETSAX NONb30BaTeNlb HE UMEET NPaBo HAa U3MEHEHWNe NONUTKKN BesonacHoCcTH
kopnopaTusHon ceTu. MNMoatomy npoaykt Bel VPN Client paspabotaH Takum obpasom, 4To
agMuHucTpaTtop 6e3onacHOCT KopnopaTMBHON ceTn hopMmUpyeT NepPCOoHaNM30BaHHbIN
WHCTaNMAUWOHHBINA NakeT ANg KaXX4oro nonb3osatens. [1pu 9ToM OH NPOU3BOAUT HACTPONKM
ONs nonb3oBaTtensi, KOTopble COrnacytTCs C ero 4OMMKHOCTHBIMU 06513aHHOCTAMM.

[lns noAroTokM MHCTaNMSAUMOHHOMO NakeTa Nofnb3oBaTens agMUHUCTpPaTopy HeobxoaMmo
MMEeTb npenyCcTtaHOBJIEHHbIE KIH04MN, nnbo CepTl/I(bVIKaTbI OTKPbITbIX Kntoyen nonb3oBaTens, u
NoKarbHYyH NMOJINTUKY ©e3onacHocTH, npeanncaHHyro Oana 4aHHOro nonb3oBaTensa.

Mpun ncnonb3oBaHWM NpeQyCcTaHOBMEHHbIX (pa3gensembix) kntoden (Preshared Keys)
NMOAroTOBKa NEPCOHANbHOIO MHCTANMSALMOHHOIO NakeTa NoNb30oBaTeNs OCyLLeCcTBNsSETCS
MOMHOCTBI aOMUHUCTPATOPOM.

Mpu ncnonb3oBaHWM cepTUDUKATOB OTKPbLITBIX KIOYEN NOATOTOBKA MHCTANSLMOHHOIO
nakeTa norb30oBaTens OCyLLEeCTBNAETCA Mo OOHOMY U3 [IBYX CLiEeHapMWEB.

CekpeTHbIV KNntoY Norb3oBaTens, COOTBETCTBYIOLLMI OTKPBITOMY KNtouy cepTudukara,
HaxoauTcs B KOHTenHepe. KoHTenHep nMmeeT CNOXHYI0 CTPYKTYPY, B HEM COAEPXKUTCS NMUYHBIN
kntoy QUM CTB 1176.2-99, napameTpbl ACUHIT Ha ocHoBe yHKuMM xawmpoBaHma CTh
1176.1-99 n kakasa-To KntoveBas nHdopmaums, Heobxogumas ans obecneveHms 3allmTbl U
LenocTHOCTU Krtoda. CekpeTHbIV KoY MOXeT OblTb PacrnonoXeH B KOHTeWHepe, nMbo B
danne, KOTopble pasmMeLLaloTCa Ha XeCTKOM Aucke nmbo oTvyKaaeMoM HocuTene Ko4eBon
nHdopmauun, Hanpumep, AvPass u ap.

CueHapun oTNMYalTCst TEM, KTO CO34aET KMHOYEBYIO Napy Anst okanbHOro ceprudukarta
nonb3oBaTessl, BO3MOXHa U HET NPOBEpPKa COOTBETCTBUSA cepTudmKaTa nonb3oBaTtens u
CEKpETHOrO KIo4a, KOMMPYETCS UMN HET KOHTEWHEP C CEKPETHBIM KIMOYOM BO BPEMS
MHCTaNNAUMM Ha KOMNbOTEPE NOb30BaTENS.
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

4.1.

[MepBbLIW CcUEHaAapPUW

Bce gencteums No co3gaHuto Ko4eBon napbl, GOpMUPOBaHMIO 3anpoca U Co3aaHNI0
cepTudmkaTta nonb3oBaTens NPoM3BOAATCS aAMUHUCTPATOpoM 6e3onacHoCTM 1 (unu)
agMuHucTpatopom CA. B aTOM cueHapum KOHTEMHEpP C CEKPETHBIM KITF0YOM MOMeLLaeTcs
nMb0o Ha BHELLHEM YCTPOWUCTBE XpaHeHus nHopmMaLmm, NMbo B MHCTaNMSLMOHHOM doanne,
npu aTom 6yaeT npoBeaeHa NpPoBepka COOTBETCTBUS cepTudmkaTa nofb3oBaTensi 1
CEKPETHOrO KIto4a BO BPEMS CO34aHMsi MHCTaNMSILMOHHOro canna.

JewncTtBns agMnHUCTpaTopa No 3TOMYy CLIEHApUIO cneayoLmne:

il

agmuHucTpatop 6esonacHocTn unu agMuHucTpatop CA co3gaeT KoYveByo napy v
hopmMmumpyeT 3anpoc Ha Bblgadvy nokKanbHOro ceptudukaTa ¢ MOMOLLbIO YTUMNUTDI
cryptocont.exe . 3Ta yTunuTa onucana B lNpunoxexun "Ytunuta cryptocont.exe"
3anpoc Ha Bblgady cepTudmkarta nepegaetcs agmuHuctpaTopy CA npu aTom
KOHTEMHEep C MUYHBIM KIOYOM Mofb3oBaTens 0CTaeTcs Ha KOMMNboTepe
agMmuHucTpaTopa 6e3onacHocTH

agmuHuctpatop CA Ha cepBepe yaOCTOBEPSIOLLEro LieHTpa No nonyYeHHOMyY
3anpocy co3aaeT nokKanbHbIA cepTudunKkaT Nonb3oBaTeNs 1 3KCNOpTUPYET €ro B
danin. KopHeBow cepTudmkat ygoctoepsitowero LeHtpa (Trusted CA Certificate)
Takxke aKcnoptupyetcs B hann. AgmuHmucTpatop 6e3onacHocTy nony4vaet oba atu
cepTndukaTa ot agMmuHnctpaTopa CA

agMuHucTpaTop 6esonacHOCTU onpeaenseT Ans Nonb3oBaTens NokanbHy
nonuTuky 6esonacHocT (LSP), cnoco6 uHuumanusauum gatynka cryvyamHbiX Ynces
1 cosaaeT MHCTaNNALMOHHbI daiin ans nonb3oBaTtens

NMOArOTOBIIEHHbIN NHCTaNMALUMOHHbBIN ann COAEPXKNUT UCNOMNHAEMbIV Kog npoayKTa
Bel VPN Client, nepcoHanbHble HaCTPOWKK, fokanbHY NoNnTUKy 6esonacHocTtu, CA
cepTudukaT 1 nokanbHbl ceptTudmkaT nonb3oBaTtens. KOHTanHep ¢ CEKPETHbLIM
KMoYom nomeluaeTcs NnMbo Ha BHELLHEM YCTPOWCTBE XpaHeHns nHdopmaumm, nméo
B MHCTaNNsAUMOHHOM dbavine. AoMuHucTpatop 6esonacHocTu nepegaet
nonb3oBaTento NOAroTOBNEHHbIN UHCTANMALNOHHBIA NakeT, COCTOALLMI U3
WHCTannNAUMOHHOro darnna, a TaKkke KOHTenHepa C CeKpPeTHbIM KITHoHOM
Nnonb30BaTens Ha Ha BHELLHEM YCTPOWCTBE XpaHeHns uHdopmaumm.

Monb3oBaTternb, NONYy4YMB NHCTANMALUMOHHBINA NakeT, MPOU3BOAUT YCTaHOBKY NpoaykTa Bel
VPN Client Ha cBoeM koMmnbloTEpPE.

Bel VPN Client
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

42. BTopon cueHapum

CospgaHue kno4eBor napbl 1 GOPMUPOBAHME 3anpoca Ha fnoKanbHbI cepTudunkat
nonb3oBaTeNs NPon3BoaATCS agMUHUCTPATOPOM B6e30MacHOCTM UNK NoNnb3oBaTenemM Ha
KOMMbIOTEPE NOMb30BaTenNs ¢ MOMOLLBIO yTUNUTLI cryptocont . exe . [Npu 3TOM KOHTENHep ¢
CEKPETHBLIM KIMHOUYOM pa3MeLLaeTCs Ha XXeCTKOM AMCKE Ha KOMMboTepe nosb3oBartensi. B atom
CUeHapun HeBO3MOXXHa NpOBEpPKa COOTBETCTBUA cepTudmKaTa Nonb3oBaTens U CEKPETHOro
Kntova.

Hencteus agMUHUCTpPaTopa no 3ToMy CcueHapuio cneagyrowme:

1 aamuHucTpaTop 6e3onacHOCTM UMK NOMb3oBaTerNb Ha KOMMbIOTEPE MNonb3oBaTens
co3gaeT KIYeByo Napy 1 opMUpyeT 3anpoc Ha fokasbHbIA cepTudmkaTta
nonb3oBaTtens. Co3gaHHbIN 3amnpoc NocbIaeTcsl Ha CepBep YAOCTOBEPSIOLLENO
LieHTpa cepTndukaToB. [pn 3TOM KOHTEHEP C CEKPETHBLIM KITIO4YOM MOSb3oBaTers
pa3MeLLatoTCs Ha KeCTKOM AucKe.

1 agmwuHuctpatop CA Ha cepBepe yAOCTOBEPSIOLLEro LieHTpa No nosy4YeHHOMY
3anpocy co3gaeT NoKarbHbIN cepTudmKaT Nonb3oBaTeNs U SKCNOPTUPYET Ero B
danin. KopHeBow ceptudmkat yaooctosepsitowlero LeHTpa (Trusted CA Certificate)
Takke aKkcnopTupyeTcs B dhain. AaMmmHucTpatop 6e3onacHocTy nonyyaeT oba atu
cepTudmkaTa oT agMuHmctpatopa CA

1 aamwuHucTpaTop 6e3onacHOCTU Ha CBOEM paboyem MecTe onpegensieT ans
nonb3oBaTerns fiokanbHyto NonnTuky 6esonacHoctn (LSP), nokanbHble HAaCTPONMKK,
onpegensietT cnocob nHMUManuaaumMm gatymka cnyyamHbix Yncen u cosgaet
WHCTaNMSAUNOHHBINA dhann gns nonb3oBaTens

I noAroToBNEHHLIN MHCTANMALMOHHBIA ddarn COAEPKUT UCMONHAEMbIN KO, Kog
npoaykta Bel VPN Client, nepcoHanbHble HaCTPOWKK, NOKanbHY NONUTUKY
©e3onacHOCTK, NokarnbHbIA cepTudmkaTt nonb3oBatens n CA ceptudukar.
ApmuHucTpaTop 6e3onacHOCTM nepefaeT Nonb3oBaTeNto NOArOTOBMEHHbIN
WMHCTanNAUMOHHBLIN NakeT, COCTOALLMIA U3 OQHOIo MHCTANMSUMOHHOrO (hanna.

Monb3oBaTternb, NONY4YMB NHCTaNMALUMOHHbBIV NakeT, MPOU3BOAUT YCTaHOBKY NpoaykTa Bel
VPN Client Ha cBoeM koMmnbloTEpPE.

Bel VPN Client
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

43. TpetuneHapwui

Bce gencteums No co3gaHuto Ko4eBon napbl, GOpMUPOBaHMIO 3anpoca U Co3aaHNI0
cepTudukaTta nonb3oBaTeNs NPoM3BOAATCA aAMUHUCTPATOpoM 6e3onacHoCTy u(nnu)
agMuHucTpatopom CA. B aTOM cLeHapum KOHTEMHEP C CEKPETHBIM KIOYOM pasMellaeTcs Ha
KInto4YeBOM HocuTene, npu aTom OyaeT npoBeAeHa NpoBepKa COOTBETCTBUSA cepTudmkaTa
nonb3oBaTerssi U CEKPETHOrO KItoda BO BPEMS CO34aHust MHCTaNNSLMOHHOro darnna.

[ewncTtBns agMnHUCTpaTopa no 3ToMy CLieHaputo cnegyroLiue:

1 agmwuHucTpaTop 6e3onacHoCcTV unu agmmuHuctpatTop CA nHMunanmnsmpyeT KIo4eBomn
HOCUTENb, CO34aeT KITHYEBYIO Napy 1 hopMupyeT 3anpoc Ha Bbiaadvy NoKanbHOro
cepTudukaTta ¢ NOMOLLBIO YTUNNUTBI cryptocont.exe. [pu 3TOM KOHTEMHED C MUYHBIM
KMNoYOM Morb30BaTens pasmellaeTcs 3aLlulLeHHOM KIoYEBOM HOCUTENE.

1 agmuHuctpatop CA Ha cepBepe yaOCTOBEPSIOLLEro LieHTpa No nofyYeHHOMY
3anpocy co3faeT fokalnbHbI cepTUdUKaT Nonb3oBaTens u 3KCMNOPTUPYET €ro B
danin. KopHeBow cepTudpmkat ygoctoepsitowero LeHTpa (Trusted CA Certificate)
Takke aKkcnopTupyetcs B hann. AgmuHmucTpatop 6e3onacHocTy nony4vaet oba atu
cepTndukaTa ot agMmuHnctpaTopa CA

1 agmwuHucTpaTop 6e3onacHOCTW onpeaenseT Ans nofb3oBaTens NoKanbHYy
nonuTtuky 6esonacHoctn (LSP) 1 3anuceiBaeT ee B hanin.

I noAroToOBNEHHbIN MHCTANNALMOHHBLIN ddann COLEPXKUT UCMONHAEMbIN KO NPOoAyKTa
Bel VPN Client, nepcoHanbHble HaCTPOViKK, NoKanbHY0 NONMTUKY Be3onacHocTy,
CA cepTtudumkat 1 nokanbHbIN cepTudurkaTt nonb3oBaTens Co CCbISKOW
MECTOMNOSIOXEHUA KOHTENHEPA C CEKPETHBIM KIMOYOM Ha KOMMbOTEpPE
nonb3osartens. AaMuHucTpatop 6e3onacHoOCTM nepedaeT nonb3oBaTento
MOArOTOBIIEHHbIN MHCTANMSALUMOHHBINA NakeT, COCTOALWMN NMMBO U3 UHCTaNMALNOHHOTO
dharina, KoHTeHepa C CEKPETHbIM KIMOYOM MOSb30BaTENA HA BHELLIHEM KMHOYEBOM
HocuTene.

Monb3oBaTtenks, NONy4YNB MHCTANMSALMOHHbBIV NaKkeT, MPOU3BOANT YCTAHOBKY NpoaykTa Bel
VPN Client Ha cBoem KomnbloTEpE.

Bel VPN Client
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

5. WHc T a nBeWhRNZIrent

MpoaykTt Bel VPN Client pabotaeT nog ynpaBneHnem onepaLmoHHbIX CUCTEM:
1 MS Windows XP (32-bit, Bbinyck Professional) SP2/3
1 MS Windows Vista (32-bit, Beinyck Business / Enterprise / Ultimate) SP1/2
1 MS Windows 7 (32-bit, Bbinyck Professional / Enterprise / Ultimate)

YcTaHoBKa NnpoayKTa OCyLLeCTBNAETCH 3anyCKOM MHCTaNNAUMOHHOro danna,
NoAroTOBIIEHHOrO 1 NepefaHHoro agMMHUCTpaTopoM 6e30nacHOCTU NONb30BaTenNto.

WHcTannauua gomkHa npon3BoanTbCA nonb3oBaTtesieM, MMerLWnM npasa agMUHUCTpaTopa.

Mocne 3anycka danna gns ycraHosku Bel VPN Client mHcTannaumsa nponcxoguT B OAHOM U3
3 pexxumoB, KOTopbIi Obin BbIbpaH aAMUHUCTPATOPOM MpPU NOArOTOBKE MHCTANNSALNOHHOIO
danna:

1 pexum basic — OCHOBHOW pexuMm, HEeMHTepPaKTMBHas YCTaHOBKa C 3anpoCOM Ha
WHCTaNMNAUMo, BapuaHT Nno YMONYaHuio

1 pexum normal - MHTEpaKTMBHAasA yCTaHOBKA

1 pexumsilent - HemHTepakTMBHasA ycTaHOBKa 6e3 3anpocos.

Bce npoTtokonvpyemble cobbiTus npu nHcTannsaumm Bel VPN Client 6ygyT 3anuckiBatbes B
dhainn, KOTopbI 3a4an agMUHUCTPATOP NPU CO34aHUN UHCTaNMAUNOHHOIO NakeTa
nonb3oBarens.

Mpn BO3HMKHOBEHMM OLLMBOK BO BPEMS MHCTaNNSAUMm unm pabotel Mpogykra ycTtpaHute mx u
nonblTanTecb NOBTOPHO NpoBecTu nHcTannauumio MNMpoaykra. MNMpu nosiBneHnn cboes BO BpeMs
paboTbl [1poaykTa nepesarpy3nte KOMMNbIOTEP, HO €CNK Nepesarpyska He ycTpaHseT
npobnemy — obpatutechb B cnyx0y nogaepxkn no agpecy info@s-terra.by.

Mpu nuctannauum Bel VPN Client nponcxognT oTKMYeHne CTaHgapTHOMO cepBuca,
cBdA3aHHoro ¢ IPsec n IKE v nepesog ero B coctosHne Manual. B Windows XP — ato Cnyx6a
IPSEC, BHyTpeHHee Ha3BaHwue koTtopown PolicyAgent. B Windows Vista/7 — ato Cniyxba
«Mopynu kntouen IPsec ans obmeHa kniovamu B VIHTepHeTe n npotokona IP ¢ npoBepkon
NOANMHHOCTMY (BHYTPEHHEe Ha3BaHue — IKEEXT). B Windows 7 oTkntodeHue cnyxobl
Heo6X0AMMO BbINOMHUTL BPYUHYIO.

B Windows Vista/7 nponssoanutcs HacTporika wraTtHoro FireWall cepsuca (bpaHamayap
Windows). INpu yctaHoske Bel VPN Client B Windows FireWall go6aenseTtcsa HoBoe npasuio:

npaBuno Ans BXOAALLNX MNOOKIOYEHNI

umsi — CSP VPN Service — UDP allowed (predefined)

npaBumo BKITHYEHO

OencTBne — paspeLLmnTb NOAKIMYEHNE

npotokon — UDP (Bce nopTbl)

nporpaMmma — NosHbIN NyTb K YCTAHOBIIEHHOMY (hainy VPNsSve.exe
CNyX0bl — MPUMEHSITBTONBKO K Cryk6am

npodcpunm — Bce npocmnu

1 ocTanbHble NapameTpbl - N0 YMONYAHMIO.

OTM HaACTPOMKM MOXXHO MOCMOTPETHL crefyoLwmmMm obpasom: MNMaHenb ynpaBneHns —
AgmuHucTpupoBaHne — Bpangmayap Windows B pexxume noBbiLLeHHOW 6e3onacHoCTH —
MpaBuna onga BXxogaLwmnx NOAKMIOYEHNIA.

f
f
f
f
f
f
f
f
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51. PexXxunum basic

B OC Windows Vista/7 npu yctaHoske Bel VPN Client BbigaeTtcsa okHo (PucyHok 1).
Heobxoaumo paspelunTb 3anyck MHCTannsitopa — BolbepuTte npeanoxeHnet OL to j h. d Is ¢

x

ey

@ Heono3HaHHAA NPOrpaMMa XOYET NOMYYHT b AOCTYN K 3TOMY KOMNLIOTERY

He sanycHaiTe 3Ty NporpaMMy, eCnK Bel HE SHEETE, OTKYAE OHA MMM HUKOr 03 HE
MCNonNb30EanM ee,

@ normal_dient.exe
M3aaTents HemsBecTeH

= OTMeHa
A He 3HEKD, 0TKYAA E3ANACH 3Ta NPOTPEMME M 334YEM OHE HYHHA.

< PaspenmThb

A A0EEPAKD 3TOIA MporpaMMe. A 3HAKD, OTKYAS 0Ha, MK 00Naa&kD oNbIToM e
WCMONE30BaHMA,

il | CeeneHu1A

KoHTpone y4eTHeX sanucei (UAC) NoMOraeT NpenoTEPaTHTE HECAHKLWAOHWPOBaHHEIE
W3MEHEHMA Ha KOMMBHOITEPE,

PucyHok 1

3atem BbigaeTcs 3anpoc Ha nHctanngaumio Bel VPN Client (8 OC Windows XP 3T0 OKHO
nosiBNsieTC NepBbIM):

Bel ¥PN Client Setup |

\g) Bel WPM Client (3.0,9363 av) installation is ready ko begin, Do you wish o conkinue?

Aa I HeT |

PucyHok 2

Mocne HaxaTusa KHOMKK I @ipoucxoaut yCTaHOBKa npoaykra:

Bel ¥PN Client Setup

I

PucyHok 3
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MNosiBnsieTcst OKHO C MHOWMKaTOpPOM npouecca MHCTannAaunu:

i Bel ¥PN Client {av¥) Setup

Updating System

The features you zelected are currently being installed.

Time remaining: 0 zeconds

"Wize |nstallation ‘Wizard®

PucyHok 4

Ecnu B npouiecce NnoaroToBkM MHCTaNNALMOHHOIO nakeTa 6bin BeibpaH cnocob 3agaHus
OaHHbIX Anga nHmumanm3aumm RNG User  biologica | initialization on user
computer , TO NOSIBUTCS OKHO, B KOTOPOM MPOCAT BBECTU KaKyH-TO HayasbHY
WHbopMaLMo ang gartymka criydyanHblx yncen (nonb3oBaTento npeanaraeTcsi NPOn3BONbHbIM
00pa3oM HaxxMMaTb Ha KraBuLLM A0 TeX Nnop, noka He byaeTt cobpaHo focTaTovHoe
KONMYEeCTBO Clly4alHbIX AaHHbIX — 00blYHO 80 HaxaTui):

Random Number Generation

creating RBNG container
Collecting random data, please press any keys:
[

L[]

PucyHok 5
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Ecnu anga vinumnanmsaumm RNG ncnonb3yoTcs AaHHble U3 CYLLECTBYIOLLEro KOHTeHepa unm
NponcxXoauT UMMNOPT KOHTENHEpPAa M3 UHCTANNALMOHHOrO nakerta, To okHo Random Number
Generation He nosiBNseTcs.

Ecnu npoucxogut nMnopT KOHTENHEPA U3 MHCTaNNSLMOHHOIO NakeTa, a nepes

WHCTanmnsUnen yxe CyLlecTBYeT KOHTENHEP C yKasaHHbIM UMEHEM, TO OH ByaeT 3ameLleH
HOBbIM KOHTENHepoM (6e3 AONOMHMTENBbHbBIX 3anpocoB).

Mpwn nHctannsaumm B OC Windows Vista/7 nosiensietcsa okHo (PucyHok 6) ¢ 3anpocom Ha
YCTaHOBKY ApaliBepoB. Buibepute npegnoxenne —1 M j Qo dzs kMilsOdetseo d Is
HicO29 |t

x

@ He yoanock npoBepuTL K3OATENA 3THX [ paiBepos

<% He yCTaHaBNHBaThb 3TOT ApadBep
MpoeepbTe Bel-y3EN MEroTOBMTENA 000PYAOBAHWA Ha HaNM4KMe 0OHOBNEHHBIX
NPEHEEPOE ANA 3TOMD YCTPONCTES,

<» Bce paBHO YCTAaHOBATE 3TOT OpadBep
YCTaHaENMBANTE TONLKO TE APaHBEDEl, KOTOPKIE NONYYEHbl C BED-Y3Na 1K
KOMMEKT-AMCKE W3roToBuTenA obopyaoBaHIMA. HeNOANMCEHHEIE APaHEEDE! M3
APYTHX MCTOYHKUKOE MOMYT OKE3EThCA BPELOHOCHEIMIA MPOrPaMMENMA,

- | MokazaTte noapobHocTI

PucyHok 6

Ecnu nHctannauus nponcxognt B OC Windows XP u peakuusa cuctembl Windows Ha
YyCTaHOBKY HEMOANMCAHHbIX ApaniBepOB NocTaBneHa B nonoxeHne } toj H z f to j f HzGrjd
1 OMstets? § @dzj dz2 Bk tcOo ézgf tplf ¥ is@ o 52 Miseo O fipd Misj 3"
IestczH o0z dM" 0 Odedj HiCDBY § 85 & J )10 BOSMOXKHO
nosieneHue okHa (PucyHok 7) ans noatBepxaeHus yctaHoBku Ha uHtepdenc VPN Filter.
Taknx OKOH MOXeT NOSIBUTLCS HECKOMNbKO. [na NpoAomKeHNs npouecca UHCTannsaumm
Haxxmute kHorky | M j t6Oo dets  tc B Mamman BB ISTX OKOH:

YCTaHOBKa 000pY ROBaHWA

L ] 'f MNporparrHoE oOECAEYEHME, YCTAHAENHEAEMOE 005;
L

YPM Filker Minipart

HE TECTHPOBANOCE HA COBMECTHMOCTE © Windows P, [
MNogpofHes O TaKOok TECTHROOEIHMM. |

YcTaHoBKa ATOr0 NpOrpaMMHoOro oGecneYyeHua MOXKEeT
HAapYywHTE patoTy cHoTemb. Microsoft pexomennyer
NPEKPATHTE YCTAHOBKY M 0OPATHMTLCA K NOCTABWMHEY
NpoOrpaMMHOro ofiecneyeHys 3a BEPCHER, Npowenwen
NPOEEPKY HA COBMECTHMOCTL.

Bce paEHO Npoaons#iTe | | [NpekpaTuTE YoTaHOEKY I

PucyHok 7
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

[nsa oTKMoYeHNss BO3MOXHOCTU MOSIBNIEHUS TAKOr0 OKHa B onepaunoHHon cucteme Windows

XP Boante BokHO ) Otc O3 ster fsHf dMr 9 OdzdY HEEOMBEDS O 21
1 Odzd dz¢ b tcOo ezff g idz@ 0 52 Miso O MdMmbsgdiz H 5010 dzd J

1 sHfdimr e Odzd j HeG@aBPTE eferniovatens B nonoxeHne l totsf z fpmoOls !
HaxmuTe [ s

Mo okoH4aHun yctaHoBku Bel VPN Client BbigaeTcsa okHo (PucyHok 19) ¢ npegynpexaeHnem
0 HeoBX0AMMOCTU Nepesarpy3km onepaLnoHHON CUCTEMBI.

52. PeXunum nor mal

o707 pPEXUM ABNAETCA ANanoroBbiM pexxnmom.

B OC Windows Vista/7 npu yctaHoBke Bel VPN Client BblgaeTtcsi okHO (PUcyHOK 1).
Heobxoaumo paspelunTb 3anyck MHCTannsiTopa — Bolbepute npeanoxernet OL to j h. d Is ¢

MosiBnsieTca cTapToBOE OKHO BM3apaa C npurnawieHnemM K nHctannsauum (PucyHok 8):

iz Bel ¥PN Client (av) Setup o =]

Welcome to the Bel VPN Client
(av) Installation Wizard

7

[t iz strangly recaommended that you exit all Windows programs
before running thiz zetup program.

Click. Cancel ta quit the zetup pragram, then cloze any programs
wou have running. Click Mest to continue the installation,

WARMIMG: This program iz protected by copyright law and
international treaties.

[Inautharized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted to the maximum extent pozzible under law,

Wersion: 3.0.9363 av

< Back | Mest > I Cancel

PucyHok 8

Mocne HaxaTtusa kHomkn Next GyaeT OTKpPbITO OKHO BM3apAa C TEKCTOM JIMLEH3MOHHOro
CornalueHus. YcTaHOBKa nepekntovaTtens B nonoxeHue "l accept the license
agreement " genaet kHonky Next AOCTYMHOMN:

Bel VPN Client Co pyr i-TetraBel@00&8012 18



Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

iz Bel ¥PN Client (av) Setup o =]

License Agreement

Y'ou must agree with the licenze agreement below to proceesd.

JIraTe s RO ¢ O OTTAlle e O IPAk e IT0ES 0 arned [Ipogyrron Bel VPN Client il
nporzEogeTEa HIT «C-Teppa Bems © 2002 - 2009 «HIT C-Teppa Bems:. Boe mpaga
7 AL EHET

Hacromree JlrnrersomEo e COMTAIISHEE O 6Z6IIT6T VCIOEMT HCIIOIES OF AHET
maxorHo Tpuobperermroro ITpomgyera Bel VPN Client (gamee - o gemes) Konernrena

1 ates 0F aTenend [ ImInie CERM HIT FOPEARTE CERI IEQT0M, VEATAHHEDM B JIMITeH?I0 Ha
HICTIOIES OF ke [[p 0fyETa, ARIARONEHCA He OTE eMITRMI0H HaCTRI0 HACTOALETD
JlrorersrosEoro O ormanerss). [Tp e Ton HacToAero JIMITe s MOHHOT 0

I OTIATITEHEA ARLAGTCA BOSHeTIHAT Mep egada [ ob3 0B ATEII HeHCKIFOSETEIbHEL
HETIEE & [4E A6ME T I AF [TO0MBE OF AEE Flagemten.

ITog Hsmemens MoMpraeTC A EOMITIEEC MATEpHATEHED 0 BB EETOE (TIp OTp A MMEE T

CReACTE, HOCHTEIeH HEh Op MATEE, Koga Ip oTp atrees: [[pogyKTos, ZOKVIeHTAITH B ;I

| accept the licenze agreement

f* | do not accept the license agreement
Wize Installation Wizard®

Reset < Back [t Cancel

PucyHok 9

[nsa yka3aHus nanku, B KOTOpYlo OyaeT yCcTaHOBNEH NPOAYKT, HaXaTb KHOMKY Browse u
caenaTb BblIGOp:

i'-E‘ Bel ¥PN Client {av) Setup

Destination Folder

Select a folder where the application will be installed.

T he "Wize Installation ‘wfizard will inztall the files for Bel Y¥PM Client [av] in the fallawing
folder.

T o inztall inta a different folder, click the Browse button, and select another folder.
Y'ou can choose nok ta install Bel WP Client [av] by clicking Cancel to exit the 'wise
Inztallation Wizard.

" Destination Faolder

C:%Program FilezhBel WP Clienth, Browse |

Wise Installation Wizard®

< Back | et = I Cancel

PucyHok 10
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Ecnv npu co3gaHumn MHCTaNMSALMOHHOIO oanna B MHCTaNSAUMOHHBIN NakeT He Obln BKITHOYEH
KOHTEeNHep C JaHHbIMW ANnsa nHuumnanusaumm RNG, To NnosBUTCA OKHO BBOAA MHAOpMaLumn o
pasMeLLeHn KOHTEeHepa, KOTOPbIN COAEPXKUT UHULNAnNU3aumnoHHbIe JaHHble ANg AaTtyuka
cny4anHbix Yncen (PucyHok 11). [1ns 3agaHus cnocoba nHmumanmsaumm RNG HyXHO
YCTaHOBUTL NepekniovaTerib B 04HO U3 ABYX MOMOXEHUN:

1 Use biological initialization — nonb3oBartens NonpocAT 3agatb AaHHble
ONs MHUUManu3aumm gaTymka crnyvyanHbiX YUCEn.
1 Use key container - B Iz HT acnonb3oBaTbCs CyLLECTBYHOLWMNIA KOHTENHEP.

HyxHo yka3aTb MMs1 KOHTelHepa B none gontainer name §f Otc s &' dzj Bz
f & dzfontainer  password . [daTyvk criyqaviHbIX YMCen Npu KaxaoMm
NCNoNb30BaHUN 3TOro KOHTeNHepa byaeT 3a4nTbiBaTb U3 HErO0 MHOPMaLMIO U
MoanduumpoBaTb €ro.

fiz Bel ¥PN Client {av¥) Setup

Random Humber Generator initialization

Pleaze zelect the method aof the intialization

% Usze biclogical initislization

™ Use key container

LContainer name:

Container pazsword:

"Wise Installation Wizard®

¢ Back | et > I Cancel

PucyHok 11

Bel VPN Client
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Ecnu npu cosgaHumn MHCTanNsaLMOHHOro carna permcTpaunoHHble gaHHble JIMueH3nn Ha
npoaykt Bel VPN Client He 6biny BKINOYEHbI B MHCTANNAUMOHHbIN hbalin, To NOSABUTCS OKHO
ONs BBoAA AaHHbIX JIMLEH3nn Ha NpoaykT:

{5 Bel ¥PN Client {a¥) Setup _ (o x|

License Registration

Product Code: CLIEMT

Custormer Code:; I

Licenze Mumber: I

License Code: I

Wize Installation ‘wizard®

< Back | M et » I Cancel

PucyHok 12

CrtaHpapTHOe OKHO BU3apaa cooblaeT 0 roTOBHOCTM K MHCTannsumm. nsa Hayana
MHCTannAuMM Haxatb Next :

fiz Bel ¥PN Client {av¥) Setup

Ready to Install the Application

Click Mest to begin installation.

Click the Back button to reenter the ingtallation information or click Cancel to exit
the wizard.

"Wize Installation Wizard®

¢ Back | M et = I Cancel

PucyHok 13
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[anee nosiBNseTcA OKHO C MHOWMKaTOPOM npouecca MHCTannaunm:

i Bel ¥PN Client {a¥) Setup

Updating System

The features you selected are curmently being installed.

Wize Installation Wizard®

PucyHok 14

Ecnun 3agaH cnocob nHuymanmsauun RNG Use biological initialization ,TOB
CneayroLleM OKHe NOMNpPOCAT BBECTU KaKylo-TO HavanbHy0 MHopMaLmio AN aaTtynka
cny4variHbIX Yncen (nonb3oBaTtento npegnaraeTcs Nnpomn3BoSibHbIM 00pa3oM HaxXMMaTb Ha
KnaeuLn 0 Tex nop, noka He ByaeT cobpaHo AOCTAaTOYHOE KONMMYECTBO CIyYanmHbIX AaHHbIX
— 06bI4HO 80 HaxaTui):

Random Mumber Generation

creating RHG container

Collecting random data, please press any keys:
L

[1

PucyHok 15

Ecnu ansa ninumnanmsaumm RNG ncnonb3yoTces AaHHbIe U3 CYLLECTBYHIOLLErO KOHTEHepa Unm
NPOUCXOONT MMMOPT KOHTENHEPA N3 NHCTaNNALMOHHOIO nakeTa, To okHo Random Number
Generation He nosiBnaeTca
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[anbHelwee noBegenne nHctannaropa 3asmncut ot OC 1 ycTaHOBEHHON NOfb30BaTENEM
onummnl sHY dMm" 2 Odzad § H dERAHAONK B (Egnene "Pexum basic”.

Mocne 3aBepLUueHus npoLleaypbl MHCTanNnAUun Haxatb Finish:

Mo okoH4yaHuu yctaHoBku Bel VPN Client BbigaeTcs okHo (PucyHok 19) o HeobxogmmocTu
nepesarpysku onepaLnoHHON CUCTEMBI.

53. Pexum sil ent

B OC Windows Vista/7 npu yctaHoBke Bel VPN Client BblgaeTtcst okHO (PUCyHOK 1).
Heobxoaumo paspelunTb 3anyck MHCTannsitopa — Bolbepute npeanoxeHnet OL to j h. d Is ¢

B pexume silent nponcxogut yctaHoeka Bel VPN Client 6e3 3anpocos.

Bel ¥PN Client Setup

.

PucyHok 16

Ecnun 3agaH cnocob nHuymanmsauun RNG Use biological initialization ,TOB
crneayroLLeM OKHE NOMNPOCAT BBECTU KaKy-TO HayanbHy0 MHPOpMaLmio ANg aaTtyuka
cny4yariHbIX Yncen (nonb3oBaTtento npegnaraeTcs NpomM3BoSibHbIM 00pPa3oM HaxXMMaTb Ha
KnaBuLwKn 0 Tex nop, noka He 6yaeT cobpaHo JOCTaTOYHOE KONMYECTBO CryYalHbIX AaHHbIX
— 06bI4HO 80 HaxaTun):

Random Number Generation

creating RBNG container
Collecting random data, please press any keys:

L[]

PucyHok 17

Ecnu anga vinumnanmsaumm RNG ncnonb3yTcs AaHHble U3 CYLLECTBYIOLLEro KOHTeHepa unm
NponcxXoauT UMMNOPT KOHTENHEpPa M3 UHCTaNMNALMOHHOrO nakeTta, To okHo Random Number
Generation He nosiBngaeTcs

Bel VPN Client
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Mpwn nHctannsaumm B OC Windows Vista/7 noseutcsa okHo (PUcyHOK 6) ¢ 3anpocom Ha
yCTaHoBKY ApanBepoB. Bolbepute npegnoxerve — i ©Oo dzts EMisOdztso d Is!
HicO29 |t

Ecnu nuctannaums npouncxoamt B8 OC Windows XP n peakuusa cuctembl Windows Ha
YCTaHOBKY HEMOAMNNCAHHbIX ApanBepoB nocTasneHa B nonoxeHne l .o j Hizf toj f W @G ¢
T 10Mtes? § @dzj &z kY tcOo ezff g iczs@o 52 Mlso © fird Misj o3’
IestczHtsoQiz dfm" 9 Odzdj HicDBY ji 815 & | ) 1o BdsMoxHO
nosiBneHue coobueHns PucyHok 7. [Ins npoaormkeHns npouecca MHCTansaumMm HaxmmTe
kHonky | fjj tc O 9 dztes difytaftdsarkakgom M3 3TUX COOBLLEHWIA.

Mo okoH4aHuu yctaHoBku Bel VPN Client nponcxoguT nepesarpyska ornepauuoHHON CUCTEMbI
6e3 npeaynpexxaeHni.

Bel VPN Client
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

54. KonnpoBaHWUE KOHTEMNHE

Ecnv npu nogrotoBke MHCTaNNAUMOHHOIO dhanna ¢ Ucnonb3oBaHnemM ceptudukaTos bbina
yKkasaHa onuusi —cs, 1o npu uHctannauum Bel VPN Client 6ygeT nponcxoguTb konnpoBaHue
KOHTerHepa C CEKPETHBIM KITHO4OM.

Ecnv Ha MOMEHT MHCTanNsUMM He CyLLLeCTBOBANo KOHTENHepa C TEM Xe UMEHEM, B KOTOPbIV
nNponcxoauT KONMMpoBaHMeE, U KOMMPOBaHWE KOHTeNHepa NpoLLio 6e3 owmnbok, TO HUKaKMX
OONOMNHUTENbHBIX COOBLLIEHNIA U 3aNPOCOB NMOMb30BaTENIO HE BblAaeTCs.

B cnyyae, ecnu koHTelHep, B KOTOPbIN NPOUCXOANT KOMUPOBAHUE YXKE CYLLIECTBYET, TO
Bbl4AeTCs OKHO crieaytoLlero BmMaa:

i'él‘ Installer Information El

Errar 250717, Could not copy certificate container. Cantainer with
thiz name already exists.
Lo

Do yow want ta remoyve existing container and copy the container
from the installation package?

[Presz "Mo” to keep existing container and to proceed without
cohtainer copy]

LCancel |

PucyHok 18

Ecnu HaxaTb "Yes", To cyLlecTByOLWNIA KOHTeNHep ByaeT yaaneH u npoueaypa KonMpoBaHUst
OyoeT npoaormkeHa.

Ecnu HaxxaTb "NO", CyLLLeCTBYIOLLMIA KOHTENHEP OCTaHeTCsd, a npoueaypa konuposaHusa dyaet
OTMeHeHa.

Ecnun HaxaTb "Cancel”, To nHcTannauua knveHTa 6yaet npepeaHa.
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59. [lepes3sarpyskKka omeypmR U

Mocne yctaHosku Bel VPN Client B pexxumax basic n normal oTkpbIBaeTCcsi OKHO,
coobuatoLlee 0 He06XO0ANMOCTU Nepesarpy3kn onepaLMoHHON CUCTEMBI:

i’-E‘ Installer Information EI

. Y'ou muszt regtart yaur spstem for the configuration changes made
\ll) to Bel WPM Client [av) to take effect. Click Yes to restart now ar
Ma if pou plak ko manually restart later,

Yes Mo |

PucyHok 19

lMocne HaxaTtunsa KHoMKM Yes npoucxoauT nepesarpyska onepalMoHHON CUCTEMbI, a HaxaTtue
kHoMkn NO 3akpbiBaeT OKHO 6e3 nepesarpysku.
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nonb3oBaTenNnd

5.0.

CoobuweHMUHA

006

Hwxxe npuBeaeHbl TeKCTbl coobLLeHMn 06 owmnbkax, KOTopble MOryT BO3HMKaTb Npu

nHctannauum Bel VPN Client.

Tabnuua 1
TekcT coobLieHus MpumeyaHue
25001 License check failed. HenpasunbHas nuueHsns
He yaanocb nHnumnanusmposatb JCH.
Ecnu ecTb BO3MOXHOCTb, BblAaeTcs
RNG container creation failed. {Reason: npuymHa <Reason> (cm. [Owmnbka!
25006 <Reason>} Installation aborted.{RNG MCTOYHUK CCbINKM He HanaeH.]).
container path: [ins BapuaHTOB “from_container” n
<RNG_container_Source>} “from_file” BbIAAETCS NYTb K KOHTENHEpPY-
WCTOYHUKY MHpopMauum
<RNG_container_Source>
RNG container not found or invalid.
Installation aborted. He HavigeH koppekTHbln RNG KoHTewnHep.
25007 .
RNG container path: <path> |/|HCTaj'IJ'IF|LI,I/IIH npep.aHa. MNyTtb kK RNG
KOHTenHepy: <path>
roe <path> — nytb Kk RNG-KOHTENHEpY.
Copy RNG container failed. {Reason: He yp,anoc.:b conmposate RNG koHTenHep.
; {MpuumHa: <reason>} MHctannaums
25008 <reason>.} Installation aborted. Source
. . e npepsaHa. [yTb kK ncxogHomy RNG
RNG container path: <src>. Destination N .
. : KOHTelnHepy: <src>. [yTb k HoBoMy RNG
RNG container path: <dst>. 9 :
KOHTenHepy: <dst>.
Copy certificate container failed. EoeH¥eﬂ§Sngl'T Ka::ag?ig’e(;izzfp_mza;:'t
{Reason: <Reason>} Installation aborted. anee CI'III/DICIZOKpBO3MO).KHbIX - cﬂ
Source container path: A P s
25009 - L HWke. MHcTannaums npepBaHa. icxoaHbli
<Source_container_path> Destination . . .

. i KOHTewHep: <Source_container_path>
container path: Pe3ynbTupytoLwwmin KOHTenHep:
<Destination_container_path> <Destination_container_path>

25010 Copy secret key file failed. Installation He yganock ckonupoBath (ain CekpeTHOro
aborted. Kroya.
He yganock ckonvpoBaTtb cepTUdukaTHbIN
Could not copy certificate container. KoHTelHep. KoHTeliHep ¢ Takum NMeHeM
Container with this name already exists. yXe cyulectsyer.
Do you want to remove existing container XOTVIT? v BBl yAanuTb CyU-leCTBXFOU-LMVl
25011 and copy the container from the KOHTENHEP 1 CKONMpoBaTb KOHTENHEDP U3
installation package? WHCTaNNsauMoHHOro naketa?
(Press "No" to keep existing container (HaxxmunTe “No” ans Toro, 4To6bl OCTaBUTL
and to proceed without container copy) CYLLIECTBYIOLLMI KOHTEMHEP U He NPOBOAUTb
KonvpoBaHue)
Product "<Product_name version>" was Bbin o6HapyxeH npogykT "<Product_name
detected. version>",
25017
You should uninstall it first before the Bam Heobxogumo cHavana
installation. OeuHcTannmpoBaThb ero.
25018 You must have Administrator privileges Bam HeobxoauMel aaMUHMCTpaTopckie
npvBmUIerun
This product needs Windows 2000 or Ons npoagykta Heobxoguma Windows 2000
higher unu Bbllwe
Bel VPN Client Co pyr i-TetraBel@00&8012 27
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Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

[Windows XP]
The "<dll_path>" was wrongly marked as 5
25019 the previous GINA DLL. The system dann <dll_path> 6611 oLIMOGOYHO NOMEYEH,
GINA DLL will be used instead. kak npeapiaywas GINA DLL. bynet
ncnons3oBaHa cuctemHaa GINA DLL.
) [Windows XP]
The previous GINA DLL "<dll_path>" was
25020 not found. The system GINA DLL will be | Mpeabiaywas GINA DLL <dll_path> He
used instead. HanaeHa. byneT ucnonb3oeaHa cucTemMHas
GINA DLL.
25021 Driver "<driver_name>" installation failed. Egri)\//%?nr?grzZgTﬁ::TgT;nip%Br?po «Ta
Product installation aborted. — ) H poay
npepsaHa.
Product "<Product_name version>" was Ans npopykra <Product_name version>
) - Obina BbINOMNHEHa onepauns obbABNEHUs
advertised. i
25022 nonb3oBartenam (advertisement).
You should uninstall it first before the
installation Bbl 4OMKHBI AEUHCTaNNMpoBaTh €ro 4o
) MHCTannsuun.
) ) ) [Windows Vista]
25025 Windows Firewall setup failed. _ _
He ypnanock HacTpouTtb Windows Firewall.
25026 You must have Administrator privileges. Bam HeobxoauMe! aaMuHUCTpaTopekie
npuBmUIerun
25027 Invalid RNG initialization method. 3agaHo HEKOPPEKTHOE 3HaYeHne
napameTtpa RNG_CONTAINER_CHOICE
Import of certificate container failed. He yganocs nmnoptupoBaTtb
{Reason: <Reason>} cepTudnKaTHbIN KOHTENHep. MNMprnynHa:
Installation aborted. <Reason>.
25028 Source file path: <File_path> Destination | VIHCTannaums npepsata.
container path: MyTb kK ucxogHomy dpamny: <File_path>
<Destination_container_path> . I
Pe3ynbTupyoLwnin KOHTENHep:
<Destination_container_path>
Could not import certificate container. He yganock nMmnopTtmpoBaTb
Container with this name already exists. cepTMduKaTHbIN KOHTEeNHep. KoHTelHep ¢
Do you want to remove existing container | T8KUM MEHEM Y€ CyLLECTBYeT.
and import the container from the XoTute nun Bbl yganutb CyLLECTBYIOLLNIA
25029 installation package? KOHTEMHEP U UMNOPTUPOBaTb KOHTENHED U3
N[ C . WHCTaNMsIUMOHHOIO naketa?
(Press "No" to keep existing container
and to proceed without container import) | (Haxmute “No” gns Toro, 4tobbl OCTaBUTH
CYLLECTBYIOLLNIA KOHTENHEP U HE NPOBOAUTbL
MMMOopPT)
Could not copy or import certificate He yoanocb ckonvpoBaTtb uUnm
container. { MMMNOPTUPOBATL CEPTUDUKATHDBIN
Reason: <Reason>} KOHTEWHep.
roe <Reason> MoxeT 6bITb: MpuinHa:
25030 Internal error BHyTpeHHss owmnbka
Unknown operation (should be 'copy’ or HewnssecTHas onepauns (AomkHa bbiTs
import) “copy” unu “import”) — He 3aaaH unu
HenpaBUIbHO 3adaH napameTp
CSP_CONTAINER_OPERATION
Bel VPN Client Copyr i-ehaBel@00&80L2 28
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25031

Could not remove the existing container.
{Reason: <Reason>}

Installation aborted.

Existing container name:
<Existing_container_name>

He yganocb yoanuTb CyLecTByHOLWMI
KoHTelHep. lNpuunHa: <Reason>

WHcTannsums npepeaHa.

Mma cywiecTBytoLLero KoHTernHepa:
<Existing_container_name>

Bel VPN Client
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6. PermcTtpauyumnmsa nonb:

Mpu NnoaroToBke MHCTANMSALMOHHOIO NakeTa MOXHO GbINO YCTAHOBUTL MHTEPAKTUBHLIN UK
HEWHTEPAKTUBHbIN PEXUM NorvHa B MpoaykT.

OC Windows XP

B OC Windows XP nocne nepesarpysku OC npu MHTEpaKTMBHOM pexume (CM. pasgen
«HTepakTMBHbIN pexxum fiornHa B MpoayKT») NoABRAETCs OKHO noruHa B MpoaykT (PyucyHok
24). 3TO OKHO NosABMsETCA TONbKO nocrne uHuyuanusauum VPN cepsuca (cMm. pasgen «Bpewms
nHnumanusaumm VPN cepBucar). OkHo nornHa B OC Windows XP nosiBnsieTcs Tonbko nocre
pernctpaumm nornb3oBaTens B [pogykre nnun otkase ot Hee. [1pn HEMHTEePaKTUBHOM pexume
noruHa B NMpogyKT nnm nepekxntoyYeHnm Ha Hero (CM. pasaen «HenHTepakTUBHBINA PEXUM
norvHa B MpoaykTy).

OC Windows Vista

B OC Windows Vista/7 nocne nepesarpyskn OC npu MHTEPaKTUBHOM pexume NorvHa Ha
3KpaH BbIBOAATCA MKOHKU Ansl BbIOOpa nonb3oBaTensi, KoHka, oTobpaxatoLas TekyLuii
ctaTtyc Npogykra Bel VPN Client n okHo noruna B NMpogykt (PucyHok 20).

B OC Windows Vista/7 npouecchl Bxoga B CMCTEMY 1 BXoAa B NPOAYKT HE3aBUCKMMbI ApYr OT
apyra. MoxHo cHavyana 3apernctpupoBaTbces B [poaykte, a notom Bontn B OC nnu
HaobopoT.

T (Y A A AR TR

VPN Client v.30 - Login =

Please type pour password and click 0K

Cancel l G\umPazmd..l

chent_test AZMUHUCTPATOP

&l

".‘y, Windows Vista Business

PucyHok 20
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B okHe BbIOOpa nonb3oBaTens (PucyHok 20) nkoHka, oToOpaxatoLwas TEKYLUA cTaTyc
MpoaykTa, MOXET CMeLLEHA B HY)KHOM HanpaBfeHWM, ECN ee NONOXeEHNE HeYA06HO (CM.
pasgen «/3ameHeHve NoNoXeHNs UKOHKW TeKyLLLero ctaTyca [MNpoaykray)

B Windows Vista/7 okHO noruHa B lNpogyKkT aBTOMaTU4ECKn NosABASETCS B UHTEPAKTUBHOM
pexume, Koraa Heobxoammo BelibpaTh nonb3oBaTens ansa sxoaa B OC:

1 nocne 3arpysku cucTeMbl;
1 npwu BbixoAe nornb3oBaTens U3 CUCTeMbI;
1 npwu cmeHe nonb3oBartens.

OkHo noruHa B MpoaykT 6yaeT BbIBOAUTHCS TOMLKO Npu 3anyweHHoMm VPN-cepeuce. Ecnum k
MOMEHTY KOrda HY>KHO BbIBECTU OKHO normHa VPN-cepBuc He 6yaeT rotoB Kk paboTe, TO
MpoaykTt 6ynet xaatb 30 cekyHa (Mo ymonyaHuio) (cMm. pasgen «Bpems nHuumnanusauum
VPN-cepsucay). Ecnn VPN-cepsuc He 6yaeT rotoB k paboTe un yepes 30 cekyHA, TO
NosiIBUTCSA COOBLLEeHNE C NPeanoxeHneM NoBTopuTb npouecc nornHa (PucyHok 21).

Warning [#3m]

l . Login cannot be done because the VPN-service has not started.

MoeTop l ’ OTmena

PucyHok 21

lMocne ycnewHon perncTpaummn nonb3oBaTens UKoHKa ctatyca [NpoaykTta M3MeHWUT CBOW B
(PncyHok 22) (cm. rmaBy «OTobpaxeHue Tekyuiero cratyca Mpoaykray).

PucyHok 22

Mocne Bxoda nonb3osatens B OC vkoHka ctaTtyca MNpogykTa 6yaeT pasmelleHa B NaHenu
3apau.

Ecnu oTkaszaTbcd OT NorMHa, To NOTOM BOUTU B [1pOAYKT MOXHO:

1 HaxaB Ha MKOHKy cTaTyca [lpogykta B okHe Bbibopa nonb3oBaTtens u Bbibpas
npeanoxexue Login (PucyHok 23)

1 nubo nocne Bxoga B OC, HaxxaB Ha UKOHKY cTaTyca MpogykTa B naHenu 3agad (cMm.
pasgen «Login/Logout».

PucyHok 23
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6.1. MUHT epakKkT W B/HObIN Hpae XBU M

Mpu nHTEpaKTMBHOM pexumMe noruHa B MpoaykT nocne nepesarpysku onepaMoHHON
CUCTEMbI OTKPLIBAETCS OKHO TSl BBOAA U U3MEHEHUs napons nonb3osatens (PucyHok 24).
Mo ymonyaHuto naponb ABMSETCs MyCThIM.

#J Bel ¥PN Client v.3.0 - Login

Please type your password and click OK.

Seterra

B B L Password: I
| oK I Cancel | Change Password...
PucyHok 24

Mpu HaxxaTum Ha kHorky Change Password oTKpoeTcsi OKHO, B KOTOPOM MOXHO M3MeHUTb
naponb nonb3oBartens:

Change Password x|

Qld Passward: I |

Mew Password: I

Confirm Mew Passward: I

(0] 4 I Cancel

PucyHok 25

[nsa cmeHbl napons Heobxo4MMOo BBECTU CTapblil MApOrib U HOBLIM C NOATBEPXAEHUEM
npaBUNbHOCTX HOBOrO Napons. Ecnu ctapbiii naponb BBOAWUTCS TPWKAbI HENPABUIBLHO, TO
Kaxxgas nocriefytollas nonbiTka BBoAa napons 6yaet npepbiBaTbCsi Nay30oi Ha NOIMUHYTHI.

Mpu ycneluHon ayTeHTUdUKaLMK Nonb3oBaTenNs B NPOAYKT 3arpyKaeTcs rokanbHas
nonuTka 6esonacHoCcTu, 3aJaHHan Ans AaHHOro Nonb3osartens agMUHUCTPATOPOM U
HaxodsAwasnca B 6ase Mpoaykra.

CneuunanbHasa nonuTtuka 6e3onacHoctu Log-off policy, kotopas 3apaetcs
aAMWHUCTPATOPOM NP NMOArOTOBKE MHCTaMMSALUMOHHOMO NakeTa, 3arpyxaeTcsl B CrieyoLmnx
cnyyasix:

1 4o Tex nop, Noka Nonb3oBaTenb He BBEN CBOW Naposb
1 npw BBOAE HEBEPHOrO Napons Tpu pasa
1 npwu oTtkase ot peructpauum (login), ecnun HaxaTb kHonky Cancel
1 npw BbIXOA€e Nonb3oBaTeNs U3 CUCTEMBI
1 npu cMeHe nonb3oBaTens.
Monutuka Log-off policy areHT paboTaeT no ogHOMY U3 ABYX NpaBuIT:

1 npaBuno Drop All  — yaansTe no6on Tpaduk, NPUXoSALLMA Ha KOMMbIOTEP
nonb3oBaTtens
1 npasuno Default Driver Policy (DDP) — MonuTuKa gpansepa no yMomnyaHuio,

MOXET NPUHMMATb OOHO M3 OBYX 3HAYEHWNA:
1 npaBuno Passall — nponyckaTb Bce nakeTbl. 3Ha4eHNe Mo YMONMYaHUIo

1 npaBuno PassDHCP- nponyckaTb nakeTbl TONbKO no npotokony DHCP.
Tpadpmk DHCP nponyckaetca ans Hactporiku TCP/IP cteka no npoTokony
DHCP.
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Monutuka Default Driver Policy (DDP), koTopas onpefenseTcs agMMHUCTPaToOpoOM,
3arpy)xaeTcs B CNeaylLmx cryvasx:

1 npwu owmboyHoOM 3arpy3ske koHUrypauumn — oo ctapta VPN cepsuca
1 npwv octaHoBke VPN cepsuca.

6.2. HeunmHTepakKkT WIBOH bUAH ap EBX I

Mpn HEMHTEPaKTMBHOM pexume fnormHa B MpoaykT aBToMaTu4eckn Npon3BoguTCS NomnbITka
NOrWHa ¢ NycTbiM Naposnem (B Ka4ecTB Naporsi UCnonb3yeTcs nyctasa cTpoka). MNpu ycnewHomM
NOrMHE OKHO C 3anpocom napons (PucyHok 24) He nosensieTcd. [py HeycnewHoM normHe
MpoaykT BegeT cebs Kak Npu MHTEPaKTMBHOM NOrMHe - 6yaeT BblAaHO OKHO 3anpoca napons.

Mpwn yctaHoeneHHoM lMpoagykte Bel VPN Client MOXXHO M3MEHUTb MHTEPAKTUBHBIV PEXUM
NOrMHa Ha HEMHTEPAKTMBHbIN. BknovyeHne HEMHTEPAKTUBHOTO pexmnma OCcyLLecTBnsieTcs
YCTaHOBKOW 3Ha4eHusd, otnmyHoro oT 0, nepemeHHomn B peecTtpe NonlinteractivelLogin:

HKEY_LOCL_MACHINESOFTWAREV/PN Agent \ Nonlinteractive Login.
Mpn 3Ha4YeHun 0 ByaeT BKIOYEH MHTEPAKTUBHBIA PEXWUM (3HAYeHUe No YMOMYaHuIo).

6.3. BpemMa w”nHNURN/EBPIBAMLE BN

B OC Windows XP n Windows Vista/7 moxHo 3agaTtb Bpems nHmumanmsauumn VPN cepsuca B
peecTpe npu nomoLwmn nepeMeHHon MaxServiceStartTimeout

HKEY_LOCL_MACHINESOFTWARE/PN Agent \ MaxServiceStartTimeout

OTa nepemMeHHasd 3agaeT Bpems B CeKyHAax, Heobxogumoe ansa nogrotoeku VPN cepsuca Kk
pabote. Ecnn ata nepemeHHas He 3agaHa, TO MPUHMMAETCS 3Ha4YEeHUe No yMON4aHuio,
pasHoe 30 cekyHgam. MakcumanbHoe 3HaveHne, KoTopoe MOXHO 3agaTb — 600 cekyHa. MMpu
3agaHum 6onbluero 3HayeHns — yctaHaBnmBaeTcs 3HadyeHne B 600 cekyHa,.

Bel VPN Client Co pyr i-TetraBel@00&8012 33



Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

64. N3 MeHeHunWe nNonoxXeHws
crTaTtTyca IJlpoagayKTa

B okHe BbIGopa nonb3oaTens (PucyHok 20) NONOXeEHWE MKOHKM, OTODpaxatoLen TekyLwuii
ctatyc Mpoaykra, ecnm oHo HeyaobHO, MOXXHO M3MEHWUTbL C MOMOLLbIO NEPEMEHHON B
peecTpe:

HKEY_LOCAL_MACHINESOFTWARBMicrosoft \ Windows\ Curren tVersion \ Authenti
cation \ PLAP Providers \{7026F7B9 - 3C2E- 4b80 - A62E- 69645BFF1190} \ Position

3HauyeHnem nepemeHHoOM Position  aBnaeTca cTpoka dopmara:
<int_x>,<int_y>
roe
int_ X — uenoe uyucno, 3ajawolliee CMELLEHNE WKOHKU MO FOpPU3OHTaNbHOM OCw,
KOTOpOEe MOXET NPUHMMaTb 3HAYEHUs:
0 - NONOXXeHNE MKOHKN 3ajaeTCca aBTOMaTUYECKN C y4ETOM pa3HbiX NapaMeTpoB

MOJIOXKUT.3HAY. — MOSIOKEHNE UKOHKN OTCUUTBIBAETCS OTHOCUTENBHO NIEBOM
CTOPOHbI 3KpaHa

oTpULAT.3HAY. — MOMOXEHNE UKOHKN OTCUUTBLIBAETCA OTHOCUTENBHO NpPaBoi
CTOPOHbI 3KpaHa
int.y — uenoe 4ucno, 3ajalllee CMeLleHMe WKOHKM MO BepTMKaslbHOW OCM,
KOTOPOE MOXET NMPUHUMATb 3HAYEeHUs:
0 - NonoXeHne NKOHKN 3aaeTCs aBTOMATUYECKM C YYeTOM pasHbiX NapameTpos

NONOXWUT.3HA4. — NONOXeHNe NMKOHKN OTCHNTbIBAETCA OTHOCUTESIbHO BerHeI7I
CTOPOHbI 3KpaHa

oTpuuaTt.3Ha4. — NoJyioXXeHne NKOHKN OTCHUTbIBAETCA OTHOCUTESIbHO HWKHEN
CTOPOHbI 3KpaHa.

Bel VPN Client Co pyr i-TetraBel@00&8012 34



Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

65. ABToMaTun3aQ@aWBRO@W®WS

[ns aBToMmaTuyeckoro Bxoga nomne3oBaTtens B cuctemy MS Windows XP (He nosiBnisietcst
okHo Log On to Windows) BbinonHuTe HacTpoviku, onucaHHble ans OC Windows XP no
agpecy:

http :// support . microsoft . conV/? kbid =315231

Onuwem ana Windows XP HacTpoiku Tpex nepemeHHbIx B PegakTope peecrtpa:
1 Haxmutel EME 1 ' { 5 dzdzdBlsoute regedit |, Haxmute [ s
1 B peecTpe BOMAMTE B KIOY
HKEY_LOCAL_MACHINESOFTWARBMicrosoft \ WindowsNT\ CurrentVersion \
Winlogon
1 nocne aBonHOro knuka Ha nepemeHHon DefaultUserName , B OTKpbIBLLEMCSI OKHE B
none dzOyJ eeggute nma nonb3oBartens n HaxmuTte OK

1 DOBOMHbIM KNUKOM Ha nepemeHHon DefaultPassword B okHe RL d3j dzj dzd J
MistetsC so 56 5 {f OBapuiRg rapeM Nnonb3oBaTens, ecnu aTa NepeMeHHas
OTCYTCTBYET, TO CO34alTe ee:

1 BoOkHet j HOSC Iststc [ gojonie BNMEHIO 1 tc O o, BuepuTe
npegnoxeHne d sSL HOIsH IstesC s " 2 f OttOd3] Ists

1 HanedatanTe umsa nepemeHHon - DefaultPassword 1 Haxmute Enter

9 OBOWMHbBIM KITMKOM Ha 3TOW NepPeMEHHON OTKPONTE OKHO, B KOTOPOM BBEAMUTE
naporsb

1 ABOWHOW KWK Ha NnepemeHHon AutoAdminLogon OTKPOET OKHO, B KOTOPOM B nore
1 dzOy j degejinte 3HadeHue 1 M HaxmuTe [ § ecnuv aTa nepemMeHHasi OTCyTCTBYeET,
TO co3panTe ee

1 Bowingute 3 Pepaktopa peectpa
T Haxmute 1 EME 1 jtoj L Oc iz OK. ©
Mocne aToro BxoA Nonb3oBaTens B cMCTeMY OYAET OCYLLECTBNATLCA aBTOMATUYECKU.
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7. OTObG6paxeHWe TeKyl
npoaoyKTa

TekyLwumin cTaTyc NpodykTa oTobpakaeT MKOHKA, pacrofiokeHHas B naHenu 3agad. dta
WKOHKa MosIBRISieTCs Npy 3anycke cepBuca v yaansieTcs Npu ero 0CTaHOBKe.

Ecnu nonb3oBartens He ayTeHTI/ICbVILI,I/IpOBaJ'ICFl, TO MKOHKa UMEET BUA.

PucyHok 26

MNonb3oBaTtenb ayTeHTMd)VILI,I/IpOBaJ'ICFl, HO NPOAYKT HE MeEeT HM OAHOro 3aluLeHHOoro
coeanHEHNA — MKOHKa NpuHMMaeT Bua:

PucyHok 27

Korga nosiensietcst XxoTs 6bl OAHO 3alUMLLEHHOE COeQMHEHNE, HO Tpacbvn( no 3TM
coeanHEHNAM OTCYTCTBYET, TO Ha MKOHKE N3SMEHAETCA LBET "coeanHeHuns" ¢ ceporo Ha

3er1eHblN:
?m'é_l
|

PucyHok 28

Ecnu npogykT umeeT xoTa 6bl OAHO 3alLmLLEHHOE coeauHeHe 1 obpabaTbiBaeT Tpaduk no
3TMM COEQUHEHMSIM, TO HA UKOHKE U3MEHSIeTCs LUBET "MOHMUTOPA" C CMHEro Ha BMpPHO30BbIN:

.........M..u.:
é =5 i

PucyHok 29

Mpun HaBegeHWE MbILWKM Ha MKOHKY BCMbIBAET MHGOPMaLMS O kKonnyecTtee "Kuebix" SA
(cyLiecTByOLWMX HA MOMEHT HaBedEeHMS MbILLKN Ha MKOHKY) U KonnyecTBe 6anT
0bpaboTaHHOro Tpaduka No BCEM CYLLIECTBOBABLUMM M CYLLECTBYHOLWMM SA C MOMEHTa
3arpyskn onepauuoHHON CUCTEMBI.

IPSec connections: 0
Processed bytes: 13104

%

PucyHok 30
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7.1. Login/Logout

MpKn HaXxxaTUM Ha UKOHKY NPaBOW KHOMKOWM MbILLIW OTKPbIBAETCH MEHIO CrieytoLLero BMaa:

Logouk
Show 54 Information...

about, .,

I
PucyHok 31

B 3aBMCUMOCTU OT COCTOSAHMSA CUCTEMBI (ayTEHTUAMLMPOBArCS NOMNb30BaTeNb UMK HET)
OyaeT nokasaHo npegnoxexue Login  munu Logout .

Mpu BbIGOPE NpeanoxeHust Login nosiButcs okHo BBoAa napons (PucyHok 24) ans
ayTeHTUgUKaLUM Nonb3oBaTens U U3MeHeHNs Napons.

Mpu BbIGOpE NpeanoxeHns Logout BbIMONHUTCS CReayloLLee:
1 ©ynyT yHMUTOXEHbI BCE cyLlecTByoWwmne SA ¢ AaHHbIM KITMEHTOM
9 3arpyautca cneumansHas nonutmka Log-off policy

1 npegnoxeHune Logout uameHuTCsa Ha Login .

7.2. SA Information

Mpu BbIGOpe NpeanoxeHns Show SA Information — MOABUTCH OKHO MOHUTOpPA CO3[aHHbIX
SA Buaa:

3 ¥PN SA Monitor =10l x|

—15AKMP 54

M | 1D | Local [P Addr... | Local p... | Fartner P A | Fart... | St | Sent I:u_l,ltesl R eceiw

1| | 0

—IPSec 54

M I 1D | Local IP Addresses | Local port | Fartrer IP .ﬁ.ddressesl Fartrner port I Protocol

1| | |
i : 100 Refresh
Ipdate timeout [zec): =i efres

PucyHok 32

roe:
IKE SA — cnucok ISAKMP SA. BeiBogaTcs cnegytoLine nons:
1 N-nopsgkoBbIn HOMep B Tabnuue
1 ID — yHuKanbHbIn HoMep SA
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Local IP Addresses — NnokarnbHble agpeca
Local port — nokanbHbI IKE nopt

Partner IP Addresses — napTHepcKne agpeca
Partner port — naptHepckuin IKE nopt

State - cocTtosiHne SA:

=A =4 =4 A 4

incomplete  — HeAOCTPOEHHbIN
ready — pabouumn

configuration — U3MEHSAEMBIN
deletion — ygansembin

=A =4 =4 A A

unknown — HeM3BeCTHOe COCTosAHME (He AOMKHO BbIBOAUTCH)
1 Sent bytes — KONMYECTBO OTOCNAaHHbIX 6anT
1 Received bytes — KOJIMYECTBO NONYYEeHHbIX 6anT

IPsec SA — cnucok IPsec SA ¢ nonsmu:
1 N-—nopsgkoBbI HOMep B Tabnuue

1 ID — yHuKanbHbI HOMep SA
M Local IP Addresses — nokarnbHble agpeca
1 Local ports — JTIOKanbHbIe MopThl
i Partner IP Addresses — NapTHepcKue agpeca
9 Partner ports — NapTHepcKne NopThbl
1 Protocols — ceTeBble NPOTOKOJSbI
1 Action - Tun akyum:
T AH
T ESP
T AH+ESP

1 Type — TMN coeanHeEHuUs:
1 transport

1 tunnel
1 Senthytes — Konn4yecTBO OTOCNAaHHbLIX GanT
1 Received bytes  — KOMMYeCTBO MONYyYEHHbIX 6anT

Update timeout (sec) — Bpems, Yepes KoTopoe OyayT 0OHOBNATLCA AaHHbIE B Tabnvue o
co3gaHHbix SA. [lInana3oH 3HavyeHun 1..9999, HayanbHOe 3Ha4veHune - 2.

Mpu BbIGOpe NpeanoxeHns About B MeHIO BbIBOAMTCSA MHOPMaLMS O BepCcUmM NpoayKTa:

About Bel ¥PN Client x|

Bel WP Clienk o

S 'terra Version 3.0,9363 av

B EL

Copyright () 2008 S-Terra Bel

PucyHok 33

Bel VPN Client Co pyr i-TehaBel@00R0L2



Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

8. [HOewuHcT aBelWVPNCliers

HewnHctannauua Bel VPN Client nponsBoguTca cTaHgapTHBIMKU CpeacTBamMmmn onepawlMoHHON
cnctembl — BbizoBoM Moayrnst Add/Remove Programs 1 BbioopoM 13 crivcka cTpoku Bel VPN
Client.

Mpwn gevHctannsaumm Bel VPN Client nporcxoguT BktoueHMe CTaHAApTHOMO cepBuca,
cesizaHHoro ¢ IPsec n IKE. B Windows XP — ato Cnyx6a IPSEC, B Windows Vista/7 — 310
Cnyx06a «Mogynu kntouen IPsec ansa obmeHa kntodamu B IHTepHeTe 1 npoTokona IP ¢
npoBepKon nognnHHocTn». B Windows 7 BkrtodeHue cnyx6bl He06X0aMMO BbINOMHUTL
BPYYHYIO.

B Windows Vista/7 npu gemHctannsaumm Bel VPN Client Beigaetcsa okHo (PucyHok 34)
Heobxogumo paspelnTtb 3anyck genHctannaTopa.

x

He sanyckaiiTe 3Ty MporpaMMy, ECni Bel HE SHEETE, OTKYAS OHE UMW HAKOM 03 HE
MCMonNe30Band eg,

@ M3g0aTens HeM3BECTEH

= OTMmeHa
A He 3HaKD, OTKYAE EZANACk 3Ta NPOrPEMME M SAYEM OHA HYHHE,

NporpaMMa Xo4eT NoNy4YHTb OOCTYN K 3TOMY KOMNBIOTepy

= PaspenmTb
A N0BEPAKD 3TO NPOrPaMME, H 3HAKD, OTKYAS 0HE, MK 0BNaaso onkIToM e
MCMONEZ0EaHWA,

il | CeensHWA

KoHTpons y4eTHe 3amkoel (UAC) NoMoraeT NpeaoTEPaTHTE HECAHKLMOHMPOBaHHEIE
M3MEHEHMA HE KOMMBHOTEPE.

PucyHok 34
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90 CneunmanmsunmnpoBaHH.]

MporpammHble yTURNUTLI, BXoadLme B coctas npoaykta Bel VPN Client:
cert_show
cert check
client login
client logout

pwd_change
key show
Isp_show
Isp_reload
log_show
dp_show

sa show

klogview

B onepaumoHHon cucteme Microsoft® Windows BbIMOMHEHME 3TUX KOMaHL MOXHO
Npou3BOAUTb U3 KOMaHAHON CTPOKM.

[ns 3anycka yTunutbl 3 KOMaHZHOW CTPOKWU NeperanTe B nanky, B KOTOPOW HaxoauTcs
ytunuta: C:\ Programs Files  \ Bel VPN Client.
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9.1. cert_show

KomaHpa cert_show npegHasHayeHa Ans NnpocMoTpa CepTUdPUKATOB N CINCKOB OTO3BAHHbIX
ceptndukaTtoB (CRL), nexawmx B 6a3e npoaykra.

CuHTack c uccert_show
[aHHas komaHaa He UMeeT apryMeHTOB U KIOYeN.

3HaYweawuny MO /1 BHAYEHMEONO YMONYaHUIO OTCYTCTBYET

PekxomMeHOAaOMKM3 OPAMHBIO

Vcnonb3yiTe gaHHY KOMaHay AN 03HAKOMITEHUS co cnnckom cepTudmkaTtos n CRL,
Haxoaswmxca B 6ase npoaykTa. B atom cnyyae 6yaeT BbiIBeAEH HYMEPOBAHHbIN CMUCOK
ceptudukatos n CRL.
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9.2. cert_check

KomaHpa cert_check npegHasHadeHa aAng NpoBepKM CEPTUPUKATOB, HaxoadLwmxcs B 6ase
npoaykTa.

CunuHT ack cuccert_check

3HaYweawuny MO /1 BHAYEHMEONO YMONYaHUIO OTCYTCTBYET

PexomeHnpgauyuwnwu no mMcnonb3oBaHMUPO

MpoBepsioTcs Bce cepTudmKaThl, HaxoasLmecs B 6a3e NpoaykTa.

YTunuta BbIBOAUT COCTOsIHME cepTudmnkarta "Active”  unm " | nactive". B cnyvae, ecnu
cepTndukaT umeet coctosHue " Ina ctive", TO BbIBOOMUTCA KpaTKOe onncaHne npu4nHbl
HEeaKTUBHOCTU:

91 Certificate is invalid — HeBepHbI bopmaT cepTudmkaTa

1 Certificate is expired — CPOK AeNCTBUA cepTmdmkaTa UCTEK UK eLle He

HacTynun
1 Certifica teis revoked — cepTudumKaT 0To3BaH
91 Certificate can not be verified — cepTudmKkaT He yaaeTcsl NpoBEpPUThb:

1 B 6ase oTcyTCTBYET CepTUdUKaT(bl) AN NOCTPOEHNS LIENOYKM CEPTUUKATOB C
KOPPEKTHbIM KOHEYHbIM CA cepTUgMKaToOM, KOTOPOMY Mbl OBEPSIEM

1 B 6ase HeT Heobxoaumoro CRL ans npoBepKn 04HOro U3 cepTUdUKaToB
LenoYkun, NogobHas cuTyaunss MOXeT BO3HUKHYTb MPU BKIKOYEHUN NPOBEPKM
CRLs (3arpyxeHa DDP unu B 3arpy>xeHHOW KOH(UrypaLmm BHO 3agaHo
CRLHandlingMode = ENABLE)

1 Private key container is not accessible — HET JOCTyna K KOHTENHepy ¢
CEeKpEeTHbIM KIto4oM

1 Private key is not accessible — HET JOCTYMa K CEKPETHOMY KIto4y

91 Private key is not accessible — CEKPETHBIV KITHY HEe MOAX0AUT K
cepTudukaTty

1 Itis certificate request — JaHHbIN 06BEKT ABNSeTCca cepTUdMKaTHbIM
3anpocom.
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9.3. client_login

KomaHga client_login 3anyckaeTcs aBTOMaTUYEeCKn Mpu fIorMHe nornb3oBaTtens B CUCTEMY
n npegctasnset cobon GUI-npunoxexne (PUcyHok 24), B KOTOPOM HY>XHO BBECTM Naporib
Ans ayTeHTudmKaumm nons3osaTens.

OTa KoMaHAa 3anyckaeTcs U npu Belbope npeanoxeHus Login B meHio (PucyHok 31), kotopoe
nosiBNsiecs Ha UKOHKe B NaHenu 3agay npv paboTatolem cepsrce nocne Toro, kak ob1no
BblOpaHo NpeanoxeHue Logout.

MoxeT ObITb Mcnonb3oBaHa 1 AN U3MEHEHUs naposAa nonb3oBaTtend.

CuHTak cuncclient _login
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9.4. client_logout

KomaHga client_logout npegHasHayeHa ans 3aBepLueHus ceccumn nonb3osartens. [Npn aTom
npoussoauTCcA 3arpyska nonutukm Log-off Policy.

OTa KomaHfa 3anyckaeTcs npu Beibope npeanoxeHus Logout B meHio (PucyHok 31), koTopoe
NosIBNSIECA Ha MKOHKE B MaHenu 3agay npu paboTatoliem cepBuce nocre Toro, kak Gbino
BblGpaHo npeanoxeHve Login. Bo3aMoxkeH 3anyck KomaHbl BPYYHYHO.

CuHTak cwncclient _logout

Mpumenp
Hwxke npmBeaeH npumep 3anycka BpydHyo komaHabl client_logout
client_logout
Logout OK
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9.5. pwd change

KomaHnaa pwd_change npegHasHaveHa Ans USMEHeHMs napons nonb3oBaTens. 3Ta KoMaHaa
3anyckaeTcs aBTOMaTUYeCKM nNpu Haxxatum kHomnkn Change Password... B OKHe foruHa
nonb3oBartens (PucyHok 24) n BbidoBom okHa Change Passwor d (PucyHok 25) onst BBoga
CTaporo U HOBOro Napons. ATy KOMaHAy MOXHO 3amnyckaTb U BPYYHYIO.

CuHTakcucpwd change [old user PWDnew_user PWD

old_user_PWD cTapblil Napornb
new_user_PWD HOBbIV Naposb

Ecnu He 3apaTb cTapbIvi U HOBbIV NAPOSib, TO B MHTEPAKTUBHOM pexume oHn byayTt
3anpoLleHbl. |-|pl/l BBOE CMMBOJIOB 1X NevYaTb Ha KOHCOJ1b He NPOon3BOANTCA. HoBbIl napornb
OyaeT 3anpolleH asaxbl BO u3bexaHue ownbku.

Mpumenp
Hwxke npmBeaeH npumMep n3MeHeHus Naporis Nonb3oBaTens:

pwd change iol d_pwdo finew_pwdo
New password is set successfully

pwd_change

Enter old password:

Enter new password:

Re- enter new password:

New password is set successfully
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9.6. key show

KomaHpa key_show npegHasHadeHa Afst npocMoTpa npedornpeaeneHHbIX Kioye,
3apPErMCTpUPOBaHHBIX B MPOAYKTE.

CutHa k c mc key show
[aHHas koMaHaa He MEeeT apryMeHTOB U KIHOYEN.

3HayY@vunegMmo /N GHRAYEHNENO YMOIYaHNIO OTCYTCTBYET.

PekomMeHpgauum

VlCFIOJ'Ib3yIZTe AaHHYO KOMaHAay And O3HaKoOMJIIeEHUA CO CNMCKOM npeaonpeneneHHblX Knroyen,
XpaHALWNXCA B 0ase gaHHbIX npoaykra.

Mpwn BbINONHEHUN 3TON KOMaHAbl 6yayT BbIBOAUTLCS CreayoLlme JaHHbIE:
I KonwudecTBO NpefonpeaeneHHbIX Koyen
I 4nsa kaxgoro knwoda:
T  wvma knova

1 Teno knioya B nevyaTHOM Buae. Ecnu Teno knoya cooepxut HenevatHble
CMMBOIbI, TO NPY BbIBOAE B MeYaTHOM BUJE OHU 3aMeHsitoTca Ha ' (cumBon
TO4Ka).

1 Teno knioya B hex-npeacraBneHmu.

MNMpumep
Found #1 keys .

- Key---
Name : keyl

Content testkeyl..

Content (hex): 746573746B6579310D0A

Bel VPN Client
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9.7. Isp_show

KomaHpga Isp_show npegHasHayeHa ans npocmoTpa nokanbHOW NonNnTukn 6esonacHocTn
nonb3osartens (LSP).

CUHT ak cuclsp_show
D,aHHaFl KOMaHOa He MMeeT aprymMeHToB 1 KIto4ven.

3HayYa@wvuegmo N YBaaHesue No yMONYaH1o OTCyTCTBYET.

Pexomvmemmawlmoab30BaHIW

Ecnu 3arpyxeHa KoHdurypauus nonb3oBaTesisi, TO N0 AaHHOW KomaHe oHa 1 byaeT
BblBeAeHa..

Mpn NnpocMoTpe KOHMUrypaunto MOXKHO COXpaHUTb B (hanne, Hanpumep current_Isp.txt
KOMaHOown:

Isp _show > current _Isp . txt

Monutuky DDP 3TON KOMaHAOM NOCMOTPETh HEMb3s.

Bel VPN Client
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9.8. Isp reload

Komanga Isp_reload npegHasHaveHa ans nepesarpyskm LSP koHdurypaumu.
CunTtakcwuc Isp_reload

3HayY@mvunegMmo /N GHAYEHNENO YMOIYaHNIO OTCYTCTBYET.

PekomMeHagaunmmnm Nno MCNONb30OBAaAaHUW
UcnonbaynTte komaHnay Isp_reload B crnegylowmx cnyyvasx:

1 ecnu NpousoLNn Kakme-To U3MeHeHNs B cepTudmkatax, \SMEHEHUs y napTHepa, Yy

wno3a 6esonacHoCTn 1 ap.
1 Ansa ycTpaHeHWUsi BCeX YCTaHOBIEHHbIX COEANHEHMWI C MapTHeEpaMu
1 BO BHeLTATHbIX CUTyaLMsIX — 3aBUCaHNE NPoayKTa 1 Ap.

Mpumenp
Hwxe npvBeaeH npumep 3arpy3ku LSP koHdurypauum ns 6asel MNMpogykTa:

Isp_reload
LSP is reloaded successfully.
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9.9. log_show

KomaHga log_sh ow npegHasHayeHa ans npocmMoTpa HaCTPOMKN YPOBHS NPOTOKONMPOBAHWS
cobbITnn.

CUuHT ak c u clog_show
D,aHHaFl KOMaHOa He MMeeT aprymMeHToB 1 KIto4ven.

3Hayewu g Mo 13HaYBHMETIO YMOMYaHMIO OTCYTCTBYET.

PexomvmemmawKmoab30BaHWW

[daHHas komaHda BbIBOAWT TEKYLUMA YPOBEHb NPOTOKONMPOBaHUSA COBbITUINA:
Log severity level: (3) err
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9.10. dp_show

KomaHga dp_show npeagHasHadeHa Ans NpocMoTpa YCTAHOBIEHHbIX HACTPOEK NONUTUKA
Default Driver Policy.

Default Driver Policy — nonuTtuka 6e3onacHoCTu, 3arpyxaemas npu ctapTe npoaykTa
[0 3arpysku KoHdurypawmm nonb3oBaTens, Unm xe nNpu oTrpy3ke Nonb3oBaTeNnbCKON
KOHUrypaummn. BoamoxxHble 3Ha4YeHus:

1 passall - nponyckaTb BeCb Tpaduk
1 passdhcp - nponyckatb Tonbko DHCP nakeTbl

CuHTack cucdp_show
[daHHas komaHaa He MeeT apryMeHTOB U KIYen.

3a4YenAmey MO N1 SHAYEHNBNO YMONYAHUIO OTCYTCTBYET.

PekxomMeARganneanonb30BaHMIO

[aHHasi koMmaHaa BbIBOAUT YCTAHOBMIEHHOE 3Ha4YeHue nonutuku DDP, HanprMmep:
Default Driver Policy : passall

Bel VPN Client
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9.11. sa_show

KomaHpa sa_show npepgHasHadeHa ans npocMmoTtpa coctosiHum IPsec SA, ISAKMP SA, IKE
info.

CuHTakcucsashow|[ -e]

KomaHpa sa_show (6e3 ykasaHus onumm) no3sonsieT NpocMOTpeTb AENCTBYIOLMNE B AAHHbIN
MOMeHT IPsec SA.

KomaHpga sa_show -e BbiBOAUT nosHyto nHdopmauyuio— IKE info, ISAKMP SA, IPsec SA.

3HayYeHMeE N0 3yAWEBME MOZ/MOMYBHNIO OTCYTCTBYET.

PexomeHnpgauyuwuwnu no Mmcnonb3oBaHMUPO

VMcnonb3yiTe gaHHyo komaHay 6e3 ykasaHua kntoya ans BelBoga nHgpopmaumm o6 IPsec SA:
1 IPsec SA - nopsiakoBbii HOMep IPsec SA 1 ons Kaxaoro CoeaAnNHEHNS:

I onucaHue napTHepOB (CHavyana yganeHHas 4yacTb, 3aTeM NokanbHas) - IP-agpec
unu gruanasoH IP-agpecos, HOMep nopTa (ecnn HoMep NOpTa He ykasaH, To
BblgaeTcs *)

HOMep MPOTOKONa (eCnu NPOTOKON He yKasaH, To BbIBOAUTCA * )
onucaHune coeamHeHns — IPsec npotokon (AH|[ESP|AH+ESP)
pexum tran(transport)[tunn(tunnel)

= =4 =4 =4

CTaTUCTUKa No COeANHEHUI0 — KOJNTMYEeCTBO NepeaHHbIX N NPUHATbIX OanTos.

I'Ipm YKa3aHuu Krko4va —e BbIBOOAUTCA NOJIHadA Vchbopmau,vm:

1 IKE sessions: ni initiated, nr responded — KONN4ecTBO
HesaBepLUeHHbIX IKE-0BMeHOB: ni - B kKa4ecTBe MHMUMaTopa, Nr — B KayecTse
oTBETYMKA.

1 ISAKMP SA — nopsigkoBbii Homep ISAKMP SA 1 ons kaxgoro coeaAnHeEHNs:

1 onucaHue NapTHEPOB (CHavana yaaneHHbIW, 3aTeM NokarbHeIn) — IP-agpec,
HoMep nopTa

I cocTtosiHne SA:
1 incomplete — elle Hegoco3aaHHbLIN

1 configuration — Ans gaHHoro SA npoBoAMTCA AOMNONHUTENbHAs
HacTpownka (IKECFG XAuth, etc.)

1 ready —roTtoBbIN K MCNOMb30BaHMIO SA
9 deletion — SA He ncnonb3yeTcs, NOAroTOBIEH K yOANEHUIo.
I cTatucTMka Nno CoeauUHEHMI0 — KONMYECTBO NepenaHHbIX U MPUHATLIX 6anToB.
1 IPsec SA - BbiBogutcs uHopmaums ob IPsec SA.

MNMpunmep
Hwxe npmBeaeH NnpMMep BbINOMHEHNS KOMaHabl sa_show 1 e:

IKE sessions: 0 initiated, O responded

ISAKMP SA Num (Remote Addr,Port) - (Local Addr,Potr) State Sent Rec
(LOctsdztoa85C 9" 9 8H O)
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ISAKMP SA 1 (10.0.10.193,500) - (10.0.10.17,500) deletion 1062 1090
ISAKMP SA 2 (10.0.10.16,500) - (10.0.10.17,500) ready 1246 2602
IPsec SA Num (Remote Addr,Port) - (Local Addr,Port) Protocol Action

TypeSentRec (L Octsdzso8C 9" 9tsH O)

IPsec SA 1 (192.168.15.16,*) - (10.0.10.17,*) 1 ESP tunn 240 448

Bel VPN Client
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9.12. klogview

Ytunuta klogview npegHasHaveHa Ans npocmoTpa coobLieHni, BbldaBaeMbiX CUCTEMON
npoTokonupoBaHus IPsec-gparieepa.

CuHT ak cuncklogview [-ItT][ - p ts_precision][ - m event_mask]
[ - f event_mask]

- oXumaaTb coobLLeHns u3 A0pa 1 BbIBOOUTb UX MO Mepe NOoCTynJ1eHnA. OTa
onuunsa NpMHUMaeTCs NO-yMOST4aHuo, eCIY He 3aaHa onuusa i m.

-t nevyartaTtb Aaty u BpemMm4d BbiBOAa coobueHus

-T neyataTb OTHOCUTENBHOE BPEMS, KOrAa Npou3oLusio cobbitue. Bpems
BbIBOAMTCS B CEKyHAAX OTHOCUTENbHO NpeablayLiero codbitus,
NMoka3aHHOro AaHHbIM 3K3EMMMAPOM yTUNMTLI. Hanpumep, 3Ha4veHne
10.353245 — 3710 10 cekyHg 1 353245 mukpocekyHa. MakcumanbHas
TOYHOCTb — HAHOCEKYHbIl, HO pearnbHas NOrpeLIHOCTb 3aBUCUT OT
annapartHon nnadopMbl 1 ONepaLoHHON cUcTeMbl. 3HavYeHwme,
BblJaBaemoe C nepBbiM coobLeHnem, oTobpaxaeT abcontoTHoe
3Ha4YeHVe YacoB, KOTOPOE NCMOMNb3yeTCa AN BblYUCIEHNS
OTHOCUTENBHOrO BpeMeHu. ABCOMNTHOE 3HaYeHne - 3To Nnbo Bpems co
cTapTa CUCTEMbI, MO0 BPEMS OTHOCUTENBbHO KaKON-TO AaThl, MPUHATON B
OaHHON cnCTeMe 3a TOYKY OoTCcyeTa.

- p ts_precision KONMMYEeCTBO 3HAKOB JOSEN CEKyHA, UCMONb3yeMbIX NMpU neyartum
OTHOCUTENBHOrO BpeMeHu cobbitus (-T).

- f event_mask 3agatb UnbTP COOLITUI NS AaHHOTO 3K3eMMnsipa yTUMNUTLI.
Bo3mOoXHble coObITUS onucaHbl B TabnuLe.

- m event_mask 3agatb UnbTP COOLITUI NO-yMONYaHu. 3agaHHoe 3HavYeHne

Ucrnornb3yeTcsl, ECNK He ykasaHa onuus i f.
-h BbIBECTU KPATKYH MHGOpMaLU0 06 UCMONb30BaHUN YTUINTDI.

B HacTosLWMIA MOMEHT yTunnTa MoXeT BblIBOANUTb Ha KOHCOJ1b coobLLeHms, oTHOCSLWMECS K
OAHOWN U HECKOSbKNM rpynnam cobbiTun. CobbiTus, No KOTOPbIM BbIBOOATCA coobLLeHus,
crpynnmupoBaHbl cregyrLwmnmm o6pa30M:

Tabnuua 2

Mpynna

cob6bITUI Koa OnucaHue

YHUYTOXEHME NnakeTa. BelBoanTCS HEenocpeaCcTBEHHO nepen
YHUUTOXEHNEM Kakoro-nnbo naketa. CoobLieHne coaepxnT
KpaTKWI TEKCT, MOSICHSAOLMNIA NPUYNHY YHUNTOXEHUS 1

drop 2 MHGopMauuio 13 IP-3aronoBka naketa. B HeKoTopbIxX cryyvasx
IP-3aronioBok MOXeT ObITb MCMOPYEH K MOMEHTY BbiBOAA
coo0LeHus1, Toraa B COOOLEHNN O0MYCKATCA HYNeBbIe UMn
ntobble apyrve cnyyanHble agpeca.

Mponyck nakeTta. BeiBOANTCA HENOCPEACTBEHHO nepen,
OTCbINKON kakoro-nnbo naketa. CoobLieHne cogepxuT

pass 1 o Lo
KpaTKWI TEKCT, MOSICHALWNA AENCTBUS, KOTOpble Oblnn
npovsseneHbl Haa NakeToMm.
HekoTopble BHYTpeHHME cobbITUSA, nponcxoasiime c IPsec -
sa. minor 8 koHTekcToM. CoobLieHusa cogepxaTt Homep KoHTekcTa (ID),
- KOTOPbIN MOXHO YBUAETb N3 COOBLLEHNS O 3arpyske
KOHTEKCTa.
sa_major 4 Baaumogencteus mexay IPsec-gpanBepomM 1 NpunoxXeHuem,

KacawLjmecs UAMEHEHUs COCTOSAHUS |IPSec-KOHTEKCTOB.
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Mpynna
pynna Kop OnucaHwue
cobbITUN
CoobueHuns cogepxxaT Homep KoHTekcTa (ID), koTopbii
MOXHO YBUAETb N3 COOBLLIEHNS O 3arpy3Ke KOHTEKCTa.
Coo06LLeHuns BbIBOOATCS Nepeq NnomnbITKON NPUMEHEHUS K
sa_trace 16 H A PeA P
- nakeTy IPsec-kOHTeKcTa.
Ownbkun, cBA3aHHbIE C HEYCNELIHbIM NpUMeHeHeM IPsec-
sa_errors 32
- KOHTEKCTa K MakeTy.
filt trace 64 BbiBogWTCA UMSA 1 MHAEKC NpaBuna unbTpaunn, ecrnv Takoe
— Ansi nakeTa HangeHo.

Hy>XHbI Habop cobbITU (event_mask ) MOXHO ykasaTb ABYMSI cocobamu:
1 cnoxeHnem KogoB rpynn cobbituin (CM. B Tabnuue)
Mpumep
klogview 1f 0x43
d dzd
klogview if 67

1 nepeuncneHnem HasBaHwui rpynn cobbiTMI Yepes 3anaTtyto, 6e3 npobenos mexay
3anATON M Ha3BaHMEM rpynnbl

Mpumep:
kl ogview T fdrop,pass,filt_trace

3Hayewu g mo 1 BaaHenne No yMon4aHuio OTCyTCTBYET.
PekxomMemmMmawlwmonb3 0BaHULW

Wcnonb3ayiiTe gaHHyo kKomaHay Ans NpocMoTpa COoBLLEHWIA, BblAaBaeMbiX CUCTEMON
NPOTOKONUPOBaHUS.

X

CoobuweHMsA, BbBOAMUMBIE YTUAUTO

Coo06LeHus, BbIBOOUMbBIE YTUNUTON, POPMUPYIOTCH HA OCHOBE AaHHbIX, NPUCHINAeMbIX N3
IPsec-gpanBepa. CTpykTypa 60nblUMHCTBA COOBLLEHNI ONpeaensaeTcs CTpokon dhopmMaTa,
nony4yaemon n3 IPsec-gpaveepa.

CneuuanbHble coobLLeHNs, BbIBOAUMbIE YTUIUTON:

*** N messages lost *** BbIBOOMUTCH, €Crnn YTUINUTa He ycrneBaeTt
obpabaTbiBaTh co0OLLEHUSA N N coOBLLEHUN
nopeTsHbI.

no fo rmat string B COOGLLIEHMM OTCYTCTBYET CTPOKa cpopmaTal.

<error: 9 o' 8 tsH d i3 dgechdsas®TBYE drgfogn dhopmaTa napameTpam
coobLLeHns.

MprBegemM CnMcok COOOLLEHUI, KOTOPbIE BLIBOASTCS CUCTEMOWN NPOTOKONMPOBaHus IPsec-
OparBepa ans pasHbiX rpynn coobITUNA.

'Clts dzj Wodzwjlfmw dested3Odz dets?2 fdlkzOydj?2, ftesm' BO Mtsseh Ols!
Clsts dzj Wodzw jlsfyw Isis@uDid? dsRc il B O fMtstseh Ols! ttOL OB IS YJS O
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9.121. Cobwiad rpynnbe pass wun drop

CoobLeHunsa ons aTon rpynnbl BbIBOOATCA HENMOCPeaACTBEHHO nepen YHU4YTOXXEeHneEM unm
OTHpaBKOVI naketa.

dopmart coobLieHus (B nopsiake cneaoBaHus):
I BXoAALWMIA NN BbIXOASALWMA NaKkeT
IP-agpec ncroyHuka
NOpT UCTOYHMKA
IP-agpec nonyyaTtens
nopT nony4aTens
Homep IP-npoTokona
rfiornyeckoe nms nHTepdenca unu ko nHtepdenca, ecrnm MMsi HEM3BECTHO

=A =4 =4 -4 -4 A -4

nencteue "passed" wnun "dropped"
ﬂ CTpPOKa, onucbiBarwoWasa NpUHnNHY YHUHTOXEHNA UMK OTNPaBKK NakeTa.

Mo BO3MOXHOCTY BbIBOAUTCS AOMNOMHMTENbHAsA UHOpMaUWs, Hanpumep, MMs npasuna
dvnbTpaummn n ngeHTndukatop SA.

lteddzj o7 Mtseh jdd2 ctwlkzffr pass
MakeT obpaboTaH no npasuny unbTpaunm c gencrtenem PASS:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, passed:
filter flt_abc: filtered

MakeT 6bIN 06paboTtaH no IPsec - npaBuny:

in packet 2.3.4.5: 12->3.4.3.3:14, proto 6, if ethO, passed:
filter flt_cba: decapsulated
out packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, passed:

packet encapsulated

OTKpbITbIN NakeT GbiN NponyLeH No NpaBuny ¢ AencTeuem IPsec+PASS:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, passed:
filter flt_cba: IPsec rule, but the packet was not decapsulated

MakeT 6bIN NponyLeH B OTKPLITOM BUAE No npasuny ¢ gencrsmem IPsec+PASS:

out packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, passed:
filter flt_abc: bundle not found

lteddij ehsseh jdzd?2 ctelzffr drop
CoobLeHus, CBA3aHHbIE C HEKOPPEKTHLIMMW LaHHBbIMU 3arofioBKOB NakeTa:
IP-3aronoBokK UCNop4yeH:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:
corrupted headers

TCP/UDP 3aronoBOK MCMOPYEH:

in packet 2.3.4.5:12 ->3.4.3.3:14, pro to 6, if ethO, dropped:
corrupted protocol headers

Cnepytouwee coobLueHne aHanornyHo "corrupted protocol headers", BeiBoguTCS nocne
cbopku (peaccembnmpoBaHusi) IP-nakeTa:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:

can't update selector
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McnopyeHHble 3aronoBkM Nocre packpbiTvs IPsec, 3To MOXeT OblTb Takke CBA3aHO C
MCNOMb30BaHNEM HEBEPHOTO KIltoYa Ansl pacluMpPOBKU NPU OTCYTCTBUM NMPOBEPKM

LLleNOCTHOCTM:
in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped: SA
33: can't prase packet headers after decapsulation

WcnopyeH ESP nnu AH 3aronoBok:

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
unable to fetch SPI

MoxeT BbIBOAWUTLCS NMPU BHYTPEHHUX OoWNGKax paboThbl KNMMEHTCKoN cTopoHbl IKEcfg:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dr opped:
filter flt_aaa: firewall procedure's result

MpeBbILLEHO OrpaHUYEHNE MO KONMYECTBY BMNOXEHUI IPsec, packpblBaeMbIX Ha OAHOM XOCTe
(monyckaetcs He bonee 16 BNoxeHUwn):

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:

too many nested encapsulati ons

MakeT yHuuTOoXeH B cooTBeTCcTBUM ¢ RefuseTCPPeerlnit  , BoiIcTaBNeHHOM B npaswune
dvnbTpaumm:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:

filter flt_aaa: incoming TCP connections restricted

CoobLeHunsa o nognagaHum nakeTta nog npaeuno ¢ gencrtenem DROP:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: packet hit a "DROP" rule
out packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:

filter flit_aaa: filtered

MakeT 6bIN 3aKpbIT ¢ NOMOLLbLIO IPsec, Ho nognagaeT noa npasuno PASS:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: decapsulated packet hit a "PASS" rule

OTKpbITbIN NakeT NognagaeT no4 NpaBuno punbTpauum ¢ IPsec-gencTemem:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:
fil terflt_aaa: IPsec rule, but the packet was not decapsulated

MpaBuno c gericteuem IPsec+DROP, u cootBeTcTBYOWMI SA bundle He Gbin co3gaH:

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: bundle not found

Ownbkn IPsec:
in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped: SA
33: decapsulation error 5: integrity verification failed

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
SA 33: encapsulation error 4: sequence number wrapped
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BoamoxHbI cnegytoLye oLmnoku

Koo HasBaHue OnucaHue npo6nemsbl
1 replay packet detected 0oBHapyXeH NOBTOPHbIV NakeT
2 call to crypto subsystem failed owmnbKa KpUNTO-NOACUCTEMbI
3 last sequence number nocnegHuMn Homep naketa
4 sequence number wrapped nepenoriHeHne CYeTYNKa NaKeToB
5 integrity verification failed npoBepKa LEefioCTHOCTU He npoLuna
6 corrupted protocol headers MCMOPYEHHbIN NPOTOKOSbHbIN
3arofioBoK
7 corrupted headers after decapsulation MICMIOPYEHHBIN MPOTOKOMEHbI
3arosioBOK Nocre Aekancynsumm
8 memory allocation failed HEBO3MOXXHO BblAENNTb NaMATb
9 IP ttl expired cueTuuk IP ttl ucrek
10 buffer is too small3 Oydep cnuwkom man
11 can't parse IP options HEBO3MOXHO pa3obpaTtb onuuu IP
12 padding check failed owmnbka B 3anonH1Tene
13 incorrect SA parameters (from HenpaBurbHble napameTpbl SA

pmod_init_sa)

PEXMM MHKaNcynsiuun (TYHHeNbHbINA
UIn TPaHCMNOPTHbLIN) He
cooTBeTCcTBYeT SA

14 encapsulation mode (tunnel/transport)
doesn't match the SA

MpomexyTovHoe cocTosiHue npu IPsec-rekeying (npouecc rekeying (cmeHa KroyeBoro
mMaTepuana) He ycrnen 3aBepLUMTbCS BOBPEMS):

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: bundle is unusable

OrpaHun4yeHune Ha 06paboTKy TpaHauTHoroTpaduka (Server, Client):

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:
decapsulated packet i s not local (not a security gateway)

OrpaHuyeHmne Ha 06paboTKy TpaH3UTHOroTpadmka Npu BnoXxeHHom IPsec:

in packet 2.3.4.5:12 ->3.4.3.3:14, proto 6, if ethO, dropped:
decapsulated ipsec packet is not local (not a security gateway)

Ouepenpb nakeToB, oxugarLas cosgarus IPsec SA bundle nepenonHeHa:

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
filter flt_aaa: waiting for a bundle: queue overflow

Cnepytolee coobLieHne roBOpUT O CIMLLKOM GOSbLLIOM KONMYECTBE NakeToB Ha 06paboTky
ogHuM SA (6onee 40). Ckopee Bcero, 3T0 03Ha4aeT HeoNTMMarbHble HACTPOWKM NPOAYKTa C

TOYKM 3peHust NnpomseoauTensHocTU. Mpocb6a oBpalyatbes kK paspaboTymkam:

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped: SA
33: queue overflow

wodzw jlsipw o dazlstej dzdej 2 thdBSCt2, s BO Mstseh Ols!

cOL
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BHyTpeHHMe ownbkn, 0 KOTopbix Npocbba coobLliaTth paspaboTymkam:

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: ip
data is not 4 - byte aligned

Opyrve coobLueHus:

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: no
matching filtering rule

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if eth0, dropped: SA
33: decapsulated packet's IP header doesn't match the SA

out packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped:
out of memory

in packet 2.3.4.5:12 - >3.4.3.3:14, proto 6, if ethO, dropped: SA
not found

9.122. Cob6biTua rm@mennbol filt _tr

CoobLueHuns 3Ton rpynnbl NO3BOMSAT ONPEAENUTb, Kakoe NpaBuno unbTpaumm
ucnonb3yetca ang obpaboTku nakeTta. AT coobLieHns He cogepxat nHPopMaL Mo 0 CaMoM
nakete. Takylo MHAOPMaLMIO MOXHO NOMYyYnTb U3 KOHTEKCTa coobLeHns (Hanpumep, 13
cnegyrowmnx coodbweHnn rpynnel pass d )dr op

Mpumep coobLyeHuns:
found filtering rule 102(filter_tcp)

9.123. Co6bITNMA Tpynnbl sa_minor,

Coo06LLeHns 3ToM rpynmnbl MO3BOMAOT KOHTPONIMPOBATL NMPOLECCHI CO3AaHUA, YHUUTOXEHNS U
3ameHbl IPsec-koHTekcToB. Co0bLLEHUS O 3arpy3Ke KOHTEKCTOB coAepXxaT AeTarnbHyto
MHpopMaLmio 0 napameTpax KOHTeKCTa, Bkrtoyas IP-napameTpbl (agpeca, nopthl), SPI,
pexuMbl 1 ap.

Ecnu cooblieHne cogepxut IP-napameTpbl (selector), To OHY BLIBOASATCA B CrieaytoLiem
nopsake:

I nokanbHbIM agpec/anana3oH agpecos
1 nokanbHbIA NOpT
1 yRmaneHHbIn agpec/anana3oH agpecos
1 y#aneHHbI nopT
1 IP- npoTokon.
Moa nokanbHbIM agpecoM NOHUMAaETCs agpec UCTOYHMKA (SOUrce) Anst UCXOOsALWMX NakeToB..

ltedggjter Mtstseh jdd?2 ctkffr sa_major

MpeBbileHo orpaHnyYeHne SA no Tpaduky:
SA 55 expired

Mopa HaunHaTb rekeying SA (nponaeH 6apbep no Tpaduky):
requesting rekeying for SA 33

SA HUrae He UCMNOoNb3YHTCA U A0MKHbI ObITb yaaneHsb:
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requesting to remove SA: 44,45

CoobLeHuns o 3arpyske HOBbIX SA:

loaded SA: id 12; flags 0x1; ipsec flags: 0x18; selector:
5.4.3.2 ->2.3.4.5; type: 51; SPI: Oxabababba

Cnepyouwee coobuieHne roBopuT 0 3ameHe IPsec SA 6e3 npepbiBaHMs 06paboTkm

Tpadwmka:
loaded replacement for SA 55: id 12; flags 0x0; ipsec
flags: 0x38; selector: 3.4.5.1 ->2.3.4.0 -2.3.4.255, proto

17; type: 50; SPI: 0x3b7f44e0
Pacwwudposka type:
51 1 AH
50 - ESP
Paclwmdposka HeKOTOprX4 ouTos flags:
Ox1 T oantsHwhd2
Pacwudposka 6utos ipsec flags:
Ox1 7 Iskzdedzj dz' dz" 2 tjydd3
0x2 T MBteOMr 9 Odbit DF
0x4 - Mls ©OdzO o dzd 9-Gis+ DF
0x8 T 9 Cdzt yj dzO@ L Oh dlsO-@4dsOG epl ay
0x10 @ 9 Cdzt yj dz0 ftetso jt6C O yJ dzsmisdesmis d
0x20 T 9 Cdzt Yyj des h dWtctse Odzed §
0x40 T d MY sdz¢ & JJBRnencapsulation (NAT traversal)

1 OG ez Lifo® L SH (SA bundle):

loaded bundle: filter: 298(ipsec_filter); selector: 3.4.5.1:98 -
>3.4.5.2:99, proto 17; SAids: 4, 5

CoobuieHne o 3arpyske SA bundle, He cogepxallee cnucka SA, o3HayaeT ownbKy
cosgaHusa SA bundle npunoxeHnem (4eMoOHOM).

1 Of etSMbundle ( sB'M yYydzts HdzW jGet5 tsBicOB SIKE-6B WBiE fizb 24 Is v
bundle request: filter: 59; selector: 5.4.3.2:1 ->1.2.3.4:5,
proto 17

SA 3abnokupoBaH (MpeBbILLEHO OrpaHnyYeHne No BpeMeHu/Tpaduky), oxmaaeTcs
3aBepLLeHue npotecca rekeying:

disabled SA 33

YpaneHue SA:
removed SA 33

YpaneHue paHee 3abnokMpoBaHHOro SA:
removed dead SA 33

Opyrve coobLieHus:
application request to enable SA 33 processed
first packet will trigger rekeying of SA 33

‘(MsOdz d& j L dzOyj dedv W zOcEtse dzj ftoj Hd&zOL dzOUj dz¥ H v d dzls j toff t
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CoobLeHurs, BO3HMKaOLLME Npu 0LIJVI60'-IHOM/CTpaHHOM5 noBefEeHUN NpoayKra:
can't add bundle: filter id 299 not found
can't add bundle: SA id 33 not found
can't add bundle: SA id 33 is unusable
can't load SA: unable to unpack
can't load replacement for SA 33: SA not found
can't load repl acement for SA 33: can't unpack
can't load replacement for SA 33: race condition - SAis dead
can't remove SA 33: sa not found
can't disable SA 33: sa not found
can't enable SA 33: sa not found
rekey trigger: can't find SA 33

lteddsd ter MM jdd?2 imtelffr sa_m
destroyed SA 12

replacing SA 12 with SA 13

can't enable sa 13: it's already enabled

enabled sa 14, but didn't activate it

enabled sa 15

9.124. Cob6biTNMA Tpynnbe sa_trace

Coo06LeHuns rpynnbl Sa_trace  NO3BONSNT yBUAETb PAKT NpUMeHeHUs |PSec-KOHTEKCTOB K
nakeTy. [INs UCXoAsLMX NakeToB — 3TO MHKaNCyNsaumMs, AN BXOAAWMUX — AeKancynaums.
CoobLeHuns cogepxaT ngeHtudmkatop SA, KOTOPbIV BbIBOAUTCS Npu 3arpyske SA (GOMKHbI
ObITb BKNIOYEHBI COOOLLEHMS rpynnbl Sa_major ). VIHdopmaums 0 nakeTe BbIBOAUTCHA B TOM
Xe nopsake, 4To M angd coobweHnn rpynnel pass d dr op.

MpuMepbl COOBLLEHNIA;

decapsulating with SA 10: 1.2.3.4:5 ->5.4.3.2:1, proto 6, if
iprb0
encapsulating with SA 10: 5.4.3.2:1 ->1.2.3.4:5, proto 6, if
iprb0

9.125. Cob6biTMA Tpynnbl sSsa_error

Coo06LLeHns 3ToN rpynmnbl BbIBOAAT AONOMHUTENBHYIO MHGOPMALMIO O Cneunpuyecknx
owmbkax IPsec.

B OaHHbI MOMEHT eCTb TONbKO OHO COODLLEHNE — O AeTEKTUpOBaHWM replay-ataku.
BbiBOAMTCS COCTOsIHME OKHa, HOMep nakeTa (sequence number).
Mpumep coobLyeHuns:

replay packet detected: SA 10 last sequence number 92, window
0x1, pac ket sequence number 4.

°l osf)! BO Mistseh Ols! tOL tc O sHEd SOz ofts L did] Qedptaedji) dzj dzdzr 7 5h
utstsBh jdzdw HOdzdzsGts ©OLHj dZO ftoj HAzOL dzOyj dz@ HzW o dzkzIstej dzdzj c
fsd LsoOjdvd flesHEzZSO doj ftoj HisMsOo dzw § Isfyw .
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9.13. CoobweHmnmsa o6 owumbKa?j

Hwxe npvBeaeHbl TeKCTbl Co0BLLEHMIA 06 oWwnGKax, KOTOpble MOryT BO3HUKATL Npu paboTte ¢
NpPOrpamMMHbIMK YTUNUTaAMM.

Ecnu B TekcTe nony4yeHHoOro coobLeHms npucyTcTByeT ppasa ” Internal error:”, To
obpaljantech B crnyx0y nogaepxku no agpecy info@s-terra.by.

Y T n nsa show

TekcT coobLieHusn OnucaHue npobnembl

Internal error. Koa owwmnbku. BHyTpeHHsA oLumGKa.

SA info is not found. Error: ACCESS

DENIED. Monb3oBaTesnb He ayTeHTUdULMpoBarscs.

Y T urnkey show

TekcT coobLieHus OnucaHue npobnembl
Unable to obtain keys from DB.Error: He yganocb nonyuntb Preshared Key 13
ACCESS DENIED. 6asbl.

Y T n nisp 1slaow

TeKcT coobLeHuns OnucaHue npobnemsl

Failed to retrieve policy from product data
base.Error: ACCESS DENIED. Owwu6ka npv NOBTOpHOM 3arpyske LSP.

Other operations are cancelled due to error

Y T n nlogtshow

TeKkcT coobLeHuns OnucaHue npo6nemsl

Failed to get severity level.Error: ACCESS | Owwubka npv nony4eHnn ypoBHsi
DENIED. NPOTOKONNPOBaHUSA COObLITUI.
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nonb3oBaTenNnd

Ymnounta

cert _check

TekcT coobLyeHus

OnucaHue npobnembl

Internal error. Unable to obtain certs from
DB

No certificates found.

HeynayHas nonbiTka nonyy4nTb
ceptudukatbl u3 6asbl npoaykTa.

YTununnmta

dp _show

TeKcT coobLueHun

OnucaHue npobnembl

Error %d: VPN demon is not started

Mpobnema co ctapTom geMOHa

Error %d: Default driver policy is not read
from db

Owwnbka npu yteHum Default Driver Policy
n3 6asbl NpoaykTa

Error %d: Log-off policy is not read from db

Owwnbka npu nonydeHmmn Log-off policy

<OnwucaHusa onepaummn>. Error: ACCESS
DENIED.

Monb3oBaTtenb He ayTeHTudmumuposancs.

Failed to get default driver policy.Error:
ACCESS DENIED.

Owwbka npw 3arpy3ke DDP.

Y T n npwd change

TeKkcT coobLuieHus

OnucaHue npo6nembl

Error %d: VPN demon is not started

Mpo6Gnema co cTapTom AeMoHa

Error %d: Old password is wrong

HeBepHbI cTapbIn napornb

Error %d: New password is not set

Owwnbka npu ycTaHOBKe Napons

Y T n nchentdogout

TekcT coobLieHun

OnucaHue npo6nemsbl

Error %d: VPN demon is not started

Mpo6Grnema co cTapTom AemMoHa

Error %d: Log-out fail

HeynauyHbin logout
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10. TITpoToOKONMpPOBAaAaHMUE

HacTtpoiika Syslog-knveHTa NnporM3BoauTCa agMUHUCTPATOPOM NpY NOArOTOBKE
WMHCTanNnNsILMOHHOIO nakeTa nonb3oBaTtens. AoMuUHUCTpaTop onpeaensiet IP-agpec xocTta, Ha
KOTopbIn ByayT nockinaTbCs coobLeHNst 0 COBbITUSIX, YPOBEHb BaXKHOCTW COODLLEHUNA,
NCTOYHMK COOBLLEHNIA.

10.1. Mony4yeHnme nora B Wi

[nsa nonyyeHusa nora B Windows moxHo ncnone3osatb npoaykt Kiwi Syslog Daemon

(http /I www kiwisyslog

. com), Tri Action Syslog Daemon u gp.

10.2. Cn o €

r

NPOTOKONUPY € MbI>

Kaxxgomy npoTokonupyemomy cobbiTuio MpucBavMBaeTcs PUKCMPOBaHHbLIN nageHTudmrkarop
(MSG ID) n cooTBeTCTBYIOLLMI eMY YPOBEHb BaXXHOCTH (Severity) ans npotokona Syslog:

EMERG, ALERT, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.
BbligaBaemMble coOBLLEHUS N OMCAHNE COBLITUI MO 3TUM COOBLLIEHWAM NpeAcTaBneHb! B

Tabnuuyax 3-7.

ststsB N j dzd W

Ftetseo dz2v¥ ERROR

Tabnuua 3
OnucaHue cobbITUsA RRSEREE Paspen LLlabnoHbl coobLWeHnn
BaXXHOCTM
INokanbHbIN cepTudukaTt Searching local certificate failed. Reason: %s’.
1 ERR CERT :
HenpuroaeH Subject: %s Issuer: %s SN: %s
Local certificate '%{1}s' is invalid: private key
%{2}s%{3}s'%{4}s" is inaccessible
roe:
%{1}s — 3Ha4yeHune nonsa Subject
CeKpeTHbIN KroY nokarnbHoro ceptudukaTa
2 roKanbHOro ceptudukara ERR CERT %{2}s — «», ecnu Koy BbIn 3a4aH SBHO,
HeJocCTyneH MHa4ve «at container
%{3}s — «», ecnu knto4 ObIN 3a4aH sIBHO,
NHa4ye « »
%{4}s — nyTb K Knto4y, ecnu oH 6bin 3agaH
SIBHO, MHa4ye UMS KOHTeNHepa
Local certificate '%{1}s' is invalid: container
'%{4}s' is inaccessible
KoHTelHep kno4a roe:
3 nokanbHoOro cepTudukara ERR CERT %{1}s — sHaveHune nonsa Subject
HeOoCTyneH nokarnbHoro ceptudgukarta
%{4}s — nyTb K KN4y, ecrnv oH Obin 3aaaH
SIBHO, MHa4ye UMS KOHTelHepa

" revoked | expired | not verified

Bel VPN Client

Co pyr i-TetraBel@00&8012 63


http://www.kiwisyslog.com/

Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

YpoBeHb

OnucaHue cobbITuA Paszgen LLlabnoHbI coobLweHumn
Ba)XXHOCTU
Local certificate '%{1}s' is invalid: private key
%{2}s%{3}s'%{4}s" is inconsistent with the
certificate
roe:
Soecl)?:eT:chI:yK;qu He %{1}s — 3HaueHwne nonsi Subject
nokaneHoro cepTndukaTa
4 niokanbHOMY cepTuduKarTy. ERR CERT o pTUc
3TO BO3MOXKHO TOMLKO 0{2}s — «», ecnm Ko ObIN 3a4aH SIBHO,
nocne yCTaHOBKM OCI nHa4ve «at container»
%{3}s — «», ecnu knto4 ObIN 3a4aH SBHO,
MHaye « »
%{4}s — nyTb K knto4y, ecnv oH bbin 3agaH
SIBHO, UHaye MMs KOHTenHepa
HeycnewHas nonbiTka Connection request FAILED, Reason: %s?®, ip:
5 YCTaHOBUTb COEANHEHNE B ERR POLICY %s, protocol: %s°, IKERule: "%s", IPsecAction:
KayecTBe nHMynaTtopa "%s", FilteringRule: “%s™°, Stopped at: %s™
O6HapyXeHbl There is a bad Isp object in product db: '%{1}s’',
g | HEKOPPEKTHbIE IaHHbIE B ERR POLICY %({1}s — uMsi HekoppeKTHOro cpaiina
6ase AaHHbIX, cBA3AHHbIE onucaHust o6bekTa B 6ase JaHHbIX

cLSP

There are at least two active configurations in
product db: '%{1}s' and '%{2}s'
%{1}s — nmsa nepsoro danna onvcaHuns
obbekTa B 6a3e gaHHbIX ¢ akTuBHOM LSP
%{2}s — umsa BTOpOro hanna onucaHms
o6bekTa B 6a3e AaHHbIX C akTUBHOM LSP

O6HapyxeHa bonee 4em
7 ofHa akTnHaa LSP B ERR POLICY
0ase gaHHbIX

Invalid route to %{1}s%{2}d through %{3}s
%{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4Horo IP unn noagceTun

%{3}s — gw unu interface
Owwubka B 3anuncu 6{3}s — g

8 MAPLLIDYTH3ALIM ERR SYSTEM %{4}s — anpec gateway-si unm ums
NUHTepdenca
%{5}s — “, metric”, ecnu ykasaHa MeTpuvKa B
LSP

%({6}s — 3HayeHne MeTpuKn

%({7}s — onucaHue owmndku: inconsistency,
invalid gateway (matches local address)

® Session timeout | Invalid packet | No proposal chosen | Invalid ID | Authentication failed | Internal error
* ISAKMP nm6o IPsec

1% Ecrin Ha MOMEHT BbIBOZ@ COOBLLEHUS CBEAEHUS O npasunax ISAKMP, IPsec nn6o o ¢unbTpe OTCYyTCTBYIOT, TO
COOTBETCTBYIOLLME CBEAEHUSA HE BbIBOASATCA

! NlononHuUTenbHble cBeeHNs 06 onepaLmm, Ha KOTOPOI MPepBarcs NPOLIECC YCTAHOBMNEHWS COEAMHEHNS

Bel VPN Client Co pyr i-TetraBel@00&8012 64



Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

OnucaHue cobbITUA

YpoBeHb
BaXXHOCTU

Pasgen

LLlabnoHbl cooOLeHumn

Owwnbka npu gobaeneHnm
3anvcu B Tabnuuy
MapLupyTU3auum

ERR

SYSTEM

Failed to add routing: %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4vHoro IP nnu noaceTtun
%{3}s — gw nnu interface
%{4}s — agpec gateway-a unu nms
NUHTepdenca

%{5}s — “, metric”, ecnu ykasaHa meTpuvka B
LSP

%{6}s — 3HaYeHne MeTpUKM

%({7}s — onucaHune owmnbku: inconsistency,

invalid gateway (matches local address)
Ha yposHe ERROR napameTp %{7}s moxet
NpYHMMAaTh CreayoLlne 3HadeHus: system
error, unknown network interface, internal error.

Ha yposHe WARNING napameTp %{7}s moxeT
npuHMMaTh cnegyowme 3HadveHus: already
exists.

10

Owwnbka npu yganeHuu
3anuncu n3 Tabnuupl
MapLupyTusaumm

ERR

SYSTEM

Failed to delete routing: %{1}s%{2}d through
%{3}s %{4}s%{5}s%{6}s - %{7}s
roe:
%{1}s%{2}d — destination B Buge
oanHo4Horo IP unn nogceTun
%{3}s — gw unu interface
%{4}s — agpec gateway-a nnu nmsa
NUHTepdenca

%{5}s — “, metric”, ecnu ykasaHa meTpuka B
LSP

%{6}s — 3Ha4YeHne MEeTPUKK

%{7}s — onncaHne ownbku: inconsistency,
invalid gateway (matches local address)

Ha ypoBHe ERROR napameTtp %{7}s moxeTt
NpYHMMAaThb CreayLlne 3HavYeHus: system
error, internal error.

Ha yposHe WARNING napameTp %{7}s moxeT
npvHUMaTh criegyrowme 3HadeHms: not found.

11

Heyna4Has nonbiTka
poctyna lNonb3oBaTtens K
AreHTy

ERR

SYSTEM

User login failed

ststsBh j dzd W

Ztctso dzv

WARNI NG
Tabnvua 4

OnucaHue cobbiTusA

YpoBeHb
BaXXHOCTU

Pasgen

LLlabnoHbl coobLeHnmn

B dparine x509conv.ini
yKasaHa
HenogaepxvBaemas
KogupoBKa

WARNING

CERT

Unsupported encoding "%{1}s" has been
specified in x509conv.ini, "%{2}s" will be used

%{1}s — HenoagaepXxnBaemas KognpoBka

%{2}s — koampoBka, koTopas byaet
ncrnonb3oBaHa Asnsi COOTBETCTBYHOLLErO
ASN.1-tnna
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YpoBeHb

OnucaHue cobbITuA Paszgen LLlabnoHbI coobLweHumn
Ba)XXHOCTU
B cpanne x509conv.ini Unexpected parameter "%{1}s" has been
2 yKasaH HEN3BECTHbIN WARNING CERT specified in x509conv.ini, ignored
napametp %{1}s — umsa Heu3BeCTHOro NnapameTpa

Certificate with subject "%{1}s" has
incompatible attribute value encoding.
Owwbka npu . Probably, the connection won't be established.
3 MEpEKOAVIPOBKE nonen WARNING CERT Please, configure x509conv.ini according to
Issuer unm Subject actual attribute encoding.

ceptucpukata B UTF-8
pTvc %{1}s — cTpokoBOe NpeAcTaBrneHne nosns
Subject ceptndmkarta

LDAP 3anpoc {1}
4 3aKOHYMIICH Heyaayen. WARNING LDAP
Mpuuumna: {2}

LDAP request failed. Reason: %{2}s".
Request: "%{1}s".

Incoming connection request FAILED, Reason:
%s™, ip: %s, protocol: %s™*, IKERule: "%s",
IPsSecAction: "%s"*, FilteringRule: “%s”*,

Stopped at: %s"’

HeycnelwHasa nonbiTka
5 yctaHoBuTb coeguHeHne B | WARNING POLICY
KayecTBe OTBETYMKA

DefaultCryptoContextsPerlPsecSA in
"agent.ini" is not valid (must be from 1 to 128),

3HaueHve napameTpa %{1}d will be used instead
6 DefaultCryptoContextsPerl | WARNG POLICY o i/{l}d . |<0T.opoe Gyner
0 - 3

PsecSA 3apgaHo HeBepHO
MCMonb30BaHo Assi napaMmeTpa
DefaultCryptoContextsPerlPsecSA

B npasune IKERule WARNING: IKERule '%{2}s', line %{3}d: in
3a/1aHO HECKOIbKO Aggressive Mode initiator will use %{1}s only.
TPaHCGOpMOB ¢ %{1}s — Ha3BaHWe BbIGPAHHOM rpynMbl, Mo
pasnunyHbIMA rpynnamu. koTopoit 6yaeT pabotath AreHT B Ka4ecTse
Ecrme Ka”eC;Be 5 nHuumaTopa B Aggressive Mode.
7 vHLIMaTopa AreHT byAeT WARNING POLICY %{2}s — umsa IKERule, onsa koToporo

“crnonb3oBaTh Aggressive

BblBEAEHAa 3Ta AMarHocTuKa
Mode, To B 3TOM crny4ae )
6yayT BbICLINATLCS TOMNLKO %{3}d — cTpoka, Ha KOTOpO
TpaHC(bopr| C Takoun xe pacnonaraetcd IKERule.

rpynnou Kak y nepBoro
TpaHcgopma B npasune.

2 Create request failedi 1 j EHOdsh: MiYtttRdtess Ol! SCtstetej Slsdz’ 2 L Off totsf
Failed to parse messagei [ dB & OL B fRis® B N jLEAPY

Timeout

LDAP server is not responding i LDAP ) j tc adgjtH sfiskz i j dz

Requestcanceledi | Of fgtsf toj tco Odz ( dz2Of tcd d3d 6 ftod o" ctekzL €] CodWdqelkztcO
Unknowni 1 tod ydlaz@ L o J Mils dzO

'3 Session timeout | Limit of %u responded sessions achieved | Invalid packet | No proposal chosen | No rule
chosen | Invalid ID | Authentication failed | Internal error

1 |ISAKMP dzg 8Psec

Pripdzd O Bisdzj dzls o' o sH O IFNKME " dnRbesddj t®6 ¢ RO dzts, st fye | Hj dzq
9" 9tSHWIsmw

Prfpdzd O ®sd3j dzls o 9 sHO ftstse h jISREMP, Beeddad) edtsf Vs S df de OotefjozO5ils fiy
ks fitstslse jlsiseaks hdj MejHjddw dzj o' atsHWIsfw

Y stdsizd s j dz dzf § Mo jHjddw B S jttOydd, &O (bt it Od
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eassBh jddwyw Bkteseodzvy NOTI CE

Tabnuuya 5
OnucaHue cobbiTuA YRR Paszgen LLlabnoHbI coobweHunmn
BaXXHOCTU
1 Pesynbtat LDAP sanpoca NOTICE LDAP 'II_DAP Eequest result: NOT FOUND. Request;
{1} — 06BbEKTbI He HaaeHbI %{1}s".
Pesynbtat LDAP 3anpoca Lo .
> {1} - Haitnero {2} NOTICE LDAP LDAP re.qllljest re"sult. 00{2}s object(s) found.
Request: "%{1}s".
obbekToB
MpuceoeH IP-agpec u3
3 | ynanéuHoro IKE-CFG NOTICE POLICY | VPN ip-address %s obtained, Partner: %s:%d"®
nyna
MapTHépy npucsoeH IP- VPN ip-address %s assigned to external host
4 agpec u3 IKE-CFG nyna NOTICE POLICY Partner: %s:%d"
MpeBbIWEeHO orpaHnyeHne
Ha KONM4YecTBO
MHUUMMpoBaHHbIX IKE-
ceccuin. HmunnposaHHas .
[ISAKMP]: Exchange pended. Limit of %u
5 | cecens otnoxkeHa Ao NOTICE Polcy initiated sessions achieved. Partner: %s:%d?°
3aBepLUeHUs nobon
aKTUBHOWN
HULMMpoBaHHom IKE-
ceccun.
MpeBbIWEeHO orpaHnyeHne
Ha konuyecTtBo IKE-
CeCCUn, NHNLMNPOBAHHbBIX [ISAKMP]: Exchange cancelled. Limit of %u
6 napTHepamu. 3anpoc oT NOTICE POLICY responded sessions achieved. Partner:
napTHepa urHopupyeTtcs, %s:%d*
HOBasi ceccusi He
co3pgaeTcs.
7 CTtapT cepsuca NOTICE SYSTEM Service started, version %s
8 OcTtaHoBKa cepBuca NOTICE SYSTEM Service stopped
g | Boctyn Monk3osatens k NOTICE | SYSTEM | Userlogged in
AreHTy
10 | OTKnioueHme foctyna NOTICE | SYSTEM | User logged out
Monb3oBatens K AreHTy
18 ip:port
Y ip:port
20 ip:port
21 jp:port
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nonb3oBaTenNnd

stssBh jddwy Bktesedzw | NFO
Tabnuua 6
OnucaHue cobbiTuA YRR Paszgen LLlabnoHbI coobweHunmn
BaXXHOCTU
Connection established, %u.%u.%u.%ul-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %ul], FilteringRule:
“%s”, IPsecAction: “%s”
roe:
KBaZpaTHble CkoDOku 0603HaualoT, YTO
JaHHasi YacTb CooBLLEHUSA MOXET
OTCYTCTBOBAaTb
nepsbln aprymMeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec nnm
anasoH |IP-agpeco opT, KOTOpble
1 YcTaHOBNEeHO coenHeHne INFO POLICY ?:LIJ,FI:ILLI,a:-(I)TCFl EPGHTO?VIM MIOpT, KOTOPE!
BTOPOW aprymeHT Buga “%u.%u.%u.%u[-
%u.%u.%u.%u][:%u]” —IP-agpec unu
AuanasoH |IP-agpecoB 1 nNopT, KOTopble
3aLuLLalTCa NapTHEPOM
[, proto %u] — 3almLLaeMbIin NPOTOKON
FilteringRule: “%s” — dunbTp, Ha KOTOpPbLIN
3arpyxeHa cosfaHHas uenodka IPsec SA-
eB
IPsecAction: “%s” — npasuno IPsecAction
Mo KOTOPOMY CO34anocb coeguHeHne
MonyyeH ISAKMP-nakeT Inbound IKE packet dro%)ed, Reason: Access
2 OT NapTHepa, C KOTOPbIM INFO POLICY denied, Partner: %s:%d
3anpelweH IKE-Tpaduk®
1 Olsdzj e (dH ] dasd¥ dydimpog)ls i fjds feOtey: fdBjhjd o ¢yujteds 2
ded BSHIEBEMBME ] H Jdzj d2d s, tedf HLj dzj dzdz’ 2 (Jtetsdsj Y kzlstsS otcj o3 ded tsdz o
EMlsOdzs dSpiMP MtsJ Hd dzj dzd ] HEMIsOltsydes Bdz! h s CtdzdyldldiEse s tOL
fOCjlO BIs OCtsets f Olsdzj KB @¢ p P s @BBEECDj sy, 1 lssdik
Sftej H] dzdls! dO®BEEEaQ]) ! HOLEESY jIs B Is! ditse OV ISRKMPisY @ d ey lsiad oz
ftoesHtsd jdedj MlsOter 7 ffrilsss, dJdWstedsOydtsdzdets] Mmtstseh j dad
¥Wsted3OIsO. [BdRRjdz M SOCdd3 § Otelsdzj esd3 ttOL e " Oj sfqpw M My kMM
ftoed d decpPfEtais Mtsj Hddzgj dedV s Misstetsdy dztsC Odz' detsets kflstets2 Miso

2 ip:port
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OnucaHue cobbITUA

YpoBeHb
BaXXHOCTU

Pasgen

LLlabnoHbl cooOLeHumn

3 3akpbITne coeanHeHus

INFO

POLICY

Connection closed, %u.%u.%u.%ul-
%u.%u.%u.%u][:%u]<->%u.%u.%u.%ul-
%u.%u.%u.%u][:%u][, proto %ul], bytes
sent/received: %d / %d, Reason: %s

roe:

KBaZpaTHble CkOBOku 0603HaualoT, YTO
JaHHas YyacTb COODLLEHMS MOXET
OTCYTCTBOBaTb

nepsbln apryMeHT Buaa “%u.%u.%u.%ul-
%u.%u.%u.%u][:%u]” — IP-agpec nnm
AvanasoH IP-agpecoB 1 nopT, KOTOpble
3awmwaotcs AreHTom

BTOpOM apryMeHT Buaa “%u.%u.%u.%u[-
%u.%u.%u.%u][:%u]” —IP-agpec nnu
AuanasoH |IP-agpecoB 1 nNopT, KOTopble
3awmwaTes napTHepoOM

[, proto %u] — 3almLLaemMbIin NPOTOKON

bytes sent/received: %d / %d — konnyecTBo
GaiiT, KOTOpbIN BbINN OTOCMaHbI U NPUHSATDI
nop, 3aLinUTOoM 3TOr0 COeANHEHUS

Reason: %s — npyvyuHa yganeHus
COeIHEeHUNA, BO3MOXHbI crieayoLume
BapuaHTbl:

Loading new configuration — coeguHeHne
YHUYTOXEHO MO MPUYMHE 3arpy3kM HOBOW
KOHUrypawmu

Delete payload received — oT napTHepa
NpuvLLEN 3anpoc Ha yaaneHue 3Toro
coeguHeHus

Time expired — UCTEK NUMUT OENCTBUSA
COEAMHEHUS MO BPEMEHMN

Traffic expired — uctek nIMUT gencTBUA
coefiHeHns no Tpadouky

Dead peer detected — napTHep npu3HaH
«MepTBbIM»

Initial contact — coeguHeHne yganeHo npu
nonyyeHun Hotudpumkaumm INITIAL-
CONTACT

Cannot start DPD (no ISAKMP SA) — HeT
BO3MOXHOCTU uHUUmMmnposaTtb DPD,
napTHep NpuU3HaeTcs «MepTBbIM» U
CcoeVHeHne C HUM yaanseTcs

Replaced with new one — coeguHeHne
yAaansieTcsl B CBSI3W C TEM, YTO NOCTPOEHO
HoBOE

SA bundle destroyed — BO3HUKaeT B criyyae
MCNonb30BaHMA BrOXeHHOro IPsec, korga
yoanseTca ogHa 13 uenoyek IPsec SAs,
YTO NPUBOOUT K YHUHTOXEHMUIO BCEN CBA3KN
LLlenoYeK.

IPsec-coegnHeHune He
YCTaHOBUIOCH U3-3a
NpeBbILLEHNS KONMYECTBa,
paspeLleHHOro N1ueH3nen

INFO

POLICY

Unable to establish connection: resources
exceeded

Bel VPN Client

Co pyr i-TetraBel@00&8012

69




Bel VPN Clie®01lPyEBEOACTBO NoOoONnNb30BaTens

OnucaHue cobbITuA PESEEEE Paszgen LLlabnoHbI coobLweHumn
Ba)XXHOCTU
MHEOPMALIMS O NALEH3MM Product licence: product code: %s, customer
5 pmaL| H INFO SYSTEM code: %s, license number: %n, license code:
npoaykra o
0S
stssBh jddvw Ekteseodzy DEBUG
Tabnuua 7
OnucaHue cobbIiTusA VRS Pasgen LLlabnoHbI coobweHnmn
Ba)XXHOCTU
1 He HalineH cepTudukar DEBUG CERT Searching peer certificate failed. Reason: not
napTHépa found. Search template: %s
< o . . . ) 24
> HangeH HenpuroAHbIi DEBUG CERT Sea_rchmg peer certificate failed. Reason: %s*".
cepTucukat napTHépa Subject: %s Issuer: %s SN: %s
3 Bb|6pe_1_H ceptudukar DEBUG CERT Use peer certificate: Subject: %s Issuer: %s
napTHépa SN: %s
4 | Copmnposan LDAP DEBUG LDAP | LDAP request: "%{1}s>".
3anpoc {1}
LDAP 3anpoc {1}_ LDAP request ignored: there is no LDAP server
5 NPOVUIHOPUPOBAH: HE DEBUG LDAP . . "
available. Request: "%{1}s".
3apaH LDAP cepBep
Connection request, packet:
%u.%u.%u.%ul[:%u]->
%u.%u.%u.%u[:%u][, proto %ul], FilteringRule:
“%S!!
roe:
KBagpaTHble ckobkn 0603HavaloT, YTo
JaHHasi YacTb COOOLLEHUSA MOXET
OTCYTCTBOBAaTb
nepBbIN aprymeHT Buaa
“0, 0 0, 0, -0, ”_ -
6 3anpoc Ha co3gaHue DEBUG POLICY %U.%u.%u.%u[:%u]” — IP-agpec
coeguHeHuns WCTOYHMKA W MOPT, €CNM OH yKa3aH B
nakete
BTOPOW aprymeHT Buga
“%u.%u.%u.%ul:%u]” - IP-agpec
NPUeMHMKa 1 NOpT, ECNN OH YKa3aH B
nakete
[,proto %u] — Homep npoTokorna, ecnu
yKkasaH B MakeTe, nHade He nuLieTcs
FilteringRule “%s” — Ha3BaHne dunbTpa,
noA KOTopbIv nonan naket

 revoked | expired | not verified

ofjs MSEAP @AffwEMn s§dh" o QRIS odzOefipdssi * j §j o tej 3w JPhydzd
OHtejMm d { stols,LSR, O xRtz ]

ZS.ItS

BCOLT 9O Isfpw .
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OnucaHue cobbITUA

YpoBeHb
BaXXHOCTU

Pasgen

LLlabnoHbl cooOLeHumn

Owumnbka nHMLMMpoBaHuUS
C030aHus CoeaNHEHNS

DEBUG

POLICY

Failed to initiate connection request processing,
packet: %u.%u.%u.%ul:%u]-
>%u.%u.%u.%u[:%u][, proto %u]
roe:
KBaZpaTHble CkoBOku 0603HaYaloT, YTO
AaHHas YacTb COOBLLEHNS MOXET
OTCyTCTBOBAaTb
nepBbIN aprymeHT Buaa
“%U.%u.%u.%u[:%u]” — IP-agpec
WCTOYHUKA 1 NOPT, €CINK OH yKa3aH B
nakete
BTOPOW aprymeHT Buaa
“%u.%u.%u.%ul:%u]” - IP-agpec
NpUeMHUKa 1 NOPT, ECNM OH YKa3aH B
nakete

[,proto %u] — HOMep npoToKona, ecnu
yKka3aH B MakeTe, nHade He nuLieTcs

8 Cospanue ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] established, Partner:
%s:%d”°, Identity: %s, IKERule: “%s”

9 YpnaneHue ISAKMP SA

DEBUG

POLICY

ISAKMP connection [%u] closed, Partner:
%s:%d”’, Identity: %s, bytes sent/received: %d
/ %d, Exchanges passed: %d

O6HapyxeHune ycTponcTea

10 NAT

DEBUG

POLICY

NAT detected on ...% side, Partner: %s:%d*

Proposals BbicnaHbl

11 -
napTHépy

DEBUG

POLICY

(Phase I): %0
Sending IKE proposals. Rule “%s”: Auth: %s
Transform #1: Hash: %s, Cipher: %s, Group:
%s, Life Time: %s, Life Traffic: %
Transform #2: ..

(Phase II):31
Sending IPsec proposals. Rule “%s”:
Encapsulation mode: %s, Group: %s
Proposal #1:
Protocol AH:
Transform #1: Integrity: %s, Life Time: %s,
Life Traffic: %s
Transform #2: ..........
Protocol ESP:
Transform #1: Integrity: %s, Cipher: %s,
Life Time: %s, Life Traffic: %s
Transform #2:
Proposal #2:

% ip:port

2 ip:port

% |ocal | remote

29 ip:port

PrMed slHjd d
Brfdzd tslsHj dz dz

fMlstekzS k" ,
flsekzSkktsr ,

Zdets Oktdslzls'
Zdets Obtdslzls'
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YpoBeHb

Pasgen LLlabnoHbl cooOLeHumn
Ba)XHOCTU

OnucaHue cobbITUA

(Phase I): 32
IKE proposals received.
Transform #1: Auth: %s, Hash: %s, Cipher:
%s, Group: %s, Life Time: %s, Life Traffic: %
Transform #2:

(Phase II):33
IPsec proposals received. Encapsulation mode:
. %s, Group: %s
12 MapTtHép npucnan Habop DEBUG POLICY Proposal #1:
proposals Protocol AH:

Transform #1: Integrity: %s, Life Time: %s,
Life Traffic: %s

Transform #2

Protocol ESP:

Transform #1: Integrity: %s, Cipher: %s,
Life Time: %s, Life Traffic: %s

Transform #2:
Proposal #2

34
MpoBepka proposal ans DEBUG POLICY Check proposal #%u, Protocol %s™, Transform

13 npasuna #%u for Rule “%s”. Result: %s*, attribute: %s*®

(Phase I): 37

ISAKMP proposal selected. Auth: %s, Hash:
%s, Cipher: %s, Group: %s, Life Time: %s, Life
Traffic: %s

(Phase II):38

IPsec proposal selected. Mode: %s*, Group:
%s, AH Integrity: %s, ESP Integrity: %s,
Cipher: %s, Life Time: %s, Life Traffic: %s

14 | BeibpaH proposal DEBUG POLICY

Using preshared key "%{1}s" for partner
%{2}s:%{3}d,

roe:

15 | Bbl6paH Preshared kriou DEBUG POLICY %{1}s — VipeHTndmkaTop BbIGPAHHOTO
Knto4a, ykasaHHbln B LSP

%{2}s:%{3}d - IP-agpec n nopT napTHepa
no IKE-obmeHy

Preshared key "%{1}s" not found,

16 HepnocTyneH BbIGpaHHbIN DEBUG POLICY roe:
Preshared kntoy %{1}s — MiaeHTndmkaTop BIGPAHHOTO
Knto4a, ykasaHHbl B LSP

rfdzd tlsHjd dF §] fMistekClbkt', dkiptlsOtgib HthhEsfbabdfck: Is
Brimdzd tsbHjd df j MbtezSIlskter, ddets OkttdBkls' tlkfkzlsflss zt Is,
% |SAKMP | AH | ESP

% Not matched | OK

% Authentication method | Hash | Cipher | Oakley group | Integrity | mode i Is ts dz' 1§ dgttzjf) ts o f O sphoppEals
¥rfdzd tlsHjd df | MistekClbkt', d&dpt Obtedekls' izl kzs s,
Bridzd tslsHjd dzr j] MbstekClskzter , ddets ObttdBlkzls' wlsfkzlsMmisakzt Is,
%9 Transport | Tunnel
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OnucaHue cobbITuA ;’2::::1_':' Paszgen LLlabnoHbI coobLweHumn
MpucnaHHbIN
naeHTndurkaTop napTHepa
no IKE-06MeHy He WARNING: Unable to proceed IKE remote ID
NOAOLLIEN HY Noa OAHO for partner %{2}s:%{3}d. Using ip-address from
IKE packet instead,
17 | Mpasuno ISAKMP. DEBUG POLICY P
MpeanpuHumaeTca roe:
nornbiTka %({2}s:%{3}d - IP-agpec 1 nopT napTHepa
naeHTugmumpoBaTb no IKE-06MmeHy
napTtHepa no ero IP-
agpecy.
Unable to choose authentication rule for partner
He yaanock nogobpatb %{2}s:9%{3}d,
18 | MpaBuro ayTeHTudmKaumm DEBUG POLICY re:
ONsl JaHHOro napTHepa no
IKE-06MeHyY %{2}s:%{3}d - IP-agpec n nopT napTHepa
no IKE-obmeny
WHdopmanmsa ob L o/
19 Mcrclgnzsyeumom nokanbHOM DEBUG POLICY [I.SAKMP]: Sending identity “%s" to partner
IKE-Identity <ip:port>
WHdopmaums o6 IKE- gt .
20 Ide(r?tit?/ I'I[ID-LI/ICJ'IaHHbIM DEBUG POLICY [ISAKMP]: Identity "%s" is received from
napTHebOM partner <ip:port>
WHpopmaums o 40
coobueHun (IKE- [ISAKMP]: Natification [%s™"] has been
21 Notification), npucnaHHbIM DEBUG POLICY received for Exchange <%u*'>: %s*
napTHeEpPOM
[ISAKMP]: Connection request FAILED. %s
roe:
%S — gononHuTeNnbHast 4OCTYMNHas
VHMLAMpOBaHHBI IKE nHdopMaLmsa 0 HECOCTOSIBLLEMCSI OOMEHE:
22 | obmeH 3aBepLunncs ¢ DEBUG POLICY Npu4MHa aBapuiiHoro 3aBepluenns *
OLINBKOIA (cm.Tabnuua 8)
CTeK BbINOJSHseMbIX onepauui
(cm.Tabnuua 9)
cBefieHMs 0 napTHepe:
<ip:port>, IKE-Identity **

Yytse zOMmdets MY o i REC 244.0 83 . (1 4f.REC240%B . 3 o

1 s dBidteidels d W d ¢ OlEsts 3. dzO

1 j OC &Y dziizd to d fy dzOfgzsAsg M Ideere | Ignore unprotected Notification | Cancel target
connection | Correct TTL for target connection | Start IPsec traffic | Target connection is already disabled | Peer is

alive | Wrong sequence: Ignore | Peer is interested in my liveness: send acknowledgement | Clear all old
connections

43[fndzq C dBskgj dzlslz L Oo jtoh jdzedw f Otelsdzgj eOdz EHOdzsM! HBEBoOtstedls
Oklsj dzls d % d ¢ @rashafed-€&@s yOR, d o MfdMmSj w1 j tna@dledodectds fakets fiylss & |
oW HE ) shdeSs2 Meimlss | dzdieE-f@@f sV, to ] @ ded>'e,d drzdiass M st 3 t
f Otclsdzj esdg, Htoduddes? lCOLO o MijHddjddd HEBsyil B'ls! ftod
“ IKE Identity S OL " 9 Oj kv btsd? S5 o fi)ddEy GMCLdiEHSRws H @O ols @ LW j dimzl st
Hisfls iz dzO.
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OnucaHue cobbITuA PESEEEE Paszgen LLlabnoHbI coobLweHumn
Ba)XXHOCTU
[ISAKMP]: Incoming connection FAILED. %s
roe:
%S — AONOMHUTENbHas JOCTYNHas
IKE-06MeH, NHdoOpMaLmsa O HECOCToSBLLUEMCS ObMeEHe:
23 VHULMNPOBAHHbIV DEBUG POLICY MpUYMHa aBapuiiHOro 3aBeplueHust *°
napTHepoM, 3aBepLUUIICA C (cm.Tabnuua 8)
oLmbKoi CTeK BbINOMHSIeMbIX onepaLuii
(cm.Tabnuua 9)
cBefeHus 0 napTHepe:
<ip:port>, IKE-Identity46
Connection to %{1}s:%{2}d conflicts with
. connection to %{3}s:%{4}d, conflicting address
MepeceyeHne coeguHeHnn range: %{5}s
no agpecam OT pasHbIX
24 napTFn:Zpoa ha OZHOM DEBUG POLICY %({1}s:%{2}d — IP-apec v nopT napTHepa,
unbTpe KOTOpbIN 6NOKMpyeT coeamHeHne K
napTtHepy %{3}s:%{4}d B agpecHom
npoctpaHcTee %{5}s

®rfdd ¢ Bsdjdzlskz L O jteh jdzdWw f Otlsdsj O3 ZHOkSM! HGEto Stedls
Oklbjddsd¥WdCOydd €@ RO&sharedmidmsj fjtOoyd?2 ftdhmizlsflse kzj
ZOtWHE M h ds ¢ @0 Mhshintsts of Gzl O WZdls @, | BEEf teOo d dz! des MW St d3d te
f OQtelsdaj tetsds, ftoduddes?2 BISCOLO o MjHddej dadd dwEsyjls B s+ Hted
® IKEIdentityC OL " 9 Oj sfyw btsd S5 o MdzzyoOw aIKE-EisdH®O ols LW j af ts &
Hisfls iz dzO.

Bel VPN Client Co pyr i-TetraBel@00&8012 74



Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

10.21. CnncokKk OoOwWMOBOK NpoToOKONMNa
(B EdS s’ 22 wWOREIHO
Tabnuuya 8
Onucanme ownGKu 3anucb 06 ownbKe B CTpOKe
coobuweHuns
1 He ynanoch cpopmupoBaTh NoANUChH Unable to Form Signature
OT napTHepa npuLLo coobLieHne HeBEPHOro TUNa Unexpected Notification type: need
2 BMecTO oxuaaemoro coobuleHns CONNECTED CONNECTED
(cBMAETENbLCTBYIOLLErO O FOTOBHOCTM IPsec-
COE[IMHEHNsI Ha CTOPOHE napTHepa)
MonyyeH komnoHeHT IKE-nakeTa Tuna 130, Unexpected payload found (payload
3 COOTBETCTBYIOLLMIA KOMMOHEHTY AN 0BHapyXeHus type - 130, possibly NAT Discovery)
yctponctBa NAT, 4TO HE COOTBETCTBYET NPOTOKONY
obmeHa ana gaHHoro artana
OT napTHepa NpuLLna KoMaHaa AOMNONHATENLHOM Unexpected configuration message
4 HacTpoikn ISAKMP-coeanHerust (XAuth, IKE-CFG, 1 type
T.M.), HE COOTBETCTBYIOLLAsi NPOTOKONY OOMeHa angd
AaHHOro aTana
5 MoTepsiHbl BHYTPEHHWUE AaHHble OT NpeabiayLero Previous packet missed
nakera
6 MoTepsHbI AaHHbIE (DOPMMPYEMOro nakeTa OUT packet missed
7 MoTepsiH SA-KOMMOHEHT NpeabIAyLLEero nakerta Missing SA payload
8 HeBoamoxHo BbIGpaTh cueHapuii IKE-o6MeHa ans Unknown IKE-scenario for chosen
BbIGPAHHOIO TMNa ayTeHTMdMKaLMK Authentification method
9 He obHapyxeH nokanbHbIi cepTudukaT Local Certificate is not present
10 He o6HapyxeH cepTudukat napTHepa Remote Certificate is not present
11 He HaiigeH cepTudmkat Certificate not found
12 HeT foctyna k ny6nuyHomy kntody cepTudmkata Cert Public Key is inaccessible
13 He HangeH oguH 13 Heo6X0aMMbIX KOMMOHEHTOB Can't find proposal
nakerta
14 MoTepsiHbl AaHHbIE C KMNoYeBoW UHopMaLmen Encryption container missed
MapTHep BEepPHYI HEeMNpaBuIibHY0 Bad IDcr returned
15 UOEHTUPUKALIMOHHYIO MHOPMaLIMIO oTBeTYMKa IKE-
obmeHa npwu cos3ganum IPsec-coeguHennst
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16 MoTepsiHbl AaHHbIE BXOAALLEro nakeTa IN packet missed
MapTHep BEepPHYI HEMNpaBuIlbHY0 Bad IDci returned
17 NMOEHTUUKALMOHHYIO MHGOPMAaLMIO UHMLMaTopa
IKE-0OMeHa npu co3gaHum IPsec-coeanHeHus
MapTtHep npucnan IKE-nakeT ¢ HenpaBUIbHOM Invalid packet (invalid structure).
18 CTPYKTYpOW, NGO nakeT He yaanocb NpaBUibHO
pacwmndpposathb.
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10.2.2. Cnuncok
ISAKMP

BbllMmOJ/MHAEMBbIX

ne

MCT

(B EdzS st 22 s Qs &g 7) O
Tabnuua 9
OnucaHue gecTBuA MHdopmaumsa B cTpoke coobLeHust
1 LUndposaHue cchopmmposaHHoro IKE-nakeTta nepes Coding packet
OTNpaBKON NapTHepY
2 PacwudposaHue IKE-nakeTa, npucraHHoOro Decoding packet
napTHepoM
3 MpoBepka NpeanoXeHin, Ha KOTopble Cornacuncst Check replied SA
napTHep
4 MpoBepka cepTudMKaTa, NPUCNAHHOrO NapTHEPOM Check for Remote Certificate
5 3anpoc nokansHoro ceptudmkara Check for Local Certificate
6 MpoBepka MaeHTUMKALUOHHON MHGOPMaLIMK, Check incom IDs
NpUCNaHHOW NapTHePOM
7 Wcnonb3oBaHue B KayecTsBe UAEHTUMUKALIMOHHOWM Check IDs as IP-addresses
UHdOopMaLmK napTHepa ero IP-agpeca
8 MpoBepka MCrosib3yemMoro anroputMa XalumMpoBaHus Check for Hash method
9 CwvHTaKcuyeckuin pasbop nakera, NpUcrnaHHoro Make payload set for received packet
napTHEPOM Ha oTAerbHble KOMMNOHEHThI (payloads)
10 MpoBepka Bcex KOMMOHEHTOB MPUCIIaHHOro naketa Check received payloads
MpoBepka hopMMPYEMOro nakeTa Ha Hanuyme Check for added payloads
KOMIMOHEHTOB Nnepes OTNpaBKoii NapTHepy.
11 Mcnonb3ayeTcs TOMbLKO NpU CO34aHUM NaKkeToB
Informational o6meHoB 4TOObLI YOOCTOBEPUTLCS, YTO
UHGOpMaLVs He Bbina oTnpasreHa ¢ Apyrum
nakeToM.
12 dopmMupoBaHue noanucy Encrypt Signature
BbiGop npasuna IKE cornacHo TekyLuen Choose Rule for Partner's identity
13 KOHdMrypaLmm no naeHTUnnKaLunoHHom
UHdOpMaLMK NapTHepa
14 CosfaHue KIioyeBbIX nap Tekyluen IKE-ceccuu Generate Keys
15 dopmupoBaHue KnioyYeBoro marepuana Generate SKEYIDs
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BbiGOp NonuTHKM 6€30MacHOCTM COrMacHo TeKyLLein Compare policy
16 KOH(PUrypaLmm Ha OCHOBaHUM NPeanoXeHuii oT
napTHepa
17 dopmuposaHue SPI Set SPI
MpoBepka 1 NPUHATHE NapameTPoB Accept Transform
18 yCTaHaBN1BAEMOro COeMHEHUs, Ha KOTopble
cornacurcst napTHep
19 BbluncrieHune xata ans obHapyXeHus ycTponcTea Calculate NAT Discovery payload
NAT
20 BbluncneHve obLero knoya Calculate Shared Key
21 BbluncrieHme MHULManmM3aLmMoHHOro Bektopa Calculate InitVector
22 OnpefeneHne MeToaa ayTeHTUdMKaLMm Detect Authentification Method
23 MpoBepka nokanbHoro cepTudukaTta Ans metoga Authentification uses Certificates:
ayTEeHTUDUKaLMM C UCNONb30BaHNEM CEPTUMPUKATOB Check for Local Certificates
24 NPeAnoXeHHOro NapTHEPOM, Ha COOTBETCTBUE
TekyLen nonutuke 6esonacHoCT
25 BbiGOp MeTofa ayTeHTUdUKaLmMm Choose Authentification Method
26 MpoBepka BbIGPaHHON KOMBUHaLMK NapameTpoB Get Proposal
ycTaHaBMMBaeMoro coevHeHus
27 3agaHue BbIBpaHHOro anroputma wudpauum ans Get Algorithm
yCTaHaBN1BAEMOro COeAMHEHNS
3anpoc BO3MOXHbIX MapamMeTPOB YCTaHABIMBAEMOTO Get Local Policy
28 COEAVHEHVSI COrMacHO TeKyLLeln KoHdUrypauum ans
UX COrnacoBaHus C NapTHepOM
29 MpoBepka Ha HanMumne B NPeanoXeHNN napTHepa Get DH group for QM
napameTpa, yctaHasnusatowero MODP-rpynny
30 BbiGop vcnonb3yemor MaeHTUUKaLMoHHOM Get ID from Local Policy
UHGOPMaLIMK AN OTNPaBKK NapTHEpPY
BblGOp 1CMONb3yeMon NaeHTUMDUKALIMOHHOM Get IDii from Local Policy
31 UHGOPMaLMK NS OTNPaBKX NapTHEPY Npv co3naHum
ISAKMP-coeanHeHns B Ka4yecTBe nHuumaTopa
BbIGop MCMonb3yeMon UaeHTUDUKALIMOHHOM Get IDir from Local Policy
32 MHGOPMaLIMK AN OTNPaBKX NapTHEPY Npu co3aaHnm
ISAKMP-coeauHeHus B KadecTBe OTBETUYMKA
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BbIGop MCNonb3yeMoin UaeHTUDUKALIMOHHOA Get IDci from Local Policy
33 UHGOPMaLIMK NS OTNPaBKX NapTHePY Npuw co3aaHum

IPsec-coeamHeHns B kadecTBe uHuumartopa IKE-

obmeHa

BbIGop MCMonb3yeMon UaeHTUDUKaLMOHHOM Get IDcr from Local Policy
34 UHGOPMaLIMK AN OTNPAaBKX NapTHEPY Npuv co3naHum

IPsec-coeanHeHns B kadecTBe oTBeT4HMKa IKE-

obmeHa
35 MHMLMann3aums KloYeBo nHopmaumum Ans Initialize Encryption Container for QM

dopmunpoBaHua IPsec-coegmHeHnst
36 dopMupoBaHme roTosoro |Psec-coeanHeHms Create contexts

PacnosHaBaH1e MeTofa AOMOMHNUTENbHOM Determine IKE configuration method
37 HacTponku ISAKMP-coeanHenus (XAuth, IKE-CFG, u

T.n.)

PacnosHaBaHue KoMaHabl AOMNONHUTENbHOW Determine ike-cfg message type
38 HacTponku ISAKMP-coeauHeHus (XAuth, IKE-CFG, un

T.N.)

PacnakoBka napaMeTpoB MPUCIaHHOro 3anpoca Ha Analyse attributes and fill user dialog
39 [OMONHUTENbHYI0 ayTeHTUdMKaumio (XAuth) n fields

hopMMpoBaHMe COOTBETCTBYIOLLETO rpadoMHeckoro

nonb3oBaTenbLCKOro anarora
40 3anyck rpadh14eckoro NonbL30BaTeNbCKOro Avanora Start dialog for user extended

[OMNONHUTENbHON ayTeHTudukaumm (XAuth). authentication

47
41 MpoBepka Hanuuus koMnoHeHTa IKE-nakeTa Check payload %s
48
42 MpoBepka CTPYKTypbl koMnoHeHTa IKE-nakeTa Analyse payload structure %s
49
43 dopmMupoBaHue komnoHeHTa IKE-nakeTa Form payload %s
. 50

a4 3anonHeHne 6roka AaHHbIX YKasaHHOro KOMMOHEHTa Fill payload %s

IKE-naketa

51
45 MpoBepka coaepXMmMoro KomnoHeHTa IKE-nakeTta Check %s
52

46 BbluncrieHme xala — CoAepKMMOro YKasaHHOro Calculate %s

KOMIMOHEHTa

*" HasBaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
*® HasBaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
*® HasBaHue KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
*® HasBaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
*! Ha3BaHu1e KOMMOHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
°2 HasBaHue KoMMoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
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47 BbINOMHEHME CLEHapUs MHULMaLMN [Informational Exchange, Initiator,

nHbopmaLmoHHoro obmeHa IKE cornacHo RFC 2409 Packet 1]
48 BbinonHeHue cueHapua obpaboTku nakeTa [Informational Exchange, Responder,

nHopmaLmoHHoro obmeHa IKE cornacHo RFC 2409 Packet 1]
49 BbINonHeHue Lwara cLeHapus hopMUpoBaHus 1-ro [Main Mode, Initiator, Packet 1]

naketa IKE Main Mode cornacHo RFC 2409

BbinonHeHue wara cueHapus o6paboTkn 1-ro nakerta [Main Mode, Responder, Packets 1,2]
50 IKE Main Mode cornacHo RFC 2409 u

hopmMMpoBaHMe OTBETHOTO NakeTa
51 BbinonHeHue Lwara cueHapus Havana o6paboTkm 2- [Main Mode, Initiator, Packets 2,3]

ro naketa IKE Main Mode cornacHo RFC 2409

BbinonHeHue Wwara cueHapus NpoaosHKeHNs [Main Mode, Initiator, Packets 2,3, Pre-
52 o06paboTku 2-ro nakeTa IKE Main Mode anst Shared Key]

ayTeHTudmkaLmm Ha obwmx knvax cornacHo RFC

2409 n dopmMmpoBaHne OTBETHOrO naketa

BbinonHeHue Wwara cueHapus NpoaosHKeHNs [Main Mode, Initiator, Packets 2,3,
53 o06paboTku 2-ro nakeTa IKE Main Mode anst Signature]

ayTeHTUdumKaLmm Ha cepTudmkaTax cornacHo RFC

2409 n bopmupoBaHMe OTBETHOIO NakeTa

BbinonHexue wara cueHapus 06paboTku 3-ro nakeTa [Main Mode, Responder, Packets 3,4,
54 IKE Main Mode ans ayTeHTUduKaumm Ha obLmx Pre-Shared Key]

kntovax cornacHo RFC 2409 n choopmupoBaHue

OTBETHOrO MnakeTa

BbinonHeHue wara cueHapus o6paboTkn 3-ro naketa [Main Mode, Responder, Packets 3,4,
55 IKE Main Mode ans ayTeHTUdmMKaumm Ha Signature]

ceptudukartax cornacHo RFC 2409 n

¢hopmMmMpoBaHMe OTBETHOTO NakeTa

BbINomnHeHue Lara clieHapusi 06paboTkv 4-ro nakeTa [Main Mode, Initiator, Packets 4,5, Pre-
56 IKE Main Mode ans ayTeHTudukaumm Ha obLmx Shared Key]

kntoyax cornacHo RFC 2409 n coopmupoBaHune

OTBETHOrO nakeTa

BbinonHexue wara cueHapus o6paboTku 4-ro naketa [Main Mode, Initiator, Packets 4,5,
57 IKE Main Mode gns ayTeHTUdmKaumm Ha Signature]

cepTudumkatax cornacHo RFC 2409 n

hopMMpoBaHMe OTBETHOTO NakeTa

BbinonHeHue wara cueHapus o6paboTkn 5-ro naketa [Main Mode, Responder, Packets 5,6,
58 IKE Main Mode ansa ayTeHTuduKaumm Ha obLmx Pre-Shared Key]

kntovax cornacHo RFC 2409 n choopmupoBaHue

OTBETHOrO MakeTa
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BbinonHeHue Lwara cueHapust o6paboTku 5-ro nakeTta [Main Mode, Responder, Packets 5,6,
59 IKE Main Mode ans ayTeHTUdmKaumm Ha Signature]

cepTtudumkatax cornacHo RFC 2409 n

¢hopmMMpoBaHMe OTBETHOTO NakeTa

BbinonHeHue wara cueHapus o6paboTkn 6-ro nakerta [Main Mode, Initiator, Packet 6, Pre-
60 IKE Main Mode ans ayTeHTUduKaLmm Ha obLmx Shared Key]

Kntoyax cornacHo RFC 2409

BbinonHeHue wara cueHapus o6paboTkn 6-ro nakerta [Main Mode, Initiator, Packet 6,
61 IKE Main Mode gns ayTeHTUdmKaumm Ha Signature]

cepTtudmkatax cornacHo RFC 2409

BbINOMHEHMeE Lara cLeHapusi Hadarna [Aggressive Mode, Initiator, Packet 1]
62 dopmupoBarus 1-ro nakera IKE Aggressive Mode

Mode cornacHo RFC 2409

BbinonHeHue Wwara cueHapus NpoaosHKeHNs [Aggressive Mode, Initiator, Packet 1,
63 thopmupoBaHus 1-ro naketa IKE Aggressive Mode Pre-Shared Key]

ANA ayTeHTUUKALMM Ha OBLLMX KNoYax cornacHo

RFC 2409

BbINONHeHe Liara cueHapust NPOAoIMKeHNs [Aggressive Mode, Initiator, Packet 1,
64 chopmmpoBaHus 1-ro naketa IKE Aggressive Mode Signature]

ANA ayTeHTUUKALMKU Ha cepTMdmKaTax cornacHo

RFC 2409
65 BbinonHeHue Lwara cueHapus Hadvana o6paboTkm 2- [Aggressive Mode, Responder,

ro naketa IKE Aggressive Mode cornacHo RFC 2409 Packets 1,2]

BbinonHeHue Wwara cueHapus NpoaosHKeHns [Aggressive Mode, Responder,
66 o6paboTku 1-ro nakeTa IKE Aggressive Mode ans Packets 1,2, Pre-Shared Key]

ayTeHTMdMKauum Ha obmx knyax cornacHo RFC

2409 n bopmupoBaHMe OTBETHOIO NakeTa

BbinonHeHue wara cueHapusi NpoA0IHKEeHUS [Aggressive Mode, Responder,
67 o6paboTku 1-ro naketa IKE Aggressive Mode ans Packets 1,2, Signature]

ayTeHTUMKaLumn Ha cepTudmkatax cornacHo RFC

2409 n bopmupoBaHMe OTBETHOIO NakeTa

BbINomnHeHue Lara clieHapusi 06paboTku 2-ro nakeTa [Aggressive Mode, Initiator, Packets
68 IKE Aggressive Mode anst ayteHTudmkaumm Ha 2,3, Pre-Shared Key]

obwux kntoyax cornacHo RFC 2409 n

hopMMpoBaHMe OTBETHOTO NakeTa

BbINomnHeHue Lara cleHapusi 06paBoTku 2-ro nakeTa [Aggressive Mode, Initiator, Packets
69 IKE Aggressive Mode ans ayTeHTMdumKauum Ha 2,3, Signature]

cepTudumkatax cornacHo RFC 2409 n

hopMMpoBaHMe OTBETHOTO NakeTa

BbinonHeHue wara cueHapus o6paboTku 3-ro naketa [Aggressive Mode, Responder, Packet
70 IKE Aggressive Mode ans ayTeHTudmKaLum Ha 3, Pre-Shared Key]

obLux kntoyax cornacHo RFC 2409
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BbinonHeHue Lwara cueHapus o6paboTku 3-ro nakeTta [Aggressive Mode, Responder, Packet
71 IKE Aggressive Mode ans ayteHTMdmKauum Ha 3, Signature]
ceptudmkatax cornacHo RFC 2409
72 BbinonHeHue wara cueHapus opMUpoBaHus 1-ro [New Group Mode, Initiator, Packet 1]
naketa IKE New Group Mode cornacHo RFC 2409
BbinonHeHue Lwara cueHapus o6paboTku 1-ro nakeTta [New Group Mode, Responder,
73 IKE New Group Mode cornacHo RFC 2409 Packets 1,2]
bopMMpOBaHME OTBETHOrO NakeTa
74 BbinonHeHue wara cueHapus o6paboTkn 2-ro naketa [New Group Mode, Initiator, Packet 2]
IKE New Group Mode cornacHo RFC 2409
BbiNonHeHwe Liara cueHapus hopMUpoBaHna 1-ro [Transaction Exchange, Initiator,
75 Packet 1
naketa cnyxebHoro obmeHa IKE acket 1]
BbinonHeHue wara cueHapus o6paboTkn 1-ro naketa [Transaction Exchange, Responder,
76 cnyxebHoro obmeHa IKE 1 popmupoBaHme Packets 1,2]
OTBETHOrO naketa
BbinonHeHue wara cueHapus o6paboTkn 2-ro naketa [Transaction Exchange, Initiator,
77 Packet 2
cnyxebHoro obmeHa IKE acket 2]
78 BbiNonHeHwe Liara clueHapus hopMUpoBaHna 1-ro [Quick Mode, Initiator, Packet 1]
naketa IKE Quick Mode cornacHo RFC 2409
BbinonHeHue wara cueHapus o6paboTkn 1-ro naketa [Quick Mode, Responder, Packets 1,2]
79 IKE Quick Mode cornacHo RFC 2409 u
bopMMpOBaHME OTBETHOrO NakeTa
BbinonHexue wara cueHapus 06paboTku 2-ro nakeTa [Quick Mode, Initiator, Packets 2,3]
80 IKE Quick Mode cornacHo RFC 2409 u
bopMMpOBaHME OTBETHOrO NakeTa
BbinonHeHue wara cueHapus o6paboTkn 3-ro naketa [Quick Mode, Responder, Packet 3,(4)]
81 IKE Quick Mode cornacHo RFC 2409 un
bopMMpOBaHME OTBETHOrO NakeTa (Npu NoaaepxKe
naptHepom Commit Bit)
BbinonHeHue wara cueHapust o6paboTku 4-ro nakeTta [Quick Mode, Initiator, Packet 4]
82 IKE Quick Mode (npv nogaepskke napTHepom
Commit Bit)
83 BbluncneHue kno4eBoro matepuana [Make SKEYID]
84 Bbi6op ISAKMP nn6o IPsec npasuna [Choose Rule]
85 MpoBepka NpucrnaHHoro aTpubyTa — KOMMNOHEHTa [Check Attr]
naketa IKE
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86 MpoBepka NpUCMaHHOro cepTudMKaTa — KOMMOHEHTa [Check Cert]
naketa IKE

87 MpoBepka NpUCNaHHOrO Xalla — KOMMOHEHTa NakeTa [Check HASH]
IKE

88 MpoBepka npucrnaHHoro naeHTudukaTopa — [Check D]
KomnoHeHTa naketa IKE

89 MpoBepka NpuCcnaHHOro Ko4a — KOMMOHeHTa nakeTta [Check KE]
IKE

90 Mposepka npucnaHHoro NAT-geTekTopa — [Check NAT-D]
KoMmnoHeHTa naketa IKE

91 Mpoeepka npucnarHoro NAT Original Address — [Check NAT-OA]
KomnoHeHTa naketa IKE

92 MpoBepka npucnaHHoro Nonce — KOMNOHEeHTa [Check Nonce]
naketa IKE

93 MpoBepka NPUCHAHHOrO COOBLLEHNA — KOMMOHEHTa [Check Notif]
naketa IKE

94 MpoBepka NprCnaHHOro 3anpoca Ha cepTuduKaT — [Check REQ]
KoMnoHeHTa naketa IKE

95 MpoBepka NpucnaHHbIX NPeanoXeHunit Ha cosaaHne [Check SA]
coefuHeHus — koMmnoHeHTa naketa IKE

96 MpoBepka NpucnaHHoi NOANMCH — KOMMOHEHTa [Check SIG]
naketa IKE

97 MpoBepka BeHOOP-UOEHTUdUKATOPA — KOMIMOHEHTA [Check VID]
naketa IKE

98 dopmupoBaHue aTpnbyTa — kOMNoHeHTa nakeTa IKE [Form Attr]

99 dopMupoBaHve cepTuduKkaTa — KOMMOHEHTa nakerta [Form Cert]
IKE

100 dopMMpoBaHMe Xalla — KOMMOoHeHTa naketa IKE [Form HASH]

101 dopMupoBaHve naeHTUdmuKaTopa — KOMMOHEHTa [Form D]
naketa IKE

102 dopmupoBaHme Knoya — KOMNoHeHTa nakeTa IKE [Form KE]

103 dopmupoBaHe NAT-geTekTopa — KOMMOHEHTa [Form NAT-D]
naketa IKE
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104 ®opmuposaHue NAT Original Address — KOMMNOHeHTa [Form NAT-OA]
naketa IKE

105 dopmupoBaHue Nonce — koMnoHeHTa nakeTa IKE [Form Nonce]

106 dopMUpoBaHue 3anpoca Ha cepTudukaT — [Form CertReq]
KoMMnoHeHTa nakeTa IKE

107 dopMupoBaHue noanucn — KoMNnoHeHTa naketa IKE [Form SIG]

108 dopmupoBaHne BeHOOP-UaEHTUdMKaTopa — [Form VendorID]
KoMroHeHTa naketa IKE

109 MpoBepka Ha Hanunuue ycTpoiictea NAT [NAT existence check]
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11.

MOHUTOPWUHT

MonuTtopuHr Bel VPN Client ocyiiectensieTca no npotokony oomeHa SNMPv1 unu

SNMPv2c.

HacTtporika SNMP-areHTa npou3segeHa agMMHUCTPATOPOM NpU NoAroTOBKe
WHCTannNAUMOHHOro nakeTa Ang nonb3oBaTteng.

SNMP-meHepkep MMeeT BO3MOXHOCTb TOMbKO 3anpaluvBaTtb cogepxumoe 6asbl AaHHbIX
areHTa. SNMP-meHegkep MHULMMPYeT 3anpoc Ha 3HaYeHUS OJHOW MU HECKOIbKUX
nepemMeHHbIX, KoTopbln nocbinaet SNMP-areHTy. SNMP-areHT, oTBeYasi Ha 3anpoc,
BO3BpaLLaeT 3Ha4YeHUs OJHON UMK HECKOMbBbKNX MepeMeHHbIX. [pyrie Tnnbl coobLeHnn
MeXay MeHe)KepoOM U areHTOM He NoAAepXUBatoTCs.

B kauectBe SNMP-MeHemkepa MOryT OblTb UCMOMb30BaHbI:

1 nporpammHbin npogykT CiscoWorks VPN Monitor, KOTopbI BXOAWT B COCTaB
komnnekta CiscoWorks VMS 2.2.

1 6ecnnatHasg ytunuta NET-SNMP (http ://  www net - snmp. org /), koTopas
saBnsietcsa npoctenwnm SNMP-meHemxepom. Mpu pabote ¢ SNMP-areHToM Hy»XHO
ykasbiBaTb Bepcuto SNMP —v 1 unn — v 2c.

11.1. Belgauya

CTaTuMmcT

MKW

basa gaHHbix MIB, nogaepxmsaemass SNMP-areHTOM, pasgeneHa Ha rpynnbl. B
npuBeaeHHON HUXe Tabnuue nepedncneHbl NepeMeHHble U3 CTaH4apTHOW rpynnbl system
rnobanbHomn ctatuctukm IKE un IPsec, kotopble MoryT 6biTb 3anpoieHsl SNMP-meHegkepom.

MpumeyaHue 1: Nnpu NnpuHyaMTensHom nepesanycke cepsuca IKE-ctatuctuka cbpacbiBaeTcs
N HaYMHaeT cunTaTbes co ctapta AreHTa. IPsec-ctatuctuka cumtaeTtcs co ctapta
KOMMNbIOTEPa M Npu NPUHYAUTENBHOM Nepesanycke cepBuca He copackiBaeTcs.

MpumeyaHue 2: B IKE-cTaTUCTMKE NpK nogcyeTe Tpaduka yuMTbIBAETCS TONbKO KONMYECTBO
6ant B ISAKMP-nakeTe. Y Cisco xe B IKE-CTaTUCTUKE YyUNTLIBAKOTCA AaHHblE U3 IP-
3aronoBka, UDP-3aronoBka n Ethernet-zaronoBka nakeTta.

Tabnuua 10
H OID T
aseawune (naeHTudmkar | 11N y 3HauyeHMe nepeMeHHOIA MIB
nepeMeHHOM op 061eKTa) nepeMeHHoM

CrtaTucTuKa no ctaHgapTHowm rpynne System u cneunPunyYHbIM KOHCTAaHTHbLIM 3HAYE€HUSIM

sysDescr

1.3.6.1.2.1.1.1.
0

TeKkcToBOE onucaHne ceTeBoro
obbekTa.

DisplayString

Ctpoka Buga "Bel VPN Gate
3.0.<build>"

RFC1213-
MIB

sysObjectID

1.3.6.1.2.1.1.2.
0

oID WaeHTudunkatop pupmbl-
npoussoauTens (BHyTpu nogaepesa

1.3.6.1.4.1):

1.3.6.1.4.1.9.1.467(cisco2611XM us
CISCO-PRODUCTS-MIB)

RFC1213-
MIB

sysUpTime

1.3.6.1.2.1.1.3.
0

TimeTicks The time (in hundredths of a second)
since the network management portion

of the system was last re-initialized.

BpeMH B COTbIX O0NAX CeKyHObl C
MOMEHTa nocnegHen 3arpyskum
CUCTEeMbI

RFC1213-
MIB
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Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

OID
RERCT o (wneHTndumkat ULTD - 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOM op o6bekTa) nepemMeHHOWM
sysContact 1.3.6.1.2.1.1.4. | DisplayString MMs KOHTaKTHOM NEPCOHbI 1 cnocob RFC1213-
0 KOHTaKTa MIB
sysName 1.3.6.1.2.1.1.5. | DisplayString lMonHoe nmst fomeHa RFC1213-
0 <hostname>.<domain-name> MIB
sysLocation 1.3.6.1.2.1.1.6. | DisplayString dusnyeckoe mecTtononoxeHue areita | RFC1213-
0 MIB
sysServices 1.3.6.1.2.1.1.7. | int32 3HayeHne, KOTOPOE XapakTepusyeT RFC1213-
0 CepBUCHI, NpeaocTaBnsaemMble y3oMm. MIB
OT0 3HayeHVe ecTb CyMMa HOMEPOB
ypoBHen mogenu OSI B 3aBUCMMOTM OT
TOro, Kakme cepBUCHI
nogaepxusatotcs: 0x01 (dpusmyeckmn),
0x02 (kaHanbHbI), 0x04 (ceTeBow),
0x08 (Touka-Touka), 0x40
(npuknagHow). Hanpumep, ecnu
nogaepxusaetcs |P ypoBeHb
(MapLupyTM3aums) 1 TpPaHCMOPTHbIV
YPOBEHb (TOYKa-TOYKa), TO 3Ha4YeHne
sysServices ecTb cymma 4 1 8.
78 (c2611XM)
chassisType 1.3.6.1.4.1.9.3. | int32 335 (c2611XM) OLD-
6.1.0 CISCO-
CHASSIS-
MIB
cipSecMibLevel | 1.3.6.1.4.1.9.9. | int32 The level of the IPsec MIB CISCO-
171.1.1.1.0 1 IPSEC-
FLOW-
MONITOR-
MIB
snmpSetSerialN | 1.3.6.1.6.3.1.1. | int32 <An advisory lock used to allow SNMPv2-
0 6.1.0 several cooperating SNMPv2 entities, MIB

all acting in a manager role, to
coordinate their use of the SNMPv2 set
operation.

Mcnonb3yeTcsa Kak 3HaveHune, KoTopoe
orpaHunuymsaeT cBepxy Cisco-specific
3Ha4veHus. PakTUYeckn ABnseTcs
HedopManbHbIM 0603HaYeHNEM KOHLa
MIB-a. CnyxuT ons npegorepalleHns
BO3MOXXHbIX KOJNM3uIA Npu oTpaboTke
GET-NEXT onepauuii.

0
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Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

OID
RERCT o (wneHTndumkat ULTD - 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHOU op o6bekTa) nepemMeHHOU
ciscolmageStrin | 1.3.6.1.4.1.9.9. | DisplayString <The string of this entry.> (onncaxune CISCO-
g 25.1.1.1.2.<i> Tabnuubl — <A table provides content IMAGE-MIB
information describing the executing
IOS image.>).
Bblgatotca gaHHble Ans areHTa:
1: "CW_BEGINS$-csp-vpn$"
2: "CW_IMAGE$C2600-CSP-VPN$"
3: "CW_FAMILY$C2600%"
4: "CW_FEATURESIP|FIREWALL 2
PLUS 3DESS$"
5: "CW_VERSION$12.2(13)T5, $"
6: "CW_MEDIASRAMS$"
7:"CW_SYSDESCR$CSP VPN
{Gate|Server|Client}
<major>.<minor>.<build>$""
8. "CW_MAGIC$3$"
9: "CW_ENDS$-csp-vpn$"
mo6anbHas IKE-cTtatuctuka
cikeGlobalActiv | 1.3.6.1.4.1.9.9. | uint32 <The number of currently active IPsec | CISCO-
eTunnels 171.1.2.1.1.0 Phase-1 IKE Tunnels> IPSEC-
Bce cyLlecTByIOLME Ha JaHHbI FLOW-
MOMEHT akTuBHble ISAKMP SA. MPBNITOR_
cikeGlobalPrevi | 1.3.6.1.4.1.9.9. | uint32 <The total number of previously active | CISCO-
ousTunnels 171.1.2.1.2.0 IPsec Phase-1 IKE Tunnels> IPSEC-
KonnyectBo ISAKMP SA ¢ MmoMeHTa FLOW-
MONITOR-
cTapTta AreHTa, KoTopble 6binu MIB
CO3aHbl, HO yXXe He SABMAITCA
aKTUBHbIMU, NGO yaaneHsl.
cikeGloballnOct | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets received CISCO-
ets 171.1.2.1.3.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
. MONITOR-
KonnyectBo 6aT, NpUHATLIX B MIB
TeyeHune Bcex IKE-ceccuii ¢ MOMeHTa
ctapTta AreHTa
cikeGloballnPkt | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets received | CISCO-
S 171.1.2.1.4.0 by all currently and previously active IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
KonnyectBo ISAKMP-nakeToB, mIOBNITOR'
NPUHATLIX B TeveHne Bcex IKE-ceccun
C MOMeHTa cTapTa AreHTa
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Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

OID
RERCT - (wneHTndumkat ULTD - 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOM op o6bekTa) nepemMeHHOWM
cikeGlobalinDro | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets which CISCO-
pPkts 171.1.2.1.5.0 were dropped during receive IPSEC-
processing by all currently and FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
KonunyectBo ISAKMP-nakeToB,
OTBEpPrHyTbIX B TeyeHne Bcex IKE-
ceccuin ¢ MOMeHTa cTtapTa AreHTa
cikeGloballnP2 | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
Exchgs 171.1.2.1.7.0 exchanges received by all currently IPSEC-
and previously active IPsec Phase-1 FLOW-
IKE Tunnels> MONITOR-
KonuuyecTteo ycnewHbix Quick Modes B MIB
KayecTBe pecrnoHaepa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
Exchglnvalids 171.1.2.1.8.0 exchanges which were received and IPSEC-
found to be invalid by all currently and | FLOW-
previously active IPsec Phase-1 IKE MONITOR-
Tunnels> MIB
O6wwee konunyecTteo IKE-ceccuii no
cosgaHuto IPsec coegmHenun,
WHULMNPOBaHHbIX NapTHEpPamMK, He
COCTOSIBLLUMXCS MO MPUYMHE OLINOKK
obmeHa.
cikeGloballnP2 | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
ExchgRejects 171.1.2.1.9.0 exchanges which were received and IPSEC-
rejected by all currently and previously | FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
O6uwee konnyecTteo IKE-ceccuii no MIB
co3gaHuto IPsec coegmHenun,
WHULMNPOBaHHbIX NapTHEpamu,
KOTOpbl€ HE COCTOSINNCH MO NPUYUHE
paccornacoBaHusl NONUTKK
©esonacHocTu.
cikeGlobalOutO | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets sent by all | CISCO-
ctets 171.1.2.1.11.0 currently and previously active and IPSEC-
IPsec Phase-1 IKE Tunnels> FLOW-
y MONITOR-
KonnyectBo 6awT, BbICNIaHHbIX B MIB
TeyeHune Bcex IKE-ceccuii ¢ MOMeEHTa
ctapTta AreHTa
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets sent by CISCO-
kts 171.1.2.1.12.0 all currently and previously active and IPSEC-
IPsec Phase-1 Tunnels> FLOW-
KonnyectBo ISAKMP-nakeToB, MONITOR-
MIB
BbICNaHHbIX B TeyeHune Bcex IKE-
ceccuin ¢ MOMeHTa cTtapTa AreHTa
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Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

OID
RERCT - (wneHTndumkat ULTD - 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOM op o6bekTa) nepemMeHHOWM
cikeGlobalOutDr | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets which CISCO-
opPkts 171.1.2.1.13.0 were dropped during send processing IPSEC-
by all currently and previously active FLOW-
IPsec Phase-1 IKE Tunnels> MONITOR-
Konuuectso ISAKMP-nakeToB B MIB
TeyeHune Bcex IKE-ceccum ¢ MmomeHTa
cTapTta AreHTa, KoTopble 6binn rotoBbl
K OTCbISIKE, HO MO KaKMM-TO MPUYMHAM
He ObInNn oTOCHNaHbI
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchgs 171.1.2.1.15.0 exchanges which were sent by all IPSEC-
currently and previously active IPsec FLOW-
Phase-1 IKE Tunnels> MONITOR-
KonunyectBo ycnewHbix Quick Modes B MIB
KayecTBe nHuyuartopa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2Exchglnvalids | 171.1.2.1.16.0 exchanges which were sent and found | IPSEC-
to be invalid by all currently and FLOW-
previously active IPsec Phase-1 MONITOR-
Tunnels> MIB
O0Lwee KONNYECTBO UHULMUPOBAHHbIX
IKE-ceccui no co3ganuto IPsec
COEOVHEHUI, HE COCTOSIBLLMXCS MO
NpUYnHE oLnBKN obmeHa.
cikeGlobalOutP | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-2 CISCO-
2ExchgRejects 171.1.2.1.17.0 exchanges which were sent and IPSEC-
rejected by all currently and previously | FLOW-
active IPsec Phase-1 IKE Tunnels> MONITOR-
MIB
O0Luee KONNYECTBO UHULMUPOBAHHbIX
IKE-ceccui no co3ganuto IPsec
COEOVHEHUIN, HE COCTOSIBLLMXCS MO
npuyrMHe paccornacoBaHns NONUTUK
©esonacHocTu.
cikeGloballnitTu | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
nnels 171.1.2.1.19.0 IKE Tunnels which were locally IPSEC-
initiated> FLOW-
KonunyectBo co3gaHHbix ISAKMP SA B mIOBNITOR'
KayecTBe nHuymnartopa (T.e. no
WHMLMATMBE NOKAIIbHOM CTOPOHbI).
cikeGloballnitTu | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
nnelFails 171.1.2.1.20.0 IKE Tunnels which were locally IPSEC-
initiated and failed to activate> FLOW-
.| MONITOR-
KonnyecTBo MHULMMPOBAHHBLIX CECCUN MIB
no cosganuio ISAKMP SA,
3aBepLUMBLLMECH HEYOAYEN
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Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

oID
HasBanue < (vpeHTndMmkaT U . 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHOMn op o6bekTa) nepemMeHHOMn
cikeGlobalResp | 1.3.6.1.4.1.9.9. | uint32 <The total number of IPsec Phase-1 CISCO-
TunnelFails 171.1.2.1.21.0 IKE Tunnels which were remotely IPSEC-
initiated and failed to activate> FLOW-
. MONITOR-
KonunyecTBo ceccuin no co3gaHuto MIB
ISAKMP SA, "HMUMMpOBaHHbIX
napTHépamu, KOTopble 3aBEPLUNINCH
Heynadven
cikeGlobalAuthF | 1.3.6.1.4.1.9.9. | uint32 <The total number of authentications CISCO-
ails 171.1.2.1.23.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
. MIB
KonuuecTBo HeygayHbIX ceccuii no
cosgaHuto ISAKMP SA, B KOTOpbIX HE
npoLuna ayTeHTudpmkaums
cikeGlobalDecry | 1.3.6.1.4.1.9.9. | uint32 <The total number of decryptions CISCO-
ptFails 171.1.2.1.24.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
O6uee konnyecTtBo IKE-ceccun, He MIB
COCTOSIBLLUMXCS NO MPUYMHE OLINOKM
pacwmndpoBaHns nakeTa.
cikeGlobalHash | 1.3.6.1.4.1.9.9. | uint32 <The total number of hash validations CISCO-
ValidFails 171.1.2.1.25.0 which ended in failure by all current IPSEC-
and previous IPsec Phase-1 IKE FLOW-
Tunnels> MONITOR-
. MIB
KonnyecTBo HeyaauHbIX onepauuii no
npoBepKe 3Ha4YeHUs1 XaLW-PYyHKLMM BO
Bcex IKE ceccusax
cikeGlobalNoSa | 1.3.6.1.4.1.9.9. | uint32 <The total number of non-existent CISCO-
Fails 171.1.2.1.26.0 Security Association in failures which IPSEC-
occurred during processing of all FLOW-
current and previous IPsec Phase-1 MONITOR-
IKE Tunnels> MIB
O6uee konnyecTtBo IKE-ceccui, He
COCTOSIBLUMXCS MO NPUYMHE OTCYTCTBUSA
ISAKMP coegunHenuns.
mo6anbHas IPsec-cTaTucTuKa
cipSecGlobalAct | 1.3.6.1.4.1.9.9. | uint32 <The total number of currently active CISCO-
iveTunnels 171.1.3.1.1.0 IPsec Phase-2 Tunnels> IPSEC-
KonnyecTBo CyLLECTBYIOLMX Ha FLOW-
2 . MONITOR-
OaHHbIN MOMEHT IPsec coeauHeHun. MIB
cipSecGlobalPr | 1.3.6.1.4.1.9.9. | uint32 <The total number of previously active | CISCO-
eviousTunnels 171.1.3.1.2.0 IPsec Phase-2 Tunnels> IPSEC-
FLOW-
KonuyectBo IPsec SA ¢ MmoMmeHTa
MONITOR-
cTtapTa AreHra, koTopble Obin MIB

Co34aHbl, HO yXXe He ABNAKTCA
aKTUBHbIMM, NGO yoaneHbl.
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Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

OID
Hassatne < (vpeHTndmkaT U . 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHOMn op o6bekTa) nepemMeHHOMn
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets received CISCO-
Octets 171.1.3.1.3.0 by all current and previous IPsec IPSEC-
Phase-2 Tunnels. FLOW-
This value is accumulated BEFORE MONITOR-
determining whether or not the packet | MIB
should be decompressed. See also
cipSecGloballnOctWraps for the
number of times this counter has
wrapped>
KonuuectBo 6anT, NpMHATLIX NOA
3awmTon Bcex IPsec SA ¢ momeHTa
ctapTta AreHTa
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The number of times the global octets | CISCO-
OctWraps 171.1.3.1.5.0 received counter IPSEC-
(cipSecGloballnOctets) has wrapped> FLOW-
. MONITOR-
K_onmquTBo nepenosmHeHNN cYeTUYnKa MIB
cipSecGloballnOctets.
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets received | CISCO-
Pkts 171.1.3.1.9.0 by all current and previous IPsec IPSEC-
Phase-2 Tunnels> FLOW-
MONITOR-
KonuuectBo nakeToB, MPUHATLIX NOA
2 MIB
3alumnTon Bcex IPsec SA ¢ MoMeHTa
ctapTta AreHTa
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
Drops 171.1.3.1.10.0 during receive processing by all current | IPSEC-
and previous IPsec Phase-2 Tunnels. FLOW-
This count does NOT include packets MONITOR-
dropped due to Anti-Replay MIB
processing>
OO6LLee KonnM4yecTBo BCEX BXOASALLMX
MakeToB, OTBEPrHYTbIX OKarbHbIM
YCTPOWCTBOM, NPV 3a0eNCTBOBaHUN
IPsec coeanHeHus (Kpome
NpoUrHopupoBaHHbIX No Anti-Replay).
cipSecGloballn 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
ReplayDrops 171.1.3.1.11.0 during receive processing due to Anti- IPSEC-
Replay processing by all current and FLOW-
previous IPsec Phase-2 Tunnels> MONITOR-
MIB
OO6LLee KonnM4yecTBo BCex BXOAALLMNX
MakeToB, OTBEPrHYTbIX foKarbHbIM
YCTPOMCTBOM NOCPEACTBOM
mexaHu3ma Anti-Replay, npu
3aencTBOBaHUN
IPsec coeanHeHus.
cipSecGlobalin | 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
AuthFails 171.1.3.1.13.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB
O6Lee KoNMYecTBO BCEX HEYAAUHbIX
BXOAALWMX ayTeHTudmkaumin no IPsec
COEaVHEHMUAM.
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Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

OID
RERCT - (naeHTUdMKaAT ULTD - 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOM op o6bekTa) nepemMeHHOWM
cipSecGloballn | 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
Decrypts 171.1.3.1.14.0 decryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
MONITOR-
T'o e camoe 3HayeHue, 4To u MIB
cipSecGloballnPkts.
cipSecGlobalin | 1.3.6.1.4.1.9.9. | uint32 <The total number of inbound CISCO-
DecryptFails 171.1.3.1.15.0 decryption's which ended in failure by IPSEC-
all current and previous IPsec Phase-2 | FLOW-
Tunnels> MONITOR-
MIB
O6bLee KONNMYECTBO BXOOALLMX
nakeToB, KOTOpble ObINN HeyAayYHO
pacwmndpoBaHbl IPsec coeguHeHnsiMun.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of octets sent by all | CISCO-
tOctets 171.1.3.1.16.0 current and pre-vious IPsec Phase-2 IPSEC-
Tunnels. This value is accumulated FLOW-
AFTER determining whether or not the | MONITOR-
packet should be compressed. See MIB
also cipSecGlobalOutOctWraps for the
number of times this counter has
wrapped>
KonuyectBo 6aiT, oTocnaHHbIX nof,
3awmTon Bcex IPsec SA ¢ MmomeHTa
ctapTta AreHTa
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The number of times the global octets | CISCO-
tOctWraps 171.1.3.1.18.0 sent counter (cipSecGlobalOutOctets) | IPSEC-
has wrapped> FLOW-
KonnyecTBo nepenosiHEHNn cyeTUmKa MONITOR-
cipSecGlobalOutOctets. MIB
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets sent by CISCO-
tPkts 171.1.3.1.22.0 all current and previous IPsec Phase-2 | IPSEC-
Tunnels> FLOW-
MONITOR-
KonnyecTBo nakeToB, OTOCHAHHLIX NoZ4
° MIB
3awmTton Bcex IPsec SA ¢ MoMeHTa
ctapTta AreHTa
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of packets dropped | CISCO-
tDrops 171.1.3.1.23.0 during send processing by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
MONITOR-
O6Lee KoNMYecTBO BCEX UCXOOALLMX MIB
MakeToB, OTBEPrHYTbIX foKarbHbIM
YCTPOMCTBOM, NpU 3a4enCcTBOBaHNN
IPsec coeanHeHus.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tAuthFails 171.1.3.1.25.0 authentication's which ended in failure IPSEC-
by all current and previous IPsec FLOW-
Phase-2 Tunnels> MONITOR-
MIB
O6Lee KoNMYecTBO BCEX HEYAAYHbIX
ncxoasLmx ayteHtTudmkalmi no IPsec
COeaUHEHUSIM.
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Bel VPN Clie®01lPyBEO A C T B O

nonb3oBaTenNnd

OID
RERCT o (wneHTndumkat ULTD - 3Ha4yeHue nepemMeHHOMn MIB
nepemMeHHoOM op o6bekTa) nepemMeHHOWM
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tEncrypts 171.1.3.1.26.0 encryption's performed by all current IPSEC-
and previous IPsec Phase-2 Tunnels> | FLOW-
MONITOR-
Toxxe camoe 3HavyeHune, 4YTo U MIB
cipSecGlobalOutPkts.
cipSecGlobalOu | 1.3.6.1.4.1.9.9. | uint32 <The total number of outbound CISCO-
tEncryptFails 171.1.3.1.27.0 encryption's which ended in failure by IPSEC-
all current and previous IPsec Phase-2 | FLOW-
Tunnels> MONITOR-
MIB
O6Lee KONNMYECTBO UCXOASALLNX
nakeToB, KOTOpble ObINN HeyAayYHO
3awmdpoBaHbl IPsec coegmHeHuamu.
cipSecGlobalNo | 1.3.6.1.4.1.9.9. | uint32 <The total number of non-existent CISCO-
SaFails 171.1.3.1.29.0 Security Assocication in failures which | IPSEC-
occurred during processing of all FLOW-
current and previous IPsec Phase-2 MONITOR-
Tunnels> MIB
O6bee konnyecTBo 06MEHOB, He
COCTOSIBLUMXCS MO NPUYMHE OTCYTCTBUS
IPsec coenHEHuns.
Interfaces-ctaTtuctuka
ifPhysAddress 1.3.6.1.2.1.2.2. | Octet string <The interface's address at the RFC1213-
1.6.<ifIndex> protocol layer immediately “below' the MIB
network layer in the protocol stack.
For interfaces which do not have such
an address (e.g., a serial line), this
object should contain an octet string of
zero length.>
MAC-agpec gaHHOro nHtepdemnca.
WHpekc anst [aHHOro 3Ha4YeHus
bepeTtca us ipAdEntifindex.<ip>
IP - ctaTuctuka
ipAdENntAddr 1.3.6.1.2.1.4.20 | IpAddress <The IP address to which this entry's IP-MIB
1.1.<ip> addressing information pertains.>
CobcTtBEHHO caMm <ip> (coBnagaeT ¢
WHOEKCOM 3HaYeHus)
ipAdEntNetMas | 1.3.6.1.2.1.4.20 | IpAddress <The subnet mask associated with the | IP-MIB
k .1.3.<ip> IP address of this entry. The value of
the mask is an IP address with all the
network bits set to 1 and all the hosts
bits set to 0.>
Macka agpeca.
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HasBaHue
nepemMeHHOMn

OID
(vaeHTUpukKaT
op o6beKTa)

Twvn
nepemMeHHOMn

3Ha4yeHue nepemMeHHOMn

MIB

ipAdEntlfindex

1.3.6.1.2.1.4.20
.1.2.<ip>

int32

<The index value which uniquely
identifies the interface to which this
entry is applicable. The interface
identified by a particular value of this
index is the same interface as
identified by the same value of RFC
1573's ifindex.>

NHaekcom nepemeHHon asnsetcs |IP-
agpec ycTponcTtea. 3HadeHmem —
MHOEeKc nHtepdgenca (B Tabnuue
ifTable), KOTOpbIN COAEPXXUT AaHHbIN
agpec.

IP-MIB

CPU, Memory - ctaTUCTUKaA

cpmCPUTotal5s
ec

1.3.6.1.4.1.9.9.
109.1.1.1.1.3.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 5 second period. This object
obsoletes the busyPer object from the
OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotal5secRev which has the
changed range of value (0..100).>

3arpyska npoueccopa 3a nocriegHue 5
ceKyHA.

CISCO-
PROCESS-
MIB

cpmCPUTotal5s
ecRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.6.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 5 second period. This object
deprecates the object
cpmCPUTotal5sec and increases the
value range to (0..100). This object is
deprecated by
cpmCPUTotalMonlnterval>

3arpyska npoueccopa 3a nocriegHue 5
cekyHa. OTnnyaetcs ot
cpmCPUTotal5sec gonyctMmbiMm
npegenamu.

CISCO-
PROCESS-
MIB

cpmCPUTotall
min

1.3.6.1.4.1.9.9.
109.1.1.1.1.4.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
obsoletes the avgBusy1 object from
the OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotallminRev which has the
changed range of value (0..100).>

3arpyska npoueccopa 3a NocneaHio
MuHyTYy. OTnn4aeTcs ot
cpmCPUTotallminRev gonyctnMmbiMu
npegenamu.

CISCO-
PROCESS-
MIB
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HasBaHue
nepemMeHHOMn

OID
(vaeHTUpukKaT
op o6beKTa)

Twvn
nepemMeHHOMn

3Ha4yeHue nepemMeHHOMn

MIB

cpmCPUTotall
minRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.7.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 1 minute period. This object
deprecates the object
cpmCPUTotallmin and increases the
value range to (0..100).>

3arpyska npoueccopa 3a NoCneaHIo0
MuUHyTY. OTnnM4aeTcs oT
cpmCPUTotallmin gonycTumbimm
npegenamu.

CISCO-
PROCESS-
MIB

cpmCPUTotal5
min

1.3.6.1.4.1.9.9.
109.1.1.1.1.5.1

uint32 (1..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the avgBusy5 object from
the OLD-CISCO-SYSTEM-MIB. This
object is deprecated by
cpmCPUTotal5minRev which has the
changed range of value (0..100).>

CpeaHss 3arpyska npoleccopa 3a
nocnegHue 5 MUHyT (B NpoueHTax).

CISCO-
PROCESS-
MIB

cpmCPUTotal5
minRev

1.3.6.1.4.1.9.9.
109.1.1.1.1.8.1

uint32 (0..100)

<The overall CPU busy percentage in
the last 5 minute period. This object
deprecates the object
cpmCPUTotal5min and increases the
value range to (0..100).>

3arpyska npoteccopa 3a nocrnegHue 5
MUHYT. OTNnyaeTcs ot
cpmCPUTotal5min gonyctumeivMn
npegenamu.

CISCO-
PROCESS-
MIB

ciscoMemoryPo
olUsed

1.3.6.1.4.1.9.9.
48.1.1.1.5.1

uint32

<Indicates the number of bytes from
the memory pool that are currently in
use by applications on the managed
device.>

PaccmaTpuBaeTcs kak Tabnuua us
OOHOro anemMeHTa (C uHaekcom 1),
KoTopas 3agaeT obLiee KOnM4ecTBo
ncnonb3yemomn omsmyeckon namaTu.

CISCO-
MEMORY-
POOL-MIB

ciscoMemoryPo
olFree

1.3.6.1.4.1.9.9.
48.1.1.1.6.1

uint32

<Indicates the number of bytes from
the memory pool that are currently
unused on the managed device.

Note that the sum of
ciscoMemoryPoolUsed and
ciscoMemoryPoolFree is the total
amount of memory in the pool>

O6Lwee KonuyecTeo cBOOOOHOM
dom3myeckon NamaTu.

CISCO-
MEMORY-
POOL-MIB
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11.2. Tp&mob6UWeHNSH

SNMP- areHT nocbinaeT Tpan-coobLLeHns 0 BO3HUKLWNX cobbiTuax SNMP — meHexepy.

[ns atoro B kOHGUrypaumMoHHOM hansne agMmumHucTpaTop 3agaet IP-agpec v nopT, Ha
KOTOpbIN oTcbinatTcs coobiieHus SNMP-meHexepy, naeHtudgpukatop u IP-agpec
oTnpasuTens Tpan-coobueHus, sepcuto SNMP, B KOTOpOM co3gatoTcs Tpan-coobLeHus.

B npuBegeHHoM HKe Tabnuue nepeyncrneHbl peann3oBaHHbIe Tpanbl U MEPEMEHHbIE,
KoTopble BbickiianTcd SNMP-meHexepy, n onvcaHve Tpana.

Tabnuua 11
SNMPv1
HasBaHue Enterprise and Cnucok 3HaYEHNE NEbeMEHHOI MIB
Tpana Specific Type; nepeMeHHbIX P
SNMPv2 OID
cikeSysFailure | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
71.2 — appec local peer | processing for an IPsec Phase-1 IKE IPSEC-
Tunnel experiences an internal or FLOW-
3 cikePeerRemoteAd system capacity error.> MONITOR
dr — agpec remote -MIB
136141991 | Peer CuvrHanusauus o BHyTpeHHew olwmnbke
7'1 2 O 3 D 06a 3HaYeHUs — Unn ncyepnaHmn pecypcos npu
e Ta6nnYHbIE. obpaboTke IKE.
cikeCertCrlFai | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
lure 71.2 cikePeerRemoteAd | Processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a Certificate or a FLOW-
4 Certificate Revoke List (CRL) related MONITOR
error.> -MIB
Owwnbka, cBa3aHHas ¢ cepTudmkatamm
%.13.2661.;1.1.9.9.1 wnv CRL.
cikeProtocolF | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 cikePeerRemoteAd | Processing for an IPsec Phase-1 IKE IPSEC-
dr Tunnel experiences a protocol related FLOW-
5 error.> MONITOR
Owubka, cBasaHHasi ¢ 0bpaboTkomn -MIB
npotokona IKE:
%'13'2661;54‘1'9'9‘1 Authentication error (B cuTyauumsx,
e He nonagatoLwmnx noa
cikeCertCrlFailure)
BlackLog
cikeNoSa 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This natification is generated when the | CISCO-
71.2 cikePeerRemoteAd | Processing for an IPsec Phase-1 IKE IPSEC-
6 dr Tunnel experiences a non-existent FLOW-
136141991 security association error.> MONITOR
71206 o Mpuxop IKE-nakeToB Ha -MIB
HecywecTBylowwumin SA (Invalid cookie).
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SNMPv1
HasBaHue Enterprise and Cnucok 3 .
= - HavyeHue nepemMeHHOM MIB
Tpana Specific Type; nepeMeHHbIX
SNMPv2 OID
cipSecSetUpF | 1.3.6.1.4.1.9.9.1 | cikePeerLocalAddr | <This notification is generated when the | CISCO-
ailure 71.2 cikePeerRemoteAd | setup for an IPsec Phase-2 Tunnel IPSEC-
dr fails.> FLOW-
10 Mo TeM nnn NHLIM NpUYMHaM He MONITOR
yaanochk coaath IPsec SA (npu -MIB
1.3.6.1.4.1.9.9.1 cywiecTayloiiem IKE SA)
71.2.0.10 '
[MpumeyaHue: 3TOT Tpan oTCchinaeTcs
TONbKO MpPUY NOSIBIIEHUUN OLLIMOKKN BO
BpeMsa nposefeHus IKE-ceccum n tem
napTHEPOM, Ha KOTOPOM Crny4unach
owwubka. Ecnu co3gaHue coeguHeHus
npekpaLleHo no Apyrum npudnHam —
OCTaHOBKa cepBuca, nepesarpyska LSP,
delete payload, nonyyeHwue
HOTUbMKaLUKM O TOM, YTO NApTHEP No
CBOEN MHMLMATMBE NpekpaTun
co3faHue coeauHeHus, timeout n ap., To
rnokanbHOe YCTPOWCTBO Tpan He
oTcbinaeT. B atom coctouT oTnnymne
Hawero areHTa ot 10S, rae Tparnbl
oTChINatoTcs ¢ 060MX NAapTHEPOB NpuU
nobow HeycneLwHon ceccum no
cosgaHuio IPsec coegmHeHus.
cipSecTunnel | 1.3.6.1.4.1.9.9.1 | cipSecTunLifeTime | <This notification is generated when an CISCO-
Start 71.7 cipSecTunLifeSize | !Psec Phase-2 Tunnel becomes active.> | IPSEC-
7 FLOW-
1.3.6.1.4.1.9.9.1 | Ta6n14HbIE YcnewHoe co3fgaHue TyHHens. [\:A?BNITOR
71.2.0.7 3HaYeHus.
cipSecTunnel | 1.3.6.1.4.1.9.9.1 | cipSecTunActiveTi | <This notification is generated when an CISCO-
Stop 71.8 me IPsec Phase-2 Tunnel becomes IPSEC-
38 Ta6nuyHoe inactive.> FLOW-
3HauyeHune MONITOR
1.3.6.1.4.1.99.1 YHUYTOXEHMEe CO3[aHHOro TyHHens (I'IO MiB
71.2.0.8 pasHbIM NpUYMHam).
cipsTooMany | 1.3.6.1.4.1.9.10. | cipsMaxSAs — <This trap is generated when a new SA | CISCO-
SAs 62.2 MaKcumarnbHoe is attempted to be setup while the IPSEC-
KonuyectBo IPsec number of currently active SAs equals MIB
7 SAs. Ecnin He the maximum configurable. The
cyllecTByeT variables are: cipsMaxSAs>
npeaena — 0. OTkas oT cosgaHus SA no npuymHe
1.3.6.1.4.1.9.10. [OCTUTHYTOrO MaKCUMAasIbHOMO
62.2.0.7 KonuuecTBa SA, yka3aHHOro B
nuueHsun. B nepemeHHoN
NponMCbiBaeTCA MakcUmarnbHoe
KONMYeCcTBO SA 13 NULEH3UN.
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SNMPv1
Ha3BaHue Enterprise and Cnucok -
L i 3Ha4yeHue nepeMeHHoMn MIB
Tpana Specific Type; nepemMeHHbIX
SNMPv2 OID
ciscoConfigM | 1.3.6.1.4.1.9.9.4 | ccmHistoryEventCo | <Notification of a configuration CISCO-
anEvent 3.2 mmandSource = { management event as recorded in CONFIG-
commandLine(l), ccmHistoryEventTable.> MAN-MIB
1 snmp(2) } Bcerga
ccmHistoryEventCo | ccmHistoryEventCommandSource=1
1.3.6.1.4.1.99.4 gl;lagsse()&;ce ! FlecKonbio sapnanTos:
3.2.0.1 comman,dSource(Z) 1 Tpwm BbI3oBe Isp_mgr show unu
running(3) cs_console show run:
:startup(4), |60a|(5), ccmHistoryEventConfigSource=2
networkTftp(6), ccmHistoryEventConfigDestination=
networkRcp(7) } 2
MprmMeyaHue: aHamnorM4yHoO peakumm
ccmHistoryEventCo Cisco Ha komaHay show run
nfigDestination = {
erase(1), 2 TMpwu ycnewHow nporpyske LSP:
commandSource(2) . . _
running(3) ccmHistoryEventConfigSource=2
étartup(4), I(,)cal(5), ccmHistoryEventConfigDestination=
networkTftp(6), 3
networkRcp(7) } [MpymeyaHue: aHanornMyHoO peakLmm
Cisco Ha komaHgy configure terminal.
TabnuuHble [ns craptoBown 3arpy3ku LSP Hago
3HaueHus. Mupekc | 3aaatb ccmHistoryEventConfigSource =
— uernoe yucno, 4
HauyunHatoLeecs
CAVHNLIBL. 3 Mpwu oTrpyske LSP (no pasHbIM
MHerMeH'I:MpyeTCﬂ ApUYMHaM):
npuv Kaxxgon . .
nocbinke Tpana ccmHistoryEventConfigSource=1
JaHHOro Tuna. ccmHistoryEventConfigDestination=
3
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12. TIlpnnoxeHwune

121. Co3 paHnMWe nokKanbHOTO
mcnonb 3"AKypver. bl
(P b. HO300M2)

Mpun ncnonbsosaHumn "AvCrypt ver. 5.1"(PE.FOCKN.09000-02), cosgaHne NnokanbHOro
cepTnduKaTa MOXHO OCYLLECTBUTb C UCMOSMb30BaHNEM YTUNUTLI Cryptocont , co3gaHHon
komnaHuen “ABECT”, n koTopasi BxoguT kak B cocTtaB guctpubytmea Bel VPN Client
AdminTool, Tak 1 B COCTaB KaX4oro MHCTanmsILMOHHOIO NakeTa, MOAroTOBEHHOMO
agMUHMUCTpaTOpoM Ge3onacHoCTU. YTUnuTa Ucnosnb3yrTcsa ANs co34aHus KIYeBow naphbl,

3anpoca Ha fokarbHblii cepTuduKaT, co3aaHnsa KoHTelnHepa v ap.

CosgaHue knoyeBor napbl U hOpMUPOBaHME 3anpoca Ha NokanbHbIA cepTudnkaT
BbINMOSTHAOTCA C MOMOLLBLIO YTUNUTBLI cryptocont.exe. Bce gencteusa Heobxoanmo NnpomsBoauTb
B peXunMe KOMaHZHOW CTPOKWU U3 KaTarora, rae HaxoauTcsa yTunura.

Z O ¢ Xo3panTe KOHTENHED, COAEPXKALLMIA JIMYHBINA KN4, UCMONb3YS YTUIUTY

cryptocont . exe.

BbinonHuTe KomaHay:

cryptocont n I n=<Container>[ - p=<Password>]
[ - y=<SysRandomSource>][ - r=<RandomFile>]
[ - key_alg=<KeyAlgOid>] Tu]
roe
Container — nms KOHTeNHepa

Password — naposb K KOHTENHepY, MOXeT OTCYTCTBOBaTb, B 3TOM Cly4yae
nonb3oBaTento npeanaraeTca ABaXAbl BBECTM Napofib C KnaBuaTypsl
SysRandomSource — CMCTEMHbIA UCTOYHUK SHTPOMWUU UCNOSb3yeMON Npu
reHepauuu cnydyanHoctu. Ana Windows napameTp ykasbiBaeT KoA Tuna
ncnonb3yemMoro KpunTonposangepa (ang kpunronposangepa komnaHum « ABECT »
ykasbiBaeTcs Kog «420» unu «421», ona KpunTonpoBangepoB Apyrnx
npoussoguTenen — koa «1»), ang linux v solaris napameTp urHopupyetcs.
RandomFile —wnmsa danna, ncnonb3yemoro npu reHepauum cnyv4anHocTun. dann
[OMxKeH bbITb He NycT, coaepxkxumoe danna cebiwe 64 knnobant urHopmpyeTcs.
KeyAlgOid - OID anropuTtma kntoda SUIMN. BosmoxHble 3HaueHus (6e3 kaBblYek):
"1.3.6.1.4.1.12656.1.38" unn " bds" - 3UIM cornacHo CTE 1176.2-99
"1.3.6.1.4.1.12656.1.35" unum " bdspro " - 3UI1 cornacHo CTH 1176.2-99
C NpeaBapuTENbHbIM X3LWNPOBAHMEM

3HayeHune no ymonyaxuio — " bds "

-u-— HeMHTepaKTI/IBHbIVI pexum reHepaunn cnyqaﬁHocm.

Z O ¢ Xp3pganTe 3anpoc Ha cepTudmkaT, cogepxawmnn oTKpbIThI kntod QUM CThb 1176.2-99
N 3KCnopTMpynWTe 3anpoc B dann wucnonb3ys ytunuty cryptocont . OTKPbITbIA  KIHOY
BbIUMCIISIETCS HA OCHOBE JIMYHOTO KItoYa, XpaHsLLErocsi B yKadaHHOM KOHTENHepe.

BbinonHute KOMaHAy:

cryptocont r { - f=<RequestFileName> - s=<SubjectName> -
c=<Country>[ - k=<KeyUsage>] i n=<ContainerName>[ -
p=<Password>]} { - i=IniFil e}

roe
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ContainerName — nms KOHTeNHepa, coaepxatlero nuyHeln knod UM CTh
1176.2-99.

Password — naporb K KOHTEHepY, MOXET OTCYTCTBOBaTb, B 9TOM Clly4ae naposib
BBOAUTCS C KIaBMaTypbl.

RequestFileName — unms co3gaBaemoro ganna 3anpoca.
SubjectName - nmsa aboHeHTa.
Country — ngeHTudukaTop cTpaHbl aboHeHTa, Hanpumep BY.

KeyUsage — o6nactb NpuMeHeHus kroda cornacHo X.509, aToT napameTp
pekoMeHayeTca He UCNoMnb3oBaTh — ByAeT NPUMEHEHO 3HAYEeHNe MO YMOMYaHMUIo —
“100000000” (3LIM).

Ecnu ykasaH napameTp - i , AaHHble 6epyTca us .ini-dpavina IniFile  , pasgen
request, nons filename, subject, keyusage, country, a Takke pasgen container,
nons name, pin.

npumep ini  canna:
[container]
name=contl
pin=12345678

[request]

filename=req.req

subject=test subject

country =BY

keyusage=10001000 O
Z O ¢ 3QTtnpaBbTe CO3[aHHbIA 3anpoc AOCTYNHbIM BaM cnocobom Ha cepBep LOBEPEHHOMO
YpocToBepsitowlero LleHTpa, roe no gaHHoMy 3anpocy 6yaeTt co3faH nokarnbHbIn cepTudmkar.
B kauectBe YL, moxeT ncrnonb3oBatbcs nporpamma «LleHTp undposbix cepTudurkaTos
ABecT».
Z O G 4lonyyute n3 Ygocrtosepsiowero LieHTpa nokarnbHbl cepTudukar, Lenoyky
cepTUMUKaToB U3gaTens u CNMCcKN 0TO3BaHHbIX cepTUdMKaToB B Buae dhamnnos.
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