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BddOtdzr 2 @ CtH o dMmatsHdz 2 sj € Mmls) ftetse tc Odzd3" d H teeeds] ¢
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L dsj dzj ded ™ o B d dzO@czs 24 Cfpsio jfuds@®ite slsdsMdlsj & des RL Hj dzdW  H 1
dstedsr timMikBddSd Jj &Ottkm! d &BjyHEROLEHM j dsted f s
fesctOBdBd & MtjHise .

Ofmlstswh j i [ dyjdet disdedetsj w6 dzOM jded] oMmlskzyf Ojls o Inakzkls dz@
swy jdedd ofpjets MiesCO dMftsd L so OddY RLHJ dzdw.

fsddzj dzdj IstejBto Oded?2 dzOMlstswh jets [ dyjdl qsdzdzscts w @
B ddCd 1 j&zOwkM! &k 16.05.1996 . ¢ Jbf Qotdytfeth)CHtkd |t
dztz .

swhyjdef ffsdzdzsj vtsEdOh jdadj ftojHsMisOodv jls stdj ydsdkz 1 t
swhdj o ksd, uyks

l fMizzyoj, JjMmdzd o ~&StHj 1M dkzOokOoOydd RLHjddY stsdzj ydz
|ZHJIS sB dzOtelzy j dgO stedlsdydzOw 1 totsB drjIdzOpse L@ d.L p dzé ) s elz) MR I Y ¢

0) ddiceddese Odd) HehskYfd & nNfshHssOkd sbdjyubkses I s
} totsB dzj d3r d s MismMsBOr jJj EMistcOdzj dedw

B) B My dzOlsdztsy fJtojHBMISOodzj ded] teBdso dzj dzed?2 (letsctcOBBdkse s
ColststelsBORAHdzr stedlsdyde j 1 totss dzj o5 .

1 ted d3j yOdeq Ptc Qdals d 2 dats § sSBWLOIjd Msets 1 BOLdtlzj Ismw dzO0 ) dz
ltesBdz 3O L OC dzs yOj Ismw 9 Is 5 d3, Yybsts RLHJ&]J, oafMdzy HMise d J
9 ftsdzdaw jIs tMmdese dzr | W EdzC ydd hedjw tastf e0dnddesii Islg te © WO ¢dod3j dlzddlsts dzls te t
ftedosHdls ¢ dOtkh jddt BJjLfOMdsmhMisd Milsd stdj ydeses 1 tsdz! Lt

) tod 3 UOdfdBjdztd.dzj dzd v fsctOdBdscts B MY juiddy o Msosise jlsf
1B JLjHBMEOodv s kMY 5 LOfushE Gt UBEBOBE 5L ( 56 O ozt

dzd stdzj ydzr 2 1 sdz' L 89 Olsj dz¢ sBdzOtclzy dls o Isjyjddj 90
r 9 fMMlsOesj ddWstegOyddedzy 7 desidlsj dzj 2 ddzd dzj C Y
BHEl L Odj daj gl Hj @€ sty B Bdes iz &z0. 1t dMmlsj yjc
5 Ibd LBsoO0Oljdv ft5 doj StifdjSldshisd dLHjadY d
doOls! Mw dzgj BRZHEI.

sswhjij [dyjdo qisdedetsj wtsedzON jdedd dzaj MHjteydls deffEOgdH
slko jlsfisad® RLHj Y dzB' &8 s;:@qu;mcq@ tej B tSo Odzd W ds,
dsfwishmy ¢ B d&OMisd ddyjdL Jetse Odzd™ HjWIsj dz desfylsd § sflsOe
EflsOdzstso dzj dedzs o5 § W HG j, HBEGo SEBasyE | Haffgls @o &j 1 dig ] GE G-
jedOdB) dsdtlt s o OKRSOF GlsH,jd df @ HECEd) dsto .

Ofplsswh jj [ dyJ daL d ts dzdzts j 456 dzOh j dzd (o ttOdiz¢ On LOCtsdzsH O
cslsdodets] dzj BSetottjdzs o odHj BGlsHjd dzsets Hs] B @dkgldzj d) daz
jedzO®j dsdtezjls otftetsfyr kjmddujmMSdn, tdéOddLOoydtdd 7
CMf &z OLOYdj2 RLHjA&JY d ofSLEsYyd 7 &OjttdOd d -, W d dz
Bk LsoOljdY o tojLbd! O] +CMfdkzOOYdd RLHJ ddwv.

S5C HJ2MiswifycEHzOMmMtts] dol  sdedese 5 v 5@ dzOM j dzdV tOMY otsMistc Odzw §
W ostsdzj ydg' &3 1 tsdz Lsoa Olsjdzj B o j2Mlsedj d&OfMlsswh jets
Oh jdzs s tjh jded¥ gstsdgj ydetsets 1 sdz' L tso Olsj dzw. J Lsts o3
sy dls! eofmj dJddWsttdOydtdadz j detsfpdlsj dzdf, MtsHjtey Ohdj CtsH
qw, o ¢ dzt YOW d dz¥ tste 3Oy © 20 o dzkzlste j dzdzd m dztsfd Is j dzw
Ldtsdzdets e s wtse dzOh j dad W fts ddzd ydOlsdo j stsdzj ydetsgts 11
sdz) des?2 OCydj?2 stdgj ydesets 1 sdz' LtsoaOlsjdzv d daj wWodzwjlIsf
Mlse jdedz" = B jteOyd?2.

ltotsctcOdsdzds” 2 1 totsHEC IS o d idNY djsz@v dzy § By sliNp @G sH dzts 6 OMY t
ltesHESCIsSEd d dMfsd LEjlsmMw o MEEsOagsHEAY I @&fy2 gL MEB
dzd yJ dzL Tdhg GNU 'General Public License" (http://www.gnu.org/licenses/licenses.html).

MS-DOS, Windows, Windows 98/NT/2000/XP/Vista/7 W o dzw 6 Is fpw ssteeso r di3d BOGE C
Microsoft Corporatione sz ¢  © Htekzedn MistcOdzOR .

Sun SolarisdJavaw o9 dzv 8 Isfpw  Isstectso ' dzd GDBCroyEems bagf Gudzddd d o H tolk
MistcOdzO = .

TAFO OF @

= rgaess gogs-_ FvgIT N =

T3 S0 &
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Cisco, Cisco PIX Firewall, Cisco I0S Router, CiscoWorks, CiscoWorks VPN/Security Management
Solution, CiscoWorks Management Center for VPN Routers, CiscoWorks Management Center for PIX
Firewall wodzweslsfiqw Iktsteetsar di3d ROt Odizd Stsdif Odedd Ci sco

RLHjddj oCd¢yojl o MmjBY ftescteOBBdetsy ts8J fFfiG Younded J ,
eay@cryptsoft.com)

feedj dzOL o Odzdw € sz @ deazy dalp ST Gk OdssW M j o5 [ yj deL o ts dzdzts 5
ddV stegOyddede 7 dMlssydedS s RLHjddY Bsckls wodvls! W L Ot
Msslse jlsflsokzs h dn  dd5 CodfOdd2. ovfsdkddoddj doOdd dss Odzd 2
Stec OdzdL Oyd2 ‘ddgt€ dalzjiftsig Oz’ des d dzj WodzW jlsmW dzd §SHH] Y S B3
R1 b eteO i j dzé dzj -dEEg s 5l€e0SkksIse j dzdzstisd o slsdatsh j dzd
dMyftsd LsoOdd? {IdR )} esHEZS kG .

1 O § yolsOdes o (JMfkeddsy 1 Jj zOtkzm!

R} ey tetcO 1 j dzé

220012, G.kzdgzddMmftedz” " jomitses, H. 12¢, GWdM 702.
sjdz : (+375 17) 280 6000

YWo¢m: (+375 17) 280 7867

1 dz. f tinid&S-terra.by

http://www.s-terra.by
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1. [BdBN yt82y 2 =~ Wd

) otsH BEWPN Clienttf t5 ) H dzOL dzOYj dz i divd dzOSIBRY S O f oS 5C t
fj &g 2 MERID

1 O dlsO IsBODVPHLCIentsMmizh j Mlseadzw jIsqw o ©OARRE OR d3i ) H Ezdz
IKE/IPSec:

Security Architecture for the Internet Protocol i RFC2401
IP Authentication Header (AH) T RFC2402
IP Encapsulating Security Payload (ESP) i RFC2406

=A =4 =4 =4

Internet Security Association and Key Management Protocol (ISAKMP) i
RFC2408

1 The Internet Key Exchange (IKE) i RFC2409
1 The Internet IP Security Domain of Interpretation for ISAKMP (DOI) - RFC2407.
1 ots6 tc Odzdzdz” 2 BelfVess@lienttss j Mt j yd o O4 Is:

1 LONdlk bwOWdCO kO kisods Oklsjdisd¥dcoydd/
i fecbsC 5Ok | PSec AH d/ddd | PSec ESP

1 Oklkjdsd¥dsOoyds ftsd LsoOkjdv d Oklsjdlsd ¢

fOCjlsdzes Wddz bteOydy IstcOW (iglas g Ofyfipffds da' LYtsod
LOCdksoCtse Mijlkjotets d btOdhfselsdscts keto

s sd2dets] foskbsStsdzdtose Oded §

o] OdzdL Oyds L OHOdedzs?2 HdMydydzddzr oL Od B@BSH | 2
d/ ddzd LOhdlk IktcOWdEO) HdW COYHBGES L OMdhH
LOHOdzdztsd3 L Oh N j dzdzts 3 ta jOJta]jdgid frjdsaiy e CQhdgdyr -
ydmdzy d Hdzv dBseddz df = § Otlsdzj tetseo 5 oL Od 3

1 ©jckddik] Bz Mlss2Csmis! L Ohdlsr kO SO

BOMS desoCk OHtsjfdy » fshistcOdslss L ON dh O d
O S O) .

Ifmd 1tIsd WEdSydd fdhr eo0silsmw o W O2 dzjd Ldfs CoCallz! dats 2
Security Policy) . [ € Odzt dzgOvY f§ sdzdlsd S O B JSLOSHQ@Mdatg fislg b r S to
MsiHddzj ded 2L Bfclzef HE@EPOSC dJ BzgMif fsdz! L s Ols! sIsCter Is'
ez OdzcscPbdflsy sdfL s0 Ols! Hdzw COYHBGEB dqL Mt H

) esH BAPNClientd My sdz' LEjls o COujfmlsej odajhdzsj?2 Stedy
B dB dzd fiptg LHffiflstodsf SsyEBE 2 L O dlsr  d dz¥ teChPtyef.d ( & s)
51", ©OL OBl Odzdetsg j'"ISBY Ocdzd § 2

4s) AVChyptver.51"tc j Oz C BB stsc OV d uj fCal jf ©uds s jolefislszs d
flsOdzn Otglg dfdz B 2 S  : 4 j &ZOB I i

1 Okzetstedldy CtdflscwOVdyujmMitses (o SBLOL 5o O
| SMkzHOtefise j dedz’ o5 MisOcdzn Otelstsl3f &y MI-BB TS d 4 §

f WEdSydd Db dlese Oddw 9 Msslse jIsMmiseadd M 4 tsfy
t 4y IzsdchCq’ Ul dz QLtcHEEp! .

1 WEdSyddqeEgOdidy o Mo jlsmMiseadd M | sfmMikzH Ot
t 4y IZdechq’ wujl dzCBtellz i1t . 3 1

1 ftesyjHizt or teOBBlsCd d ftese jtoSd + dzj € Istets dzadz
fntslslsa;lsfr]lssq’q’ ff | sMkHOtmise j dzde" d3 MiEOdzH Otsls ts
1176.2-99;
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1 ftesyjHbktelz o' w®mEdEYPAtAMFom Odzdz' 7 o Mblse j s
07040.1202-2003 ¢cJ1 OdeS soMCdj bjrmdsdzsedd. 1 totsy, |
fMmMioHsmMdzEyO2dzr » HOdzdzr = M dMydz L so Oded J 3

Bel VPN Client o dzv j Isfyw §tesHEClstsds Hdzw Cttf swOlsdo dasc s
ulsts f takzdds qgOMlstes26d ttjyddse | bsct fsHEZSKO il
OHBd dzd st Olstste ddzd OH B dzdMisteOlstste B L 5§ Ofdesils d
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2.uoMmyoetfeets?2Y BB 9oBJd{
2 Isfcdelskz? dzff Islz !

1 o5 H B&l VPN Clienttc OB ts ISfOsiHSf t6 O 0 dzjifdjjtad® y d & delipis § o3
1 MS Windows XP (32-bit, o * ff Efrpfessional) SP2/3
1 MS Windows Vista (32-bit, o  {f zBgdiness / Enterprise / Ultimate) SP1/2
1 MS Windows 7 (32-bit, o  {f Fipfessional / Enterprise / Ultimate)

l osH OB IO totc | 2B AR 8 IsjtcOr ) Mjlkjor di3d OHOY Is,
f SHH] to) task ¥ défloading

I yomisd toj Odzd L OPSef/IKE s BC 5 Aigd dettsjdgfsds dzj Misd i3 M
Cisco I0S v.12.4.

I yomisd EZHOdzj dzdese s dssdzd Iststed dzc © Ite ths s d3 jnfs ©ds df )
fnCiscoWorks Monitoring Center for Performance2 . 0. 2, o & tsfa® ffido@orks
VMS 2.3.
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3. I1kMm2eWk' BWEytk2A

U j R odzts RSeCB j Y j udo Ojls OklsjdsdWdsoyds, hditse O
2O ke dj f  PHfHOQe Gjsd'. A

[dv o) OdzdL Oydd {dn WiedGjydRr tsy § dg® dosts ff § dzdzd Is § dz'
q dz¥ Ste B3Oy Qv Cftushyds O dzv j Is MKE:  f tes 35 ® tsdts dgOls j 6 Oz
e zOMse OdzdzOY sdzdlsdSC O L Ohdlsr .

[ dzv Ok jddsd¥ dCoOydd oL Od di3tsH j 2 Mikhdzjsthedhns Higlagic s dz
dzj CslsstcOW OklsjdasdW ds OydtsdzadzOw d daW¥ stedzOyd v .

sO0C2 Okljdsd¥dSoyddds? dd¥ stekOydy 2 @Bsyjls BT
1 ftej HizMlsOkdE e2dz ( 6OL H j dz"Pjedpardd)Key§ dzs y  (
1 Mickd¥ds Ol MlsOdHOEls® m. 5009 .
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4. MY ymtsfsn § 2§ ¢ dz2
X Misy s eds IsEgBHdR § St
e dtpr a3t d§f G B IzY d3Y

1 totsH B PN Clientf tc j H dzO L iz d Was 2 O R'sdpfAstc Olsdo dz' 7 M lsj 2
] sdzOG,0jwists o sOCdn fyjdsjv Ad dfjtsidBz0ftce@sj dzj dzd § f tsdzd |
BjLBfOMdzsMmisd C ol stcOls 4 dze BeS\WPN Elifnt to D s 16 B BlsgROFEZSE
SBKOL A, Yt OHBJddMistkcOktst BjL Y OMdespisd Ctstelf ts
f J tofts dfQxiad@ dzdz" 2 dfWozfipllsCifed® C2j s  H dzv S y Hsts cCOflstg iz |, Is ts o3
ZOMistets2 € d Hdzv fif tscixlzO fiple Olisfzv iy j ¢ 5 H tsdzy detsfyls dz' osd

ltesyg M § shjctsip@ded dd tc 5 @B d s dzdets 6 § SfzOC SlB OIs j dzv
ftosdLotsHdIsMw Mdzj HEE h dd3 SBteOL 5.

oH 3fdglstc OlIstste B Jj L s OMmdzesMmisd § sdzzy0oj Is j O Hsdsdi dedidn Isits@ I
ff tc s H BEIWPN Client AdminTool, tOL d3j h j dedzts ¢ AV ffets fiflsGllo @iz ty clits ¢ s
HdMIOMBsMIsOes HdMIstcdBEZIsdoa O {Isséts ftesHECISO o9ntsH(]

1 setup.exe 1T kIsd dzd B ® kWifidows Installer

1 setup .ini -dzOMistetsj ydz" 2 W O2dz, driupexB sHdd" 2 Hdzw
1 sysdlls .cabi RtcOdzd dzd h j TMidlils j diidts -7 s H § dpd 3 dals @V

T wversion .txt ilsjSCMmsseor 2 WO2dz Moy jicon@CED o jtcmd
Al

VPN_CLIENT_ADMIN.msi i MSI-B O Ld@izf Is © dzdAM8I t5 Mdi€roSoft
Installer)

1 VPN CLIENT_ADMIN cab i 7 tc O dzgd ddd@2jdzts dzq j dzls ©

T Ckf dzj Sl HBCEdj dsOyd(d.

Haggdd st Olstste kMlsOdzOo dzdo Ojls dz® Mmotsjds Ctstpf ' » Isj to]
SBsh! & (bt ctltsodls HbkY ftsd Lo Olsjdv ddM
fls O dzs o dfH dgdp'd MistwOlsdodz 2 §OCjlk Mmsmissdls dL  fdzj H
s

tc dzj th @S O

1 make_inst .exe T klsd dzd Is OH detsRBOfMds tets S d Hdzw ML H Oded W
ddemls Odzdzw yd sdzdetséts W O2 dzO sz’ L ts9 Olsj dzw

1 pkg_maker.exe -lsd dzdteO¥ dyd MEsets ddalsj W j 2 MO H dzw
ZsC Odz! dzes? fsdzdlsdSd, dstod dr r doOnkstetsji ¢ d
fsdz Lso Oz PV ' jolddls d dzefidkdz inst . exe

T wversion .txt TIs§Mmlssor 2 W0O2dz MoHikerOkdEBOs jtomds:s

T cp_avsth .dll TWO2d CtedfIssctcOW d yj MUGytvaer.aekzd slis j €
(BY.S & s H09000-02)

1 cryptocont .exeibklsddzdlsO Hd&Y OBl M Ctsdzlsj 2 dzj to
1 oafMf sd3sc Olsj dz' ddil j it QRd 8 J M jud dzdlstcOB BisT
1 Of AdenttsH jtey dls Bmdzseds §j WO2dzr dozilsOdzdzy ststc O:

1  VPN_CLIENT_WIN2K.msi 1T MSI-B O LdQizf Is O dzdaAM8I &5 Mdi€roSoft
Installer)

1 VPN CLIENT_WIN2K. cab i 7 tc O dzd (@ 2jdz&s dzd j dzls O

1 sysdlls .cabi RteOded dzd " j Tiflig,ls j dijdas - s H § dird 3 dals @W
1 Of SEXMtsH j ey dls

S
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1 My jBde j WO2dr , dzj 5B RSEX@ER ¢ ex@udiph stipefs o € d

feslsslsamfent, L OHOYhdn § OwLOd) Is GSFX-0El d 8O Y OF

RMY Sz e zwizffls Odzts o dzj ceips js Mgztets ¥ g C O™ lCtr st 7 ¢

fsd Lo Olsj dzv, Ctedzj o 82 MJ ols didhdlaoss Cxe s s of jaabrdsi

BjLtf Omdatsmisd, # tey Hif @llpietizcdztes § sdz' L 50 Ols j dzv , OH d3q dz
qdzfls Ocdzdz yqsdzdzr 2 §OC s ftsd L so Olsj dzv .

[ dzv MLHOddY dJdhsody ydoddzse s f OCJj 0 @z L s O
Click Installation, ¢ tsladgjt@ard L £ sdwh M Elsddzdlsr ¢ tsd30dzH dets?2
make_inst .exe. (IO Elsddzdls©O i dinfOudsdd did 18 G dniztskigj dzdns t . €

d4tsL HOdzd ] JdeMlsOdzdzy ydsdedesets f OC jIsO ftsdz' L tso Olsj dzv
1 dMfsd Lco Oddj klsdddlsmkE mssOdmedzs? MisesC d
1 dhfcd LsoOdd] cwO¥dujmSses dqdsj el j2MmO.

ljtejn dhfsd L So Oukkjingetels ddzldz0 B' 5! ML HOMRO d L
WO2dz o Isj € Mlstsas @ Ok dedQBEiSL s § O fydats ) is @ dzd

CdW e Oy d s daAsg 50 GOXEOGL H Oded |  dzsC Odz dets?2 4§ s dzd |
BiLtf OMdtsiisd. stdidckeoydsdds 2 % 02 &

U ndzsdzsc f teisiyg fitc dsd tectso Odedv § j teMisdzOdz! dz" = d dzils O dz
ftsdz LsoOlsjdzj?2 M dMmftsdz LtseoOded j 5 fgfjdagflls W d ¢ Olstse s
ftoj HizMIs Odztf gy zPdzezj & j dFz¥Pueshared Keys)d Elsd dzdIsr

make_inst .exe s MOz SHESISs9 C O ddzmils Odzdzw y d s dzdzts 6 15
ftojiHlEMmls OdkziRafdz] dedzt yOdRRd (Prdé sameddzBieds )ftsHetslstse
d dzils Odzdzw ydtsdzedztsgts f OC ilkO M tsIsC ter IsEeels & jds fylOakif dzdz

RMfsdz L soOdzadj GOV dyuimMitsets dqdsjteWj2MO Hdzv it
BJLBY OfmdesMmisd, JjtemMsdzOdz® dz" » dzOfplstetsj € d ML H Oded
ftsdz L sofPlsdfisl sdzr L so Odedj a3 M telsdW dz®Bse SIsCter Isr A
l]’ ted H EzMmlis O dzls(otelf) Ldzdg” &)W j Sdgz¥(Pueshared Keys) s f d ) ® dzis ezO o

1 sHOtslss9 C O ddemMsOdzdzw ydtsdzdetsegts f OC O M f sd3tsh +

1 sdz' L s Olsj dzr , dMmy ey L2z WH dfvis Hdgjtselstts o@iejd3d dzd Mistc Ols s te t
fj ef)ts ddAxpdQdzdz’ 2 d &zl Ocdzdzy ydtsdedzr 2 § OC jIs, PassdL o st
VPN Clientdz® fMmotsj d3 S s Isjte] .
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5. tfiHfEfcdze Mmeotfh
BjdR2t2lkmelzy M oy

OHBJdd MistcOIsste B J L 5 Offdzts i Iskff lst@DdzGree ded] ifp LR i * & s to
HdMmlstecpaskBsdzd dzd M is tc O ls d BatldV/PN Cliei@ Admisistrator Package.

RdziNls Ocdzdzw ydw OHBJded MisteOlsd o descts He@E jeked) L Of MG O
HdMistcdB kZIsdo O.

lted LOfEMS] ddmlsOdzdazy ydd OHBJddMistcOlsdo dzsets f OF
ftedec dzOh j ded § dg¥ § dq dzfyls Oz

{3 Bel ¥PN Client AdminTool (ay) Setup 4 =101 x]

Welcome to the Bel VPN Client

7 AdminTool (av) Installation

Wizard

It is strongly recommended that you exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs
you have running. Click Next to continue the installation.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

Version: 3.0.9363 av

Back | Next > I Cancel

t dmk dzts €

I s8Cdzay M bkjCMssdy [ dyd dzt dsdzdetse s wts6 dzOh j dzdw ff sy
f sdztsy J dzefgpt thelicenseagr eement " MizOfEO J&¥t HisMiskz dats
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i'g‘ Bel ¥PN Client AdminTool {a¥) Setup i O] =]

License Agreement

Y'ou must agree with the license agreement below to proceesd.

JTrOTe HRHOMEG ¢ O OMIATMEHE S O Ipake IS o6 arnea [pogyrront Bel VEM Client
nporsgogersa HIT «C-Teppa Bere @ 2008 - 2009 «HIT C-Teppa Eems. Bee npaga
T ATIEIITEHE

Hacromuee Nenrersmomsoe O oManie e 0OpegellieT FoIOEHA MOTIOIES OF AETT

sakoHHO Opiobperesoro [Tpompyera Bel VPN Client (ganee - Hegems) Konetrmma

[T oIIE s OF ATEIe T [ QEZEe CEM MITM FOPERE CEIM JTOAT0M, VEAT AHHBIM B JIIOTeH7101 Ha
HCIIOIES OF akEte [T 0fKTa, ARUIROIeFc A He OTE eMITEM OF JacTER HacTOAIETD
JrareHsHOMEOT0 O ormanneents). [TpeanteTond HacToAero JIMITHGHOMEOTO

(' OTTIATIEHELT AEILACTCA B OFMMesHAT Hepedaria [ 0mbs 0F aTEIE HeH ORI ST Hb L
HellepefaE a8 MBLE [Ip 4B II00ES 0Earmer Hegemren,

[Tog Hsgemren momras eTe A KORMIMIEK: MATEMATEHED: 00E eETOE (TIf) OTp AMMEEB I ll

Aum s rrAn, TreATIMATIATE Trrrch muma perTreTs remowe Trus o mvus sa E e e | las e et raTTmATTIATS T

{7 | accept the license agreement

f+ | do not accept the licenze agreement
Wize Installation \Wizard®

Reset | < Back [ et = Caticel

t dmk @&ts ¢

Il T BteOl! KBSzt BHjls EMlsOdso dzj dz OH &3 dzgd Mistc Ols
CdzOadh iz Br owse:

ﬂ% Bel ¥PN Client AdminTool {a¥) Setup ~

Destination Folder

Select a folder where the application will be installed.

The Wise Installation \Wizard will install the files for Bel VPN Client &dminT ool [av] in the
following folder.

To install into a different folder, click the Browse button, and select another folder.
You can choose not to install Bel VPN Client AdminT ool (av) by clicking Cancel to exit
the "Wise Installation Wizard.

i~ Destination Folder
C:%Program FileshBel VPN Client AdminT ool avh Browse I

Wise Installation Wizard®

< Back I Next > I Cancel

t dmkz &ts ¢
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[ dv dZOyOdkO fsyj MmO ddhsoddy ydd &@oy ols:

{5 Bel ¥PN Client AdminTool (ay) Setup , =101 x|

Ready to Install the Application
Click Next to begin installation.

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

Wise Installation WWizard®

< Back | Mext > I Cancel

t Mz dets &

R&ZHGSC Ot fsyj MO ddajls Odd™ ydd:

i Bel ¥PN Client AdminTool (av) Setup 3 =10} %}

Updating System
The features you selected are currently being installed.

Wise Installation Wizard®

Cancel

t k&S

¢ d&zOo dh

RUzMIs Odzdzw ydw L Qo j teh j d2O, dzOx Ols! Cd&zOeadhk Fini sh:

Bel VPN Client Copyr i-TetraBel 008301
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{2 Bel ¥PN Client AdminTool (a¥) Setup E =121 x|

Bel VPN Client AdminTool (av)
has been successfully installed.

Click the Finish button to exit this installation.

¢-Back | Finish I Eancel

t dmk @zts €

OHBJddMisteOIstste B j L

54 Of smsq fsdkzzy0jls &0 Mmetsj o
OHBddd MistcOlsdodz 2 f0OCjls
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6. tfjHfEzfcecdze 2tslskzB d
teBdzyzB Is g delszB
zdzw h Pdshargdeyg s
tetf dzf | 1 W (hdkQingR [z -

szt tesdL o sdz! dzOW  f sdzj H s osCdejulz! ddissifjlsls BB AR!Is Lo ff d i)

gtsL HOI! o] HEMsOaAase fzfuzigigiPreshared Key) dsts ) dzts te OL dz" d3d
My sMse Odd . 4 G0y JOtsh s B ¥ 02 kesdL o sdz' dalz
ftsmdj Hise Olsj dz dzgtsMls! Mg dgo sdztso .

RABY Cadu@ dsd¥ S Olstste, Mshisswh d2 dL &OBddHENS s B
", d HBdjd @OUddEOl v 1 @ZOkY.dahOseY waEgpts, d dc

lted 3 yQdpflgd: ftej HEMIsOdzso dzj dzdz” 2 CH R yMis @B O Gdzdzj I G
fJdtejdtsin 9 Isjdzj Cdz¢ yo sBbkHjls § ©j-DIYIs@EAfjdz sHp 2 d3w
otsLOOIO d fjtejdo tsis@HOOH el J)isHetslIstsa Cj Htoj HEzMISC
f Otclsdzj 6O HEBdydzr B'Is! dMitd LtsesOdr +1Isd Mmddze sdzr

R&BW i) HIEzfls Odzts o dfjidpdetsi 5 2§ dzHfipy ©
1 fted fsHesbtoC)] ddhMsOdkd ydesdhkbsecs §0Sjlk0 f

1T fted MLHOdI dsCOod dt?2 (BHdsdSd BJL T OMd
9 Mistc AUtNEethgdPr e shar ed o OlttdBlklsj Sharedl K

etsL HOdzd )] JdeMlsOdzdzy ydsdzdzese s f OC jlsO ftsdz' L tso Olsj dzv
IsOf s9:

1T OHdRddzed MistcOststc B jL s Ofdesmisd ddzd §sdz' L s9 Ols
ftoj HEMlsOdatse dzj dadz” 2 € dzv y

1 Onsddzd s RECREENIS] StjHjdvjls HEY §sd L
fszdlsdClk BjLBYfOMdshisd dJMMBOEEIY ®LOHdzdijd ©
IsC Od dats? o i fs@ffditsmisd . s tsdz d afleag O d s dzdz’ 2
"] SHCEGIBOGC O ddzMlsOdzdY ydEddscs 0Sjs0 f §
ddzs i teW ) 2 MO"

1T OHdBRddzed MistcOstste BjL s Ofdesmisd dzO Meotsj d@z OB s
make_inst .exe dL ¢ OlsOd&zsec © OH i3d dzd Mis tctPiste Is dlasdztsds f (
fizz yOj BEHjl o' HOMS Mttsest jyddF st §seko.d
SBWLOIjdz dgs ECOLT 90w ddiw ddefipls Odzdzy y d sz
ddi3w ftejHEkMlsOdse dzj dzgdese s € dz¥ yO, Gz y dadzd W
s sdizZOdmake_inst .exe 9 1 Issd3 MzEmg@jrv B ds sfydd
(f sHtcBifashOz®d dzs 3 [ dzd ff dathke Gnst.exe"):

make_inst .exe -0 SFX file _path -I LSP_file _path
Tkn <Preshared _key name>{ -kv <Preshared _key_ val >|
- kvf <file _path _Preshared _key val >}

1 {HG S dgalipizO dzdzw Yy tsdzdzr 2 ¥ 02 dz MtsH jtey dls df

ff tots H BRIWEN Client, f j oMt dzOdz dz' gzts CzO izl tsteR] S ff S
BjLGT OMiemsBEddMiscOlstst BjL Y Ofdshisd
fsHeBSIstso dzj dzdz” 2 ddemlsOdzdzy yd sdedze” 2 ¢ O
ddzils Odzdzw yd R@diidsc s ¥ O
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/. vmMRyysem2y W JHYE
2BlszBBRBY Yy2d ssfHy
f zdzin! 24 dzg?2 dzdzw " B dz?
(sy M2 2 dBizB dZ2?2 ) s
w [z 2 dgRakeinst

dZ0ted" fsHeslstseCd ddfylsOdzd ydsddscts {0
Oydj?2 Mmissttsd dO tlsCt’ s’ 7 ¢ d yor (M

ey fsdz LseaOljdv, Mtslke jlMsokzenhd?2 skt
Ismw o Stsddsj Hdigh . Mdzts) dalz s dfy] ldigdsiaG lddataflds, fy Wo
Cdzé Y € A YO O u Y CUAOHDS). [0 tsinwasle j % zdzC ydd R4
PE. COEOWE dzs Yyj 9 BOYdHzl Swdzj SB-SHJ BOW HozWw 8B
d yj dzsmisdSfiplgddd @ @z 4y Bsyjls B'ls! ©OMY
WOoddj, Stbttrj ©OL &jdd@uds iy dzOupsEpdbss)Cdsjd
3Pl sStedBOY 2P Y teAVRRSSE, H 6.

| ZOotedd Gl@E@GUOSIEY MsL HOj s Cdf yjoks § Otk H v
I Lo Olsjdzv, oL dBsydO ddzd dzgjls fftese jteC O Mtstsilse
jlsdsets Cdzs yo, Stfdqtkzjlsmw ddd dils $tdsj? dj
sOdzdz" ydd dz0 Csdi3f' s lsjtej ftsd Ltso Olsj dzw.

s2dB2dB Yy dzdiwh yefHY tsifls?2 zy

I fMkzyoej dhmftd Ltce Oddv o dzj hAasskdzS s fys odsE@  dzts f)
ddzd ydoOodzdL Oydw desmdlsj dzv :

1. 1 6HGCd ydls! odzjhdzjj Efsts2flsets ¢tz ddY d dW
desidisjdz ) € otf ¢HB]ANiMoE)PISsLO (1s fm [+

2. lrL90OlIs! B dsdittlexe:

oo
L)

x W TL;JJD [ =N

K oI=c Nngreggs O
§-Fc gLO0C20- N=
Ige

AvPasslInit.exe T p=%new_password%,

G H%new_password% -dztseo " 2 ff @&z@B tkOdadz' fipsslse j Isfme dd
fl o ddzORBd of Btste® f OQwafoy, Htodo jH] dedz o

3. [sCdzs ydls' Cozsiatl dustsls 0ff OHBId]MsEOEEC

tmMBe2d3B 6! of mMB teB MY d3y

1 Otetsdzd, dMytsdpa & 3" ¢juv sHB A dz@ Mtsslse jIsMilso 5o Ols
f cOo d dzO d3:

Hdzd 20 f Otetsdzw Htsdzy dzO B' Is! dzj Bjdzjd 8 fydd3e tso
9 yYydmdzd MdBosdzse § Otsdzy Hsdyd ftodmkzlsMmise 56

gszdZBiQS jedmbsteOn, yd¥tr d MfJjydod drj Mmdde

fOtetsdzr dej HEGE) dzoo fges W dzj 6 C BB orf ydmdzw § dzr §
mMddzo sdzse (Jdsd dzO, WOdRddzdd d . §f.) O ISOCHJ C
(user,admind . Is. f . ) ;

ftod fMmdsj dzj § Otesdy desetj L dzOyj dzdj HBdY ds Glsd
Bjde § UJd&3 dzO 5 Mg d3o sdztso .
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~

=30 03—
o-gI-I
VI GE

il

t¥yMmMe+ € byytsem?2¢C

flse v Hdes fjsa BD O’ , Wsdkdess Odds L Of o
OO fd Lo Olsj & { tofsdbLjoL s Atz fdsHdds didedfy

ydsdadzr 2 WO2dz, §odf WeonipsEEn jbnNEsEy j o dz
OO fsd LsoOjd" d MjStjlsdsets ¢ dz* yoO o

HJ?2
sdwd¢
gdozgzgllzls teeOfs. S tels 3 s 5 30 ) 4P Y dgls | Midz) to | d§ dizisuly
sdwd¢

GOy dh jo&E Hj2flsodw OHBddIMsLOE®L® B jL S Ofdatsl

OHB3d dzd MIstc Olsstc  § §iz 5 PO A ESOB Ot s ¢ dzs yj o Iz
foOotclkz d Wottddtelzj oYLy #sfHodzOdzBE 5 M telsdW d ¢ O
z Is d dzdgrigptocont.exe. CIsO EkisddzdlsO i dfif'oudkd dd 14 G d dzts
cryptocont.exe") Off tetsfn dz@ o " HOYlkzk MitelsdW S OO § Jted
CAfted {Istsd3 S tsdzlsj 2 dzidaly fiff t=derf y dig od® ILiddrvy s Mis OJ Is
CofiRf ' s Isjte] OHBIJddMISOISSLO BJjL Y OMdsmisd

OHBJdd MistcOsste ¢ d2O Mjtco jtoj EZHGMIstse jtweh
LOfesk MBSLHOjl dsCOd dr2 Mjtsd¥ds ol §sd
WOdd sttedjots? MjtldWds Ol HFuteh®Asse jtews h jg
Certificate) s ©OC y j 1 MY stesdolzjkmw o WO2d ¢HEB]dd
fskzEyOjls B0 LId Mjtesd¥dc OO ks OHdgdddmls

OHBJddMistcOIsste BJ LT OMdesMmisd BYtej H dzv jIs H
fesdzdlsdSkz B LLBR)OMMZO®HGEH" 6 O Is(fhdsl z@ 8 1OR @zxdzd |
dsC Od dzs? fsddlsdSd B Lt OMdshsd. stdidck

OHBdddMstcOlsste BjLY OMdesMmisd dzO Meotsj d3 OB TS
make_inst .exe.l Bfydwes 1?2 CsBOdHT EZCOLT 9 O Ist
ddzmlsOzdzy yd sdzdets e 5 W 02 dzOj tcf th¥s¢f C ©ls lzsq Ouizd dzts o
Mdelsd¥ SOk, (UWBBYdM®REY YGUME A cO M MJj St lsd
Colf ' s Isjtej fYsdz L 59 0OIsj dzv, dzZisC Pdy def j ¢ Ha2lf)ls s
M MjCtejlsder d3 C dzt ysgdzz € 6L ez ® | ERighpiels jC2AsdAglstg @.dzg
dzfj HBd dzts MitsH | oy Glezo sficts s J &z d M
l

dMmdzd fted ftsHeslstse ¢ d dz s @uizgz? dzf tsdadzts € ¢ 46
Cdzs ysdz o Cdzé yols: o dJdzmlb@®dzezw §eftigrdegH 2 W 02 dz
make_inst .exe 2C OL " 9 O¢F s fiffr ts st wfEfsfcdzd Is© s d i) © dzO
1 tod dzts ) § dwdf df davhke Anst.exe™):

make_inst .exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USERcert _container _name

[ -up <USER_cert_container_password>] |

[-ufp <file_path_ USER_cert_container_password>]

[ { -ccop import -cs <Source_container_file_path> }

[-cp <Source_container_password>] |

[-cfp <file_path_Source_container_password>]]

T Hdzv Ists6 o, to fudsHisests IgftstaiflsiO dzdzw y ¥ @ 2lzdz@edsts] jsts
Msslse | jdmjlselsdd W FfMPE @ I dds cff® dz! L 59, Gzl j dzts
C sdzOdrake inst .exe 26 OL " o @ layigvd

- ucpkgcopy on

T chksecret  on

-uac USERcert _container _name ADMIN

{[ -uap USERcert _container _password _ADMIN]|

[-uafp file _path USERcert container _password _ADMIN}

1T MEh Mok ls Htcked] HBYtdddlsjd dj tsfydd
fteslstsC sdzdtetse Odedey fff "dals BeRPNCHedto W 02 dz
C:inst_client log.txtz € OL jlseh® & yd

-a/l* C\inst _client _log .txt /i
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1 {sHGE e dgalipdzO dzy ydtsdzdzr 2 WOz MsH jtey dls df

f totsH LBRIWEN Client, 1 j toftsdzOdz dzr gzts €20 fizlef skt s af S bz

BjLGYOMdshsd, ¢ Mjesdidsols d ds¢od dr 2

C s dzls | 2 fdgj Gotc jHS dizvsy € dzd uj dz oV  dAfdz@dRlz W 02 dz.

B dzd MistcOltstc BjLsY OMdesfisd §jtejnOjls fd
s Odzdzw yd s ddgas Bls §OCG B, L g dzfls O dzdz™ y d s dzdzts &

o H
d dzf
Cdzlsj2dzj 6O ) MjCtejlsdeg d3. Szt ysdz f sz L tso Ols

Meted jude 0 i3 | dis@ts dzts@iedkds e o Y totsyj Mg JJ

9" 9 tsH YakigWinste lof) OtdAf cd COYHBAR ML HOM]J

q dzfls O dzdzv  d 15 dzdzmake tinst¥ WY d2@ § j o) § M )o Of lsiw
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7.2 1 zdMmMf<C Isyyssem?2¢

UBLHOd]] Cdsyjos?2 Ot d Usthkdtso Oddj L Oftesihno
fsd Lo Ojd fsdLosHY I sMY &Ry dzd §ikEoftsdksdss Qs
Cdif ' slsjtej] sd LsoOljdv. 1td {ktd O dsfinddde 0
CoRf!' slsjtcO® fsdz L soOlsj dzw 5L I3ty 2B gt p dze®E P Mdzjs s o
Mjelsd¥dC OO fod LsoOlsjdv d MjCtjlsdses § d¥ yo.

ri2fmsadv OHBJddMseMsGtPse i ssiEDMNiEy | dZOtdy Mmdzj HE

1 OHBddzdMlstcOltste BjL 5§ OMdsmisd ddd §sd Lo Ols
fSd LS OjdY MBLHOjI Cdsyjoké (0L d ¥t
fjtesd¥ SO0 ok LcoOlsjdY. usLHOME 2 LOf®
bHsMlsse jews h jets yJsdalote O ) fpjftcls disdic O sdzls j 2 dzj t
Czs Utsds sz L soOlsj dzv ©OL BN OfIsmw dzgd ¥ j MisS

1T OHd3ddzd MistcOIstste v d dzO Mijteo jtoy EZHBMIstse jtews h
LOftesMkz MBLHOjl dsCOd df 2 MjtldWds ok ftd
WOdd sttedjots? Mj syl Ots FHaeBS o (
Certificate) s ©OC 3 j 1 MY stesdolzjksmw o WO2d ¢HE]dd
fskzzyOjls B0 LId Mjtesd¥dc OO ks OHddddmls

1T OHdRRddzed MistcOIsEHAs MsHL ST @ H j dzv jIs Hdzv fsdz' L s C

fesddsdil BjL Y OMdshisd MOy ®L00dBddid o
d2tsC Odz! dets? fsdzdlsdSd B Lt OMdetsmld. stdidck

1T OHdR3Rddzd MistcOIstste B L s OMdesmisd dz0@ Mo tsj d@3 OB s
make_instexe.l tSfydwns 1 lsts?2 CSBOdHT ECOLT 9 0OjlIsmw
WOo2dzo, O UWtdgz MjtlsdW¥ dcOkEz d ¢ Mmjtlsdw
LSP,d 3w SCtdzlsj2dzj 6O M MjStejlsder a3 ¢ dzt ytsdz dzO ¢
s Odz! dz" | deOfmlstes2¢d d Hte. 1 dd3j ded Ctsdzlsj 2
ECOLT 9 BfsHMY £ fddyY] 2 Rzil3tc OC Bdzls § 2 dzgj 6O dzj HtsSdzy «
ftetse j dzr d fijEdsodioddmmeljé ihst .exe S OL T 9 O Isfqw & yd
(f sHtetsBlsacdzE f @ OHDJ dzts ¥ Judisfdddzdhk® inst.exe"):

make_inst . exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USER cert _container _name

{[ -up USERcert _container _password ]|

[-ufp file _path USERcert _container _password ]}

fMizh jmMlsokels Htekzed)y HBftdddlsjd d j sfydd,
flostsl sdzdigts ©tzj dzd 2 \intOZldnt _log .txt f tod
d dzi Is O dzABeIRNClientz ©@L " 28 O syw s ydw:

-a /l* C\inst _client _log .txt /i

1 § SHGtSIStso degelipdzO Szdzw ydtsdzdz 2 W O2 dz MsH jtey dls dMm
f s H BelWRN Client, § j temtsdzOdz! dz’ gzts G20 diz iy dstsRf Isoff € 2
BJLBY OffdesMisd, ¢ MjtesdW dC Ol d dzs§ O0dz' dz 2
fMir dzd@Isdzls j 2dzj 6 ) M Ctof Isder d3 6 ezeRyf tedsmif & Qs st
BJLBYOfdesMmisd fjtej HOjIs fodz' L soaOlsjdz¢ fBHGT
fOC MsmMisswh d2 dL BHdtet ddhlsOddY ydsddztse s

I'fnj Mtstsed ju@e O] 3" | dst@t dzts@dEkdsie o ftotsyj Mg JJ
tcOBtSBr o sHW Isfvwmake #D2ldg . txt ted SCOYHBAR MtsL HOd]J
d dzfnls © dzdzv y  ts dzdake st Y dz@  jtoj f dMr)e O Ismw
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7.3 vMmyE2C by)yssem2¢

j2Mlsedwy 5 MLHOd® Cd¢yjoes2 fOr, Wstdd
OO ftd Lo Olsj dzv { tets dBL] oL tsHfWAdgidts @sHdd3 o dz oy
Oltstetsd o ¢ . C tdals Jssdg th) U dAPIUtdPls dg] BOS bz
o sd3 distdnf Istjlsitgds BkzHjls fteseo jH] 2O fteso j tob (
OO fd LB9OIjdy d MJStjlsdsets ¢ dz¢ yo o
Aof. dihds H2Mlsadw OHBJddMmMisteOlssteO® BJjL BT Offdsmisd

1 OHBded MlstcOlstste B j L 54 Ofdzts fiddd daff dzaf OEzef azaff dzd i s to
Czs yjots?2 WhBdbPgs Cds yjokt §O0Lk d ¥ stddt
9" HOYk dsCOod dsets fMjtelsd¥ d Crgpontigxe. SWHEO 1 &
EdzdlsO s dmMOodzO 8 vlst dediiopontizeet{y Of tetsfh  dzO® o ' H
Mitelsd¥dC OO fjtejn0Ojls@V O didlsts{d Istetedsldsitedzdz] to
Cdzt ysdz ftsdz! L 59 Olsjdzv t6OL BINMNOjilsmw L O dh j dad

1 OHdRRddzd Bletc@®B dzO Mjtco jtoj LkZHBMisse jtews h jets
LOfesk MSLHOjI dsSOd d'r 2 fjtsd¥ds ol f
WO2d sttedjots? MjtldWds Ol HFute®Aso jtows hj
Certificate) s OC % j { CMfstldekzjlsmv o WO2d ¢HEJ
fskzzyOjls B0 LId Mjtesd¥ ds OO s OH d&ddd

H

1T OHdBRdded MistcOstste B jL s OfdaetsMmisd tsftcjHjdzvjls
fesdzdlsdSkz B LLBR)OMMZO®HGEH" 6 O Is(fhdsl z@ 8 1OR @zxdzd |
IS Odz dets? fsdzdlsdSd B L St @ipds i@ s sdzW d & Iz

T OHd3dded MistcOtste B LS OMdesmisd dz0 Mo tsj d3 OB S
make_inst .exe.l Bfydwes 1?2 CsBOdHT EZCOLT 9 O Ist
d dzhls Odzdzw yd sdzdztse s W 02 dzO, fEkls! ¢ dzsC Odz dzts o3
Mdelsd¥ SOk, (ULBBY®RE ¥ dkE 2tk cO Hnytmds s & Is &
Colf ' s Isjtej fYsdz L 59 0OIsj dzv, dzZisC Pdy def j ¢ Ha2lf)ls s
MM MjCtejlsder B3 Cdzs ysdz 2C OL " 9 O] IRfighyw 1€ tdscdzIsCj D dzfj ds

dzfj HBddzs MBSH |y Oy fFwesejdzr d Mddgeatsdz "/ "

l

JMmdzd fted fsHelstseaCj ddMmlsOddy ydsddasets W
Czysd3 o ¢ dz yOls! o ddzfmisOdedzs y§ tsdg@dzl j ¥ ©O2 dz
make_inst .exe 2C OL " 9 O¢F s fiffr ts st wfEfsfcdzd Is© s d i) © dzO
1 tod dzts ) § dwdf df davhke Anst.exe™):

hallv;)
Q9

make_inst .exe -0 SFX file _path -1 LSP_file _path
-c CAfile _path

-u USERcert _file _path

-uc USERcert _container _name

[ -up <USER_cert_container_password>] |

[-ufp <file_path_ USER_cert_container_password>]

[ { -ccop import -cs <Source_container_file_path> }

[-cp <Source_container_password>] |

[-cfp <file_path_Source_container_password>]]

T Hdzv Ists6 o, to fudsHisests IgftstaiflsiO dzdzw y ¥ @ 2lzdz@edsts] jsts
Msslse | jdmjlselsdd W FfMPE @ I dds cff® dz! L 59, Gzl j dzts
C sdzOdrake inst .exe 26 OL " o @ layigvd

- ucpkgcopy on

T chksecret  on

-uac USERcert _container _name ADMIN

{[ -uap USERcert _container _password _ADMIN]|

[-uafp file _path USERcert container _password _ADMIN}

lHdstGOLHJdZ 7, foHflkdlls ¢crRdZydOdzdL Oydw Cdz¢ yj otsets detsdlsj dzw
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T Meh ijmsoksls HskEed] HBf tsddadlsj dz' dz" § tfydd
ftoslstsC sdzd tetso Odedey fJEaSIBEMPNIG! i ent o WO
Cinst _client_log.txt ESOLT 90jIkmw i ydw

-a/l* C\inst _client _log .txt /i

1 fsHGEtlsso dzj dzdzr 2 ddzmls Ocdzdzw ytsdedz” 2 WOz Mts
ftiocsHBRWON Client, fjthtsdOdz dz@ j dzOMmistets?
BjLGBfOMdzsmisd, ¢ Mjwlsd¥dsoks d dsSod d
s M z2¢ 52 &iBj M sdztsy J ded W3 SCtxiplzlsyis2dRlzjdaO0 iy
CoBBf ' slsjtej tsd LsoOjdv. ¢H®BJdMistcOlstste
fsdz LsoOlsj dz¢ fYHGBISEO dzj dedze” 2 d dzfpls O dzdzv y d
Zdets dL ddeMlsOdzdzw yd sdedztsets W 02 dzO@, ¢ tsdzlsj 2
fsdz LsoOlsj dzv dz®@ odzj Ndzj 5 Szt yjotsds detsfdls

r

I'fnj Mbtsed Hd2P'Oj &i3' § HEsciclOdbgksiv? o ftesyjmmj jJ ©LOBBILT, o
W O2mmeke inst log .txt (fted SOYHEGHRE ML HOddd Jdndkd ixtzy g wxdzdzsc s W 02
fdteifdmr 2a0jIlsmw) .
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8. vfdjiBBr2y sy Isdztf d3t d
IclskzB BBy Y2 sts! y
fJtfcimydeytstsy

[ d&zv ML H Oded Wd txfcieltf IOQ drdetsyy Hdzw Btsdz' " sets YydmdzO  tsd
SH Ao to] fjcdedztzOC O sfw  PAFISAR dz'tso Olso' T Lo o S dfjj
s d dzofidkdz instexe. | Odzj § G ) OBAT-WRRGASH Y d ydz' & Myj
10 Sk’ “lsjtcj OHBIAdIMsEOEEO HEXY@PA@ IS ML H
WOo2 kB d LcpDisjtr | sERL § OF EHOY,T dEHs s Bits™ § OHOMY  § ©
ddzj ded  sdz' L\ EDYCdjcfz I €\@pn_client, o dzf D §\torn_client\alice

dc:\vpn_client\bob ( ® Oy dzts, ylstse"™ dzj B ' 2B &fi)ls B tdFdRdedP~Es HY (S|
dzj ¥ dls WaalRedzert, O OCYJ HAY dgj S Blster 7 Myjdedted j o
Isp.txtf pwd.txt ( f Otc @' ¢ sdzls j 2 dzj t6) .

d4Yyj dzOted?2 1 Issdy Myj deOtedd S tdalsj 2dzj ter ) fyj Stoj Isdz o3q
dgd&zj s s  zfmils 82 dfEOUCSBEK-WjO2 dzf ¢ ZOf @G Hedo L s Ols j dzj 2
d d3j dajpoglient.exe. 1O C Or § sdz! dzjsp Olis jalag ROdz! dz" | MmjtelsdW d
RN sdz L izj ISAM]j BB d¥zd C OLSPH dvH dgd@)j & fsdz L tse Olsj dzj 2

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ Bel VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET LSP_PATH=c: \ vpn_client \Isp.txt

SET CA_PATH=c:\ vpn_client \ ca.crt

for Ir % TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient.exe - ¢ %CA_PATH%- u %%i\ localcert.crt - uc
%CONTAINER_NAMEX% %LSP_PATH%) & (if errorlevel 1 goto err)

goto :end

err

echo An error occured

exit

:end

echo Make installations complete
RN sdz L 2 sw Mdzj HEzE hdj dOMistes?2 C d:

TEMPLATE DIRT f Of,C G0 € tsls s tdftds2H fdRffSafls L 59 DIs) tzls! Hisdzy j dz
BJL fttsBj dzso .

MAKE_INST PATH §f k£ 1§€& Is d dzofdkg_inst.exe.
CONTAINER_NAME i d 3¢ tsdzls j 2 dzj 6O
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LSP_PATHi § €58 h JLSP.
CA PATHi §f zls! h g @M slsdW d < Olskz.

i’ d HOdjj "Makein@allaionSdsmipigle" 58 5L dZOYOj s by jh dat
9 j toh j t4Ahkerrorddcured"' 1 ylsts ftetsdL sh dzO0 tsh dB ¢ O.

H
o
Yj dzOte.d 2R B sz’ L b jisOeeay h oCHsjdgls j 2 dzj ese ) M S tej Isd
& yOhd ofmjn f.8dydbmeOdSE-tp2 & ¢ Ofi @fshd o

sdz L 5o Olsj dzj 2 vphdiient.exedsPogH 8 s dz' L 55 O gfijzy ECA
jelsd¥% s OKSPd fo ¥

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ Bel VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ cont ainer

SET CONTAINER_PASSWORD=somepwd

for Ir W TEMPLATE_DIR% /d %%i in (*) do (%MAKE_INST_PATH% -0
%%\ vpnclient.exe -C %%i\ ca.crt - u %%i\ localcert.crt - uc
%CONTAINER_NAME%p %CONTAINER_PASSWORD%%%i \ Isp.txt) & (if
errorlevel 1 goto err)

goto :end

echo An error occured

exit
:end
echo Make installations complete

1Ber g dzOMmtets?2 € d:
CONTAINER_PASSWORD i 5B " 2 ff Otetsdz .

4 YyJ dzOte.d Ij3 & Mndas@dwd duyde dzOtc d ¢det2 sz yOJ d3" § W O2 dzf
SH O] 8 d i3] daedgdme.exe ( ¢ msername fMtso f GsH G o d3j dzj O3
fsdz L tso Olsj dz2 M§ 52401 =iczexdsE dffob.exe):

@echo off

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D:\ Bel VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET CONTAINER_PASSWORD=somepwd

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%

Bel VPN Client

Copyr i-TetraBel 008301 30



Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIRY %%i.exe -c
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% up
%CONTAINER_PASSWORD846%~fi \ Isp.txt) & (if errorlevel 1 goto

err)

goto :end
err

echo An error occured

exit
:end

echo Make installations complete
Hj BFX DIRTf Of 90 S slsstelzt C dZzOHEILMY §dZEzyoj di3r 4 W 0O2

J 2Ot dI2" fAsdzdz” j IsW fted dsj ~ulsity dz fipdzim e dz@Og H 52,
f§Hdz L 50108t tsalvded Is j dz! dzts pelibs, d Ish) wVHQ2aly O d 2 § Ote ts dz!
dzls j 2dzj 6O Hd&Y HOddset § EdcHD @lOpdY .2 g sk i sloe
sSOdzOo dzd o9 OBel VPNEClier f € s sSHEeBIstso dzj dgdetse s HdzvW  dzj G 5
2dz0, bt Bsdz BkHjls MIsOGadls: Mw daj \mywprfg 2 5 zd3
sB § dzsdf3) :

@echo off

)
TR
fo
¢t
z f
o
ft

SET TEMPLATE_DIR=c: \ vpn_client

SET MAKE_INST_PATH=D\ Bel VPN Client \ make_inst.exe
SET CONTAINER_NAMEs: \ container

SET SFX_DIR=c: \ sfx

cd %TEMPLATE_DIR%

for /d %%i in (*) do (%MAKE_INST_PATH% - 0 %SFX_DIRY %%i.exe -cC
%%~fi\ ca.crt - u %%-~fi \ localcert.crt - uc %CONTAINER_NAME% ufp
%%~fi\ pwd.txt  -1% %-~fi \ Isp.txt -a"INSTALLDIR= \"c: \myvpn\"™) &

(if errorlevel 1 goto err)
goto :end

err

echo An error occured
exit

:end

echo Make installations complete
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9. 1t fJHiEYycdzB 2t5IskzsBd
tcBdzy 2B s tof daf | + W
2y MmMay CisB

U Isd dzgfdg Omaker.exe f tcJ H EMIsOo d&zW jIs OH Bddzd MistcOlsstclz B Jj L 5
GteOW dud MS d2 d ddipg e Q v HAw S Odz! dets?2 fsdzdisdSd B L
ZOMmMistesj € BebMPNERL s ®n t O deddfigainusiO dzdzv y i @ Czglzls @ sH dzv
fsdz L s Olsj dzw .

lted fsHetslstsaCj dJdmMlsOdzdzy ydsddtsets OS¢ jIsO fsdz L s
Preshared Keysc s OW¥ d yd MS d2 ddzlsjteW j2M GtojHsMisOoadzw jIs ot
MSLHOdzdz 2 Cdz¢#y dqL WO d&zO dzdets 9 jMmisd jet f € dzO

g Qtsdzr 2 Szt y fsdz LsoaOlsjdzv, Mmstslse jlsisokzs hd2 s
ZOr sHdIsMw o StsddsjjRdgiteiddEj Jjls Mdzsy dkzs Mk lkzk
dzd ydzr 2 Cdzt y § A1F9 9% vt QUElOds]. 0" tsiwasle §j W E2dzC ydd Rt
gul 1190€§. COEOWE dzt iz 86 BOYdvw, dzj sB-tHJBOW HAzW

LOMdIlsr d yJj dzshisdsfiplgd df & @zt 4y By jls Brils! t©OMY
Zzdets o9 WO2Adzj, SCtbtster j tOLBJNOs sy dO yjMsCtd
desfdlsj dzj, dOftedditc, AVRRISYlsBdzdzs iz € dz¥ Y J

tyj Z20tcd Ossklizyf Isjds, Clsts MsLHOjIs Cdz¥ yjoeoks Otk
fsdz LsoOlsjdzv, oL MBSO dqdzd dzjls ftesea jwelC O Mlse
fMjStejlsdesets Cdzé yoO ot oatcj 3w ML H O dedize Py i) ® dzdfvizd d
Codzlsj2dzj 6 M MJ ¢ tod dgHzO Bz e miledg' 2 § OC j Is

Bel VPN Client

Copyr i-TetraBel 008301 32



Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

91 tyMe! ¢ Isyytsem2¢ tf j H
2slskz dzdzy y2f ssf HYf toB dz
BWEYBE2R2dB Y2 3¢ Lz M

W

Ifj Hj2fbodw ft5 MSLHOd]® Sdsyjet?2 §Otr, ¥Wstdd
fjtesdi S OO ok LcoOlsjd" fosdL f6dwdnyY On did dzd i
OH dB3(fipefte Ols stetsd3 B .U B P Qeliptetz B g itodgstg 2ddzd 6 ) M € e Is dz'
o C dz¢ 1 Og Isddef s O dzdzw y d 15 dadztsd qUsERvED Qs s o j sflso d w
fjesdt SO0 d MjStjlsdset Cdz YO .dz®@ Ctsdf ' & Isj toj

{fdhid Hi2fmised” OHBId]MNsLO®Q dofedtsf Omdishisd {

1 OHBddzd MistcOlststc H flzd s PO gz His OB Ot ls ¢ dzt yj o b
fotk d Wsttdddtelkzjls L Oftesm dzO or" HOYkz dst od
I Is d dzdgrigptocont.exe .) Of tetsfy dzO o HOYk MmMjtesdW d< OlsO
OH 3] ded Mis GANflstdsfs 24 IstsdF € S dzls j 2 dzjttaly fiff todef u diss od® IsC dle
sMlsOjlsmw O Stikf! slsjtcj OHMB]ddMistcOlsste® B j

1 OHBddzdfMlstcOlst v¢ 2O Mjteo jtej kHsMlsse jwsh
LOf sk MELHOjls dsCOod d 2 Mjelsdyds ol {§sd
W02 dz. sbdjot? MjlsdW s Ols Eudeh®ise jtews h jd
Certificate) s ©C % j 1 Chislsdekzjlsmvy o % 02d. ¢ Hd&ddd
fsdkzEyOjl 8O {lsd Mjeld¥dcok0 sl OHddddfls

1T OHd3d dzd MistcOIstste BQYLAYCONdiEs fiidddd ded s cte OW d yd M
Start T Programs 1 Bel VPN Client AdminTool av 71 Package
Maker

1 M fesdksh's OV dyujmMitsets ddzsjteW j 2 MO OH d&Bd dad
sftejHjdVjl HiY ftd Lo Olsj dv dsCod dkzs (s
ECOLro90jls di3v ddmlsOdzdzy ydtsdedesets W 02 dz@, Lz
fj tels d W dd@teXisCrdz! dz' j] JOmidcts 2 8 dzv jIs o C dzs yOls:
o6z YOlstzls§ 2 dzj o f M C toj Isdmzifs Gdde s dzdz” 2 W O
ftosotsHdls! ddzd . dzj) ©ftstdtsa{ ptc D] ¢ ZOHSI COW
dqdzls j oW j 2O, OHBJdzdMisteOlste ML HOj s ddzifls O
ceoOWduiMedds ddelsj oW j 2 sk BOY dAd®C o 2 tc @ s j 2

1 ML HOMdNEs Oddy ydsdadzr 2 %02 d MHjteydls dhtsd
Bel VPN Client,  dzts S Offizts detf kedjSLiAs f Ofydzsmls , dzsS Odz' dzr 2
fsd LsoOjdY d ¢ Mmjelsdydc Olsh H dfd dedifislstOts i
BjLGYOMdshMEE itk iGoOlsj dz¥ §SHCEBISEo dzj dzdz 2
f OC isfmls v d Af dzfls O dzdz y g 1 dzdzts & ts Mt JOR tezis dz'C s dzls
C dzetsp C izt yjdz o ( dzlls Oczdzw yd sdzdzr 2 % 02 cz) .
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9.2

sSLHOd NijBD B2 §Otr d Wottdddtese Odedd L

M Isyytsem2¢ tf j H
2slskz dzdzy y2f ssf HYf toB dz
BWEYSEZ2,2dB Y2y ¢ Iskzfm

fesmO &o d

o
ftsdz LsoOlsjdzv ftesdLotsHYISMW OHBJddMistcOlsstetsds B j L
¢

Codf' “sjtt) ok LeoOljd. 1td ks

5 dgfs N2 dzjd2®©

AdMsStsds HdMEj dzO € sy ‘1% I8 jistdsjds ffinmydp deQudaf@fisdr@ipt ctso j
Msslse jlsMisodw Mjekd¥dCos0 d MjCijlsdses Cd¥ yO d

ri2fmsadY OHBIdMscOs®LO B Lt OMdshisd & {Issdk

il

OHBddzd st Olstste BjL 5§ OMdesmisd ddzd §sd L 5o Ols
fsd Lso Olsj dz" ML HOE Isd C i wdsd izl j MisQL HOA difsify  dz
&S Ot s W SO0 (sd Lo Olsj dz". wsL H O
fjteojte EHesMisso jeWws h jes yjddste® fMjlsdi g ols
fMjCjlbdy &5 Cozv ysds OL Bj " O Isw  dz® 3 j MIsC 5
fsd Lo O j dv

OHBd st @Ol 6 j 6] bHsMsso jeWwsh jas yj dils
LOf sk MELHOjls dsCOod dr 2 fjelsdyds ol {§sd
W02 dz. sbwdjot? MjlsdW s Ols Euseh®ise jtews h jd
Certificate) s ©C % j] 1 Chyslsdekzjlsmvy o % 02d ¢ Hd&ddd
fsdbjys 580 1lsd fjlsd¥dCOlO ©ls OHMKdddhlstEo

OHBddzd MstcOlIstste BJjL s OMdzsMisPY 2B BH s Bls § dzdslf
GOV dui MEsets ddzisj e j 2 MO:

Start T Programs i Bel VPN Client AdminTool av i Package

Maker

fl fesksh1 8 cwOWdujMSisets ddasjteW j 2P OH &3] dzd
sftejHjdVjls HizY ftd Lo Olsjdv dsCod dkzs (s
ECOLT 90l d&w ddhsOoddy ydsddsets % 02 &0, {k
fjtelsdW dd@is X, sdzls j 2 dzj 6O f fMj Stejlsdzr d3 € dzs ysdi
fsdz Lso Oljdzv, dzsC Odz WOff sde@ifibtcsRs do § zOLS d
CeOWdugmSddas j el j 2 MO, OHBJddMistcOlsste ML HO
WO2dz. t0OBBlO ) cwOWdujmMSdd dqdzlsj oW j2 sk s
COW dui MCd2 ddalsje¥j2m”

HGtsls 5o dzgefiplzO &zdzw yd sdzdz" 2 W O2 dz MtsH jtey dls dfiy
tsH BRINEN Client, dzts ¢ Offizts datp ksdjSLiAs f OMdasMisd, dzisC O«
tclsdW e Ok isd LsoaOkjdy d wd MjtelsdWdsOls,
B dzd MistcOlsste B L OMdesMmisd §jtejHOi b fsd
MlsOdzdY ydsddgasBIstfOCdl, L tSHAESEt ddfls Odzdzw

e
J

(0]
s
H
dz
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93 vy E2¢ Yy Y C dz?
2slskz dzdzy y2f ssf HYf toB dz
BWEZytskz2c2dy2y<¢ Iskzfm

dw & MoLHOddY Sd¥yjos?2 (O, Wstdkd
fsd Lso0Ojd" fsdLoBHYISMY OH & dd f)
Gisds o ¢d.6 6 dzls jssdsj Byl daPjeS toj s dzr o5 € dz¥
dsfdlsj dj, ftod Llssd BlHjls ftsojHj d
fjtelsdd fsd LsoOjd" d MjStjlsdsets §dz yoO o
WO2dOfdh jog Hj2Misedy OH®BIdIMsEOELOO®BE S Offdzts

ri2fmsadY OHBIdMscOs®LO B L OMdshisd & {Issdk

1 OHEBfddMmistOltt BjLsfOndashsd ddd OHgdkdnsEo
Crr yjot? dzsfdljd , MBLHOjIS Cd yjobks Ok
ML HOdd ] dws5COd dsets Mjtlsd¥dC OO fd L 59 O
cryptocontexe®. ] Off tetsf) d&z@ o' HOYE Mjtelsd¥ S OO f jts]
OH d5q dzd fls @OYstsde bt Istscs S sdalsj 2 dgj & ) ed ydzr & €
COL M " Oj s L O dgh | dedescg S s ujotd deshdlsj dzj

1T OHd3ddzd MistcOIstste v d dzO Mijteo jtoy EZHBMIsts jtews h
LOftesMmMkz ML HOjls WWHESC O s MEe®Yjdv d + ¢f
WOo2dz sttedzgjots?2 MijtesdW dC Ol HEmdethGAso jtow s h j g
Certificate) s ©OC y j 1 MY stesdolzjkmw o WO2d ¢HEB]dd
fskzyOjls B0 LId Mjtesd¥dc OO ks OHddddmls

T OHBdded MisteOlstste B J L ts JCOOYS irlsP gD LD 9 s § Bls  dzd Is
GeOWdud MEsets ddzlsj e § 2 MO:
Start T Programs i Bel VPN Client AdminTool av i Package
Maker

1T M fedkshs ceOWdujmMSitsets ddzsjteW j 2O OH d&3d ded
SftejHjdvjls HdzvW fod LsoOlsjdv dsSOd dkz¥ s
ECOLT 90 sk @dgew dahdzdesc s ¥ 02 20, k! ¢ ds¢
fjtelsdW dad@s X, sdzls j 2 dzj 6O f fj Stejlsdzr d3 € dzs ysd
fsd Lso Oljdzv, dzsC Odz WOff sde@ifibtcsRs do § zOLS d
OV dujmMitsets ddasj W j2MO, OH®B]dIMsttOste fi
WO2dz t OBtslyg fif daic QWdgls j teW j 2 Msds S dMOdZO o

LEOW duimSd?2 ddasjteWj2m"

1 fsHESe dzgelipzO &z ydsdzdzr 2 W O2 dz MsH jtey dls d
f S H BRIWPN Client, dzs S Ofizts datp kedjSLiAs § OfdzsMls g, dsS O
fMjed¥ds Ol (ad NEEBEY &2 O, v | thcdOd d j
dHBJdzdMstcOlstste BjL 5§ Ofdesiisd §jtjHOjls ftsd
qdzils Ocdzdzw yq sddis BIsOCGE, L SHdSEs d dzfyls O dzdzw
Csdzsj 2z €O ) MjStjlsde o5 Czv ysd §sd L so Olsj
G fdls.j dj

[ dMmOded §

Elsdddlsr fmd. o HBCE&jds] ¢l ki Belidgar 3.61s & dzj S

t ZC 5o s ORIz MistcOlstste®. 1 tod dztsy j dad j &
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904 1 MBo2h wleeMC yE s

1tod L Of M€ jpkglzisakaizdexe ( T 1 fi)j 1§ tots ¢ 6 ORBIAZVPN
Client AdminTool av - Package Maker)tslsC to' o ®f g0 o Hzts & 3"

| 0o ZO" W stedBO fjHMisOodv jls Mes2 HJOESE S
fsL HOASPIS ' Hj OIs! BfBUzs &S § o JiglstoEk a1 d & dzdz’ 2

A Bel YPN Client AdminTool {av) - <No name> =101 %1
File Build Help
Auth |Rules | ke | tpsec | LsP | Settings | License | RHG |

Set authentication method parameters

¢ Use certificate " Use preshared key

CA certificate file: I

User certificate file: I

User container name: I password:l

User identity type: IDefault _vJ value:

[ check consistency now I zopy container: from admin computer

Container name: I |password:|

|_ Cupry LuniLginier

Source container name: I password:l

Make package... | Exit

t dmk dzts €

stesdzj] Istséts, 6dzOo dzOW WstedZdO MtsHjtydls [ jdeg d H
] CZzOHCd ¢ dzOo des? Wistedsr ftoj HdzOL dzOyJ dz" :
7T AuthiHdzd L OHOded%w MYsMmMsB O OklsjdsdW¥deoydd

s
W G

o]

) Is

Rulesi HdzZw L OHGdePoddz Mjlsjots? tBtcOBEISCd IKOW

1
1 IKEiLOHOdd | f Otc O Jskmdparj dzkE

1 IPSeci L OHOdzd] § OtcOfsfytsicsd dzj &S 2 c

1 LSPiftesdislste d tjHOCIdtetso Odad ] dzs€ Odz' dats?
1

]

Settingsi L OHOdzd J T OO LCtsdzdtcso OSSP figsB ' Isd 2

£ dsts dzy O dzd &
LicenseiL OHOdzdj § OttOdf3j Istetse [ dyj der dd
T RNGiLOHOM{ sMse O dded YRNG.d&zdL Oyd d
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fidzg fsHjtydls :Isted ttOL HJ &zO
T toLHjdfdRjijlle Mdzjuizehdy ftejHdsyjddy:

T NewProjecti slsCter 9 Oj Is dztso ] 2dc Hfjtdetds] WBO 2zl € Mistso 5d
W st d3Ais jle OMh d tadgcded p RS Sis s BOY A @ dzO
EMlsOdzso dzj dzdzr dzd § Otc OB stceOdBBd o8 9 ¢ dZOH G O~

Open Projecté i slsCtc" 9 Oj s Mkh jMlsezs hd2 JtesjCls
Save Project Msn e Oz § KM fimsMmiscwdzff§ s®IsCtwcr Isr 2 WO

Save Project Asé T iMtsn tc Oz F EMisMistsy tethj € s ©@ Oalzd&zr RO
w02 dz.

1 Exiti or m BHGUH L
T tOLHjd Build d&kjjls SHdts ftej Hdztsy jdaed ] :

1 Make packageé T ftsL H Pgzfgls O dzdzw Q d % &z H BRIVEN
Client ( 0 dz0 dzts ¢ d y ddtakelpdpteafes..]). "

T tOLH]jdz Helspeftf gy gzisy | ded
1 Contentsi ® " L " o O] IHelpsi§distsls | d3is d i) dz0 €5 @ohtdatsios
T Indexi o L' 9 Qj Helpsifcfipls j d37 ) OC Ishidextzr &3 ¢ dets 3

T Aboute i slsCter 90jIs Cdets, MBHJ Wy Ohjji dzOL 9 Oda
desdi3j o6 Mt d, StfdqteOlls d dtsetslsdf ¢sdif O

ANzdC ydsdzOdzt dzr § Cdetsf € d:

1 Makepackagei S dzgtsf CO Hdzv ML HOdzdet G F AP D dzrw y d 15
fsd L so Olsj dzv

I Exit-er 7 tSHGUY L

941 mymdzebk detf Y yd&' y tof &y S

I (oW dujMStcet ,ofdblElER NOsosHdlshY B ZEOY C o
fsHj oy Ols! § Ol cE@p@NOd] d o &.sdiyfi Miskeds Chd do t
dedzstedelky Isimw .

[ dzv ofjn g d oz bjsds 2 Mddotsd Wedvjlshy L doyd:
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95 J dzdsB j d&zB Aut henti cat i

] CZOWEhY tcj HdzOL dzOYj dz©@ Hdzv o BStcO® @I IssHO Oklsj dzlsc
dgHj dzZlsd¥ dS Oydesdzdz" = HOdzdzr = dz LtsoaOljdzw. 1 BHH] TG
Ozl dzlsd W O dH s HBESTEJ tols d WAds@igRicls © dgidz§ 0 9

ftcj HEMIsOdzse dzj dzdzts 6 )5 ¢ @(Rreshajedadey) BB G s

951 1 WEYBE2R2dB Y2y tMm2 tof daf i 3

l1ted OkljdsdW¥Wdeoydd MmMbstesd fted §siB3sh d MjtsdW¥de
4o Cdzv yoOlsj dzz o (etifikage; j dzdj Us e

F¥Bel ¥PN Client AdminTool (av) - <No name> =10 x|

File Build Help

Auth |Rules | ke | 1psec | LsP | Settings | License | RuG |

Set authentication method parameters

(¢ Use certificate " Use preshared key
CA certificate File: l iles\Bel ¥PN Client AdminTool avicacert.cer _J
User certificate file: I am Files\Bel YPN Client AdminTool avicert.cer _J

User container name: l client password:l RN
User identity type: IDistinguishedName Ll value: I

IV Check consistency now IV Copy container From admin computer
Container name: | admin l password:l otcniotelon
= Gopy container

Source container name: I password:l

Make package... | Exit

t dmiz &ts ¢

16 {ssd MsOdsswishmw HeMlsky dr & H:dkY L Of dzdzj ded v

1 CA Certificate fle T4 tsdzj H dzvd g dris@ DO ts to dz i
Mjtelsd Vg Osfisse j oW s h jTeustedGA Gasificate),(
COL Bj " jdedzse s dzO S tsdsf! ¢ SRidgY VOB M@z@iMsc Ols s to
fjevw d foddy 2 fkls! ¢ 1lssdz % ORut. D3 Ok @t
C s f[S.d] B5lsCter o Of Is e lst€telssds  dgts » disO 2z Bfg O s -
fjtlsdiodgdisstedls] % stdkOls sOC o Hus@AlY o ©OL
L Off tsdzdz™ j 3" .7 StHpd?jL20s j dz' des H dzv L Of sdzdzj ded v .

1 User certificate fle Td ¥ O dz@ztsf) O'df3RST M j tels d W=d§ O'ls
fod Lso @B) &Y h j dedetse s 2@ C oy ¢ & Islitsdri OH oBd dzd
BWLOIsjdz dets Hdzv L Off sdzdzj ded v .
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User container nameiddV Cdzlsj2dzj 6O, MBHJjtey O jets
d MmdziasPs d deW ste BOYds] , iy jhfteejjlsats 2 Cdz¢ y fd telsd W
fsdz L soaOlsjdzv. RABY € sdalsj Isdsjdts @ sH Ediy dz€ salflsdrs?
1l sz Wts Ols j dz! dets Hdzv L Off sdzdzj dzed v

passwordi f OQtetsdz? € G, sdgsdf? diidddtstetsc s Ukek OL Odzts o
container name.

User identity typeilsdf dHjdElsdW¥WdSOyddedats? d dz¥ stcd3
fitedfmr zOj d3ts? § Otclsdzj oz §ftod MsLHOddd L O dh
[BYWLOLjd dz" 2.1 @ Odgjsletg ey dls o f OHOs8 h d2 MY d
fpdzj Hize M daBd L dzOUJ ded W &3 :

1 Defaultio COyujfisej dHjdsd¥dCOlswO §Oklsdz ok
Hj2Mise dls PRHdejd) WONEB®IScLsd Bé)ErOdient dzj dz

7 Distinguished Namei ® ¢ Oyjflsei dHj dsd¥JdEOstc® 0O
or fr dzOIls' Mw L dz@d juded, | Sffiafdee ®jOj sy d L Of 5
L 20y j RBdbjecd thj elsd W JC Ols O, jMmdd tsdts OB L O

1 Emailie €Oy, fijldasjd W Olststc® ff Otclsdzj tclz BEZHj Is
LdzOyjdedj vLu g sd@ slststetsj fmydelsraib Oj Isfypw  dL
tOMh dtej dzdv Mjtesd¥dS OO, JjMmdd tds sOd L

f FOQDNi o COyjMmisaj dH jfdiecditz) cilststz@ jIs o' M’ dzO
LdzOyd dedJ Hisd3j dzdztse s duig] deg , - ShifpiEBistedojo jf dshigbw
dL BNBEOmMh dehdgetfsdW d ¢ OO, JjMmdzd tdts IsOd

T IPV4AAddri e COydfmlseaj dHJjdzsdW S Oltste® f Otsls dzj te
Ld2Oyd dzdd vdLu g sd@ slststetsj wiP-@M el sy j cor o
ZCOLOdzdzr &3 9 tOMh dqtej dzdd fj esd¥ dS OO d MM
sSOd3 L OH Oda.

value TdHJj dzlsd¥% d ¢ Oyd tsdzedzOv deW sted3OyYdw ,) Wdejisd iy”
HsfMiskf dats Istsdz! €5 Hdzw ybjdedw d L Of sdzdgv j Isfyw
Mssisipiidss " ddz sdfkz dHjdzlsdW S Olstste® L dzOyJ dzd § ¢
Mijclsd¥WdS OO ftsd LsoaOljdzv. | Of sdalagtdd jis f @
qgHjdsdW¥ S Otted. 1j ©jStd®jdiizjlsny BjL dgj ts
HOdzdzsets ftsdzwv. 1 OtcOdRj Iste sBW L Olsj dz' dzr 2.

Check consinstency nowi EmMlsOdzso €O 1 Isse s WO €O 5L d

Codkf' “sjtt) OHBHEHMBEDEEBBs j 6C O feslse j sl
fjelsdi S OlBo Pzt d MjCtjlsdsets € dz Yo

Copy container from admin computer T EMlsOdzsea C O L Istsets W dz
sL dZOy04 s, ylsfp o dsjddsgj @Lde) dedz” dCostaingrmatne,

Csdzlsj2dzj e { CMstelsdelzjsmMwy dL ~teOdzddzdh O dzO
d dzfls Odzdzv y d s dzdz” 2 I4f CoRdgViBeV@NtECHentd dzfdzls | 2 dzj .6 B 2 H
diZf stelsdteso Ols! Mw o RteOdzddzdh j dzO C sy s s ts
f OQtetsdzj d3, k¢ OL O ddder atgrfainer nafme/passiord. | ¥ fils O 9 dzj dzd j
L bsets WdzOY $ O oL i3Sy des Istsdz! ¢ 5 Clfetskindzj o' MiIs O
consistency now.{ jt€d3j dzH iz j IsTyw  dzj EMIsOdzOo dzd @ Ols+ 1 Ist
COdzOdz HisMIsOo Cd ddeMlsOdzdzy yd sdzdese s W 02 dzO dzj

container namei d 3% Cdalsj 2dzjtc® dzO St ! s Isjej O
Jd GBOL d&3j M jdedw o ddzils Odzdzw ydtsdzder 2 W 02 dz

password 1T f Otetsdz'r € Ctsdalsj2dzj telz, df dsegpltanbristctsc ts
name.

*ReEY Ctsdzlsj 2 dzj 8O, o OUgh-detstdipd) IgAREGS & 5 dzfz@ets M H j toy @ipass.f o ¥ d C
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1 Copy container 1 ElsOdztso €O 1 Issé s W dzOy € OfytsL dzOYOJ Is

d dzfmIs © dzdBel JRNClientdzO® S s+ s Isjtcj ftsdz L s9 Gdsj dzw
Of dtte Odzfiitzls § 2 dzj 6 © M d d3j dzj d3, Stufc®aor@aizer’ d3 o f
name, o Ctsdzlsj 2 dzj to Tz oty sddf )iy, contaied Na@ez
Sour ce container named 3w Ctsdzlsj 2dzi 6O dz0 C B ! v Isj f
Colststelr R tf & Ols'offey o toj d3w d dzfmis O dzdzw yd d

passwordi ff OtetsCits dzls | 2 dzjdtddr Ctslstesets StEcC®L Odzts o
container name.
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952 1 Wkytsk252 difPeshaagey tc{

lted Obkljdlsd¥WdSOydd MmMsstetsdz fted @B d ftoj HEMISO
fited Cdzt yoOlsj dz2 o HrasklkredKegzdj Us e

FéfBel ¥PN Client AdminTool {av) - <No names =101 x|
File  Buld Help
suth |Rules |1k | tPsec |15p | Settings | License | rus |

Set authentication method parameters

™ Use certificate ¥ Use preshared key

Key name: kel

% From keyvboard:

Key body: 1234567590gwertyiop=]., _:i

i~ From file:

ke File name: I |

Iser identity bype: |KeyID j walue: Irtu|
Make package. .. Exit
t dikz &ts ¢

sz HEE N dj] fsdv MisOdseowismw HfMiskf d' 38 HdEY L Of
T Key namei d d3v § toj H tzf)z@etizs & [SBoFEL O j dz! dz" 2. §f Ot Od3j

[ dzv 9 9BHO ftjHEMISOdSe dzj dedztse s Cdzs yoO dd3d J smw  f J
 Fromkeyboardi ff t6j H zZfyls O dzts 0 dzjdalzdg'ddls S dzsjWlsd f ¢ zO

1 tod 3 uQdEHE]: ftej HEMisOdase dzj dzdz’ 2 S dzs y L OHC
MstesC OB H' B @] detsfy o Isjdzj Cdzs yO BEH I
f]d dso s dzO BYR ®F G ko tazoac OO ( §jtejosHO €Oty
ftod fsHEBB0C,] ftojHEMsOdss dzj dedase s € dzé

M sd L se Odr L Isq Md o tsdzr .

1 Fromfilei f tej HEZMIls Odets o dzjmdadfrls? o OEMAPVAzA[ Lfp d d3J dzd «
ZC OL Odzdz" dKeypfilethasndzj

1 User identity type T sdtf dHjdaelsdWdSOyddadats? d da¥ tstcds
fitej M zOj B2 f Otelsdzj ek fted ML HOd]d L O dh
[BWLOjd dr 2 fOLORjIste. ) tsdzj MsHjEydl or f
fpdzj Hize M da3d L dzOUJ ded W o3 :

1 Defaulti ¢ Oyj Mise j dHJfHBtdl¥ gl Os sHelOH j Is o " fiyr dz

Hy2Mboadlsj @Hdejd ISR s Isj O, dzO BEIEBNS tc s 3
Client
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T IPV4Addri o9 SCOydfmlsej dHJjdsd® S Otste® § Otsls dzj te
OHtWFBMI & Slsster 2 dzlzy dzts L GderdtisValus'® f tsdzj " Us

T KeylDio COud e dH J sl e@lsstz®@ jIs o Mr dzO
fsimdzj Hse Ols j dz! desfls! d, dzoCasiEsDte BYj L dzlHadss jLdE
i s dziser'ldentity Value".
T value 1L d2Oyjdedj dHjdEZsdW dJEOtstc®, ootHdBEE o
sSBWL OIlsj dz2 dz" 2.
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96 | dzdsB j d&zB Rul es

]l 5 o C dRolasidisy dzs ML HO9 Ols! , twjHOCIdtese Ols: , EHOMW
LOhdIsr ItcOW d&¢ O.

) €00 &zO dzkzy dzts ©OMY sdzOc Ok o MEdMSj o GHEWHS
Hedo des ZORBHIS! MW AskY B' GHds § 0o dds.

td ft&TQYEAEGS O §tcOo ddOeia @l € dbs wovGidzd v
stedlsjkO d MEOoddo Ol! W § OO Is ts 'IP-Q HOE jshydsdg, ¢ O
LIsdddd qJ fOwORBjlstcOBBd o ftwOoaddzyj Hts dzOR sy Hj dad
d 0o dds idkdCgB? ks lssy O lsiw .

nes =10] x|

A¥Bel YPN Client AdminTool {av} - <No nan
File Build Help

auth  Rules | ke | 1psec |LsP | Settings | License | RNG |

add rules

Rule list:

Local IP | Partner IP | Services | Action
10.0,10,17 192.168.15... HTTP... Tunnel{10.0.11.1,1...

1 5}

Down

H

Add... Edit,

Make package... Exit

f dmkzdas ¢

sdesf € d kY tcOo dzj ded v :
T Addior L' 90jls SCdts, o Ctlttesd fsdLosHdlnw
1 Editio" L™ 90jlk twid®CldMcss Odzedw o' Hj dzj dedetsets

1 Remove-EHOdzjdedj o©F HJ dzj dzdzsets f tcOa ddzO BJjL L Of
MsHjtey dlsmw Istsdz ¢ts5 SHdSSf O @tzdlsktsj ftesdB i
9" HOdzs MtstsBh jdad] & dzj o sL sy desflsd SOC G
EHOdv j Isfqw)

1 Upifted dzOy Oldd Ists2 CdasfCd orf Hj dzj dzdasj 1 toC
fjtejdijhOjlsmw &O SHdk MsesySk oo jtn, ko jd

9 Downifted dzO Olsdd {2 Cifzs@sdddhzs' a | ilgf dalpS j
fited &3 P OjIsmw O BHdEz mMbsySkz eodzdL, kd3j dz
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961 vifdjets2y 2 MYyjBdzz2 MYy cB 52 )

HSLHOMKR]] d tjHOCKdse Oded | f tAOVEHtFOU I es, s O t lists tef s jin
o7 LT o 0jlsfwAdS dakzfdt 58 o C dRGlesS j

X
Set rule parameters
—Local IP Addresses —Partner IP Addresses
Ay " Any
% Cuskom {* Custom
IP Address | Subnet Mask, | IP Address | Subnet Mask, |
10.0,10.17 255.255.255.255 192.1658.15.0 255,255.255.0
Add. .. | Edit... | Remove | Add. .. | Edit... | Femove |
—Services and Protocals — Ackion
Ay " Pass
' Custom " Drop
Y= [FParts I ¥ Protect using IPSec
HTTFE Client - Tunnel IP Addresses of IPSec partner:
Protocol TCP (0..65535)-(0. 65535) [ se random IP Address order
10,0.11.1 Up |
10.0,11.7
annl
Add. .. | Edit. .. | Femove | add. .. | Edit... | Femove |
(0] 4 I Cancel |

tdmiz deks €

[ JOdztse s 5] dui§jdgtds Riu IteB dzOMisd Hdz¥ L OHOdzedWw f tcOo d dzC

T Local IP-Addresses T 9 {Ists?2 B zOMIPEP HIcQ H@® I8AFEC O dz! dzfs
VPNEfmlstes2Mlsea © dqdzd fsHMmilsd, dzO Ctslstster j BIZH
{Bd&zOMIs! dd&3jdls §jte]?dlf mabsy gedzd H3dn z 3

1T Anyi dMmtf sdzr L k] Is PO Hdizs | Bfifs 2

1 Customi fMlsOdzse dIlsfmw HEMis kY dz'IRE HSE JdAMsO HAzW d3 @ fip Cisoi
fsufmylsd
1 Partner [IP-Addresses 19 {1 Ists?2 5B dzOMIPHUcQ HN®@* e 2y
fsHmilsd ¢ Otlsdzj etseo, dzO Ctsbister §j ©OMYtesmMisteO

1 Services and Protoc ols i 5B dzOfMls* Hdz¥W L OHOdzdw Mjlsjor
foctsS sdzse, dO0 (bt j ©OMftshistcOdw j Isw

T Acion ie {2 ©B&ZOMISd L OfH©OF BhHEY HE2Mnk® dij s j
kO Sk ! lscts §tOoddO.
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sdesf €d EZ§tcOo dzj ded W :
T Addior L' o Oj P atifedsts dzv o tPOHBG | fMEOME d ~MisO ddz
fsHmilsd
Editior L r 90j s twgd®iilditcso Odzdw or" Hj dzj dedets?2 L O
Remove-EHOdzj dzdj o7 Hj dzj dzdzts?2 L O dMmd BJjL L OY tof

Up,Downi C dztsf S Hdzw dL g dzgj dedv ftodstcdlsjlsO or
OHtj MO f Otclsdzj 6 O.

RBJBIBEpMYIsB 2 dBlsdzR2 dmy JIsy k2 o

[ ZffsL HOded WY  toj HFOAHstEjtds® CGFdyls © ( f sHfjiIsd) d d3om¢
9 tsB dzQotrll YPrAddresses  Partner IP-Addresses z s Odeso d s+ j toj € dz¥ YO
f sdztsy jCdafoin f € dzSAdE dE&Hdite ' L 9 Ols + AddtEditiFsAddress (f d iz dets €

12) . [ Mmdzd MmJ Isj o Ow .28528H28D, l4et® oLdBH Q@ Bbigy Ml BB fiply &. dzj
By ils BT It dzkdzj o &.

IF address: I w . o .1wm . 17

Subnet Mask:l 255 . 255 . 255 . 255

Ik I Cancel |

tdmizdas <

RBJ B2 lHspyiizheldH 12 3¢ iy & ¥ dpf d3B

] tBd&OMIsd a®i®r oit 0o e ® | ssd ld&z M IsfOidits] € dzs Y Ols j Gustorad § tsdzis Y .
Cdetsf Addd ' L 9 Ols!AddsSerdte ( d i)z &k ¢

Add Service
i Service:
i~ Protocal: IOther I Murnber: I
Local Ports —————— Partner Porks

From port: I From park: I
To pork: I To poark: I

(0] 4 I Zancel |

fdmMezdas ¢
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sl cf jskcy BjdRts2kkmBlEY Mms

]l CddiService dqd&j dlsfmw §jtej € dzs yOlsj dz M Heobkdw {t
1 Service Tfted EMlsOdase € W jotg j41Cldy WCdsditsty j dzd j H 5T
MisOdzse d Isfw  ISerdice,$ tsC flisteitgts ] MBH jtey dIls o f OH O
Tt HBftcjHjdzjdedzgr 2 dzf t6jHOSCIKdlkzj d3" 2 M dmMss
dez ) dets o BteOIls! dazydetsy L dzOyjdedjy o dzoOy O+ ¢
1 Protocol Tfted EMlsOdzso €4 § Jjtod Cdze gPlsy teMlis & ff dzls tgd
MisOdzse wiIsimw o Mmj {Iedice, (i EfpsdfiC i j o 52 f( tosls
o' BdtOjIsmw dL or ff OH O " Nueker B H jE OO o 1O GO I ds
or atsHdIls! Mw desd@Bjtc o BicOdedese s f oslss5C sdzO. )
e i3idolz Ote j L j oo d tots o O dzdzts ¢ 5255).t6 BSintisds OtA®G L @dzd
foslssCsdzO SO Y] otLBsydts ECOLOd] HJOY O
9 Ctlsster n L Ists 9 5L d3ts Palist) tc j H dz@zOdg®y j dz@ ¢ aH dzv
fstclsse dz0 dzsC Odzt dztsdz € s d3ff ' Poldsi- tedpw, LOO HS@ dirfo'fn) Is
fstelsse dzO € sd3ff * & lis | thety Bzofriipdetlsf T poreL. OH O Isyw  § St
ddzd HdOfOLBdz fstelsseo dL L Otej L j6553Pjctso Odzdzts @
1 2OyJ dzdj o pbrtsHdy dofFdzte mB " Is ¢ 3d dz' hj ddzd tcOo9 dz
ff tsdzj poft.o
Add Service x|
" Service: I j
" Protocol:  |LEe * | Mumber: IE'
Local Ports Partner Parts ————
Fram pork: I':' Framm park: I':I
To pork: |65535 To port: 65535
oK I Cancel |
t dmkz as ¢
dfdmMse ftojHEZOCOJ B n:Milsjorn Mijtadmtse
1 HTTPClientiofnpj §0O0CjlIsr f tedbls I czOZ@ (CMR) f stels( § st
Celi3f ' 6 IsjtcO® § Otelsdzj t6©
1 HTTP Serveriofmj §OCJjlIsT f e IsC EZzOz@CR) el s
IZECOdz detse s Ctsd3f * v Isj O
1 LDAPClienti e fnj  QCgjtddstsC sdf@® T @R dzO( fy) 38 tels ( f B
Csf ' 6 IsjtcO f Otelsdzj tc©
1 LDAPServeriofyj OCjlIsr { tcdsislisT b jpzOdz@ (CR) 38 tels ( §f
IZECOoOd dzse s S s s Isj O
1 LDAPSClienti oafmd OGS jilkr { tcdseisT dfz0dzd (CR) 63bstcls ( f
Csif ' 6 IsjtcO f Otelsdzj tc©
1 LDAPSServeri ofnj f0O0CjIr f tcdsieisC dfz0dzd(CR) 3IPpstels ( ff t
IZECOod dzse s S s s Isj O
1 RTELNET Clienti ey § OS¢ jlsr { tcdislisC dsjlz0dz@ (CR) 10/stcls (
Celif ' 6 IsjtcO® § Otclsdzj t6©
1 RTELNET Serveri afmj §OCjlsr { tedislisfC dsizO0dz0 CHR) 1Gistels (
dzts ¢ Odz' dzts & ths | QOB
1 SMTPClienti ofnd § OCJlIsr f todbislis’C czOdz@ (CR) 25 tstels ( §f st

Cdif ' 5] 0

f Otcls dzj & O
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1 SMTPServeri afj § OCjls’ { todsisisC diz0dzdCR) 2% skils( §
EsC Odz dzgsEts CdBf ! 4] 0O

1 SMTPClienti ofnj § OCjIs' { tedsislsiC dizORZICR) 23 sls ( § st
Coikfj 6B f Owlsdzj 60O

1 SNMPiofj §OCjkr f§@iskTEEORZOOR) 14l ( § sl O
ZsC Od dzgsEts CEdBY ! “Isj 0

1 SNMPTrapiofj §0OCjl' sk EizOZOOR) 18ctls ( § S
Cdif ' slsjtcO® § Otelsdzj tcO

1 TELNETClienti o f)j § OCjls' § tdEisisl @iz0k@CR) 23 stls ( f
Codflsj 6O § Otelsdzj 6O

1 TELNETServeri ofjj §OCjls' ftoslssSsdzO TCP dHEMNJ]
ZsC Odz dzgsets CEdBY ! “Isj 60

1 DHCPClent-ofjj §0OCjlk' fslssSsdzO UDP, dHEhdj ¢
fOtldzj €O d ofj §OSjk’r fslssSsdzO UDP, dHE
Cdif ' “sjt0.

1 DHCPServer-of)j §OCjlr fslssCtsdO UDP, dHEkhdj
fOwlsdsj 6O® d ofjj §0OC il fslssCsdO UDP, dHE
Cdif’ “lsjtcO.

e dMBC fjHEOCO i 8 Milkjorn (ks sdse
EGP, GGP, HMP, ICMP, PUP, RDP, RVD, TCP, UDP, XNS-IDP.

t d HOSC Isd teBoHQidAjjdzdas e 5 Mjteo dMO ddzd (T esSlSERSdEZO ff teisc
Service, ftseo §f OH O h jAdg Skrvide.C dzts d3

RBJ B2 g )EfipazacR d3y

1 OHOdedj Hj2Mlsadw o JtOoaddzj, tOmMf tetsfifstio®dzy 5 j ¢ ts
(dhmdByesdL osHffd) foish d §jtj Cd yolsj v M Istej o

1 Passi fesf EMCOls! Mmilkjos?2 kwOWdS BjL hdicssd
1 Dropidaj fesfbkmCOl: Mmjkjos?2 kwO®ds

1 ProtectusingIPseci L Oh dh @Qslsj o2 IstcOW JC.a(iNsgWisi@o Ols
StcOW S LOMNdMh OjIsfimw d&BjyHE € dzd,j dals idg jdntlatg OL ©
f OQtelsdzj 6 ©® (1t sy jls Brils! OHtejf ddalsj teW j 2 fiy
LOMdh O h jets fsufpjls:, o Ctbttets? dORBHJIsMW
dqdels jteW j2 MO Cdzdj dels©) . | tejLbkd O] 1 Isttsets
fjtej Szt yolsjdzv o 1 Ists { sdztBddgdzeh jictsdr@xyjdigilyyj ¢ oz
sC dafldIPAddress (f Mz dss S C OR-Glstej i ddelsj oW j 2 MO, H
Cebsteses BlHjls ftsMmistetsj dz Iskzdedzj dz2 Hdzv § Otsls

dzlz dzj o r d3.
£dd IP Address x|
IP Address: I w .0 ..
(8] 4 I Cancel |
tdmezdas ¢

5 ZCOLOROHGRHGSLEHE Stsisdsy ds § shsesdls! ISk
Cj by des ©OMyodsydls! o §&HYwd] 2o’ e j 4§
2

dz
fm
r o' MBCd2 fodstdls]ls. [ Mdzd dzj kHOdsh' §sf

{ B
my d
mods
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fijtcor dd ECOL Odgdzr &3 OHtcj Msdz o MY d iEhyls to tdsdids /1 f tddsa{dezdz jt
olstster d3 Iskzdzdzj dz! dz" s OH tdjpf Bagn tfftc JsH deOL dz@ dajsde'C dH dzv  d
fedstedlsjlsO OHtjfMses o Mfdmej.

RMY sdz' L zWAdE, Bzt f Detpte, OHte j MO o MY dMtsS dRsy dets HisB O d
tcjHOCIdetseo Ols! d EHO&vIS: dL MfdMm¢O.

Use random I[P Address order Tftcd EMmlsOdiso Cj L Istsegts WdzO) C O [k
f Otclsdzj €O BEZHJjIs 9rBdOls: v dL MEdMEO MdzEyoO? dzf &3
fsmMstesdls! Iskdedzgj dz2 M L Isdd3 OHtej Msdz, Mmdzj vz h g2 Is
SOCyJ MdzEyO2dzr 3 Bt OL 5.

Bel VPN Client

Copyr i-TetraBel 008301 48



Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

97 ) dzdsB Jj d&zB | KE
4 Ists2 HESSjdzAS Y toj H j dzj dzr R G tE1ts Iststodzgls Qs H ZOE @ ls fiyw
fMtsL H OEAKNIP SA.

ﬁﬂt‘l ¥PN Client AdminTool {a¥) - <No =10] x|
File Build Help

futh |Rues KE |mpsec | L5p | settings | License | RuG |

Sek IKE parameters

IKE proposals lisk:

Encryption | Inteqgrity Group
[OCT 28147-89 CTE 1176.1-99 MODP_1536
[oCT 25147-59 CTE 1176.1-99 MODP_1024
[OCT 25147-59 CTE 1176,1-99 MODP_765

Diovn

L |
[

Maode: IMain _j

LifeTime of IKE 5&
h 28300  zer | 0 kb 0 IPSec A

Make package. .. | Exxit

tdmizdss <

IKE proposals list iz stew His R g d MfsE | h deENfjskzdiRed stedIsj Skz.
ojtendsj 2 MbtesySj dORBHJIMY {icd stesls jlssds. i dzOdo
Encryption T ftejHd&ZOGOj d3F | Odzctstcdlsdyy Y} cetk®@ Oz kMY OB
SHdEZ etz RGYdSsceol dui NS d?2 Odkestdlsd:

1 1f{ev 28987 s fBddEccwOl dujMSd?2 Odeskdlsd
fioj HilsOo dzj dedz” 2 o© € s dPLSPE I GSE4TEICRROL-K2EBH C j
CBC-65530

Integrity Tftci H&ZOECOj 3" | Odzetstedlsdyr ftese jtoCd yJj dzsmisc
SHOedg izt BB B sctcOW dud MEd2 Odze sted s d:

1 wul 11906EMMd2MCd2 CtdibscwoOW duj MSd2 Ode
o CdW ¢ lteOyHSP) ( SORATE199;65530.

RdF d2O Oz stodlsdstse N dWtetso Odedw f OC jHObpdz = f totso j o€ d
fMudls’ o 0% Isfw adfintodt Q MidzOte OL d3j M j dedzse s o BAWRAN] ftotSH
Client AdminToolav. 1 dzv dL d3j dzj dedV dd3j eH QBESBE B jgGs OC i Bis
LIssls ¥02dz, BfIdMOUzzs@ BOSICOOH Pdzegl”w ddizidz Odze sted s a3
admintool.ini",d fjtjL OfkMmidls! cwOWdUjMSd2 ddasj W j2 M.

Group i f Ote Od3j Iste" Mg DOdEMdz@ tzeZo O i3 :

Bel VPN Client

Copyr i-TetraBel 008301 49



Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

1 MODP 768-. ckff®©dksp76800tdOdls Odag EAdmROMAD) [

1 MODP_1024-G ez f2({1024-8 dIstso ™ 2 o Oted Odzls Odze sted Is BO
M dzdzdz0 dzO)

1 MODP 1536-ctckff O Bdlk588 o O0kdOdids Odctdls kO
M) dZdzd50 dz0) .

Mode-tci Y dd3 sB i3 20 ddeW stedBOYydji 2 5 §f O ORKEROR L Oh d
RMBJJIs HOO L dzOyd ded v :

1 Man-o {lstsd tjyddi {§Otlsadisky ®ddys fEOF sHndw o r
d fMscd&Omse Oded v .

T Aggr-o {lktd ©iyqddi §Otkldz tlf jcolEYdCidsdffs as s d
MY dEd), s " O% MOd 2 o NECEP of teadusiagjd s e 5 16
o' HOJjIsMW B Istdi3 iz fitzy y Ot 2dsdW dC Oydd
dhf sd L ksl Odztog dzj dzdzo 28 R@tzuls df dHj dzlsd W d ¢ i
KeylD, Ists Hidyjdz My sdz L sAgQlessifp? lssdz S5 o]

LifeTime of IKE SA(sec)iotej 3" o MjCkdzH On, IIBAKMPOA dzdj €t
BHjls fMEh jhise s PHzts i wpP v jlzd jid Mzts da.. 4RI G6F O L 15 dzO
295.1 j S tsd3d dzH 2 j dsts ji 2880REUSiIdixftgits § o ' ttsd o HAg QalsT Isd d  dzts o t
ftets] § @y dELjdz@uQl ts , o 8 B sIAd2 ¢ teOdzdeipjsdty. MistetsC
dzj Hsf EMisd BO, KOS 0S¢ ftod ML HOd]d ddhksoddey yds
fsseh jddj BB BMdeC,.

Li feTime of IKE SA(Kb) i zCOLT 90OjIs tsBi jd3 HOdzdzr » o € ddztss
fJtjHOI! fipls ®tdRpR'SA0 ML H®O @S O R ¢ EBAHMP SA.

]l sL i3y detsy I pP e fizd iLd dzs  dQ.. 4RIABT200. (SO d3j dzH 2 | di3ts
L dzOyjidd j Stslststetsj sofigf Otttz sdd dsotsets ftotsj ClsO.
Yybsts Bl jd3 HOdeder 7 o Cddzsk @B BO- MdkictsBiPEDIEA @Y .dz s O
fted MBLHOddd ddhlsOddY ydsddsets % 02 dzO0 BEHJjl orfH

IPsec SA-C tsdzd yJIRpleceSE, ML H Odzdz" = das dBSEMR $AR) ds@iyj dzdj O
sL dzOYy0,jls, yls tPsed 8Adddjy jtesteAsdzd y j dats .

s detsfUpd Downt to j H dzOL dzOyJ dz' Hdzw EfstewHtsydeo Odzedw MY d1
fodtstcdlsjIskz.

Bel VPN Client
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Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

98 | dzdsB jsezp | P

] HOddzts?2 9CZOHS ] L OH OsIBsk  totxfdadjls digOB totedD difldd j 5B to C
COYR dL Cobstra jMmis! CsdieddzOBSHfchire @ s @@RJ o
1 Otclsdzj oz dzOf tcOQo dzw jIsw M dmMse dzOBSteHKE ftoj SBOL
fesdmMasHdl Mt zOMseo Odedd d o' Biste CtsdzStej Isdzse s  dz
BzHjl dmMitd Lo Ols! MW mdzy s@ElzEls' kOWdCO

#¥iBel YPN Client AdminTool {av) - <No name> =101 %1
File Build Help

Auth |Rules | ke TPSec |Lsp | Settings | License | RMG |

Set IPSec parameters

IPSec Proposal list:

AH Integrity | ESPEncryption | ESP Intearity |
Mone MULL CTE 1176.1-99
None [OCT 28147-89 None

None roCT 28147-89  CTE 1176.1-99
CTBE 1176.1-99 None None

CT6 1176.1-99 FOCT 28147-89 hone
CT6 1176,1-99 MOCT 28147-89 CTB 1176.1-99

u

Down

H

Group: INo PFS :] [V add Proposals with &H
LifeTime of IPSec SA
[Vl 3600 sec | 4608000 kh
Make package... Exit
tdmkz s ¢

IPsec Proposal list T kZ§fstewHByjdedz" 2 M dMtsC dzOB tstctso  f o]t
or mr dzOj di3* = ¢ Otclsdzj ez Hdzw Mtse ZOMYypgModag v . 1 tcd § S
or fsdzdew j v EfstewHtsydeOddd MIdMEO 5 fodstedlsy
AH Integrity TfteHdzOG O a3 § OffiactsdcfftisTR vy J s Mfstdaslitsts dzlz ¢
RABJ JIsMw HOO L dzgOyJ dedw :
1 Nonei Odze stedlsds ftetso jtoSd yj dzsfisdatsfisd dzj 1 tod ¢
T vl 11906R jlzsteifed BsctcOVWdui MEd?2 Odetstdlsd
ftoci HMNlsOo dzj dzdzr 2 9o € APy & SO Y HLIN-HOE dzOH € j
HMAC-250.
ESP Integrity Tftci HZOCO] 3" | Odetstedlsdyy ftese jtoCd yd dzts
ESP.RA3j JIsMw Ho O L dzOyj ded v :
1 Nonei Odze stedlsds ftetso jtoS d yJ dzsfisdetsfmisd dzj 1§ tod ¢
1 ©v1176.1-99-B ] dzste fAifed B sctcOW dui MEd2 Odzetstedlsd
ftej HMIsOo dzj dzdz’ 2 o € Az IPEFIZASEB] I/ LI-HOE dzOH € j
HMAC-65530.

Bel VPN Client
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Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

ESP Encryption T ftej Hd&ZzZOcOj d5F | OdzetstedIlsdd h dWteseo Odedw 1 (
ESP.1 t6j H dzOG Oj s Bsids €Y dHsctcO¥N dyui MSd?2 Odestec
1 Nonei Odzé stedIlsd3 M d ESPEHA O dzdevy d3j dzv j Is fyw
T Nulli OdzestedlIsds ff ted d3j detsiso Olsdzts dzj M d W

1 1[ev 28A-8] st fBddEccwOl dujmMsd?2 Odestdlsd
ftojHMOo dzj dzdzr 2 o S ts dzLIPY I GSOH4VEOCRROL- K286+ € j
CBC-250.

R3] 20 Odzestedlsdise h dWtctso Odzdy f OCjilstse d ftetso jtel
fMudlsr o O Ismw adfintodt Q@ hidzOte OL diBj " j dABE &S] o f BEIVENG Is O

Client AdminToolav.  dzw dL o3j dzj dedv dd3j dz Odze stedIsdzse dzj 5B
L ssls W ORHA MOdedz" 2 " o SlE@OI | dzPH Odzed™w ddzjdz Odze sted Is o3
admintool.ini",d f jtejL Of fmisdls! gwwoONYm.j M d2 ddzs

Add Proposals with AHT f ted bEfMisOdtsaCj 1 Istsets WdzOYCO or o fs)
warning x|

AH integrity is not applicable to connections over NAT.

i,
Are you sure you want to add proposals with AH integrity to
proposal list?

tdmezads¢
[dzs L dzOYOjls, ylsts fslstssd ¢1NAl MHOMEICHES] & 0t
LB POt o LTCOPEOSGJO. JAESBEOEFE O] s fso j to!
Oklsj dsd ydesfmlsd o yj dzNATISERECES dO jHisO HjOststy ,j @iz ls § dzls d
) sfdzj dzOY OlYpSH € elaBa & jilstdptc Ay dBEscwOl dyj MSd2 O
STB1176199-H96-HMAC-250.

Group i f OO Bj Ister Mg Odizfdz® ek Odsd, o' M &ZOjHkkY 1 Otels dzj
ftsc zOMmso Odzd W :

1 NOPFSitsf y@rPSdzj oCdzs uj dz0 d fted mMIAcaz®@MBo Odzd d
BB dz [-f) WhBOAZO dzj o.1 & @Gz0 ] B IR O dz0
Bjtejlsmw dL § BRG] dedzsc s

T 1lrBteOdedz’ §j Gz fr L dOyosls, ydAm 't isdizddy t§ dsdg®
dzsor 2 weddyjvdd] dzdzdzO dzO olPsees@RBWBS jIs dMf sdz L 59 C
SsHdzZO dL ez {§:

1 MODP 768-. ctkzff-©dktsp78800tkdOds Odctstedlsio
Mmj dzdzc3O dzO)

1 MODP 1024-ctkzff © Bdlk022 o OttdOdzls Odze tstedls o3
Mj dzdzcBO dzO)

1 MODP 1536-ctekzff © Bdlsk588 o Otd@sy Q¥ Gdls
Mmj dzdzd0 dzO) .

LifeTime (sec)iotej 3w o MmJj S kdzH OR, WsesJAwzdzdjs C SlststesCt
mMizh jmMlsetseo Ols! . | 5L &gy detsj 0 de@ uzjs dzdlj. 4 204 BT 295. s dzO

1 jCtod3j deH 2 j Bs ji 360020 U§ A Gtets) PLilsOBUpddsd d detso 56 5
1 EMis GatsCils d L dgO g jsdedsjtc 50 L dz2OYyOj Is dzj ts ¢ iPeedzA j dzdats
Tdzj HBY EMsE@WTN@AC ML HOdedd ddzils Odzazw yd sdzedetse s W O2 oz
fMstseh jddj BB BhdBS|.

LifeTime (Kb)izZ¢OL"™ 90jIs tsBi jd3 HOdzgdzr = © CddzsB 0O21Is0~R,
Mststetsdzr Og tsCRETBA. | SL di3sy dets jT yjddPsyij dagdifmdzts L H dC
0..4294967295.1 j S5 dzH Iz | B ji 46 @OQPd] | Cclsstes] o' MisOo ¢
skCter lsdd dsoscet s ¢IlsOylsty dsoeyjjde jH Ddzds L ~dz0ey CLj dsdzt

W
d
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Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

scteOded yj dz. 1 s O] BEBHT @ MtsL HOded d d defiyls O dzdzw
WOo2dz0 BEHjIs 9" HOds MistsBh jdzdjy B ©h dBC .

s desfUpdDowntf to j HdzOL dzOyj dz" Hdzv Ef steWHtsYydo Odedw M d-
ftodtstedlsjlstkz.
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Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

00 [f B3t SBY tof B2 dzB o

Il 5 o¢C dORfligsdi3OIstedo Oj sy d tjHOGKdiH$®OME | dzis§ O dip
Hdzv fsdz LtseaOlsjdzv, BftjHjdzj dedzgOW o ftejHT HEA R o

gkh jmMsokjls Ho O tiyddBBO twOBSIsr M LSP
1 tcidd3 OolssBOIduUud MSsets WistedBdteso Odzdw L SP
1 tediydd3 tekzydesets L OHOdzedw LSP.

991 wuwL2dz Bz dzBE2N yilsdzf HY =~

Il tiyddzi OolstdOlsdyj i & 2O 3 Wst€ midkapitd &' Gzglzd Iz iy ls O dzts 9 dzj
ZsC Odz! dzO%W fsdzdlsdC O BJiLBYf OMdshisd Wsttddlzj sy d
Rules, IKE,IPSecd tOMmh dtej dzdzr = § OtcOd3j Istctso, L OHO9 Oj d3" ~
9" L' 9 Oj d3ts dz Avdateffl.C 152

ﬁBel ¥PN Client AdminTool (a¥) - <No na' >

File Build Help

auth | Rules | IKE | 1psec LSP |Settings | License | RuG |

View local security policy and edit if need

Local security policy:

GlobalParameters { A
Title = "This LSP was automatically generated by Bel YPN Clien
Version = "2.1"
CRLHandlingMode = BEST_EFFORT

)

LDAPSettings {
ResponseTimeout = 200
HoldConnectTimeout = 60
DropConnectTimeout =5

)
IdentityEntry auth_identity_01¢
Distinguishediame *= CertDescription{
Subject *= COMPLETE,"CN=petrov,C=BY"
)
)
CertDescription local_cert_dsc_01(
Subject *= COMPLETE, "CN=petrov, C=BY"

)
f | uft

I~ Use custom LSP Advanced... I l Refresh LSP I

Make package... | Exit

fdmEzdas ¢

Local security policy 7§ sdzjlSPrp Isj SMmistsottsdz W istcdzOls j

Use custom LSPikmMlsOdzsoa €O 1 Istses WdzOY SO §jted Cdz¥ yoOj s
Wstcdzdtetseo Odzedw L SP

Refresh LSPi C dzsf € © H dzv B8Pt ssRjdepgetudtgpad | i cy H dzv
sktsBtcOy jddV IsjCEMj2 ChpdtffBHtcOydd fnp dL d3d dz
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Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

Advanced -C dzsff € O o' LASvar®ed 5SPABEItings H dzv  dzOMistes2 ¢ d twWOMh d
MfdmMCO fOLEPR] stese

Advanced.SPSettings

Clsts BCdzs SlstsBtOY Ojls ttOMh d o LERE 2d mn JIffeLh dofjj taj i)
Clsster js digslsitel HOC Isdtetse Ols: d bkMmsOdase dls! L dzOyj ded
Bl jHddzgjdzr o fwils! ctelzf{.

{6 dzts

Advanced LSP Settings x|
| Mame | Walue -
- ialobal settings
CRL handling mode BEST_EFFORT
Refuse inbound TCP connections False
Log lewvel default
+ IKE settings
- LDAP settings
Server address Mone
Connect timeout ]
Response Lirneouk 200
Hold connection krneouk &0
Drop connection Lireout =]
- SMMP settings
SMMP palling Mone
Trap receiver 1 Mane
Trap receiver 2 Mone
Trap receiver 3 Mone
- DPD settings
Id=e DPD True
Idle duration (seconds) a0 b
Response duration g5 -
MNekvis~- =]
« | _"I_I
Trap receiver 2 ;I
Second krap receiver sethings.
=
Edit... | Set defaults | Accepk | Zancel |
tdmkzas ¢

MesHjteydl 4 WekdSydosdOd d' j SdsfSd:

Edit-C dzsf €O 9" L8590 BECdzO Hd&zY t6jHOCIdse Odzd W
[Sdzs 8] HOS st @dAfMs v SOCYj ftod Hots?2 dasds
"WBr @ T Hj dzj G BC ] .

Setdefaults -C dztstf SO Hdzw EMlsOdzso € d L dzOyj ded?2 65 FE
f4ted d3j dedz’ = .

Accept-C dztsf CO Hdzv L OCtr Isdw tCdzO f) Mish teOdzj dzd
LdzOyjded?2 4 Jtej 3 deder = .

Cancel-Cdzsf CO Hdzv L OCter sdv CLdd§y dBjjded 2Ms R tc O dzj «
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Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

Globalsettings
CRLhandlingmode

) jtoj d3j dzdzO" L OHOj iydd dMysd Lso Odd™ CRH. d S o
1 t6d Oy Ols JEfitiCEasa @) kM SCdzs Hd&Y o' BBLO L dzOUj da
My dm¢ O:

CRL handling mode X

CRL handling mode
Defaulk Yalue = "BEST_EFFORT"

Value: |EEST_EFFORT =]

Set default | Ik I Cancel

tdmiz das ¢

Il sLdisydzr § L dzOyy ded w:

1 DISABLE-f tcd ftetse jteCj MjtesdWde OO MfdMmse st
sSBtcOB OIS 9 O] IsMmw

7 OPTIONAL-Mf MBS lstsL 9 Odzdz" » M telsd¥ JSOlsse dMmf
Mz yoj, JiMmMdkd td B" d ftojHEzMisOdsp dg dz ddzd
flesyjlKEngs d3j 20 d wedzw jIsfw Hj2Mflselze h d3

1 BEST_EFFORTi Mf dts¢ ©lstsL 9 Odedz' » MjtelsdW¥ dS Olstse d
fteso jteC ] MijtelsdWdC OISO Istsdz €5 9 I3 Mz yoj
Hj2fMlsoaks hddz. Cltsls tj ) dd3 GEIANALB] BMCRUs 6]
By dls B Is! 1t jziz s dets R LBAPIS § MEArO sdz &ROsfEls te s
LdzOyjdedj dMmfsde Likzjmw 5 kZdsdyoOdsds .

7 ENABLET Hdzw Efmf jh dets?2 fHteso jtcCd MjtelsdW¥WdqE OO
SlstsL 9 Odzdz" = Mjelsd¥ S Olstse .

1 dz0 y j fiad ik ts dzy O BEHST EFFORT.
I Mj BCd0 Hdv tojHOS ] Eo Otmd Wi deS) i) edd &' o dgj ¢ Jsdzt

1 Setdefaulti C detsf CO Hdzw EfMlsOdatso dzj dadw L dzOyj dedv
4t &3 dedats 2

1 OKiCdzsfCO Hdw LOCE sd" SCdz0 f) Mo teOdz) dad j
fjtej d3j dadzts? .

7 Canceli Sdesf SO Hdz" LOCt' Isdw t5CdzO BjL MtshteOdzj
f § t3jj dadzts 2 .

RefusanboundTCPconnections

1 OHOjIs BdS dtets FEPHN toj HEHBAhdEfR . RN Sdz L EZjsMw ¢ OC
sceOddujddj S Hj2flsody. lwd wjHOCkdEse Oddq 1§t
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Bel VPNClient3.0L uW dzf ¢ jlskcf Bj d2s2lskmeky Mms

Refuse inbound TCP connections x|
Refuse inbound TCP connections ;I
Default Yalue = False

[
% False
" True

Set default | Ik I Cancel |

tdmzaas¢

1 jtojCozs yOlsjdzr da3jils Ho O ftsdztsy j ded W :
f TRUE-Zdzdylstsy Oj lsmw f j tIEP-ROD Flsuim® R d dzj dedw, |
ontHWNdBjLED O] lso j-fips O ddgl dzdh'ij TCP
dddyddtetse Odgdz’ § dL odzj .

1 FALSE-dzj ftesdLotHdlmy dzdS OCda HisUz0 tedlzdat j dzf t
 dsts dzy O dzd ¥ .

1 dz0 y J i fizts dzy O BAd SE.

Log level

1OHOjl kttse jde oOydeshlsd fesbsStsddtkzj d & M’ I
e’ sFMEls | & &q, fDAPHjldajely , ¢ Mo W L Odzdz’ LSPM 1 tec
d fsdkyjddjd cBLOBslCE?2 Mjtkd¥dCOkses d dn Mt
lted t6j HOCJEtsg Gdfd S ssa dzv

t dmkzaass
1 Z2OYj ded § f 5 idefEmitzy CdEflstsitddsjls igrdzsd O dziz tets 6tz
f totsls € 5 dzdfitetiztg adfr jrez B)js Oo dzwojtlstmcCBetingsp f tsdzi Sever it
IKE settings
Default pad

I stels Hdzw fIKESIs € ®Gtsde@®@ ™ 2 BLEHJjls dMftsd LseOd 5 kBt
L dzOyj-dzd jzsi ud mdzts dL.6553f. O f1CleGsugClzd § § S50& d3ts dzy O dzd
JCdes Hdzv o' BBKBO L dZOyJ dzdv f stelsO:

Bel VPN Client
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